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| Foreword

very company doing business with the Department of Defense has, at one time or another,

run into the requirement of getting information cleared for presentation to the public. At
times this process is frustrating, confusing, and lengthy. From whom do you request permission?
How long will it take? What do you have to submit? This handbook attempts to answer those

questions and much more.

The requirement to review national defense information prior to public release is not new. It was
first recognized by President Harry Truman and was initially codified into a process during the
Eisenhower Administration. Now called the Security and Policy Review Program, it is governed
by Department of Defense directives and corresponding regulations in all services and other
government agencies. The program has grown from the clearance of a handful of documents to

the thousands reviewed each day throughout the system.

The purpose of security and policy review, today as it was then, is to foster a free and open
exchange of ideas and issues without giving away sensitive, classified, technical information that
could be detrimental to the interests of the United States. The increase in terrorist activities and
the development of weapons of mass destruction by rogue states further increase the scrutiny

required prior to the release of information.

Use this handbook as a guide and a reference. It can significantly shorten the review process,
saving you time and money while ensuring the information released adheres to U.S. government

policy and security guidelines.

The Aerospace Industries Association would like to thank the Washington Headquarters Service,
Office of Security Review, and the Secretary of the Air Force, Public Affairs Security and Policy
Review Branch, for their assistance in publishing the fourth edition of this handbook. Their
initiative in updating the handbook to provide the defense industry with a definitive guide is

greatly appreciated.

Aerosgace Industries Association ‘AIAI

AIA is the nonprofit trade association representing the nation’sleading designers, manufacturers,
and providers of civil, military, and business aircraft, helicopters, unmanned aerial vehicles,
space systems, aircraft engines, missiles, materiel and related components, equipment, services,
and information technology.
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| Why Safeguard Information?

National Security

The primary reason for clearing defense information prior to public release is to safeguard our
national security. The technology and program data contained in technical papers, marketing
brochures, or news releases could reveal national secrets if not properly cleared. The information
on which the material is based often comes from defense contracts or projects. A simple
association of programs or hardware could provide the missing piece needed to complete an
intelligence puzzle being assembled by individuals or countries whose interests are counter to
those of the United States.

Economic Security

American industrial technologies and competitive strategies are growing targets of foreign
intelligence organizations. Not only does this endanger national security but also the loss of this
information damages the nation’s industrial capability to compete in the world market.

Critical Technology

The review process identifies and stops critical military technology transfer out of proper
channels. Since World War II the United States has made great strides in military technologies.
These technologies have allowed the United States to maintain a strong national security and
technological leadership role throughout the world. But military strength is a delicate balance.
During the period of world change, the Departments of State, Commerce, and Defense are
striving to maintain that strong defense posture and still allow industry to compete in a rapidly
expanding world technology market. These continually evolving policies and trade decisions
make review and clearance essential.

Sensitivities

The information review process identifies economic and diplomatic sensitivities that could
unknowingly enter the material. The program described in the paper could represent or be the
result of a national policy decision. Such programs as space, missile defense, and weapons of
mass destruction might have added sensitivities because of diplomatic activities and world events.

Contractor Proprietary

Submitting defense-related material for review forces companies to create internal procedures to
make judgments on proprietary or company sensitive information to include subcontractors. By
establishing a review system preceding public release, the contractor has created safeguards
against the inadvertent release of technology advances or business strategies that would harm
national defense or market competitiveness.

What Information Needs To Be Cleared?
]

Definitions

The general answer is that information intended for the public and derived from or based on a
classified defense contract or related to Independent Research and Development (IR&D) of a

militarily critical program or technology must be reviewed and cleared by the Department of

Defense prior to release. A few definitions will help.




* The Public

“The public” means any open, unrestricted audience. This could range from a technical
conference to the readers of a daily newspaper. The size or location of the audience is not a
consideration; the public could be one person or an entire population. The public could be in the
United States or overseas.

* Types of Information

The information can range from a simple program description in a marketing brochure to a full
technical review. It can be folded into a variety of formats including technical papers, videos,
fact sheets, marketing brochures, news media materials, and internal newsletter articles. It also
can mean an advertisement or a speech by a company official. The key is that any information
derived from defense work and intended for the public release must be reviewed for clearance.

* DD Form 254, DoD Contract Security Classification Specifications

Not all Department of Defense contracts, however, require that information be cleared for
release. The first indication of a security review requirement would be found in the instructions
on DD Form 254, attached to all defense contracts with a security classification. This indicates
the highest classification level of the program or project and which office to submit the
material for review.

In unclassified contracts (those with no classification requirements or those with no DD Form
254), security and policy review requirements might be written into the body of the contract. A
contract with no security involvement might still have policy sensitivities necessitating review.
Read and understand every contract before releasing information based on it through proper
channels.

* Independent Research and Development

One of the most difficult areas of security and policy review is Independent Research and
Development. Every year DoD supports contractor IR&D with millions of dollars. Much of the
research is not directly associated with a current program but could become the foundation for
a future technology or weapon system. The decision of whether to clear and release IR&D
information often rests with the contractor.

When in Doubt, Check the ITAR — Information generated from IR&D first should be checked
against the State Department’s International Traffic-In-Arms Regulations (ITAR). This is a
document detailing the United States munitions and procedures for export of defense articles and
defense services. If the information in the material to be released is specified in the ITAR, then it
could be subject to Department of State licensing. Technical papers intended for public release
may be submitted to the Washington Headquarters Service, Office of Security Review
(WHS/ESD/OSR) located in the Pentagon. If cleared for release and placed in the public domain
by the contractor, the technical paper is exempt from export licensing requirements. This review
authority has not been delegated to the individual military services.

Non-Technical Information — If the material is generic and does not contain specific technical
detail, application, or results, then it need not be submitted for review. If there is a question,
contact WHS/ESD/OSR. The Office of Security Review also will review unsolicited, or not con-
tractually required, material which might be of a militarily critical nature. Examples of such
material include technical articles for national publications and presentations at international



conferences. When in doubt, it is a good idea to submit material to OSR for their release deter-
mination.

What Information Does Not Need To Be Cleared?
N

Not all defense information needs to be reviewed for clearance by DoD or the services. The basic
rule is that material not intended for public release does not need defense review. This includes:

* Classified Information

Instead of working the material through the security and policy review process, which handles
only information for public release, send the material directly to the contracting customer’s
security office. They, in turn, will pass it to the appropriate program office for a classification,
technical, and issue review.

* Contractually Required Materials

Materials such as proposals and contractually required reports and briefings do not have to be
reviewed by the customer because they are not intended for public release. However, if the
need arises for public release, they should be cleared through the normal security and policy
review system.

* Information Destined for DoD Closed Conferences

This is the exception of the security and policy review arena. There are a number of conferences
that are not open to the public, and attendance is controlled by the Department of Defense or the
military services. These conferences are considered closed, and military program material
doesn’t have to be cleared for presentation. Many customers, however, still require material
intended for these conferences to be reviewed for classification and sensitivities. Remember, a
“review” is not the same as a “clearance,” which grants public release. The customer, before any
future public release, must still clear material given at these events. Examples of closed confer-
ences include the Government Microcircuit Applications Conference, the Joint Army-Navy-
NASA-Air Force Conference, and MILASM.

* Fundamental Research, Even If DoD Funded
This is most commonly found at universities holding DoD research contracts. Check with the
contracting agency clearance office for details.

* Previously Cleared Material
If the content has not been changed, see Reusing Cleared Material on page 14.

DoD Security and Policy Review System
|

Right To Know

The American public has the right to know the military capability and potential of our nation.

This, however, is limited by the need to prevent compromise of national security and policies.

The military security and policy review system was created to safeguard both the public’s rights
and our national security. It is a service provided to ensure that information regarding our nation-

al security is released quickly but without divulging classified or policy data. It also ensures that
information will be technically accurate, free of information about critical military technology,

and conforms to Department of Defense and military service polices. 3




Clear at Lowest Possible Level

Information review and clearance is performed at Department of Defense and all levels of
command within the military services. It is the goal, however, that whenever possible the
final review and clearance authority is kept at the lowest possible command level within a
military service.

Unfortunately, it is not always possible to clear material at a low command level. Some material
requires higher headquarters review. Subjects requiring the highest review are those of national
or foreign policy interest, including new programs, information intended for release at the “seat
of the government” or Washington level, military operations, space systems, chemical and
biological warfare, and high-energy lasers.

This list of actual subjects destined for review is not static. Even information about an “old”
program may require a full Pentagon review if it is in the budget or FYDP, at an important
milestone, or has become politically or economically sensitive.

Review vs. Clearance

It is a common mistake to confuse the review process with the resulting clearance. Just because
information has been reviewed by a segment of the defense customer doesn’t mean it has been
cleared. The authority to clear material is delegated from the Office of the Secretary of Defense
(OSD) to the military services. They, in turn, delegate the authority to certain offices within the
commands. For example, the Air Force places the clearance authority in the public affairs office.

The Public Affairs Office

The defense security and review process is usually in the military public affairs office as system
administrator. This is a safeguard to the public’s right to obtain unclassified defense information.
Although the public affairs office is the clearing agency, it incorporates comments of reviewers
who might be in program offices, policy positions, or security offices.

Review Entry Points

Generally, send material to be reviewed for clearance to the customer public affairs office listed
on the DD Form 254. Sometimes, as discussed in the Military Service Security Review Systems
section in this handbook, other offices are directed as entry points into the system. As material
progresses through the clearance system from the public affairs office, it is reviewed by both
technical and policy experts. The technical review is often done at lower levels with policy
review at the higher levels.

Multiple Reviewers

Experts in many areas perform the actual review. Review offices may include technical,
operational, security, legal, political or diplomatic, critical technology, and intelligence staffs.
While a low-level, routine review may go only to technical and security offices, a high-level
review may be seen by a half dozen or more agencies. The corresponding time required for
review then increases from a few weeks to several months. Before estimating review time,
consider program sensitivities and the desired public exposure of the material.

Parallel Review
To speed the administrative process, reviews at each defense customer level are performed in
a “shotgun” or parallel fashion with all reviewers looking at the material at the same time.



Sequential review is rare. Thus, one reviewer’s questions do not stop a review. Also, a group of
positive reviews can override a negative review when considered in the aggregate.

Questioned or Negative Review

A questioned or negative review usually does not stop a case from being sent to higher
headquarters for continued review. However, it carries the negative review with it and possibly
influences the outcome. Items denied public release may be appealed for reconsideration.

Clearance Notification

After the material has been cleared or in some cases denied by the customer, a letter is sent to
the submitting office notifying it of the decision. The individual author usually is not notified. It
is the responsibility of the submitting office to pass the word along. The customer public affairs
office might first notify the contractor by telephone and follow-up with a letter.

Classified Material

Many technical conferences host classified sessions. Information intended for these sessions
need not be cleared because the sessions are not public. It is common, however, that the defense
customer requires the information to be reviewed for accuracy and policy sensitivities before
presentation. Use the customer security chain of command for a classified review.

Note: Specific step-by-step procedures are detailed in the Guidelines section on page 8.

Technology Transfer

|

Although the term “technology transfer” is commonly used, few understand its meaning and
ramifications. It can mean either an economic or technical triumph or a loss of a technical
advantage.

For the Security and Policy Review program, improper technology transfer is defined as the
uncontrolled export or disclosure of advanced technology from the United States to unauthorized
foreign hands. The loss might be a deliberate or an inadvertent transfer within the United States
or abroad. A disclosure might take place at an overseas conference or at a local seminar attended
by foreign representatives. An article placed in a local association journal will be read by those
interested in the technology both here and abroad, especially if posted on the Internet.

If the information is militarily critical and released to the public, the United States stands to lose
its critical edge in that defense area. To guard against this, the government has created a series of
controls. Military reviewers throughout the clearance process use these mechanisms. Authors and
contractor technology review managers should be familiar with these controls before presenting
material to the customer for review.

The Military Critical Technologies List

This is published by DoD and used as a reference document, not a strict regulation or

decision tool. It is a guideline listing of those technologies that are critical to the security of our
nation. Reviewing authorities will look at this list for background information and an
indication of sensitivity.




International Traffic-In-Arms Regulations

This is a State Department document that lists technical data about defense articles including
arms and munitions that require export control. This guidance, used by both DoD and State
reviewers, is broad and subject to interpretation and appeal.

Commodity Control List

This is a series of Commerce Department export control laws governing commodities requiring
an export license. The list recognizes economic, national security, foreign policy, and domestic
supply impact of the commodities. Like the other lists, it is under constant review.

Technology Questions

For technology transfer, reviewers consider a number of questions. s the technology still
theoretical or is it nearing application? What is the military value? Is the United States the leader
in the field? Is this information considered state-of-the-art in the technology? Is there a high
level of detail presented in the information? Does it disclose a process or procedure? Before the
material is sent to the customer, the contractor technology review process must examine the
same questions.

Technology Justification

If the submitted material appears to address topics on the control lists, include a thorough
technology justification with the submission. This justification may include previously cleared
references in open publications, statements that other countries openly offer the same technolo-
gy, or a statement of why the publication of the technology will not harm national defense
technology. Use the same justification for an appeal if the material has been denied clearance
because of critical technology.

Clearance and Distribution Statements
|

The desired result of a security and policy review is a clearance to distribute material to anyone,
anytime, and anywhere. Sometimes that is not possible due to issues of critical technology,
policy, or timing. What appears to be an open or unclassified program to a defense contractor
could be sensitive to the government due to current international conditions.

A denial of clearance for public release could result in return of the material with a restrictive
distribution statement. Although not a “clearance,” it does allow the material to be presented to a
specific, limited audience. Also, unlike a security classification, it imposes only an administra-
tive need-to-know requirement. Classified technical documentation might also be assigned
Distribution Statement A, B, C, D, E, or F.

Based on DoD Directive 5230.24, Distribution Statements on Technical Documents, each
statement defines the audience approved to receive the material. Statements are progressively
restrictive from A to X. In brief, the statements read as follows (see DoDD 5230.24 for addition-
al information):

Statement A: Approved for public release; distribution is unlimited.
Statement B: Distribution authorized to U.S. government agencies only.
Statement C: Distribution authorized to U.S. government agencies and their contractors.




Statement D: Distribution authorized to Department of Defense and DoD contractors only.
Statement E: Distribution to components of DoD only.

Statement F: Further dissemination only as directed by (insert controlling DoD office) (date of
determination) or higher DoD authority. This is normally only used on classified documents.
Statement X: Distribution authorized to government agencies and private individuals or
enterprises eligible to obtain export-controlled technical data.

The actual restrictive distribution statement will include reasons for the limitation. Distribution
limitation statements may be downgraded or removed from reviewed material by eliminating the
militarily critical information. Also, material denied for open distribution may be reconsidered
for a narrow distribution statement. This is negotiated through the appeal process with the
original customer public affairs office handling the case.

The Military Services Security Review Systems
|

All military services provide a system for the clearance of national security information intended
for public release. To accomplish this goal, the services established security review programs at
every level of command. These programs, usually administered by the public affairs office,
subscribe to the practice of submitting and clearing information at the lowest possible level in
the shortest possible time.

Clearance criteria are similar for each of the military services. Common areas include security
classification, critical technology, and policy issues. Areas such as new programs, space
applications, Washington-level release of information, and intelligence-related information raise
equal concerns for all services.

DoD Directives prescribe that each military service and DoD component establish a procedure
for the clearance of national security information. Each military service, however, has its own
procedures and emphasis. These differences exist even at varying levels and organizations within
the same service. It is the responsibility of the contractor to be familiar with the requirements of
the contract and the associated security review process for each service.

The Army security and policy review system is organized through the public affairs chain of

command with multiple entry points assigned according to contractual requirements. Reviews
are done at the lowest level whenever possible. Lower levels, however, can send cases back to
contractors or other offices for additional information or discussion (see also AR 360-1, Army
Public Affairs).

The Navy considers the clearance process as a security matter usually coordinated through the
appropriate security review and public affairs offices within a command. The Navy views the
loss of technical data as a security threat. Again, material is worked at the lowest possible level
with access into the review system through various entry points, including the public affairs
office.

The Air Force security and policy review system is the most public affairs-oriented military
service, with entry control points usually through the public affairs office. The Air Force also
considers the contractor’s public affairs office as the preferred submitting authority. Like the
other services, the Air Force clears information at the lowest possible level.




The Marine Corps operates its security and policy review system through counterintelligence
channels. Like the Navy, it views information clearances as security issues. Technology and
program reviews usually are processed through other military services because Marines share
weapons systems procurements. This means a joint review and extended review time. Policy
issues stay within the Marine Corps system.

The differences in the service programs revolve around the point of entry for the initial
submission of the material, administrative requirements, and the review route to final clearance.

Entry Points

The initial entry into the security and policy review system is critical. If the material starts at the
wrong place in the customer organization, it will delay or make impossible a valid review. The
entry point is listed on the DD Form 254 attached to the classified customer contract. If not
there, then it will be in special instructions within the body of the contract. Although the public
affairs office is usually the entry point for the material, some contracts list the customer’s
contracts, security, or even the program office. Always enter the system through the designated
office. In all services the review will eventually end up at the public affairs office for manage-
ment of the appropriate clearance.

Administrative Differences

Administrative requirements are confusing and sometimes conflicting. Although each local
security review office follows the same command procedures, most add or change the process to
fit their situation. For example, some offices within the same service request four copies of the
material while others request eleven copies. Photographs are handled differently. Some offices
request a mix of original prints and photocopies while other offices want only original prints. It
is the responsibility of the contractor to be familiar with the administrative requirements of each
security and policy review system.

Review Requirements

Routing of the material through the customer reviewing authorities varies as does the time
needed for review. One large organization accepts material through the program office and
passes it to the contracts office, security office, and on to public affairs at its next higher
headquarters for final review. Another large organization in the same service simplified the
review process down to accepting review materials through the public affairs office and passing
them to the program and security offices. Some public affairs offices send the majority of their
review cases to higher headquarters for further review. Others send very little. The extra step
of involving the next level headquarters adds time and complexity and should be anticipated by
the contractor.

Guidelines
I

Security and policy review is an administrative process, guided by sets of rules and regulations.
While requirements vary in detail from service to service and organization to organization, the
basic process remains the same across the Department of Defense. It is the responsibility of the
contractor to understand the requirements of each customer. The result will be a faster clearance
and an uncomplaining customer.




The Cover Letter

The first step toward a successful clearance is a complete cover letter attached to the

material submitted for review. It will guide the material through the review process. The cover
letter should:

e List the full name of the author and title of the material. If there are multiple authors, all names
do not have to be listed.

¢ Certify the company believes the material is unclassified, technically accurate, not company
proprietary, and doesn’t contain critical technology. The government customer won’t consider
material without this statement. If it contains company proprietary information, don t submit it
for review. Remember, reviewed material is subject to Freedom of Information Act laws.

¢ Identify the related contract by the Department of Defense number. Do not use the company
purchase number or any other local designator. If a subcontractor, include both the subcontract
and prime contract numbers. (The subcontractor must route materials to the government via the
prime contractor.) The review routing, including who must see the material, initially depends on
the contract.

¢ Identify the technical monitor of the program. If there is no formal technical monitor, identify
who is your program point of contact. Because the technical monitor usually is one of the
reviewers, it benefits the contractor to name the correct individual. The technical monitor often
helps determine further steps in the review process. The phone number and office symbol of
the technical monitor speed the administrative process.

* Specify when the material is needed, but be reasonable about the desired date. Anything less
than two weeks usually means a rush for the customer and will either be rejected or leave a poor
impression. For higher-level clearances add a month, but the time might be influenced by other
events at the headquarters and in the system. If there is a question about sufficient time to clear
the material, call the customer public affairs office before submitting the material.

¢ Identify where and when the material is to be presented. If it is for a conference, be specific
about the title and location of the conference and the sponsoring organization. Also, specify if
the material is to be published in the conference proceedings.

* Identify teaming arrangements. The team leader should submit the material for review. Indicate
what other team members have reviewed the material.

e List previously cleared materials that impact the case. This includes previously submitted and
approved abstracts. Whenever possible, list the clearing organization, the clearance case number,
and the date cleared.

* Submit a cover letter for each case. Do not submit a group of cases under a single cover letter.
The cases won’t be reviewed as a group nor will they complete the process at the same time.
Grouping the cases mean that they will be returned only after completing the slowest case.
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Final Form Submission

The submitted material must be in final form. A draft is unacceptable. After review and
clearance, the material cannot be changed. This does not mean that printed brochures or final
production videos are required for review. It means that the information presented for review
is typed neatly in final form and laid out in orderly fashion, including all titles, captions, and
photographs. Once cleared, information only requires review for major revisions, not minor
editing.

Numbers of Copies

Submit the correct number of copies to the customer security and policy review office. This
varies by organization. Within the same service, numbers of required copies of text could range
from four to eleven. If in doubt, ask the customer. Don ¥ send too few copies. It’s irritating

and time-consuming for the customer who might be processing a hundred cases, and
photocopying material is an extra administrative step.

Abstracts and Other Preliminary Material

A cleared abstract doesn't mean a cleared final paper. Each is considered a new document.
Reference the cleared abstract, including the case control number, in the cover letter for the final
paper. It saves review time.

Number the Pages

Number all the pages, pictures, charts, and slides. Make sure figures match the numbering in the
text. A reviewer may be handling many papers at the same time and numbering reduces the