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SUBJECT: INFORMATION SECURITY SUPPLEMENT TO DoD 5200.1-R

References: (@) Administrative Instruction No. 26, "OSD Information Security
Suppliment to DoD 5200.1-R," April 29, 1983 (hereby canceled)

(b) Administrative Instruction No. 25, "OSD Automated Information
System Security," November 15, 1985 (hereby canceled)

(c) Administrative Instruction No. 61, "Door Locks, Combination Locks,
Access Control Devices, and Security Containers,” April 20, 1984
(hereby canceled)

(d) Administrative Instruction No. 69, "Security Compromises and
Violations," November 3, 1983 (hereby cancel ed)

(e) Administrative Instruction No. 84, "OSD Technical Surveillance
Countermeasures (TSCM) Program,” July 18, 1983 (hereby canceled)

(f) through (bbbb), see section C1.1., enclosure 1

1. REISSUANCE AND PURPOSE

This Instruction:

1.1. Reissues and consolidates reference (a) with references (b) through (e) into a
single document.

1.2. Establishes uniform compliance by supplementing DoD 5200.1-R and related
DaoD security issuances.

2. APPLICABILITY AND SCOPE

2.1. ThisInstruction appliesto all organizations of the Office of the Secretary of
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Defense (OSD) and other organizations supported administratively by Washington
Headquarters Services (WHS) (hereafter referred to collectively as"OSD
Components'). It does not apply to the Organization of the Joint Chiefs of Staff
(QJCY).

2.2. ThisInstruction appliesto all personnel employed by, assigned to, or
attached for duty to OSD Components and to all OSD Component contractors and
consultants.

2.3. Thetext of DoD 5200.1-R is printed in regular type and the supplementary
Instruction text is printed in an all-capitalization type. Further supplementation of this
Instruction may be issued by OSD Components.

3. RESPONSIBILITIES

3.1. The Director, Washington Headquarters Services (WHS), shall provide
security services for OSD Components.

3.2. The Heads of OSD Components shall ensure that all employeeswithin their
organization read and comply with this Instruction.

3.3. The Director, Physical Security Division (PSD), shall:

3.3.1. Manage the Information Security Program.

3.3.2. Submit reportsto the Director, WHS, and to the Head of the OSD
Component concerned on Information Security Program matters.

3.3.3. Provide advice, assistance, guidance, and training support to OSD
Components on the Information Security Program.

3.3.4. Accredit automated information systems.

3.4. Security Managers shall implement Security Procedures and Information
Security Programs.

3.5. Employees shall comply with this Instruction and keep their security
managers informed of security matters.



5. EFFECTIVE DATE

This Instruction is effective immediately.

/}"h
: ﬂf”_,i/fzﬁég_
David 0. Jooxe
Devutv Assistant Seczetarv of Defansa
iadminiszracion:

Enclosures- 1

E1l. Department of Defense Information Security Program Regulation with
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C1l. DEPARTMENT OF DEFENSE INFORMATION SECURITY PROGRAM
REGULATION

CHAPTER 1
GENERAL PROVISIONS

Cl1l.1. Section1l. REFERENCES, CONTINUED

1-100. References, continued.

(f) DoD Directive 5200.1, "DoD Information Security Program,” June 7,
1982

(g) Executive Order (E.O.) 12356, "National Security Information,” April
2, 1982

(h) Information Security Oversight Office (1SOO) Directive No. 1,
"National Security Information,” June 23, 1982

(i) DaD Directive 5220.22, "Department of Defense Industrial Security
Program,” December 8, 1980

(j) DoD 5220.22-R, "Industrial Security Regulation,” December 1985 (or
current edition)

(k) DoD 5220.22-M, "Industrial Security Manual for Safeguarding
Classified Information,” December 1985 (or current edition)

(1) Public Law 83-703, "Atomic Energy Act of August 30, 1954," as
amended

(m) DoD Directive 5200.28, " Security Requirements for Automatic Data
Processing (ADP) Systems," December 18, 1972

(n) DoD 5200.28-M, "ADP Security Manual: Techniques and
Procedures for Implementing, Deactivating, Testing, and Evaluating
Secure Resource Sharing ADP Systems,” January 1973

(o) E.O. 12333, "United States Intelligence Activities," December 4, 1981

(p) DoD Directive 5400.7, "DoD Freedom of Information Act Program,”
March 24, 1980

(g) Sections 181-188 of title 35, United States Code, "The Patent Secrecy
Act of 1952"
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(r) DoD Directive 5400.11, "Department of Defense Privacy Program,”
June 9, 1982

(s) DoD 5200.1-H, "Writing Security Classification Guidance
Handbook," October 1980

(t) DoD 5200.1-1, "DoD Index of Security Classification Guides' 1

(u) DaD Directive 5535.2, "Delegations of Authority to Secretaries of
the Military Departments - Inventions and Patents," October 16, 1980

(v) DoD Directive 5200.30, "Guidelines for Systematic Review of
20-Y ear Old Classified Information in Permanently Valuable DoD
Records,” March 21, 1983

(w) Section 483a of title 31, United States Code, (Title 5, Independent
Offices Appropriation Act)

(x) DoD Instruction 7230.7, "User Charges,” June 12, 1979

(y) DoD Directive 7920.1, "Life-Cycle Management of Automated
Information Systems (AlS)," October 17, 1978

(2) DoD Instruction 5230.22, "Control of Dissemination of Intelligence
Information,” April 1, 1982

(ad) National COMSEC Instruction 4005, "Safeguarding and Control of
COMSEC Material," October 12, 1979

(bb) National Communications Security Committee (NCSC) Policy
Directive 6, January 16, 1981

(cc) DoD Directive C-5200.5, "Communications Security (COMSEC)
(V)," October 6, 1981

(dd) DoD Directive 5210.2, "Accessto and Dissemination of Restricted
Data," January 12, 1978

(ee) DoD Directive 5100.55, "United States Security Authority for North
Atlantic Treaty Organization Affairs," April 21, 1982

(ff) Joint Army-Navy-Air Force Publications (JANAP) #119 and #299

(gg) DoD Directive 5240.6, "Counterintelligence Awareness and
Briefing Program,” February 26, 1986

(hh) E.O. 12065, "National Security Information,” June 28, 1978

(i) DoD Directive 5210.56, "Use of Force by Personnel Engaged in Law
Enforcement and Security Duties,” May 10, 1969

(jj) DoD Directive 5030.47, "National Supply System," May 27, 1971
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(kk) Memorandum by the Secretary, Joint Chiefs of Staff (SM) 701-76,
Volume |1, "Peacetime Reconnaissance and Certain Sensitive
Operations,” July 23, 1976

(1) DoD Directive 3224.3, "Physical Security Equipment: Assignment
of Responsibility for Research, Engineering, Procurement,
Installation, and Maintenance,” December 1, 1976

(mm) National COMSEC Instruction 4009, "Protected Distribution
Systems,” December 30, 1981

(nn) DaoD Directive 5200.12, "Policy on the Conduct of Meetings
Involving Accessto Classified Information,” September 24, 1984

(00) DoD Instruction 5240.4, "Reporting of Counterintelligence and
Criminal Violations," July 28, 1983

(pp) DaoD Directive 5210.50, "Unauthorized Disclosure of Classified
Information to the Public," October 18, 1982

(ggq) DoD 5200.2-R, "DoD Personnel Security Program,” December 1979

(rr) DoD Directive 5400.4, "Provision of Information to Congress,"
January 30, 1978

(ss) DoD Directive 7650.1, "General Accounting Office Comprehensive
Audits," July 9, 1958

(tt) DoD Directive 5230.11, "Disclosure of Classified Military
Information to Foreign Governments and International
Organizations," December 31, 1984

(uu) Section 403 of title 50, United States Code, "National Security Act"

(vv) DoD Directive 4540.1, "Use of Airspace for United States Military
Aircraft and Firings Over the High Seas," January 13, 1981

(ww) DoD Directive 5210.41, " Security Criteria and Standards for
Protecting Nuclear Weapons," September 12, 1978

(xx) DaD Instruction 1000.13, "ldentification Cards for Members of the
Uniformed Services, Their Dependents, and Other Eligible
Personnel,” July 16, 1979

(yy) Public Law 76-443, "Espionage Act," March 28, 1940

(zz) Section 801 et seq. of title 10, United States Code, "Uniform Code
of Military Justice"

(aaa) Allied Communication Publication (ACP) #110

(bbb) DoD Directive 5230.24, "Distribution Statements on Technical
Documents,” November 20, 1984
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(ccc) DoD 5200.1-PH-1, "Classified Information Nondisclosure
Agreement (SF 189)," July 1985

(ddd) DoD 5200.1-PH, "A Guide to Marking Classified Documents,”
November 1982

(eee) DoD Directive C-5230.23, "Intelligence Disclosure Policy,"
November 18, 1983

(fff) DoD Instruction 5230.20, "Control of Foreign Representatives,”
June 25, 1984

(ggg) DoD TS-5105-21-M-2, "SCI Security Manual Communications
Intelligence Policy," July 1985

(hhh) DoD C-5105.21-M-1, "SCI Security Manual Administrative
Security," January 1985

(iii) DoD TS-5105.21-M-3, "SCI Security Manua TK Policy,"
November 1985

(jj) National COMSEC Instruction 4003, "Classification Guidelines for
COMSEC Information," December 1, 1978

(kkk) Nationa COMSEC Instruction 4006, "Reporting COMSEC
Insecurities," October 20, 1983

(1) National Telecommunications and Information Systems Security
Instruction 4001, "Controlled Cryptographic Items,” March 25, 1985

(mmm) National COMSEC Instruction 4008, " Safeguarding COMSEC
Facilities," March 4, 1983

(nnn) DoD Directive 5405.2, "Release of Official Informationin
Litigation and Testimony by DoD Personnel as Witnesses," July 23,
1985

(0oo0) DoD DIRECTIVE 5122.5, "ASSISTANT SECRETARY OF
DEFENSE (PUBLIC AFFAIRS)," JUNE 15, 1982

(ppp) DoD DIRECTIVE 5230.9, "CLEARANCE OF DoD
INFORMATION FOR PUBLIC RELEASE," APRIL 2, 1982

(qqq) DIA MANUAL 50-3, "PHYSICAL SECURITY STANDARDS
FOR SENSITIVE COMPARTMENTED INFORMATION
FACILITIES" MAY 2, 1980

(rrr) ADMINISTRATIVE INSTRUCTION NO- 15, "OSD RECORDS
MANAGEMENT PROGRAM," APRIL 28, 1981

(sss) ADMINISTRATIVE INSTRUCTION NO- 23, "PERSONNEL
SECURITY PROGRAM AND CIVILIAN PERSONNEL
SUITABILITY PROGRAM," FEBRUARY 25, 1986
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(ttt) ARMY REGULATION 27-10, "MILITARY JUSTICE," June 1,
1984

(uuu) AIR FORCE REGULATION 35-32, "UNFAVORABLE
INFORMATION FILES, CONTROL ROSTERS,
ADMINISTRATIVE REPRIMANDS, AND ADMONITIONS,"
February 12, 1982

(vwv) THE NAVY AND MARINE CORPS, "JUDGE ADVOCATE
MANUAL 5800.78," July 17, 1984

(www) DIA MANUAL 50-1, "SENSITIVE COMPARTMENTED
INFORMATION (SCI) SECURITY MANAGEMENT,"
SEPTEMBER 10, 1984

(xxx) "THE UNIFORM CODE OF MILITARY JUSTICE"

(yyy) DoD 5400.7-R, "DoD FREEDOM OF INFORMATION ACT
PROGRAM," DECEMBER 1980

(zzz) SECTION 552 OF TITLE 5, UNITED STATES CODE, "THE
FREEDOM OF INFORMATION ACT"

(aaaa) DoD DIRECTIVE 5230.24, "DISTRIBUTION STATEMENTS
ON TECHNICAL DOCUMENTS," NOVEMBER 20, 1984

(bbbb) DoD Directive 5240.5, "DoD Technical Surveillance
Countermeasures (TSCM) Survey Program,” May 24, 1984

1 Published on an annual basis.

Cl.2. Section2. PURPOSE AND APPLICABILITY

1-200. Purpose. Information of the Department of Defense relating to national
security shall be protected against unauthorized disclosure aslong as required by
national security considerations. This Regulation establishes a system for
classification, downgrading and declassification of information; sets forth policies and
procedures to safeguard such information; and provides for oversight and
administrative sanctions for violations.

1-201. Applicability. This Regulation governsthe DoD Information Security
Program and takes precedence over all DoD Component regulations that implement
that Program. Under DoD Directive 5200.1, E.O. 12356, and 1SOO Directive No. 1
(references (f), (g), and (h)), it establishes, for the Department of Defense, uniform
policies, standards, criteria, and procedures for the security classification,
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downgrading, declassification, and safeguarding of information that is owned by,
produced for or by, or under the control of the Department of Defense or its
Components.

1-202. Nongovernment Operations. Except as otherwise provided herein, the
provisions of this Regulation that are relevant to operations of nongovernment
personnel entrusted with classified information shall be made applicable thereto by
contracts or other legally binding instruments. (See DoD Directive 5220.22, DoD
5220.22-R, and DoD 5220.22-M, references (i), (j) and (K)).

1-203. Combat Operations. The provisions of this Regulation relating to
accountability, dissemination, transmission, or safeguarding of classified information
may be modified by military commanders but only to the extent necessary to meet
local conditions in connection with combat or combat-related operations. Classified
information should be introduced into forward combat areas or zones or areas of
potential hostile activity only when essential to accomplish the military mission.

1-204. Atomic Energy Material. Nothing in this Regulation supersedes any
requirement related to "Restricted Data" in the Atomic Energy Act of August 30, 1954,
as amended (reference (1)), or the regulations of the Department of Energy under that
Act. "Restricted Data" and material designated as "Formerly Restricted Data,” shall
be handled, protected, classified, downgraded, and declassified to conform with
reference () and the regulations issued pursuant thereto.

1-205. Sensitive Compartmented and Communications Security Information

1-205.1. Sensitive Compartmented Information (SCI) and Communications
Security (COMSEC) Information shall be handled and controlled in accordance with
applicable national directives and DoD Directives and Instructions. Other classified
information, while in established SCI or COMSEC areas, may be handled in the same
manner as SCI or COMSEC information. Classification principles and procedures,
markings, downgrading, and declassification actions prescribed in this Regulation
apply to SCI and COMSEC information. (See also paragraph 13-200.3.).

1-205.2. Pursuant to DoD Directive 5200.1 (reference (f)), the Director,
National Security Agency/Chief, Central Security Service may prescribe special rules
and procedures for the handling, reporting of loss, storage, and accessto classified
communications security devices, equipments, and materials in mobile, hand-held or
transportable systems, or that are used in conjunction with commercia telephone
systems, or in similar circumstances where operational demands preclude the
application of standard safeguards. These special rules may include procedures for
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safeguarding such devices and materials, and penalties for the negligent loss of
Government property.

1-206. Automatic Data Processing Systems. This Regulation appliesto
protection of classified information processed, stored or used in, or communicated,
displayed or disseminated by an automatic data processing (ADP) system. Additiona
security policy, responsibilities, and requirements applicable specifically to ADP
systems are contained in DoD Directive 5200.28 and DoD 5200.28-M, references (m)
and (n).

1-207. SUGGESTIONS FOR CHANGES. USERSOF THISINSTRUCTION
ARE ENCOURAGED TO SUBMIT SUGGESTIONS FOR IMPROVING OF THIS
INSTRUCTION TO THE PHYSICAL SECURITY DIVISION (PSD), WHS
COMMENTS SHOULD INDICATE THE SPECIFIC PAGE(S), PARAGRAPH(S)
AND LINE(S) OF THE TEXT TO BE CHANGED. RATIONALE SHALL
ACCOMPANY EACH RECOMMENDED CHANGE.

C1.3 Section 3. DEFINITIONS

1-300. Access. The ability and opportunity to obtain knowledge of classified
information.

1-301. Applicable Associated Markings. The markings, other than classification
markings, and warning notices listed or referred to in subsection 4-103.

1-302. Carve-Out. A classified contract issued in connection with an approved
Special Access Program in which the Defense Investigative Service has been relieved
of inspection responsibility in whole or in part under the Defense Industrial Security
Program.

1-303. Classification Authority. The authority vested in an officia of the
Department of Defense to make an initial determination that information requires
protection against unauthorized disclosure in the interest of national security.

1-304. Classification Guide. A document issued by an authorized original
classifier that prescribesthe level of classification and appropriate declassification
instructions for specified information to be classified derivatively. For purposes of
this Regulation, thisterm does not include DD Form 254, "Contract Security
Classification Specification.”
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1-305. Classified Information. Information or materia that is:

1-305.1. Owned by, produced for or by, or under the control of the U.S.
Government; and

1-305.2. Determined under E. O. 12356 (reference (g)) or prior orders and
this Regulation to require protection against unauthorized disclosure; and

1-305.3. So designated.

1-306. Classifier. Anindividual who makes a classification determination and
applies a security classification to information or material. A classifier may be an
origina classification authority or a person who derivatively assigns a security
classification based on a properly classified source or a classification guide.

1-307. Communications Security (COMSEC). The protection resulting from all
measures designed to deny unauthorized persons information of value which might be
derived from the possession and study of telecommunications and to ensure the
authenticity of such communications. COM SEC includes cryptosecurity, emission
security, transmission security, and physical security of COSMEC material and
information.

1-308. Compromise. The disclosure of classified information to persons not
authorized access thereto.

1-309. Confidential Source. Any individual or organization that has provided, or
that may reasonably be expected to provide, information to the United States on
matters pertaining to the national security with the expectation, expressed or implied,
that the information or relationship, or both, be held in confidence.

1-310. Continental United States (CONUS). United States territory, including
adjacent territorial waters, located within the North American continent between
Canada and Mexico.

1-311. Controlled Cryptographic Item (CCl). A secure telecommunications or
information handling equipment ancillary device, or associated cryptographic
component, which is unclassified but controlled. (Note: Equipments and
components so designated bear the designator " Controlled Cryptographic Item” or
"CCIL.")
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1-312. Critical Nuclear Weapon Design Information. That Top Secret Restricted
Data or Secret Restricted Data revealing the theory of operation or design of the
components of athermo-nuclear or implosion-type fission bomb, warhead, demolition
munition or test device. Specifically excluded isinformation concerning arming,
fuzing, and firing systems; limited life components; and total contained quantities of
fissionable, fusionable, and high explosive materials by type. Among these excluded
items are the components that DoD personnel set, maintain, operate, test, or replace.

1-313. Custodian. Anindividual who has possession of or is otherwise charged
with the responsibility for safeguarding or accounting for classified information.

1-314. Declassification. The determination that classified information no longer
requires, in the interest of national security, any degree of protection against
unauthorized disclosure, together with aremoval or cancellation of the classification
designation.

1-315. Declassification Event. An event that €iminates the need for continued
classification of information.

1-316. Derivative Classification. A determination that informationisin
substance the same as information currently classified, and the application of the
classification markings.

1-317. Document. Any recorded information regardless of its physical form or
characteristics, including, without limitation, written or printed matter, data processing
cards and tapes, maps, charts, paintings, drawings, engravings, sketches, working notes
and papers, or reproductions by any means or process, and sound, voice, magnetic or
electronic recordingsin any form.

1-318. DoD Component. The Office of the Secretary of Defense (OSD), the
Military Departments, the Organization of the Joint Chiefs of Staff (OJCS), the
Unified and Specified Commands, and the Defense Agencies.

1-319. Downgrade. A determination that classified information requires, in the
interest of national security, alower degree of protection against unauthorized
disclosure than currently provided, together with a changing of the classification
designation to reflect such lower degree of protection.

1-320. Foreign Government Information. Information that is:
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1-320.1. Provided to the United States by aforeign government or
governments, an international organization of governments, or any element thereof
with the expectation, expressed or implied, that the information, the source of the
information, or both, are to be held in confidence; or

1-320.2. Produced by the United States pursuant to or as aresult of ajoint
arrangement with a foreign government or governments or an international
organization of governments, or any element thereof, requiring that the information,
the arrangement, or both, are to be held in confidence.

1-321. Formerly Restricted Data.  Information removed from the Restricted Data
category upon ajoint determination by the Department of Energy (or antecedent
Agencies) and the Department of Defense that such information relates primarily to the
military utilization of atomic weapons and that such information can be safeguarded
adequately as classified defense information. For purposes of foreign dissemination,
however, such information is treated in the same manner as Restricted Data.

1-322. Information. Knowledge that can be communicated by any means.

1-323. Information Security. The result of any system of policies and procedures
for identifying, controlling, and protecting from unauthorized disclosure, information
whose protection is authorized by executive order or statute.

1-324. Intelligence Activity. An activity that an Agency within the Intelligence
Community is authorized to conduct under E.O. 12333 (reference (0)).

1-325. Material. Any product or substance on, or in which, information is
embodied.

1-326. National Security. The national defense and foreign relations of the
United States.

1-327. Need-to-know. A determination made by a possessor of classified
information that a prospective recipient, in the interest of national security, hasa
requirement for access to, or knowledge, or possession of the classified information in
order to accomplish lawful and authorized Government purposes.

1-328. Original Classification. Aninitial determination that information
requires, in the interest of national security, protection against unauthorized disclosure,
together with a classification designation signifying the level of protection required.

28 ENCLOSURE 1, CHAPTER 1



AI26, April 1, 1987

1-329. Regrade. A determination that classified information requires a different
degree of protection against unauthorized disclosure than currently provided, together
with a change of classification designation that reflects such different degree of
protection.

1-330. Restricted Data. All data concerning:

1-330.1. Design, manufacture or utilization of atomic weapons;
1-330.2. The production of special nuclear material; or

1-330.3. The use of specia nuclear material in the production of energy, but
shall not include data declassified or removed from the Restricted Data category under
Section 142 of reference (1). (See also reference 11y, "Atomic Energy Act of 1954,"
as amended, and "Formerly Restricted Data," subsection 1-321.)

1-331. Security Clearance. A determination that a person is eligible under the
standards of DoD 5200.2-R (reference (qq)) for accessto classified information.

1-332. Sensitive Compartmented Information. Information and material that
requires special controls for restricted handling within compartmented intelligence
systems and for which compartmentation is established.

1-333. Specia AccessProgram. Any program imposing need-to-know or access
controls beyond those normally required for access to Confidential, Secret, or Top
Secret information.  Such a program includes, but is not limited to, special clearance,
adjudication, or investigative requirements; specia designation of officials authorize