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FOREWORD

This regulation is issued under the authority of Department of Defense (DoD)
Directive 5220.22, "DoD Industrial Security Program," December 8, 1980. 1Its
purpose is to prescribe uniform procedures that ensure the safeguarding and
protection of classified information made available to industry.

DoD 5220.22-R, "Industrial Security Regulation,” February 29, 1984, including
Change 1, February 1, 1985, is hereby canceled.

The provisions of this regulation apply to the Office of the Secretary of
Defense (0SD), the Organization of the Joint Chiefs of Staff, the Military
Departments and- the DoD Agencies (hereafter referred to collectively as "DoD
Components"), and to other federal agencies. These DoD and Non-DoD Components
are collectively referred to as "User Agencies" within this regulation. Send
recommended changes to this regulation through channels to:

Director

Defense Investigative Service
ATTN: V0410

1900 Half Street, S.W.
Washington, D.C. 20324-1700

DoD Components may obtain copies of this regulation through their own
publication chamnnels. Other federal agencies and the public may obtain
coples from the Commanding Officer, Naval Publications and Forms Center,
5801 Tabor Avenue, Philadelphia, Pennsylvania 19120,

T SO -

THOMAS
Dire

FOREWORD
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Cl. CHAPTER1
GENERAL PROVISIONS

C1.1. INTRODUCTION

C1.1.1. Objective. The security of the United States depends in part on the proper
safeguarding of classified information released to industry. The objective of the DoD
Industrial Security Program is to ensure the safeguarding of classified information in
the hands of U.S. industrial organizations, educational institutions, and all organizations
and facilities used by prime and subcontractors, hereinafter referred to as "industry."”

The objective of this Regulation is to set forth policies, practices, and procedures of the
DoD Industrial Security Program used internally by the Department of Defense to
ensure maximum uniformity and effectiveness in its application throughout industry.
The "Industrial Security Manua for Safeguarding Classified Information (ISM)," DoD
5220.22-M (reference (a)), as acompanion document to this Regulation, is aDoD
publication that contains detailed security requirements to be followed by U.S.
contractors for safeguarding classified information. The ISM is made applicable to
industry by execution of the "DoD Security Agreement” (DD Form 441), and by direct
|reference in the " Security Requirements Clause' in the contract. Should there develop
any conflict ininstructions between the 1ISM and this Regulation, such conflict shall be
reported to the Director, Defense Investigative Service (DIS), ATTN: Deputy Director
(Industrial Security). Pending resolution, the provisions of this Regulation shall govern.

C1.1.2. Authority and Scope. This Regulation, authorized by the Secretary of
Defense under the authority of the National Security Act of 1947, as amended, is
established as aDoD Regulation published by Headquarters (HQ) Defense Investigative
Service (DIS) under the authority of DoD Directive 5220.22 (reference (a)).

C1.1.2.1. ThisRegulationis applicable to the OSD (including all of its boards,
councils, staffs, and commands), DoD Agencies, and the Departments of the Army, the
Navy, and the Air Force (including al of their activities), hereinafter referred to as User
Agencies (UAs), inal industrial security relationships with industry.

C1.1.2.2. The Secretary of Defense is authorized to act on behalf of the UAs
listed in paragraph C1.2.90.

C1.1.2.3. The DISshall administer the DoD Industrial Security Program on
behalf of all UAs.
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C1.1.2.3.1. The Regiona Directors of DIS have the authority and
responsibility for administration of the DoD Industrial Security Program within their
respective regions. The offices of the Directors of Industrial Security are designated
as the cognizant security offices (CSOs) for al contractor facilities within their
jurisdictions and are responsible for the performance of CSO functions prescribed in
this Regulation, except for certain security actions noted el sewhere herein that may be
performed by the Commander or Head of aUA installation or the Regional Directors of
DIS. Facility security clearances (FCLSs) shall be granted by the CSO.

C1.1.2.3.2. The Director, Defense Industrial Security Clearance Office
(DISCO), DIS, Columbus, Ohio 43216, shall assume responsibility for processing and
granting all industrial personnel security clearances (PCLS) (except for
contractor-granted CONFIDENTIAL clearances), including those PCLs for contractor
personnel located on aUA installation, and for maintaining anindustrial personnel
security clearance file (PSCF) of PCLs and FCLs.

C1.1.2.3.3. UAs have the authority and exercise the functions of, a
contracting activity as prescribed in this Regulation and the I1ISM, reference (a). Certain
of these functions, under the delegation of the Procuring Contracting Officer (PCO),
are performed by the Administrative Contracting Officer (ACO) (see Appendix 3).

C1.1.2.4. This Regulation implements the security policies established by the
Deputy Under Secretary of Defense for Policy (DUSD(P)) and establishes the
procedures, requirements, and practices concerned with the effective protection of
classified information in the hands of industry, including foreign classified information
that the U.S. Government is obliged to protect, in the interest of national security. UAS
are not authorized to require adifferent standard of industrial security than prescribed
herein, except as authorized in paragraph C1.1.16. Inaddition, this Regulation
implements the DoD Operations Security (OPSEC) Program established by DUSD(P) as
set forth in DoD Directive 5205.2, "DoD Operations Security Program,” (reference
(ggg)). Chapter 10 of this Regulation provides amplifying and procedural, guidance for
UAs when considering imposition of OPSEC requirements on industry.

C1.1.2.4.1. ThisRegulationis written in terms of the most common
situation where the contractor has access to, or possession of, classified information in
connection with the performance of aclassified contract. However, it is also applicable
to the safeguarding of classified information in connection with all aspects of
pre-contract activity, including preparation of bids and proposals and precontract
negotiations, and all aspects of post-contract activity. Moreover, the requirements are
equally applicable to the safeguarding of classified information not released or
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disclosed under aprocurement contract such as U.S. Government-sponsored
independent research and devel opment advance agreements or UA programs participated
in by afirm, organization, or individua on avoluntary or grant basis. Examples of the
latter programs are long-range scientific and technical planning programs and programs
designed to provide planning briefings for industry. Contractors participating in such
programs shall be advised of the following: "Therecipient shall safeguard all classified
material and shall provide and maintain asystem of security controls withinits
organization in accordance with the requirements of: (i) the Department of Defense
Security Agreement (DD Form 441), (ii) the ISM (attachment to DD Form 441), and
(iii) any revisions or changes to the ISM required by the demands of national security as
determined by the U.S. Government.” In such situations, the official of the UA, or
designee, who releases or discloses the classified information to the firm, organization,
or individual shal fulfill the responsibilities that this Regulation and the ISM (reference
(a)) assign to the contracting officer (such as, furnishing necessary classification
guidance, authorizing retention of classified material, and certifying contractors need to
attend classified meetings).

C1.1.2.4.2. Whenforeign classified information is made available to a
contractor by aUA in connection with aU.S. classified contract, procedures applicable
to U.S. classified information shall be used. However, when foreign classified
information is made available to U.S. contractors in connection with aforeign classified
contract, the responsibility for the actions that this Regulation and the ISM (reference
(a)) charge to the contracting officer and the contracting UA shall be as prescribed in
subparagraph C8.1.4.4.12. Responsibilities not specifically DoD 5220.22-R-assigned
In subparagraph C8.1.4.4.12. are reserved to the foreign government agency or foreign
contracting activity concerned.

C1.1.2.4.3. When areport is submitted in accordance with paragraph 6a
(18), I1SM (reference (@), the CSO shall contact the originator, or, where appropriate,
the authority releasing the classified material to the contractor to:

C1.1.2.4.3.1. Identify the source and contact for obtaining
classification guidance relating to the material

C1.1.2.4.3.2. Establish the contractor's need for the material;

C1.1.2.4.3.3. Determine the safeguards that are prescribed for the
protection of the material: and

C1.1.2.4.3.4. Determine the disposition instructions that are
applicable to the material. Upon receipt of the classification guidance and disposition
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instructions from the releasing authority, the CSO shall provide such information to the
contractor. UAs originating such material, or releasing or authorizing the release of
such material to contractors, shall assist CSOs in establishing appropriate guidance and
Instruction for contractors who receive classified material without proper guidance for
its protection and disposition.

C1.1.2.5. Any situation or emergency that indicates aneed for clarification,
modification, addition, or deletion to this Regulation shall be reported promptly,
together with recommendations, through channels to the DIS, ATTN: Deputy Director
(Industrial Security). Temporary action is authorized to be taken by aUA to safeguard
its classified information in an emergency situation.

C1.1.2.6. This Regulation shall not be construed to limit in any manner the
authority of the Secretary of Defense, the Secretaries of the Army, the Navy, and the
Air Force, or the Heads of UAs individualy, to grant access to classified information
under the cognizance of their Department or Agency, to any individua designated by
them. The granting of such access is beyond the scope of the DoD Industrial Security
Program.

C1.1.2.7. The Deputy Director (Industrial Security), HQ DIS, is responsible
for the implementation and administration of security procedures applicable to the
transmission of SECRET material by commercial carriers.

C1.1.2.8. The Commander, Military Traffic Management Command (MTMC)
Is responsible for the implementation and administration of security procedures
applicable to the transmission of CONFIDENTIAL materiel by commercial carriers
within the continental U.S. (CONUS). Designated Commanders will provide this
service in prescribed areas outside the CONUS (also see Appendix 6).

C1.1.2.9. All U.S. Arms Control Disarmament Agency (ACDA) contracts
involving contractor access to RESTRICTED DATA are, by separate agreement between
ACDA and the Department of Energy (DOE), the responsibility of the DOE.

C1.1.3. Superseded Regulation. This Regulation supersedes the ISR dated
|February 1984 and Changes thereto.

C1.1.4. Responsibilities. Security responsibility for contracts awarded to industry
Is set forth below (see Chapter 8 for contracts awarded to foreign industry).

C1.1.4.1. The contractor is required to comply with the security provisions of
the ISM (reference (a)) and with any additional security requirements established by the
contract, regardless of the geographical location of the classified material.
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C1.1.4.2. Withinthe U.S,, Puerto Rico, or aU.S. possession or trust territory,
the Deputy Director (Industrial Security) shall assume security cognizance for all
contractor facilities within the region, and shall perform CSO functions prescribed in
this Regulation on behalf of all UAs with respect to all contractor facilities within the
region. However, in the case of contractor facilities located on aUA installation,
certain security actions may be performed by the Commander or Head of the installation
concerned (see paragraph C1.1.9.). The Director of Industrial Security, Pacific Region,
Is assigned security cognizance for contractor facilities performingin U.S. trust
territories or possessions in the Pacific area, and the Director of Industrial Security,
Southeastern Region, is assigned security cognizance for contractor facilities
performing in Puerto Rico, and U.S. possessions in the Atlantic and Caribbean areas.
The appropriate CSO may make the necessary arrangements with the Commander or
Head of the UA installation located closest to the contractor's operations to perform
industrial security supervision and inspections of such, operations on his or her behalf.
Upon completion of the arrangement, the CSO will notify the HQ activity of the UA
installation involved and the Deputy Director (Industrial Security). HQ DIS, as to the
identity and the location of the Commander or activity performing the required
industrial security supervision. If the above arrangements are not feasible, a security
representative from the appropriate CSO shall make the required security inspections.
The frequency of such inspections may be modified with the approval of the Deputy
Director (Industrial Security), HQ DIS.

C1.1.4.3. Outside the areas enumerated in subparagraph C1.1.4.2., above, the
UA awarding the classified contract shall assume responsibility for all security aspects
of contract supervision (see paragraph C1.1.17.) unless the UA requests this
responsibility be undertaken by DIS.

C1.1.4.4. The Director, DISCO shall assume responsibility for al industrial
PCL functions prescribed by this Regulation. Except in cases pertaining to owners,
officers, directors, partners, regents, trustees, or executive personnel (OODEPs), which
are transmitted through the CSO, contractors deal directly with DISCO on all PCLSs,
transfers of PCLs, and issuances of security assurances. The DISCO shall:

C1.1.4.4.1. Process andissue PCLs for contractor personnel, including
those employees located on UA installations;

C1.1.4.4.2. Maintain the PSCF of contractor FCLs and PCLS;

C1.1.4.4.3. Onrequest, furnish PCL information on contractor
employees, including those on UA install ations;
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C1.1.4.4.4. On application by aU.S. contractor, make asecurity assurance
determination predicated upon a L etter of Consent (LOC) (DISCO Form 560); and

C1.1.4.4.5. Advisethe Commander or Head of aUA installation whenever
the security clearance for acontractor employee, who is duty stationed with acontractor
|activity on hig’her installation, has been suspended, denied, or revoked.

C1.1.4.5. When shipping SECRET material by commercial carrier, UAs are
from MTMC, and responsible for obtaining the necessary routing instructions for
utilizing acarrier that has been qualified by MTMC and has been granted an appropriate
FCL by the CSO. The MTMC, in turn, shall be responsible for ensuring that aqualified

carrier, which has been granted an appropriate FCL by the CSO is used,! except where
use of prepaid commercial bill of lading (CBL) has been authorized in the appropriate

contract or approved by the contracting officer concerned.? SECRET material shall be
shipped by Government bill of lading (GBL) or CBL annotated thereon: "To be
converted to aGovernment Bill of Lading." Inaddition, the notation, "Protective
Security Service Required,” shall be reflected on all copies of the bill of lading (BL).
An annotated GBL must be converted to aCBL before payment is made. The BLs will
be maintained in asuspense file to follow up on overdue or delayed shipments.

C1.1.5. Arrangement of Regulation. This Regulation covers the essential policies
and procedures with respect to safeguarding classified information. It is divided into
chapters, sections, and paragraphs. Each chapter is designated by subject, and covers a
separate aspect of industrial security. The sections are designated by title and contain a
breakdown of the subject covered by the chapter into related divisions. The paragraphs
are afurther division of the sections. The Regulation is designed to permit subsequent
insertions of additional sections and paragraphs within the appropriate chapter.

C1.1.6. Amendment of Regulation. This Regulation will be amended from time to
time. Unless otherwise specified in any amendment, compliance with an amendment
shall not be mandatory until 30 days after date of publication, athough compliance shall
be authorized from the date of its publication.

1 Non-DoD UAs may issue their own routing instructions; however, when doing so they will ensure that only commercia
carriersthat have been qualified by MTM C and granted an appropriate FCL by the CSO are utilized.

2 Insuch cases, the SECRET shipment shall be routed viaacleared commercid carrier under atariff, tender, or contract that
provides PSSin accordance with DoD 5220.22-C (reference (b)).
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C1.1.7. Distribution and Use of Regulation. This Regulation is intended for the
use and guidance of industrial security and procurement activities of the UAs. It shall
be distributed through normal channels to staff and operating activities concerned with
industrial security and procurement matters. This Regulation is not applicable to
industrial management, and is not intended for distribution to industry. Parts or all of
this Regulation may be made available to industrial management, when judged to be in
the interest of aUA.

C1.1.8. User Agency Procedures Under This Regulation. UAs may augment this
Regulation by prescribing more detailed regulations and operating instructions as may be
required and that are not inconsistent with this Regulation. The application of these
procedures shall be guided by the twofold objective of establishing uniformity and
mai ntaining maximum security, consistent with the accomplishment by each UA of its
assigned mission. Two copies of each implementing regulation or instruction issued by
aUA shall be furnished to the Director, DIS, ATTN: Deputy Director (Industrial
Security) for information.

C1.1.9. Contractor Activities on aUser Agency Installation

C1.1.9.1. The Commander or Head of aUA installation shall provide security
supervision of contractors and their employees located on the installation as follows:

C1.1.9.1.1. For installations located outside of the U.S,, Puerto Rico, or a
U.S. possession or trust territory, the contractor and his or her employees shall be
considered to be visitors. Insuch cases the procedures set forth in subparagraph
C1.1.9.5., below, shall apply.

C1.1.9.1.2. For installations located within the U.S,, Puerto Rico, or a
U.S. possession or trust territory, the contractor and his or her employees shall be
considered to be visitors, or the Commander or Head of the installation may elect to
declare the contractor activity afacility under one of the following criteriaif the:

C1.1.9.1.2.1. Contractor's operation is sufficiently complex to
warrant assignment of an area such as asuite of offices, abuilding or portion thereof, or
asegregated work area;

C1.1.9.1.2.2. Contractor's operationis to be of aquasi-permanent
nature;

C1.1.9.1.2.3. Contractor maintains management control over his or
her operations; or
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C1.1.9.1.2.4. Contractor is inaposition to maintain separate security
procedures. FCLs shall not be established on the installation solely for the purpose of
permitting acontractor entry authorization into acontrolled area unless access to
classified information is required in the performance of the contract.

C1.1.9.2. If,inlight of the foregoing, the Commander or Head of the UA
installation decides that the contractor's on-installation activity requires aFCL, he or
she shall request the CSO in whose geographical areathe installation is located (see
Appendix 2 for listing of CSOs and boundaries) to assume security cognizance of the
facility. The Commander or Head of the installation shall request the CSO to perform
all cognizant security functions provided for in this Regulation, or he or she shall notify
the CSO inwriting that he or she has elected to perform the following security actions.

C1.1.9.2.1. Accomplishthe FCL survey and furnish the CSO acopy of the
"Facility Security Clearance Survey" (DD Form 374), the DD Form 441 or the
"Appendage to Department of Defense Security Agreement” (DD Form 441-1), the
"Certificate Pertaining to Foreign Interests’ (DD Form 441s), and exclusion certificates,
as required.

C1.1.9.2.2. Ensure that the contractor has prepared astandard practice
procedure (SPP), covering the contractor's operations on the UA installation.

C1.1.9.2.3. Ensure that the contractor observes required security controls
through periodic inspections in accordance with the schedule prescribed by paragraph
C4.1.4., and furnish to contractors letters of requirements resulting from such
inspections, if appropriate.

C1.1.9.2.4. Ensure that the contractor maintains engagement control over
his or her operations.

C1.1.9.2.5. Ensure that prompt remedial action is taken where security
conditions are deficient in the contractor's operation.

C1.1.9.2.6. Review, when appropriate, contractor control of incoming
visitors to contractor facilities on the installation.

C1.1.9.2.7. Ensure that the DoD security education programis
implemented by the contractor and, as required, conduct defensive security briefings
required by paragraph 5u, ISM (reference (a)).
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C1.1.9.2.8. Conduct investigation of contractor security violations,
including loss, compromise, or suspected compromise of classified informationin
accordance with Chapter 5. If the services of agovernmental investigative agency are
required, request services from the appropriate military investigative agency.

C1.1.9.2.9. Furnishto the facility, guidance on the application of security
requirements including establishment or disestablishment of closed or restricted areas.
Requests from the contractor for interpretations of the requirements of the ISV shall
be forwarded to the CSO.

C1.1.9.2.10. Request from DISCO interim PCLs for contractor personnel
when required to prevent crucial delay in the negotiations or performance of the
contract.

C1.1.9.2.11. Ensure that the contractor reports promptly to the CSO and
the Commander or Head of the UA installation any incidents that involve espionage,
sabotage, subversive activity, or the loss, compromise, or suspected compromise of
classified information.

C1.1.9.2.12. Recommend to the CSO the termination, revocation, or
suspension of the FCL, as appropriate.

C1.1.9.2.13. Conduct the briefing and debriefing of the facility security
supervisor (FSO), the COMSEC custodian, and alternate COM SEC custodian when there
Is aCOMSEC account or there is arequirement to establish a COMSEC account (see
paragraph C2.3.15.). Brief and debrief only the FSO if no COMSEC account is
required.

C1.1.9.3. When the security actions outlined in subparagraph C1.1.9.2., above,
are performed by the Commander or Head of the installation, the following actions shall
be accomplished by the CSO:

C1.1.9.3.1. Grant the FCL to the contractor provided the pre-clearance
survey has been completed and the required forms are in order.

C1.1.9.3.2. Assignanindustrial security specialist to accompany the
installation security inspector during special or scheduled inspections upon request or
as otherwise appropriate after coordination with the Commander or Head of the UA
installation.
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C1.1.9.3.3. Verify FCL and safeguarding ability, when requested (see
subparagraph C1.1.11.2.).

C1.1.9.3.4. Terminate, revoke, or suspend FCLSs, as appropriate.

C1.1.9.4. Reports of initial "Facility Security Clearance Survey," recurring
Inspections reported on "Industrial Security Inspection Report” (DD Form 696), letters
of requirements to the contractor, and reports resulting from investigations conducted in
accordance with Chapter 5 shall be exchanged between the Commander or Head of the
UA installation and the CSO.

C1.1.9.5. If the Commander or Head of the UA installation does not elect to
clear contractors on his or her installation as facilities, he or she shall provide
appropriate security supervision and shall be responsible for the following:

C1.1.9.5.1. Provide written instructions specifying those security actions:

C1.1.9.5.1.1. That will be performed for the contractor by the
installation, such as providing storage facilities, guard service, mail and freight services,
and visit control; and

C1.1.9.5.1.2. For whichjoint action may be required, such as the
packaging and addressing of classified transmittals, and control of visitors.

C1.1.9.5.2. Ensure that the contractor has prepared a SPP covering the
contractor's activities on the UA installation, if appropriate.

C1.1.9.5.3. Ensure that the contractor observes required security controls
through periodic inspections in accordance with the schedule prescribed by paragraph
C4.1.4., and furnish to contractors letters of requirements resulting from such
inspections, if appropriate.

C1.1.9.5.4. Ensure that prompt remedial action is taken when security
conditions are deficient in the contractor's operation.

C1.1.9.5.5. Ensure that the DoD security education programis
implemented by contractors and, as required, conduct defensive security briefings
required by paragraph 5u, ISM (reference (a)).

C1.1.9.5.6. Conduct investigation of contractor security violations,
including loss, compromise, or suspected compromise of classified information.
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C1.1.9.5.7. Conduct the briefing and debriefing of the FSO, the COMSEC
custodian, and alternate COM SEC custodian when there is a COMSEC account or there
is arequirement to establish a COMSEC account (see paragraph C2.3.15.). Brief and
debrief only the FSO if no COMSEC account is required.

C1.1.9.5.8. Furnishto the contractor guidance on the application of
security requirements to the contractor's operations.

C1.1.9.5.9. Forward requests from the contractor for interpretations of
the ISM (reference (a)) to the CSO.

C1.1.9.5.10. Request from DISCO interim PCLs for contractor
personnel, when required, to prevent crucial delay in the performance of the contract.

C1.1.9.5.11. Ensure that the contractor reports promptly any incidents
that involve espionage, sabotage, subversive activity, or the loss, compromise, or
suspected compromise of classified information. Inaddition, the CSO of the visiting
contractor's facility shall be advised concerning the incident.

C1.1.9.6. For those installations located outside of the U.S,, Puerto Rico, or a
U.S. possession or trust territory, where the Commander or Head of the UA installation
has relinquished security responsibilities to DIS, the Office of Industrial Security
International (OISI) and/or the appropriate CSO will be responsible for ensuring that the
security actions outlined in subparagraph C1.1.9.5., above, are accomplished.

C1.1.10. Expenditure of Funds for Security. The CSO shall not commit the
Government to reimburse the management of afacility for funds expendedin
connection with the facility's security program. Inthe case of a
cost-reimbursement-type contract, the allowability of security costs is determined by
the contracting officer in accordance with the terms of the contract and with the cost
principles of the Federal Acquisition Regulation (FAR) (reference (gg)). Under a
fixed-price contract, the initial contract price includes all applicable security costs. An
equitable adjustment may be made in the initial contract price when, as indicated in the
contract security clause, the security classification or security requirements under the
contract are changed by the Government and the change results in an increase or
decrease in the contract price.
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C1.1.11. Disclosure of Classified Information to aContractor by User Agency
Contracting Activities

C1.1.11.1. Prior to the disclosure of any classified information to afacility,
the contracting activity of the UA shall determine that the contractor's facility has a
vaid FCL equal to, or higher than, the category of classified information to be
disclosed. If the facility will be required to have physical possession of classified
material, the contracting activity shall also determine that the facility has the ability to
properly safeguard the classified information to be disclosed to, or developed by, the
facility. (This determination may be made at the same time as the FCL verification.)
Such determinations shall be based on the:

C1.1.11.1.1. Contracting activity's knowledge of the ability of the facility
to adequately safeguard the material to be developed or released, based upon acurrent
contractual relationship involving classified material of the same or higher category as
that to be released or developed under the new contract or program; or

| C1.1.11.1.2. Written verification by the Personnel Investigations Center
(PIC) - Central Verifications Activity (CVA),2 mailing address:

Defense Investigative Service
PIC-CVA

P.O. Box 1211

Baltimore, MD 21203-1211
Telephone Number: (301) 633-4820

or the CSO if appropriate, of the safeguarding ability of the facility in the event that the
procuring contracting activity does not have the knowledge required in subparagraph
C1.1.11.1.1., above. Inthis connection, the contracting activity shall furnish to the

| PIC-CVA or CSO of the facility information available (description, quantity, end item,
and classification of the information related to the proposed contract or program, and
|any other facts) to assist the PIC-CVA or CSO in making such adetermination.

3 Under the following circumstances, the PIC-CV A will not be able to respond and requesters shall make inquiriesto
the appropriate CSO: (1) requests involvingthe transfer of material that would require more than two cubic feet of storage,
(2) requests involving commercia carriers under the provision of paragraph 17¢(5)(c), Industrial Security Manual (reference
(8), and (3) requests for certification of security clearance and safeguarding ability to the Defense Technica Information
Center.
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| C1.1.11.2. The PIC-CVA, or the CSO if appropriate, shall furnish written
verification to the contracting activity as to whether afacility has an appropriate FCL
and has the appropriate safeguarding capability for the classified material involved.
|Unless otherwise notified (superseded) in writing by the PIC-CVA or CSO, each
verification furnished in accordance with this paragraph shall remain vaid for aperiod of
1 calendar year from the date of issuance. Inthe event aFCL has not been issued, the
requester shall be so advised. Further action shall not be taken unless aformal request
to clear the facility is received by the CSO.

C1.1.11.3. The verification of safeguarding ability furnished by the PIC-CVA
or CSO shall be based upon inspections conducted in accordance with this Regulation,
or inthe event the facility is not on the current inspection schedule, upon avisit that has
been made to the facility to obtain the required data. Written verification shall be
dispatched within 5-working days from receipt of inquiry.

C1.1.11.4. Inthe event the FCL must be revalidated or raised to an appropriate
level, or the facility must provide adequate safeguards in order to comply with the
requirements of the ISM (reference (a)), the requestor shall contact the CSO, which
will advise them of the nature of such actions, and of the estimated time required to
complete such actions. Moreover, the requester shall be asked to advise as to whether
the CSO should initiate action to have the FCL revalidated or raised to an appropriate

|Ieve|. Additional action shall not be taken by the CSO unless the requester advises that
It is necessary to bring the FCL to avalid status. In such cases, appropriate action shall
be initiated promptly by the CSO and the requester shall be informed when action is
compl eted.

C1.1.11.5. When noncontract-related classified material is released under a
Scientific and Technical Information Release Program, or aclassified contract is
awarded that requires classified reports to be disseminated to other individuas or firms
In accordance with astandard mailing or distribution list, the sponsoring, releasing, or
contracting activity, as appropriate, has the following responsibilities in order to make
certain the intended recipients are eligible to receive the classified information.

C1.1.11.5.1. Veify initialy the need-to-know, FCL, and safeguarding
capability of the recipients of the reports, unless this requirement is levied on the prime
contractor.
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C1.1.11.5.2. Ensure that the recipients of classified material are provided
appropriate classification guidance and instructions, to ensure proper identification,
control, accountability, handling, protection, and ultimate disposition of classified
information, to include specific retention authority, which the individua or company
may be required to use inits operations and for discussions involving classified
information.

C1.1.11.5.3. Notify appropriate PIC-CVA, or appropriate CSO(s), if
applicable, and the prime contractor of any change in the mailing list.

C1.1.11.5.4. Require inthe contract or other appropriate written
notification that the releasing activity or the prime contractor making the distribution of
the reports determines the storage and safeguarding capability of the recipient from the

|P|C-CVA, or appropriate CSO, if applicable, prior to making the first release of any
reports. Subsequent releases of material may be made without reverification of storage
and safeguarding ability until such time as the distribution list is revised to delete the
recipient.

C1.1.11.6. The FCL verification notification shall be retained for 1 year, after
which it shall be destroyed. The recipient of the verification notification shall be
immediately notified should achange occur adversely affecting the level of the FCL or
the safeguarding ability of the facility.

C1.1.11.7. The DISCO shall not verify FCLs or safeguarding ability. This
|information shall be obtained from the PIC-CVA or the CSO of the facility, if applicable.

C1.1.12. Disclosure of Classified Information to a Subcontractor by aPrime
Contractor.

C1.1.12.1. Prior to the disclosure of any classified informationto a
subcontractor, the prime contractor shall determine that the subcontractor has avaid
FCL equal to or higher than the category of classified information to be disclosed,
unless there is an existing contractual relationship between the parties involving
classified information of the same or higher category as that to be released or
developed under the new subcontract. A prime contractor, having verified a prospective
subcontractor's FCL, shall obtain the written gpproval of the contracting office of the
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private contract concerned, prior to disclosure of TOP SECRET information® to the
prospective subcontractor.

C1.1.12.2. If the prospective subcontractor will be required to have physical
possession of TOP SECRET, SECRET, or CONFIDENTIAL material during the
pre-contract or performance stages of the classified subcontract, the prime contractor
shall, in addition to verifying the subcontractor's FCL, also determine that the
subcontractor has the ability to safeguard properly the classified information to be
released or developed under the subcontract. Such determination shall be based on the:

C1.1.12.2.1. Prime contractor's knowledge of the ability of the
prospective subcontractor to safeguard adequately the material to be released and
produced, based upon acurrent contractual relationship involving classified material of
the same or higher category as that to be released or developed under the new
subcontract; or

| C1.1.12.2.2. Written verification from the PIC-CVA, or the CSO, if
appropriate, of the safeguarding ability of the prospective subcontractor, in the event the
prime contractor does not have the knowledge required in subparagraph C1.1.12.2.1.,
above. Inthis connection, the prime contractor shall furnish the PIC-CVA or, if
appropriate, the CSO, of the prospective subcontractor information available to him or
her (such as description, quantity, end item, and classification of the information related
|to the proposed subcontract, and any other facts) in order to assist the PIC-CVA or CSO
in making such adetermination.

| C1.1.12.2.3. The FIC-CVA, or the CSO, if appropriate, shall advise the
requesting prime contractor of the current FCL status and safeguarding ability of the
prospective subcontractor as prescribed in subparagraphs C1.1.11.3., C1.1.11.4,,
C1.1.115, and C1.1.11.6., above.

|4 A contractor is not authorized to release classified intelligence information to a subcontractor, vendor, or supplier without
proper written authorization of the contracting UA. All classified intelligence information, whether obtained duringavisit or
through other sources, shall be safeguarded and controlled in accordance with the provisions of the ISM (reference (@), with
any additional instructions that may be received from the releasing UA activity and any specific restrictive markings or
limitations appearing on documents. All inquiries concerning source, acquisition, use, control, or restrictions pertainingto
intelligence information shall be directed to the contracting UA activity concerned. This activity shall either handle the
inquiry or arrange with other authorized releasing activities within the UA to handle the ilnquiry and provide guidance as
requested.
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C1.1.13. Disclosure of Critical Nuclear Weapon Design Information (CNWDI)

C1.1.13.1. Prime Contractors. When acontracting officer has arequirement
to release information to acontractor, the CSO will be so advised and requested to brief
the FSO and his or her alternate. Inaddition to the other requirements established for
the release of classified information to contractors, CNWDI shall not be released
unless the FSO and his or her aternate have been briefed by the CSO. The briefing
shall include the definition of CNWDI, areminder as to the extreme sensitivity of the
information, and an explanation of the individua's continuing responsibility for properly
safeguarding CNWDI and for ensuring that dissemination is strictly limited to other
personnel who have been authorized for access and have a specific need-to-know for the
particular information. The CSO shall maintain arecord stating that the FSO and his or
her alternate have been briefed and that the facility is authorized for access to CNWDI.
Verification of the facility's eligibility for access to CNWDI may be obtained from the

|PIC-CVA, or the CSO, if appropriate, or the determination of the facility's eligibility
may be based on the contracting activity's knowledge based upon acurrent classified
contract with the contractor involving access to CNWDI.

C1.1.13.2. Subcontractors. Contracting officers shall authorize prime
contractors to release CNWDI to subcontractors, only after it has been determined that
the subcontractor FSO and his or her alternate have been briefed as required in
subparagraph C1.1.13.1., above. The CSO shall also maintain arecord that the facility is
authorized access to CNWDI in the same manner as provided in subparagraph
C1.1.13.1,, above. Similarly, verification of the facility's eligibility for access to

|CNWDI may be verified through the PIC-CVA or the CSO, if appropriate, or based upon
acurrent classified contract with the subcontractor involving access to CNWDI.

C1.1.13.3. Consultants. Type A Consultants may be briefed and afforded
access to CNWDI but such access may be permitted only at the facility of the
contractor who engaged the Type A Consultant or at the Government contracting
activity. Type B and C Consultants shall not be briefed or afforded access to CNWDI
without the prior approval of the contracting officer.

C1.1.14. Applicability to Subcontractors and Their Employees. The procedures
established in this Regulation pertaining to contractors and their employees are equally
applicable to subcontractors, vendors, or suppliers and their employees and, in turn, to
each succeeding tier of subcontractors. Each subcontractor will be regarded by the

Department of Defense to be in the same category as aprime contractor with respect to
his or her individua subcontractors.
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C1.1.15. Public Disclosure. Inaccordance with paragraph 50, ISM (reference (a)),
contractors are precluded from releasing, for public dissemination, information
pertaining to classified contracts or programs, except after approva by the Directorate
for Security Review, Office of the Assistant Secretary of Defense (Public Affairs)
(OASD(PA)).> Inthe review for approval for public release, adetermination must be
made to ensure that:

| C1.1.15.1. Classified information is not contained in the proposed release;

C1.1.15.2. Unclassified information that might not be in the national interest,
such as militarily critical technology, is not revealed in the proposed release; and

C1.1.15.3. The limitations and policies governing unclassified technical data
under the International Traffic in Arms Regulation (ITAR) or the Export Administration
Regulations (EAR)® are adhered to.” DoD Directive 5230.9 (reference (d)), establishes
policies and procedures, and assigns responsibilities governing the review and clearance
of information proposed for public release by the Department of Defense.

C1.1.15.4. DoD 5230.9 (reference (d)),directs, inter alia, that information for
public release shall be submitted to OASD(PA) for review and clearance prior to
disclosure if the information:

C1.1.15.4.1. Originates or is proposed for publication or release at the
Seat of Government; or

| C1.1.15.4.2. Meets any of the following criteria:

C1.1.15.4.2.1. Isor hasthe potential to become anitem of national
or international interest or has foreign policy or foreign relations implications;

5 If the information pertains to aclassified contract or program awarded by anon-DoD Agency, requests
for approval for release shall be submitted to that non-DoD Agency.

6 Part 379 of the Export Administration Regulations (reference (g)) and Section 125 of the International
Traffic in Arms Regulation (reference (i)), are applicable.

7 Release of unclassified technical datais governed by the Export Administration Act of 1979,
administered by the Department of Commerce, and the Arms Export Control Act of 1976, administered by the Department
of State through the International Traffic in Arms Regulation (reference (i)). After information is reviewed for security and
determined to be unclassified, afurther determination must be made for compliance with the export laws and regulations
beforeit isfinaly approved for public release. Thisreview isnecessary because approval for public release may negate the
requirement to obtain an export license for that information.
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C1.1.15.4.2.2. Concerns high-level military or DoD policy or U.S.
Government policy;

C1.1.15.4.2.3. Concerns subjects of potential controversy among
DoD Components or with other Federal Agencies,

| C1.1.15.4.2.4. Concerns the following subject areas;

C1.1.15.4.2.4.1. New weapons or weapons systems of
significant modifications or improvements to existing weapons or systems, equipment,
or techniques;

C1.1.15.4.2.4.2. Military operations, operations security,
potential operations, and significant exercises,

C1.1.15.4.2.4.3. National command authorities and command
posts,

C1.1.15.4.2.4.4. Military applications in space, nuclear weapons,
including nuclear weapons effects research, chemical warfare, defensive biological and
toxin research, and high-energy lasers and particle beam technology;

C1.1.15.4.2.4.5. Material involving critical military technology
(see subparagraph C1.2.28.);

C1.1.15.4.2.4.6. Communications security, signals intelligence,
and computer security; and

| C1.1.15.4.2.4.7. Others as the OASD(PA) may designate.

C1.1.15.5. Heads of DoD Components have clearance authority for
information not specified in paragraph C1.1.15.4., above, and may delegate this authority
to the lowest echelon competent to evaluate the content and implications of the
information. Reviewing officials inthe UAs must understand their responsibility for
identifying the information specified in subparagraph C1.1.15.4., above, which must be
reviewed by higher authority to determine its releasability. UAs should refer all
doubtful cases to higher authority or to OASD(PA) for resolution.

C1.1.15.6. It isthe policy of the Department of Defense that the university
community, engaged in classified research work, be permitted to publish with minimum
delay, the unclassified results of such research. To ensure the expeditious processing
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of suchinformation, no delay of more than 30 days shall elapse from date of receipt
without dispatch of an explanatory communication to the submitting college or
university by the reviewing command or other authority. Denia of clearance of an
entire paper or other material should be avoided whenit is possible to approve
clearance, with amendments to eliminate identified security information.

| C1.1.16. Waivers, Special Access Programs, and Carve-Outs

C1.1.16.1. The DUSD(P), his or her designee, or higher authority, shall
provide overall policy guidance to this program and shall approve waivers to, or
deviations from, the DoD security policy promulgated in this Regulation and in the ISM
(reference (a)). The Director, DIS (or when absent, the Acting Director) may approve
waivers to, or deviations from, the provisions of this Regulation or the ISM that do not
require action by the DUSD or designee. All requests for waivers or deviations,
including supporting justification, shall be submitted to the Director, DIS, ATTN:
Deputy Director (Industrial Security) through the appropriate CSO.

C1.1.16.2. Executive Branch Agency Heads who are designated by the
President of the United States as original TOP SECRET classification authorities
pursuant to E.O. 12356 (reference (w)) may establish special access programs with
special access, distribution, or protection requirements beyond those normally provided
for access to TOP SECRET, SECRET, or CONFIDENTIAL information. Such officials,
or their designees, shall make these programs applicable by incorporation in the
contract or other appropriate notification and by providing copies of these to the CSO.

C1.1.16.3. The Secretaries of the Military Departments and the Heads of DoD
Agencies shall make the approved special access program requirements applicable by
incorporating them in the contract and furnishing acopy of the requirements to the CSO.

C1.1.16.4. To the extent required by the Director, DIS, to execute his or her
security responsibilities with respect to contracts, the UA shall provide for the granting
of authorization for access to special access program by DISindustrial security
personnel.

C1.1.16.5. Additional investigative requirements shall not be required by UAs
for any project or program, other than those established herein, without the prior
approva of the DUSD(P), his or her designee, or higher authority.
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C1.1.16.6. The use of "carve-out" contracts, which relieve the DISfrom
Inspection responsibility under the Defense Industrial Security Program is prohibited

unless such contracts are in support of approved Special Access Programs (SAPs).2 In
these instances, the UA shall provide acopy of DD Form 254, "Contract Security
Classification Specification," to the appropriate cognizant security office and indicate in
Item 15, what Agency will have the inspection responsibility for the carve-out contract.
Specific elements and areas that are "carved-out” shall also be specified.

C1.1.17. Security Administration of U.S. Classified Contracts Awarded to U.S.
Contractors for Performance Abroad. The security administration of aU.S. classified
contract awarded to aU.S. contractor that will require performance outside of the U.S.
Puerto Rico, or aU.S. possession, territory, or trust territory will be accomplished as
follows.

C1.1.17.1. The Director of Industrial Security for the DIS Region in which the
HOF or principa U.S. based office of the contractor is located shall assume Conduct
investigation of the contractor. The functions to be performed by the CSO will
encompass all the usua aspects of security cognizance established by this Regulation as
they pertain to the contractor's U.S.-based facility. This will include the processing of
the contractor for aFCL; that is, the execution of the DD Form 441, the DD Form 441s;
the resolution of all questions involving foreign ownership, control, or influence
(FOCI), in accordance with this Regulation; and the processing of all OODEPs for PCLs
pursuant to this Regulation. Inthis connection, the contractor's SPP that relates to the
contractor's overseas operation will be routed through the UA to the CSO for review.
(All aspects of security administration that must be performed outside of the U.S,,
Puerto Rico, or aU.S. possession, territory, or trust territory, most notably the
inspection function, will be the responsibility of the UA, as discussed in subparagraph
C1.1.17.3., below, unless the UA requests this responsibility be assumed by DIS. The
DISwill assume this responsibility upon receipt of such arequest identifying specific
U.S. ingtallations. Requests for such support should be submitted to the Director, DIS,
ATTN: Deputy Director (Industrial Security)).

8 DoD Components must comply with Chapter 12, "Special Access Programs’ of DoD 5200.1-R, "Information
Security Regulation” (referenceyy)). Non-DoD UAs must comply with their Agency procedures and regulations.
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C1.1.17.2. The Director, DISCO shall be responsible for the industrial PCL
function prescribed by this Regulation regardiess of where the contractor's employees
are physically located. Inthisregard, all LOCs will be issued to the contractor's
U.S.-based cleared facility.

C1.1.17.3. The UA awarding the contract shall be responsible for adapting, as
may be necessary, the provisions of this Regulation and the ISM (reference (a)) to its
classified contracts performed by the contractor on aUA installation outside the U.S,,
Puerto Rico, or aU.S. possession, territory, or trust territory. Inthe event acontractor
IS working on classified contracts of two or more UAs at one location, or is performing
on aclassified contract awarded by one UA for performance on another UA installation,
the UAs concerned and, if appropriate, DIS shall develop mutually acceptable
arrangements for the fulfillment of the responsibilities set forth in this paragraph.
These responsibilities include al inspections of overseas sites where the contract is
being performed. The basic security requirements imposed on the contractor are set
forthinthe ISM (reference (a)). Inthis connection, however, the UA is responsible for
including in the contract, or other appropriate notification, any physical security
requirements that are in addition to the ISM and that are necessary by virtue of the
foreign location at which the classified contract is being performed. This would include
specific requirements regarding the storage of classified information on Government
installations and the transmission of classified information through U.S.
Government-controlled channels. In such cases, the contracting UA shall furnish the
additional security requirements to the CSO of the contractor's U.S.-based facility, and
the DIS activity responsible for inspections. In addition, the contrasting UA shall
include in the contract, or other appropriate notification, any special access program
requirements established by the Secretary or Head of such UA (see paragraph C1.1.16.),
and furnish notice of the additional access requirements to the CSO of the contractor's
U.S.-based facility and the DIS activity having inspection responsibility.

C1.1.17.4. Acontractor activity located outside of the U.S,, Puerto Rico, or a
U.S. possession, territory, or trust territory shall not be granted aFCL in accordance
with this Regulation.

C1.1.18. Privileged Information

C1.1.18.1. Reports submitted or information provided pursuant to the
requirements of subparagraphs 5aa; 6a(1), (2), and (3); and 6b(1), of the ISM (reference
() either classified if they so qualify, or offered in confidence and so marked by the
contractor, will be treated as privileged. When such reports are submitted in
confidence, applicable exemptions of DoD 5400.7-R (reference (1)) will be invoked as a
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matter of policy to withhold them from public disclosure. Such reports, other than
those already classified, will be marked "FOR OFFICIAL USE ONLY,"following their
receipt and determination that they fall within one of the exemptions.

C1.1.18.2. When reports submitted pursuant to the requirements of the ISV
(reference (a)) cited in paragraph C1.1.18.1., above, contain unclassified information
pertaining to anindividua, it may not be withheld from that individua under the
provisions of DoD 5400.11-R (reference (m)), except that the identity of asource who
furnished information to the Government under an express promise of confidentiality
may be protected by necessary deletions from that information. Animplied promise of
confidentiality given prior to September 27, 1975, is an adequate basis for deleting the
information that identified its confidential source.

C1.1.18.3. Should action for defamation of character be brought against a
contractor or its employees for reporting information concerning an individua in
accordance with the requirements of the ISM (reference (a)) cited in subparagraph
C1.1.18.2., above, and the defendants in the suit seek the assistance of the Department
of Defense in defending against the suits, their request should be referred to the Office
of the Deputy Assistant Secretary of Defense (Security Policy) (ODASD(SP)), Office
of the Assistance Secretary of Defense (Comptroller) (OASD(C)), for appropriate
action.

C1.2. DEHNITION OF TERMS

C1.2.1. Definitions. The definitions set forth below are established for the
purpose of this Regulation.

C1.2.2. Access, Accessibility. Thisrefers to the ability and opportunity to obtain
knowledge of classified information. Anindividual, in fact, may have access to
classified information by being in aplace where such information is kept, if the security

|measuras that are inforce do not prevent him or her from gaining knowledge of the

|classified information.®

C1.2.3. Accountable COMSEC Material. COMSEC material received, sent, and
controlled under the COMSEC Material Control System is considered accountable
COMSEC material. Such material is normally identified by ashort title assigned under
the Telecommunication Security (TSEC) nomenclature system.

| 9 Theentry into acontrolled area, per se, will not constitute accessto classified information if the security measures
that arein force prevent the gainingof knowledge of the classified information. Therefore, the entry into acontrolled area
under conditionsthat prevent the gainingof knowledge of classified information will not necessitate aPCL.
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C1.2.4. Alien. Any person not acitizen or nationa of the U.S. (see "Immigrant
Alien," paragraph C1.2.48., below) is considered an alien.

C1.2.5. Authorized Persons. Those persons who have aneed-to-know for the
classified information involved, and have been cleared for the receipt of such
information (see paragraph C1.2.50., below) are authorized persons. Responsibility for
determining whether aperson's duties require that he or she possess, or have access to,
any classified information, and whether he or she is authorized to receive it, rests on the
individual who has possession, knowledge, or control of the information involved, and
not on the prospective recipient.

C1.2.6. Candidate Material. Materia that is referred to collectively as special
nuclear materials and nuclear weapons is candidate material.

C1.2.7. Carve-Out. A classified contract issued in connection with an approved
Special Access Program (SAP) in which the DIS has been relieved of inspection
responsibility in whole or in part.

C1.2.8. Central Office of Record (COR). The activity within a Department or
Agency charged with the responsibility for maintaining records of accountability of all
accountable COMSEC material received by or generated within the Department or
Agency is the COR.

C1.2.9. Channels for the Dissemination of COMSEC Materid

C1.2.9.1. COMSEC Distribution and Accounting Channels. This refers to the
distribution channels or shipping routes through which the COM SEC material is handled
and shipped so that from the time of originto eventua disposition the material is moved
under acontinuous receipt system from COMSEC custodian to COMSEC custodian.
These channels are referred to as the COMSEC material control system.

C1.2.9.2. Classified Information Channgls. This refers to normal classified
information channels through which classified COMSEC correspondence and matter
other than accountable COMSEC material is transmitted.

C1.2.10. Classified Contract. Any contract that requires or will require access to
classified information by the contractor or his or her employees in the performance of
the contract is aclassified contract. (A contract may be aclassified contract even
though the contract document is not classified.)
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C1.2.11. Classification Guide. A document issued by an authorized original
classifier that prescribes the level of classification and appropriate declassification
instructions for specified information to be classified derivatively is aclassification
guide.

C1.2.12. Classified Information. Thisrefers to information or material that is:

C1.2.12.1. Owned by, produced by or for, or under the control of the U.S.
Government;

C1.2.12.2. Determined under E.O. 12356 (reference (w)) or prior orders to
require protection against unauthorized disclosure; and

C1.2.12.3. So designated.

C1.2.13. Classifier. Anindividua who is aclassification determination and applies
asecurity classification to information or material is aclassifier. Aclassifier may be a
classification authority or may derivatively assign asecurity classification based on a
properly classified source or aclassification guide. Within this context, contractors
may apply security classification markings based on classified source material or aDD
Form 254, as required by this Regulation.

C1.2.14. Closed Area. Aclosed areaiis acontrolled area established to safeguard
classified material that, because of its size or nature, cannot be adequately protected by
the safeguards prescribed in paragraph 16, ISM (reference (a)), or be stored during
nonworking hours in accordance with paragraph 14, ISM, (see section IV, ISM).

C1.2.15. Cognizant Security Office (CSO). Thisrefers to the office of the DIS
Director of Industrial Security that has industrial security jurisdiction over the
geographic areain which afacility is located.

C1.2.16. Colleges and Universities. Thisrefers to al educational institutions that
award academic degrees, as well as related research activities directly associated with a
college or university through organization or by articles of incorporation.

C1.2.17. Reserved.

C1.2.18. Communications Intelligence. Thisis technical andintelligence
information derived from foreign communications by other than the intended recipients.
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C1.2.19. Communications Security (COMSEC). COMSEC refers to protective
measures taken to deny unauthorized persons information derived from
telecommunications related to national security and to ensure the authenticity of such
communication. Such protection results from the application of security measures to
electrical systems generating, handling, processing, or using national security
information and also includes the application of physical security measures to COMSEC
information or materials.

C1.2.20. Communications Security (COMSEC) Information. COMSEC
informationis all information concerning COMSEC and all COMSEC material. (This
includes classified information pertaining to COMSEC but not sent, received, or
safeguarded within the COMSEC material control system. Examples are COMSEC
installation standards, material, and classified design information produced under
contract that will become CRYPTOSY STEM/COMSEC materials upon acceptance by
the U.S. Government.)

C1.2.21. Compromise. Compromise is the disclosure of classified information to
persons not authorized access thereto.

C1.2.22. Compromising Emanations. Thisrefers to unintentional or
intelligence-bearing signals that, if intercepted or analyzed, disclose national security
information transmitted, received, handled, or otherwise processed by any information
processing system.

C1.2.23. CONFIDENTIAL. "CONFIDENTIAL"is the designation that shall be
applied to information or material, the unauthorized disclosure of which, reasonably
could be expected to cause damage to international security.

C1.2.24. Continental Limits of the United States. Thisrefersto U.S. territory,
including the adjacent territorial waters located within the North American continent
between Canada and Mexico.

C1.2.25. Contracting Officer. A contracting officer is any person who, in
accordance with Departmental or Agency procedures, is currently designated a
contracting officer, with the authority to enter into and administer contracts and make
determinations and findings with respect thereto, or any part of such authority. The
term also includes the authorized representative of the contracting officer acting within
the limits of his or her authority. For purposes of this Regulation and the ISM
(reference (a)), the term contracting officer refers to the contracting officer at the
purchasing office who is identified as the PCO and the contracting officer at acontract
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administration office who is identified as the ACO. Normally, the responsibilities that
the Regulation assigns to the contracting officer during the pre-contract, contract award,
and post-contract stages of aclassified procurement will be performed by the PCO, with
the ACO performing those responsibilities that arise during the performance stages of a
classified contract. Post-contract responsibilities include those industrial security
actions that the purchasing office assumes when it authorizes acontractor to retain
classified material after the termination or completion of aclassified contract.

C1.2.26. Contractor. A contractor is any industrial, educational, commercial, or
other entity that has executed a"Department of Defense Security Agreement” (DD Form
441) withaDoD Agency for the purpose of performing on aclassified contract or other
classified procurement.

C1.2.27. CNWDI. CNWHDI is TOP SECRET RESTRICTED DATA or SECRET
RESTRICTED DATA revealing the theory of operation or design of the components of a
thermonuclear or implosion type fission bomb, warhead, demolition ammunition, or test
device. Specifically excluded is information concerning arming, fusing, and firing
systems; limited-life components; and totally contained quantities of fissionable,
fusionable, and high-explosive materials by type. Among these excluded items are the
components that DoD personnel, including contractor personnel, set, maintain, operate,
or replace.

C1.2.28. Critical Technology. Militarily significant technology that is not
possessed by potential adversaries and that, if acquired by them, would permit a
substantial advance in their military capabilities, much to the detriment of the U.S.
National Security. Critical technology satisfies one or more of the following criteria:

C1.2.28.1. It contributes to the superior characteristics (performance,
reliability, maintainability or cost) of current military systems;

C1.2.28.2. It relates to specific military deficiencies of apotential adversary
and would contribute significantly to the enhancement of their military mission;

C1.2.28.3. It is an emerging technology with high potential for having amajor
impact upon advanced weapons systems.

(The Military Critical Technologies List (MCTL) is areference document to be used in
making this judgment).
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C1.2.29. CRYPTO. CRYPTOisamarking or designator identifying all COMSEC
keying material used to protect or authenticate telecommunications carrying national
security related information. (The CRYPTO marking also identifies COMSEC
equipment with installed hardwired operational keying variables.)

C1.2.30. CRYPTOSYSTEM. Thisrefers to the associated items of COMSEC
equipment or material used as aunit to provide asingle means of encryption or
decryption.

C1.2.31. Custodian. Anindividual who has possession of or is otherwise charged
with the responsibility for safeguarding or accounting for classified information is the
custodian.

C1.2.32. Declassification. Thisis the determination that classified information no
longer requires, in the interests of national security, any degree of protection against
unauthorized disclosure, coupled with aremoval or cancellation of the classification
designation.

C1.2.33. Department of Defense (DoD). DoD refers to the Office of the
Secretary of Defense (including al boards, councils, staffs, and commands), DoD
Agencies, and the Departments of the Army, the Navy, and the Air Force (including all
of their activities).

C1.2.34. Deivative Classification. Thisis adetermination that informationisin
substance the same as information currently classified and the application of the same
classification marking.

C1.2.35. Document. A document is any recorded information, regardless of its
physical form or characteristics, exclusive of machinery, apparatus. equipment, or other
items of material. The term includes, but is not limited to, the following: all written
material, whether handwritten, printed, or typed; all photographs, negatives, exposed or
printed films, and still or motion pictures; all dataprocessing cards or tapes, maps,
charts; paintings, drawings, engraving; sketches; working notes and papers; all
reproduction of the foregoing by whatever process reproduced; and sound/voice of
electronic recordings in any form.

C1.2.36. Downgrade. To downgrade is to determine that classified information
requires, in the interests of nationa security, alower degree of protection against
unauthorized disclosure than currently provided, coupled with achanging of the
classification designation to reflect such alower degree of protection.
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C1.2.37. Essential Elements of Friendly Information (EEFI). Key questions, or
critical information/secrets about United States intentions, military capabilities, plans or
programs needed by an adversary to relate with other available information and
intelligence in order to assist that adversary in reaching alogical decision. DoD
military components also refer to the Essential Elements of Friendly Information as
EEFI. These EEFl may be disclosed through OPSEC indicators.

C1.2.38. Executive Personnel. Thisrefers to those individuas in managerial
positions other than owners, officers, or directors who administer the operations of the
facility. (This category includes such designations as general manager, plant manager,

| plant superintendent, or similar designations, the FSO, and any individual who exercises
|control over the FSO.)

C1.2.39. Facility. Afacility is aplant, laboratory, office, college, university, or
commercial structure with associated warehouses, storage areas, utilities, and
components, which, when related by function and location, form an operating entity. (A
business or educational organization may consist of one or more facilities as defined
above). For purposes of industrial security, the term does not include UA installations.

C1.2.40. Facility Security Clearance. Thisis an administrative determination that,
from asecurity viewpoint, afacility is eligible for access to classified information of a
certain category (and all lower categories).

C1.2.41. Foreign Government Information. Thisis information that is:

C1.2.41.1. Providedto the U.S. by aforeign government or governments, an
international organization of governments, or any element thereof with the expectation,
expressed or implied, that the information, the source of the information, or both, are to
be held in confidence; or

C1.2.41.2. Produced by the U.S. pursuant to, or as aresult of, ajoint
arrangement with aforeign government or governments, or an international organization
of governments, requiring that the information, the arrangement, or both, are to be held
in confidence.

C1.2.42. Foreign Interest. Thetermrefers to any foreign government or agency of
aforeign government; any form of business enterprise organized under the laws of any
country other thanthe U.S,, or its possessions; or any form of business enterprise
organized or incorporated under the laws of the U.S,, or a State or other jurisdiction of
the U.S,, whichis owned or controlled by aforeign government, firm, corporation, or
person. Included inthis definition is any natural person who is not acitizen or national
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of the U.S. (Animmigrant alien as defined in paragraph C1.7.48. is excluded from the
definition of aforeign interest.)

C1.2.43. Foreign Nationals. All persons not citizens of, not nationals of, nor
immigrant aliens to the U.S. are foreign nationals.

C1.2.44. FORMERLY RESTRICTED DATA. Thisis information removed from
the RESTRICTED DATA category upon joint determination by DOE (or antecedent
agencies) and the Department of Defense that such information relates primarily to the
military utilization of atomic weapons and that such information can be adequately
safeguarded as classified defense information. For purposes of foreign dissemination,
however, such information is treated in the same manner as RESTRICTED DATA.

C1.2.45. Graphic Arts. Thisrefers to facilities and individuals engaged in
performing consultation, service, or the production of any component or end product
that contributes or results iln he reproduction of classified information. Regardless of
trade names or specialized processes, it includes writing, illustrating, advertising
service, copy preparation, all methods of printing, finishing services, duplicating,
photocopying, and film processing activities.

C1.2.46. Handling. Handling refers to the preparation, processing, transmission,
and custody of classified information.

C1.2.47. Home Office Facility (HOF). The headquarters facility of aMFO (see
paragraph C1.2.57., below) is the HOF.

C1.2.48. Immigrant Alien. Any person lawfully admitted into the U.S. under an
immigration visafor permanent residence is animmigrant alien (see paragraph C2.3.9.
for special prerequisites for clearance of emigrant aliens).

C1.2.49. Industrial Security. That portion of internal security that is concerned
with the protection of classified information in the hands of U.S. industry is industria
security.

C1.2.50. Information Security. Thisrefers to the result of any system of
administrative policies and procedures for identifying, controlling, and protecting from
unauthorized disclosure, information the protection of which is authorized by Executive
Order or statute.
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C1.2.51. Intelligence. Intelligence is the product resulting from the collection,
evaluation, analysis, integration, and interpretation of all available information that
concerns one or more aspects of foreign nations or of areas of foreign operations and
that is immediately or potentially significant to military planning and operations.

C1.2.52. Interim Security Clearance. Thisis asecurity clearance based on lesser
Investigative requirements, which is granted on atemporary basis, pending the
completion of the full investigative requirements.

C1.2.53. Internal Security. Thisrefers to the prevention of action against U.S.
resources, industries, and institutions and the protection of life and property in the event
of adomestic emergency by the employment of all measures, in peace or war, other
than military defense.

C1.2.54. Locked Entrance. Alocked entrance is an entrance to aClosed or
Restricted Areathat is kept closed and locked at all times except when temporarily
unlocked and opened under supervision for the purpose of passing material or authorized
personnel into or out of the area.

C1.2.55. Long Title. Thefull title or name assigned to apublication, anitem of
eguipment, or device is the long title.

C1.2.56. Material. Material refers to aproduct or substance on, or in which,
information is embodied.

C1.2.57. Multiple Facility Organization (MFO). Alegal entity (single
proprietorship, partnership, association, trust, or corporation) that is composed of two
more facilities (see paragraph C1.2.39.) isaMFO.

C1.2.58. Nationa of the United States. A national of the U.S.isa

C1.2.58.1. Citizen of the U.S.; or

| C1.2.58.2. Person who, athough not acitizen of the U.S., owes permanent
|allegiance to the U.S.2°

| 10 See8 U.S.C. (Section 1101(&)(22)), reference (n). 8 U.S.C. §1401, subsection (a) lists in paragraphs (1) through (7)
categories of persons born in and outside the U.S. or its possessions who may qualify as nationals of the U.S.  Where doubt
exists as to whether or not aperson can qualify asanational of the U.S,, this subsection should be consulted.
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C1.2.59. NATO Classified Information. The term "NATO classified information,"
embraces all classified information, military, political, and economic that is circulated
within and by NATO whether such information originates in the organization itself or is
received from members nations or from other international organizations.

C1.2.60. Need-to-Know. Thisis adetermination made by the possessor of
classified information that aprospective recipient, in the interest of national security,
has arequirement for access to (see paragraph C1.2.2.), knowledge of, or possession of
the classified information in order to perform tasks or services essential to the
fulfillment of aclassified contract or program approved by a UA.

C1.2.61. Negotiator. Any employee, in addition to the OODEPs, who requires
access to classified information during the negotiation of acontract or the preparation
of abid or quotation pertaining to aprime or subcontract is anegotiator. (This category
may include, but is not limited to, accountants, stenographers, clerks, engineers,
draftsmen, and production personnel.)

C1.2.62. Officers (Corporation, Association, or Other Types of Business or
Educational Ingtitution). This definition includes persons in positions established as
officers in the articles of incorporation or bylaws of the organization, including all
principa officers; that is, those persons occupying positions normally identified as
president, senior vice president, secretary, treasurer, and those persons occupying
similar positions. Inunusua cases, the determination of principal officer status may
require acareful analysis of anindividua's assigned duties, responsibilities, and
authority as officially recorded by the organization.

C1.2.63. Official Information. Information that is owned by, produced for or by,
or is subject to the control of the U.S. Government is official information.

C1.2.64. Operations Security (OPSEC). The process of denying adversaries
information about friendly capabilities and intentions by identifying, controlling, and
protecting indicators associated with planning and conducting military operations and
other activities. Chapter 10 of this Regulation contains adetailed discussion of OPSEC
and UA responsibilities pertaining thereto. See JCS Pub 18 for further terms and
definitions related to OPSEC.

C1.2.65. OPSEC Indicators. Actions or information (classified or unclassified)
obtainable by an adversary, that would allow the adversary to develop or confirm
assumptions, estimates and facts about United States intentions, military capabilities,
plans, or programs, thereby compromising essential secrecy.
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C1.2.66. Parent. A parent firmis acorporation that can control another
corporation (subsidiary) by ownership of amajority of its stock. The control may exist
by direct stock ownership of animmediate subsidiary or by indirect ownership through
one or more intermediate levels of subsidiaries.

C1.2.67. Possessions. Possessions include the Virgin Idands, Guam, American
Samoa, and the Guano Idands with Swains Idand, Howland Idand, Baker 1dand, Jarvis
Idand, Midway 1dands, Kingman Reef, Johnston Idand, Sand Idand, Navassa ldand, Swan
Idands, and Wake Idand.

C1.2.68. Principa Management Facility (PMF). The PMF is acleared facility of a
MFO that reports directly to the HOF, and whose principal management official has
been delegated the responsibility to administer the contractor's industrial security
program, within adefined geographical or functional area.

C1.2.69. Reference Material. Thisrefers to documentary material over which the
UA does not have classification jurisdiction and did not have classification jurisdiction
at the time such material was originated. Much material made available to the
contractors by the DTIC and other secondary distribution agencies is reference material
as thus defined.

C1.2.70. Regrade. Toregrade isto assign ahigher or lower security classification
to anitem of classified material.

C1.2.71. Representatives of aForeign Interest (RFl). Thisrefers to citizens or
nationals of the U.S. or immigrant aliens who, in their individual capacity, or on behalf
of acorporation (whether as acorporate officer or official or as acorporate employee
who is personally involved with the foreign entity), are acting as representatives,
officials, agents, or employees of aforeign government, firm, corporation, or person.
However, aU.S. citizen or national who has been appointed by his or her U.S. employer
to be arepresentative in the management of aforeign subsidiary (for example, aforeign
firm in which the U.S. firm has ownership of at least 51 percent of the voting stock)
will not be considered aRFl, solely because of this employment, provided the
appointing employer is his or her principal employer andis afirm that possesses or is
inprocess for aFCL.
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C1.2.72. Restricted Area. Thisis acontrolled area established to safeguard
classified material that, because of its size or nature, cannot be adequately protected
during working hours by the safeguards prescribed in paragraph 16, ISM (reference (a)),
but that is capable of being stored during non-working hours in accordance with
paragraph 14, 1ISM (see section IV, ISM, reference (a)).

C1.2.73. RESTRICTED DATA. All data(information) concerning:

C1.2.73.1. Design, manufacture, or utilization of atomic weapons,
C1.2.73.2. The production of special nuclear material; or

C1.2.73.3. The use of special nuclear material in the production of energy, but
not to include datadeclassified or removed from the RESTRICTED DATA category
pursuant to Section 142 of the Atomic Energy Act (see 8 11y, Atomic Energy Act of
1954, reference (0), and paragraph C1.2.44., ISR, on FORMERLY RESTRICTED DATA).

C1.2.74. SECRET. "SECRET"is the designation that shall be applied only to
information or material, which the unauthorized disclosure of could reasonably be
expected to cause serious damage to the national security. Examples of "serious
damage' include disruption of foreign relations significantly affecting the national
security; significant impairment of aprogram or policy directly related to the national
security; revelation of significant military plans or intelligence operations; compromise
of significant military plans or intelligence operations; and compromise of significant
scientific or technological developments relating to national security.

C1.2.75. Security. Security refers to the safeguarding of information classified
TOP SECRET, SECRET, or CONFIDENTIAL against unlawful or unauthorized
dissemination, duplication, or observation.

C1.2.76. Security Cognizance. Thisis the responsibility for acting for UAs in the
discharge of industrial security responsibilities described in this Regulation.

C1.2.77. SENSTIVE COMPARTMENTED INFORMATION. Thisterm includes
al information and materials bearing special community controls indicating restricted
handling within present and future community intelligence collection programs and their
end products for which community systems of compartmentation have been or will be
formally established. The term does not include RESTRICTED DATA, as defined in
Section 22, Public Law 83-703, Atomic Energy Act of 1954, reference (0).
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C1.2.78. Short Title. Thisis anidentifying combination of letters and numbers
assigned to apublication or equipment for purposes of brevity.

C1.2.79. Special Access Program. Thisrefers to any program imposing
"need-to-know" or access controls beyond those normally provided for access to
CONFIDENTIAL, SECRET, or TOP SECRET information. Such aprogram includes, but
Is not limited to, special clearance, adjudication, or investigative requirements, material
dissemination restrictions; or special lists of persons determined to have a
"need-to-know."

C1.2.80. Subsidiary. Asubsidiary is acorporation that is controlled by another
corporation (parent) by reason of the latter corporation’'s ownership of at least a
majority (over 50 percent) of the capital stock. Asubsidiary is alegal entity and shall
be processed separately for aFCL.

C1.2.81. Telecommunications. The transmission, communication, or processing
of information, including the preparation of such information thereof, by electrical,
electromagnetic, electromechanical, or electro-optical means.

C1.2.82. TEMPEST. TEMPEST is an unclassified short name referring to
Investigations and studies of compromising emanations (see paragraph C1.2.22.).

C1.2.83. Time Resource Sharing. For the purpose of this Regulation, the term
applies to the concurrent use of an ADP system by one or more users. The term
includes the functional characteristics of an ADP system that allow simultaneous or
apparently simultaneous access to all or part of the ADP system by more than one user
or the acceptance and processing of more than one computer program of instructions.
The term encompasses the characteristics of time sharing, multiprocessing,
multi-programming, or combinations of these functional capabilities inany form.

C1.2.84. TOP SECRET. "TOP SECRET"is the designation that shall be applied
only to information or material, the unauthorized disclosure of which reasonably could
be expected to cause exceptionally grave damage to the national security. Examples of
"exceptionally grave damage'include armed hostilities against the U.S. or its allies,
disruption of foreign relations vitally affecting the national security, the compromise of
vital material defense plans or complex cryptologic and communications intelligence
systems, the revelation of sensitive intelligence operations, and the disclosure of
scientific and technological developments vital to national security.
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C1.2.85. Transmission Security. Transmission security is that component of
security that results from all measures designed to protect communication
transmissions from interception and traffic analysis.

C1.2.86. Trust Territory. This definition applies only to the trust territory of the
Pacific Idands that the U.S. administers under the terms of atrusteeship agreement
concluded between this Government and the Security Council of the United Nations
pursuant to authority granted by Joint Resolution of Congress, July 18, 1947 (Section
1681 of title 48 U.S.C., 61 Statute 397) (reference (p)). According to this agreement,
the U.S. has "full power of administration, legislation, and jurisdiction” over the
territory; this Government, however, does not claim "sovereignty.” Three major
archipelagoes make up the trust territory: Carolines (including the Palau Ilands),
Marshalls, and Marianas (excluding Guam).

C1.2.87. Unauthorized Person. Any person not authorized to have access to
specific classified information in accordance with the provisions of the ISM (reference
(a)) and this Regulation is an unauthorized person.

C1.2.88. United States. Thisis the 50 States and District of Columbia.

C1.2.89. Upgrade. To upgradeis to determine that certain classified information
requires, in the interests of national security, ahigher degree of protection against
unauthorized disclosure than currently provided, coupled with achanging of the
classification designation to reflect such ahigher degree.

C1.2.90. User Agencies (UAs). Thisterm refers to the OSD (including all boards,
councils, staffs, and commands), the DoD Agencies, and the Departments of the Army,
the Navy, and the Air Force (including all of their activities); the National Aeronautics
and Space Administration (NASA); the General Services Administration (GSA); the
Small Business Administration (GSA); the National Science Foundation (NSF); the
Environmenta Protection Agency (EPA); and the Departments of State (DOS),
Commerce (DOC), Treasury, Transportation (DOT), Interior (DOI), Agriculture (DOA),
Labor (DOL), and Justice (DOJ); the U.S. Arms Control and Disarmament Agency, the
Federal Emergency Management Agency (FEMA), the Federal Reserve System (FRS);

|the General Accounting Office (GAO); and the the U.S. Information Agency (USIA).
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C1.3. SECURITY COGNIZANCE

C1.3.1. Policy

C1.3.1.1. Administration of the DoD Industrial Security Programis assigned
to the Director, DIS. Security cognizance authority is delegated to the Regional
Directors of Industrial Security for all contractor facilities physically located within the
geographic boundaries of their respective jurisdictions (see Appendix 2). The Regional
Director of Industrial Security shall perform all cognizant security functions prescribed
in this Regulation and the 1SM (reference (a)) on behalf of all UAs unless the provisions
cf paragraphs C1.1.9. or C1.1.17. apply, in which case the Commander or Head of the
UAinstallation shall perform certain security actions.

C1.3.1.2. All relationships between the UA and the contractor on industrial
security matters shall be handled through or in coordination with the CSO except those
matters specifically set forth in this Regulation and the 1ISM (reference (a)) as
responsibilities of the UA contracting activity.

C1.3.1.3. The assumption of industrial security cognizance by the Director of
Industrial Security will not relieve any UA of the responsibility for protecting and
safeguarding its classified material incident to its classified contracts with the facility,
or from visiting the facility to review the security aspects of such contracts. However,
visits by arepresentative of aUA to afacility to review security aspects of acontract
shall be coordinated with the CSO prior to such visits. Any deviation from the
requirements of the ISM (reference (a)) or specia security requirements under the
contract, which may be noted during the visit shall be refered promptly to the CSO, with
suggested corrective action or additional security requirements to be levied on the
contractor. The CSO shall take appropriate action regarding these matters, and, if
requested, shall notify the UA of the corrective action taken by the contractor.

C1.3.1.4. International operations are the responsibility of the Deputy
Director (Industrial Security), HQ DIS.

C1.3.1.5. PCL actions are the responsibility of the Director, DISCO.

C1.3.1.6. With respect to commercial carriers, the authority for security
cognizance has been delegated to each CSO for those elements of carriers physically
located within the geographic boundaries of each region. All relationships between the
Government and commercial carriers on safeguarding SECRET controlled shipments
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shall be handled through or in coordination with the CSO. Commercial carriers that
have been assigned to one of the CSOs for security cognizance shall be notified in
writing of this action.

C1.3.1.7. With the exception of candidate material (CM) (CONFIDENTIAIL
or SECRET category), when an escort is used, the company furnishing the transportation
service (ship, rail, air, or truck) is not required to have aFCL. Anescort shall dways
be used when ship or rail transportation is involved. Consequently, ship and railroad
companies will not be issued aFCL. When ashipment by truck is contemplated for
classified CM (CONFIDENTIAL or SECRET), the contracting officer will issue
specific shipping instructions, requiring adriver holding afinal SECRET clearance in
addition to the military escort normally provided for such shipments.

C1.3.1.8. The CSO of the HOF of acarrier is responsible for maintaining a
central master file containing copies of pertinent reports and correspondence
concerning all violations, major deficiencies, unsatisfactory conditions, and major
problem areas in the carrier's system, regardless of the geographical areaof the
terminal involved. It is the responsibility of the CSO of the terminals to ensure that
copies of such pertinent reports and correspondence are furnished the CSO of the HOF.

C1.3.2. Functions of aCognizant Security Office. Procedures set forth in this
Regulation prescribe the functions and responsibilities of the CSO.

C1.3.3. Notification of Security Assgnment. The management of each facility that
has been assigned to aCSO for security cognizance shall be notified in writing of this
assignment when aFCL actionis to be initiated for the facility.

C1.3.4. Procedural Changes. All questions of interpretation with respect to
procedures or methods prescribed inthe ISM (reference (@) or this Regulation shall be
answered by the CSO, except that interpretations of security classification guidance,
procedures, or methods shall be provided by the contracting officer of the UA, or his or
her designated representative. For facilities or contractor Activities located on aUA
installation (see paragraphs C1.1.9. or C1.1.17.), requests from the contractor for
interpretations of the requirements of the ISM (reference (a)) shall be forwarded to the
CSO0 through the Commander or Head of the installation. Inall instances where this
Regulation or the ISM, reference (a), requires that management of afacility be advised
regarding changed industrial security procedures or methods, the CSO shall so advise
management.
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C1.3.5. Defensive Security Briefing

C1.3.5.1. When areport is received from acontractor, the CSO, or UA, in
accordance with paragraph 6b(9), ISM (reference (a)), that acleared employee or Type

| A Consultant has traveled to or through a Designated™® country, or attended an
international scientific, technical, engineering, or other professional meeting when a
representative of aDesignated country participated or was in attendance (hereinafter
called foreign travel), the DISCO shall review the records available in the PSCF, in light
of the employee'stravel. If the PSCF records indicate abackground investigation (BI)
or expanded national agency check (ENAC) or any investigative coverage other than a
satisfactory national agency check (NAC), the investigative file shall be obtained and
reviewed. If the PSCF records indicate that the only investigation conducted in the case
is asatisfactory NAC, it will not be necessary to obtain the investigative file. However,
where possible, the "Department of Defense Personnel Security Questionnaire
(Industrial-NAC)" (DD Form 48) or "Department of Defense Personnel Security
Questionnaire (Industria)" (DD Form 49) submitted by the individual in connection with
the application for clearance shall be reviewed.

C1.3.5.1.1. The DISCO shall request additional investigation in those
cases in which the employee's report of intended foreign travel discloses discrepancies
between this report and information previously furnished or developed by the
Government. For example, where the "Department of Defense Personnel Security
Questionnaire (Industria-NAC)" or "Department of Defense Personnel Security
Questionnaire (Industrial)" submitted in connection with the clearance application
indicates the individua has no relatives residing in Designated countries, and yet the
purpose of the intended foreign travel is to visit arelative in aCommunist country, it is
necessary to determine through investigation whether the original clearance application
was fraudulent and if the case currently presents ahostage problem as discussed in
paragraph C2.3.6. Moreover, in those cases where the investigation conducted in
connection with the clearance application raised serious questions concerning such
things as the individua's suitability, trustworthiness, or national allegiance, it may be
necessary to update the investigation and reevauate the case in light of this new element
of foreign travel that brings the individual in direct contact with or to the attention of
officials or representatives of aDesignated country.

| 11 Designated countries (those countries whose policies areinimica to U.S. interests) are:  Iran,
Afghanistan, Angola, Ethiopia, Irag, Nicaragua, South Yemen, Syria, Libya, Albania, Bulgaria, Kampuchea (formerly

|Cambodia), People's Republic of China (including Tibet), Cuba, Czechoslovakia, North Korea, German Democratic Republic
(GDR) (East Germany, includingthe Soviet Sector of Berlin), Hungary, Laos, Mongolian People's Republic (Outer Mongolia),
Poland, Rumania, Union of Soviet Sociaist Republics (USSR) (including Estonia, Latvia, Lithuania, and al the other
constituent republics, Kurile Islands and South Sakhalin (Karafuto)), Vietnam, and Y ugodavia.
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C1.3.5.1.2. Thereport of the employee's foreign travel furnished by the
contractor pursuant to paragraph 6b(9), ISM (reference (a)), shall be recorded in the
PSCF. While most cases do not fall within the purview of subparagraph C1.3.5.1.,
above, and do not require additional investigation, it may be necessary because of the
number or frequency of such visits to initiate additional investigation to determine if
there is any security significance to the foreign travel inlight of the individual's current
PCL status.

C1.3.5.1.3. Where results of the additional investigation initiated
pursuant to subparagraphs C1.3.5.1.1. or C1.3.5.1.2., above, indicate that the individual's
continued access to classified information is not clearly consistent with the national
interest, action shall be initiated in accordance with paragraph C2.3.23.

C1.3.5.2. When areport is received from the contractor in accordance with
paragraph 6a(19), ISM (reference (a)), that aDesignated country representative(s) or
national (s) will visit the facility, the CSO shall immediately follow up with the
contractor by telephone or visit as appropriate to ensure that adequate safeguards have
been established for controlling such visitors, especially when the visit is to be over an
extended period of time. The contractor shall also be reminded to strictly apply the
guidance in Appendix VII, 1ISM (reference (a)), and to obtain the contractor's assistance
inidentifying any security problems involved in such visits. Further, during the course
of the next recurring inspection the contractor's procedures for conducting the briefings
required by Appendix VII, 1SM (reference (@), shall be reviewed and verification made
that the briefings required by paragraph 5u, ISM (reference (a)), were accomplished.

C1.3.6. Responsihility for the Security of SENSTIVE COMPARTMENTED
INFORMATION Contracts

C1.3.6.1. Where aprocurement activity awards aSENSITIVE
COMPARTMENTED INFORMATION contract for the National Security Agency (NSA),
exclusive security responsibility remains with NSA and that Agency shall prescribe the
security requirements for the contract. The NSA will process access authorizations for
SENSITIVE COMPARTMENTED INFORMATION for contractor employees used on
such contracts. The CSO and contracting activity are relieved of security
responsibilities pertaining to such SENSITIVE COMPARTMENTED INFORMATION
contracts.

C1.3.6.2. Where aSENSITIVE COMPARTMENTED INFORMATION contract
is awarded by and for aUA other than NSA, the UA will designate an activity that shall
have exclusive security responsibility for, and shall prescribe the security requirements
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for the contract. The designated activity will process access authorizations for
SENSITIVE COMPARTMENTED INFORMATION for contractor employees used on
such contracts. The CSO and the contracting officer, except as may be specifically
delegated by the designated activity, are relieved of security responsibilities pertaining
to such SENSITIVE COMPARTMENTED INFORMATION contract.

C1.3.6.3. When aSENSITIVE COMPARTMENTED INFORMATION contract
is awarded, item 15 of the "DoD Contract Security Classification Specification" (DD
Form 254), shall specify the activity that has exclusive security responsibility for this
contract.

C1.3.6.4. Access authorizations for SENSTIVE COMPARTMENTED
INFORMATION will be processed in the following manner:

C1.3.6.4.1. The contracting office shall instruct the contractor to submit
clearance applications to the appropriate activity of NSA or the UA activity other than
NSA.

C1.3.6.4.2. The NSA, or where appropriate, the UA activity with security
responsibility will provide the contractor appropriate notification of the access
authorization for SENSITIVE COMPARTMENTED INFORMATION.

C1.3.7. Operational Responsibility for NSA COMSEC Account. Where a
procurement activity awards a COMSEC contract for the NSA and a COM SEC account
is required, exclusive operational responsibility for the account remains with NSA. The
NSA COR will establish the account in accordance with paragraph C1.5.5. The NSA
COR or its designated representative shall ensure that the custodians are instructed on
all operational aspects regarding control, accountability, and handling of accountable
COMSEC material. It will conduct audits annually, or more frequently when required,
to ensure custodians are following prescribed procedures in the operations of the
COMSEC account. The procurement activity is relieved of operational responsibility
pertaining to the COMSEC account. The CSO will be guided by DoD 5220.22-S-1
(reference (q)) and by instructions furnished to the contractor by NSA COR, prescribing
the type of COMSEC material, records, reports, and procedures to be utilized by the
custodian in maintaining control and accountability of the COMSEC material.

C1.4. SPONSORSHIP OF MEETINGS

C1.4.1. Application. The following provisions apply to aconference, seminar,
symposium, exhibit, or convention at which classified information is disclosed and that
Is conducted by aDoD Component, acleared DoD contractor, or by an association,
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institute, or society whose membership consists of DoD contractors, contractor
employees, or DoD personnel. These provisions do not apply to meetings related to a
specific contract or project, including pre-proposal or pre-award meetings, and
post-award briefings conducted by the DoD contracting activity. Also, meetings
conducted by acleared contractor(s) and attended by cleared contractor personnel
directly involved in the performance ot acontract or project are excluded from the
provisions of this section. Provisions of paragraph C1.4.9. apply to meetings described
in paragraph 5q(3) and (4), ISM (reference (a)). Sponsorship of meetings by aUA other
than the Department of Defense will be in accordance with the procedures of that
Agency.

C1.4.2. General Policy. All meetings conducted within the scope of this section
must be sponsored for security by aDoD Component. The Head of aDoD Component,
or designee, having asignificant interest in the subject matter, may sponsor ameeting
for security after determining that:

C1.4.2.1. The conduct of classified sessions of the meeting is in the best
interests of the nation's security;

C1.4.2.2. Theuse of conventiona channels for dissemination of classified
scientific and technical information would not accomplish the purpose of the meeting;

C1.4.2.3. Adegquate security measures and access procedures have been
developed and will be carried out; and

C1.4.2.4. Thelocation selected for the classified sessions of the meeting
facilitates the proper control and dissemination of classified information and adequate
facilities are available for its storage and protection.

C1.4.3. Requests for Sponsorship. When requested by an association, institute, or
society whose membership is comprised primarily of contractors cleared by the
Department of Defense, contractor employees, or DoD personnel, aDoD Component
may sponsor ameeting for security purpose, provided the DoD Component or a
designated cleared contractor undertakes overall security responsibility and security
administration.

C1.4.4. Guides for Sponsorship. Sponsorship for security purposes shall be by a
single Government activity having aprincipal interest in the subject matter. Acceptance
of sponsorship for security purposes by the Department or Agency does not relieve any
other activity from responsibility for authorizing or prohibiting the release or
dissemination of information under its jurisdiction. When appropriate, the Department
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or Agency sponsoring the meeting for security purposes may request other DoD
activities to provide such assistance, facilities, or support as may be justified in the
interest of economy, efficiency, and security. Sponsorship for security purposes shall
be granted only for ameeting conducted by acleared contractor. However, ameeting
conducted by an association, institute, or society whose membership consists of cleared
contractors may be sponsored for security purposes, provided acleared contractor is
designated and accepts responsibility on behalf of the association, institute, or society
for ensuring the security measures and procedures at the meeting.

C1.4.4.1. Sponsorship normally shall be granted only for ameeting conducted
by acleared contractor. However, ameeting conducted by an association, society, or
group whose membership consists primarily of cleared contractors may be sponsored
provided acleared contractor is designated and accepts responsibility on behalf of the
association, society, or group for providing the security measures and procedures at the
meeting.

C1.4.4.2. Meetings shall be sponsored only when there is assurance that
adequate security measures have been planned and will be conscientiously executed.
Prior to accepting sponsorship, adetermination shall be made that the location selected

|for the meeting site ensures adequate safeguarding and control of dissemination of

|classified information.*2

C1.4.5. Location of Meetings. The activity sponsoring the meeting for security is
responsible for evaluating and approving the location proposed for the meeting.

C1.4.5.1. Ameeting at which TOP SECRET or SECRET information is to be
disclosed shall be held only at aU.S. Government or cleared contractor facility; that is, a
facility in afixed location where adequate measures for safeguarding classified
information can be imposed. Under this criteria, the proposed meeting site would have
to be on aGovernment installation or at acleared contractor facility. Ineither case the
meeting must be held in an area of the Government installation or contractor facility
that can be secured. Anauditorium, assembly hall, or gymnasium that is used primarily
for campus activities and public gatherings cannot be secured and shall not be approved
for aclassified meeting at which TOP SECRET or SECRET information would be
disclosed, even though it is located on the campus of auniversity or college, portions of
which are acleared facility.

| 12 Sponsorship of meetingsby aUA other than the Department of Defense will be in accordance with the procedures
of that Agency.
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C1.4.5.2. Ameeting at which information classified no higher than
CONFIDENTIAL is to be disclosed normally shall be held at aU.S. Government
installation or at acleared contractor facility. However, the Head of the DoD
Component sponsoring the meeting for security may approve the use of another
location for such ameeting, provided suitable facilities are not available a a
Government installation or cleared contractor facility, and the sponsoring activity
determines that adequate security can be maintained at the proposed location. The
authority to approve alocation other than aU.S. Government installation or cleared
contractor facility may not be delegated, except that a Secretary of aMilitary
Department may delegate his or her authority to an Assistant Secretary of that
Department. A contractor's request to use alocation other than acleared contractor's
facility or aU.S. Government installation shall be in compliance with paragraph 9c(2),
ISM (reference (@)).

C1.4.6. Security Procedures. The sponsoring activity is responsible for reviewing
and approving the security measures and procedures developed by the contractor, for
ensuring the security of the classified information, and for supervising and assisting in
the development and application of those procedures. The security measures shall
include adequate arrangements for the following:

C1.4.6.1. Strictly limiting attendance at aclassified meeting to authorized
persons this shall include measures for determining that al persons on the approved list
of attendees have been granted a security clearance equal to or higher than the category
of information to be discussed, and have duties requiring such access. For contractor
personnel, the certification of security clearance and need-to-know shall be
accomplished as provided in paragraph C1.4.10.

C1.4.6.2. Reviewing and approving all announcements and invitations related to
the meeting and lists of attendees pertaining thereto -- announcements and invitations
shall be unclassified and shall include the specific name of the sponsoring activity and
the date of approval.

C1.4.6.2.1. Notices and announcements of meetings, whether classified,
unclassified, or mixed, and not amounting to invitations to attend, may be published
publicly, provided classified information is not included in such notices or
announcements.

C1.4.6.2.2. Inthe case of aclassified meeting, invitations to attend,
whether on anindividua or class basis, shall not be sent to aperson knownto be a
national from, or arepresentative of, aCommunist country.
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C1.4.6.3. Safeguarding and controlling the distribution of notes, minutes,
summaries, recordings, proceedings, and reports on the classified portions of the
meeting -- such material normally shall be sent only to those approved for attendance at
the classified sessions. However, the sponsoring activity may also authorize
distribution to others who are determined to be eligible for and who require access to
the classified information involved. Inany event, the material shall be sent only to a
Government activity or cleared contractor facility and marked for the attention of the
intended recipient, as provided in paragraph 17, ISM (reference (a)).

C1.4.6.4. Security measures shall include notifying each person who presents
or discloses classified information at the meeting of the security limitations on
disclosures for such reasons as the level of clearance or need-to-know of members of
the audience, or other limitations required by the National Disclosure Policy (NDP-1)
(reference (r)) of the Government or directives of UAs.

C1.4.6.5. Ensuring the physical security of the meeting site and the area used
for classified sessions or displays -- this shall include provisions for guards, entrance
controls, personnel identification, storage facilities, and adequate security against
unauthorized access to, or illicit acquisition of, the classified information. Classified
sessions of mixed meetings, that is, those having both classified and unclassified
sessions, shall be held at places geographically separated from the place where
unclassified sessions are held.

C1.4.6.6. Security measures shall include ensuring that attendance at a
meeting or session at which classified information is to be disclosed is limited to
persons whose names appear on the access list approved by the sponsor, and who
present proper identification.

C1.4.6.7. Security measures shall include ensuring that individuals making oral
presentations at meetings provide classification guidance sufficient to enable attendees
to identify what information is classified or unclassified, and if classified, at what
category or categories of classification.

C1.4.6.8. Security measures shall also include reviewing the minutes,
summaries, recording, proceedings, and reports of the meeting to eliminate any
classified information or to limit distribution in accordance with subparagraph C1.4.6.3.,
above.
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C1.4.7. Controlling Disclosures. The sponsoring activity shall require acontractor
desiring to disclose classified information to furnish written approva from the
contracting officer concerned prior to the meeting. The sponsoring activity shall:

C1.4.7.1. Maintain acentral record of disclosure authorizations granted for
contractor's presentations and displays;

C1.4.7.2. Require the contractor to furnish acopy of each classified
presentation as actually made at the meeting; and

C1.4.7.3. Monitor the meeting to ensure that classified informationis
disclosed only to the extent authorized.

C1.4.8. Attendance by Foreign Nationals and Representatives of aForeign | nterest

13

C1.4.8.1. Asagenera rule, aDoD Component will not agree to sponsor a
meeting for security if foreign nationals or representatives of foreign governments are
to be in attendance at sessions of such meetings that involve the disclosure of classified
military information. As an exception to this general rule representatives of, and
nationals from, foreign countries, other than Designated countries, may attend classified
sessions only when the Head of aDoD Component sponsoring the meeting for security,
or adesignee, determines that such attendance is consistent with National Disclosure
Policy (NDP-1) (reference (r)) and specifically authorizes it in writing.

C1.4.8.2. Representatives of, and nationals from, other than Designated
countries may attend unclassified sessions without specific authorization, provided the
disclosure of unclassified technical data, whichis governed by the Export
Administration Act of 1969 (reference (s)), as amended, as administered by the
Secretary of Commerce, and Section 38 of the Arms Export Control Act (reference (t))
as administered by the Secretary of State through the ITAR (reference (i)), are complied
with.

| 13 A person granted areciprocal clearance or aRFI cleared for accessto classified information under the DoD Industrial
Security Program isnot subject to the limitations of paragraph C1.4.8., provided the information is releasable under National
Disclosure Policy (NDP-1) (reference (r)). However, persons granted reciprocal clearances are subject to the access
limitations prescribed in paragraphs C2.3.25. and C2.3.26.
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C1.4.8.3. Representatives of, and nationals from, Designated countries may
not attend a classified session under any circumstances. However, they may attend
unclassified sessions when the Head of the DoD Component security sponsoring the
meeting approves individually and in writing, on aname basis, such attendance when
clearly justified as being in the national interest. This authority may not be delegated.
When the attendance of such individuals at an unclassified session or presentation of a
meeting is requested by the contractor, the activity sponsoring for security will forward
the request through channels, recommending approval or disapproval. Such requests
shall comply with paragraph 9b of the ISM (reference (a)), and will show how approva
will further reciprocity for attendance of U.S. personnel at similar meetings within
Designated countries. No invitation shall be tendered, either formally or informally, by
or on behalf of the contractor, to aforeign national or representative of aDesignated
country or to his or her government or firm until his or her attendance has been
approved.

C1.4.8.4. The DoD Component that approves arequest for attendance by a

national from, or representative of, a Designated country at unclassified sessions of a
meeting shall provide the Soviet and Eastern European Exchange Staff, Department of
State, New State Building, Washington, DC 20520, the names of the proposed invitees,
date of attendance, the location of the meeting, the subject matter to be discussed, and
titles of scientific, technical, or other papers to be presented. The admissibility to the
U.S. of these proposed invitees must be determined prior to the issuance of the actua
invitation, if they have not already been admitted with avisa.

C1.4.8.5. The sponsoring activity shall:

C1.4.8.5.1. Advise the contractor of the approval or disapproval of the
attendance of foreign nationals or RFIs at the meeting;

C1.4.8.5.2. Ensure that foreign nationals or representatives of aforeign
interest other than Designated countries are excluded from al classified sessions,
presentations, and displays except those that they have specifically been authorized to
attend; and

C1.4.8.5.3. Ensure that foreign nationals or representatives of Designated
countries are excluded without exception from all classified sessions, presentations, and
displays and from all unclassified portions of sponsored meetings, except those that
they have specifically been authorized to attend.
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C1.4.9. Disclosure Authorizations. The release of classified information by
Government representatives participating in contractor conducted meetings shall be
authorized in accordance with pertinent directives of their individual Departments or
Agencies. Contracting officer approva of proposed disclosures by contractors of
classified information at contractor conducted or Government conducted meetings shall
be accomplished as follows:

C1.4.9.1. Proposals from acontractor to disclose classified information at a
meeting conducted under paragraphs 5q(3) or (4), ISM (reference (a)), shall be
processed in accordance with the pertinent directives of the contracting activity having
jurisdiction over the information involved.

C1.4.9.2. If the proposed disclosure is approved, the contractor shall be
notified in order that he or she, in turn, may advise the sponsoring activity.

C1.4.10. Approva for Attendance at Classified Meetings. When acontracting
officer or an official monitoring a UA program receives an application from acontractor
for one or more of his or her employees to attend aclassified meeting, he or sheis
required to determine the contractor's FCL, and need-to-know. The determination by
the contracting officer or monitoring official of the FCL may be based on knowledge
acquired through acurrent classified contractual relationship, program participation, or
| by verifying the FCL with the PIC-CVA. The need-to-know determination can be made
after reviewing the justification submitted by the contractor with the application. The
genera criterion for this determination will be whether, in the interest of national
security, the contractor requires access to the classified information to be disclosed at
the meeting in order to perform tasks or services essential to the fulfillment of a
classified contract or program. After the FCL has been determined, the contractor's
certification as to the PCL status and need-to-know of the employees who will attend
the meeting shall be accepted. The contracting officer or monitoring official, after
completing his or her required actions, provided that the contractor has certified that the
employeeis cleared at the appropriate level and has the need-to-know, will forward the
contractor's application and certification to the sponsoring activity, indicating that the
FCL has been verified and the need-to-know has been determined.

C1.4.11. Notification. DoD Components sponsoring meetings for security shall
notify the DUSD(P) ATTN: Director for Security Plans and Programs (DSP& P), of
each meeting's subject matter or title, location, and date. This notification should be
given at the time the DoD Component agrees to sponsor for security and can be
accomplished by providing acopy of the letter reflecting this agreement. When reports
of loss or compromise of classified information as aresult of such ameeting are
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prepared in accordance with Chapter 5 of this Regulation, the DUSD(P) ATTN: DSP&P,
shall be notified by copies of such reports.

C1.5. PROCEDURES PERTAINING TO COMSEC INFORMATION

C1.5.1. Application. The procedures in this Regulation pertaining to COMSEC
information shall apply to, and shall govern, the industrial security relationship between
UAs and contractors under one or acombination of the following conditions:

C1.5.1.1. When the contractor requires the use of CRYPTOSY STEMSin the
performance of his or her contract;

C1.5.1.2. When the contractor is required to install, maintain, or operate
CRYPTO equipment for the U.S. Government; or

C1.5.1.3. When the contractor is required to accomplish research,
development, or production of CRYPTOSY STEMS, CRY PTO equipment, or related
COMSEC material.

C1.5.2. Instructions Canceling COMSEC Material

C1.5.2.1. Requirements for the safeguarding of COMSEC material in the
hands of industry are established in reference (Q).

C1.5.2.2. Distribution of reference (q) will be made by the CSOs and shall be
limited to UAs and contractors meeting the conditions established in paragraph C1.5.1.

C1.5.3. Release of COMSEC Information and Material to U.S. Contractors. Basic
policy and procedures pertaining to the release of COMSEC information and material to
U.S. contractors and to the use of COMSEC material by U.S. contractors are set forthin
detail in National Communications Security Committee publication NCSC-2, "Nationa
Policy on Release of Communications Security Information to U.S. Contractors and
Other U.S. Nongovernmental Sources," reference (u). Additional guidance is contained
in appropriate DoD and UA instructions. Any request for awaiver from the provisions
of references () or (u) shall be submitted to the Director, DIS, ATTN: Deputy Director
(Industrial Security).

C1.5.3.1. Use of COMSEC Material by Contractors

C1.5.3.1.1. Contractors engaged in work on classified contracts may be
authorized and should be encouraged to use certain CRYPTOSY STEMSfor the
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encryption of classified or unclassified, national security-related information. Use of a
CRYPTOSY STEM may be authorized for the encryption of classified or unclassified,
national security related communications between contractors and the U.S. Government,
between contractors, between various facilities of acontractor, and between contractors
and subcontractors. A CRYPTOSY STEM when approved, may be used by the contractor
for the transmission of information classified no higher than that approved for the
CRYPTOSYSTEM. Useis not limited to the contract for which originally approved.

C1.5.3.1.2. The contractor shall submit arequest for approva of the use
of aCRYPTOSY STEM to the contracting officer concerned. Inturn, the request shall
be processed in accordance with appropriate contracting activity instructions.

C1.5.3.1.3. When use of aCRYPTOSY STEM is authorized, the
contracting activity shall:

C1.5.3.1.3.1. Specify the levels of classified information that may be
encrypted; and

C1.5.3.1.3.2. Ensure, prior to issuance of the CRYPTOSY STEM, that:

C1.5.3.1.3.2.1. Procedures are established to provide for the
physical safeguarding of COMSEC materials and for the secure and efficient operation
of the CRYPTOSY STEM; and

C1.5.3.1.3.2.2. Security clearances for the highest classification
of information or material have been granted by the U.S. Government to all persons who
may reguire access and that these persons have been given a COMSEC briefing.

C1.5.3.2. Utilization of Contractor Personnel in Government COMSEC
Operations. From the standpoint of security and control of operations during both
normal and emergency conditions, the installation, maintenance, and operation of U.S.
Government secure telecommunications systems normally should be performed by
appropriately cleared U.S. citizens who are military personnel or civilian employees of
the Government.

C1.5.3.2.1. Inthose cases where the install ation, maintenance, and
operation of secure telecommmications systems by contractor personnel is considered
in the best interest of the Government, Heads of UAs may authorize the utilization of
U.S. contractor personnel to perform these functions. The National Communications
Security Committee (NCSC) (formerly USCSB) shall be advised of each instance where
contractor personnel are utilized and of their terminations of such employment.
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C1.5.3.2.2. Whenthe utilization of contractor personnel in Government
COMSEC operations has been authorized, the contracting UA shall ensure that such
persons have been cleared by the Government at the appropriate level.

C1.5.3.3. Utilization of Contractor to Accomplish Research, Development, or
Production of COMSEC Information or Material. When in the best interests of the
Government, Heads of UAs may provide COMSEC material or information to a
contractor for research, development, production, and testing of CRY PTO equipment, or
of communications equipment interfacing with CRY PTO equipment, when such work is
being undertaken on behalf of the Government.

C1.5.4. Subcontracting COMSEC Work

C1.5.4.1. Subcontracts requiring the disclosure of classified COMSEC
information will be awarded only upon the written approval of the contracting officer of
the prime contract. Prior to the approva of the subcontract, the contracting officer
shall ensure that the proposed subcontractor meets the security requirements of this
Regulation.

C1.5.4.2. The subcontractor facility shall be inspected in accordance with
paragraphs C4.1.4. and C4.1.8.

C1.5.5. Establishing a COMSEC Account

C1.5.5.1. When COMSEC material that is accountable to aCOR is to be
provided or produced under acontract, the contracting officer shall inform the
contractor that aCOM SEC account must be established. Inaddition, the contracting
officer shall notify the COR and the CSO that a COM SEC account shall be established.
The contractor is then required to nominate a COM SEC custodian and an alternate
COMSEC custodian, each of whom shall be aU.S. citizen.

| C1.5.5.2. The CSO shall forward the names of the persons nominated as FSO,

COMSEC custodian, and an alternate to the COR, with acopy to the contracting activity,
indicating that the persons have been cleared and have been given a COMSEC briefing in
accordance with paragraphs C2.3.15. and C2.3.16.

C1.5.5.3. The COR will then establish the COMSEC account and will include
the applicable contract number on each letter of transmittal or transmittal voucher sent
to the contractor.
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C1.5.5.4. Anindividual may be appointed as the COMSEC custodian for more
than one account only when approved by each COR concerned.

C1.5.6. Destruction and Disposition of COMSEC Material. The COR will provide
directions to the contractor when accountable COMSEC materiel is to be destroyed.
These directions may be provided in superseding editions of publications or by specific
Instructions.

C1.5.7. Shipment of COMSEC Materia Outside of aFacility

C1.5.7.1. The contracting activity shall provide the contractor approva of and
Instructions pertaining to the shipment of classified COMSEC material. Methods for
shipment are contained in reference (q).

C1.5.7.2. If contractor personnel are to act as couriers to transport TOP
SECRET keying material marked "CRYPTO," they must be designated by the contracting
activity. Such contractor personnel must be cleared for access to TOP SECRET
material and must have been given a COM SEC briefing.

C1.5.8. Unsolicited COMSEC Proposals. Any unsolicited COMSEC system,
eguipment, development, study, or proposal that is submitted by acontractor to a
Military Department or an Agency for consideration, shall be forwarded to the Assistant
Director for Communications Security, National Security Agency, Fort George G.
Meade, Maryland 20755, for evaluation and adetermination as to whether or not it
requires protection in the interest of national security.

C1.6. TRANSMISSION OF CLASSFIED MATERIAL

C1.6.1. Application. This section applies in those instances when, in accordance
with paragraph 17, ISM (reference (a)), the contractor requires the approva of or
instructions from the contracting activity for transmission of classified material outside
the facility, and when CONFIDENTIAL materia is transmitted to and from acontractor
facility and aUA.

C1.6.2. Approved Methods of Transmission

C1.6.2.1. Approved methods for transmission of CONFIDENTIAL material
outside acontractor facility are set forth in paragraph 17d, ISM (reference (a)). That
paragraph provides, in part, that contractors shall transmit CONFIDENTIAL material to

64 CHAPTER 1



DoD 5220.22-R, Dec. 4, 1985

other contractor facilities by U.S. Express Mail, U.S. Certified, or Registered Mail,
depending on the contractors' location.

C1.6.2.2. UAs are not authorized to transmit CONFIDENTIAL materia to a
|contractor facility by first class mail. Such material shall be transmitted only by U.S.
|Certified, U.S. Express, or Registered Mail, in order to ensure such transmissionis

received by an appropriately cleared employee of the contractor.

C1.6.2.3. Inaddition to the methods of transmission of classified material
authorized in paragraph 17, 1ISM (reference (a)), contracting activities shall authorize
additional methods when required in accordance with instructions contained in the
Defense Acquisition Regulation (DAR) (reference (c)) and Departmental or Agency
regulations. Further, when transmitting SECRET or CONFIDENTIAL material to an
individual operating as acleared facility or engaged as aType B or Type C Consultant, or
to any facility at which only one employee is assigned, it shall specify on the outer
container: "TOBE OPENED BY ADDRESSEE ONLY." The outer container shall also
be annotated: "POSTMASTER DO NOT FORWARD. |IFUNDELIVERABLETO
ADDRESSEE, RETURN TO SENDER."

C1.6.3. Contracting Officer Approva. Approva for or specific instruction to the
contractor are required under the following conditions:

C1.6.3.1. TOP SECRET material is to be transmitted outside afacility. The
purpose of this requirement is to ensure that TOP SECRET information is not exposed
to the inherent dangers of transmittal outside of the facility, unless essential to the
performance of the contract.

C1.6.3.2. The nature of the classified shipment does not lend itself to
transmission by any of the methods specified in paragraph 17, ISM (reference (a)).

C1.6.3.3. Use of Army, Navy, or Air Force postal facilities or Armed Forces
Courier Service (ARFCQOS) isrequired. However, such approval is not required
provided that the contractor has previously received an authorization by virtue of his or

|her location on an overseas U.S. installation.**

| 14 |f the intended recipient is not authorized to receive classified materia through Army Post Office (APO) channels,
arrangements shall be made with aU.S. activity that is so authorized to receive and hold the classified material pending pickup
by the intended recipient.
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C1.6.3.4. ACRYPTOSYSTEM is to be used for the transmission of SECRET
and CONFIDENTIAL information. Once approved and installed, the CRY PTOSY STEM
may be used for tie transmission of such information pertaining to other classified
contracts without further approval of the contracting activity concerned. When an
urgent requirement exists for transmitting aconsiderable amount of information to and
from the facility, and other methods of transmission are inexpedient, the contractor may
utilize the CRYPTOSYSTEM. TOP SECRET information shall not be transmitted over
aCRYPTOSY STEM without the specific prior approva of the contracting officer
concerned.

C1.6.3.5. For transmissions that are not within or between the U.S., Puerto
Rico, or aU.S. possession or atrust territory, but that are necessary to serve a
Government purpose, the contractor shall request written authorization from the
contracting officer when the classified material is to be transmitted by one of the
following means:

C1.6.3.5.1. By use of acleared contractor employee escort who has been
designated by the contractor, provided the transmission does not cross international
boundaries, is accomplished (begun and completed) during normal daytime duty hours of
the same day, and is in accordance with the agreements in effect with the country
concerned;

C1.6.3.5.2. By use of cleared U.S. military personnel or civil service
employee designated to escort shipment -- foreign carriers shall not be utilized except
when the escort has continuous physical control of the material being transmitted;

C1.6.3.5.3. By use of U.S. and Canadian registered mail andviaaU.S. or
Canadian government activity; or

C1.6.3.5.4. When the transmission of U.S. classified informationto a
foreign government is on agovernment-to-government basis (see paragraph C8.1.5.).

Onreceipt of such request, the contracting activity shall verify the need for the
shipment, determine that the procedures proposed by the contractor will provide a
secure method of shipment, and ensure that the shipment is destined for location where
it can be stored under U.S. Government control or in the case of subparagraph
C1.6.3.5.4., above, it is under U.S. control until delivered to the representative of the
foreign government. |If the request meets the above requirements and is approved, the
contracting activity shall so notify the contractor.

66 CHAPTER 1



DoD 5220.22-R, Dec. 4, 1985

C1.6.3.6. When shipment by truck is contemplated for classified CM,
(CONFIDENTIAL or SECRET), the contracting officer will issue specific shipping
instructions, requiring adriver holding afinal SECRET clearance in addition to the
military escort normally provided for such shipments.

C1.6.4. NATO Hand-Carried Material. NATO regulations allow contractor
employees to hand-carry NATO RESTRICTED, CONFIDENTIAL and SECRET material
across international borders under certain conditions. A contractor may request the
CSO to approve the use of an appropriately cleared and briefed employee for such
purposes in accordance with paragraph 88d, ISM (reference (a)). The CSO, after
determining that the criteriafor exception to normal transmission procedures exists,
may issue an appropriately stamped and signed NATO Courier Certificate. The
necessary formats are illustrated at Appendix 7, ISR and paragraph B, section Ill,
attachment 3 to enclosure 2, of the USSAN 1-69, (reference (iii)) and will be originals
on official letterhead. The CSO should affix an official seal to the certificate. If a
NATO sedl is not available, an official DISor company seal may be used. During the
course of recurring inspections, the CSO shall confirm that employees who are issued
NATO Courier Certificates have been properly briefed and the certificates accounted
for. The CSO will account for al courier certificates produced by them. (A
consecutive numbering system should be devised by each CSO for this purpose.)

C1.7. PROCEDURES PERTAINING TO COMMERCIAL CARRIERS

C1.7.1. Application. This section establishes procedures for the qualification of
commercial carriers by both MTMC and DISfor the movement of SECRET controlled
shipments. It specifies the responsibilities of MTMC in the CONUS and of designated
military Commanders in Alaska, Hawaii, Puerto Rico, and U.S. possessions and trust
territories intheir respective areas. It also specifies the responsibilities of CSOs
assigned responsibility for assuring that commercial carriers can satisfactorily safeguard
SECRET controlled shipments.

C1.7.2. Instructions Concerning Commercial Carriers

C1.7.2.1. Requirements for the safeguarding of SECRET controlled shipments
from consignor to consignee are established in the ISM (reference (a)) and DoD
5220.22-C (reference (b)). These publications are distributed by the CSOs to cleared
commercial carriers.

C1.7.2.2. Appendix 5 reflects the areas serviced by MTMC and by military
Commanders in Alaska, Hawaii, Puerto Rico, or aU.S. possession or trust territory.
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C1.7.2.3. Appendix 6 is achart that identifies the primary functional
responsibilities of the transportation officer (TO), MTMC, and the CSOs, with respect
to the transmission of SECRET-controlled shipments by commercial carrier.

C1.7.2.4. Annex A of reference (b) incorporates aglossary of terms applicable
to commercial carrier procedures.

C1.7.2.5. Transportation officers should refer to the "Military Traffic
Management Regulation” (reference (y)), for transportation policies and procedures.

C1.7.3. Approval of Commercial Carriers. Commercia carriers shall be qualified
by MTMC to move SECRET-controlled shipments for the Department of Defense,
other UAs, and Government contractors when the movement of materiel within the
CONUS, or by the designated military Commander when the movement of material is
wholly within Alaska, Hawalii, Puerto Rico, or aU.S. possession or trust territory. In
addition, they must he cleared by the CSO. Requests for qualification of initial and
additional carriers shall be submitted through channels to the appropriate MTMC area
headquarters or the designated military Commander (see Appendix 5) who shall maintain
records of qualified commercial carriers and provide appropriate dissemination.

C1.7.3.1. Qualification shall be based on the following:

C1.7.3.1.1. Therequirement for the carrier's service has been established
by ashipper.

C1.7.3.1.2. Adetermination has been made by MTMC or designated
Commander that aqualified and cleared carrier is ret available to perform the required
service. Inthis connection, MTMC or the designated Commander shall coordinate with
the Deputy Director (Industrial Security), HQ DISto ensure that acleared carrier is not
available.

C1.7.3.1.3. The carrier is authorized by law, regulatory body, or regulation
to provide the required transportation service.

C1.7.3.1.4. Adetermination has been made by MTMC or designated
Commander that the carrier is capable of, and authorized to, furnish PSS by applicable
tariff, Government tender, agreement, or contract provision, as required by subparagraph
C1.7.3.2., below.

C1.7.3.1.5. The carrier has been granted a SECRET FCL by the CSO.
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C1.7.3.2. Thecommercial carrier, by applicable tariff, Government tenders
agreement, or contract provision agrees to provide the following protective services for
the movement of SECRET-controlled shipments:

C1.7.3.2.1. The commercial carrier agrees to provide continuous
person-to-person tally and signature of those persons providing en route protection
while the shipment is inthe carrier's custody; for air shipments, which are loaded into a
compartment that is not accessible in flight, no receipt will be required from the flight
crew or attendants of the carrier's aircraft on which shipments are being transported.

C1.7.3.2.2. The commercial carrier agrees to provide constant protection
of the shipment at all times, between receipt from the consignor until delivery to
consignee, by one or more cleared employees to prevent inspection, tampering, or
pilferage. Observation of the shipment is not required during the period it is stored in
the carrier's aircraft, in connection with flight, provided the shipment is loaded into a
compartment aboard the aircraft that is not accessible to any unauthorized person.

C1.7.3.2.3. Closed and locked compartments or vehicles shall be used for
shipment except when another method is authorized specifically by the shipper. Inany
event, exception shall not be granted for individua packages weighing less than 200
pounds gross.

C1.7.3.2.4. Shipments normally shall be afforded single-line service from
point of originto destination when such service is available. If time or distance does
not permit movement through, the following security procedures will be observed:

C1.7.3.2.4.1. If the shipment remains in the transportation
equipment, at least one of the cleared carrier custodians shall maintain constant
protection to prevent access to shipment by unauthorized persons.

C1.7.3.2.4.2. If the material is unloaded from the vehicle, it shall be
under the constant protection of acarrier custodian at the storage site or shall be placed
in storage in aclosed area, vault, or strongroom as defined in the 1ISM (reference (a)).

C1.7.3.2.4.3. Inthose cases in which the shipment is placed in
storage an route, one of the cleared carrier custodians of the storage site shall execute
the tally and signature service, and assume appropriate protection as prescribed.

C1.7.3.3. The MTMC or the designated military Commander shall request the
CSO of the commercial carrier's HOF to process the carrier and identified terminals
for aFCL following completion of the actions prescribed in subparagraphs C1.7.3.2.1.,
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C1.7.3.2.2.,C1.7.3.23.,and C1.7.3.2.4., dove. Prior coordination with the Deputy
Director (Industrial Security), HQ DISwill be made to determine the specific terminals
to be processed for clearance. Onreceipt of arequest for qualification, the CSO
concerned shall complete the actions prescribed in section C2.1. to permit an
administrative determination to grant or deny aFCL to the carrier. During the initial
survey, the CSO will ensure that the contractor is aware that preparation of an
acceptable SPP is aprerequisite to granting aFCL and that only those terminals listed
by the HOF on the "Appendage to the Transportation Security Agreement” (DIS Form
1150) may be used for SECRET controlled shipments.

C1.7.4. Responsibilities of Cognizant Security Offices. Inaddition to those
actions prescribed in paragraph C1.7.3., CSOs assigned responsibility under
subparagraphs C1.3.1.6. and C1.3.1.7. of this Chapter, shall be responsible for the
following:

C1.7.4.1. Inspect the HOF and the specific terminals of the carrier authorized
to handle SECRET controlled shipments in accordance with the schedule in paragraph
C4.1.4. The purpose of thisinspectionis to ensure that the carrier is complying with
the terms of the "DoD Transportation Security Agreement” (DIS Form 1149), reference
(dd), and the carrier's SPP. Indications of noncompliance requiring more frequent or
extensive types of inspection are not limited to those derived from inspections, but may
be obtained from any reasonable source including complaints and prescribed reports
submitted by any cleared contractor or Government Agency using this service.

C1.7.4.2. Conduct appropriate inquiries into the circumstances involving delay
in the movement of SECRET-controlled shipments by commercial carriers, violation, or
the possible loss of security due to misrouting, |0ss, tampering, or emergencies.

C1.7.4.3. Advisethe carrier's management of all deficiencies and of the
requirement for corrective actionin each case. Necessary follow-up inspections shall
be performed by CSOs to determine the completion and effectiveness of corrective
actions required of the carrier.

C1.7.4.4. Ensure that the appropriate Government investigative agency is
advised of reports received by the CSO concerning existing or threatened espionage,
sabotage, or subversive activities.

C1.7.4.5. Advise carrier management concerning their obligations under the
provisions of the DIS Form 1149, "Department of Defense Transportation Security
Agreement," May 1983 (reference (dd)) and reference (b).
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C1.7.4.6. Determine the effectiveness of the carrier in protecting SECRET
controlled shipments. If the carrier's performance is determined to be unsatisfactory
and cited discrepancies are not corrected within areasonable period of time, the CSO
shall take the action prescribed in paragraph C4.2.3. Inorder to provide for an adequate
review of the effectiveness of acarrier's performance, al involved Government or
contractor activities shall furnish copies of all reports or incidents, investigations,
inspections, surveys, or other documents that reflect unsatisfactory performance in the
protection or movement of SECRET-controlled shipments by acommercial carrier to
the responsible CSO.
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C2. CHAPTER 2
CLEARANCE PROCEDURES

C2.1. FACILITY SECURITY CLEARANCES AND DENIALS

C2.1.1. Application. This section establishes the procedures for granting FCLs to
contractors where access to classified information is required in order to perform tasks
or services essential to the fulfillment of UA contracts, subcontracts, projects, or
programs. This section also outlines the procedures for the denial, suspension, or
revocation of FCLs.

C2.1.2. Eligibility for Access. Classified information shall be furnished only to a
contractor or subcontractor who holds avalid FCL at the appropriate level, has a
need-to-know, and has the capability for safeguarding the information.

C2.1.3. Facility Security Clearances

C2.1.3.1. AFCL is anadministrative determination that the facility is eligible,
from asecurity viewpoint, for access to classified information of the same or lower
security category as the level of clearance being granted. FCLs will not be granted to
contractor activities located outside the U.S., Puerto Rico, or aU.S. possession or trust
territory. FCLs may be granted only to contractors organized and existing under the
laws of the U.S. or Puerto Rico. Contractors organized and existing under the laws of a
U.S. possession or trust territory may not be processed for or granted aclearance,
except with the prior approval of the Deputy Director (Industrial Security), HQ DIS
based on a case-by-case review of pertinent and current laws to determine the eligibility
of the facility for the requested clearance. Facilities that are determined to be under
Foreign Ownership, Control, and Influence (FOCI) are not eligible for aFCL (see
paragraph C2.2.2.). Exceptions may be made when the foreign ownership or control
emanates from a country with which the U.S. has entered formal reciprocal
arrangements (see paragraph C2.1.18.). AFCL (or interim FCL when so authorized) is
required for prospective bidders or contractors prior to granting them access to
classified information. Classified information that is of ahigher category than the level
of prior to be disclosed to that facility, its representatives, or employees, except to
employees as authorized in subparagraph C2.3.2.1.2.

C2.1.3.2. Asanemergency measure andin order to avoid crucial delaysin
pre-contract or contract negotiations, the award of contract, or the performance on a
contract, aninterim FCL, based on lesser investigative requirements, may be granted on a
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temporary basis, pending the completion of the full investigative requirements. A UA
when requesting the CSO to initiate interim FCL action, shall submit the reasons for
such action at the time the clearance is requested, indicate the effect that any crucial
delays will have on its pre-contract or contract negotiations, contract award, or contract
performance, and state the level of FCL requested. The CSO shall comply with the
request of the UA to initiate aFCL action, and will simultaneously take the action to
effect aninterim FCL. The authorization in connection with an interim TOP SECRET
FCL will be made by the Head of the UA or by his or her designated representative, And
shall be furnished to the CSO that will process and grant the interim FCL. The CSO
shall forward acopy of the authorization for interim FCL to DLSCO. Actions as
described in this subparagraph shall be clearly identified as aninterim FCL.

C2.1.4. Responsibility for Effecting aFacility Security Clearance. The CSO that
has assumed cognizance of afacility shall be responsible for the processing of aFCL or
interim FCL as may be required. Any prior industrial FCL actions that may have been
accomplished prior to the issuance of this Regulation, provided that these actions meet
the standards prescribed in this Regulation, shall not be duplicated, but shall be accepted
by the CSO in effecting the FCL responsibility of the CSO for granting FCLs shall
include performing the necessary DD Form 374 survey and requesting DISCO to
process OODEPs as prescribed in paragraph C2.1.14. for aPCL at the same level as the
FCL.

C2.1.5. Types of Facilities. Generally, facilities are considered to be separate
entities in accordance with the definition contained in paragraph C1.2.39. However, the
following factors must also be taken into account where present:

C2.1.5.1. When clearing afacility of aMFO, the HOF shall have aFCL of the
same or higher level.

C2.1.5.2. When aparent subsidiary relationship exists, the general rule is that
the parent shall have aFCL of the same level or higher than the subsidiary.
Subparagraphs C2.1.5.2.1. and C2.1.5.2.2., below, contain exceptions to this genera rule.

C2.1.5.2.1. The parent may have aFCL of alower level than that held by
its subsidiary, if, by formal action of its board of directors or similar executive body, it
Is excluded from access to classified information held by the subsidiary company that is
of ahigher classification category than the parent company's FCL, and officers and
directors of asubsidiary who hold similar positions in the excluded parent company
furnish written certification to the CSO of each cleared subsidiary in accordance with
paragraph 72a, ISM (reference (a)).
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C2.1.5.2.2. The parent may be excluded from the requirement for aFCL
iIf, by formal action of its board of directors or similar executive body, it is excluded
from access to al classified information and delegates full authority to the subsidiary to
act completely independently of the parent in all matters that involve or relate to the
subsidiary's responsibility to safeguard classified information. Inaddition, the parent
and the subsidiary shall execute aDD Form 441s prior to the granting of the FCL to the
subsidiary. Inthis regard the CSO having jurisdiction in the area where the excluded
parent is located shall be responsible for accomplishing the following actions.

C2.1.5.2.2.1. Request excluded parent to execute the DD Form 441s.

C2.1.5.2.2.2. Evauate any element of FOCI that may be present
within the excluded parent shall have the same manner as though the excluded parent
were being processed for aFCL.

C2.1.5.2.2.3. Establish afacility case file on the excluded parent to
record the action that is taken with regard to the FOCI question.

C2.1.5.2.2.4. Make an annud visit to the excluded parent to
specifically determine if there have been any changes to the information previously
provided on the DD Form 441s and to remind the excluded parent of its continuing
responsibility to notify the CSO of any changes as they occur. Officers and directors
of asubsidiary who hold similar positions in the excluded parent company shall furnish
certifications prescribed in paragraph 72a., ISM (reference (a)). The responsibility for
obtaining such certifications is vested in the CSO having jurisdiction over the
subsidiary. Subsidiaries of parent organizations that are under FOCI are not eligible for
clearance, except as provided for in paragraph C2.1.18. Whenever aparent becomes
foreign owned, controlled, or influenced and the provisions of paragraph C2.1.18. are
not applicable, the FCL of the subsidiary shall be terminated. Exclusion actions, as
described in subparagraphs C2.1.5.2.1. and C2.1.5.2.2., above, shall be made amatter of
record in the minutes of the executive body of both the parent and the subsidiary. Two
copies of both sets of minutes, identified by name, address, and date of submission shall
be obtained by the CSO processing the clearance of the subsidiary facility.

C2.1.5.3. Parent firms at al levels of the inter-corporate structure shall be
processed for FCL or formal exclusion. This shall include the ultimate parent as well
as any intermediate subsidiaries through which it may exercise ownership and control of
the cleared company. However, if the immediate parent of the subsidiary elects to be
excluded, al other parents inthe multi-level corporate group must also be excluded,
unless an independent clearance need exists.
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C2.1.5.4. Activities of acontractor that are located in agiven geographical
areaunder the same CSO may qualify for asingle FCL, if the following conditions hold
true:

C2.1.5.4.1. The activities of the contractor are under the direct
supervision or management responsible for the day-to-day operations of all activities.

C2.1.5.4.2. Acentrally directed security program is maintained, covering

all activities consisting of the following elements. same name, single mailing address,*
single SPP applicable at al locations, aunified document control system so organized
as to permit the prompt location of any classified document within the various activities
by areview of the records maintained at one or more of the control stations established
under paragraph 12, ISM (reference (a)), and all security matters are under single
management control.

C2.1.5.4.3. The distance between the activities is such that the contractor
Is able to maintain daily supervision of their operations, including day-to-day
surveillance of the security program. Normally, the distance between any of the
activities should not exceed 1-hour ground traveling time, except where the extent of
classified activity, such as that normal at aremote test site, is such that only aminimum
of supervisionis required.

C2.1.5.4.4. It is management's desire that FCLs be aligned to conform to
the contractor's organizational structure. Inall instances, the CSO shall solicit the
opinion of management before reaching adecision as to the number of FCLs that will
be granted.

C2.1.5.4.5. However, in the event management objects to the decision of
the CSO, the entire matter, including all supporting documentation, shall be referred by
the CSO, to the Director, DIS, ATTN: Deputy Director (Industrial Security), HQ DIS
for resolution.

1 Although asingle mailingaddressiis required for record purposes, the CSO may authorize afacility to use other
addresses for the purpose of receiving classified material from parties with whom a classified contractua relationship exists or
from other facilities of the organization where the contractor isaMFO, provided such other addresses are either post office
box addresses or locations that are physically apart of the contractor's cleared facility. The CSO should authorize the
foregoingonly where the use of single address will pose asignificant administrative problem for the contractor.
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C2.1.5.5. Small business pools approved either in accordance with Section
708 of the Defense Production Act of 1950 (reference (ee)), as amended, or in
accordance with the Small Business Act, (reference (ff)), are eligible to negotiate or
perform on classified contracts. |If access to classified informationis required for
negotiation or performance on acontract, the pool itself, if awarded the contract, or the
individual member acting for the pool, shall be processed for aFCL. Inaddition, other
members of the pool shall be processed for FCLs as subcontractors if they will require
access to classified information during negotiation or performance on aspecific
contract. A security procedure shall be developed in coordination between the
contracting officer and the CSOs.

C2.1.5.6. Temporary Help Supplier. Atemporary help supplier is a
subcontractor who dispatches personnel on his or her payroll to perform work on the
premises of the using contractor or UA in accordance with the provisions of paragraphs
5ab, 41a, and 74, ISM (reference (a)).

C2.1.5.6.1. Atemporary help supplier andits field, branch, or associate
offices that have avdid parent subsidiary or multiple facility relationship are coveredin
paragraphs 72 and 73, ISM (reference (a)),respectively. The following paragraphs are
concerned with:

C2.1.5.6.1.1. Atemporary help supply grantor (hereinafter referred
to as the grantor) who grants licenses to other individuals or firms to use the name,
administrative support, method of operation or style of the grantor in aspecific
geographic area; and

C2.1.5.6.1.2. Alicensee or franchise holder (hereinafter referred to
as alicensee) that is owned and operated by alegal entity separate and distinct from the
grantor, andis licensed or franchised to do business under the name, method of
operation, or style of the grantor.

C2.1.5.6.2. Where the temporary help personnel are actualy employees
of, and on the payroll of the licensee, the licensee may be granted a FCL as provided for
inthe ISM (reference (a))..

C2.1.5.6.3. Where the temporary help personnel are employees of, and on
the payroll of the grantor, normally there would be no valid basis for the licensee to be
granted aFCL. Asanadlternative, aFCL may be granted in the name of the grantor at the
address of the licensee if there is avaid requirement for employees of the grantor to
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have access to classified information at acontractor facility or UA activity, provided
that:

C2.1.5.6.3.1. The grantor has aFCL at its HOF; and,

C2.1.5.6.3.2. Anemployee of the grantor, located on the premises of
the licensee, is appointed as FSO for the grantor; or,

C2.1.5.6.3.3. Anemployer-employee relationship is established
between the grantor and at |east one or more employees of the licensee through
execution of aseparate written agreement between the parties or by insertion of aclause
in the franchise or license agreement. The agreement or clause shall specifically
provide that, for aconsideration, one or more employees of the licensee will act as the
FSO for the grantor in the territory covered by the license or franchise. One signed
copy or certified true copy of the agreement or clause shall be furnished by the grantor
to the CSO concerned.

C2.1.5.6.4. If the provisions of subparagraphs C2.1.5.6.3.1. and

granted to the grantor at the address of the licensee. Thislocation will, for industrial
security purposes, be considered as an operating facility of aMFO. Among other
things, the SPP of the operating facility shall specify the functions and responsibilities
of the FSO and the procedures for:

C2.1.5.6.4.1. Processing PCLs including the granting of company
CONFIDENTIAL clearances by the FSO;

C2.1.5.6.4.2. Briefing and debriefing of the temporary help personnel
in accordance with paragraph 5g, ISM (reference (a)), adthough it is the responsibility of
the temporary help supplier to have the "Security Briefing and Termination Statements
(Industrial Personnel)" (DISCO Form 482) executed by the temporary help personnel,
there is no objection if the using contractor also requires execution of the DISCO Form
482; and

C2.1.5.6.4.3. Processing visit requests to the using contractors,
which visits shall be considered as Category | visits as defined in paragraph 41a, ISV
(reference (@)).

C2.1.5.6.5. Inthose rare cases wherein alicensee has license or
franchise agreements with more than one grantor, aFCL may be issued in the name of
each grantor. Similarly, if acontractor is engaged in abusiness that requires aFCL in
connection with such business and, in addition, is alicensee for atemporary help
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supplier, aFCL may be issued in his or her own firm's name and another in the name of
the grantor.

C2.1.5.7. Commercia Carriers. Acommercial carrier (see "Glossary of
Terms," DoD 5220.22-C, reference (b)), is subject to Interstate Commerce Commission
(ICC) and Civil Aeronautics Board (CAB) regulations or similar regulations of the State
inwhichit operates. (Inorder to qualify for the shipment of SECRET material a
commercial carrier must be approved by MTMC and granted a SECRET FCL by the CSO.)

C2.1.5.8. Commercial Messenger Service. SECRET FCLs may be granted to
contractors engaged in the intra-city (or local area) same-day delivery only of classified
material between cleared contractors or between cleared contractors and a UA and/or
the U.S. post office.

C2.1.6. Consultants -- General Requirements

C2.1.6.1. PCL and/or FCL requirements for self-employed consultants to UA
activities and contractors shall be determined in accordance with paragraphs C2.1.7.,
C2.1.8.,and C2.1.9.

C2.1.6.2. Inall cases, self employed consultants shall have avaid PCL issued
in accordance with the requirements of the ISM (reference (a)). Consultants are not
eligible for access to classified information outside the U.S,, the Panama Canal Zone,
and U.S. trust territories and possessions, unless in official travel status of not more
than 90 days in any 12-month period. Consulting firms and Type B Consultants shall be
processed for aFCL in accordance with paragraph C2.1.3.

C2.1.7. Consultants, Type A. The consultant does not possess classified material
except at the using contractor's cleared facility, on the premises of the UA activity, or
while on authorized visits. All requirements of the ISM (reference (a)) apply to the
consultant who, for security administration purposes only, shall be considered to be an
employee of the UA. A Type A Consultant to atemporary help supplier is prohibited
unless used solely by the temporary help supplier.

C2.1.7.1. Therequirement for aseparate FCL for the consultant (including the
execution of the DD Form 441 and the DD Form 441s by the consultant), shall be
waived, provided the using contractor or UA activity and the consultant jointly execute a
certificate as follows:

C2.1.7.1.1. Except in connection with authorized visits:
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C2.1.7.1.1.1. Classified material shall not be possessed by the
consultant away from the activity of the using contractor or UA,

C2.1.7.1.1.2. The using contractor or UA shall not furnish classified
material to the consultant at any other |ocation than the premises of the using
contractor or UA;

C2.1.7.1.1.3. Performance of the consulting service by the
consultant shall be accomplished at the activity of the using contractor or UA; and

C2.1.7.1.1.4. Classification guidance will be provided by the using
contractor or UA.

C2.1.7.1.2. The consultant shall not disclose classified information to
unauthorized persons.

C2.1.7.1.3. The using contractor or UA shall brief the consultant as to the
security controls and procedures applicable to the consultant's performance.

C2.1.7.2. One copy of such certificate shall be furnished by the using
contractor to his or her CSO. Inthe case of aconsultant to aUA activity, the
certificate shall be retained by the Commander or Head of that activity.

C2.1.7.3. The consultant shall complete the forms required by paragraph 26,
ISM (reference (a)). These forms shall be submitted to DISCO through the UA activity
or the contractor for which the consulting service is to be performed. Each application
for FCL shall be accompanied by acopy of the certificate prescribed in subparagraphs
C2.1.7.1.and C2.1.7.2., dbove. The LOC (DISCO Form 560) shall be issued to the
using contractor or UA activity, as appropriate.

C2.1.7.4. Failure to accomplish the certification described above shall require
the processing of aFCL as prescribed by paragraph C2.1.3., above.

C2.1.8. Consultants, Type B. The consultant possesses classified material at his
or her place of business or residence, and has full responsibility for security of the
classified material in accordance with the provisions of the ISM (reference (a)).

C2.1.8.1. AFCL isrequired for the consultant to cover the premises at which
he or she will possess the classified material and perform the consulting services.
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C2.1.8.2. Consultants of this type shall be considered to be prime contractors
to the UA activity or subcontractors to the using contractor.

C2.1.8.3. The provisions of this Regulation pertaining to contractors or
subcontractors, as appropriate, shall apply.

C2.1.9. Consultants, Type C. Consultants possess classified material at or their
regular employers cleared facilities, the consultants and their employers having agreed
as to their respective responsibilities for security of the classified material. The
clearance status and safeguarding ability of the consultants regular employers shall be
obtained from the employers CSO prior to the disclosure or release of classified
information to the consultants.

C2.1.9.1. No requirement exists for separate FCL for such as consultant
(including execution of the DD Form 441 and the DD Form 441s for the consultant), or
to have an existing FCL raised, provided the employing facility and the employee who is
acting as consultant to another contractor or to aUA activity are both cleared for access
to at least the category of classified information as that to which the consultant will
require access, and provided further that the employing facility and the employee who is
acting as aconsultant jointly execute aletter agreement to safeguard classified
information for an employee performing consultant services (see Appendix |, paragraph
U, ISV, reference (a)) by which the employing facility and the employee who is acting
as aconsultant agree to:

C2.1.9.1.1. Place classified material that the consultant-employee must
have in his or her possession under the employing facility's accountability system;

C2.1.9.1.2. Incorporate procedures in the employing facility's SFP that
prohibit the dissemination of the classified material within the facility, except that
appropriately cleared personnel of the facility may be designated in writing on astrict
need-to-know basis, to provide the consulting employee clerical, destruction, and
reproduction services necessary to his or her performance as aconsultant;

C2.1.9.1.3. Furnish the employee who is acting as aconsultant astorage
container so that the classified material shall be stored under his or her control access
to the storage container shall be limited to the employee who is acting as aconsultant
and the minimum number of employees designated in accordance with subparagraph
C2.1.9.1.2., above, which are essential to support the consultant; and

C2.1.9.1.4. Advisethe CSO immediately upon any change in the
consultant's status as an employee of the facility.
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C2.1.9.2. One copy of the letter agreement shall be furnished by the
employing facility to its CSO, and one copy to the contractor or UA employing the
consultant's services.

C2.1.9.3. Inthe event it is necessary to raise the consultant's PCL to ahigher
level (not above that of the employing facility), the consultant shall complete the forms
required by paragraph 26, ISM (reference (a)), and submit them through the employing
facility to DISCO with acopy of the letter agreement prescribed in subparagraph
C2.1.9.1., above. (If requiredto be cleared to ahigher level than that of the employing
facility, the consultant shall be processed for aseparate FCL pursuant to paragraph
C2.1.8. of this section and be required to maintain asecurity program fully independent
of that of his or her employer.)

C2.1.10. Consultants to User Agencies Employed Under Civil Service Procedures.
Security clearances for persons employed as consultants to UAs under civil service
procedures normally will be issued under the separate regulations of the UA
concerned. However, UAs may process such aconsultant for aPCL and/or FCL under
the provisions of paragraphs C2.1.7., C2.1.8., and C2.1.9.

C2.1.11. National Agency Check (NAC) (Facility)

C2.1.11.1. ANAC of afacility shall include acheck of the Agencies indicated
below:

C2.1.11.1.1. Federa Bureau of Investigation (FBI);

C2.1.11.1.2. Defense Central Index of Investigations (DCIl), Personnel
Investigations Center, Baltimore, Maryland; and

C2.1.11.1.3. Other Agencies, as appropriate.

C2.1.11.1.4. For commercia carriers, acheck shal also be made of the
ICC for those carriers engaged in interstate surface transportation and the CAB for air
carriers. State transportation regulatory bodies will be checked only when the carrier
operates wholly within a State and is not part of interstate movement.

C2.1.11.2. The CSO shall submit requests for NACsto DISCO by letter and
shall include the following identifying data concerning the facility:

C2.1.11.2.1. Full name, street address, city, and State of facility being
cleared;
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C2.1.11.2.2. Full name, street address, city, and State of the parent, inthe
case of asubsidiary;

C2.1.11.2.3. Any change in name or address of the facility being cleared
that has occurred within the past 10 years, and

C2.1.11.2.4. Names and positions of OODEPs who are required to be
cleared as apart of the FCL.

C2.1.12. Requirements for Facility Security Clearances and Annua Review. The
actions to be accomplished by the CSO prior to granting aFCL to acontractor are
prescribed in paragraph C2.1.17. Also, with respect to commercial carriers, see the
procedures set forth in section C1.7., above.

C2.1.12.1. For aFCL the following actions shall be accomplished:

C2.1.12.1.1. Conduct aDD Form 374 survey. For commercial carriers
part | of the "Industria Security Survey/Inspection (Commercial Carrier),” DIS Form
1148, (see subparagraph C9.2.10.1.) will be completed in lieu of the DD Form 374.

C2.1.12.1.2. Execute for the Department of Defense the DD Form 441
or "Appendage to Department of Defense Security Agreement” (DD Form 441-1) and
the DD Form 441s with the facility. For commercia carriers, the DIS Form 1149 and
the DIS Form 1150 (see annexes B and C of reference (b)) will be executed in lieu of
the DD Forms 441 and 441-1. The Directors of Industrial Security are designated as
the authorized representative of the Government for signing the DD Forms 441 and
441-1 and the DIS Forms 1149 and 1150.

C2.1.12.1.3. Request DLSCO to obtain aNAC on the facility.

C2.1.12.1.4. Request DISCO to process PCLSs, as appropriate, in
accordance with paragraph C2.1.14. The DISCO shall furnish the CSO the undated
LOCs. The CSO shall date and issue these LOCs concurrently with the "L etter of
Notification of aFacility Security Clearance" (DIS FL-381-R) to the facility. For
commercial carrier facilities, a"Letter of Notification of Facility Security Clearance
for aCommercial Carrier” (see annex D, reference (b)) shall be issued to the facility.

C2.1.12.2. For aninterim FCL the following shall be done:
C2.1.12.2.1. Conduct aDD Form 374 survey. For commercial carriers
part 1 of DIS Form 1148 will be completed in lieu of the DD Form 374.
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C2.1.12.2.2. Execute the DD Form 441 or 441-1 and the DD Form 441s
with the facility. For commercial carriers, the DISForms 1149 and 1150 will be
executed in lieu of the DD Form 441 or 441-1. The Directors of Industria Security
are designated as the authorized representatives of the U.S. Government for signing the
DD-Forms 441 and 441-1 and the DIS Forms 1149 and 1150.

C2.1.12.2.3. For aninterim TOP SECRET FCL, request DISCO to obtain a
NAC on the facility. For interim SECRET and interim CONFIDENTIAL FCLSs, request
DISCO to ascertain from information available in the investigative files of the DCII
whether adverse information exists concerning the facility.

C2.1.12.2.4. The CSO will request DISCO to process PCLSs, as
appropriate, for the level of clearance required for the personnel required to be cleared
by paragraph C2.1.14. When appropriate, individuals shall be processed for interim
PCLs. The DISCO shall furnish the CSO the undated LOC. The CSO shall date and
issue these LOCs concurrently with the DISFL 381-R.

C2.1.12.3. ANAC of afacility of aMFO is not required where the HOF of
such an organization has had aNAC conducted with favorable results. Inas muchas a
subsidiary of aparent subsidiary organization is aseparate legal entity, this exception
does not apply even though the parent has had a NAC conducted with favorable results.
Furthermore, afacility NAC (or check of the DCII in case of aninterim SECRET or
CONFIDENTIAL FCL) is not required when the name of the organization is the same as
the name of one or more of the individuals who is being cleared in connection with the
FCL. Similarly, acheck is not required when the name under which the contractor is
doing business bas been adopted within the past 6 months. However, when there has
been arecent change in the operating name of the business, acheck should be requested
on the former name or names under which the contractor or predecessor organization
operated during the preceding 10 years, unless there has been aprevious NAC conducted
on the name.

C2.1.12.4. FCLs shall not be granted by the CSO when any OODEP who is
required to be cleared in connection with aFCL, as set forth in paragraph C2.1.14., is
found to be ineligible for access to classified information under the standards and
criteria established by the Industrial Personnel Security Clearance Program (see
paragraph C2.1.22.).
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C2.1.12.5. When aTOP SECRET FCL has been requested, the facility shall be
granted a SECRET FCL as soon as the personnel who are required to be cleared pursuant
to paragraph C2.1.14. are cleared at the SECRET level, provided of course, the facility is
otherwise eligible for aSECRET FCL. (When aTOP SECRET PCL is requested for a
U.S. citizen, DISCO automatically grants a SECRET PCL when the NAC is completed
and supersedes this withaTOP SECRET PCL when the Bl is completed.) Subsequently,
when the required personnel are cleared for access to TOP SECRET material, aTOP
SECRET PCL shall be granted.

C2.1.12.6. ACSO may, at its discretion, elevate arequested CONFIDENTIAL
FCL to the SECRET level if there is reason to believe that, because of the nature of the
facility's business activity, there is astrong probability that the facility will have
occasion to bid and/or perform on classified contracts at the SECRET level.

C2.1.12.7. Prior to initiating any action to process afacility for aFCL, the
CSO shall review the "Consolidated List of Debarred, Suspended, and Ineligible
Contractors." Debarment and suspension actions, codes A and B, are considered
pertinent from asecurity interest point of view. If so listed, the facility or OODEP
would normally be ineligible for asecurity clearance. The CSO shall seek assistance
from legal counsel before proceeding with further action.

C2.1.12.8. FCLsshall not be granted by the CSO prior to the receipt of an
adequate written SPP.  Aninterim SPP is deemed to be adequate when it places into
effect the requirements of the ISM that are immediately applicable to the operations of
the facility in connection with the facility's anticipated involvement in the DoD
Industrial Security Program.

C2.1.12.9. Where aTOP SECRET FCL has been granted, the CSO shall review
the facility on an annua basis to determine need for continuation of the clearance at the
TOP SECRET level. Should there have been no possession of nor access elsewhere and
should there have been no bid, quote, or proposal submitted by the facility in response
to aGovernment procurement invitation during the preceeding 3-year period winch
would have required contract performance at the TOP SECRET level, the FCL shall be
administratively downgraded to SECRET or CONFIDENTAL, as appropriate. Inthe case
of parent-subsidiary and MFOs, the prior coordination of the CSOs having an interest
shall be obtained. Inall cases, the following action shall be taken:

C2.1.12.9.1. Advise management of the facility in writing that the:
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C2.1.12.9.1.1. Downgrading action does not reflect adversely upon
the facility's security eligibility or ability to safeguard classified information:

C2.1.12.9.1.2. Security clearances of al OODEPs and employees
cleared at the TOP SECRET level will be downgraded without prejudice to the
appropriate level; and

C2.1.12.9.1.3. FCLsfacility and PCLs may be upgraded to the TOP
SECRET level when arequirement for such exists.

C2.1.12.9.2. Prepare anew DISForm 553 with the statement added under
remarks. "TOP SECRET facility security clearance granted (date) is administratively
downgraded in accordance with paragraph C2.1.12., DoD 5220.22-R." Submit to DISCO
with acopy to DTIC, if appropriate.

C2.1.12.9.3. Forward anew DISFL 381-R to the facility as notification of
the new level of FCL.

C2.1.12.9.4. Onreceipt of the DIS Form 553, DISCO will issue new
L OCs reflecting the appropriate level of access for the OODEPs and the affected
employees, and will request the facility to return to DISCO the previous LOCs and any
copies thereof.

C2.1.13. RESTRICTED DATA, Additiona Facility Security Clearance
Requirements. Where access to RESTRICTED DATA as defined in the Atomic Energy
Act of 1954 (reference (0)), as amended, is required by any prospective bidder or
contractor, the additional security clearance requirement as prescribed in paragraph
C2.3.13. shall have been satisfied prior to authorizing access.

C2.1.14. Personnel Required to be Cleared for aFacility Security Clearance
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C2.1.14.1. Corporations, Associations, and Nonprofit Organizations. Except
as provided for below, the following individuals are required to be cleared in connection
with (and at the level of) the FCL.

C2.1.14.1.1. The chairman of the board and all principal officers (see
paragraph C1.2.53.) must be cleared.

C2.1.14.1.1.1. Other officers? who do not require access to
classified information in the conduct of the organization's business and who do not
occupy positions that would enable them to affect adversely the organization's policies
or practices in the performance of classified contracts, are not required to be cleared,
provided the organization complies with the provisions of subparagraph C2.1.14.7.,
bel ow.

C2.1.14.1.1.2. Other officers who require access to classified
information in the conduct of the organization's business, but at alevel less than that of
the FCL, may be cleared with aU.S. Government granted clearance at the lower level,
provided they do not occupy positions that would enable them to adversely affect the
organization's policies and practices in the performance of the higher level classified
contracts, and the organization complies with the provisions of subparagraph C2.1.14.7.,
below.

C2.1.14.1.2. All directors must be cleared unless one of the following
options is elected:

C2.1.14.1.2.1. Directors who shall not require access to classified
information in the conduct of the organization's business and who do not occupy
positions that would enable them to affect adversely the organization's policies or
practices in the performance of classified contracts are not required to be cleared,
provided: at least alegal quorum of the board of directors or similar executive body
shall be cleared, and if the corporation or association conducts meetings with apro tem
chairman or by arotating chairmanship, all board members who are eligible for or could
sit as board chairman shall be cleared, and with respect to all uncleared directors, the
organization complies with the provisions of subparagraph C2.1.14.7., below.

2 All officers, as defined by paragraph C1.2.53., are considered OODEPs of an organization, but not dl
OODEPs occupy positions required to be cleared in connection with aFCL.
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C2.1.14.1.2.2. If the board has seen fit to delegate certain of its
duties and responsibilities to alegally constituted executive committee, all members of
this committee shall be cleared. Other directors are not required to be cleared,
provided the committee has full executive authority to exercise management control
and supervision for the corporation, including responsibility over all matters involving
the security of classified information in the possession of the organization and provided
further, with respect to all uncleared directors the organization complies with the
provisions of subparagraph C2.1.14.7., below. Directors who are not members of this
executive committee may be cleared but only at the same level as the FCL and when this
Is done subparagraph C2.1.14.7., below, is not applicable intheir case. Two copies of
the board of directors' or similar executive body's resolution, excluding the board
members from access to classified information and delegating this authority to the
committee, shall be furnished to the CSO.

C2.1.14.1.3. Executive personnel must be cleared. The management
official in charge at the facility and the FSO shall aways be cleared in connection with
the FCL.

C2.1.14.1.4. Acurrent list of all OODEPs shall be maintained by the
corporation and the CSO. Thelist shall designate by name those individuals granted a
LOC, those who are being processed for aPCL, and those who have been excluded from
access to classified information pursuant to the provisions of subparagraph C2.1.14.7.
Such lists shall be signed by an OODEP of the corporation.

C2.1.14.2. Sole Proprietorships. The following Individuals are required to be
cleared connection with (and at the level of) the FCL:

C2.1.14.2.1. The owner;
C2.1.14.2.2. All officers, if applicable; and

C2.1.14.2.3. Executive personnel (see paragraph C1.2.38.). The
management official in charge at the facility and the FSO shall dways be cleared in
connection with the FCL.

C2.1.14.2.4. Acurrent list of all OODEPs shall be maintained by the sole
proprietorship and the CSO. Thelist shall designate by name those individuals granted a
LOC, those who are being processed for aPCL, and those who have been excluded from
access to classified information pursuant to the provisions of subparagraph C2.1.14.7.,
below. Suchlists shall be signed by an OODEP of the sole proprietorship.
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C2.1.14.3. Partnerships. Except as provided for below, the following
individuas are required to be cleared in connection with (and at the level of) the FCL.

C2.1.14.3.1. All general partners must be cleared.
C2.1.14.3.2. All other partners must be cleared.

C2.1.14.3.2.1. Partners other than general partners, who do not
require access to classified information in the conduct of the organization's business
and do not occupy positions that would enable them to affect adversely the
organizations policies or practices in the performance of classified contracts are not
required to be cleared, provided the organization by official action of the general
partners complies with the provisions of subparagraph C2.1.14.7,. below.

C2.1.14.3.2.2. Partners other than general partners who require
access to classified information in the conduct of the organization's business, but at a
level less than that of the FCL, may be cleared with aU.S. Government granted
clearance at the lover level, provided they do not occupy positions that would enable
them to adversely affect the organization's policies and practices in the performance of
the higher level classified contracts, and the organization by official action of the
general partners complies with the provisions of subparagraph C2.1.14.7., below.

C2.1.14.3.2.3. If the partnership has seen fit to delegate certain of
its duties and responsibilities to alegally constituted executive committee, all members
of this committee shall be cleared in connection withthe FCL. Genera partners who
are not members of this executive committee may be cleared, but only at the same level
asthe FCL. Nonexecutive committee member general partners may be excluded,
provided the committee has full executive authority to exercise management control
and supervision for the organization, and with respect to these other partners, the
organization complies with the provisions of subparagraph C2.1.14.7., below. Two
copies of the partnership's resolution delegating this authority to the committee shall be
furnished to the CSO. The resolution shall specify those partners excluded from access
to classified information and those partners excluded from access to the higher level
classified information, as appropriate.

C2.1.14.3.2.4. For executive personnel, the management official in
charge of the facility and the FSO shall aways be cleared in connection with the FCL.

C2.1.14.3.2.5. Acurrent list of all OODEPs shall be maintained by
the partnership and the CSO. Thelist shall designate by name those individua granted a
LOC, those who are being processed for aPCL, and those who have been excluded from
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access to classified information pursuant to the provisions of subparagraph C2.1.14.7.,
below. Suchlists shall be signed by apartner or an executive of the partnership.

C2.1.14.4. Colleges and Universities. Except as provided for below, the
following individuals are required to be cleared in connection with (and at the level of)
the FCL.

C2.1.14.4.1. The chief executive officer must be cleared.

C2.1.14.4.2. Those other officers or officials who are specifically and
properly designated by action of the board of regents, board of trustees, board of
directors, or similar type executive body must be cleared, in accordance with the
institution's requirement as the manageria group having the authority and responsibility
for the negotiation, execution, and administration of UA contracts. The institution shall
furnish the CSO acopy or such designation of authority, from which the particular
officers who are to be processed in connection with aFCL can be determined, and
thereafter changes shall be furnished as they occur. If this requirement is not met, all
officers shall be processed for aPCL in connection with the FCL.

C2.1.14.4.3. All regents, trustees, or directors must be cleared, unless
one of the following options is elected.

C2.1.14.4.3.1. Regents, trustees, or directors who shall not require
access to classified information in the conduct of the organization's business, and who
do not occupy positions that would enable them to affect adversely the organization's
policies or practices in the performance of classified contracts, are not required to be
cleared, provided that at least alegal quorum of the board of regents, board of trustees,
board of directors, or similar executive body shall be cleared and, if the college or
university conducts meetings with apro tem chairman or by arotating chairmanship, all
board members who are eligible for or could sit as board chairman shall be cleared; and
with respect to all uncleared regents, trustees, or directors, the organization complies
with the provisions of subparagraph C2.1.14.7., below.

C2.1.14.4.3.2. If the board has seen fit to delegate certain of its
duties and responsibilities to alegally constituted executive committee, all members of
this committee shall be cleared. Other regents, trustees, or directors are not required
to be cleared, provided the committee has full executive authority to exercise
management control and supervision for the organization, including responsibility over
all matters involving the security of classified information in the possession of the
organization and provided further, with respect to all uncleared regents, trustees, or
directors, the organization complies with the provisions of subparagraph C2.1.14.7.,
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below. Regents, trustees, or directors who are not members of this executive
committee may be cleared, but only at the same level as the FCL, and when this is done
subparagraph C2.1.14.7., below, is not applicable in their case. Two copies of the board
of director's or similar executive body's resolution delegating this authority to the
committee shall be furnished to the CSO.

C2.1.14.4.3.3. If the board has seen fit to delegate certain of its
duties and responsibilities pertaining to the protection of classified information to a
manageria group of officers or officials of the college or university, andif because of
this delegation the board will not be in aposition to affect adversely the performance of
classified contracts, the board may exclude itself from the requirement for its members
to be processed for aPCL by complying with the provisions of subparagraph C2.1.14.7.,
below. Election of this alternative will not preclude aregent, trustee, or director from
being processed for aPCL if such clearance is necessary in connection with the
individua's duties other than in the capacity of aregent, trustee, or director. However,
in such cases the PCL shall be at the same level asthe FCL. Two copies of the board
of regents, board of trustees, board of directors, or similar executive body's
resol utions excluding the board members from access to classified information and
delegating this authority to the manageria group shall be furnished to the CSO.

C2.1.14.4.3.4. For executive personnel, the management official in
charge of the facility and the FSO shall dways be cleared in connection with the FCL.

C2.1.14.4.3.5. Alist of all OODEPs shall be maintained by the
college or university and the CSO. The list shall designate by name those individuals
granted aL OC, those who are being processed for PCLs, and those who have been
excluded from access to classified information pursuant to the provisions of
subparagraph C2.1.14.7., below. Suchlists shall be signed by an OODEP of the college
or university.

C2.1.14.5. Commercia Carriers

C2.1.14.5.1. The procedures set forth in subparagraphs C2.1.14.1.,
C2.1.14.2., and C2.1.14.3., above, are equally applicable to commercial carriers that are
corporations, associations, sole proprietorships, or partnerships.

C2.1.14.5.2. The terminal manager and the FSO are required to be issued
aPCL in connection, with the FCL of acarrier terminal listed on the DIS Form 1150.

C2.1.14.5.3. Concurrent with, but not as apart of the FCL, asufficient
number of carrier custodians consistent with estimated operational necessity will be
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issued aPCL in the same manner as negotiators (see paragraph C2.1.16.) to provide
adequate protection of SECRET controlled shipments at each terminal listed on the DIS
Form 1150. Additiona carrier custodians will be processed for clearance after the
FCL is granted based on operational requirements in the manner prescribed in paragraph
26, ISM (reference (a)).

C2.1.14.6. Eligibility Determinations. Individuas who, as determined by the
CSO, are not OODEPs, yet exercise control over the management of the facility, shall
be processed for adetermination of clearance eligibility to the level of the FCL. Such
individuals shall be processed, if, through stock ownership, proxy voting rights, majority
ownership of securities, or some other method, they control the management of the
facility and affect the appointment and tenure of officers, directors, or principa
supervisory management personnel of the facility. A favorable determination of
eligibility by DISCO will be entered into the PSCF. A LOC will not be issued to the
contractor. If DISCO cannot make afavorable determination, DISCO will follow the
procedures in paragraph C2.3.22. A FCL will not be issued until the matter is resolved.

C2.1.14.7. Exclusion Procedures. This paragraph applies to those officers,
directors, partners, regents, and trustees who, pursuant to the provisions set forth above,
can be excluded altogether from the requirement for aPCL or who can be excluded
from higher level access by virtue of possessing aPCL at alevel below that of the
FCL. Inorder to invoke these exclusion procedures, the organization by formal action
of the board of directors, all general partners, or similar executive body shall affirm, as
appropriate, the following:

C2.1.14.7.1. Such officers, directors, partners, regents, or trustees
(designated by name) shall not require, shall not have, and can be effectively excluded
from, access to all classified information in the possession of tile organization and do
not occupy positions that would enable them to affect adversely the organization's
policies or practices in the performance of classified contracts or programs for the
UAs. This action shall be made amatter of record in the organization's minutes of the
board of directors, partnership, board of regents, or trustees, or similar executive body.
Two copies of such minutes, dated and Identified by the name and address of the facility,
shall be furnished to the CSO.

C2.1.14.7.2. Such officers or partners (designated by name) shall not
require, shall not have, can be effectively denied access to classified information at the
higher level (specify higher level(s)), and do not occupy positions that would enable
them to affect adversely the organization's policies or practices in the performance of
the higher level (specify higher level(s)) classified contracts or programs for the UAs.
This action shall be made amatter of record in the organization's minutes of the board
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of directors, partnership, board of regents, or trustees, or similar executive body. Two
copies of such minutes, dated and identified by the name and address of the facility,
shall be furnished to the CSO.

C2.1.14.7.3. Inthe event the organization does not comply with one or
both of the above, as applicable, all officers, directors, partners, regents, or trustees
shall be processed for aPCL at the level of the FCL.

C2.1.14.8. Representative of aForeign Interest. When aRFl (see paragraph
C1.2.71.) is required to be cleared in connection with aFCL, and the RFI has not been
excluded in accordance with subparagraph C2.1.14.7., above, the following procedures

shall apply:

C2.1.14.8.1. When the statement required by paragraph 20k, ISV
(reference (a)), has been executed, official notice of execution shall be made amatter
of record in the organization's minutes by the board of directors or similar executive
body. Two copies of the minutes shall be furnished the CSO.

C2.1.14.8.2. Failureto obtain aPCL for, or to exclude, aRPI shall make
the facility ineligible for clearance, and any existing clearance shall be administratively
terminated by the CSO. Such actionis not appealable.

C2.1.14.8.3. Inthose cases where an individual, who is cleared in
connection with the FCL, becomes a RFl, the contractor shall submit the report required
by paragraph 6a(4), ISM (reference (a)), and in addition shall take the actions prescribed
in this paragraph.

C2.1.14.9. One copy of each resolution, statement, or certificate received by a
CSO, in accordance with subparagraphs C2.1.14.1. through C2.1.14.7., above, shall be
forwarded to DISCO.

C2.1.15. Foreign Nationals Serving as Officers, Partners, or Members of Boards
of Directors. Corporations, associations, colleges, universities, partnerships, or other
entities that have foreign nationals serving as partners, officers (other than principal
officers of corporations and associations), or members of the board of directors may
be issued aFCL by the CSOif they are otherwise eligible and are found not to be under
FOCI, as set forth in paragraph C2.2.2., provided that the following conditions are met:

C2.1.15.1. The partner, officer, or director who is aforeign national does not
occupy aposition that would enable him or her to affect adversely the facility's policies
or practices in the performance of contracts for the UAs.
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C2.1.15.2. The partner, officer or director who is aforeign nationa can
effectively be denied access to all classified information.

C2.1.15.3. The exclusion from access to classified information of apartner,
officer, or director shall be accomplished in the manner prescribed in subparagraph
C2.1.14.7. Two copies of such minutes identified by name, address, and date of
submission shall be obtained by the CSO.

C2.1.15.4. In case the organization does not comply with this requirement, it
shall be ineligible for aFCL.

C2.1.15.5. Theforegoing provisions of this paragraph do not apply to partners,
officers, or directors who are citizens of countries with which the U.S. entered formal
reciprocal arrangements, and who have been granted areciprocal clearancein
accordance with paragraph C2.3.25. Inaddition, the access limitations that apply under
subparagraphs C2.1.18.1.1. through C2.1.18.1.7. of this section shall also apply to
foreign nationals granted areciprocal clearance even though employed by aU.S. firm
that is not under areciprocal FCL. A citizen of one of these countries who is chairman
of the board of directors aswell as aprincipal officer (that is, aposition that pursuant
to paragraph C2.1.14., requires that the individual be cleared as part of the FCL of aU.S.
firm) shall be eligible for areciprocal clearance (paragraph C2.3.25.); however, the
access limitations in subparagraphs C2.1.18.1.1. through C2.1.18.1.7. shall be applied to
the facility. DISForm 553 and FL 381-R, and DISCO Form 560 will al be annotated to
reflect the access limitations of subparagraphs C2.1.18.1.1. through C2.1.18.1.7. and
31c(1)(a) through (), ISM (reference (a)), as appropriate. UASs prior to any release of
classified information to facilities cleared, in accordance with the above, will ascertain
that the classified information to be released has been approved for release by an
official who has been delegated disclosure authority by the NDP-1 (reference (r)) and
Agency implementation.

C2.1.16. Clearance of Negotiators. Negotiators designated by the contractor as
being required to participate in the preparation of abid or quotation may be processed
for PCLs concurrently with, but not as apart of, the FCL. A FCL is not dependent upon
the clearance of negotiators and changes in negotiators shall not affect the status of a
FCL. PCLsfor negotiators shall not be granted prior to the FCL. Subsequent to the
granting of aFCL, negotiators are processed for PCLs in the normal manner prescribed
by paragraph 26, ISM (reference (a)).
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C2.1.17. Procedures for Processing aFacility Security Clearance. Basic
procedural steps necessary in processing aFCL are as set forth below.®

C2.1.17.1. Justification for aFacility Security Clearance. Requests to
process acontractor for aFCL are originated by aUA or by acleared contractor or
subcontractor thereof. Requests must be based on abona fide procurement requirement
for acontractor to have access to, or possession of, classified informationin
connection with: all aspects of pre-contract activity, including preparation of bids and
proposals and pre-contract negotiations; the performance of aclassified contract; all
aspects of pos-tcontract activity; and classified information not released or disclosed
under aprocurement contract, such as classified information released pursuant to aUA
program participated in by afirm, organization, or individua on avoluntary or grant basis
(for example, the long-range scientific and technical planning programs and programs
designed to provide planning briefings for industry).? It is U.S. Government policy to
Increase competition by publicizing procurements that offer competitive opportunities

for prospective prime contractors or subcontractors;® thus assisting small business and
labor surplus area contractors and broadening industry participation in DoD procurement
programs. This policy is stated in the Federal Acquisition Regulation (FAR) (reference
(g9)), paragraph 5.001, and in the DAR (reference (c)), paragraph 5.001. Therefore, the
requesting UA or cleared contractor, shall allow sufficient lead time in connection with
the award of aclassified prime or subcontract so the necessary FCL may be processed
for aprospective contractor who does not currently possess avaid FCL. When the
necessary processing cannot be accomplished within the time limits to qualify the
prospective contractor for participation in the particular procurement action that gave
rise to the request, the UA or prime contractor shall request the CSO to continue the
clearance action in order to qualify the prospective future classified contract
negotiations of asimilar nature, provided:

3 In connection with the upgrading of a FCL the same steps, where appropriate, apply.

4 Normally the facility will be processed for clearance at the classification level of the contract or program that
gaveriseto therequest. However, where the underlying contract or program isat the CONFIDENTIAL level and the CSO
determines that there is areasonable likelihood the facility will requirea SECRET FCL in the foreseeable future, the facility
may be processed at the SECRET level.

5 This includes contractors who will require visual and/or aural access in connection with work performed on a
military installation.
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C2.1.17.1.1. Thedeay in processing the FCL was not occasioned by a
lack of cooperation on the part of the prospective contractor; and

C2.1.17.1.2. The UA or prime contractor is of the opinion that thereis
reasonable likelihood that the prospective contractor will participate in future classified
contract negotiations and the contractor agrees to such participation.

C2.1.17.2. Assumption of Security Cognizance. The CSO that has assumed
cognizance shall forward aletter to the facility advising of such action and arrange adate
for asecurity specialist to visit the facility. The CSO also shall submit an abbreviated
(pending) "Centrd Index File Card Facility" (DIS Form 553) to DISCO.

C2.1.17.3. Initial Visit of Security Specialist. Theinitia visit to the facility
shall be made within 10 calendar days after receipt of the request to process the
contractor for aFCL. Exceptions may be granted for unusua cases at the discretion of
the Regiona Director, with the concurrence of the requester. However, action to
initiate the clearance process, to include forwarding of applicable forms to the
contractor, will be accomplished within 15 working days in these exceptional cases.
When making the initial visit, the security specialist shall inform management
concerning the DoD Industrial Security Program and furnish management the forms
necessary for aFCL. The security specialist shall advise management of the facility of
its responsibilities under the DD Form 441. This discussion shall include, but not
necessarily be limited to:

C2.1.17.3.1. The definition of aclassified contract;

C2.1.17.3.2. Government responsibility for classification, and the
contractor's source of guidance and clarification of classification instructions;

C2.1.17.3.3. Therole of the CSO;
C2.1.17.3.4. The Government's right of security inspections,
C2.1.17.3.5. Responsihility for security costs;

C2.1.17.3.6. Security responsibilities of the contractor if he or she
awards or obtains aclassified subcontract;

C2.1.17.3.7. Special security requirements that may be included in a
contract;

95 CHAPTER 2



DoD 5220.22-R, Dec. 4, 1985

C2.1.17.3.8. The requirements, on completion of acontract, for
destroying or returning all classified material provided or generated in connection with
that contract;

C2.1.17.3.9. Tthe genera policy concerning FOCI, and the requirement to
execute the DD Form 441s;

C2.1.17.3.10. The requirement for the clearance of OODEPs in
connection with the FCL also provide guidance and advice to management in identifying
the facility personnel who must be cleared in connection with the FCL;

C2.1.17.3.11. Provisions for terminating the DD Form 441;

C2.1.17.3.12. Procedures for contractor-granted CONFIDENTIAL
clearances,

C2.1.17.3.13. Industria security education;
C2.1.17.3.14. Classified visit procedures,
C2.1.17.3.15. Theimportance of the SPP;

C2.1.17.3.16. The requirement for obtaining authorization for the
establishment of any restricted or closed areg;

C2.1.17.3.17. Minimum storage requirements; and

C2.1.17.3.18. The genera subject of PCLs. Inthis regard, explain that
only personnel who have been granted a PCL are eligible for access to classified
material and discuss the need-to-know principle. Point out the necessity for limiting
the number of cleared personnel to only those required to perform tasks and services
essential to the fulfillment of acontract or program. Instruct management on the
preparation of personnel security forms and fingerprint cards and the procedures for
submitting clearance requests. inthe event aninterim FCL has been requested, explain
the need for the contractor to take immediate action to obtain clearances for those
employees who will require access to classified information in order to perform on the
contract that was the basis for requesting the interim clearance.

C2.1.17.4. The security specialist shall conduct the DD Form 374 survey for
the purpose of evauating the ability of the facility to safeguard classified information of
the same category as that of the FCL being processed and to determine the degree of
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FOCI, it any. Full completion of the DD Form 374 shall be accomplished as
expeditioudly as possible. Inthis connection the contractor shall be advised that any
delay on his or her part in the execution and submission of the necessary forms,
including the submission of PCL requests for those personnel who are required to be
cleared in connection with the FCL, will delay the granting of the FCL.

C2.1.17.5. Security Agreement and Related Forms

C2.1.17.5.1. DD Form441. The DD Form 441, "Department of Defense
Security Agreement,” is entered into between acontractor who will have access to
classified information, and the Department of Defense in order to preserve and maintain
the security of the U.S. through the prevention of unauthorized disclosure of classified
information. Requests for modifications to the security agreement shall be submitted
through channels to the DUSD(P), ATTN: DSP&P. The security agreement once
executed shall continue in effect until terminated by action of either party thereto in
accordance with the "Article on Termination" contained in section IV of the agreement.
The CSO shall execute the DD Form 441 on behalf of the Department of Defense prior
to granting aFCL, and an authorized official shall execute the agreement on behalf of
the contractor.

C2.1.17.5.2. DD Form441-1. At the option of management of aMFO, a
DD Form 441-1, "Appendage to Department of Defense Security Agreement,” may be
incorporated in the DD Form 441, identifying by name and location each of the various
facilities of the contractor to be covered by the agreement. Separate security
agreements will not be necessary to cover the facilities enumerated in the appendage.
On agreement between management and the CSO, additional facilities may be added or
deleted from the original security agreement by using DD Form 441-1. When the HOF
of aMFO submits anew DD Form 441, it is not necessary to obtain new DD Forms
441-1 for other facilities of the MFO. The existing DD Forms 441-1 may be attached
to the new DD Form 441 by aletter indicating the date of change. The contractor is
responsible for furnishing acopy of the security agreement, with appendage, to each
individual facility listed thereon and to each concerned CSO. This paragraph shall not
be construed to preclude the requirement for the accomplishment of all other FCL
actions prescribed by this Regulation.

C2.1.17.5.3. DD Form 441s. Simultaneously with the execution of the
DD Form 441, management of the facility being processed for aFCL shall be required
to execute the DD Form 441s, "Certificate Pertaining to Foreign Interests." The DD
Form 441s executed by the HOF of aMFO will encompass all operating facilities of the
organization. At least annualy, inspectors should make an inquiry as to the accuracy
and currency of the Information reflected on the existing DD Form 441s, particularly if
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no changes had been reported to the CSO during the preceding year, in accordance with
paragraph 6a(4)(f), ISM (reference (a)). The execution of this form shall be required
for all companies being processed for aFCL,® and for uncleared parent organizations of
cleared subsidiaries (see subparagraph C2.1.5.2.). However, the CSO may require the
accomplishment at an earlier time when some question pertaining to FOCI arises and the
CSO believes that the execution of this formisinthe best interest of the Department

of Defense.

C2.1.17.6. Reviewof DD Form 441s. The factors to be used in determining
the existence of FOCI are set forth in paragraph C2.2.3. If any of these factors are
present in afacility being processed for aFCL, the CSO shall proceed in accordance
with paragraph C2.2.4.

C2.1.17.7. Documents to be Forwarded to DISCO. When the CSO has
received all PCL applications necessary for aFCL, each form shall be conspicuously
stamped OODEP. The PCL applications for the OODEPs and the request for the
facility NAC shall be forwarded to DISCO. Submission of the facility NAC request
shall not be delayed pending receipt of OODEP clearance applications. If one or more
of the OODEPs is temporarily unavailable to complete the necessary forms, the
submission of the clearance application for the other OODEPs and the request for the
facility NAC shall not be delayed.

C2.1.17.8. Follow-up Action

C2.1.17.8.1. If the necessary clearance documents are not received within
15 calendar days after the initial visit, the CSO shall make aninformal inquiry. If the
forms are not received within 30 calendar days after the initial visit, awritten inquiry
shall be sent to the contractor advising that processing of the FCL will be discontinued
unless the forms or an adequate explanation are received within 10 calendar days. A
copy of the letter of inquiry shall be furnished to the activity that requested the FCL. If
the necessary forms are not received from the contractor within 45 days after the initial
visit and the contractor cannot justify atime extension, processing of the FCL shall be
discontinued and the activity that requested the clearance action shall be so advised.
The 15-, 30-, 45-day time span follow-up applies equally to those cases being processed
as aresult of changed conditions. (If avisit is not made, the time span commences
from the date the facility is notified to furnish the necessary clearance documents.)
When reprocessing a FCL and the contractor fails to submit the required forms within
the time span indicated, the CSO shall notify the contractor in writing that:

6 DD Form 441sisnot required for each facility of aM FO.
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C2.1.17.8.1.1. The contractor's safeguarding ability will not be
confirmed to any requesting contracting activity; and

C2.1.17.8.1.2. Hisor her failure to submit the forms requested by
the CSOis aviolation of paragraphs 21a and 26a, ISM (reference (a)), as applicable.

C2.1.17.8.2. If the facility being processed is asubsidiary or afacility of
aMFO, the FCL of the parent or the HOF shall be checked by the CSO to ensure that
the FCL of the parent or HOF is valid and of the appropriate classification level. This
check shall be made with the CSO of the parent or HOF.

C2.1.17.8.3. The CSO shall follow up with DISCO if OODEP clearances
or results of afacility NAC are not received within areasonable period of time.

C2.1.17.9. Final Actions. The CSO shall ensure that all forms have been
properly completed, facility NAC has been satisfactorily completed, and that clearances
have been received from DISCO for those persons required to bc cleared in connection
with the FCL or that exclusion statements are held. The CSO shall execute and
distribute those forms not previoudly distributed to the facility. The requesting UA or
prime contractor shall be advised that the FCL has been granted.

C2.1.17.10. DoD Technica Information Dissemination Activities

C2.1.17.10.1. "Facility Clearance Register" (DD Form 1541) shall be used
for the certification of FCL and safeguarding ability. When acontractor has aninitial
requirement to receive classified material from the DTIC; its field extensions; aDoD
Information Analysis Center; or the Redstone Scientific Information Center, U.S. Army
Missile Command, Redstone Arsenal, Alabama; the contractor shall submit aDD Form
1541 directly to the CSO. Resubmission of the DD Form 1541 by the contractor to
meet subsequent requirements for services on other contracts is not required. The
CSO will complete part 11 of the DD Form 1541 and forward the form to: DTIC,
Cameron Station, Alexandria, Virginia22314. Thereafter DTIC shall adviseits field
extensions, the DoD Information Analysis Centers, and the Redstone Scientific
Information Center of the clearance and safeguarding ability of using contractors as
required. The CSO shall indicate in the facility file that the FCL and safeguarding
ability have been certified to DTIC. If there are any subsequently changed conditions
affecting the FCL or safeguarding ability, the DTIC shall be notified immediately. Such
notification will be submitted by acopy of the DISForm 553. Whenever the nature of
the changed condition may not be readily apparent to DTIC from the copy of the DIS
Form 553, the CSO shall include an appropriate notation under "Remarks' on the DIS
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Form 553, stating precisely the condition that affects the contractor's eligibility for the
service. Such notifications shall aways be included when the facility's safeguarding
ability has changed. Once aDD Form 1541 has been certified by the CSO, it shall
remaininforce for all subsequent requests for "Registration for Scientific and
Technical Information Services' (DD Form 1540) and need not be recertified except
where there has been achange in facility conditions that require recertification by the
CSO.

C2.1.17.10.2. The DD Form 1540 is used to certify the contractor's
need-to-know for information distributed by DoD technical information documentation
activities. Inadditionto the DD Form 1541, the contractor's need-to-know information
within specified DoD interests must be determined in order to establish the contractor's
eligibility for classified services. This need-to-know decision is made by the PCO
(pursuant to DaoD Instruction 5200.21, reference (hh), and the UA implementing
instructions) on the basis that information in aparticular field of interest is needed by
the contractor in connection with work being performed under the contract. Separate
DD Forms 1540 are required for each contract under which the contractor desires to
receive secondary distribution of scientific and technical information services within
particular fields of interest. The DD Form 1540 is then submitted directly to the
contracting officer for approval. Inthe case of aprime contract, the DD Form 1540
must be approved by the PCO. Inthe case of the subcontract the DD Form 1540 may
be approved by the ACO, provided the ACO verifies that the particular field of interest
IS required in the performance of the subcontract and is within the scope of the field of
interest previoudy approved by the PCO on the prime contract. The PCO will provide a
copy of the approved DD Form 1540 to the ACO whenrequired. If no field of interest
has been established on the prime contract, the subcontractor's request must be certified
by the PCO. Approved DD Forms 1540 are sent to DTIC. When DTIC receives the
DD Form1540, it will determine that there is aDD Form 1541 on file and thereafter
establish the contractor's eligibility to receive scientific and technical information.
Eligibility established on aDD Form 1540 remains in effect for the expected duration
of the contract as established by the projected completion date supplied on the DD
Form 1540, except where DTIC is notified by the ACO that the contract has been
terminated or that the contractor's eligibility has been canceled based on advice from the
CSO that the contractor is no longer capable of adequately safeguarding classified
information. Prime and subcontractors may not retain such classified material
following the completion or termination of the classified contract, except when
authorized in accordance with paragraph C7.1.7.

C2.1.17.10.3. Facilities granted aReciprocal facility security clearance
by the cognizant security office are to be processed for eligibility for access to DoD
|c|assified technical information in the same manner as outlined in subparagraphs
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C2.1.17.10.1. and C2.1.17.10.2., above. Once €ligibility has been established at DTIC,
and subsequent document requests are properly received, DTIC shall release the
requested documentation directly to the contracting officer who certified the
contractor's need-to-know on the applicable DD Form 1540. Under no circumstances
will classified material be transmitted directly to reciprocal cleared facilities by the
DTIC. Itisthe responsibility of the contracting officer to effect appropriate
coordination to ensure that pertinent documents do not contain prescribed information
(see subparagraph C2.1.18.1.) and that they have been approved for release under the
National Disclosure Policy (NDP-1) (reference (r)) prior to forwarding the material or
otherwise providing the Reciprocal cleared facility access to the information requested.

C2.1.18. Facility Security Assurances

C2.1.18.1. The Department of Defense has entered into bilateral reciprocal
industrial security agreements with certain foreign governments. Under these bilateral
agreements, afirm in one signatory country that is under the ownership, control, or
influence in the other signatory country may be given asecurity assurance in accordance
with the procedures established in these agreements. As an exception, contracts that
involve the following types of classified information shall not be awarded to aU.S. firm
cleared under these agreements for access to U.S. classified information:

C2.1.18.1.1. RESTRICTED DATA as defined inthe U.S. Atomic Energy
Act of 1954, reference (0), as amended,;

C2.1.18.1.2. FORMERLY RESTRICTED DATA removed from the
RESTRICTED DATA category pursuant to Section 142(d) of reference (0), as ascended;

| C2.1.18.1.3. Canadian "Classified Atomic Energy Dad' as defined in the
Atomic Energy Control Act (revised Statutes of Canada, 1952) and the Atomic Energy
Control Regulations, Order-in-Council PC, 1959-1643;

C2.1.18.1.4. COMSEC information (see subparagraph C7.1.3.7.)
C2.1.18.1.5. Any ACDA classified information;

C2.1.18.1.6. Information for which foreign dissemination has been
prohibited in whole or in part;

C2.1.18.1.7. Information for which aspecial access authorizationis
required; and,

101 CHAPTER 2



DoD 5220.22-R, Dec. 4, 1985

C2.1.18.1.8. Any information that has not been specifically authorized for
release to the government of the signatory country involved.

C2.1.18.2. The DIS, or the designated agency of the signatory foreign
government entering into the reciprocal industrial security agreement with the
Department of Defense, when requested to furnish asecurity assurance for afirmto the
other government, will assume responsibility for processing the clearance action. The
standards and requirements governing the granting of security clearances for the
protection of its own classified information will be followed. If the firm does not have
aFCL or has aFCL for aclassification category lower than that which is requested,
action shall be taken to grant aFCL or to raise aFCL to the required level.

C2.1.18.3. The DISshall accept asecurity assurance regarding afirm located
inasignatory country under areciprocal industrial security agreement that it requested
from the designated foreign government agency. Likewise, the designated foreign
government agency shall accept asecurity assurance that it requested from DIS.
However, any clearance of afirm based on asecurity assurance that has been given under
the procedures in this paragraph is subject to review by the Government that granted the
FCL in the event that derogatory information is developed following clearance action.
Such areview will also be made when requested by the Government that asked for the
security assurance. The requesting U.S. activity, or designated foreign government
agency, will be notified promptly of suspension of the FCL or of action to revoke or
terminate it.

C2.1.18.4. Except as otherwise stated in this paragraph, the requirements of
this Regulation shall be followed by the CSO in granting aFCL or raising one to the
level required. If the CSO develops credible information at any time during the
clearance process that indicates that the firmis not eligible for or should be denied
clearance, the pertinent facts will be reported promptly to DISCO. Similarly, if DISCO
develops serious derogatory information in connection with processing the PCL on any
of the individuas required to be cleared in connection with the FCL pursuant to
paragraph C2.1.14., appropriate documentation will be prepared. Ineither event, DISCO
will request the Director for Industria Security Clearance Review (DISCR), Office of
the General Counsel (OCC), OSD (acopy of the complete correspondence will be
forwarded to the EQ DIS) to determine whether the clearance action should be
continued and what notification, if any, should be given the designated foreign
government agency requesting the assurance, and whether action to deny aFCL shall be
processed under the provisions of paragraph C2.1.22.
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C2.1.18.5. When favorable clearance action has been completed, the CSO
shall record the clearance in the PSCF by submitting the original completed DIS Form
553. Acopy of the DIS Form 553 will be forwarded direct to DLSCO for use in giving
asecurity assurance. A modified DISFL 381-R shall be used by the CSO to notify the
facility of such clearance and its purpose.

C2.1.19. Changed Conditions Pertaining to the Facility. When changed conditions
occur inthe facility, the first consideration shall be the safe guarding of classified
information to which the facility has current or impending access. Action to ensure the
safeguarding of the classified information shall be taken immediately upon aninitial
determination that conditions have changed. FCLs should not be immediately
invalidated because of changed conditions described in subparagraphs C2.1.19.4.,
C2.1.19.5., or C2.1.19.7., below, when the:

C2.1.19.1. Facility is currently performing on classified contracts, isin
possession of classified information, or both;

C2.1.19.2. CSO determines that classified information in possession of the
facility can be safeguarded adequately and, in the case of achange of ownership or
management, that the new owners, officers, and so on, can and will be effectively denied
access to classified information pending completion of their PCL actions; and

C2.1.19.3. Required PCL or FCL forms are promptly submitted for
processing. (Unless the new personnel are expected to be cleared within 15 days, an
exclusion certificate, similar to that required by subparagraph C2.1.14.7., signed by a
cleared owner, partner, officer, or executive personnel in charge of afacility, shall be
obtained as assurance of the contractor's intent to deny access to uncleared owners,
officers, andthe like.) Observance of these guidelines will lessen administrative
workload of the CSO and reduce to aminimum the occasion whenit is necessary to
invaidate aFCL. Inall instances where the changed condition affects the clearance or
safeguarding capability of afacility that has been certified to DTIC for classified
services, acopy of the DISForm 553 that is submitted to DISCO shall also be sent to
DTIC.

C2.1.19.4. Change of Operating Name

C2.1.19.4.1. Inthe instances of changes in the operating name of the
facility when ownership and management remain the same, the FCL shall be processed
promptly to avalid status if the facility has acurrent procurement requirement for
access to classified information or has classified information in its possession.
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C2.1.19.4.2. If the facility does not have current access to classified
information, and does not have possession of classified information, the clearance need
not be processed to avaid status. However, aDIS Form 553, appropriately annotated to
reflect the defective FCL and the reason for it, shall be placed in the files of the CSO
and DISCO. If appropriate, action shall be initiated under paragraph C2.1.20. for
administrative termination of the FCL.

C2.1.19.4.3. If the FCL is to be processed to avalid status the following
actions shall be completed:

C2.1.19.4.3.1. Anew DD Form 441 shall be executed.
C2.1.19.4.3.2. ADISFL 381-R shall be issued.

C2.1.19.4.3.3. ADISForm 553 shall be submitted under the new
operating name to DISCO, indicating initem 11 the specific reasons for such
submission and noting the administrative termination of the FCL under the old operating
name. The CSO shall forward apending DIS Form 553 reflecting the new name of the
facility immediately following receipt of areport of aname change. Include in block
11 of the form across reference to the existing DIS Form 553 (including prior editions
of this form) in PSCF and the specific reason for submission. Thiswill permit DISCO
to accept and process PCLs for the facility pending receipt of the DIS Form 553 to be
submitted when all actions to process the FCL to avalid status have been compl eted.

Of course, if it is possible to do so, acomplete DIS Form 553 should be sent at once to
DISCO instead of apending DISForm 553. Inaddition, DTIC shall be notified as
required by subparagraph C2.1.17.10.

C2.1.19.5. Changesin Ownership or Management

C2.1.19.5.1. Ininstances of changes of OODEPs, the FCL must be
processed promptly to avaid status, provided the facility has acurrent procurement
requirement for access to classified information or has classified information inits
possession. Classified information shall not be furnished to nor shall retention by the
facility be permitted unless the CSO can assure itself that classified information can be
safeguarded and that the new owners or management shall not obtain access to the
classified information while their clearances are being processed. The CSO shall make
this assurance on the basis of avisit to, or communication with, the facility and a
discussion with the new owner or management and the FSO as to the procedures that
will be put into effect. When the change in management occurs because acleared
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employee is elevated to the position of an OODEP, the CSO shall advise DISCO and
DISCO will amend the DISCO Form 560 for the individud to reflect the change.

C2.1.19.5.2. If the facility does not have aprocurement requirement for
access to classified information and does not have any classified information inits
possession, the FCL shall be invalidated. A DIS Form 553, appropriately annotated to
reflect the invalidation and the reasons for it, shall be placed in the files of the CSO
with the original forwarded to the DISCO. If appropriate, action shall be initiated under
paragraph C2.1.20. for administrative termination of the FCL.

C2.1.19.5.3. If the FCL is to be processed to avalid status, the following
actions shall be completed:

C2.1.19.5.3.1. Clearance action for the new personnel shall be
started promptly for clearance to the level of the FCL. (A certificate specifically
excluding such personnel by name and title from access to classified information until
such time as they are appropriately cleared shall be obtained from the contractor for
retention in the files of the CSO.)

C2.1.19.5.3.2. Inthe case of asole proprietorship or apartnership, a
new DD Form 441 shall be executed and anew DISFL 381-R shall be issued.

C2.1.19.5.3.3. Inall cases involving achange of ownership, anew DD
Form 374 survey shall be completed, to include execution of anew DD Form 441s.
The new owner or management will be advised of the need to promptly forward the
required PCL and FCL forms to the CSO. The CSO shall determine whether anew
certificate is required in connection with changes in officers, directors, partners,
regents, trustees, or executive personnel.

C2.1.19.5.3.4. Oncompletion of the above actions, anew DIS Form
553 shall be submitted, indicating initem 11 the specific reasons for such submission.

C2.1.19.6. Change of Address

C2.1.19.6.1. Ininstances in which afacility is relocated, if the facility has
current procurement requirement for access to classified information or has classified
information in its possession, the FCL shall be processed to avalid status.

C2.1.19.6.1.1. Acomplete DD Form 696 inspection shall be
conducted immediately to assess continuing applicability of facility security procedures
and safeguarding of classified information.

105 CHAPTER 2



DoD 5220.22-R, Dec. 4, 1985

C2.1.19.6.1.2. Asupplemental DD Form 374 survey shall be
completed to amend those portions of the previous survey pertaining to the relocation.

C2.1.19.6.1.3. The existing DD Form 441 (or the DD Form 441-1,
when appropriate) shall be amended to reflect the change in address of the facility or,
where administratively more feasible, anew DD Form 441 or 441-1 shall be executed.

C2.1.19.6.1.4. ADISFL 381-R shall be issued.

C2.1.19.6.1.5. ADISForm 553 shall be submitted for the facility at
the new address indicating initem 11 reasons for such submission and noting the
administrative termination of the FCL at the old address. The CSO shall forward a
pending DIS Form 553 reflecting the new address of the facility immediately following
receipt of report of an address change. Include initem 11 of the form a
cross-reference to the existing DIS Form 553 in the PSCF and the specific reason for
submission. Thiswill permit DISCO to accept and process PCLs for the facility
pending receipt of the DIS Form 553 to be submitted when all actions to process the
FCL to avalid status have been completed. Inaddition, DTIC shall be notified as
required by subparagraph C2.1.17.10. Of course, if it is possible to do so, acomplete
DIS Form 553 shall be sent at once to DISCO instead of apending DIS Form 553.

C2.1.19.6.2. If the change involves only achange of address, with no
relocation of any elements of the facility, the actions indicated in subparagraphs
C2.1.19.6.1.3,,C2.1.19.6.1.4., and C2.1.19.6.1.5., above, shall be completed.

C2.1.19.6.3. If the facility does not have acurrent procurement
requirement, does not possess classified information, and it is otherwise appropriate,
action shall be initiated under paragraph C2.1.20. for administrative termination of the
FCL.

C2.1.19.7. Closing of Business and Bankruptcy. Inall instances in which
information is received by the CSO that afacility previously granted a FCL has closed its
doors, gone out of business, been adjudicated, bankrupt, and so on, the CSO shall
administratively terminate the FCL (see paragraph C2.1.20.). This shal include the
withdrawal of DISFL 381-R and termination of the DD Form 441. Thisinformation
shall be processed promptly to DISCO using DIS Form 553 and stating the reasons for
such submission under item 11. Inaddition, acopy of the new DIS Form 553 shall be
sent directly to DTIC. All classified information shall be recovered promptly from the
facility by the CSO in coordination with contracting UA(s). A "close-out” inspection
shall be conducted to ensure that proper action has beentaken. All actions taken to
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ensure proper disposition of classified material shall be indicated under "Remarks' on
the DD Form 696.

C2.1.19.8. Personnel Actions Affecting aFacility Security Clearance.
Whenever aPCL for anindividua who is required to be cleared in connection with a
FCL pursuant to paragraph C2.1.14. is denied, revoked, suspended, or withdraws the
provisions of subparagraph C2.1.22.4. apply.

C2.1.19.9. Changes Involving Representatives of aForeign Interest. Where
citizens or immigrant aliens are required to be cleared in connection with the FCL and
these individuals fall within the definition of RFI, the procedures set forth in
subparagraph C2.1.14.8. shall be followed. Inthe event personnel previoudy cleared in
connection with the FCL become RFIs, the contractor is required to report this change
to CSO and the procedures set forth in subparagraph C2.1.14.8. shall be followed.

C2.1.19.10. Placement of Contractor on Debarred Bidders List. Eachissue
of the "Consolidated List of Debarred, Suspended, and Ineligible Contractors' shall be
reviewed to determine whether any facilities under security cognizance have been
listed. Instructions are located in the front of eachissue of the list. Debarment and
suspension actions, codes A and B, are considered pertinent from a security interest
point of view. If afacility is so listed, the CSO shall seek assistance from legal
counsel before proceeding with further action. If warranted by the circumstances, the
CSO shall do the following:

C2.1.19.10.1. Invaidate the FCL. The FCL and safeguarding ability shall
not be verified.

C2.1.19.10.2. ADISForm 553, annotated to reflect the invaidation and
the reasons for it shall be placed in the files of the CSO, DISCO, and DTIC, if

appropriate.

C2.1.19.10.3. If the facility has current access to classified information,
UAs of record shall be notified of the invalidation. Onreceipt of this notification, the
UA contracting officer will determine whether the facility may continue to perform on
existing classified contracts and notify the facility and the CSO as soon as possible. If
the response indicates that continued processing of PCLs is necessary, DISCO shall be
SO advised.
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C2.1.19.10.4. Thefacility shall be notified that the FCL is invdid, that
performance on existing contracts may be continued pending final determination by the
UA contracting officer, and that access to additional information or contracts will not
be permitted until the debarment or suspension is terminated.

C2.1.19.10.5. Administratively terminate the FCL if the contractor is not
performing on aclassified contract andis no longer iu possession of, or having access
to, classified information.

C2.1.19.11. Changes Invalving aParent Organization. Whenever the FCL of a
parent organization is terminated, the CSO of all subsidiaries of the parent that have a
FCL shall be immediately notified. Inthis event, the FCL of the subsidiaries shall also
be terminated, unless the exclusion procedures set forth in subparagraph C2.1.5.2. can
be applied. Similarly, if the clearance of the HOF of aMFO is terminated, the
clearance of all operating facilities will also have to be terminated.

C2.1.19.12. Upgrading of aFacility Security Clearance. Where aFCL isto be
upgraded, the following actions shall be taken:

C2.1.19.12.1. ADISForm 553 shall be submitted to DISCO, indicating in
item 11 the specific reason for such submission.

C2.1.19.12.2. Thefacility shall be granted anew LOC reflecting the
current level of the FCL.

C2.1.19.13. Distribution List Notifications. The PIC-CVA, or the CSO if
appropriate, shall, when it has previously verified the FCL and safeguarding capability of
afacility in accordance with paragraph 1-110e, or paragraph 5x, ISM (reference (a)), and
continuing distributions of classified material under the terms of the contract or
program is specified, immediately notify the releasing contractor and the UA contracting
activity when information is received that would adversely affect the FCL and
safeguarding capability within 1 year of the initial verification, or reverification.

C2.1.19.14. Changes Involving FOCI

C2.1.19.14.1. Inall instances of changes involving FOCI, actions required
by paragraph C2.2.4. shall be promptly taken.

C2.1.19.14.2. When the elements of FOCI are extensive (see
subpararagraph C2.2.4.3.), the FCL shall be invalidated by the CSO and the FCL and
safeguarding capability shall not be verified.
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C2.1.19.14.2.1. ADISForm 553 annotated to reflect the invalidation
and the reasons therefore shall be placed in the files of the CSO, DISCO, and DTIC, if

appropriate.

C2.1.19.14.2.2. If the facility has current access to classified
information, UAs of record shall be notified of the invalidation and the actions initiated
to nullify the FOCI elements. Onreceipt of this notification, the UA contracting
officer will determine whether the facility may continue to perform on existing
classified contracts and notify the facility and the CSO as soon as possible. If the
response indicates that continued processing of PCLs is necessary, DISCO shall be so
advised.

C2.1.19.14.2.3. Thefacility shall be notified that the FCL is invalid,
that performance on existing classified contracts may be continued pending final
determination by the UA contracting officer, and that access to additional classified
information or contracts will not be permitted until all FOCI elements are resolved.

C2.1.19.14.2.4. If after 30 days the facility fails to submit an
acceptable plan for prompt and effective resolution of the FOCI elements, or if the
facility subsequently fails to adhere to such plan, the matter shall be referred to the
Director, DIS, ATTN: Deputy Director (Industrial Security), in accordance with
subparagraph C2.2.4.3., for consideration of revocation of the FCL.

C2.1.20. Administrative Termination of aFacility Security Clearance

C2.1.20.1. Anannua review shall be made by the CSO of facilities under its
cognizance for the purpose of determining those facilities for which aFCL is no longer
required. Generaly, aFCL shall be administratively terminated when the contractor has
not had an active classified contract or project for the preceding 9 months, has not been
afforded authorized access during the preceding 9 months, and has no immediate
prospects for obtaining aclassified contract. When afacility has not had aclassified
contract or project for the preceding 9 months, but has classified material inits
custody, the UA that approved the retention shall be requested to determine if thereis a
continuing requirement for the facility to retain custody of the classified material.
Where there is not acontinuing requirement for the facility to retain classified material,
the actions set forth in subparagraph C2.1.20.2., below, shall be taken.

109 CHAPTER 2



DoD 5220.22-R, Dec. 4, 1985

C2.1.20.2. When, on the basis of the foregoing guidance, the CSO determines
that aFCL should be administratively terminated, or the contractor requests termination
of the FCL in accordance with section IV, DD Form 441, a"close-out" inspection shall
be conducted and the following action shall be taken at its conclusion:

C2.1.20.2.1. Advise management of the facility in writing as follows:

C2.1.20.2.1.1. The existing FCLs and PCLs will be administratively
terminated unless management can satisfactorily justify within 30 days the need for the
retention of their FCL.

C2.1.20.2.1.2. The proposed action in no way reflects adversely upon
the facility's security eligibility or ability to safeguard classified information.

C2.1.20.2.1.3. The facility may be processed for anew clearance
with aminimum of delay when the occasion and need arises for the facility to perform
on classified work or otherwise require access to classified information.

C2.1.20.2.2. Oncompletion of above action and 30 days after the
notification to management, if management does not justify the need for the retention
of the FCL, the CSO shall administratively terminate it. This requires the
administrative withdrawal of the DISFL 381-R and termination of the DD Form 441.
The DIS Form 553 shall be forwarded promptly to DISCO stating the reasons for
termination. Inaddition, acopy of the new DIS Form 553 shall be sent directly to
DTIC, if the facility had previously been certified as eligible for DTIC classified
services. The DISCO will administratively terminate all PCLs previoudly issued to the
facility, and where aninvestigation is in process, arrange for its cancellation. However,
"Personnel Security Clearance Change Notification" (DISCO Form 562) will be held for
25 months in the PSCF.

C2.1.20.2.3. If at the time of the "close-out" inspection (see paragraph
C4.3.1.) conducted just prior to the administrative termination of the FCL, the facility
was not in possession of classified information, this fact should be indicated under
"Remarks' on the DD Form 696. Should the facility be in possession of classified
information, it shall be recovered from the facility by the CSO in coordination with the
UA prior to termination of the FCL. All actions taken to ensure proper disposition of
classified material shall be indicated under "Remarks' on the DD Form 696, "Industrial
Security Inspection Report," in accordance with paragraph C4.3.1.
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C2.1.20.3. Examples of justification for retention of aFCL are: animpending
request for abid or quotation on aclassified contract from aUA or aprime contractor;
planned attendance at aforthcoming classified meeting of the type described in
paragraph 5q, ISM (reference (a)), which is supported by a contracting officer; current
preparation of an unsolicited proposal containing classified information; or receipt by
the CSO of awritten request from a UA requesting that the facility retain its FCL
because of the imminent award of aclassified contract, because of acontinuing
requirement for use of the facility as abid source, or because of the facility's unique
capabilities. Justification for retention of adormant FCL shall be revaidated annually
inwriting by the UA or contractor requiring the retention of the FCL.

C2.1.21. Reprocessing or Revalidating aFacility Security Clearance

C2.1.21.1. Inthe event aclassified procurement need arises after the FCL has
been terminated, the CSO shall reassume cognizance and process anew FCL in
accordance with this Regulation. If processing occurs within 12 months after the
termination, PCLs valid at the time of termination may be revalidated by notifying
DISCO. Thisis accomplished by DISCO Form 562 in the same manner as a
reemployment. Inthe case of ah OODEP, the DISCO Form 562 is submitted to DISCO
by the CSO with an appropriate letter of explanation.

C2.1.21.2. Before afacility with adefective FCL can be granted access to
classified information in connection with anew contract, action shall be initiated to
process the clearance to avalid status. In processing adefective FCL to avaid status,
the following specific actions shall be taken by the CSO:

C2.1.21.2.1. The"Centra Index File Request" (DD Form 555) shall be
used to secure copies of the existing records from DISCO in al instances where the
files of the CSO are not compl ete.

C2.1.21.2.2. The name and address of the facility shall be verified or
corrected.

C2.1.21.2.3. The names and positions of the facility OODEPs cleared in
connection with the original FCL shall be verified as still occupying the position and
being appropriately cleared. If different persons appear in any of these positions, they
shall be appropriately cleared, or their PCLs verified.

C2.1.21.2.4. If appropriate, aDD Form 441 and/or aDD Form 441s, shall
be executed.
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C2.1.21.2.5. ADD Form 374 shall be conducted.

C2.1.21.2.6. Anew DISForm 553 based on the verified or corrected in-
formation shall be completed and forwarded to DISCO.

C2.1.21.2.7. AnewDISFL 381-R based on the verified or corrected
information shall be forwarded to the facility. This new DISFL 381-R shall supersede
and replace all others held by the facility.

C2.1.22. Denial, Suspension, or Revocation of aFacility Security Clearance

C2.1.22.1. AFCL shall not be granted by the CSO unless the requirements of
paragraph C2.1.12. have been satisfactorily completed.

C2.1.22.2. When any OODEP (unless excluded as prescribed in subparagraph
C2.1.14.7.) required to be cleared in connection with the FCL is considered to be
unsuited for access to classified information under the standards and criteria
promulgated in the Industrial Personnel Security Clearance Program, DISCO shall
submit arecommendation for the denial, suspension, or revocation of his or her PCL
together with acopy of the report of investigation to the DISCR, OGC, OSD. The letter
shall advise that the denial, suspension, or revocation will affect the FCL and,
accordingly priority handling, shall be requested. Inthe event interim actionis
warranted in the interests of national security, DISCO shall take action in accordance
with subparagraph C2.3.23.3.

C2.1.22.3. Inthe event that adetermination is made under the Industria
Personnel Security Clearance Program that the individua concerned is eligible to be
cleared, the DISCR shall notify DISCO who, in turn, shall advise the CSO that shall grant
or revalidate the FCL, as appropriate.

C2.1.22.4. Inthose cases in which individuals, required to be cleared as part of
aFCL under the provisions of paragraph C2.1.14. are denied PCLs or have their PCLs
suspended or revoked by action of DISCR, DISCR shall notify the Director, DIS, ATTN:
Deputy Director (Industrial Security), who shall, in turn, notify the CSO of the facility
involved and DISCO. Onreceipt of this notification, DISCO shall immediately record
the DISCR decision pertaining to the individua inthe PSCF. The CSO shall
immediately notify the facility that its FCL will not be granted or that it will be
suspended or revoked unless one of the following conditions is met:

C2.1.22.4.1. Inthe case of individuas who have had their PCLs
suspended, the facility furnishes positive assurance that such individuals will not have,
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and can be effectively excluded from, access to al classified information in the
possession of the facility and that the individuals will not be in aposition that would
enable them to affect adversely the organization's policies or practices inthe
performance of classified contracts pending afinal DISCR decision on the suspension
action.

C2.1.22.4.2. Inthe case of individuas who have had their PCLs denied or
revoked, the facility takes immediate action to remove the individuals concerned from
their official positions, and furthermore, furnishes positive assurance that they will not
have, and can be effectively excluded from, access to all classified information in the
possession of the facility.

C2.1.22.4.3. Ineachinstance in which acompany seeks to give such
assurances, the following guidelines shall be taken into account the:

C2.1.22.4.3.1. Position that the company officials hold and the
extent of their ownership of the company, if any -- for example, it would be very
difficult to accept the company's assurance that apresident of acompany or an OODEP
owning or controlling asizable amount of stock could be denied access to classified
information or control ever the administration of classified contracts;

C2.1.22.4.3.2. Seriousness of alegations that led to the suspension
of the company officials PCLs charges of subversive activity raise very grave questions
with respect to the desirability of permitting the retention of high ranking company
officials intheir office pending the outcome of their security cases; and

C2.1.22.4.3.3. Actions that the facility has taken to relieve the
officials of their authority and the degree to which they have been removed from access
to classified information. For example, acompany might place officials whose
clearances have been suspended on official leave or, if they continue on in active status,
transfer them to afacility having no classified contracts. Insuch acase, provided notice
that these officials' clearances have been suspended is given to the other company
officials, it may be appropriate to withhold action that would revoke the FCL.

C2.1.22.4.4. Insummary, this paragraph must be considered in the light of
all facts of aparticular case. The fact that officials have been removed from their
offices or given different titles, pending determinations of their security cases, does not
of itself provide the positive assurance that they can be effectively denied access to
classified information. The officials inherent power and authority, and with it the
likelihood of access to classified information, requires close scrutiny. Whenever there
Is any doubt as to the sufficiency of the action taken by the contractor pursuant to
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subparagraphs C2.1.22.4.2. or C2.1.22.4.3., above, the CSO shall immediately request
advice from the Director, DIS, ATTN: Deputy Director (Industrial Security).

C2.1.22.4.5. Inall cases where DISCR has denied, revoked, or suspended
the PCL of an OODEP, the CSO shall complete the actions prescribed by this paragraph
and subparagraph C2.1.22.5., below, pertaining to the affected facility, within 5-working
days of notification of the DISCR decision. If the action is not accomplished with the
prescribed time, the CSO shall formally advise the Director, DIS, ATTN: Deputy
Director (Industrial Security), through the Regional Director, of the reason for the delay.

C2.1.22.5. If the facility does not take prompt positive action as required in
subparagraph C2.1.22.4., above, the CSO shall be responsible for the following:

C2.1.22.5.1. If the contractor is not performing on acurrent classified
contract, suspend or revoke the FCL, as appropriate. Inthis connection the CSO shall
take immediate action to recover all classified information in the contractor's
pOossession.

C2.1.22.5.2. If the contractor is performing on aclassified contract, the
CSO shall take immediate action to ensure that all classified information inthe
contractor's possession is being effectively safeguarded. The CSO shall coordinate with
the contracting officer of the UA concerned who shall determine whether to terminate
or continue the contract. If the UA's decisionis to continue the contract, the CSO
shall notify Director, DIS, ATTN: Deputy Director (Industrial Security) and supply afull
statement of the facts. The CSO shall take appropriate action to ensure that the
contractor is permitted access only to that classified information necessary in the
performance of the contract concerned. All other classified information in the
contractor's possession shall be recovered. If the UA's decision is to terminate the
contract, the CSO shall suspend or revoke the FCL, as appropriate, and take immediate
action to recover al classified information in the contractor's possession. The action
taken shall be reported promptly to DISCO through the submission of aDIS Form 553,
with acopy of the DIS Form 553 sent to the DUSD(P), ATTN: DSP& P, The Pentagon,
Washington, DC 20301 and Director, DIS, ATTN: Deputy Director (Industrial
Security). The DTIC shall be advised by submission of arevised DIS Form 553.

C2.1.22.6. When aCSO determines that there is immediate danger of
classified information being compromised or that security conditions in afacility are
unsatisfactory to the degree that the FCL should be revoked, action shall be taken in
accordance with paragraph C4.2.2.
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C2.1.22.7. If aFCL has been revoked on grounds pertaining solely to the
physical elements of security, the LOC issued for the personnel of the facility need not
be revoked. In such cases, however, the individuals concerned shall not be furnished
access to additional classified information. If corrective action is subsequently taken
by the contractor to bring the facility up to the standards prescribed in the ISM
(reference (a)), the CSO may grant anew FCL. If such action is taken within 6 months
from the time of revocation of the FCL, it will be unnecessary to issue new LOCs for
the personnel of the facility. If the time lapse is more than 6 months, the
investigations of the personnel concerned shall be brought up to date and new LOC
Issued.

C2.1.22.8. When aFCL has been granted and any information devel ops that
indicates that the facility should no longer be eligible for the FCL, the activity
discovering such information shall immediately report the facts to the CSO. In
coordination with interested UAS, the CSO shall take necessary action to safeguard the
classified material and, if appropriate, proceed to revoke the FCL in accordance with
paragraph C4.2.2. The Director, DIS, ATTN: Deputy Director (Industrial Security)
shall be advised and where indicated, afull report shall be made to the DUSD(F),
ATTN: DSP&P. The DISCO shall be advised promptly of such action by submission of
aDIS Form 553.

C2.1.23. Appeals Not Authorized. Inthe following cases, denia or revocation of a
FCL is taken exclusively by the DIS; appeals to the DUSD(P), ATTN: DSP&P, are not
authorized:

C2.1.23.1. Cases involving research, development, and production of
COMSEC or SENSITIVE COMPARTMENTED INFORMATION equipment or
information;

C2.1.23.2. Cases involving denia or revocation of aFCL for acontractor or
prospective contractor based on grounds of an overall security evauation of
unsatisfactory, or on conditions that constitute an immediate danger of compromise of
classified information;

C2.1.23.3. Casesinvolving failure of the contractor to obtain aPCL for or to
exclude aRF; and

C2.1.23.4. Cases involving contractors listed in the "Consolidated List of
Debarred, Ineligible, and Suspended Contractors," provided the CSO has taken the action
required by paragraph C2.1.12. and subparagraph C2.1.19.10.
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C2.1.24. Reprocessing of aFacility Security Clearance That Has Been Revoked

C2.1.24.1. If aFCL has been revoked for the reasons set forth in subparagraph
C2.1.22.6., and the CSO considers that there are new circumstances that warrant
granting aFCL, recommendations shall be made to the Director, DIS. On gpprovd, a
new FCL shall be granted by the CSO.

C2.1.24.2. If aFCL has been denied or revoked as aresult of action taken by
DISCR and the CSO considers that there are new circumstances that warrant the granting
of aFCL, recommendations shall be made through DISCO to the DUSD(P), ATTN:
DSP&P. This procedure does not authorize the CSO to grant aFCL in such case,
pending final action under the Industrial Personnel Security Clearance Program.

C2.2. U.S FACILITIESTHAT ARE FOREIGN OWNED, CONTROLLED, OR
INFLUENCED

C2.2.1. Application. This section establishes the policy concerning the clearance
of facilities under FOCI; provides criteriato be considered for determining whether
facilities located in the U.S,, Puerto Rico, and U.S. possessions or trust territories are
under FOCI; prescribes procedures for the clearance of facilities determined to be
under FOCI; and outlines responsibilities in FOCI matters.

C2.2.2. General Policy

C2.2.2.1. Afacility shall be considered under FOCI when areasonable basis
exists to conclude that the nature and extent of FOCI is such that foreign dominance
over the management or operations of the facility may result in the compromise of
classified information or impact adversely the performance on classified contracts.

C2.2.2.2. Afacility that is owned, controlled, or influenced by aforeign
national or acommercia or governmental entity from aCommunist country or a
country overtly hostile to the U.S. will not be eligible for aFCL.

C2.2.2.3. Afacility that is owned, controlled, or influenced by foreign
interests other than those included in subparagraph C2.2.2.2., above, may be eligible for
aFCL, provided action can be taken to negate effectively or reduce associated FOCI
risks to an acceptable level.

C2.2.2.4. Contractors cleared or being considered for aFCL under this
section who require release of COMSEC information are subject to the provisions
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contained in the "National Communications Security Committee Policy Number 2"
(NCSC-2) (reference (u)).

C2.2.3. Factors. Thefollowing factors shall be considered in determining whether
abusiness or educational entity is under FOCI:

C2.2.3.1. Foreigninterest ownership or beneficial ownership of 5 percent or
more of the organization's securities;

C2.2.3.2. Ownership of any foreign interest in whole or in part;

C2.2.3.3. Management positions held by foreign interests such as directors,
officers, or executive personnel;

C2.2.3.4. Foreigninterests control or influence or are in aposition to control
or influence the election, appointment, or tenure of directors, officers, or executive
personnel of the organization;

C2.2.3.5. Contracts, agreements, understandings, or arrangements with foreign
interests;

C2.2.3.6. Indebtedness to foreign interests,

C2.2.3.7. Any income derived from Communist countries, countries overtly
hostile to the U.S., or income in excess of 10 percent of gross income from other
foreign interests;

C2.2.3.8. Five percent or more of any class of the entity's securities are held
in"nominee shares," in "street names," or in some other method that does not disclose
the beneficial owner of equitable title;

C2.2.3.9. Interlocking directors with foreign interests; or

C2.2.3.10. Any other factor that indicates or demonstrates acapability on the
part of foreign interests to control or influence the operations or management of the
business organization concerned.

C2.2.4. Procedures

C2.2.4.1. If any of the factors outlined in paragraph C2.2.3., above, are present,
the CSO shall review the case to determine the relative significance of each factor in
assessing the firm's initial or continued eligibility for aFCL. The CSO may be
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delegated authority to grant or continue aFCL when one or more of the following
circumstances are present, provided there is afavorable finding by the Director of
Industrial Security:

C2.2.4.1.1. Interlocking directorates involving firms located in
non-Communist countries, provided that ageneral security of information agreement
(GSOIA) exist with the country involved,

C2.2.4.1.2. If licensing, patent, sales, or trade secret agreements exist or
are entered into with any foreign interest including asubsidiary of the contractor, and if
the contractor's SPP includes adequate provisions to ensure that RFIs who are parties
to such agreements shall be denied access to al classified records, information, and
material, and to controlled areas -- in al such cases the contractor shall be informed of
the obligation to comply with the State Department's ITAR (reference (i)) as it pertains
to such agreements with foreign interests;

C2.2.4.1.3. If income from Communist countries does not exceed 5
percent of gross income, and income from other countries does not exceed 20 percent
of gross income;

C2.2.4.1.4. If the contractor has ownership in foreign subsidiaries or
affiliates that are located in non-Communist countries;

C2.2.4.1.5. If information disclosed regarding securities held in nominee
shares' and "street names' reveal's no indication of foreign beneficial ownership; or

C2.2.4.1.6. If indebtedness to foreign interests does not exceed 5 percent
of current assets.

C2.2.4.2. If the CSO determines that the firm may be ineligible for aFCL or
that additional action may be necessary to nullify or negate the effects of FOCI, the
firm promptly shall be advised and requested to submit aplan of action to preclude
foreign interests from access to classified information. Assistance shall be provided to
the facility in formulating such aplan in accordance with paragraph C2.2.5., below. In
addition, management shall be advised that failure to submit the requested plan within
the prescribed period of time will result in termination of FCL processing action or
initiation of action to revoke an existing FCL, as applicable.
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C2.2.4.3. Whenever the CSOis unable to resolve the FOCI factors present or
has not been delegated authority to grant or continue aFCL as provided for in
subparagraph C2.2.4.1., above, the facility case file shall be referred to the Director,
DIS, ATTN: Deputy Director (Industrial Security), for determination as to eligibility for
aFCL. Thefacility case file shall be documented to set forth the FOCI factors present,

as well as the facility's proposed plan of action’ to reduce effectively the associated
FOCI risks to an acceptable level. The case file also shall contain the CSO's evaluation
and recommendation and, as appropriate, an opinion of legal counsel. If legal adviceis
required to process the case, the Director of Industrial Security should consult with the
Office of Counsel of the DCASR servicing the area. Cases in which aforeign interest
has acquired amajority of the voting stock of acleared U.S. firm will be reported
immediately to the Director, DIS, ATTN: Deputy Director (Industrial Security),
concurrent with invalidation of the FCL in accordance with subparagraph C2.1.19.14.1.,
above.

C2.2.4.4. Onreceipt of areferral from the CSO, the Director, DISwill cause a
review to be made of the case. If, after such review, it is determined that unacceptable
risk associated with FOCI is present, and that the facility's proposed plan to negate or
eliminate such risk is inadequate, the Director, DIS shall advise the facility, through the
CSO, of the measures required to become eligible for aFCL. The facility shall be
advised that failure to adopt the recommended or other acceptable measures shall
preclude final determination of the facility's eligibility for aFCL and will result in
denial or revocation of the FCL. If, however, the facility's proposed planis viewed as
adequate by the Director, DIS, or the modifications suggested by DIS are subsequently
accepted by the facility, the Director, DIS shall determine the facility to be eligible for
aFCL.

7 A facility's proposed plan of action may consist of one of the methods prescribed by paragraph C2.2.5., below, or
any combination thereof, as appropriate. 1t may also consist of measuresthat provide for the physical or organizational
separation of the facility component performing the classified work, modification or termination of agreements with foreign
interests, diversification or reduction of foreign source income; assignment of specific security duties and responsibilities to
board members; formulation of special executive-level security committeesto consider and oversee classified matters; and
other actionsto negate or reduce FOCI to acceptable levels.
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C2.2.4.5. Inthe event of an adverse determination by the Director, DIS, the
facility shall be advised that the decision may be appealed in writing to the Deputy
Under Secretary of Defense (Policy)(DUSD(P)), ATTN: Director, Security Plans and
Programs, whose decision in such matters shall be final.

C2.2.5. Assistance. Whenever requested by the facility, or on receipt of the
report required by paragraph 6a(4)(f), 1ISM (reference (a)), the CSO, or the Deputy
Director (Industrial Security), HQ DIS, shall provide the facility in writing with the DoD
policy regarding FOCI and will consult with the facility as needed to provide additional
advice and guidance regarding the facility's proposed action plan. Documents relating
to these discussions and reports made pursuant to the foregoing are presumptively
proprietary when appropriately designated by the facility and shall be protected from
unauthorized disclosure and handled on astrict need-to-know basis.  When such reports
are submitted in confidence, they shall be marked "FOR OFFICIAL USE ONLY™"
(FOUO). DaD Directive 5400.7 (reference (1)) contains exemptions that, to the extent
applicable to FOUO records, may be invoked to withhold them from public disclosure.

C2.2.6. Methods to Negate or Reduce Risk in Foreign Ownership Cases. Under
normal circumstances, foreign ownership of aU.S. firm under consideration for aFCL
becomes aconcern to the Department of Defense when the amount of foreign owned
stock is at least sufficient to elect representation to the U.S. firm's board of directors,
or foreign interests are otherwise in aposition to select such representatives (equivalent
equity for unincorporated business enterprises). Foreign ownership that cannot be so
manifested is not, in and of itself, considered significant and, therefore, shall not be

considered as the sole criteriafor processing under this paragraph.®

8 Instances involving less significant foreign stockholdings are analyzed to assess source and to determine possible
significance when considered in conjunction with other aspects of foreign involvement that may be present in aparticular case.
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C2.2.6.1. Board Resolution. When the amount of stock owned by the foreign
interest is sufficient to elect representation to the board or an agreement exists
whereby the foreign interest is permitted representation on the board, the effects of
foreign ownership will ordinarily be mitigated by aresolution of the board of directors
whereby the cleared firm recognizes the elements of FOCI and acknowledges its
continuing obligations under the DD Form 441. The resolution shall identify the
foreign shareholders and their representatives, if any, and note the extent of foreign
ownership, including acertification that the foreign shareholders and their
representatives will not require, will not have, and can be effectively excluded from
access to al classified information in the possession of the cleared facility, and will not
be permitted to occupy positions that may enable them to influence the organization's
policies and practices in the performance of classified contracts. Copies of such
resolutions shall be furnished to all board members and principal management
officials. Inaddition, the substance of the foregoing resolutions shall be brought to the
attention of all cleared personnel by publication in the firm's SPP. Anannud
certification shall be provided to the CSO acknowledging the continued effectiveness of
the resolutions. Compliance with the resolutions shall be verified during periodic
security inspections. There are circumstances when it may become necessary for the
board of directors to adopt further resolutions and take additional administrative actions
inorder to assure the U.S. Government that the existing FCL remains clearly consistent
with the national interest. The following criteriaalso shall be satisfied in order for a
board resolution to be used as the sole method required to negate or effectively reduce
the risk of compromise arising from foreign ownership within the levels prescribed
herein.

C2.2.6.1.1. Identified U.S. interests own amagjority of the stock, aforeign
interest is not the largest single shareholder, and the nature and distribution of the
minority stockholdings and the composition and structure of management do not permit
foreign interests to control or dominate the business management of the U.S. firm.

C2.2.6.1.2. The chairman and chief executive officer of the U.S. firm are
U.S. citizens.

C2.2.6.2. Voting Trust Agreement. A voting trust agreement is an acceptable
method to eliminate risks associated with foreign ownership when aforeign interest
owns amgjority of the voting securities of the U.S. firm or, if less than 51 percent
foreign owned, it can be reasonably determined that the foreign stockholders or their
representatives are in aposition to effectively control or have the dominant influence
over the business management of the U.S. firm. Under this arrangement, the foreign
stockholders shall transfer legal title of foreign-owned stock to the trustees. The
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voting trust arrangement unequivocaly shall provide for the exercise of al prerogatives
of ownership by the trustees with complete freedom to act independently without
consultation with, interference by, or influence from foreign stockholders. Except,
however, the trust agreement may limit the authority of the trustees by requiring that
approva be obtained from the foreign stockholder(s) with respect to:

C2.2.6.2.1. The sale or disposal of the corporation's assets or a
substantial part thereof;

C2.2.6.2.2. Pledges, mortgages, or other encumbrances on the capital
stock that they hold in trust;

C2.2.6.2.3. Corporate mergers, consolidations, or reorganization,
C2.2.6.2.4. The dissolution of the corporation; and

C2.2.6.2.5. Thefiling of abankruptcy petition. The trustees shall assume
full responsibility for the voting stock and for exercising all management prerogatives
relating thereto in such away as to ensure that the foreign stockholders, except for the
approvals just enumerated, shall be insulated from the cleared facility and continue
solely inthe status of beneficiaries. The facility shall be organized, structured, and
financed so as to be capable of operating as aviable business entity independent from
the foreign stockholders. The certification and visitation provisions of paragraphs
C2.2.7. and C2.2.8., below, are required under this arrangement. There shall be three
trustees, and at least one shall be come amember of the board of directors. Inaddition,
trustees shall be:

C2.2.6.2.5.1. responsible U.S. citizens residing within the U.S., who
are capable of assuming full responsibility for voting the stock and exercising the
management prerogatives relating thereto in such away as to ensure that the foreign
stockholders shall be effectively insulated from the cleared facility;

C2.2.6.2.5.2. Completely disinterested individuals with no prior
involvement with either the facility or the corporate body inwhichit is located, or the
foreign interes;, and

C2.2.6.2.5.3. Eligible for andissued aPCL to the level of the FCL.

When avacancy occurs, asuccessor trustee shall be appointed by the remaining
trustees. Before being accepted as trustees by the Director, DIS, the trustees shall be
advised, in writing, by the CSO of the duties and responsibilities they are undertaking on
behalf of the U.S. Government to insulate the cleared facility from the foreign
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interests. Moreover, the trustees shall indicate, in writing, their willingness to accept
this responsibility.

C2.2.6.3. Proxy Agreement. Under this arrangement, the voting rights of
stock owned by foreign interests are conveyed to the proxy holders by means of an
irrevocable proxy agreement. Legal title to the stock remains with the foreign
interests. All other provisions of the voting trust as applies to trustees and the terms
of the agreement shall apply to the proxy holders in the case of aproxy agreement.
Conditions for consideration of use are the same as required for the above.

C2.2.6.4. Reciprocal Clearance. The Department of Defense has entered into
reciprocal industrial security agreements with certain of its allies. These agreements
establish arrangements whereby a contractor facility located in either signatory country,
whichis under the ownership, control, or influence of an entity from the other country
may be declared eligible for access to classified information. This arrangement also
provides for the clearing of foreign nationals who occupy aposition required to be
cleared in connection with the issuance of aFCL. FCL action is based on the receipt of
an assurance from the Government of the country from which the FOCI emanates that
the parent firm has been cleared to the necessary level under that government's security
laws and procedures. Since clearance actions in such cases rely, in part, on the
investigative and clearance procedures of the other signatory government, such
reciprocal agreements are negotiated only with countries who security laws and
procedures are substantialy equivaent to those of the U.S. If afacility isto be
processed for areciprocal FCL, the procedures outlined in paragraph C2.1.18., above,
shall be followed. Areciprocal FCL may be granted upon satisfaction of the following
criteriaand conditions:

C2.2.6.4.1. Thereis areciprocal industrial security agreement with the
foreign government concerned;

C2.2.6.4.2. Aforeign business entity enjoys maority or controlling
ownership of the U.S. firm, or aforeign interest is otherwise in aposition to effectively
control or have the dominant influence over the business management of the U.S. firm;
and

C2.2.6.4.3. Thefacility does not require access to classified information
that is not releasable to the foreign government from which the ownership stems.
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C2.2.6.5. Specia Security Agreement

C2.2.6.5.1. This arrangement may be considered for use when the foreign
interest owns amajority of the voting stock of aU.S. firmor, if less than amajority is
owned, such stockholdings are sufficient to conclude reasonably that the foreign
shareholders or their representatives are in aposition to effectively control or have the
dominant influence over the business management of the U.S. firm, and the foreign
shareholders elect to retain control or dominance of operations and management.

C2.2.6.5.2. Eligibility for processing under this paragraph also requires a
UA and OSD determination that issuance of aFCL will serve the national interest. Such
determinations, along with sufficiently detailed supporting justification, shall be
forwarded to the DUSD(P), ATTN: Director, Security Plans and Programs, for
confirmation in coordination with appropriate OSD staff elements. The authority to
make this determination shall not be delegated below the Assistant Secretary, or
comparable level of the UA concerned, or his or her designee. Following confirmation

of national interest considerations® and coordination with non-DoD components, as
appropriate, DUSD(P) will direct DISto initiate development of aspecial security
agreement and inform DIS regarding any prohibited categories of classified information
(see subparagraph C2.1.18.1.), access to whichis not required by the U.S. firm, and that
will not be authorized for release after issuance of the FCL. Categories of such
information not approved for release, if any, shall be reflected on DIS Form 553, DISFL
381-R, and DISCO Form 560.

C2.2.6.5.3. The special security agreement concept may be considered as
afully acceptable aternative to voting trust or proxy agreement arrangements, provided
the ownership stems from acountry in which the U.S. has entered into aformal
reciprocal security agreement and all personnel required to be cleared in connection
with the FCL are U.S. citizens, except that the facility shall normally be ineligible for a
TOP SECRET FCL. This arrangement may also be considered when the ownership
stems from countries in which the U.S. has not entered into formal reciprocal
arrangements, provided aGSOIA or other similar bilateral security agreement exists
with the country concerned, all personnel required to be cleared in connection with the
FCL are U.S. citizens, and the FCL is limited to the CONFIDENTIAL level.

9 The NSA, asthe Executive Agent for COMSEC, enjoys find approval authority regardingthe release of
COMSEC information to afacility operatingunder specia agreement arrangements.
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C2.2.6.5.4. This agreement ordinarily shall include annua FOCI meetings
with the principals, visitation agreements (appropriately modified), assignment of
specific security duties and responsibilities to board members, formulation of special
executive-level security committees to consider and oversee classified matters, and the
execution of any board resolutions deemed necessary. A facility under FOCI may be
granted a FCL under this arrangement only when the terms and conditions of the special
security agreement, in conjunction with ISM requirements, are determined to reasonably
and effectively preclude the unauthorized disclosure of classified information to foreign
interests. The measures taken to accomplish necessary security safeguards will depend
upon the nature and extent of FOCI in each particular case. Accordingly, each such
special security agreement is considered unique and its contents shall be developed and
tailored on acase-by-case basis, wholly dependent on the facts and circumstances
present in each instance. The special security agreement shall generally prescribe
responsibilities, obligations, limitations, and other security safeguards and mechanisms
concerning personal, physical, and organizationa aspects deemed necessary by the
parties to the agreement. The U.S. firm, the foreign interests, and the Department of
Defense shall be parties to the agreement.

C2.2.6.5.5. The granting of aFCL under this arrangement, or any request
for an exception to the policy prescribed herein, requires the approval of the DUSD(P).

C2.2.7. Viditation Agreements. Inevery case where avoting trust agreement,
proxy agreement, or special security agreement is employed to eliminate risks
associated with foreign ownership, avisitation agreement shall be executed between the
facility, the foreign interest, the CSO, and, as appropriate, trustees, proxy holders, or
other designated individuals, hereinafter referred to collectively as trustees. Visitation
agreements shall identify who may visit, for what purposes, when advance approvd is
necessary, and the approva authority. The trustees shall have approva authority. The
facility shall submit individua requests to the approval authority for each visit. The
visitation agreement shall provide that, as ageneral rule, visits between the foreign
stockholder and the cleared U.S. firm are not authorized; however, as an exception to the
general rule, the trustees, may approve such visits in connection with regular day-to-day
business operations pertaining strictly to purely commercial products or services and
not involving classified contracts.

C2.2.8. Certification and Compliance. At the inception of any method, agreement,
or similar arrangement entered into pursuant to paragraph C2.2.5., above, and at least
once each year thereafter, representatives of the CSO, HQ DIS, the trustees, proxy
holders, facility management, or, as appropriate, other designated individuals, and if
requested, the foreign interests, shall meet to review the purpose of the pertinent
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arrangement and to establish acommon understanding of the operating requirements and
how they will be implemented within the firm. These FOCI reviews will be aimed
expressly at ensuring compliance with all board resolutions, special controls, practices,
and procedures established to insulate the facility from the foreign interest generaly,
and to discuss matters pertaining to the compliance or acts of non-compliance with the
terms of voting trust, proxy, or special security agreements specifically. These reviews
also provide the opportunity for DISto furnish the principals with any necessary
guidance or assistance regarding problems or impediments associated with the practical
application or utility of the approved arrangement, such as foreign disclosure
determination delays and non-acceptance of visit requests. Inaddition, at the end of
each year of operation, the trustees, shall submit to the CSO an annua implementation
and compliance report. Any indication of non-compliance must be explained, in writing,
by the firm for evaluation by the CSO. Failure on the part of the U.S. firm to ensure
compliance with the terms of the applicable arrangement in the best interests of the
U.S. Government, may constitute grounds for termination of the DD Form 441 and
revocation of the FCL.

C2.2.9. Effects of This Section on Prior Facility Security Clearances. U.S. firms
granted FCLs under previous policy will not be affected by this section. Such firms
may, as appropriate, however, request modification of existing arrangementsin
accordance with this section.

C2.3. PERSONNEL SECURITY CLEARANCES AND DENIALS FOR CONTRACTOR
PERSONNEL

C2.3.1. Application. This section establishes policy and procedures for the
granting of PCLs for U.S. contractor personnel, including immigrant aliens; security
assurances for U.S. citizens in countries with which the U.S. has entered formal
reciprocal arrangements and security assurances for citizens of these countries who are
employees of U.S. contractors; and for the granting of access authorizations to NATO
classified information. Inaddition, this section sets forth procedures for the
recommendation for suspension, revocation, or denial of PCLSs.

C2.3.2. Security Clearances for Personnel

C2.3.2.1. General. APCL is anadministrative determination that an individual
is eligible, from asecurity point of view, for access to classified information of the
same or lower category as the level of the PCL being granted. A PCL granted by the
Department of Defense or by acontractor for access to classified information is vaid
for access to classified information of the same or lower category. APCL (or an
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interim PCL) is required for contractor personnel prior to granting them access to
classified information. Personnel shall not be cleared for access to classified
information of ahigher category than the level of security clearance of the facility at
which they are employed except for:

C2.3.2.1.1. Consultants, as provided for in paragraph C2.1.7. of this
Regulation; and

C2.3.2.1.2. Employees of aMFO (including those employed or physically
located at nuclear facilities) who:

C2.3.2.1.2.1. Require access to ahigher category of classified
information in connection with the performance of their duties at another cleared
facility or at aGovernment installation; or

C2.3.2.1.2.2. Aretransferred to an uncleared facility or to afacility
with alover level of clearance within the MPO, provided the contractor desires to retain
the LOC at the higher level so it will be available in the event the individual is
transferred back to afacility a which the clearance will be needed. A clearance granted
under this authority shall not be of ahigher category than the FCL of the HOP or
appropriate PMF of the contractor, and the LOC will be issued or forwarded to the ROF
or PMF.

C2.3.2.2. Interim Clearances. Inanemergency situation, in order to avoid
crucial delays in pre-contract negotiations or contract negotiations, on performance of a
contract or under the conditions described in subparagraphs C2.3.8.8., C2.3.9.5.,
C2.3.9.7.2.,0r C2.1.12.2.4. of this Chapter, aPCL based on |esser investigative
requirements as prescribed by this Regulation may be granted, on atemporary basis,
pending the completion of the full investigative requirements. If, on review of the DD
Form 48 or DD Form 49 it is apparent that the full investigative requirements for the
level of PCL requested cannot be completed to meet prescribed standards, an
Investigation to satisfy lesser interim investigative requirements shall not be initiated
nor shall aninterim PCL be granted. The facility and the contracting officer shall be
notified to this effect. When aclearance based upon the lesser standards is authorized,
this shall be identified as aninterim PCL. Aninterim PCL shall not be granted unless a
request for investigation of atype required to satisfy final clearance requirements has
been initiated. When an interim PCL has been granted and derogatory information is
subsequently devel oped during the course of the investigation, the Director, DISCO, may
withdraw the interim clearance, pending the completion of the investigation. Notice of
this action shall be furnished to the facility. Such withdrawa will not be construed as a
denia or revocation of the clearance and referral of the case to the DISCR, OGC, OSD,

127 CHAPTER 2



DoD 5220.22-R, Dec. 4, 1985

for processing is not required prior to the completion of the investigation; however, the
DISCR, OGC, OSD shall be notified promptly of all such withdrawals of interim
clearances and the basis therefor.

C2.3.2.3. Invaid and Void Clearances. When aclearance is issued as aresult
of administrative error or to anindividua not eligible for clearance, it isinvaid and
void from the date of issue. When it has been determined that an invalid and void
clearance has been issued, the Director, DISCO, shall withdraw such aclearance. The
Director, DISCO, shall apprise the contractor that the withdrawal action is taken without
cause or prejudice against the individual. The contractor shall be requested to return
the LOC. A copy of such official notice to the contractor shall be provided the CSO
and the Deputy Director (Industrial Security), HQ DIS.

C2.3.2.4. Administrative Termination of aClearance on the Basis of
Expressed Conviction. A contractor employee who is being processed for anindustrial
FCL or is currently cleared must have aneed for access to classified information in
order for aclearance to be processed or continued. Employees who have submitted
their DD Forms 48 or 49, but who aver on the form otherwise make it known that they
will not work on aclassified contract or perform in acapacity requiring access to
classified information for any reason, cannot be considered either as bonafide
candidates for clearance or individuals whose continued clearances are in the best
interest of the Government, notwithstanding the formal initiation of clearance requests
or the issuance of aclearances. Such areservation on the part of employees negates
the requirement for their clearances because they will not, in fact, have access to
classified information. Onreceipt of areport by the contractor, DISCO will correspond
with the employees to obtain verification of such objections and elicit inwriting from
the employees their individua positions relative to the following questions.

C2.3.2.4.1. Will these applicants perform duties on aclassified defense
contract if so assigned by their employer, even though the contract will directly further
the military capability of the U.S.?

C2.3.2.4.2. Will such applicants follow all security directives and
instructions, and otherwise fulfill all of their personal responsibilities concerning the
safeguarding of classified information?

C2.3.2.4.3. Will such applicants report to the contractor or to
Government security representatives any effort by an unauthorized person or persons to
elicit any classified information from them?
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Should DISCO be unable to elicit asatisfactory response from the employees through
correspondence, DISCO shall request interviews of the employees in order to resolve
the matter. When verified, the clearance requests or existing clearances will be
administratively terminated by the Director or Deputy Director, DISCO, without
prejudice to the individuals concerned, and the contractor and the employees will be
advised of the termination.

C2.3.3. Defense Industrial Security Clearance Office (DISCO)

C2.3.3.1. TheDISCOisresponsible for initiating investigation, issuing
clearances, maintaining clearance records, and preparing recommendations to the
DISCR, OGC, OSD for suspension, revocation, or denial of clearance, when applicable,
with respect to PCLs for all contractor personnel falling within the scope of this
Regulation.

C2.3.3.2. The DISCO will receive requests for PCLs from all cleared
contractor facilities. Each request will be reviewed for necessity, completeness, and
accuracy. The DISCO will, following acceptance of the request, initiate arequest for a
personnel security investigation.

C2.3.3.3. All actions having abearing on contractor PCLs will be recorded in
the PSCF.

C2.3.3.4. Existing LOCs are valid during the periods specified in subparagraph
C2.3.8.2., or until suspended, revoked (see paragraph C2.3.20.), or administratively
terminated, without prejudice to the individua (see paragraph C2.3.10. and subparagraph
C2.4.2.9.). Adverse information concerning the subject of the LOC shall be reported
promptly to DISCO.

C2.3.3.5. Except as outlined below, LOCs shall be issued to the facility at
which individuals are employed or physically located. The exceptions, applicable only
in the case of aMFO, are as follows:

C2.3.3.5.1. Thisincludes situations as described in paragraph 20d, |SM
(reference (a)), where the employees, in connection with the performance of their
duties at other cleared facilities or aGovernment installation:

C2.3.3.5.1.1. Requires access to ahigher category of classified
information than the FCL of the facility at which they are employed or physically
located; or
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C2.3.3.5.1.2. When they are employed or physically located at an
uncleared facility. Insuch cases, the LOCs are issued to the HOF or appropriate PMF
of the MFO, and they may not be for access to ahigher category of classified
information than the level of the FCL of the HOF or PMF.

C2.3.3.5.2. When contractors elect to have LOCs for al employees
issued to the HOF or PMF at which the individuals are employed or physically located,
contractors shall include in their SPP this procedure and forward the SPP to the CSO.
Onreceipt of the SPP, the CSO shall review the SPP, coordinate with DISCO, and notify
the contractors of the adequacy of the SPP. The CSO may, at its option, visit the
uncleared location to evaluate the effectiveness of personnel security administration as
it relates to briefings, foreign travel, termination statements, notifications, and so on.
The SPP shall identify:

C2.3.3.5.2.1. Eachfacility of the MFO; or

C2.3.3.5.2.2. Eachfacility of the MFO that is located within the
geographical or functional areafor which the PMF is administratively responsible.

C2.3.3.5.3. Thisalso includes situations as described in paragraph 20J,
ISM (reference (a)), when individuals are required to be cleared in connection with the
HOF security clearance and their primary place of work is at another facility of the
MFO. Inthis case, LOCs are issued to both the HOF and the facility where the
individuals are primarily employed. An appropriate notation shall be included on the
DISCO Form 560.

C2.3.4. Special Status of Certain American Indians Bornin Canada American
resident members of the Six-Nation Confederacy or the Sovereign Nation of Iroquois
Indians (Seneca, Cayuga, Onondaga, Oneida, Tuscarora, and Mohawk tribes) bornin
Canadawho possess at least 50 percent tribal blood are eligible for clearance for
access to classified information in the same manner as any other immegrant alien
without, however, being required to possess animmigrant visafor permanent residence.
The Immigration and Naturalization Service, Department of Justice, and the Bureau of
Indian Affairs, Department of the Interior, shall be checked, in addition to the
Investigation prescribed by paragraph C2.3.21. of this section, for registration as aliens
and to determine under the provisions of the Immigration and Nationality Act of 1952
(reference (kk)) whether the individual has 50 percent tribal (Indian) blood.

C2.3.5. Transfer of Personnel Between Facilities of aMultiple Facility
Organization (MFO). The following procedure shall apply when an employee, who has
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been granted a PCL by the Department of Defense, is transferred within aMFO, and the
contractor requires the employee to have access to classified information in the
performance of his or her new duties:

C2.3.5.1. The DISCO, having been notified by the contractor of the
employee's transfer, shall annotate the DISCO Form 560 to show the employee's new
place of employment.

C2.3.5.2. Theindividua concerned shall not be requested to submit DD Form
48, DD Form 49, or (FD Form 258) "Applicant Fingerprint Card," unless ahigher level
of clearance is required at the gaining facility or there is information that indicates that
the granting of aclearance might not be clearly consistent with the national interest.

C2.3.5.3. APCL transferred under the provisions of this paragraph may be of a
higher security level than the FCL of the gaining, facility (see subparagraph C2.3.2.1.).

C2.3.6. Processing of aHostage Case

C2.3.6.1. Ahostage case is defined as one falling within the range of
paragraph 5.11. of DoD Directive 5220.6 (reference (I1)). The situation described in
paragraph 5.11. comes about when, with respect to the relatives of the applicant or of
the spouse, there are: "any facts or circumstances that furnish reason to believe that the
applicant may be subjected to coercion, influence or pressure that may be likely to
cause action contrary to the national interest. Such facts or circumstances may include
the presence of aclose relative, friend, or associate in anation whose interests may be
inimical to the interests of the U.S,, or in satellites or occupied areas of such anation.
Close relatives include parents, brothers, sisters, offspring and spouse.”

C2.3.6.2. Thefollowing procedures shall apply when acontractor, under the
provisions of paragraph 24b(5), ISM (reference (a)), submits ahostage case to DISCO
for further evaluation and determination of continued eligibility for access to
CONFIDENTIAL information. The DISCO shall request that:

C2.3.6.2.1. ANAC be conducted:;

C2.3.6.2.2. The scope of the investigation be expanded, as appropriate, to
resolve the allegation that the individua might act contrary to the national interest
because of coercion or pressure due to former residence in, or having relatives in
Communist countries; and
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C2.3.6.1.2.3. Apersona interview by the investigative activity be held
with the individua to determine the extent of the hostage situation, to provide guidance,
and to encourage reporting of any attempted coercion.

C2.3.6.3. Inall other hostage cases, DISCO shall request the:
C2.3.6.3.1. Investigation prescribed in paragraph C2.3.9.; and

C2.3.6.3.2. Additiona actions prescribed in subparagraphs C2.3.6.1.2.2.
and C2.3.6.1.2.3,, above.

C2.3.6.4. Oncompletion of the action prescribed in subparagraphs C2.3.6.2.
or C2.3.6.3., above, DISCO shall, if clearly consistent with the national interest, issue to
the contractor aDISCO Form 560 for the individua concerned. If such determination
cannot be made in the case, the procedures outlined in paragraph C2.3.23. of this
Regulation shall apply.

C2.3.7. Processing of aRepresentative of aForeign Interest Case

C2.3.7.1. Specia requirements are established in paragraph 20k, ISV
(reference (a)), for submission of arequest for clearance on aRFl including those
individuals who are presently cleared or those individuals who become RFIs while in the
process of being cleared. RFlIs are not eligible for PCLs if one of the following
conditions exists:

C2.3.7.1.1. Theforeigninterest involves aCommunist country or a
citizen, firm, or other entity of aCommunist country.

C2.3.7.1.2. Theindividuals work as representatives of aforeign interest
could create apotential conflict of interest situation vis-a-vis their work for the
contractor if PCLs were to be issued for them. (A potentia conflict of interest
situation is considered to exist when anindividual's technical or scientific endeavors on
behalf of aforeign interest are similar to his or her technical or scientific endeavors on
behalf of the U.S. contractor; for example, the individua is performing services as a
consultant to aforeign government and to aU.S. contractor involving the same general
scientific or technical discipline.)

C2.3.7.1.3. Theindividuals are not U.S. citizens or U.S. nationals. This
general exclusion is not applicable to citizens who are of countries with which the U.S.
has entered into formal reciprocal arrangements and who are eligible for or have been
previously granted reciprocal clearances in accordance with the provisions of paragraph
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31, ISM (reference (a)). Where it is determined that any of the foregoing conditions
exist, the case shall be referred to the Director DIS, ATTN: Deputy Director (Industria
Security). If the Director, DIS concurs in the DISCO determination that any of the
foregoing conditions exist, DISCO will be advised to notify the contractor that pursuant
to paragraph 20k, ISM (reference (a)), the individua is not eligible for aPCL, and any
previously issued PCL shall be administratively withdrawn.

C2.3.7.2. Incases where aRFl is eligible to be processed for or continues to
possess aPCL, DISCO shall review the clearance application with particular attention to
the statement of full disclosure submitted pursuant to paragraph 20k, ISM (reference
(a)), to determine the security significance of the foreign affiliation. 1f DISCO
determines the circumstances of the foreign affiliation or other considerations in the
case raise aquestion that the individual may be subject to coercion, pressure, or
otherwise influenced or placed in aposition that could jeopardize the security of
classified information or be otherwise contrary to the national interest, DISCO shall
initiate an investigation to obtain all the facts of the matter. This shall include
investigation to verify the information furnished by the applicant in accordance with
paragraph 20k, ISM (reference (a)), which describes the foreign affiliation. It should be
determined whether or not the foreign entity is under Communist ownership, control, or
influence. Inaddition, the nature of the business or activity of the foreign entity should
be determined. For example, the report should indicate and fully describe the nature of
the business and products of the foreign entity, in order that adetermination can be
made as to whether the circumstances of the foreign affiliation furnish reason to
believe that the individua may be subject to coercion, pressure, or otherwise influenced
to act contrary to the national interest. Normally, the necessary information with
respect to the foregoing can be obtained from the U.S. Commercial Attache in the
country concerned. On completion of the investigation, DISCO shall evauate the case.
It is then determined that any of the conditions described in subparagraph C2.3.7.1.,
above, are present, the case shall be referred to the Director DIS, ATTN: Deputy
Director (Industrial Security). Onthe other hand, if the conditions described in
subparagraph C2.3.7.1., above, are not present, but in light of the individua's status as a
representative of aforeign interest and all of the other information available, the
Director, DIS, determines that access would not be clearly consistent with the national
interest, the case shall be referred to DISCR, OGC, OSD, in accordance with paragraph
C2.3.23.

C2.3.7.3. Inthose cases involving atransfer, conversion, or concurrent
clearance, DISCO shall review the clearance application with particular attention to the
statement submitted in connection with the request pursuant to paragraph 20k, ISV
(reference (a)). If, onthe basis of this review, DISCO determines that an investigation
is warranted because of the circumstances in the case, an investigation, to include a
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NAC and the coverage described in paragraph C2.3.7.2., above, shall be initiated. In
such cases, if otherwise appropriate, the LOC shall be issued. The investigation, as
prescribed above, shall be initiated as apost-transfer action. On completion of the
investigation, the case shall be evaluated to determine if revocation action is required.
When appropriate, such action will be taken in accordance with paragraph C2.3.23. of
this Regulation. If the investigation indicates the case falls into one of the categories
described in subparagraphs C2.3.7.1.1., C2.3.7.1.2., or C2.3.7.1.3., above, the case shall
be referred to the Director, DIS, ATTN: Deputy Director (Industrial Security).

C2.3.8. Responsihility for Effecting Contractor Personnel Security Clearances

C2.3.8.1. The DISCO shall be responsible for the clearance of such
contractor employees as may be required for the performance of any classified contact,
except as provided for by paragraph C1.3.7., or those CONFIDENTIAL clearances that
shall be accomplished by the contractor. The DISCO shall complete all actions
necessary for the granting of aPCL and will determine whether to grant the clearance
or refer the case to the DISCR, OGC, OSD, in accordance with paragraph C2.3.23.
Subject to the provisions of paragraph C2.3.23., any prior industrial PCL actions that
may have been accomplished by any Military Department, provided these actions meet
the investigative basis prescribed in this Regulation, shall not be duplicated, but shall be
accepted by DISCO.

C2.3.8.2. LOCs previoudly issued to afacility remain vaid as long as an
individual is continuously employed by that facility and during any period of
reemployment with any facility of the same organization that commences within 12
months after the cessation of prior employment, unless otherwise revoked or
administratively withdrawn. In addition, when an employee is granted aleave of absence,
it shall not be considered as an interruption or discontinuance of employment so long
as it does not exceed 12 months.

C2.3.8.3. Whenever anindividual has been authorized access to classified
information within afacility and is subsequently employed by another facility and the
procedures established by paragraphs 26e or g, ISM (reference (a)), are followed,
DISCO shall issue aLOC based on the previous investigation, provided the following
conditions are met:

C2.3.8.3.1. Theindividud is still employed by another contractor or
there has been alapse of not more than 12 months between termination of employment
and submission of the request for clearance.
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C2.3.8.3.2. Theinvestigative basis upon which the LOC was issued
satisfies the requirements of paragraph C2.3.9.

C2.3.8.3.3. The new LOC issued for the individua shall not authorize
access to information of ahigher classification than that of the facility employing him
or her, except as provided for in subparagraph C2.3.2.1.

C2.3.8.3.4. Whenindividuals have terminated their employment with the
facility where they have been granted PCLs or when individuals also continue to be
employed by their other employers in acapacity requiring access to classified
information, DISCO shall ascertain from the PSCF that there exists no information that
would reflect on the advisability of granting clearances in accordance with this
paragraph. This includes an evaluation of information reported under the provisions of
paragraph 6a(l) or 6b(l), ISM (reference (a)). However, unless such informationis
serious enough to support interim suspension actions pursuant to paragraph C2.3.23,
the clearances shall be transferred without delay. When there is adverse information
that does not warrant an interim action, but does require action in accordance with
subparagraph C2.3.23.2., DISCO shall initiate the appropriate action concurrent with the
transfer of the clearance.

C2.3.8.3.5. The DD Form 48-3, "Department of Defense Personnel
Security Questionnaire (Updating),” is submitted by the contractor. The individua
concerned shall not be required to submit afully executed DD Form 48, DD Form 49,
or FD Form 258 to accomplish the above action unless the basis of the previous
clearance does not satisfy the investigative requirements of paragraph C2.3.9., ISR, or
there is information that indicates that the granting of aclearance might not be clearly
consistent with the national interest.

C2.3.8.3.6. Anexception to the requirement for submission of aDD
Form 48-3 to obtain aconcurrent clearance can be made when an OODEP of aparent
company becomes concurrently an OODEP of asubsidiary, or when an OODEP of a
subsidiary becomes concurrently an OODEP of the parent company. He or she can be
issued aconcurrent clearance without submission of aDD Form 48-3 provided the new
clearance being requested is not of ahigher level than the current clearance. Inthese
cases, the contractor will follow the procedures set forth in paragraph 269, ISM
(reference (a)). Any action by the Government to suspend or revoke aconcurrent
clearance shall be equally applicable to all such clearances issued for the consultant or
OODEP and the employers concerned will be so notified.
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C2.3.8.3.7. When acleared employee of acollocated cleared facility as
described in paragraph 72c, 1ISM (reference (a)), is transferred to another collocated
facility, DISCO, on receipt of the DISCO Form 562, will issue a DISCO Form 560 to
the gaining facility provided there is no break in employment of more than 3-working

days.

C2.3.8.4. When acontractor employee terminates employment prior to the
completion of aninvestigation, such investigation may be terminated if this actionis
advantageous to the Government. Should the investigation be completed only because it
Is considered more economical to do so, the results of the investigation will be
recorded in the PSCF. If the case has been referred to the DISCR, OGC, OSD, they
shall be notified immediately of the termination of the employee's employment.

C2.3.8.5. If DISCO or the investigative agency determines that the full
Investigation cannot be completed to meet the standards prescribed for the level of
clearance being granted, the investigation shall be stopped at that point. The DISCO
shall be notified promptly and shall, in turn, notify the facility.

C2.3.8.6. Inall cases other than those described in subparagraphs C2.3.8.4.
and C2.3.8.5., above, aPCL action shall continue until the applicant's eligibility for a
PCL has been determined by appropriate authority, unless it is established that the
clearance is no longer required or the applicant has not requested the continued
processing of his or her case under the provisions of paragraph 4.5. of DoD Directive
5220.6 (reference (Il)).

C2.3.8.7. Onreceipt of anapplication for aninterim CONFIDENTIAL
clearance submitted by the contractor in accordance with paragraph 26d, 1ISM (reference
(@), DISCO may issue aninterim CONFIDENTIAL clearance as prescribed in
subparagraph C2.3.9.7.1. Prior to issuing aclearance DISCO shall ascertain from the
DCII and the PSCF that no derogatory information exists that could preclude granting an
interim CONFIDENTIAL clearance.

C2.3.8.8. Immigrant aliens who are not RFIs who reside permanently in the
U.S,, intend to become U.S. citizens as soon as becoming eligible to do so, and have
been determined qualified pursuant to paragraph C2.3.30., may be processed for PCLs in
accordance with requirements established by paragraph C2.3.9. The investigation shall
be expanded to include an interview with applicants to obtain statements of full
disclosure with respect to their national alegiance, determine their reasons for being in
the U.S,, their intent to reside permanently inthe U.S,, and an expression of their
general attitude toward the U.S. vis-a-vis the country to which they owe national
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alegiance. Animmigrant alien contractor employee who does not reside or does not
intend to reside permanently in the U.S. and obtain U.S. citizenship is not abonafide
candidate for issuance or continuance of aPCL. The processing of aPCL or any
existing PCL for such animmigrant alien shall be administratively terminated by DISCO
without prejudice to the individua concerned. DISCO will notify the contractor and the
employee of the administrative termination. Residence or assignment of cleared
immigrant aliens outside the U.S., Puerto Rico, Guam, or the Virgin ISlands, negates the
basis on which the LOC was issued, and the LOC will be administratively terminated
without prejudice by DISCO on receipt of contractor notification as outlined in
paragraph 6b(6), ISM (reference (a)). Suchindividuas, on visits of 90 consecutive days
or less within a12-month period to foreign areas, are not considered to be assigned or
be in residence outside the U.S. Visits in excess of 90-consecutive days duration shall
invalidate any existing clearance.

C2.3.9. Requirements for Security Clearances for Contractor Personnel. The
actions requiring accomplishment with favorable results prior to granting LOCs to
facilities are prescribed below for the various levels of PCLs. Except for those foreign
nationals eligible to be processed for aclearance under paragraph C2.3.26., foreign
nationals, as defined herein, are not eligible for PCLs under the provisions of this
Regulation. To be processed as an applicant and to be eligible for clearance, an
immigrant alien must evidence an "Alien Registration Receipt Card" (Form No. 1-151 or
[-551) and be aresident of and intend to reside permanently in the U.S., Puerto Rico,

|Guam, or the Virgin Islands of the United States.

C2.3.9.1. LOCswill be issued to facilities, provided the minimum
Investigative requirements for each category of information as set forth below are met,
and provided information is developed that is sufficient for determination that the
individua is eligible to be an applicant and to justify adetermination that the clearance
of the applicant is clearly consistent with the national interest.

C2.3.9.2. TOP SECRET Personnel Security Clearance

C2.3.9.2.1. For U.S. citizens, aBl is required.
C2.3.9.2.2. Immigrant aliens may not be authorized.

C2.3.9.3. Interim TOP SECRET Personnel Security Clearance

C2.3.9.3.1. For U.S. citizens, aninterim TOP SECRET PCL may be
granted only in those special cases whenit is necessary to clear the personnel to
prevent crucial delay in precontract negotiations or the award or performance of a
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contract. Special authorization as to the need for granting an interim TOP SECRET PCL
shall, in each case, be obtained from the Head of the UA or his or her designated

representative.’’ Prior to granting an interim TOP SECRET PCL, aNAC with favorable
results shall be completed by the investigative agency pending the completion of the
required Bl.

C2.3.9.3.2. Immigrant aliens may not be authorized.

C2.3.9.4. SECRET Personnel Security Clearance

C2.3.9.4.1. For U.S. citizens, aNAC s required or, in the case of former
military personnel eligible under subparagraph C2.3.10.1., an Entrance NAC is required.

C2.3.9.4.2. For immigrant aliens, aBl is required. When animmigrant
alienis admitted to the U.S. for apermanent residence, there is established a
presumption that there has been achange of national allegiance from the native country
to that of the U.S. When animmigrant alien becomes eligible for citizenship but elects
not to become acitizen, the presumption of primary national allegiance to the U.S.is
placed in doubt. As part of each personnel security investigation for access to
classified information the immigrant alien applicant shall be interviewed by the DISto
determine if the applicant owes primary national alegiance to the U.S. Effective 1
year from the date of this issuance, DISCO shall identify those cleared contractor
immigrant alien employees who have been eligible for U.S. citizenship for at least 12
months. DISCO shall then request aDISinterview of the individual to determine if the
individual owes primary national allegiance to the U.S. Onreceipt of the DISreport,
DISCO shall administratively review the case to determine if it is clearly consistent with
the national security to continue the clearance.

C2.3.9.5. Interim SECRET Personnel Security Clearance

10 Each UA shall keep DISCO currently advised of the officials who have been designated by the Head of the
UA for this purpose.
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C2.3.9.5.1. For U.S. citizens, the contracting officer of the UA may
request DISCO to grant interim SECRET PCLs when it has been determined that
performance of the full investigative requirements prior to granting access to SECRET
information to anindividua will result in crucial delay in precontract negotiations or
the award or performance of acontract. Satisfactory review of the DD Form 48 and the
files of the DCII pending completion of the NAC is authorized as abasis for aninterim
SECRET PCL. As an exception to the foregoing procedures, the CSO is authorized to
approve the grant, by DISCO, of aninterim SECRET PCL for alarm service personnel
(when the service relates to the supplemental control requirements of paragraph 14,
ISM, reference (a)) and personnel who require aclearance in accordance with paragraph
20e, ISM (reference (a)), when an emergency situation exists, which would render the
facility incapable of adequately safeguarding classified material in its possession, and no
contracting officer is available to approve the interim clearance request within the time
required to negate the threat.

C2.3.9.5.2. For U.S. citizens with prior industrial PCLs, aninterim
SECRET PCL may be granted to aU.S. citizen employee who previously has been issued
aLOC for afinal SECRET or TOP SECRET clearance when there has been alapse in
employment for more than 12 but within 25 months since termination of the
employment for which the LOC was issued, provided the employee has been
subsequently employed in aposition requiring access to SECRET information. Prior to
granting an interim SECRET PCL, DISCO shall:

C2.3.9.5.2.1. Obtainthe contractor's certificate indicating the date
the previous SECRET or TOP SECRET clearance was issued and by whom it was issued;

C2.3.9.5.2.2. Conduct asatisfactory review of the DD Form 48 and
the files of the DCII; and

C2.3.9.5.2.3. Initiate arequest for acurrent NAC. Special
authorization as to the need for granting an interim SECRET PCL from the contracting
UAis not required.

C2.3.9.5.3. Immigrant aliens may not be authorized.

C2.3.9.6. CONFIDENTIAL Personnel Security Clearances

C2.3.9.6.1. For U.S. citizens (personnel prescribed in paragraph C2.1.14.
for FCLs and personnel required to be cleared by the Government under paragraph 24a,
ISM (reference (a)), aNAC s required.
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C2.3.9.6.2. For U.S. citizens (contractor employees other than those
listed in subparagraph C2.3.9.6.1., above), the contractor will clear such personnel in
accordance with the provisions of paragraph 24b, 1ISM (reference (a)). Such clearances
may be revoked by DISCO in the event the contractor made an administrative error in
granting the clearance or there is abar to such aclearance, unknown to the contractor,
which would have precluded its grant.

C2.3.9.6.3. For immigrant aliens, aBl is required (see subparagraph
C2.3.9.4.1., above, and paragraph C2.3.30. for additional requirements).

C2.3.9.7. Interim CONFIDENTIAL Personnel Security Clearances

C2.3.9.7.1. U.S. citizens (personnel prescribed in paragraph C2.1.14. for
FCLs, personnel who will require access to NATO CONFIDENTIAL information, and
personnel required to be cleared by the Government under paragraph 24a, ISM,
reference (a)) -- the contracting officer of the UA may request DISCO to grant interim
CONFIDENTIAL PCLs whenit has been determined that performance of the full
Investigative requirements prior to granting access to CONFIDENTIAL information to
anindividua will result in crucial delays in precontract negotiations or the award or
performance on acontract. Areview of the DD Form 48 and acheck of the files of the
DCII pending completion of the NAC is authorized as abasis for aninterim
CONFIDENTIAL PCL.

C2.3.9.7.2. U.S. citizens with prior industrial PCLs -- aninterim
CONFIDENTIAL PCL may be granted to aU.S. citizen employee who previously had
beenissued aLOC for afina CONFIDENTIAL, SECRET, or TOP SECRET clearance,
when there has been alapse in employment for more than 12 months but within 25
months since termination of the employment for which the LOC was issued, provided
the employee has been subsequently employed in aposition requiring access to
CONFIDENTIAL information. Before granting aninterim CONFIDENTIAL PCL,
DISCO shall:

C2.3.9.7.2.1. Obtainthe contractor's certificate indicating the date
the previous CONFIDENTIAL, SECRET, or TOP SECRET clearance was issued and by
whom it was issued;

C2.3.9.7.2.2. Conduct asatisfactory review of the DD Form 48 and a
check of the files of the DCII; and
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C2.3.9.7.2.3. Initiate arequest for acurrent NAC. Special
authorization as to the need for granting an interim CONFIDENTIAL PCL from the UA
is not required.

C2.3.9.7.3. U.S. citizens (contractor employees other than those listed in
subparagraphs C2.3.9.7.1. and C2.3.9.7.2., above) may not be authorized.

C2.3.9.7.4. Immigrant aliens may not be authorized.

C2.3.9.8. Prior Investigations Conducted by DoD |nvestigative Organizations.
In most instances reinvestigation is not required if anindividual:

C2.3.9.8.1. Has had no break in employment or clearance with acleared
facility that is greater than 12 months:

C2.3.9.8.2. Has had aprevious personnel security investigation conducted
by an authorized DoD investigative organization that essentially is equivalent in scope to
aninvestigation required by this Regulation; and

C2.3.9.8.3. Has not had any substantive adverse information from any
source identified to DISCO. Thereis no time limitation as to the acceptability of such
prior investigation, subject to the provisions of paragraph C2.1.14. or other similar
special programs having specified investigative requirements. Ininstances when the
individual has had abreak in employment or clearance in excess of 12 months, or there
IS no previous investigation, an appropriate investigation must be requested. If thereis
an appropriate prior investigation, but adverse information becomes known, an
investigation shall be requested to substantiate or disprove the adverse information.

C2.3.10. Conversion of Clearances for Civilian and Military Personnel of the
Department of Defense and Certain Other Governmental Agencies

| C2.3.10.1. User Agency and Other Executive Branch Clearances

C2.3.10.1.1. PCLsissued by aUAto civilian or military personnel who
are U.S. citizens may be converted to industrial PCLs as follows:

C2.3.10.1.1.1. Top-leve civilian or military personnel -- 18 months
from the time of separation from active Federal service;
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C2.3.10.1.1.2. Retired civilian and military personnel of any grade
with 19 years or more of Federa service -- 18 months from the date of retirement
from active Federal service;

C2.3.10.1.1.3. For other civilian or military personnel separated or
retired from active Federal service -- 12 months from the time of separation or
retirement from active Federal service; and

C2.3.10.1.1.4. National Guard and Reserve military personnel who
actively participate in the Ready Reserve Program are processed for security clearances
by the Military Departments in accordance with the procedures for active duty military
personnel as referenced in DoD 5200.2-R (reference (rr)). Such security clearances
are vaidfor conversionto industrial PCLs. Clearances granted to such personnel who
have transferred to the standby or retired Reserve also may be converted to industrial
PCLs within 12 months of aperson’s being placed in the standby or retired Reserve.

C2.3.10.1.2. Top-leve civilian personnel are defined as presidential
appointees, civil service appointees of the super grades (GS-16 and above), and
members of industry advisory committees who have been duly appointed by the Head of
the UA. Top-level military personnel are those of the general and flag officer ranks.

C2.3.10.1.3. Onreceipt of acontractor's request for aPCL of astated
level for present or former civilian employees of government, or military personnel on
active service or in the Ready Reserve Program (National Guard and Reserve), DISCO
shall check with the following, as appropriate, for information as to the present or
former security clearance of the individual andits investigative basis. The DISCO shall
request to be advised of any information that indicates that continuance of the clearance
for access to classified information may not be clearly consistent with the national
interest. (A military TOP SECRET clearance based on aNAC plus 15 continuous years
of Military Service or combined military and Government service is avalid basis for
converting such clearance. However, military TOP SECRET clearances issued prior to
February 15, 1962, may be converted to industrial security clearances when based upon a
NAC and 10 continuous years of service. Insuch cases, aBl is not required for
conversion purposes. However, upon conversion of the clearance action, DISCO shall
Initiate immediate action to satisfy the current investigative requirements of DoD
5200.2-R (reference (rr)).

C2.3.10.1.3.1. For former top-level civilian employees of the
Federal Government and military personnel, check with PSCF.
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C2.3.10.1.3.2. For former civilian employees of the Office of the
Secretary of Defense, the Director for Personnel and Security, Washington
Headquarters Services, the Pentagon, Washington, DC 20301.

C2.3.10.1.3.3. For current and former civilian employees or military
personnel of the Departments of the Army and Air Force, including the Army National
Guard and Air National Guard, USA Reserve and USAF Reserve, and also for personnel
in standby or retired Reserve, the Defense Investigative Service (DCII), Personnel
Investigations Center, P.O. Box 1211, Baltimore, MD 21203. Personnel security
clearances granted by the Departments of the Army and the Air Force are centrally
recorded in the DCII.

C2.3.10.1.3.4. For current and former military personnel of the
Navy, including the USN Reserve, and also for personnel in the standby or retired
Reserve, the Commander, Nava Military Personnel Command (Code NMPC
(81)/Pers-81), Washington, DC 20370.

C2.3.10.1.3.5. For current and former military personnel of the U.S,
Marine Corps, including the USMC Reserve, and also for personnel in the standby or
retired Reserve, the Commandant, Headquarters, U.S. Marine Corps, (Code MMRB-20),
Washington, DC 20380.

C2.3.10.1.3.6. For former civilian employees of the Navy and the
Marine Corps, the Security Officer of the activity where the individua had been last
employed.

C2.3.10.1.3.7. For former civilian employees of the National
Aeronautics and Space Administration (NASA), the Director, NASA Security Office,
ATTN: NIS, National Aeronautics and Space Administration, Washington, DC 20546.
(DISCO will identify the Field Center involved.)

C2.3.10.1.3.8. For former civilian employees of the General
Services Administration (GSA), the Director, Office of Internal Security, GSA,
Washington, DC 20405.

C2.3.10.1.3.9. For former civilian employees of Department of

State (DOS), the Chief, Division of Domestic Operations, Office of Security,
Department of State, Washington, DC 20520.
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C2.3.10.1.3.10. For former civilian employees of Department of
Commerce (DOC), the Director, Office of Security, Department of Commerce,
Washington, DC 20230.

C2.3.10.1.3.11. For former civilian employees of the Small
Business Administration (SBA), the Security Officer, Office of the Inspector General,
Small Business Administration, Washington, DC 20416.

C2.3.10.1.3.12. For former civilian employees of the National
Science Foundation (NSF), the Security Officer, office of Personnel, National Science
Foundation, Washington, DC 20550.

C2.3.10.1.3.13. For former civilian employees of the Department of
Treasury, The Assistant Director of Personnel (Personnel Security), Treasury
Department, Washington, DC 20020.

C2.3.10.1.3.14. For former military personnel of the U.S. Coast
Guard, the Chief, Intelligence and Security Division, Office of Operations, U.S. Coast
Guard, Washington, DC 20593.

C2.3.10.1.3.15. For former civilian employees of the U.S. Coast
Guard, the Chief, Personnel Security Branch, Personnel Service Division, U.S. Coast
Guard, Washington, DC 20593.

C2.3.10.1.3.16. For former civilian employees of the Department of
Transportation (DOT), the Director, Office of Security, Department of Transportation,
Washington, DC 20590.

C2.3.10.1.3.17. For former civilian employees of the Department of
Agriculture (DOA), the Chief, Security, Employee Management and Training Staff,
Office of Personnel, Department of Agriculture, Administration Building, Washington,
DC 20250.

C2.3.10.1.3.18. For former civilian employees of the Federal
Emergency Management Agency (FEMA), the Director, Office of Security, FEMA,
Washington, DC 20472.

C2.3.10.1.3.19. For former civilian employees of the Department of
the Interior (DOI), the Chief, Enforcement and Security Management Division, Office
of Administrative Services, Department of the Interior, Washington, DC 20240.
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C2.3.10.1.3.20. For former civilian employees of the Department of
Labor (DOL), the Director, Personnel Management, Office of the Assistant Secretary
for Administration and Management, Department of Labor, Washington, DC 20210.

C2.3.10.1.3.22. For former civilian employees of the Federal
Reserve System (FRS), the Chief of Security, Division of Support Services, Board of
Governors, Federal Reserve System, Washington, DC 20551.

C2.3.10.1.3.23. For former civilian employees of the Department of
Justice (DQOJ), the Director, Security Staff, Department of Justice, Washington, DC
20530.

C2.3.10.1.3.24. For former civilian employees of the U.S. Arms
Control and Disarmament Agency, the Security Officer, U.S. Arms Control and
Disarmament Agency, Washington, DC 20451.

C2.3.10.1.3.25. For former civilian employees of the White House
Office staff and those persons cleared by the White House, the White House, ATTN:
Security Office, Washington, DC 20500.

C2.3.10.1.3.26. For former civilian employees of the U.S. General
Accounting Office (GAO), the Director, Office of Security and Safety, GAO,
Washington, DC 20548.

C2.3.10.1.3.27. For former employees of the United States
Information Agency (USIA), the Director, Office of Security, USIA, Washington, DC
20547.

C2.3.10.1.4. Following the verification of previous PCL, aLOC for the
appropriate level shall be issued by DISCO to the facility, provided the:

C2.3.10.1.4.1. Invedtigative basis meets the current requirements of
DoD 5200.2-R (reference (rr)), and

C2.3.10.1.4.2. Former clearing authority reports there is no
information indicating that continuance of the clearance is not clearly consistent with
the national interest.

C2.3.10.1.5. Applications for conversion of clearance are made by
submission of DD Form 48-3. Inaddition, except in the case of individuals currently
employed by the Federal Government or on active military duty, the application shall
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include an exact reproduction of Standard Form 50, "Notification of Personnel Action,"
in the case of former civilian employees of the Government, or DD Form 214,
"Certificate of Release or Discharge from Active Duty,"in the case of former military
personnel. However, the individua being considered for aPCL shall be required to
accomplish all forms required by this Regulation for anindividua with no previous
clearance when:

C2.3.10.1.5.1. The basis of the investigation does not meet the
current requirements of DoD 5200.2-R (reference (rr));

C2.3.10.1.5.2. The clearance requirement is for ahigher level thanis
reflected in the clearance records,

C2.3.10.1.5.3. There has been agreater lapse of time than that set
forth in subparagraph C2.3.10.1., above;

C2.3.10.1.5.4. thereis information that indicates that granting of a
clearance may not be clearly consistent with the national interest; or

C2.3.10.1.5.5. The DISCOis unable to verify the prior clearance,
determine the investigative basis thereof, or obtain an answer to the question as to
whether continuation of the clearance may be clearly consistent with the national
interest.

C2.3.10.2. Department of Energy (DOE) and Nuclear Regulatory Commission
(NRC) Clearances. The "Q'and "L"clearances granted by DOE and NRC are considered
acceptable for issuance of aDoD industrial PCL. The "Q'clearance is considered an
authoritative basis for aDoD clearance at the TOP SECRET level and the "L" clearance
IS considered an authoritative basis for aDoD clearance, at the SECRET level. A
contractor may request aDoD industrial PCL for an employee who currently has a"Q"
or "L"PCL or previously held such aclearance, when there has not been alapse of more
than 12 months since termination of the PCL. Application for aDoD industrial PCL
based on aor "L"clearance may be made by submitting one copy of the DD Form 48-3
to DISCO. The "Job Title and Description of Duties'block in part 1 of the DD Form
48-3 will be annotated: "DOE (or NRC) (or "L") Conversion Requested.” The "Q'or
"L"number, if known, will be indicated. Prior to issuing aLOC to the contractor,
DISCO will obtain verification of the "Q'or "L"clearance, the date the investigation was
completed, the name of the investigative agency and case file number, if available, and a
statement from DOE or NRC that no derogatory Information has developed since the
clearance was granted that has not been resolved. DISCO can obtain the required
information by writing to:
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C2.3.10.2.1. Director, Safeguards and Security, U.S. Department of
Energy, Washington, DC 20545; or

C2.3.10.2.2. Director, Division of Security, U.S. Nuclear Regulatory
Commission, Washington, DC 20555.

C2.3.10.3. The contractor will be advised that the individua being considered
for aPCL must accomplish all forms required by this Regulation for anindividua with
no previous clearance when:

C2.3.10.3.1. The existence of "Q'or "L"clearance cannot be verified,;

C2.3.10.3.2. There has been alapse of more than 12 months since
termination of the clearance; or

C2.3.10.3.3. Therequired statement that no unresolved or derogatory
information has developed since the clearance was issued is not received from DOE or
NRC. (If astatement is received that unresolved or derogatory information has been
developed, it will also be necessary to request the contractor to have the employee
complete al forms necessary for aninitia clearance request.)

C2.3.10.4. Investigations Conducted and Clearance Granted by Other Agencies
of the Federal Government. Whenever aprior investigation or personnel security
determination (including clearance for access to information classified under Executive
Order 12356 (reference (w)) of another Agency of the Federal Government meets the
Investigative scope and standards of DoD 5200.2-R (reference (rr)), such investigation
or clearance may be accepted for the investigative or clearance purposes of the
Regulation, provided that the employment with the Federal Agency concerned has been
continuous and there has been no break longer than 12 months since completion of the
prior investigation, and further provided that inquiry with the Agency discloses no reason
why the clearance should not be accepted. If it is determined that the prior
investigation does not meet the provisions of this paragraph, supplemental investigation
shall be requested. The procedures provided in subparagraphs C2.3.10.1.4. and
C2.3.10.1.5., above, apply.

C2.3.11. Administrative Termination of Personnel Security Clearances

C2.3.11.1. Requests for administrative termination of PCLs submitted to
DISCO in accordance with paragraph 29A, ISM (reference a)), shall be reviewed for
accuracy and completeness. |If the "Personnel Security Clearance Change Notification”
(DISCO Form 562) has been signed by the contractor and the employee, DISCO will
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reflect the change in the PSCF and the date the administrative termination action was
completed. The DISCO will advise the contractor by automated letter of the completed
action. Contractor-granted CONFIDENTIAL clearances that are administratively
terminated will be handled in accordance with the requirements outlined in paragraph 29,
ISM, reference (a).

C2.3.11.2. Whenthe DUSD(P), ATTN: DSP&P, or higher authority,
determines that aPCL or PCL action in process was requested or granted in error or is
no longer required, he or she may, at his or her option, direct an administrative
termination of such clearance or clearance action in process without prejudice to the
individual concerned or jeopardy to the individua's employer's operations. The DISCO
shall advise the CSO, the contractor, and the individual concerned, as appropriate, that
the:

C2.3.11.2.1. PCL or PCL action in process is being administratively
terminated because it was initiated or issued in error or is no longer required;

C2.3.11.2.2. Actionin no way reflects adversely on the individual or his
or her personnel security eligibility; and

C2.3.11.2.3. Provisions of this paragraph shall not operate to conflict
with subparagraph C2.3.9.6.2.

The DISCO records shall be annotated to reflect the action taken. PCLs or PCL
actions so terminated may be revalidated in accordance with procedures established in
paragraph 29, ISM, reference (a).

C2.3.11.3. If the request submitted to the CSO pertains to an OODERP, it will
be reviewed to ensure that the request is justified and the individua is an OODEP who
Is excludable. If the request is proper, DISCO Form 562 will be annotated to reflect
that the CSO concurs in the recommendation and then be forwarded to DISCO with one
copy of the organization's minutes required by paragraph 22e(1), ISM, reference (a).
The CSO will also amend the FCL records, as appropriate, prior to forwarding the
DISCO Form 562 to DISCO. The DISCO will:

C2.3.11.3.1. Change the PSCF to reflect the date of the requested action;
and

C2.3.11.3.2. Advise the contractor by automated letter of the completed
action.
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C2.3.11.4. If acaseisreferred to the CSO in accordance with paragraph 29e,
ISM, reference (a), the employee will be requested (certified mail, return receipt
requested) to show cause within 30 days as to why the recommended action should not
be completed. If the individual fails to respond within 30 days from receipt of such
request to show cause, the failure to respond will be considered avalid indication that
the employee no longer objects to the administrative termination of his or her
clearance and the case shall be referred to DISCO for appropriate action. If the
individual presents justification for retention of clearance, which in the judgment of the
CS0 is adequate, the contractor and the employee shall be advised that the request for
administrative termination is not approved and the clearance shall remain in effect. If,
in the judgment of the CSO, the employee has not submitted adequate justification, the
case with appropriate rationale and recommendations will be referred to the Director,
DIS, ATTN: Deputy Director (Industrial Security) for final determination. The
Director, DIS, ATTN: Deputy Director (Industrial Security) will notify DISCO, the
CSO0, the contractor, and the employee of the final decision inthe matter. The
Director, DIS, will make the final determination in administrative termination of PCL
cases in which the employee has objected to termination action.

C2.3.12. Administrative Downgrading of TOP SECRET Personnel Security
Clearances

C2.3.12.1. Requests for administrative downgrading of TOP SECRET PCLs
submitted by contractors pursuant to paragraph 30, ISM, reference (a), shall be reviewed
by DISCO for completeness and accuracy. |If the DISCO Form 562 is complete and
signed by the contractor's FSO, the DISCO will make the necessary change to the PSCF
and will advise the contractor by automated letter of the downgrading action.

C2.3.12.2. The DISCO will reinstate TOP SECRET PCLs that have been
downgraded to alower level, provided arequirement for such access exists and there has
not been alapse of more than 24 months from the date of the downgrading action. On
receipt of aproperly completed and signed DISCO Form 562 requesting areinstatement
of clearance, the DISCO will make the required change in the PSCF and advise the
contractor of the date of the reinstatement by issuance of anew LOC for TOP
SECRET. The new LOC will bear the date of the upgrading action.

C2.3.12.3. When there has been alapse of more than 24 months from the date
of the downgrading action, DISCO will issue anew LOC, provided the individual has
been continuously employed by the same contractor since the date of the downgrading
action and avaid need exists for the TOP SECRET clearance. If the contractor knows
of no questionable or adverse information, the contractor shall make application for the
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new LOC by submitting one copy of DD Form 48-3 to DISCO. If the DISCO review of
the DD Form 48-3 and other sources confirms that there is no adverse information
present and the individua has had aBI conducted at any time during his or her
employment with this contractor, anew LOC will be forwarded to the contractor. Inthe
event the case involves adverse information, aninvestigation will be requested to
substantiate or disprove the adverse information.

C2.3.13. RESTRICTED DATA, Additional Clearance Requirements

C2.3.13.1. When access to CONFIDENTIAL RESTRICTED DATA as defined
inthe Atomic Energy Act of 1954 (reference (0)), as amended, is required by any
contractor employee, other than one who has been cleared by the Department of
Defense based on aNAC under the provisions of paragraph 24a, ISM, reference (a),
DISCO will obtain aNAC.

C2.3.13.2. Requirements for clearances for access to TOP SECRET or
SECRET RESTRICTED DATA shall be in conformance with subparagraphs C2.3.9.2.,
C2.3.9.3., 0or C2.3.9.4., as applicable.

C2.3.13.3. Interim SECRET, interim CONFIDENTIAL, or contractor
CONFIDENITIAL PCLs do not meet this requirement and their use for access to
RESTRICTED DATA information is not authorized. Interim TOP SECRET PCLs are
vaid for access to RESTRICTED DATA no higher than SECRET.

C2.3.14. Requirements for Accessto CNWDI. Afina TOP SECRET or SECRET
PCL granted in accordance with subparagraphs C2.3.13.1., C2.3.13.2,, or C2.3.13.3,,
above, is valid for access to CNWDI of the same or lesser security classification,
provided the individual has been give security briefing. Inrare instances animmigrant
alien may possess aunique or very unusud talent or skill that is essential to the U.S.
Government and not possessed to acomparable degree by an available U.S. citizen. In
such exceptional cases, an affirmative decision shall be made that it is in the overall
best interests of the U.S. to grant CNWDI access to animmigrant alien. Insuch cases
the contractor must submit arequest to the contracting officer with full justification.
If the contracting officer determines that the justification is appropriate in accordance
with the foregoing criteria, the case will be forwarded through appropriate channels via
the Head of the UA to the DUSD(P), ATTN: DSP&P.

C2.3.15. Requirements for Access to Classified COMSEC Information

C2.3.15.1. Accessto classified COMSEC information may be afforded U.S.
citizens who have been granted afinal PCL by the U.S. Government and have a
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need-to-know. Aninterim TOP SECRET clearance is valid for access to COMSEC
information; however, only at the SECRET level and below. Contractor employees who
are immigrant aliens are not eligible for access to classified COMSEC information.

C2.3.15.2. Before aCOMSEC account can be established and a contractor may
receive or possess COMSEC material accountable to aCOR, individuals occupying the
positions of FSO, COMSEC custodian, and alternate COM SEC custodian must possess a
PCL based on aBI current within 5 years and have been given a COMSEC briefing (see

subparagraph C2.3.15.4., below).!* The Bl relative to a"Q'clearance is acceptable
provided it is current as required.

C2.3.15.3. Onreceipt of arequest from acontractor (see paragraph 15b,
CSISM, reference (q)) for the basis of the current PCL granted to the FSO, the
COMSEC custodian, and alternate COMSEC custodian DISCO shall accomplish the
following:

C2.3.15.3.1. Reviewthe PSCF to ascertain the investigative basis and the
date the most recent periodic reinvestigation was compl eted.

C2.3.15.3.2. Provide the contractor, with acopy to the contractor's CSO,
the basis for the current PCL and the date of the BI, and, if appropriate, the date of the
latest periodic reinvestigation.

C2.3.15.3.3. If anindividua occupying any of the three positions
Identified above has not been the subject of aBl current within 5 years, request the
contractor to submit acompleted DD Form 49 and FD Form 258.

C2.3.15.3.4. onreceipt of the DD Form 49 and FD Form 258, initiate
action to obtain acurrent BI.

C2.3.15.3.5. If the Bl is favorable, annotate the individual's PSCF and
forward notification to the contractor with acopy of the notification to the contractor's
CSO.

C2.3.15.4. The DISCO shall be responsible for initiating action to provide for
the required update of the Bl by requesting the contractor whose employee(s) are
involved to process new clearance forms 6 months prior to the 5-year anniversary date
of the previous BI.

11 Until the required Bls are favorably completed, a COMSEC account may be established to receive and hold
SECRET COMSEC material. No materia designated CRY PTO shall be released to the account until completion of the Bls.
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C2.3.15.5. Arepresentative of the U.S. Government shall brief the FSO, the
COMSEC custodian, and the alternate custodian. If the briefing is not conducted by the
CSO, the Government representative that conducted the briefing shall provide the CSO
written notification upon completion of the briefing. Other contractor employees will
be briefed by the FSO, the COMSEC custodian, alternate COMSEC custodian, or
another appropriate individual designated in writing by the FSO prior to being authorized
access to classified COMSEC information. (For contractor activities on aUA
installation, the provisions of paragraph C1.1.9., ISR, apply.)

C2.3.16. COMSEC Briefing and Debriefing Requirements

C2.3.16.1. All contractor personnel who require access to classified
COMSEC information in the performance of their duties shall be briefed before access
is granted. The FSO, the COM SEC custodian, and the alternate custodian will be
briefed by Government representatives as set forth in subparagraph C2.1.14.1. Other
contractor personnel will be briefed by the contractor. The purpose of the briefingis
to ensure that the employee understands the:

C2.3.16.1.1. Unigue nature of COMSEC information and its unusua
sensitivity;

C2.3.16.1.2. Special security requirements for the handling and
protection of COMSEC information; and

C2.3.16.1.3. Penalties prescribed in Sections 793, 794, and 798 of title
18, U.S.C. (reference (nn)), for willful disclosure of COMSEC information.

C2.3.16.2. All personnel having access to COMSEC information shall be
given aperiodic rebriefing at least annually. The rebriefing will be conducted by those
individuals designated in subparagraph C2.3.16.1., above, to give the initial briefings.
These briefings shall emphasize particularly any security deficiencies noted during
recurring inspections.

C2.3.16.3. The FSO, COMSEC custodian, and alternate custodian shall be
given anoral debriefing by arepresentative of the U.S. Government within 90 days after
the need for access to COMSEC information is discontinued. If one of these
individuals remains employed, the contractor shall submit areport to DISCO providing
the personas name and social security number and advising that the individua no longer
requires aBl, current within 5 years, for access to COMSEC information. Other
employees shall be given an oral debriefing by the contractor. The contractor shall
maintain arecord of all debriefings for aminimum of 3 years.
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C2.3.17. Additional Requirements for SENSTIVE COMPARTMENTED
INFORMATION Material

C2.3.17.1. The provisions of the ISM (reference (a)) apply to research,
development, and production of SENSITIVE COMPARTMENTED INFORMATION. In
addition, special security requirements supplementing the 1ISM reference (a), may be
prescribed by aUA for SENSITIVE COMPARTMENTED INFORMATION contracts.
For SENSITIVE COMPARTMENTED INFORMATION contracts awarded by Military
Department procurement activities on behalf of NSA, NSA will prescribe the special
security requirements.

C2.3.17.2. Inthe case of SENSITIVE COMPARTMENTED INFORMATION
contracts awarded by Military Department procurement activities for NSA, NSA shall be
responsible for exercising security controls over the contract.

C2.3.17.3. When access to NSA SENSISTIVE COMPARTMENTED
INFORMATION material or information is involved, special procedures for processing
clearances shall be as prescribed by NSA.

C2.3.17.4. Personnel access authorizations for SENSITIVE
COMPARTMENTED INFORMATION shall be processed in accordance with
subparagraph C1.3.6.4.

C2.3.17.5. Inthe case of SENSITIVE COMPARTMENTED INFORMATION
contracts awarded by and for aUA, an activity designated by the UA, shall be responsible
for exercising security controls over the contract.

C2.3.17.6. Accessto SENSITIVE COMPARTMENTED INFORMATION will
be granted to contractor employees requiring access by the activity designated to
exercise security controls over the contract, as provided above.

C2.3.17.7. Denid or revocation of authorization for access to SENSITIVE
COMPARTMENTED INFORMATION is not appealable.

C2.3.18. Denia of Admittance to User Agency Installations

C2.3.18.1. The provisions of this Regulation shall not be interpreted as
modifying in any way the authority of the Commander or Head of aUA installation to
deny admittance of any individual to aninstallation under his or her control.

153 CHAPTER 2



DoD 5220.22-R, Dec. 4, 1985

C2.3.18.2. APCL under the DoD Industrial Security Program shall not be
requested for the purpose of determining anindividual's eligibility for admittance to a
UA installation when access to classified information is not involved.

C2.3.18.3. Denials of admittance to aUA installation are not appealable under
the DoD Industrial Personnel Security Clearance Program.

C2.3.19. Intelligence Briefing and Debriefing Requirements. The UA activity
controlling the contract and the activity to be visited by contractor employees are
responsible for complying with the applicable policy covering the release of
intelligence information to contractors and for advising contractors and their employees
of restrictions pertaining to the reproduction, release, dissemination, or disposition of
intelligence information given to the contractors or their employees. Briefing and
debriefing requirements in addition to those imposed by paragraph 5g, ISM (reference

(a)), shall be provided by, or in accordance with, instructions of the UA.*?

C2.3.20. CONFIDENTIAL Security Clearances for Personnel of Colleges and
Universities. Before granting access to CONFIDENTIAL information to U.S. citizens
employed by colleges and universities, the completion of aNAC with favorable results
isrequired. The provisions of this paragraph are not retroactive. PCLSs previously
granted under the old procedures remain valid as long as the individuals continue to be
employed by the same college or university. However, clearances granted under the old
procedures are not transferable.

C2.3.21. Types of Personnel Investigations. The types of personnel security
investigations required for the various personnel security clearance actions are outlined
in DoD 5200.2-R (reference (rr)). No other types of investigations are authorized.

C2.3.21.1. NACfor Personnel. A check of specific national agencies for
information concerning the person who is subject to investigation. Inthe event
derogatory or questionable information concerning the individua is disclosed by aNAC
or by the applicant, the inquiry will be extended as necessary to obtain such additional
information as may be required to substantiate or disprove the information. The DISCO
shall specifically direct attention to derogatory information disclosed by the applicant in
the PSQ to the Personnel Investigations Center (PIC) for appropriate use and
transmittal to the designated investigative elements when requesting aNAC.

12 The policy on the release of intelligence information is contained in Director of Central Intelligence Directive No. 1/7
(reference (00)). The Directive isimplemented within the Department of Defense by DoD Instruction 5230.22 (reference
(hhh)). Releaseto contractorsis defined in the Directive as the visual, oral, or physical disclosure of classified information.
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C2.3.21.2. Background Investigation. A BI is athorough and complete
Investigation to develop information as to whether the access to classified information
by the individual being investigated is clearly consistent with the national interest. It
shall make inquiry into pertinent facts bearing on the individua's trustworthiness,
integrity, reputation, and loyalty to the U.S. A BI shall be conducted in accordance with
the DoD standards on this subject. It shall normally cover the 5-year period (15 years
for animmigrant alien) of the individua's life immediately preceding the investigation
or from the date of the individual's eighteenth birthday, whichever is the shorter period
(but at least 5 years in the case of immigrant aliens regardless of age), unless:

C2.3.21.2.1. Derogatory information is developed in the course of the
Investigation, in which event the investigation shall be extended to any period of the
individua's life necessary to substantiate or disprove the information, or

C2.3.21.2.2. Additional investigation in specifically required by
competent authority (for example, DISCO, DISCR, and Director, DIS).

C2.3.21.3. Other Investigations. Whenever aprior investigation by any
investigative agency of the Federa Government meets the standards prescribed by the
Department of Defense, eligibility for clearance may be determined under the
conversion procedures of paragraph C2.3.10. based on the review of the prior
Investigation, provided that service by the employee, in acleared status, has been
continuous since that investigation with no break in service longer than 12 months.
Such acceptance shall be conditioned upon an inquiry by DISCO to the previous
employer(s) that discloses no reason why the investigation should be expanded or
updated, with the possible resulting requirement for adjudication under the DoD
Industrial Personnel Security Clearance Program.

C2.3.22. User Agency Responsibility to Report Adverse Information. The
Commander or Head of aUA activity shall report to DISCO any adverse or questionable
information that comes to his or her attention, concerning acontractor employee who
has bean cleared, or is in the process of being cleared, for access to classified
information, which may indicate that such access is not clearly consistent with the
national interest.

C2.3.23. Denidl, Suspension, or Revocation of Personnel Security Clearances

C2.3.23.1. Inthe event adverse information is developed by areview of
records or investigation, the scope of the inquiry will be enlarged to the extent
necessary to obtain such additional information as may be required as abasis to
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determine whether or not aPCL may be granted. The DISCO may not deny aPCL to a
contractor's employee, but shall make arecommendation to deny such PCL when
information disclosed by au investigation indicates that the granting or continuance of a
PCL is not clearly consistent with the national interest. This recommendation, with a
report of all pertinent facts, shall be transmitted promptly to the DISCR, OGC, OSD. A
copy of the recommendation shall be transmitted promptly to HQ DIS.

C2.3.23.2. Inthe event adverse information is obtained concerning an
individual who previously had been granted a clearance by the Government or by a
contractor, aninquiry shall be initiated to obtain such additional information as may be
required as abasis to determine whether or not the clearance should be revoked. When
the information devel oped indicates that revocation appears justified, DISCO shall
address recommendations to the DISCR, OGC, OSD. A copy of the recommendations
shall be transmitted promptly to HQ DIS.

C2.3.23.3. Whenever there is probable cause to believe, on the basis of al the
facts available, that interim action is warranted in the interests of nationa security, the
PCL shall be temporarily suspended pending afinal determination by DISCR, OGC,
OSD. DISCO or the CSO shall recommend suspension action to the Director, DIS,
ATTN: Deputy Director (Industrial Security). These cases will be afforded the highest
possible priority and acted on expeditiously. Suspension under this Regulation shall be
taken only by the Director, DIS or, when absent, by the Deputy Director (Industrial
Security), HQ DIS, after coordination with the OGC, OSD, and the ODUSD(P). The
authority to invoke suspension action may not be further delegated. On taking the
suspension action, DIS shall immediately notify:

C2.3.23.3.1. Theindividua concerned and provide reasons for the action;
C2.3.23.3.2. Thefacility to whichthe LOC for the individua was granted;
C2.3.23.3.3. The CSO;

C2.3.23.3.4. DISCO; and

C2.3.23.3.5. All concerned UA and procurement activities.

The CSO shall request the facility to provide positive assurance that the individua will
not have, and can be effectively excluded from, access to all classified information tn
the possession of the facility, and that al outstanding visit authorizations requiring
access by the individua have been canceled. The facility is to be placed on notice that
the suspension of clearance is atemporary action pending afinal determination by
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DISCR. Inall cases where the suspension action involves an OODEP, the eligibility of
the FCL shall be reviewed. The CSO shall apply the procedures as appropriate under
subparagraph C2.1.22.4., the same as if DISCR had taken the suspension, action. The
Director, DIS, shall give top priority in completing the investigation of the case. Afull
report of the case shall be made promptly to the DISCR, OGC, OSD.

C2.3.23.4. The withdrawa of aninterim PCL, as described in subparagraph
C2.3.2.2., 1SR, shall not be construed as denial, suspension, or revocation of clearance
andreferral of the case to the DISCR, OGC, OSD, is not required prior to the
completion of the investigation; however, the DISCR, OGC, OSD, shall be notified
promptly of all such withdrawals of interim PCL and the basis for it.

C2.3.23.5. Inthe event adetermination has been made by DISCR to authorize
access to CONFIDENTIAL or SECRET information and a subsequent requirement
develops for access to ahigher classification level than was authorized by DISCR,
DISCO shall request that the investigation be brought up to date and shall submit the
case together with arecommendation and areport of all pertinent facts of the DISCR,
OGC, OSD for adetermination with respect to the higher level of access requested.

C2.3.23.6. Inthe event adetermination is made under the procedure
established in DoD 5220.6 (reference (l1)) that anindividua is eligible for aPCL, such
clearance shall be granted by DISCO only if the requirement for it still exists. When
the PCL is not granted, the contractor and the employee concerned shall be advised of
the individua's security eligibility for aPCL and that such clearance can be revalidated
in accordance with paragraph 29, ISM (reference (a)).

C2.3.23.7. Information developed iu the course of official investigations may
be disclosed only to those who have an official requirement for such information. DoD
policy strictly prohibits the disclosure of information developed by official
investigation to acontractor who is the employer of the subject of the investigation.
Therefore, to ensure continuing compliance with this fundamental requirement, the
following guidance is provided:

C2.3.23.7.1. No unfavorable information on an individual being
considered for an access authorization shall be discussed or transmitted in any manner
to arepresentative of acompany where such anindividua is employed.

C2.3.23.7.2. Any interrogation of, or discussions with, employees or
other persons during the course of an official inquiry or investigation of an employee
shall be conducted in such amanner as to avoid conveying to the person interviewed, to

157 CHAPTER 2



DoD 5220.22-R, Dec. 4, 1985

the maximum extent possible, the derogatory information that may have come to the
attention of the Department of Defense.

C2.3.23.7.3. Particular care shall be exercised to avoid communicating,
either formally or informally outside official Government channels, substantive,
information of aderogatory nature pertaining to anindividual who has received afinal
favorable determination.

C2.3.24. Accessto NATO Classified Information. Afina PCL granted by the
Department of Defense for U.S. citizens is vdid for NATO information of the same or
lesser security classification, provided the individual has beau given asecurity briefing in
accordance with paragraph 85d, 1SM, reference (a). |If access to COSMIC/TOP
SECRET is involved, the individua shall sign acertificate to the effect that he or she
has been briefed on his or her responsibilities for safeguarding COSMIC/TOP SECRET
information. CONFIDENTIAL clearances granted by the contractor are valid for access
to NATO RESTRICTED information only. Interim CONFIDENTIAL or interim SECRET
clearances granted by DISCO are not vaid for access to COSMIC/TOP SECRET, NATO
SECRET, or NATO CONFIDENTIAL information. Aninterim TOP SECRET PCL is
valid for access to NATO information classified no higher than SECRET. Immigrant
aliens or aliens issued reciprocal clearances are not authorized access to NATO
classified information (see paragraphs 20c, 24a(2), 31c, 85d, and 86, ISM, reference

(@)

C2.3.25. U.S. Security Assurances for U.S. Citizens Under Bilateral Reciprocal
Security Agreements. When aforeign government with whom the Department of
Defense has entered into abilateral reciprocal industrial security agreement (pursuant
to paragraph C2.1.18.) desires that aU.S. citizen be cleared for access to that
government's information, DISwill follow the procedures established by the applicable
agreement.

C2.3.26. Security Assurances for Nationals of Signatory Governments Under
Bilateral Reciprocal Industrial Security Agreements. When anationa of aforeign
government that has entered into abilateral reciprocal industrial security agreement
with the Department of Defense (paragraph C2.1.18.) requires aPCL for access to U.S.
classified information, DISwill follow the procedures established by the applicable
agreement. Persons granted reciprocal clearances under the provisions of this
agreement are subject to the access limitations set forth in subparagraphs C2.1.18.1.1.
through C2.1.18.1.7.

C2.3.27. Requirements of the Nuclear Weapon Personnel Reliability Program
(PRP)

158 CHAPTER 2



DoD 5220.22-R, Dec. 4, 1985

C2.3.27.1. Contractor employees assigned to training for, or performance of,
duties in critical or controlled positions as defined in DoD Directive 5210.41
(reference (pp)) shall be screened, evaluated, and certified by the certifying official in
accordance with requirements and procedures set forth in DoD Directive 5210.42
(reference (qQq)).

C2.3.27.2. Contractor employees who are found not qualified under the PRP
shall be so advised in writing of the reasons for their disqualification and of their rights
to request reviews by the reviewing official on anindividua basis.

C2.3.27.3. Certifying officials and reviewing officials, as defined in reference
(qq), snall be designated formally in writing.

C2.3.27.4. Contracting officers shall include in contracts that involve the
Nuclear Weapon PRP the requirements and responsibilities of the contractor as set
forth in enclosure 2 of reference (qq).

C2.3.28. Reserved
C2.3.29. Reserved

C2.3.30. Immigrant Alien Clearance for Access to SECRET and CONFIDENTIAL
Information. Onreceipt of acontractor's request for authority to process animmigrant
alienfor aSECRET or CONFIDENTIAL clearance, the contracting officer shall forward
the request to the appropriate official'® designated in Appendix AP6., DoD 5200.2-R
(reference (rr)) on receipt of the approva or denial of the shall so forward the decision
to the requesting contractor and provide an information copy to DISCO (or to the CSO
If the immigrant alienis an OODEP). Clearances granted to immigrant aliens are not
transferable except in the case of aMFO and will be administratively terminated on
termination of employment.

13 Non-DoD UA s should submit their requests to the Head of the UA or the appropriate designee.
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C2.4. MAINTENANCE OF FACILITY FILES AND DISCO RECORDS

C2.4.1. Application

C2.4.1.1. Each CSO will be responsible as the official and sole office of
record for the maintenance of all documents and records pertaining to contractor
facilities under cognizance.

C2.4.1.2. The DISCO shall maintain clearance records pertaining to contractor
FCL and PCL actions.

C2.4.2. Maintenance of Facility Folders. The file folder on each facility shall
contain al original documentation with respect to the facility to include, but not limited
to, the following:

C2.4.2.1. Initial request for FCL and justification for retention or continuation;

C2.4.2.2. The DD Form 441 with DD Form 441-1, when applicable -- the CSO
of each facility of aMFO shall forward the origina DD Form 441-1 to the CSO of the
HOF,

C2.4.2.3. The DD Form 441s and all correspondence and associated
documentation, including agreements and determinations pertaining to FOCI factors in
the case;

C2.4.2.4. Datarequired by HOF or parent, if and when applicable;

C2.4.2.5. Actions by boards of directors or similar executive bodies, as
prescribed by paragraph C2.1.14.;

C2.4.2.6. The DD Form 374;

C2.4.2.7. DISFL 381-R and al relevant correspondence pertaining thereto;
C2.4.2.8. The DISForms 1149 and 1150, when used;

C2.4.2.9. The DISForm 1148, when used; and

C2.4.2.10. All relevant documentation, whenever the FCL has been denied,
suspended, or revoked for cause in accordance with paragraph C2.1.14. of this
Regulation.
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C2.4.3. Responsihilities of the Cognizant Security Office

C2.4.3.1. Inaddition to maintaining the file folder with contents as described
in paragraph C2.4.2., above, the CSO shall be responsible for ensuring that the very
latest security inspection results are available in order to promptly provide UAs and
other requesters information in connection with the current clearance status and ability
to physically safeguard classified material.

C2.4.3.2. CSOs shall be responsible for promptly forwarding alegible copy of
DIS Form 553 to DISCO under the following circumstances:

C2.4.3.2.1. Wheninitiating aFCL;
C2.4.3.2.2. When granting an interim FCL;.
C2.4.3.2.3. Ongranting acompleted FCL;

C2.4.3.2.4. When there is asignificant change in the facts pertaining to a
facility such as achange of name, address, ownership, or level of the FCL;

C2.4.3.2.5. OninvalidatingaFCL;
C2.4.3.2.6. When processing aninvaid FCL to avaid status; and

C2.4.3.2.7. Ondowngrading or termination of aFCL under paragraphs
C2.1.12. or C2.1.20., or on suspension or revocation of aFCL under paragraph C2.1.22.

C2.4.3.3. When aFCL actionis reported to DISCO, the interim, pending, or
completed nature of the action shall be clearly indicated. When aDIS Form 553
supersedes one previously submitted to DISCO, this shall be clearly indicated on the
new card.

C2.4.3.4. CSOs shall be responsible for promptly forwarding to DISCO any
information received from acontractor concerning:

C2.4.3.4.1. Termination of an employee, indicating the reason for
termination;

C2.4.3.4.2. The elevation of acleared employee to the position of an
OODERP, or the deletion of acleared individua from aposition of an OODEP when the
PCL is to be retained at the current level; or
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C2.4.3.4.3. Refusal of aterminated employee to sign the security
termination statement as prescribed by paragraph 5g, 1ISM (reference (a)), provided the
inquiry required by paragraph C5.1.7. indicates that the refusal was deliberate. The CSO
shall report the reason for termination of employment, the circumstances surrounding
the individua's refusal to sign the termination statement, and the identification of the
activity where the report of the incident is filed. If the failure to sign the termination
statement was due to an omission during the termination proceedings as contrasted with
arefusal to do so, this fact shall be clearly indicated on the report submitted to DISCO.

C2.4.4. Responsibilities of DISCO

C2.4.4.1. When contractor personnel are cleared for access to classified
information by DISCO, such information will be made amatter of record in the PSCF.
DISCO will verify PCL status only to cleared DoD contractors, UAS, and other
authorized Government Agencies.

C2.4.4.2. Onnatification of the death or termination of employment of such
cleared contractor personnel, DISCO shall make such information amatter of record in
the file.

C2.4.4.3. DISCO shall also annotate its records and maintain the file to
reflect any change in the clearance status of the contractor employee, including such
actions as suspensions and revocations.

C2.4.4.4. Onreceipt of the DISForm 553 from the CSO, DISCO shall enter
such information into its record system. DISCO shall update its records, as appropriate,
on receipt of any subsequent DIS Forms 553 submitted by the CSO on the facility.

C2.4.5. Use of Information

C2.4.5.1. Authorized requesters may obtain verification of PCLs on contractor
personnel by submitting requests for such information to DISCO that adequately
identifies the individua as follows: the individua's last name, first name, middle name,
date and place of birth, and social security number if known. The DD Form 555 may
continue to be used for this purpose.

C2.4.5.2. Requests for information pertaining to contractor facilities are to be
submitted to the appropriate CSO.
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C3. CHAPTER 3
VISITORS

C3.1. VISTSTO USER AGENCY CONTRACTORS

C3.1.1. Application. This section establishes procedures and responsibilities to
be exercised by UAs and CSOs for visits to contractors of UAs where access to
classified information is involved. The procedures to be followed by contractors are
detailed in section V, ISM, reference (a).

C3.1.2. Generd

C3.1.2.1. The general policies and procedures applicable to visits to UA
contractors are contained in paragraph 37, ISM (reference (a)). Industrial security
representatives of the Department of Defense and other UAs and representatives of U.S.
Government investigative agencies and the DUSD(P), are not considered as visitors
under this chapter when acting in their official capacities as set forth in paragraph 37h,
ISM (reference (@)).

C3.1.2.2. The number of visitors requiring access to classified information
shall be held to aminimum and the following requirements must be established:

C3.1.2.2.1. That the visit is necessary; and

C3.1.2.2.2. The purpose of the visit cannot be achieved without access to
classified information.

C3.1.2.3. Approva of the visit normally constitutes the authority for the
disclosure of classified information. Inthe event the visit is disapproved, the requester
shall be promptly notified by the contractor or activity that made such decision (see
paragraph 37¢, ISM, reference (a)). Approva in addition to that of the contractor being
visited is required as follows:

C3.1.2.3.1. Category 1 visits -- none (see subparagraph C3.1.4.1.);

C3.1.2.3.2. Category 2 visits -- contracting officer of the requesting
contractor (see subparagraph C3.1.4.2.);
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C3.1.2.3.3. Category 3 visits -- contracting officer of the UA whose
information is involved (see subparagraph C3.1.4.3.);

C3.1.2.3.4. Category 4 visits -- UA (see subparagraph C3.1.4.4.); and

C3.1.2.3.5. Category 5 visits -- CSO of contractor being visited and
DISCO (see subparagraph C3.1.4.5.).

C3.1.2.4. Request for visits stall be submitted to the contractor or activity
being visited in writing (mail or teletype) in advance of the proposed visit. In
exceptional cases the telephone may be used provided the visit is confirmed in writing.
Under no circumstances, however, may employees hand-carry their own visit requests to
the place being visited. All visit requests shall contain the information required by
paragraph 37d, ISM (reference (a)), except as otherwise stated.

C3.1.2.5. Visit requests that involve access to information requiring special
access authorizations (for example, CRY PTO information, NATO, or other special or
limited-access programs) will, in addition to the information required by paragraph 37d,
ISM (reference (@), include the information required by paragraph 37e, 1ISM (reference
(a).

C3.1.3. Long-Term Visits. Long-term visits of employees of one contractor
temporarily stationed at afacility of another contractor are handled in accordance with
paragraph 40, ISM (reference (a)). The CSO, however, is responsible for conducting
periodic inspections to ensure that classified information in possession of the visiting
employees is properly safeguarded, and for notifying the host contractor of any security
deficiencies found during the CSO's regularly scheduled inspections at the host facility.

C3.1.4. Visitor Categories and Procedures. Categories and procedures applicable
to visits of UA contractors are provided in paragraph 41, ISM (reference (a)). Specific
responsibilities of Government Agencies (other than those specified in subparagraph
C3.1.2.2)), their contracting officers, or the CSO are as follows:

C3.1.4.1. Category 1. This category includes visits where acontractual or
prospective contractual relationship exists between contractors or between acontractor
and aUA, and visits to acontractor by: representatives of the Government Accounting
Office (GAO) for auditing purposes, authorized representatives of the Department of
Labor (DOL), and other Agencies of the Executive Branch of the Government, when
acting in their official capacities (see paragraph 41a, ISM, reference (a)).
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C3.1.4.1.1. Suchrequests will be forwarded to the contractor to be
visited.

C3.1.4.1.2. Representatives of DoD UAs are reminded to comply with
paragraph 20-802 of the DAR (reference (c)) prior to forwarding visit requests to the
contractor.

C3.1.4.2. Category 2. This category applies to visits between contractors who
have been granted FCL s where acontractual relationship does not exist and that do not
otherwise meet the requirements of Category 1. The requesting contractor shall obtain
verification of the visitor's need-to-know from his or her contracting officer (see
paragraph 41b, ISM (reference (a)), and subparagraph C3.1.2.3.2., above). Approva of
the visit by the contracting officer will be in writing and included as part of or attached
to the visit request. The contracting officer will certify to the visitor's need-to-know
only after it has been clearly established that the visit and proposed release or
acquisition of classified information at the facility to be visited is necessary in the
furtherance of aUA contract (see paragraph 41b, I1SM, reference (a)).

C3.1.4.3. Category 3. This category applies to representatives and employees
of the Departmen of Energy (DOE) and its contractors whose visits to the facility of a
UA contractor will require access to other than RESTRICTED DATA (see paragraph
41c, 1SV, reference (a)).

C3.1.4.3.1. The activity requesting the visit will furnish the required
information "Request for Visit or Access Approvd” (DOE Form F 5631.20) concerning
the proposed visit to the contracting officer of the contractor whose classified
informationis involved. Through direct coordination with the activity requesting the
vigit, the contracting officer shall determine that there is sufficient justification for the
vidit; that is, that the visit will further the performance of current or future UA or DOE
contracts.

C3.1.4.3.2. The contracting officer shall, if the visit is approved, notify
the contractor of the visit gpprova, including required information concerning the
visitor (DOE Form F 5631.20).
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C3.1.4.4. Category 4. Except as authorized in subparagraph C3.1.4.4.10.,
below, visits to contractor facilities by foreign nationals (see paragraph C1.2.34.) and
persons acting as representatives of aforeign interest (see paragraph C1.2.71.),
hereafter referred to collectively as foreign representatives, must be officially
sponsored by aforeign government. Foreign sponsorship is normally reflected in an
official request for avisit from the embassy of the nation concerned to the cognizant
UA foreign disclosure office.!  The cognizant UA may then sponsor, deny, or elect not
to sponsor the visit. UA sponsored visits shall not be used to avoid the licensing
requirements of the ITAR (reference (i)) published by the Department of State (DOS)
or the Export Administration Regulations published by the Department of Commerce
(DOC). The contractor shall be responsible for ensuring that both sponsored and
unsponsored visits by foreign representatives are effectively denied unauthorized access
to:

C3.1.4.4.1. Classified information;

C3.1.4.4.2. Unclassified technical datagoverned by the Export
Administration Act (reference (s)), administered by the Secretary of Commerce, and the
Arms Export Control Act (reference (t)), administered by the Secretary of State through
the ITAR (reference (i)); and

C3.1.4.4.3. Other classified information for which the DOE, Nuclear
Regulatory Commission (NRC), or other Government Department or Agency has
prescribed dissemination limitations.

C3.1.4.4.4. Foreign representatives shall not be afforded access to
classified information, unless specifically authorized in writing by a UA.

1 The following offices are responsible for processing visit requests: the Defense Intelligence Agency
(DIA) isresponsible for processing requests to visit elements of the OSD, the Office of the Joint Chiefs of Staff (OJCS), the
Unified and Specified Commands, the Defense Agencies, and activities administratively supported by the OSD.
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Department of the Army Department of the Air Force
Assistant Chief of Staff International Affairs Division
for Intelligence Information Branch (CVAII)
ATTN: Foreign Liaison Office of the Vice Chief of Staff
Directorate (DAMI-FL) Washington, DC 20330

Washington, DC 20310

Department of the Navy Defense Intelligence Agency
Foreign Disclosure and Policy Foreign Liaison Branch (DI-4A)
Control Branch Washington, DC 20301

Office of Chief of Naval
Operations (OP-622E)
Washington, DC 20350

C3.1.4.4.5. UA sponsorship of avisit is based on the existence of a
specific or potential program or project with the foreign government concerned. UA
notification of sponsorship will contain the level and scope of classified information
authorized for disclosure (visua and/or oral only), as well as any limitations, and will be
transmitted to the CSO for review and retransmittal to the contractor facility to be
visited. Final acceptance of the visit will be subject to the concurrence of the
contractor. The contractor shall notify the UA when the visit is not desired. The
contractor may not change the level or scope of classified information to be released,
or modify any limitations, without the approval of the UA that approved the visit.

C3.1.4.4.6. The contractor shall not inform the foreign representatives, or
their employers, of the scope of access authorized or of the limitations imposed by the
UA, nor shall the foreign representatives be induced to seek ahigher access level than
previously approved by the UA.

C3.1.4.4.7. Thefact that aforeign representative may possess aPCL a a
particular level does not automatically entitle the individua to receive U.S. classified
information at that level.

C3.1.4.4.8. Prior to disclosure of classified information to foreign
representatives, the contractor being visited shall advise such visitors of their continuing
responsibilities to safeguard the information to be disclosed. The contractor shall also
inform the visitors that the information affects the national defense of the U.S. within
the meaning of the espionage laws of the U.S., and that unauthorized disclosure violates
international agreements andis inimical to the interests of national security.
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C3.1.4.4.9. If the UA declines to sponsor avisit, adeclination notice will
be furnished to the requesting embassy with an information copy to the security office
of the contractor facility(ies) to be visited. A copy of the visit request will accompany
the declination notice. Lack of sponsorship does not equate to disapprova nor does it
preclude accomplishment of the visit, provided the contractor has, or obtains, a
munitions license for the specific technical information proposed for release, or the
information is otherwise exempt from the licensing requirements of the ITAR
(reference (i)). Unsponsored visits may be arranged between the foreign activity
proposing the visit and the contractor. Disclosure of classified information during
unsponsored visits is prohibited:

C3.1.4.4.9.1. Without specific written authorization from the
cognizant Military Department; or

C3.1.4.4.9.2. Without apreviously approved and current munitions
license issued by the Department of State. It is the contractor's responsibility to
consult applicable Department of State and Department of Commerce regulations to
determine export licensing requirements or exceptions regarding the disclosure of
unclassified technical dataduring visits by foreign representatives.

C3.1.4.4.10. Inthe event aUA denies arequest to visit, the requesting
embassy and the contractor(s) involved will be advised of the reason(s) therefor.

C3.1.4.4.11. The following subparagraphs pertain to reciprocally cleared
contractors:

C3.1.4.4.11.1. Visit requests involving U.S. citizen employees of
reciprocally cleared contractors (see paragraph C2.1.18.) that require access to
classified information or unclassified information related to aclassified program or
project, and all visit requests involving foreign national employees of such firms, shall
be processed by the UA foreign disclosure office having jurisdiction over the
information involved. To reduce administrative burden and facilitate the timely conduct
of visits associated with current or potentially classified prime contractual or
subcontractual relationships, contractors are encouraged to include as many activities to
be visited as possible on each such request and propose that such visit request be
approved on arecurring basis, preferably for the duration of the contract or subcontract
involved. Copies of approved requests will be furnished by the contractor and to each
contractor and UA activity approved for visitation. All subsequent changes to the list of
visitors may be communicated by the requesting contractor directly to the activities to
be visited, ATTN: Security Officer, making reference to the pertinent approved visit
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request on file. However, requests to visit activities not previously approved must be
submitted separately to the cognizant foreign disclosure office for approval.

C3.1.4.4.11.2. Visits by U.S. citizen employees for unclassified
commercia purposes may be arranged directly with the security office of the contractor
or UA activity to be visited.

C3.1.4.5. Category 5. Persons whose visits to acontractor's facility are
considered necessary by the contractor, but who do not fall into other categories of this
section, and who cannot be denied access to classified information by escort or other
procedures, are included under Category 5. Only U.S. citizens are eligible to make
visits in this category.

C3.1.4.5.1. Onreceipt of the information specified in paragraph 41e, ISV
(reference (a)), DISCO shall evaluate the request. If it decides to deny the request, it
shall so advise the contractor. If DISCO determines that access is necessary and
justified, it will initiate an appropriate investigation.

C3.1.4.5.2. The DISCO will review the investigative results and determine
whether the visit authorization should be approved or denied. The DISCO will advise
the contractor, in writing, of the authorization or disapproval of the visit, and DISCO
will send aninformation copy to the CSO. LOCs shall not be issued for individualsin
this visit category.

C3.1.4.5.3. Onreceipt of the information specified in paragraph 4le(3),
ISM (reference (a)), for arenewal of aCategory 5 visit authorization, DISCO shall
reevaluate the need and justification for the renewal of the visit and advise the
contractor of the authorization or disapproval of the request.

C3.1.4.5.4. DISCO will obtain assistance from the CSO, whenever
necessary to resolve questionable reasons for access to classified information or
justification for the visit.

C3.1.5. Investigative Requirements

C3.1.5.1. The following requirements must be met before approva of
Category 5 visits to contractors facilities: U.S. citizens -- aBI with satisfactory results
IS necessary when TOP SECRET informationis involved. A NAC with satisfactory
results is required when SECRET or CONFIDENTIAL information is involved.

C3.1.5.2. Satisfactory completion of the investigative requirements
established above shall not be evidenced by the issuance of the LOC or other forms of
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"clearance.” The results of the investigation shall be recorded promptly in the PSCF
through the submission of the DISCO Form 560 explaining the reason for the
submission.

C3.1.6. RESTRICTED DATA. Visitsinvolving access to RESTRICTED DATA
shall be processed as follows:

C3.1.6.1. Visitsto aDoD or NASA contractor by aDoD or NASA
representative or contractor shall be processed as prescribed in paragraph C3.1.4.

C3.1.6.2. Visitsto aDoD or NASA contractor by representatives of UAs
other than the Department of Defense and NASA and their contractors require prior
approva of the DOE. The DOE Form F 5631.20 shall reflect this approval in part B of
the form. Contractors submitting visit requests in this category shall, after certifying to
the clearance status of the proposed visitor(s) in part A of the DOE Form F 5631.20,
forward the form to the contracting officer for certification of the visitor's
need-to-know and further processing in accordance with the UA's regulations. On
receipt of aDOE Form F 5631.20, the contracting officer shall review the contractor's
stated purpose for the visit. The contracting officer must assure him or herself that
access to DOE classified information is essential to the performance of the DoD
contract cited by the contractor, or that the proposed disclosure of classified
information to the DOE activity will assist in either the performance of aDoD or a
DOE contract. A statement to that effect shall be made in the appropriate part of the
DOE Form F5631.20. The necessary certification required on part A of the DOE Form
F 5631.20 shall be made by the official of the UA who has been delegated this
authority. Inconnection with contracts administered by aDCASR, the delegation of
authority to make this certification is set forth in DLAM 5025.1 (reference (ss)). The
request will also be reviewed to ensure that the prospective visitor has an appropriate
PCL. Whenthe FCL of acontractor is established, based on either acurrent classified
contractual relationship or verification from the contractor's CSO, acleared contractor's
certification of the PCL of an employee shall be accepted without further confirmation
by the DISCO. The contractor receiving avisit request in this category shall ensure that
the required certifications have been made and that the visit has received DOE approval.

C3.1.6.3. Visits to aUA contractor, other than aDoD or NASA contractor, by
representatives of the contracting UA and between aprime contractor and his or her
subcontractor on such aUA contract shall be processed as prescribed in paragraph
C3.1.4.

C3.1.6.4. Visits to aUA contractor, other than aDoD or NASA contractor, by
representatives of UAs other than the contracting UA and by contractors other than
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under aprime-subcontract relationship shall require prior approva of the DOE and shall
be processed in the manner prescribed in paragraph C3.1.6.2., above.

C3.1.7. East-West Visit Exchange Program. If contacted by aUA relative to a
proposed visit to aDoD cleared facility by representatives of aCommunist country
under the auspices of the State Department (East-West Exchange Program), the CSO

shall furnish the following information:2

C3.1.7.1. FCL status and safeguarding ability; and

C3.1.7.2. Adequacy of the facility's security program based on the most recent
inspection, including abrief history of the program, such as past security violations or
unsatisfactory ratings. |If requested, the CSO will obtain the contractor's consent for
the proposed visit and advise the UA accordingly.

C3.2. VISTSTOUSER AGENCY ACTIVITIES

C3.2.1. Application. This section outlines the procedures to be followed to
process Vvisit requests to UA activities where access to classified information is
involved.

C3.2.2. Genera Rules

C3.2.2.1. Contractors shall comply with any requests received from the
Commander or Head of aUA activity for additional information needed in the
processing of visit requests.

C3.2.2.2. The contractor is encouraged at the time of the initial visit to
request approval for subsequent visits within aperiod of 12 months, when necessary and
consistent with the purpose of the initial visit. Arrangements for continuing visits will
be made between the contractor and the Commander or Head of the UA activity. Final
approval is the prerogative of the Commander or Head of the UA activity.

2 The Department of Defense wishes to be consulted in advance by any sponsor who intends either to discuss with
the Communist country visitor research work that isfunded by the Department of Defense or to show any production having
adirect military application. Consultation with the appropriate UA or CSO should have been completed before the itinerary
is discussed with the Soviet and Eastern European Exchange Staff, Department of State.  Accessto industrial facilities
performing on contracts, grants, or work funded by the Department of Defense, classified or unclassified, or where the visitors
will have accessto production, havingadirect or indirect military application, will not be granted without State Department
approval, after consultation with the Department of Defense.
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C3.2.2.3. Visitsto DoD or NASA activities by DoD or NASA contractors
involving access to RESTRICTED DATA shall be processed as prescribed in paragraph
C3.1.4. Visitsto other UAs involving access to RESTRICTED DATA shall be
processed in the manner prescribed in subparagraph C3.1.6.2.

C3.2.3. Visits to User Agency Activities in the United States

C3.2.3.1. Contractors desiring to have an employee or consultant visit aUA
activity involving access to classified information shall address arequest in writing to
the Commander or Head of the activity to be visited. Visit requests shall be
accompanied by astatement from the contracting officer that the release of classified
information is required in connection with aspecified classified contract or program.
(Visit requests normally will be sent viathe contracting officer.)

C3.2.3.2. Reqguests to visit offices or headquarters activities of the UAsinthe
Washington, DC area shall be submitted in writing addressed to the specific office to be
visited. Whenever possible, the exact code number, division, and branch of the activity
or office to be visited shall be included in the address of the request. Visit requests
shall be accompanied by astatement from the contracting officer that the release of
classified information is required in connection with aspecified classified contract or
program. (Visit requests normally will be sent viathe contracting officer.)

C3.2.3.3. Asanexception to subparagraphs C3.2.3.1. and C3.2.3.2., above, a
visit request may be submitted directly to the activity or office to be visited without a
statement from the contracting officer when the classified information to be disclosed
and the determination as to the contractor's need for such access is knownto be a
responsibility of the activity or office to be visited except as specified in subparagraph
C3.2.3.5,, below.

C3.2.3.4. The contractor's request shall contain the information specified in
paragraph 37d, ISM (reference (a)).

C3.2.3.5. If acontractor contemplates discussion or viewing of classified
intelligence in the custody of aUA activity, the contractor's visit request shall be
forwarded in all cases to the contracting officer of the UA activity authorized to release
classified intelligence information to contractors for the required need-to-know
verification and routing to the UA to be visited. Inaddition to the information specified
in paragraph 37d, ISM (reference (a)), the visit request shall contain:
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C3.2.3.5.1. The contractor's certification that access to classified
intelligence is required for contract performance, and the contract is aclassified
contract;

C3.2.3.5.2. Sufficient additional information concerning classified
intelligence required to permit the Agency or activity receiving the visit request to
assess:

C3.2.3.5.2.1. Applicability of available classified intelligence to the
contractor's needs;and

C3.2.3.5.2.2. Whether available intelligence may be released to the
contractor without permission of the originator and/or sanitization of the material; and

C3.2.3.5.3. Acertification by the contracting UA activity representative
authorized to release classified intelligence to contractors, that the information to be

acquired during the visit is not available within the sponsoring Agency.3

C3.2.3.5.4. If the contractor's request is to visit the Defense Intelligence
Agency (DIA), and it appears that abroad base of intelligence material may be examined
or discussed during the visit, aknowledgeable representative of the sponsoring UA shall
accompany contractor personnel during the initial visit.

C3.2.4. Visits to User Agency Activities Outside the United States. This paragraph
IS applicable when acontractor desires to have an employee make aclassified or
unclassified visit to aUA activity outside the U.S. The information required by
paragraph 37d, ISM (reference (a)),shall be furnished for the visits enumerated in this

paragraph.

C3.2.4.1. Contractor-Sponsored Visits. A contractor shall process arequest
for his or her employee to visit aUA activity outside the U.S. through DISCO to the UA
activity concerned, if the visit is on the initiative of the contractor. The DISCO will
process the visit request to the appropriate activities based on guidance furnished from
such activities (such as, mgjor commands and Military Assistance Advisory Groups
(MAAGS) attaches). The Commander or Head of the activity to be visited will notify
the contractor of the approva or disapproval of the visit request. (See paragraph
C3.4.2. for an employee based in Europe.)

3 The contracting officer, when verifying need-to-know, shall determine whether the required intelligence information is
available locally or elsawhere within the UA, before authorizing visits to outside sources.
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C3.2.4.2. User Agency-Sponsored Visits. Avisit request for acontractor
employee sponsored by a UA and traveling on the UA's orders will be processed by the
UA in accordance with the regulations of such UA. The traveler's order shall reflect the
traveler's level of PCL, if required in connection with the travel. The contractor shall
submit the request for such avisit directly to the UA activity concerned.

C3.2.5. Action by Commander or Head of Activity to be Visited. The Commander
or Head of the UA activity may:

C3.2.5.1. Approve or disapprove the visit on the basis of the information
provided, notifying the contractor accordingly, or request that the contractor furnish
additional information in order to evaluate more fully the original visit request.

C3.2.5.2. If thereis reason to question the authenticity of the visit request or
aneed to verify the FCL status, the request shall be referred to the contractor's CSO for
verification. Similarly, the request may be referred to the contractor's contracting
activity if there is any question as to the justification for the visit or the visitor's
need-to-know. When the FCL of acontractor is established, based on either acurrent
classified contractual relationship or verification from the contractor's CSO, acleared
contractor's certification of the clearance of an employee visiting a UA should be
accepted without further confirmation by the DISCO.

C3.2.6. Compliance with Request from the Commander or Head of the User
Agency Activity. Asaresult of the action taken by the Commander or Head of the UA
activity, as provided for in paragraph C3.2.5., the following actions shall be taken:

C3.2.6.1. The CSO shall furnish, as appropriate:

C3.2.6.1.1. To the contractor, the verification of the FCL and
safeguarding ability or other requested information.

C3.2.6.1.2. To the Commander or Head of the UA activity, verification of
the FCL and safeguarding ability or other requested information.

C3.2.6.2. The contracting activity shall furnish, as appropriate:

C3.2.6.2.1. To the contractor, justification for the visit, or astatement
that the visit cannot be justified.

C3.2.6.2.2. To the Commander or Head of the UA activity, justification
for the vigit, or astatement that the visit cannot be justified.
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C3.3. VISTSTO GOVERNMENT ACTIVITIESOTHER THAN USER AGENCIES

C3.3.1. Application. This section outlines the procedures to be followed to
process visit requests to Government activities other than UAs where access to
classified information in involved.

C3.3.2. Visits to DOE Installations or DOE Contractors

C3.3.2.1. Requests for visits to DOE installations or to DOE contractors that
will require access to DOE classified information shall be prepared utilizing DOE Form
F5631.20. (Copies of this form may be obtained from any DOE installation). In
addition to compl eting the appropriate portions of the DOE Form F 5631.20, the
contractor (usually the FSO) shall include, in the first block of the form immediately
after the PCL data, acertification of the prospective visitor's PCL. The DOE Form F
5631.20 shall then be forwarded for the required official certification to the contracting
officer of the UA who signed the DD Form 254 that was issued in connection with the
contract for which the DOE classified information is required.

C3.3.2.2. Onreceipt of aDOE Form F 5631.20, the contracting officer shall
review the contractor's stated purpose for the visit. The contracting officer must assure
him or herself that access to DOE classified information is essential to the
performance of the DoD contract cited by the contractor, or that the proposed
disclosure of classified information to the DOE activity will assist in either the
performance of aDoD or DOE contract. A statement to that effect should be made in
the appropriate part of the DOE Form F 5631.20.

C3.3.2.3. The necessary certification required on part A of the DOE Form F
5631.20 shall be made by the official of the UA who has been delegated this authority.
In connection with contracts administered by a DCASR, the delegation of authority to
make this certification is set forth in DLAM 5025.1 (reference (ss)).

C3.3.3. Vidts to Activities Other Than the Department of Energy. Requests for
visits to Government activities other than UAs and the DOE, which involve the release
of classified information to such activities in connection with aUA contract, require the
approva of the contracting officer, and, if the classified information to be released
includes RESTRICTED DATA, the gpproval of the DOE. Such requests shall be
submitted by the contractor to his or her contracting officer who will process the
requests in accordance with the internal instructions of the Department or Agency.
Before approving acontractor's request to disclose or acquire classified information
during such avisit, the contracting officer should require evidence from the contractor
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that the activity to be visited had requested or else consented to the contractor's request
for the visit. Also, the contractor should submit astatement explaining:

C3.3.3.1. The purpose of the visit in detail;

C3.3.3.2. Adescription of the classified information to be divulged during the
vigit, either to or by the Government activity being visited; and

C3.3.3.3. Thedirect or indirect effect that the visit may have on the
performance of the classified contract involved.

C3.4. VISTSTO FOREIGN GOVERNMENTS AND ACTIVITIES

C3.4.1. Application

C3.4.1.1. Contractor visits to foreign governments or activities or to
international bodies fall into three categories:

C3.4.1.1.1. These include visits that involve the disclosure of U.S.
classified information in connection with:

C3.4.1.1.1.1. Agovernment-to-government agreement to furnish U.S.
military equipment to the foreign government (for example, when the purchase of the
equipment is under aU.S,, not aforeign government, contract);

C3.4.1.1.1.2. Exploratory sales visits involving other than those
covered precontract negotiations or contract performance, under subparagraph C3.4.1.1.,
above, (for example, when the purchase of the U.S. military equipment or services, if
consumated, will be under aforeign government contract); or

C3.4.1.1.1.3. U.S. Government presentations to foreign governments
and international pact organizations when the U.S. Government has requested the
contractor's participation.

C3.4.1.1.2. These include visits that do not involve disclosure of U.S.
classified information but for which the foreign government or activity requires aUu.S.
security assurance on the visitor that::

C3.4.1.1.2.1. Involve disclosure of unclassified technical dataon the
"U.S. Munitions List," or
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C3.4.1.1.2.2. Will not involve disclosure of technical dataon the
"U.S. Munitions List."

C3.4.1.1.3. Theseinclude visits on acommercial basis (for example,
visits that do not involve disclosure of U.S. classified information and do not require a
U.S. security assurance on the visitor). These visits may or may not involve disclosure
of unclassified dataon the "U.S. Munitions List." Visitsin this category are not
processed under the provisions of this Regulation. However, the contractor is
responsible for compliance withthe ITAR (reference (i)) and for obtaining a State
Department export license or letter, if required.

C3.4.1.2. Thefollowing information concerning the requirements of reference
(o) is furnished for the guidance of the contractor:

C3.4.1.2.1. Disclosure of classified information, in connection with visits
in the category described in subparagraphs C3.4.1.1.1.1. and C3.4.1.1.1.3., above, does
not require an export license.

C3.4.1.2.2. Except as specified in subparagraph C3.4.1.2.3., below,
disclosure of unclassified technical datarelated to "U.S. Munitions List" items requires
an export license.

C3.4.1.2.3. Anexport license is not required if the visit has been
approved on an unclassified basis by the UA concerned and:

C3.4.1.2.3.1. Thetechnical datato be disclosed is information
covered by amanufacturing license or technical assistance agreement approved by the
Department of State; or

C3.4.1.2.3.2. Thetechnical datato be disclosed is exempt from the
provisions of the ITAR (reference (i)).

C3.4.1.3. Requests for classified visits to foreign governments or activities
shall be processed only for employees who have aPCL for the appropriate level.
Contractor-issued CONFIDENTIAL clearances are not valid for such visits.

C3.4.1.4. Visit requests in the categories described in subparagraphs
C34.1.1.1.2.andC3.4.1.1.2.1. and C3.4.1.1.2.2. shall be processed by the contractor
through DISCO. Visitsinthe category described in subparagraphs C3.4.1.1.1.1. and
C3.4.1.1.1.3., above, shall be processed by the contractor in accordance with the
regulations of the UA that cover dealing with the foreign government. The contractor
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shall certify clearance information concerning the proposed visitor directly to the UA
concerned. Such visits are not processed through DISCO.

C3.4.1.5. Visit requests processed through DISCO shall be submitted in
quadruplicate with one extra copy for each additional country to be visited, and shall
contain the information required in paragraph 37d, ISM (reference (a)), as well as the
proposed visitor's passport or identification card number, date, and place of issuance. In
addition, the contractor shall specify the category of visit that is involved (see paragraph
C3.4.1.1., above), and, for avisit of the type described in subparagraph C3.4.1.1.1.2. or a
C3.4.1.1.2.1., above, will certify, within the visit request, the export license number and

|Iicense expiration date.* The DISCO shall review the visit request to ensure that it is
complete and accurate and contains the necessary information to process the visit. The
visit request will then be forwarded to the OISI, MAAG, Attache, or Unified Command,
as appropriate. These latter activities will arrange the visit with the foreign activity to
be visited and advise the contractor directly of approva or disgpprova of the visit. In
every case the disclosure authorization, letter or license, shall be forwarded to the U.S.
Government point of contact in the foreign country.

C3.4.1.6. Processing Time. Visit requests should be received by DISCO at
least 45 days in advance of the proposed travel date for al countries and U.S. overseas
commands. Exceptions are travel to Switzerland, which requires 70 days advance
notice. Requests for visits in France must be for specific dates as France will not
approve visits for indefinite periods.

C3.4.2. Use of the Office of Industrial Security International (O1S]). If the U.S.
contractor employee making the visit it based in Europe, or in an adjacent non-European
country, the visit request may be submitted through OISl rather than through DISCO.
The information required in subparagraph C3.4.1.5., above, shall be included with the
request. The OISl will verify the proposed visitor's PCL status and process the visit to
the foreign activity to be visited. The OIS will notify the contractor of the approval or
disapproval of the visit. Inaddition to furnishing acopy of the export license or letter
when required in accordance with subparagraph C3.4.1.5., the contractor is responsible
for compliance with the ITAR (reference (i)), if applicable, in the same manner as
though the visit were arranged through DISCO.

4 To avoid delay in obtaining visit approval, the contractor should obtain any required export license or letter well in advance
of the proposed visit.
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C3.5. VISTSIN CONNECTION WITH BILATERAL INDUSTRIAL SECURITY
AGREEMENTSAND NATO VIST PROCEDURES

C3.5.1. Viditsin Connection With Bilateral Industrial Security Agreements

C3.5.1.1. Thefollowing procedures apply to visits pertaining to pre-contract
negotiations or contract performance under approved bilateral agreements involving a
foreign classified contract inthe U.S. or aU.S. classified contract in aforeign country.

C3.5.1.1.1. Authorization for visitors or those visited to have access to
classified information shall be limited to that necessary for official purposesin
connection with pre-contract negotiations or contract performance. When requested,
the authority to visit the facility of the prime contractor may include authorization to
have access to or to disclose classified information at the facility of asubcontractor
engaged in performance of work in connection with the contract.

C3.5.1.1.2. Alist may be developed to indicate those individuals who are
authorized to visit the facility for extended periods of time, not to exceed 6 months, as
may be necessary in the performance of the contract. This authorization may be
renewed for additional periods of 6 months as may be necessary in the performance of
the contract.

C3.5.1.1.3. Visits shall be approved only for persons possessing
Government-granted PCLs.

C3.5.1.2. U.S. contractor visits in connection with foreign classified contracts
shall be processed in accordance with the provisions of paragraph C3.4.1.

C3.5.1.3. Representatives of foreign governments visiting U.S. activities shall
be processed as Category 4 visits in accordance with subparagraph C3.1.4.4., if U.S.
classified information is involved in the foreign government's contract. If only foreign
classified information is involved, the visit shall be processed by DISCO.

C3.5.2. NATOVisit Procedures. The following visitor control procedures apply
to aNATO pre-contract negotiation or to aNATO contract awarded to aU.S. contractor
by aNATO government other than the U.S,, acontractor of such NATO country, or a
NATO international body.
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C3.5.2.1. Visits by Representatives of aU.S. Contractor to the NATO
Contracting Officer, aNATO Management Office, or aContractor of aNATO Country
Other Than the United States. The visit request, in quadruplicate, will be directed
through DISCO to the NATO contracting officer or to the NATO management office
and will be processed together with aCertificate of Security Clearance (see paragraph
C3.5.4.). The Certificate of Security Clearance shall indicate whether or not the
visitor has received aNATO security briefing.® The visit request shall include the
information specified in paragraph 37d, ISM (reference (a)), the visitor's passport or
identity card number, date and place of issuance, and the NATO contract or program on
which he or she is engaged.

C3.5.2.2. Visits by Representatives of aNATO Contracting Officer, aNATO
Management Office, or of aContractor of aNATO Country to the U.S. Contractor.
Such requests shall be processed by the NATO activity concerned as a Category 4 visit
(see subparagraph C3.1.4.4.) through the appropriate UA activity. Such visit requests
shall contain the information specified in subparagraph C3.5.2.1., above.

C3.5.2.3. Visits in Connection with NATO Contracts by Representatives of a
U.S. Contractor to Another U.S. Contractor in the United States

C3.5.2.3.1. Suchvisits shall be processed as Category 1 visits (see
ubparagraph C3.1.4.1.) if both contractors are performing on the same NATO contract in
aprime contractor-to-subcontractor relationship. A statement on NATO security
briefing shall be included in the visit request.

C3.5.2.3.2. If no contractual relationship exists between the contractors,
the visit request shall be processed as aCategory 2 visit (see subparagraph C3.1.4.2.)
requiring the approval of the NATO contracting officer whose information is involved.
Supporting information on the NATO briefing and the Certificate of Security Clearance
shall be included in such visit requests. The visit request, together with two copies of
the Certificate of Security Clearance, will be processed through DISCO to the NATO
Contracting Officer.

C3.5.2.4. Recurring Visits. Subsequent visits shall be processed in
accordance with paragraph C3.1.2. Authorization for subsequent visits shall not exceed
aperiod of 12 months, but may be subject to renewal for succeeding periods of 12
months, if required.

5 Whenever possible, the NATO security briefingwill be accomplished prior to the submission of the visit request and the
certificate will state so. When thisisnot practical, the visit request will include a statement as to when and by whom the
NATO security briefingwill be conducted.
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C3.5.3. NATO Production L ogistics Organization (NPLO) Program Security
Clearance and Visit Procedures. Clearance and visit control procedures in effect for
contractors performing on specific NPLO programs are different from other NATO
visit procedures. Current NPLO programs are HAWK, F-104G, NAMSA, and NICSO.
Asanaidto simplify visit procedures, it is necessary to establish the visiting contractor
employee's PCL in connection with aspecific NPLO program. This may be
accomplished prior to the initia visit or concurrent with the request for such visit.

C3.5.3.1. Initia Visits

C3.5.3.1.1. Thevisit request, in quadruplicate, will be directed through
DISCO to the NPLO Management office with acopy to the NATO activity to be visited
and will be processed together with aCertificate of Security Clearance (see paragraph
C3.5.4)). Thevisit request shall include the information specified in paragraph 37d,
ISM (reference (a)), the visitor's passport or identity card number, date and place of
issuance, and the NPL O program with which he or she is concerned.

C3.5.3.1.2. The DISCO will forward the visit request to the management
Office of the NPLO, which will inform appropriate NATO and foreign activities of its
action, for example, approva or disapproval.

C3.5.3.1.3. The Certificate of Security Clearance will be forwarded by
DISCO to the NATO Office of Security Industrial Security section for recording and
dissemination of the information to the NATO member countries and NPLO
Management Offices concerned.

C3.5.3.1.4. Incase of urgency when aCertificate of Security Clearance
has not been forwarded to the NATO Office of Security in advance, DISCO will attach a
copy of the Certificate of Security Clearance to the visit request for transmission to the
NPLO Management Office.

C3.5.3.2. Recurring Vigits. If theinitial visit is approved, subsequent visits,
not to exceed 6 months, to the same NPL O activity for the same U.S. contractor
employee will be processed by the U.S. contractor directly to the NPLO activity to be
visited. That activity will notify the contractor of the approva of the visit. These
subsequent visit requests will contain the information required by paragraph 37d, ISM
(reference (a)), and will include the visitor's passport or identification card number and
date and place of issuance.

C3.5.4. Certificate of Security Clearance
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C3.5.4.1. Astandard format, Certificate of Security Clearance, has been
adopted for use within the NATO community in connection with visits from one NATO
country to another, or to aNATO office, agency, command, or to or between
contractors when avisit will involve access to NATO classified information.

C3.5.4.2. The Certificate of Security Clearance shall be completed on plain
bond paper by the contractor for each of his or her employees desiring to make avisit,
and submitted in duplicate for certification to DISCO. The employee's name shall be
listed in the following order: last name, first name, and middle name or initial.

C3.5.4.3. Thiscertificate shall be sent sufficiently in advance by the
contractor through DISCO so as to ensure receipt by the foreign officials of the NATO
offices, agencies, commands, or contractors before arrival. Inexceptional
circumstances, the information required by the certificate may be initialy supplied by
other means of communication, but shall be confirmed in writing. Normally acopy of
this certificate should not be givento the traveler.

C3.5.4.4. The DISCO shall forward the Certificate of Security Clearance to
the OISI. That office processes the certificate to the appropriate NATO contracting
activity. When the appropriate briefing has not been administered, the OIS will
administer the NATO security briefing only if the visitor is located in or is in transit
through Brussels. If it is more convenient, the briefing may be administered by aU.S.
DA activity if specifically requested to do so by acontractor. (See figure C3.F1.,
below.)
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Fgure C3.F1. DISCO/DIS Certificate of Security Clearance Format

Y ' DEFENSE INDUSTRIAL SECURITY. CLEARANCE OFFICE -
DEFENSE INVESTIGATIVE SERVICE :

Certificate of Security Clearance

Issued by

. Date and place of issue

valid until

(If issued to an individual, this certificate should be returned to the
granting authority on the termination of the mission for which issued.)

This is to certify that:

(Last name, first name, middle name)

Date of birth

'P;acc of birth

Nationality
N Where e io ed
~ mploy
2 Programme (s)
Holder of passport and identification card number
Issued at
Military rank and number (if applicable)
has been cleared for access to information classified up to and including
in accordance with current NATO security regulations. This individual
(Has) (Has nof) received & NATO security briefing.
s . Signature and title of granting authority

s (Seal or stamp)
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C4. CHAPTER4
SECURITY INSPECTIONS

C4.1. INSPECTIONS

C4.1.1. Application. This section sets forth the purpose and establishes the
procedures and schedule for the conduct of industrial security inspections.

C4.1.2. Purpose. Security inspections shall be conducted for all cleared
contractor facilities having access to classified information to ensure compliance with
the requirements of the DoD Industrial Security Program. Such inspections shall
ensure that procedures, methods, and physical safeguards employed by contractors are
adequate for the protection of classified information entrusted to them. Inaddition, the
inspection shall serve as amethod for providing recommendations and suggestions to
Improve security practices at the facility.

C4.1.3. Reciprocal Use of DOE and DoD Security Inspection Programs. EXxisting
security inspection agreements between CSOs and DOE activities, whereby CSOs
perform inspections of DOE classified contracts at DoD-cleared contractor facilities or
the DOE agrees to perform inspections of DoD contracts that may or may not involve
RESTRICTED DATA at DOE facilities, will continue to be honored. However, such
agreements should be reviewed and updated as necessary to conform with the general
policy outlined in this paragraph. Copies of revised and new agreements entered into
subsequent to the receipt of this Regulation, shall be furnished the Director, DIS,
ATTN: Deputy Director (Industrial Security).

C4.1.3.1. ADoD CSO may, onreceipt of arequest from aDOE activity, enter
into awritten agreement to assume security inspection responsibility for aDOE
classified contract being performed at aDoD-cleared contractor's facility. The
requesting DOE activity shall be responsible for notifying the contractor that the
provisions of the ISM? (reference (a)) will apply to the DOE contract and that the
security inspections will be performed by the contractor's present DoD CSO. The DoD
CSO will be responsible for:

1 If there are any exceptions, both the contractor and the DoD CSO shall be advised in writing.
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C4.1.3.1.1. Initialy notifying the DOE requesting activity of the
contractor's FCL and safeguarding ability, and the mailing address to which DOE
classified material should be addressed;

C4.1.3.1.2. Subsequently notifying the DOE requesting activity of any
contemplated termination or revocation of the contractor's FCL, inability to safeguard
the DOE classified information, or change in mailing address;

C4.1.3.1.3. Ensuring that the DOE interests are covered during recurring
inspections -- normally, copies of the DD Form 696 shall not be furnished the
interested DOE activity; however, if requested upon initial award of a DOE contract or
whenever an unsatisfactory security rating is assigned, acopy of the DD Form 696 shall
be furnished; and

C4.1.3.1.4. Advisingthe interested DOE activity of any serious security
deficiencies encountered or any case involving loss, compromise, or suspected
compromise of classified information pertaining to the DOE contract. Such advice may
be inthe form of acopy of the letter to management, acopy of the investigative report
of loss, compromise, or suspected compromise, or asynopsis of the overall status of
security in the facility, including those deficiencies that specifically affect the DOE
contracts.

C4.1.3.2. ADoD CSO may enter into awritten agreement with a DOE activity
to perform certain DoD security cognizance actions when aDoD contract is being
performed at aDOE cleared contractor's facility. 1nsuch cases, the security actions and
responsibilities of the DOE activity and the DoD CSO shall be included in the
DOE/DoD Agreement.

C4.1.3.2.2. The DOE activity shall be responsible for the following:

C4.1.3.2.2.1. Notifying the CSO of any contemplated termination of
DOE interest at the contractor's facility, or inability of the contractor to safeguard the
DoD classified information, or any changed condition that would affect the contractor's
DoD FCL (see paragraph C2.1.19.).

C4.1.3.2.2.2. Ensuring that the DoD interests outlined in the written
agreement are covered during security inspections. Normally, copies of the DOE
inspection report shall not be furnished the DoD CSO. However, if requested on initial
award of aDoD contract or whenever an unsatisfactory security rating is assigned, a
copy of the DOE inspection report shall be furnished.
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C4.1.3.2.2.3. Advisngthe DoD CSO of any serious security
deficiencies encountered or any case involving loss, compromise, or suspected
compromise of classified information pertaining to the DoD contract. Such advice may
be in any appropriate form or format (see subparagraph C4.1.3.1.4., above).

C4.1.3.2.3. The DoD CSO shall be responsible for the following:

C4.1.3.2.3.1. Processing and issuing aDoD FCL in the normal
manner to enable the contractor to bid on other classified DoD contracts.

C4.1.3.2.3.2. Advisngthe DOE activity of those paragraphsinthe
ISM (reference (a)) that are either in addition to or different from DOE requirements
and that should be covered by the DOE activity during inspection. For example, ensure
that the contractor complies with sections V and VI and paragraphs 5, 6, 7, 10, 14, and

17,1SM.? Except as indicated, the DOE security requirements apply.

C4.1.3.2.3.3. As appropriate, arranging with DISCO to process
personnel actions for individuas requiring a PCL in connection with the FCL and
issuance of aDoD LOC. Inaddition, personnel requiring access to DoD TOP SECRET
information shall be cleared, by DISCO and issued aDoD LOC. However, access to
DoD SECRET information may be granted within the facility on astrict need-to-know
basis without being issued aDoD LOC, provided the employee has a"Q'clearance. If
the employee does not have aclearance or requires access outside the facility (for
example, on visits), he or she shall be cleared by DISCO and issued aDoD LOC.
Access to CONFIDENTIAL information may be granted based upon acontractor's
CONFIDENTIAL clearance except as noted in paragraph 24, 1ISM (reference (a)).

C4.1.3.2.3.4. Notifying the contractor in writing of the agreement
reached with the DOE activity and also advise the contractor of his or her security
responsibilities, with specific emphasis on those items included in the DOE/DoD
agreement in accordance with the two preceding paragraphs.

C4.1.3.2.3.5. Maintaining liaison with the DOE activity immediately
prior to and subsequent to the award of aDoD contract and upon completion or
termination of the DoD contract to ensure that all DoD requirements are complied with
by the UA and the contractor.

2 The paragraphs of the ISM (reference (a)) in the examples apply in al cases. However, based on the specific case at hand,
there could be additional paragraphs of the ISM (reference (a)) that should be delineated.
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C4.1.4. Schedule. Aninitia inspection, in addition to the visit required by
subparagraphs C1.1.11.3. or C1.1.12.2., shall be completed within 20 days from the
time the CSO receives notice that the facility has classified material inits possession,
but in any event, within 2 months from the date of the FCL. Initial inspection of a
COMSEC account shall be made jointly with arepresentative of the COR. Inspections
of contractor facilities shall be conducted in accordance with the schedule indicated
below. This schedule does not preclude conducting inspections on an unannounced
basis or at more frequent intervals wherever conditions at facilities dictate or when
otherwise warranted. As an example, serious deficiencies encountered in afacility's
security program would indicate aneed for increased inspection effort. When an
unannounced inspection is conducted, some of the administrative data normally
furnished by the contractor, and entered on the DD Form 696, may not be available. In
such cases, the information may be omitted from the DD Form 696, but shall be
included at the time of the next announced inspection. Ininstances in which the
contractor reports to the CSO the establishment of or any change in the location of a
closed or restricted areawithin the facility, the CSOs determine if it is necessary to
make an inspection prior to the next regular inspection. Such determination should be
based on the CSO's previous experience and knowledge of the contractor's operation
plus an evaluation as to the contractor's past dependability in safeguarding classified
material while an areais being established. Inthese instances where parent and
subsidiary facilities have entered into approved formal agreement as provided for in
paragraph 72c, ISM (reference (a)), both facilities shall be inspected simultaneously.

C4.1.4.1. Theinspection schedule shall be based upon the highest level of
classified material possessed at the facility since the preceding inspection except as
otherwise provided below.

C4.1.4.2. Inspection Schedule.

Level of Possession Frequency
TOP SECRET 6 months
SECRET 6 months
CONFIDENTIAL 9 months

All other facilities, except as noted below. 9 months
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C4.1.4.3. Itisthe responsibility of the Deputy Director (Industrial Security),
HQ DIS, to ensure that specific unannounced inspection standards and criteria be
developed and that they be uniformly applied throughout each CSO. Unannounced
inspections shall be approved in advance by the cognizant Director of Industrial
Security, his or her designed, or higher authority.

C4.1.4.4. The inspection schedule for facilities that are candidates for
administrative termination may be lengthened or shortened to accommodate the
requirements of paragraph C2.1.20.

C4.1.4.5. HOFs of commercia carriers and their terminals listed on the DIS
Form 1150 that have been granted aFCL will be inspected every 6 months.

C4.1.4.6. Graphic arts facilities will be inspected every 6 months.

C4.1.4.7. CSOs will arrange to inspect periodically selected uncleared
locations where cleared personnel are employed or physically located to verify the
continuing adequacy of the aternative procedure to annud visit's provided for in
paragraph 73, ISM, reference (a).

C4.1.4.8. CSOs will, in conjunction with performing regularly scheduled
industrial security inspections, conduct OPSEC inspections to assess contractor
compliance with UA imposed OPSEC requirements. Chapter 10 provides further
guidance on these type inspections.

C4.1.5. Naotification of Inspection

C4.1.5.1. Prior to visiting afacility for the purpose of arecurring inspection,
the facility shall be notified approximately 10 days in advance of the impending visit.
This, in addition to being acommon courtesy, affords the FSO an opportunity to prepare
for the inspection. For instance, he or she has to verify that representatives of
management will be available for discussions and for the post-inspection critique, and
that other key personnel, such as the document control supervisor, contract
administrator, and reproduction supervisor, will be available for interview. Findly, the
contractor needs sufficient time to prepare alist of classified contracts on which the
facility is currently performing.

C4.1.5.2. Prior to effecting aninspection at acontractor facility, the inspector
shall accomplish the following:
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C4.1.5.2.1. Reviewthe previous DD Form 696, related correspondence,
and any subsequent reports. Deficiencies recorded on the preceding DD Form 696
report should be noted and the extent of corrective action checked during inspection.
Failure to correct the deficiencies during the interval between the inspections shall be
discussed with management to determine its attitude toward its security program.

C4.1.5.2.2. Reviewthe list of current classified contracts, the DD Forms
254, andrelated forms. This review will, in addition to indicating the highest
classification of material that should be in the facility, revea whether or not classified
material inthe form of hardware or equipment is to be produced. If so, the inspector
should be alerted to the fact that there would, or should be, controlled areas to be
inspected at the facility. Note the dates shown on the DD Form 254 for evidence of
|fai|ure on the part of the contracting activity to conduct required biennial reviews. In
each instance the DD Form 254 should be reviewed carefully prior to the inspection.

C4.1.5.2.3. Take note of any special access requirements or other
additional security requirements for particular contracts.

C4.1.5.2.4. Review any reports of recent security violations. Reports
submitted by the facility under paragraphs 6a(2) and (3), ISM (reference (a)), should be
screened. Anexcessive number of such reports, particularly if they are similar in
nature, would indicate alaxity in the facility's document control system, educational
program, or both. Absence of such reportsis aso worth noting. If the loss of
documents or other indications of compromise are detected during the inspection (when
it is established that the facility has prior knowledge of these conditions), this would be
anindication of failure to comply withthe ISM (reference (a)) reporting requirements.

C4.1.5.2.5. Reviewthe facility's SPP to ensure that it provides a
complete set of adequate procedures that specify what is to be done, howit is to be
done, who isto do it, and who is to supervise it. If there are omissions in the SPP, or
If the SPP has not been set forth in sufficient detail, it is likely that deficiencies will be
discovered during the inspection in the same areas in which the procedures are silent or
coveredin general terms. Note also if the last revision to the ISM (reference (a)) has
been incorporated into the procedure.

C4.1.5.3. If plant representatives or their designees are at the facility
(including aDCASR plant representative), they shall be alerted to the forthcoming
inspection and visited as soon as possible after arriving at the facility. Inaddition, every
effort shall be made to brief the plant
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representatives or their designees of the inspection results in advance of the briefing to
be given to management. If the plant representatives or designees are not available,
they will be apprised of the inspection results as soon as possible, after conclusion of
the inspection, by copies of correspondence. Aninvitation shall also be extended to the
plant representatives or their designees to attend the management critique and they shall
be placed on distribution for copies of correspondence subsequently sent to
management relative to the inspection.

C4.1.5.4. Inthose instances where the CSO el ects to perform an inspection on
an unannounced basis as provided for in paragraph C4.1.4., the notification provisions
outlined above will not apply.

C4.1.6. Use of Industrial Security Inspection Report (DD Form 696). Thisformis
designed to focus attention on the security requirements established in the ISM
(reference (a)) and DoD 5220.22-S-1 (reference (q)), as well as to serve as aguide for
the conduct of security inspections. Whenfilled in the original of the form shall be
maintained by the CSO in the facility file folder in order to have available the latest
information for the evaluation of the current security status of the facility. The
completed forms are not routinely distributed to UAs or the contracting officers having
procurement responsibilities at the facility; however, the CSO shall, on request, furnish
advice as to the latest security conditions of the facility. A DD Form 696 is generally
useful to the UAs only when the facility has been evaluated as "unsatisfactory.” Insuch
cases the CSO will automatically furnish acopy of the DD Form 696 to every
contracting activity concerned, under the provisions of paragraph C4.2.2.

C4.1.7. TEMPEST Countermeasures

C4.1.7.1. DoD policy requires contractors to take TEMPEST countermeasures
only if such special security requirements are specifically incorporated into the contract
by the UA whose classified information is processed. A copy of these special security
requirements shall be furnished the CSO by the UA.

C4.1.7.2. Contracting officers shall ensure that potential compromising
situations related to the performance of classified contracts are identified and evaluated,
and, where appropriate, include in such contracts requirements for the security
countermeasures necessary to ensure compliance with national policies for the control
of compromising emanations. When such contract requirements are established, the
CSO shall be advised.
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C4.1.7.3. The CSO may obtain technical assistance from the contracting
officer or his or her designated representative when necessary in connection with the
inspection of acontractor's facility for compliance with TEMPEST countermeasure
provisions of the contract.

C4.1.7.4. Inthose instances where the UA has not incorporated special
security requirements as TEMPEST countermeasures in the contract, and the CSO
believes such measures are warranted, the CSO should bring the matter to the attention
of the appropriate contracting officer. If more than one UA utilizes the equipment, the
issue should be discussed with all contracting officers whose classified informationis
being processed. Factors to be considered by the CSO will be the:

C4.1.7.4.1. Type of equipment or component involved:
C4.1.7.4.2. Physical environment in which the component is located;
C4.1.7.4.3. Senditivity of the classified information; and

C4.1.7.4.4. Frequency, volume, and duration of classified information
processing.

C4.1.7.5. Contracting officers should direct any questions concerning
TEMPEST policy or countermeasures to the following activities:

Director

National Security Agency

ATTN: S6

Fort George G. Meade, MD 20755

Commander

U.S. Army Intelligence & Security Command
ATTN: IAOPS-OP-P

Arlington, VA 22212

U.S. Air Force Cryptologic Support Center

ATTN: EPV
San Antonio, TX 78243

191 CHAPTER 4



DoD 5220.22-R, Dec. 4, 1985

Commander

Naval Security Group Command
ATTN: G-65

3801 Nebraska Ave., NW
Washington, DC 20390

C4.1.8. Use of the DISForm 1148. Thisis amultipurpose form designed to focus
attention on the security requirements established for commercial carriers.

C4.1.8.1. The purpose of part | is to develop sufficient facts and to ensure
submission of necessary documents to permit an administrative determination to grant
or deny asecurity clearance to aHOF and terminals listed on the DIS Form 1150 of a
commercial carrier. Itis also the basis for aCSO of the HOF of acarrier to determine
if the overall carrier organization should be granted authority to transport SECRET
material. Inaddition, part | is utilized to develop information concerning changed
conditions, such as achange of address or reorganization. Part | is also to be used by
the CSO in determining whether the HOF of the commercial carrier is subject to FOCI
factors. Theinformation in part | and attachments thereto is used as anaid to
Investigation in such cases. Whenever part | is used, the original of the form with all
attachments will be forwarded to DISCO. The CSO will retain acopy inits facility file
folders.

C4.1.8.2. The purpose of part I, when used in conjunction with the applicable
inspection check list, is to provide for uniform and comprehensive security inspections
of cleared facilities of commercial carriers to determine compliance with the
requirements of reference (b), as well as the ISM (reference (a)), as appropriate.
When part 11 is used, the CSO will retain acopy in appropriate facility file foldersin
order to have available the latest information pertaining to the security status of the
facility inspected. Inaddition, the CSO of the HOF will be furnished and will retain
copies of reports and correspondence pertaining to violations or major deficiencies
(including unsatisfactory reports) for al of the carrier's terminals in order to have
available the latest information pertaining to the overall security status of the carrier's
organization (system). As necessary, the CSO of the HOF will assist other CSOs over
terminals in obtaining satisfactory corrective action from top management officials of
the HOF. Theinformationin part Il is not intended for routine distribution; however,
the CSO shall, on request, furnish advice as to the security status of the commercial
carrier.

C4.1.8.3. Instructions governing the use of this form are contained in
subparagraph C9.2.10.1.
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C4.1.9. COMSEC Inspections. The purpose of the inspection of aCOMSEC
account is to determine whether contractors are complying with the requirements of
reference (g) and such additional security requirements as may be provided for by the
individual contracts for the safeguarding of COMSEC information. The inspectionis
designed to obtain an overall security evaluation of the facility's protection of COMSEC
information and the current security status of COMSEC information in the facility.
Following each COM SEC inspection, the CSO shall provide areport of the inspection to
the appropriate COR.

C4.1.10. Formal Notification

C4.1.10.1. The contractor shall be notified in writing of the results of the
inspection. The letter shall be addressed to management and not to the FSO. A copy
of this letter may be sent to the FSO. While abasic format for these lettersis
acceptable, each should be atyped | etter rather than aprinted form. The notification
shall identify all significant security deficiencies noted during the inspection with
specific reference to the appropriate paragraphs of the ISV, reference (a). The facility
shall be given aspecific date by which all deficiencies cited shall be corrected, and
requested to notify the CSO when the corrections have been accomplished.

C4.1.10.2. Depending on the severity of the deficiencies and the known
reliability and attitude of the facility, the CSO may either conduct aspecial inspection
to determine whether the deficiencies have been corrected or accept management's
written statement that the corrective action has been accomplished subject to
verification at the next inspection.
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C4.2. UNSATISFACTORY INSPECTIONS

C4.2.1. Application. This section establishes procedures to be followed in
instances of unsatisfactory security inspections, or whenever there is animmediate
danger of classified information being compromised.

C4.2.2. Procedures

C4.2.2.1. If aCSO determines that there is animmediate danger of classified

information being compromised® or if asecurity inspection conducted under the
provisions of section C4.1. of this chapter results in anoverall facility security
evauation of "unsatisfactory,” the CSO shall notify immediately the Regiona Director
and the Director, DIS, ATTN: Deputy Director (Industrial Security), of al pertinent
facts. That office shall also be kept informed of all subsequent developments. In
addition, the actions described below shall be taken:

C4.2.2.1.1. The Regiona Director shall notify the contractor that the
existing deficiencies shall be corrected within the period of time prescribed (not to
exceed 30 days) and of the possible consequences if satisfactory actionis not taken.
Include in the letter to the contractor astatement that the contracting activities have
been notified of the existing conditions.

C4.2.2.1.2. Within 3 days from the completion of the inspection, notify
by electrical message the contracting officer(s) concerned of the nature and scope of
the deficiencies, the specific contracts that are affected, the action taken by the
contractor to remove the danger of compromise, if any, and the contractor's planto
correct the deficiencies and the scheduled date for completion. (Actions by the
contracting officer(s) are not required at this time.)

C4.2.2.1.3. Conduct reinspection immediately following the end of the
period prescribed for correction of the deficiencies to determine whether necessary
corrective action has been taken or whether an additional period of time should be
granted in which to complete the corrective action. |If the CSOis satisfied that
management has taken adequate action to correct the deficiencies, electrical message
notification of the "satisfactory" evaluation will be sent to the same addressees who
received the notification as to the "unsatisfactory" evaluation.

3 Inevery case where there isimmediate danger of classified information being compromised, require the contractor to
take immediate measures to safeguard the classified information.  If the contractor refuses or is unable to take immediate
corrective action, the CSO shall recover, or arrange with the contracting officer(s) concerned for the recovery of the classified
information.
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C4.2.2.2. If there is no immediate danger of compromise of classified
information but the contractor nevertheless has failed to correct the deficiencies within
the allotted period (or any extension thereof), the Director of Industrial Security shall
notify the contracting officer(s) concerned, each contractor having aclassified

subcontract in the facility, and each contracting UA# that the release of additional
classified information to the facility should be withheld, except for information
necessary to the completion of essential contracts. Inaddition, such notification should
also state that the facility is considered ineligible to receive requests for proposals or
invitations to bid on or for the award of new classified contracts. A copy of this notice
shall be furnished the DUSD(P), ATTN: DSP& P through the Director, DIS. The
contracting UA shall determine whether to terminate existing classified prime contracts
or whether the overall defense interest requires their completion.

4 As appropriate, notices to contracting UAs specified in this paragraph shall be addressed as follows:

Assistant Chief of Staff for Intelligence, USA, ATTN: DAMIDOS, Washington, DC 20310

Chief of Naval Operations, Director of Nava Intelligence, ATTN: 009D, Washingon, DC 203350

Director of Security Police, USAF, ATTN: IGSPA, Washington, DC 20335

Director of Security, NASA, ATTN: CodeLZ, Washington, DC 20546

Chief, Security & Investigations Division, Small Business Administration, Washington, DC 20416

Security Officer, National Science Foundation, Washington, DC 20550

Director of Investigations and Security, Department of Transportation, Washington, DC 20590

Security Office, Department of the Treasury, Washington, DC 20220

Chief, Division of Enforcement and Security Management, Department of Interior, Washington, DC 20240

Department Security Officer, Department of Agriculture, Washington, DC 20250

Chief, Physical Security Division, United States Information Agency, Washington, DC 20547

Director of Investigations and Security, Department of Commerce, Room 5004, Main Commerce Building,
Washington, DC 20230

Director of Investigations, General Services Administration, Washington, DC 20230

Director of Security, ATTN: SY/DO, Department of State, State Department Bldg., Washington, DC 20230

Director, Investigations and Security, Office of the Assistant Secretary for Administration, Department of
Labor, Washington, DC 20210

Director, Security and Inspections Staff, Environmental Protection Agency, Washington, DC 20460

Director, Office of Safeguards & Security, U.S. Department of Energy, Washington, DC 20545

Director, Security and Administrative Program Staff, Office of Management and Finance, Department of Justice,
Washington, DC 20530

Security Officer, U.S. Arms Control and Disarmament Agency, Washington, DC 20451

Security Officer, Federa Emergency Management Agency, 1725 | Street, NW, Washington, DC 20472

Director, Office of Security and Safety, U.S. General Accounting Office, Washington, DC 20548

Chief of Security, Board of Governors, Federal Reserve System, 20th and C Streets, NW, Washington, DC 20551
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When classified subcontracts are involved the ACO will make this
determination after appropriate coordination, and advise the concerned prime and
subcontractor if the classified subcontract is to be terminated. If, on completion of
existing contracts, the security deficiencies have not been corrected, take the action
prescribed in paragraph ¢ below, unless it has been previoudy taken.

C4.2.2.3. When acontractor persistently fails or refuses to discharge his or
her obligations under the "Department of Defense Security Agreement” to protect
classified information, the CSO shall recommend to the Director, DIS, ATTN: Deputy
Director (Industrial Security), through the Regional Director, the revocation of the
FCL. That office shall make all reasonable efforts to secure the compliance of the
contractor. |f these efforts are not successful, the Director, DIS, after consultation
with the concerned contracting officer(s) and contracting UAs shall authorize the CSO
through the Regional Director to revoke the facility clearance (see paragraph
C2.1.22.). Copies of such authorizations will be furnished to DSP& P.

C4.2.2.4. When an authorization to revoke aFCL is received the CSO shall:

C4.2.2.4.1. Immediately notify each contractor having aclassified
subcontract in the facility that the subcontractor's FCL is being revoked and that he or
she, as aprime contractor, shall without delay submit alisting of existing classified
subcontracts in the facility to the contracting officer(s) concerned, requesting
instructions with respect thereto;

C4.2.2.4.2. Recover, or arrange with the contracting officers(s)
concerned for the recovery of al classified information; and

C4.2.2.4.3. After adl classified information has been recovered:

C4.2.2.4.3.1. Terminate the contractor's DD Form 441 in accordance
with section IV of the agreement;

C4.2.2.4.3.2. Withdraw the DISFL 381-R;

C4.2.2.4.3.3. Forward aDIS Form 553 to DISCO annotated to
indicate revocation of the FCL on grounds pertaining solely to the physical elements of
security; and

C4.2.2.4.3.4. Forward acopy of DISForm 553 reflecting the
revocation action to the DTIC.
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C4.2.3. Unsatisfactory Evaluation of aCommercial Carrier

C4.2.3.1. Whenever the inspection of acarrier terminal resultsin an
unsatisfactory evaluation, the CSO, in coordination with the CSO of the HOF, will make
every effort to have immediate corrective action taken. A copy of the inspection report
and related correspondence will be furnished MTMC for "information only" at this point
intime.

C4.2.3.2. If immediate and effective corrective action cannot be obtained, the
CSO, in coordination with the CSO of the HOF, will recommend to the Director, DIS,
ATTN: Deputy Director (Industrial Security), through the Regional Director, that the
FCL of the terminal or the authorization for the carrier's organization to transport
SECRET materials be revoked under the provisions of paragraph C2.1.22.
Simultaneously, MTMC will be requested to suspend further use of the carrier's
terminal involved in shipments of SECRET materials pending decision by the Director,
DIS. However, SECRET shipments aready in transit may continue to be transported by
the carrier to consignee.

C4.2.3.3. Every reasonable effort will be made to have the HOF of the carrier
effect required corrective action. |If unsuccessful, the Director, DIS, may authorize the
CSO to revoke the FCL or the carrier's overall authorization to transport SECRET
materials and advise the DUSD(P), ATTN: DSP&P of the action. On receipt of such
notice the CSO will take the directed action and notify MTMC that the carrier (or a
specific terminal) is no longer authorized to handle controlled shipments of SECRET
materials.

C4.2.3.4. If, prior to revocation, compliance with security requirementsis
obtained, the CSO will notify MTMC.
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C4.3. "CLOSE-OUT" INSPECTIONS'

C4.3.1. A"close-out" inspection, that is, aformal DD Form 696 inspection, shall be
accomplished immediately prior to action to administratively terminate aFCL or revoke
aFCL. When conducting a"close-out" inspection al areas and containers authorized for
the storage of classified material shall be checked, including aspot check of other
containers and areas where classified material could reasonably be expected to be
improperly stored or maintained, the latter of which shall be conducted only with the
full knowledge and consent of management. Should management object to the
foregoing spot check of their non-approved areas or repositories, this fact and purported
rationale shall be indicated under "Remarks' on the DD Form 696. In addition, the
"Remarks' section of the DD Form 696 shall contain statements regarding:

C4.3.1.1. The location where accountability records, records of receipt and
dispatch, debriefing statements, document receipts, visitor records, destruction
certificates, and so on, will be retained for the prescribed period of time;

C4.3.1.2. Tha the facility is not performing on any classified contracts,
subcontracts, or proposal efforts; and

C4.3.1.3. Actiontakento ensure that all debriefings have been (or will be)
accomplished and that outstanding classified visit authorizations have been canceled.

The "close-out" inspection shall be acomplete inspection effort, to include alisting of
all deficiencies observed, inasmuch as management may justify retention of the FCL
prior to completion of the termination action. Arefusal by management to permit the
industrial security representative to conduct aspot check of non-approved areas or
repositoriesis not initself significant. However, if the CSO has reason to believe that
classified material remains in the facility in non-approved areas or repositories,
termination of the FCL shall be held in abeyance and the matter referred to the Director,
DIS, ATTN: Deputy Director (Industrial Security).
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C5. CHAPTERS
ESPIONAGE, SABOTAGE, LOSS, COMPROMISE, AND OTHER VIOLATIONS

C5.1. APPLICATION.

This chapter establishes the procedures for the conduct of administrative inquiries,
investigations, and other administrative action required in connection with report of
sabotage, espionage, and subversive activities; and the loss, compromise, suspected
compromise, or security violations involving U.S. and foreign classified information
(see subparagraph C8.1.4.3.4.).

C5.2. ESPIONAGE,! SABOTAGE, AND SUBVERSIVE ACTIVITIES

C5.2.1. Onreceipt of information from any source involving espionage, sabotage,
or subversive activities not previously reported by acontractor in accordance with
paragraph 6¢, ISM (reference (a)), the CSO shall forward such information, classified if
appropriate, to the nearest field office of the FBI by the most expeditious means. A
copy of al referrals shall be furnished to the Regional Director and the Director, DIS,
ATTN: Deputy Director (Industrial Security). The FBI will advise that office whether
or not investigative jurisdiction is accepted and the CSO will be so notified. If the FBI
declines investigative jurisdiction, the CSO shall initiate such other administrative
inquiry or investigation of industrial security violations as may be indicated, or shall
refer the case to appropriate UAs for disposition. If the FBI accepts jurisdiction, all
such actions shall be deferred until completion of the FBI case. Reports of completed
FBI investigations will be made available to the CSO for review, forwarding to DISCO
for evaluation of any unfavorable information disclosed, and determination as to whether
or not additional investigation and/or inquiry is indicated. If during subsequent actions
additional information is developed that is believed to be of interest to the FBI, areport
shall be furnished under the procedure outlined above for further FBI consideration.

C5.2.2. Onfinal disposition of the case by the FBI, the CSO through the Regional
Director shall advise the Director, DIS and the appropriate UA(s) of al developmentsin
the case.

1 Seeparagraph C5.5. for additional reporting requirements if the espionage involves conduct that comes or appears to
come within the criminal sanctions of Chapter 37, title 18, U.S.C. 537 (reference (vv)) or of 84 of the Subversive Activities
Control Act of 1950 (Public Law 81-831, §64 Statute 987, 989, 991, and 992, Chapter 1024) (reference (ww)).
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C5.3. LOSS, COMPROMISE,> AND SUSPECTED COMPROMISE®

C5.3.1. onreceipt of areport involving loss, compromise, or suspected
compromise of classified information, including apreliminary report from acontractor
in accordance with the requirements of paragraph 6a(2) and 7d, ISM (reference (a)), the
CSO snall be responsible for the following:

C5.3.1.1. If the preliminary report indicates that other classified information
may also be in danger of being compromised because of poor security practices or
procedures, take immediate steps to ensure that adequate safeguards are established.
This may involve animmediate visit to the facility to ensure that, appropriate safeguards
are established.

C5.3.1.2. If the preliminary report contains sufficient details to make afinal
determination in the case, advise the contractor inwriting that no further investigation
or report is required and then proceed in accordance with the procedures in
subparagraphs C5.3.3. and C5.3.4., below.

C5.3.1.3. If the preliminary report does not contain sufficient details to reach
afinal determination, establish a15-day suspense for receipt of the final report from
the contractor. More time may be allotted if necessary because of the scope or
complexity of the inquiry.

C5.3.1.4. If the preliminary report deals with foreign classified information,
and the security of such information is the responsibility of the U.S,, follow the
procedures in subparagraph C8.1.4.3.4.

C5.3.1.5. If the preliminary report deals with commercial carrier
CONFIDENTIAL shipments in transit, retransmit the report by electrical means within
24 hours of receipt to: Commander, Military Traffic Management Command, ATTN:
HRMC-SS, Nassif Building, 5611 Columbia Pike, Falls Church, Virginia20315.

C5.3.2. Onreceipt of the contractor's final reports as to the results of his or her
inquiry, the CSO shall accomplish the following:

2 Seeparagraph C5.5. for additional reporting requirements if deliberate compromise of classified information is
involved; that is, any intentional act done with the object of conveying classified information to any person not officialy
authorized to receiveit.

3 When the facility or contractor activity islocated on aUA installation, and the Commander or Head of that
installation is performing certain actions on behalf of the CSO, the action that this paragraph assigns to the CSO will be
performed by the Commander or Head of the installation, except for that action prescribed in subparagraph C5.3.4.5. that
shall remain the responsibility of the CSO.
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C5.3.2.1. Reviewthe reports for adequacy.

C5.3.2.2. Conduct additional inquiry, if necessary. Normally the contractor's
inquiry shall not be duplicated except as necessary to clarify issues or to obtain
additional facts. The objective is to encourage contractors to make adequate
investigations and to avoid duplication of investigation. This does not negate the
prerogative and responsibility of the CSO to initiate appropriate investigative action
when necessary to safeguard classified information.

C5.3.2.3. Make afinal determination that aloss, compromise, or suspected
compromise did or did not occur.

C5.3.3. If the final determination is made that aloss, compromise, or suspected
compromise did not occur, the CSO shall ensure that the contractor has taken adequate
action to prevent recurrence of such incidents.

C5.3.4. If the final determination is made that aloss, compromise, or suspected
compromise did occur, the CSO shall accomplish the following:

C5.3.4.1. Immediately furnish an advance notice with essential information to
the UA contracting officers, including the ACO, so that action can be initiated to
determine the extent of potential damage to the nationa security and to minimize the
effect of the compromise or suspected compromise. The UA contracting officers
should also be advised that aformal final report will follow. Onreceipt of the advance
notification, the UA contracting officers should review the classification of the
information involved for possible downgrading or declassification action. The CSO
should be notified as soon as possible as to the results of the classification review and
the action taken or initiated to mitigate the damage to national security. The CSO shall
continue the ensuing processing without waiting for areply from the UA contracting
officer(s) if undue delay is encountered.

C5.3.4.2. Make adetermination as to whether aweakness in security practices
or procedures caused or permitted the loss, compromise, or suspected compromise, and
ensure that such practices and procedures are revised to prevent recurrence.

C5.3.4.3. Make adetermination as to whether individua responsibility can be
fixed for the loss, compromise, or suspected compromise, and recommend denial or
suspension of clearance, when appropriate, in accordance with paragraph C2.3.23.
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C5.3.4.4. Make adetermination as to the contractor's responsibility for the
loss, compromise, or suspected compromise and recommend, when appropriate, action
in accordance with paragraph C4.2.2.

C5.3.4.5. Make adetermination in the case of lost classified material for
which the contractor is unable to provide accounting as to whether the contractor's
accountability for the classified item(s) should be terminated. If the circumstances of
the case indicate that an adequate and exhaustive search has been made, and additional
effort would not be expected to lead to the recovery of the materia or provide a
probable explanation of the manner of loss, the CSO shall direct the contractor to
terminate accountability for the classified material in accordance with paragraph 12h,
ISM (reference (a)). Aninformation copy of the letter directing termination of
accountability shall be forwarded to the contracting officer concerned. If the
contractor subsequently locates or recovers the classified item, areport shall be
submitted to the CSO in accordance with paragraph 6a(16), ISM (reference (a)). Upon
receipt of such report, the CSO shall notify the contracting officer concerned.

C5.3.4.6. Prepare afinal report for record purposes. Where the investigation
has been conducted by the Commander or Head of a UA installation in accordance with
paragraph C1.1.9.2., his or her final report will be forwarded to the CSO concerned for
processing. The report will be addressed to the UA contracting officer, and acopy shall
be forwarded to the ACO. A copy of the report shall be forwarded to the Director, DIS,
ATTN: Deputy Director (Industrial Security) in any case where TOP SECRET
informationisinvolved. If COMSEC material is involved, acopy of the report will be
furnished to the COR as required by paragraph 24 of DoD 5220.22-S-1 (reference
(q@)). Thereport, which shall enclose acopy of the final report of inquiry or acomplete
and detailed summary thereof, shall be prepared in the following format:

C5.3.4.6.1. Authority. Cite the reason for the inquiry including when,
where, and by whom it was conducted.

C5.3.4.6.2. Essential Facts. Arrange facts (not opinions or assumptions)
in chronological order. Avoidtriviaities. Conflicting assertions of fact should also be
discussed.

C5.3.4.6.3. Corrective Action. Specific action taken to preclude a
recurrence of similar incidents and the disciplinary action, if any, taken against
responsible individuals.
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C5.3.4.6.4. Conclusions. Summarize conclusions reached as aresult of
the facts, and provide an analysis of al pertinent information bearing thereon. Itis
desirable, in the matter of arrangement, that the conclusions follow the sequence of the
reported facts. If the conclusions of the CSO differ from acontractor's conclusions, a
rationale shall be furnished.

C5.3.4.6.5. Recommendations. Include all actions required to effect
disposal of the case. The recommendations shall be consistent with the conclusions.
| dentify those recommendations considered beyond the scope of authority of the CSO.

C5.3.4.6.6. Thereport shall reference the results of the review action
taken by the UA contracting officer(s) with regard to downgrading or declassifying the
information and mitigating the damage to national security. If the results are not known
a the time of submission of the report, this fact shall be so indicated, and acopy
requested when compl eted.

C5.4. INVESTIGATIVE SUPPORT

C5.4.1. The CSO shall request professional investigative support from one of the
three Military Departments when acase falls under the following criteria:

C5.4.1.1. Any case that involves RESTRICTED DATA or FORMERLY
RESTRICTED DATA, in which the CSO suspects that acriminal violation of the Atomic
Energy Act of 1954 (reference (0)), as amended, has occurred; or

C5.4.1.2. Aneed exists for specia investigative techniques.

C5.4.2. When acase meets the above criteria, the case file together with acopy of
available reports, shall be referred to the investigative agency of the Military
Department that awarded the contract. |f the contracting Military Department cannot be
ascertained, or if more than one Department is involved, the investigative agency of the
Military Department having the principal procurement interest in the facility will
assume investigative responsibility. Requests of the Office of Specia Investigations,
USAF (OSl) and Navd Investigative Service (NIS) investigative services shall be routed
to the local field office servicing the geographical areain whichthe facility is located.
Requests for Army investigative services shall be routed to the COMMANDER, U.S.
Army Intelligence and Security Command, ATTN: IAOP-OP, Fort Meade, Maryland
20755. Aninformation copy of suchreferral shall be sent to the contracting officer of
the UAs concerned, the Regional Director, and the Director, DIS, ATTN: Deputy
Director (Industrial Security).
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C5.5. ADDITIONAL REPORTING OF ESPIONAGE, CRIMINAL ACTIVITY, AND
DELIBERATE COMPROMISE CASES

C5.5.1. DoD Instruction 5240.4 (reference (xx)) requires the reporting by the
most expeditious means possible under the circumstances of every incident in defense
industry in which espionage, criminal activity, or deliberate compromise is suspected or
believed to have occurred. (Criminal activity refers to conduct that is or may be a
violation of aFedera or State crimina law, The Uniform Code of Military Justice, the
common law, and, in addition, the criminal laws of foreign countries that might
embarrass or otherwise be of concern to the Deptment of Defense. Selective
judgement should be exercised in determining what matters are to be reported, based on
such factors as the nature of the criminal act, the clearance level of the individua
concerned, and his or her relative position in the company.) When the full report
required by paragraph C5.5.2., below, would cause undue delay, an interim report
containing information immediately available will be submitted.

C5.5.2. When acase falls within the purview of this paragraph, the CSO, in
coordination with the contractor concerned, contracting officers(s), investigative
agencies, the Commander or Head of the UA installation performing security actions
under the provisions of paragraph C1.1.9.2. and DISCO shall submit areport to the
Director, DIS, ATTN: Deputy Director (Industrial Security) containing the following
minimal information:

C5.5.2.1. Identification of the persons involved together with abrief summary
of their backgrounds including the name and address of the contractor who employees
them and their PCLs -- the report shall include advice as to any action that has been
taken or recommended with respect to revocation, suspension, or withdrawal of the
individual's PCL;

C5.5.2.2. The category of classified information involved and an estimate of
the time the information will retain such sensitivity;

C5.5.2.3. Description of the classified information involved;

C5.5.2.4. Evauation of the significance to the national security of the
classified information that was or might have been compromised;

C5.5.2.5. Summary of the circumstances of the actual or attempted
compromise;
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C5.5.2.6. Copy of any report of investigation, final or interim, conducted in
connection with the compromise;

C5.5.2.7. Evauation of the compromise to indicate any area of security
weakness exposed by the compromise;

C5.5.2.8. Report of any change in the procedures of the contractor resulting
from the compromise, and recommendations for any changes in the DoD Industria
Security Program that might prevent future compromises of asimilar nature; and

C5.5.2.9. Advice as to whether disciplinary action has been taken or is
recommended, or whether the incident has been referred to another Fderal Department
for appropriate further action.

C5.5.3. When acase involves criminal activity, the following information shall be
furnished:

C5.5.3.1. Full identification of persons involved to include full name, date and
place of birth, local address, and present whereabouts;

C5.5.3.2. Facts concerning "actua or attempted crime’;

C5.5.3.3. Pending or completed action in court or other tribunal including
disciplinary action taken or recommended,;

C5.5.3.4. Acopy of any report of investigation, final or interim, conducted in
connection with the crime or charge; and

C5.5.3.5. Astatement asto why it is believed the incident might embarrass or
otherwise be of concern to the Department of Defense. Onreceipt of areport as
described above, the Director for Industrial Security, shall review it for adequacy,
resolve any inconsistencies, and transmit the report through the Director, DIS, to the
Director, Counterintelligence and Investigative Program, DUSD(P), with appropriate
comments.
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C5.6. OTHER SECURITY VIOLATIONS?

C5.6.1. Onreceipt of apreliminary report from acontractor in accordance with the
requirements of paragraphs 6a(3) and 7d, ISM (reference (a)), or areport from a
Government source, the CSO shall determine whether the circumstances involved in the
violation warrant further investigation by the contractor or an administrative inquiry by
the CSO, or whether the preliminary report is considered sufficient. Inthe latter case,
advise the contractor, in writing, that no further investigation or report is required. The
facts uncovered shall be evduated and afinal determination made as to what actionis
required by the contractor to preclude the possibility of similar violations in the
future. Aformal report of violations to other organizations is not required, unless the
preliminary report vas received from a Government source. Insuch acase, the
Government source will be advised of the results of the inquiry.

C5.6.2. If the violation involves classified COMSEC information (but not |oss,
compromise, or suspected compromise), areport shall be submitted by the CSO to the
UA contracting officer and the COR as required by paragraph 24 of reference (g). A
copy of the report shall be furnished to the Director, DIS, ATTN: Deputy Director
(Industrial Security).

C5.7. OTHER ADMINISTRATIVE VIOLATIONS

C5.7.1. When areport is received from acontractor, in accordance with paragraph
6a(9), ISM (reference (a)), that an employee refused to execute asecurity briefing and
termination statement, the CSO shall accomplish the following:

C5.7.1.1. If possible, contact the former employee by letter or telephone and
arrange for the former employee to execute the security termination statement and
return it to the CSO.

C5.7.1.2. Inconnection with subparagraph C5.7.1., above, the CSO shall
recover any classified material in the possession of the former employee.

C5.7.1.3. If the former employee does execute the DISCO Form 482, the
form shall be forwarded to the former employer -- no further action is required.

4 If thistype of violation also involves the |oss, compromise, or suspected compromise, the procedures in paragraph
C5.3. apply.
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C5.7.1.4. If the action taken in accordance with subparagraph C5.7.1., above, is
not successful, the CSO shall review the circumstances in the case. If the former
employee cannot be located and circumstances suggest that the apparent disappearance
may be of security significance, the FBI shall be notified. The CSO shall advise DISCO
inall cases of refusal to sign the security termination statement, or whenever the
former employee cannot be contacted or located. DISCO will record such information
inthe PSCF. If DISCO subsequently receives arequest for anew PCL for the
individual, the request will not be processed until the individua executes the security
termination statement or provides an acceptable reason for refusal.

C5.7.2. When areport is received from acontractor in accordance with paragraphs
6a(10), (11), or (12), ISM (reference (a)), and subparagraph C1.7.4.2. concerning adelay
inaclassified shipment, evidence of tampering with aclassified shipment, or delivery of
aclassified shipment by unauthorized methods, the CSO will conduct additional inquiry,
If appropriate, to ascertain the facts. Such inquiry could entail contact, either personal
or by correspondence, with the consignor, consignee, or the carrier involved. Areport
of the facts, conclusions, and recommendations shall be submitted to the contracting
officer and Director, DIS, ATTN: Deputy Director (Industrial Security), for review and
further action with copies to the Regional Director. If ashipment containing classified
information was tampered with, advise that office what law enforcement officials were
notified, if any.

C5.8. RESPONSIBILITY OF CONTRACTING USER AGENCY TO INVESTIGATE
CERTAIN BREACHES OF SECURITY

C5.8.1. When an unauthorized public disclosure of classified information is
discovered andit is not possible to determine whether it emanated from a Government
or industrial source, the contracting UA responsible for the information shall initiate
promptly aninvestigation of such breach of security in order to determine the cause and
establish responsibility. If aGovernment source is involved, the contracting UAis
solely responsible for ensuring adequate corrective action to prevent future
compromise of this nature.
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C5.8.2. If the unauthorized public disclosure vas from anindustrial source
(normally aviolation of paragraphs5 o, p, or g., ISM (reference (a)), the contracting UA
will request the CSO to bring to the attention of the contractor the corrective action
that should be taken to prevent future compromises of this nature.

C5.8.3. If the situation warrants, the contracting UA will request the Director, DIS,
to take appropriate measures against the contractor, including the revocation of the FCL
inthe most extreme cases. Also, the revocation or suspension of PCLs of contractor
employees involved in the security breach, as provided for under the provisions of
paragraph C2.3.23., may be recommended by the contracting UA, in which case the
Director, DIS, will take the required administrative action.

C5.8.4. The contracting UA will be responsible for furnishing any additional
information required by DISCR, as the result of action taken in paragraph C5.8.3., above.

C5.8.5. Actionto terminate existing contracts with the facility shall be the sole
responsibility of the contracting UA.

C5.9. INQUIRIESINTO DELAYS, TAMPERING, OR IMPROPER SHIPPING
METHODS

C5.9.1. When, in accordance with paragraph 6a(10), ISM (reference (a)), the CSO
is notified that aSECRET or CONFIDENTIAL shipment has not been received by the
consignee within 48 hours after the expected time of arrival, the CSO shall ensure that
the consignor has requested the carrier to trace the movement of the shipment andis
otherwise making every reasonable effort to determine the whereabouts of the
shipment. Additionaly, only if the shipment was CONFIDENTIAL, the CSO shall
provide acopy of the report to the Commander, as outlined in subparagraph C5.3.5. If
al efforts to locate the shipment are unproductive, the consignor shall be requested to
furnish afull report of the incident, including any and all circumstances surrounding the
incident. Normally the consignor shall expend no more than 72 hours to locate the
shipment. The CSO shall then take appropriate action in accordance with this chapter.

C5.9.2. When, in accordance with paragraph 6a(11) or (12), ISM (reference (a)),
the CSOis notified of evidence of tampering with the shipment or of receipt of
classified materia by other than approved methods, the CSO shall conduct appropriate
inquiry only:
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C5.9.2.1. When the contractor's report of inquiry is considered inadequate; or

C5.9.2.2. The contractor's report is insufficient to support the contractor's
conclusions that acompromise of the classified contents did or did not occur.

In order to prevent arecurrence of the incident, acopy of the report received under
paragraph 6a(12), ISM (reference (a)), shall be routed to the CSO of the contractor
determined to be responsible for the violation, unless both the sending and receiving
facilities are under the cognizance of the same office. If the violation was committed
by a UA activity, acopy of the report shall be sent to the Commander or Head of the
activity concerned.

C5.9.3. The CSO shall analyze the reports required by subparagraph C5.9.2. or
C5.9.3,, above, to determine if aparticular carrier is responsible for delays in the
shipment, or if aseries of incidents relating to failure to comply with the shipping
instructions has occurred. Arecord shall be maintained to identify the carrier
involved. When the record shows an accumulation of reports regarding a particular
carrier, the CSO shall, if the carrier is acleared facility, conduct acomprehensive
inspection of the carrier's procedures for handling aclassified shipment.
Recommendations for corrective action shall be submitted to the carrier if the carrier
Is acleared facility, or to MTMC viathe Director, DIS, ATTN: Deputy Director
(Industrial Security), if the carrier is anuncleared facility. Failure of acleared carrier
to take appropriate corrective action will be considered as the basis for a
recommendation for revocation of the FCL of the carrier.
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C6. CHAPTERG
INDUSTRIAL SECURITY EDUCATION

C6.1. APPLICATION.

This chapter describes the educational aspects of the DoD Industrial Security Program
and outlines its scope and operation. Thisis atwo-part program designed to inform
industrial management and employees of the principles of industrial security, to alert
them to the dangers of espionage and sabotage, to suggest preventative measures that
industry may adopt to avoid such dangers, and to acquaint the Department of Defense
and UK personnel with the principles of industrial security and with the philosophies,
requirements, and techniques embodied in the DoD Industrial Security Program.

C6.2. RESPONSBILITY

C6.2.1. The Deputy Director (Industrial Security), HQ DIS, is responsible for the
educational aspects of the DoD Industrial Security Program. This program consists of
the preparation and distribution of information and technical guidance materials, and the
conduct of schools for contractor and UA personnel. The scope of the education
program may be expanded to include such media as the Director, DIS, or the DUSD(P),
ATTN: DSP& P, considers suitable.

C6.2.2. Each CSO shall be responsible for determining industrial security
education and training requirements of contractors located within its geographical area,
informing them of the availability of education and guidance material, and providing
advice and guidance on industrial security education and training matters to contractors
and indoctrination and training of UA (on request) personnel onindustrial security
matters.

C6.3. PREPARATION OF MATERIAL.

The Deputy Director (Industrial Security), HQ DIS prepares appropriate material for
dissemination in execution of this program. Suggestions from field representatives of
DIS, UAs, andindustry are solicited. Technical advice and assistance of the Agencies
of the Department of Defense and the services of the design and art facilities of the
Military Departments are made available for this program as requested by the Deputy
Director (Industrial Security), HQ DIS.
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C6.4. FUNDING.

Funds for this program shall be included in the annual budget of the DIS, including
courses of instruction and field extensions of these courses, presented by the Defense
Security Institute (DSl).

C6.5. MATERIAL AVAILABLE.

The following industrial security education and training materials shall be developed and
issued by the Deputy Director (Industrial Security), HQ DIS.

C6.5.1. Technical Guidance Material. Technical guidance material shall be
published from time to time.

C6.5.2. Wall Posters and L eaflets. Wall posters and leaflets periodically shall be
developed for industrial use. Eachissue will call attention to some particular phase of
industrial security. The leaflets will be designed for distribution to individua
employees.

C6.5.3. Industrial Security Letter (ISL). TheISL shall be issued periodically to
inform industry, UAs and DoD activities of developments relating to industrial
security. Local reproduction by acontractor is authorized.

C6.5.4. Industrial Security Bulletin (ISB). The ISB shall be issued periodically to
UAS, DoD activities, and CSOs to provide notice of current developments and pending
changes within the DoD Industrial Security Program. The ISB is designed for exclusive
use of the Government and distribution to industry is not authorized and shall not be
made.

C6.5.5. Training Films. Motion picture films and strips shall be prepared for
showing to industrial, UA, and DIS personnel.

C6.6. DISTRIBUTION OF MATERIAL

C6.6.1. Technical Guidance Material. Copies of such publications, when issued,
shall be furnished to UAs and/or industry (in limited quantities). Industrial facilities
may purchase additional copies of designated publication directly from the
Superintendent of Documents, U.S. Government Printing Office (GPO), Washington,
DC 20402.
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C6.6.2. Wall Posters and L eaflets. Copies of wall posters and |eaflets, when
published, shall be furnished along withthe ISL. Additional copies may be purchased
from the Superintendent of Documents, U.S. GPO, Washington, DC 20402.

C6.6.3. Industrial Security Letter (ISL). Industrial facilities, UAs, DoD activities,
and CSOs shall be placed on the mailing list to receive limited quantities of the ISL free
of charge.

C6.6.4. Industrial Security Bulletin (ISB). UAs, DaD activities, and CSOs shall be
placed on the mailing list to receive limited quantities of the 1SB free of charge.

C6.6.5. Training Films. Information concerning availability of security training
films and other audio-visual aids shall be available from CSOs and the Deputy Director
(Industrial Security), HQ DIS. Requests for loan of these materials may be submitted
to any U.S. Army Audio-Visual Communications Center.

C6.7. TRAINING SCHOOLS.

Training courses are developed, prepared, and presented under supervision and direction
of Director, HQ, DIS. Program guidance is provided by the Deputy Director (Industrial
Security), HQ, DIS, by the Deputy Director (Investigations), HQ, DIS, and, in the case of
Information Security Management Courses and the new Basic Security (080) Course, by
the DUSD(P). Courses are designed for indoctrination of contractor and UA
employees and for enhancement of professional competency of DIS and UA personnel.
These training courses are presented by the DSI, Defense General Supply Center,
Richmond, Virginia23297-5091 -- with periodic field extensions of courses for
contractor representatives scheduled in selected areas and hosted by the CSO in the area
selected.
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C7. CHAPTERY
SECURITY CLASSIFHICATION AND DECLASSIFICATION

C7.1. APPLICATION

C7.1.1. This chapter describes the requirements and establishes the procedures to
identify the classification of information turned over to contractors. It outlines the
responsibility for furnishing instructions pertaining to the disposition of classified
information on final delivery of goods or services or on termination of aclassified
contract. It also identifies other security requirements involved in prime and
subcontracts.

C7.1.2. This chapter covers the procedures to be followed by the:
C7.1.2.1. PCO of the UA;

C7.1.2.2. ACO when administration of the contract has been delegated to the
Defense Logistics Agency (DLA);

C7.1.2.3. Plant representative of the Military Department, when contract
administration is delegated under the plant cognizance program this person is also
referred to as the ACO; and

C7.1.2.4. PCO when contract administration is retained by the PCO.

Instructions pertaining to classification guidance may be issued by the PCO directly to
the contractor with aninformation copy to the ACO or routed to the contractor through
the ACO. Except for the situation covered by subparagraph C7.1.2.4., above, the
contractor shall request guidance pertaining to classification or retention of classified
information from the PCO through the ACO; however, under urgent circumstances,
direct communication to obtain classification guidance is authorized with the PCO,
provided that awritten record of such communication is furnished the ACO.

C7.1.3. Inthis chapter the term "DD Form 254" includes the "DoD Contract
Security Classification Specification" (DD Form 254), attachments and supplements, as
appropriate, unless specific reference is made separately to these forms in the text.

C7.1.4. Security classification guidance for contractors inindustry is continuously

and at all times the responsibility of program, project, and system managers, or
equivalent officials (all hereinafter referred to as program/project manager), their
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respective successors in interest, and their respective higher level supervisors and
commanders in the same channel or chain of command.

C7.1.5. The complete DD Form 254, including attachments and supplements, is the
basic document for conveying to contractors the applicable classification and regrading
and declassification specification for aclassified solicitation, contract or subcontract.

It is designed to indicate, by acombination of achecklist and narrative comment, the
classified areas of information involved in the classified effort and, particularly, to
identify the specific items of information within these areas that require security
classification protection.

C7.1.6. If the classified solicitation, prime contract, subcontract, or UA program is
for aresearch consultant service, alternate storage service, or other procurement, in
which there is no requirement for abreakdown by classification of the various elements
of the classified effort, the DD Form 256 without attachments or additional guides, may
be utilized for the entire contract purchase order.

C7.1.7. Inthe absence of exceptional circumstances that clearly support
classification, the DD Form 254 will not be classified. If classified supplements are
required as part of the security classification specification, they shall be identified in
item 15 of the DD Form 254 and be furnished as an attachment or forwarded by separate
correspondence.

C7.1.8. E.0.12356 (reference (w)) allows Agency Heads to waive, for good cause,
the requirements for marking portions, and the preparation of classification guides for
specified classes of documents or information. Exercising either of these options
does not relieve aUA of the U.S. Government's responsibility, under the terms of the
DD Form 441, for providing appropriate classification guidance to contractors
performing on classified contracts.

C7.1.9. Guidance, standards, criteria, and procedures for determining the security
classification to be applied to items of information involved in acontract are providedin
DoD 5200.1-R (reference (yy)) and Appendix 4 of this Regulation.

C7.2. SECURITY CLASSIFICATION.

The DD Form 254 embodies the concept that the sensitive information itself shall be
identified and assigned aproper classification lather than assigning aclassification to
media by which classified information could be, or would likely be, conveyed. This
method of classifying information rather than mediais intended to identify most
precisely the functional matter that is to be protected, thus providing the answer to the
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guestion: "What is there about a specific item that causes it to be classified?"

| dentification and knowledge of "why"material is classified will permit greater
selectivity in applying security controls, such as safeguarding, dissemination,
downgrading, declassifying, and releasing. Media shall be marked as classified only if
they convey information that has been identified as classified information.

C7.3. ISSUANCE OF SECURITY CLASSFICATION GUIDANCE.

Program/project managers of aUA initiating procurement requests will prepare aDD
Form 254 for the classified effort, and submit the specification to the UA activity PCO
or his or her authorized representative for signature and necessary distribution (see
paragraph C7.4.). Inorder to increase the effectiveness of guidance furnished and
provide advance notice of pending possible classification requirements, the
aforementioned responsible officials should endeavor, by arrangements that are
reasonable and fair to all concerned, to allow contractors and potential contractors that
have the necessary FCL s the opportunity to participate in the preparation of the DD
Form 254. When classified information is expected to be received or produced by the
contractor, aDD Form 254 will be prepared as follows:

C7.3.1. Origina. Except ad provided by paragraph C7.3.4., below, an original DD
Form 254 will be issued with:

C7.3.1.1. Eachrequest for proposal (RFP), request for quote (RFQ), invitation
for bid (IFB), or other solicitation; and

C7.3.1.2. The award of acontract or follow-on contract.

C7.3.2. Find. Afina DD Form 254 will be issued on final delivery of goods or
services or on termination of acontract provided:

C7.3.2.1. Authority is granted under paragraph 5m, ISM (reference (a)), for
the contractor to retain classified material originated by the UA or generated by the
contractor in the performance of the contract (see paragraph C7.5.); or

C7.3.2.2. All classified material shown in subparagraph C7.3.2.1., above, for
which retention authority would be required, is ordered immediately declassified.

C7.3.3. Revised. Revised DD Forms 254 will be issued when:

C7.3.3.1. At any time subsequent to the issuance of the original classification
specification, additional guidance in connection withit is required to be disseminated; or
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C7.3.3.2. Attime of review, the classification specification is changed (see
paragraph C7.5.).

C7.3.4. Speciad Situations

C7.3.4.1. Government-Furnished Equipment (GFE) or Government-Furnished
Property (GFF). The PCO, or his or her authorized representative, will assure that aDD
Form 254 is provided for each classified item of GFE or GFP issued or authorized for
purchase, after the award of contract, when such equipment or property is not covered by
the guidance issued with the contract.

C7.3.4.2. Follow-On Contract. When item 6aidentifies this as afollow-on
and/or related contract, the classification guidance furnished with the DD Form 254 for
the preceding contract will be identified initem 14 and be furnished as an attachment or
forward under separate cover.

C7.3.4.3. Open-End or Cal-Type Contract. Asingle DD Form 254 may be
used to cover abasic ordering agreement or an indefinite delivery contract, except when
the individua call, purchase order, or request for services or products requires
classification specification different from that provided for the overall contract.

C7.3.4.4. Service, Graphic Arts, or Research Contracts. Inthese cases, aDD
Form 254 isissued for every classified contract, but the scope and purpose vary.

C7.3.4.4.1. ADD Form 254 that specifies the highest level of
classification involved, but does not provide detailed classification guidance, will be
issued when one of the following conditions exists:

C7.3.4.4.1.1. Thetota requirement of the contract is the
performance of aservice, all of which takes place at acleared facility or Government
activity that has and makes available, for use by the contractor performing the service, a
currently valid DD Form 254 that includes complete guidance for the service to be
performed. Inthese cases, item 15 of the DD Form 254 will be annotated:

"Using contractor or activity will furnish complete classification guidance for the
service to be performed. The highest level of classification for the contract is (TOP
SECRET, SECRET, or CONFIDENTIAL). Contract performance is restricted to (name
of facility or location)."

C7.3.4.4.1.2. The contractor has no performance requirement
involving actual knowledge of, generation, or production of classified information, but
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has only arequirement to be physically present in an areawhere classified information
is located. Examples include, but are not limited to, contract calling for guard, alarm,
aternate storage, or equipment maintenance services. Inthese cases, item 15 of the
DD Form 254 will be annotated:

"Actua knowledge of, generation, or production of classified information NOT
REQUIRED. This document serves as written notice of the letting of aclassified
service contract. The highest level of classification for the contract is (TOP SECRET,
SECRET, or CONFIDENTIAL)."

C7.3.4.4.1.3. The contract requirement is limited to graphic arts
reproduction and classification markings appear on the material to be reproduced.
These classification markings constitute the required security classification
specification. Inthese cases, item 15 of the DD Form 254 will be annotated:

"Reproduction service only. The highest level of classification for the contract is (TOP
SECRET, SECRET, or CONFIDENTIAL). Classification markings on material to be
reproduced specify the required security classification.”

C7.3.4.4.2. Ineach of the cases described in subparagraph C7.3.4.4.1.,
above, if asubcontract at any tier is involved, the DD Form 254 for the subcontract will
not require authentication by the signature of an ACO/PCO. Instead, the contractor who
is the principa prime contractor or who serves as aprime contractor inrelation to a
subcontractor in the particular case, will complete and signitem 16. Furthermore, in all
cases, distribution of the DD Form 254 will be made to the subcontractor involved, his
or her CSO, and the contract administration office(s), if designated, of the immediate
prime and subcontractors involved.

C7.3.4.4.3. Where acontract involves research services requiring detailed
classification guidance, but it is too early to determine these detailed requirements,
item 15 of the DD Form 254 will be annotated:

"Thisis aresearch contract. The highest level of classification for the contract as a
whole is (TOP SECRET, SECRET, or CONFIDENTIAL). Arevised DD Form 254 will
be issued as soon as possible to provide detailed security classification guidance.”

C7.3.4.5. Commercia Carrier. By policy determination acommercial carrier
does not require aDD Form 254 in connection with each transaction involving the
pickup, movement, and delivery of classified material. When acleared commercial
carrier enters into aclassified service subcontract with acleared facility within the
meaning of subparagraph C7.3.4.4.1.2., above, the carrier, serving as aprime contractor
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for such purpose, will issue aDD Form 254 to the cleared facility. 1nany such case,
the requirements of subparagraphs C7.3.4.4.1.2. and C7.3.4.4.2., above, shall apply.

C7.3.5. Reference Material

C7.3.5.1. Original DD Form 254. Inthe case of acontract, the performance
of whichis expected to require access to only reference material, an original DD Form
254 will be issued to describe the highest category or various categories of
classification of such material. The DD Form 254 will provide other instructions, as
appropriate; for example, the protection of information extracted from such material.

C7.3.5.2. Final DD Form 254. Afina DD Form 254 will not be issued when
authority is granted under paragraph 5m, ISM (reference (a)), for the contractor to retain
only reference material. Such material is required to be marked by its originator to
reflect downgrading and declassification instructions. If it is not so marked, the
contractor is responsible for requesting advice in accordance with the procedures
outlined in Appendix Il, paragraph A5, ISM (reference (a)) (see paragraphs C7.5. and
C7.6.).

C7.3.6. Subcontract Guidance

C7.3.6.1. Immediately on receiving notification from the prime contractor that
asubcontractor has been selected and that the subcontractor is expected to require
access to classified information, the ACO, or PCO if contract administration has not
been delegated to an ACO, shall be responsible for the following:

C7.3.6.1.1. Ensure that the prime contractor prepares aDD Form 254 for
each subcontract.

C7.3.6.1.2. Reviewthe DD Form 254 developed by the prime contractor
for each subcontract to ensure that it correctly reflects the instructions furnished by the
PCO of the UA activity and is specifically designed for the particular task(s) to be
performed by the subcontractor.

C7.3.6.1.3. Ensure that any questions of adequacy of the DD Form 254
are resolved to the mutual satisfaction of the prime contractor, the subcontractor and
the ACO, or are referred for resolution to the program/project manager of the UA
designated in item 12b on the prime contractor's DD Form 254.

C7.3.6.1.4. Except in cases faling within subparagraphs C7.3.4.4.1. and
C7.3.4.5., above, approve the resulting DD Form 254 and make, or authorize the prime
contractor to make, the required distribution. In cases falling within subparagraphs
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C7.3.4.4.1. and C7.3.4.5., the prime contractor will complete and sign item 14.
Authentication by the signature of an ACO/PCO is not required.

C7.3.6.2. Thereis no authorized substitute for the DD Form 254. There are
exceptional conditions in which aprime contractor has aserious time limitationin
preparing his or her response to aRFP, IFB, or similar solicitation to aUA. Insuch
cases the prime contractor, concurrent with dispatching the DD Form 254 for official
Government approva and signature, may supply an unofficial copy of the same guidance
to aprospective subcontractor for the latter's use pending receipt and distribution of the
approved and signed DD Form 254.

C7.3.6.3. The ACO, on receiving notification of regrading or declassification
action from the PCO, shall:

C7.3.6.3.1. Reviewthe classification specification developed by the prime
contractor for each subcontract that is outstanding to ensure that it correctly reflects all
applicable new instructions furnished by the PCO;

C7.3.6.3.2. Resolve any questions to the mutual satisfaction of the prime
contractor, subcontractor, and the ACO, or refer the matter to the program/project
manager of the UA designated in item 12b of the prime contractor's DD Form 254 for
resolution; and

C7.3.6.3.3. Approve the resulting specification, as revised if necessary,
and make, or authorize the prime contractor to make, the required distribution.

C7.3.7. COMSEC or Other Special Access Program Contracts. Whenever a
contract requires acontractor employee to install, maintain, or operate COMSEC
equipment for the U.S. Government or requires access to U.S. Government keying
material, or when the contract contains other special access requirements, the
contracting activity shall indicate thisinitem 11 of the DD Form 254. The notation
should also include astatement initem 110, "Remarks' that such COMSEC or special
access information is not releasable to contractor employees who have been granted a
reciprocal clearance.

C7.3.8. Unsolicited Proposals. Whenever acontractor develops an unsolicited
proposal or originates information not in the performance of aUA contract, the
following will apply:

C7.3.8.1. If information is included in the proposal or other material that the
contractor identifies as aready being classified, the proposal or other material shall be
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marked with the appropriate classification by the contractor in accordance with
paragraph 11, ISM (reference (a)).

C7.3.8.2. If the case does not fall under subparagraph C7.3.8.1., above, and the
contractor believes that the proposal or other material contains information that may or
should be safeguarded, the contractor has been requested by paragraph 10, ISM
(reference (a)), to protect the information as though classified at the appropriate level
until an advisory classification opinion is obtained from aUA that has aninterest inthe
subject matter. Inany such case, the protective marking to be used will be:

"Classification determination pending. Protect as though classified (CONFIDENTIAL,
SECRET, or TOP SECRET)."

The marking will appear at least once conspicuously on the material, however, the
contractor will not be required to mark the material further in accordance with
paragraph 11, ISM (reference (a)), until the advisory classification opinion is received.
Inaddition, if applicable, contractors are not precluded from designating such
information as company private or proprietary information.

C7.3.8.2.1. It isthe general policy of the Department of Defense not to
classify information over which it has no jurisdiction. The proposal or other material
shall not be classified by the UA unless:

C7.3.8.2.1.1. It incorporates classified information to which the
contractor has given prior access; or

C7.3.8.2.1.2. The Government first acquires aproprietary interest.

C7.3.8.2.2. If no prior access vas given, the UA shall make or obtain a
determination on whether aclassification would be assigned if the Government held a
proprietary interest. If the determination is negative, the contractor shall be advised
that the information is unclassified and that the protective marking is to be removed. If
the determination is affirmative, the UA shall make or obtain adetermination on whether
Government proprietary will be acquired. If such aninterest is acquired, the
information shall be assigned aproper classification and the contractor so notified. If
no such interest is acquired, the contractor shall be informed that there is no basis for
classification and that the protective classification markingis to be removed.

C7.3.8.2.3. Onreceipt of arequest for an advisory classification opinion,
the activity of the UA shall:
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C7.3.8.2.3.1. Ensure that the contractor has not assigned anational
security classification to the information;

C7.3.8.2.3.2. Ensure that the materia is protected as required by
DoD Directive 5400.7 (reference (1)) and DoD Components' implementation thereof
(see paragraph C7.9.), or by equivaent requirements of UAs other than the Department
of Defense; and

C7.3.8.2.3.3. Determine whether it has aninterest in the subject
matter. If so, it shall take necessary action to acquire aproprietary right in the proposal
or information and shall issue appropriate classification guidance. If not, it shall, when
appropriate, refer the matter to another interested agency and advise the contractor of
the referral. If it appears that the information or proposal is not of interest to any UA,
the contractor shall be advised that adefense security classification is not warranted.

C7.3.8.2.4. Any unsolicited COMSEC system equipment, devel opment,
study, or proposal that is submitted by acontractor to aUA for consideration, shall be
forwarded to the Assistant Director for Communications Security, NSA, Fort George G.
Meade, Maryland 20755, for evaluation and adetermination as to whether it requires
protection in the interest of national security,

C7.3.9. Public Disclosure. When acontractor reports to the ACO the appearance
in the public domain of information currently classified, the ACO shall notify the PCO
who shall refer the matter to the appropriate classifying authority of the UA concerned
for adetermination as to whether the information should be declassified, downgraded,
or continued in the same classification. The contractor shall be advised promptly of this
decision.

C7.4. REQUIRED DISTRIBUTION.

The DD Form 254, attachments, classification, and need-to-know review are to be
distributed as follows.!

C7.4.1. For Prime Contracts:

1 Reflect the distribution in the "Required Distribution™ block of the DD Form 254. For SENSITIVE
COMPARTMENTED INFORMATION contracts, distribution of the DD Form 254, attachments, and supplements will be
as prescribed by the procuring contracting agency concerned. Separate copies shall be furnished to the ACO, the quality
assurance representative, and the CSO, so that each may discharge his or her individua responsihilities.
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C7.4.1.3.

Cr4.1.4.

C7.4.15.

Cr7.4.1.6.
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Prime contractor

CSO of prime contractor only

Appropriate ACO

Quiality assurance representative

Official identified initem 12b, DD Form 254

Others, as necessary

C7.4.2. For Subcontracts:

C7.4.21.

Cr.4.2.2.

C7.4.2.3.

Cr.4.24.

Cr7.4.25.

C7.4.2.6.

Cr.4.2.7.

Prime contractor

Appropriate ACO

Subcontractor

CSO of subcontractor only

Quiality assurance representative

Official identified initem 12b, DD Form 254

Others, as necessary

C7.4.3. For Sub-subcontractors:

C7.4.3.1.

Cr.4.3.2.

C7.4.3.3.

C7.4.3.4.

C7.4.35.

C7.4.3.6.

Cr.4.3.7.

Prime contractor

Appropriate ACO

Subcontractor
Sub-subcontractor

CSO of sub-subcontractor only
Quality assurance representative

Official identified initem 12b, DD Form 254
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C7.4.3.8. Others, as necessary

C7.4.4. For Salicitations (IFB, RFQ, RFP). The distribution of DD Forms 254 for
IFBs, RFPs, or RFQs will be the same as for the prime contract, subcontract, or
sub-subcontract to which the solicitation is related, except that none is to be sent to the
quality assurance representative.

C7.5. REVIEW OF CLASSIHCATION AND NEED-TO-KNOW

C7.5.1. Classification review -- except as provided iu paragraph C7.5.2., below, the
program/project manager (designated in item 12b, of the DD Form 254) of the UA
activity that prepared the original, final, or revised DD Form 254 shall review the DD
Form 254

C7.5.1.1. During contract performance, at charge of phase (such as
development, order of prototype, and order of first production) or more frequently at
the discretion of the PCO or his or her authorized representative, but in any event at
least biennialy;

C7.5.1.2. Onfinal delivery of goods or services or on termination of contract,
if a the time afinal DD Form 254 is issued under subparagraph C7.1.2.; and

C7.5.1.3. At the conclusion of any retention period authorized under paragraph
5m, ISM (reference (a)), if at that time afinal DD Form 254 is outstanding and the
contractor requests an extension of retention authority for retained classified material
that is under the classification jurisdiction of the UA. Classification reviewis not
needed or required if the only classified material for which extension of authority is
requested is reference material. See subparagraph C7.5.4., below, for need-to-know
review requirement for reference material.

C7.5.2. Review of the DD Form 254 is not required:

C7.5.2.1. When adll items of classified information were declassified or
disposed of earlier;

C7.5.2.2. During any period for which retention authority has been granted
under paragraph 5m, ISM (reference (a));

C7.5.2.3. Whenthe contract is classified solely because the contractor
requires access to classified reference material; or
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C7.5.2.4. When the contract is classified solely because:

C7.5.2.4.1. The contractor requires access to controlled areas containing
classified information or material; or

C7.5.2.4.2. The contract is of the service type, such as for guard service
or alternate storage service, where no classification breakdown of contract elements
additional to that already furnished is necessary. Inthese cases, of course, the question
of retention authority does not arise.

C7.5.3. Notification -- the program/project manager (designated in item 12b of the
DD Form 254) of the UA activity conducting the review shall determine whether the
classified information covered by the DD Form 254 under review shall be regraded or
declassified, and require the PCO to give the prime contractor, the ACO (if any), the
CSO, and other recipients of the original, fina, or revised DD Form 254 written
notification of the results of the review, either reaffirming the existing or issuing a
revised DD Form 254.

C7.5.3.1. When the prime contractor receives arevised DD Form 254
providing additional guidance or achange in guidance, he or she shall prepare arevised
DD Form 254 for each subcontractor whose DD Form 254 requires arelated change.
Authenticating signature of the ACO/PCO and distribution or instructions for
distribution of the subcontractor's DD Form 254 are required.

C7.5.3.2. When the prime contractor receives notice that areview has
affirmed his or her existing guidance or receives arevised DD Form 254 that does not
require arelated change in any subcontractor's DD Form 254, the prime contractor shall
promptly give written notice of reaffirmation of guidance to each subcontractor
involved. This notice of reaffirmation to subcontractors does not require ACO/PCO
authenticating signature, and its distribution shall be the same as for arevised DD Form
254, in accordance with paragraph C7.4.

C7.5.4. Need-to-know review if extension of retention authority is requested -- if
at the end of any period for which retention authority has been granted, an extension of
retention authority is requested, the PCO shall conduct a need-to-know review with
respect to all classified material for which an extension of retention, authority is
requested, including both material that is within the classification jurisdiction of such
UA andreference material. If extension of retention authority is not granted, the PCOs
shall require contractors to either promptly return the classified material to the PCOs
or their designated representatives or destroy the classified material.
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C7.6. CLASSFICATION INTERPRETATION PROCEDURES

C7.6.1. Instructions pertaining to the classification of material over which the UA
has classification jurisdiction may be issued by the PCO, or his or her authorized
representative, directly to the contractor with aninformation copy to the ACO and the
CSO, or they may be routed to the contractor through the ACO. Contractors at any
time may request interpretation of the classification guidance furnished them or
recommended changes thereto. Except when contract administration is retained by the
PCO, the contractor shall request guidance from the program/project manager listed in
item 12b of the DD Form 254 through the ACO; however, under urgent circumstances
direct communication with that program/project manager's office to obtain
classification instruction is authorized, provided awritten record of such communication
Is givento the ACO.

C7.6.2. Classification guidance concerning reference material (see paragraph
C1.2.69.) is the responsibility of the Department or Agency having classification
jurisdiction over such material at the time it was prepared, or of the current successor
ininterest of that Department or Agency. When contractors require classification
guidance, for reference material and need assistance in identifying the responsible
Department or Agency, they shall, by direct communication, seek assistance from:

C7.6.2.1. The secondary distribution source from which the material was
received -- examples of secondary distribution sources are the Government technical
information dissemination activities, Defense Technical Information Center (DTIC),
Cameron Station, Alexandria, Virginia; DoD Information Analysis Centers, and Redstone
Scientific Information Center, U.S. Army Missile Command, Redstone Arsenal, Alabama;

C7.6.2.2. The UA contracting office last involved with the contractor
concerning the subject matter of the material; or

C7.6.2.3. If unsuccessful in identifying the responsible Department or Agency
by direct communication with subparagraphs C7.6.2.1. and C7.6.2.2., above, the
contractor shall seek assistance from:

C7.6.2.3.1. The UA that awarded the prime contract, even though this will
require the VA to obtain guidance from the Department or Agency having classification
jurisdiction over such material, or

C7.6.2.3.2. The Director for Information Security, Office of the Deputy
Under Secretary of Defense for Policy.

225 CHAPTER 7



DoD 5220.22-R, Dec. 4, 1985

C7.7. RESPONSIBILITY FOR AUTHORIZING RETENTION OF CLASSFED
MATERIAL ATCOMPLETION OF A CONTRACT

C7.7.1. The contractor shall request authority from the ACO (or PCO if contract
administration has not been delegated to an ACO) to retain classified material on fina
delivery of goods or services, termination of acontract, or whenabidis not accepted.
The ACO shall forward such requests for retention to the PCO. The contractor shall be
granted areasonable period of time inwhichto effect destruction or return of the
classified materia in accordance with paragraph 51, ISM (reference (@), or to identify
and request authority to retain that classified material for which acontinued need exists.

C7.7.2. The PCO, when making adetermination whether to authorize retention of
classified material, is encouraged to take aliberal, practical, and realistic view toward
approving acontractor's request to retain classified material at the final delivery of
goods or services, or when the contract is terminated for the convenience of the
Government. For contractors engaged in furnishing classified supplies or services on a
continuing basis, the PCO should be receptive to the contractor's request when the basis
for suchrequest is to:

C7.7.2.1. Maintain an effective technical library that will be in consonance
with the objectives set forth in DoD Directive 5100.36 (reference (zz)); or

C7.7.2.2. Enable the contractor to develop future proposals for prime or
subcontracts based on technol ogies gained in the scientific and engineering fields that
have been documented and that may have a subsequent application on such proposals.

The contracting officer of acurrent classified contract may also authorize transfer of
the material to the current contract when the material is identified by the contractor in
accordance with the procedures set forth in paragraph 5m(1)(d), ISM (reference (a)),
and subparagraph C7.7.3. below. When such approva is granted, the contracting officer
who had cognizance over the classified materia shall be notified by the current
contracting officer. Inthose situations, the material shall be disposed of in-accordance
with paragraph 51, 1SM (reference (@), at the completion of the current contract. In
the event that retention of information under the circumstances contemplated in this
paragraph involves information of aDoD UA being retained by acontractor of a
non-DoD UA, or vice versa, or between non-DoD Agencies, the concurrence of the
contracting officer of the completed or terminated contract or bid that was not accepted
must be obtained by the current contracting officer prior to the authorization for
retention being granted. Information authorized for retention under these circumstances
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will be identified as to its origin, and its ultimate disposition or declassification will
remain with this originating agency (see paragraph C1.1.11.). Application of this
principle will permit the contractor to have the information readily available, thereby
eliminating duplication of efforts and resources, providing asavings of time that could
result in reducing the cost to the Government or enabling the contractor to accomplish
non-sponsored research or development in atimely, efficient, and effective manner and
thus be in the posture to submit proposals in connection with future Government
requirements. Such actions on the part of acontractor would be in the best interest of
the Government.

C7.7.3. Authorization by the PCO to retain classified material is not required for
records:

C7.7.3.1. Held by the contractor in accordance with the records retention
clause of the basic contract;

C7.7.3.2. Authorized for retention for aspecific period under the terms of the
basic contract; and

C7.7.3.3. That, during the contract period, the PCO has authorized the
contractor to retain for aspecific period following completion of the contract, provided
that in each case the contractor identifies the material to be retained to the PCO in the
following manner.

TOP SECRET and SECRET material shall be identified inalist of specific documents.
However, in the case of SECRET material only, the contracting officer may andis
encouraged to authorize identification by subject matter and approximate number of
documents. CONFIDENTIAL material shall be identified by subject matter and
approximate number of documents. Following the completion of work under acontract
or the termination of acontract where retention of classified material has been
authorized by the PCO, the responsibility for follow-up actions pertaining to
supplemental classification guidance and ultimate disposition of classified material
reverts from the ACO to the PCO at the buying activity on both prime and subcontracts.

C7.7.4. When retention of classified material is authorized by the PCO, such
authorization shall prescribe aspecific period of time. Inreaching this decision, the
PCO should be guided by the purpose for which the contractor will use this information;
for example, to maintain atechnical library or anticipated application to future
requirements. Normally the time period authorized should be between 3 to 5 years. At
the end of this period, if the contractor rejustifies his or her need for the material, the
retention authorization can be renewed for additional periods.
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C7.7.5. When authorization to retain classified material hag been granted, areview
shall be accomplished in accordance with subparagraph C7.5.1.3. A copy of all
notifications provided the contractor shall be furnished the CSO by the reviewing
activity. Inthose cases where asubcontractor has been authorized to retain classified
information at the termination or completion of acontract, the reviewing activity may
make, or authorize the prime contractor to make, distribution of notices of downgrading
or declassification actions.

C7.7.6. Onreceipt of notification of the completion or termination of aclassified
contract the CSO, during regularly scheduled recurring security inspections, shall ensure
that the contractor has complied with instructions received from the PCO and that
adequate controls are maintained to safeguard the retained classified material.

C7.7.7. Oncompletion or termination, at the convenience of the Government, of a
classified contract involving classified intelligence information, the PCO shall require
the contractor to return al classified intelligence information (furnished or generated),
unless retention or destruction is authorized by the DIA or the authorized representative
of the releasing UA activity.

C7.8. DOWNGRADING AND DECLASSFICATION

C7.8.1. Classified information or material that no longer requires its present
category of protection inthe interest of nationa security, shall be downgraded or
declassified in order to preserve the effectiveness and integrity of the classification
system and eliminate classification of information that no longer requires classification
protection.

C7.8.2. The PCO shall note on the DD Form 254, or include in attachments
thereto, the declassification instructions for each element or category of information,
such as adate or event for automatic declassification, or indicate that the information
shall not be declassified without approval of the originating agency. If applicable, the
downgrading instructions to be applied to each item of information shall be included in
the classification guidance. Dates or events for declassification and, if applicable,
downgrading actions shall be as soon as national security considerations permit.

C7.8.3. Contractors are authorized to apply and implement provisions of the
downgrading and declassification system according to the provisions of Appendix Il, ISM
(reference (a)), unless otherwise instructed by the contracting activity. Inthose cases
inwhich aPCO determines that the material has been improperly designated, the PCO
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shall instruct the contractor in writing, through the ACO, to mark the material to reflect
the proper designation.

C7.9. PROTECTIVE MARKING -- FOR OFFICIAL USE ONLY

C7.9.1. DoD Directive 5400.7 (reference (1)) does not deal with the protection of
classified information. The ISM (reference (a)) establishes requirements for the
protection of classified information. For this reason the ISM (reference (a)) does not
contain requirements for the protection of information designated "FOR OFFICIAL USE
ONLY." If suchinformationis provided to acontractor, specific notification of the
requirements for protection of such information should be provided to the contractor as
aseparate clause in the contract, or by an official notification other than the DD Form
254.

C7.9.2. Industrial security inspection services normally do not include inspection
for compliance with requirements for the protection of FOR OFFICIAL USE ONLY
information in possession of contractors. However, aCSO, on specific written request
of the PCO, may agree to provide such inspection if resources for the accomplishment
of required security inspections permit, and copies of the requirements previously
furnished the contractor are provided with the request.
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C8. CHAPTER S8
INTERNATIONAL SECURITY PROGRAMS

C8.1. INTERNATIONAL CONTRACTS

C8.1.1. Purpose. The purpose of this chapter is to set forth: the responsibilities
for the protection of foreign government classified information in contracts awarded to
industry within the U.S,, the procedures that shall be used to ensure that the U.S. meets
its obligations to protect foreign classified information, and instructions for the award
of U.S. classified contracts to foreign firms.

C8.1.2. Bilateral Security Agreements

C8.1.2.1. To establish the intent of both parties to protect each others
classified information, the U.S. negotiates two basic types of security agreements with
other governments. the General Security of Information Agreement; and the Industrial
Security Protocol. The Deputy Director (Industrial Security), HQ DIS, is responsible
for maintaining acurrent listing of those countries that have entered into either type of
bilateral agreement. Cleared contractor facilities should contact the CSO for
information concerning these agreements.

C8.1.2.1.1. The General Security of Information Agreement (GSOIA).
The GSOIA is agovernment-to-government agreement, negotiated through diplomatic
channels. It states, in substance, that each party to the agreement will afford to the
classified information provided by the other, the degree of security protection afforded
it by the releasing Government. It contains provisions concerning the use of each
government's information, third-party transfers, and proprietary rights. It specifies that
transfers of information will be on agovernment-to-government basis. It provides that
both parties agree to report any compromise, or possible compromise, of classified
information furnished by the other party. Moreover, the GSOIA states that both parties
will permit visits by security experts of the other party for the purpose of conducting
reciprocal security surveys. The purpose of such surveysis to determine whether the
foreign government has the capability to protect U.S. classified information in amanner
that is substantially equivalent to the protection afforded to it by the U.S.

C8.1.2.1.2. Thelndustrial Security Protocol. The Industrial Security
Protocol is negotiated by the Department of Defense as an annex to the GSOIA, with
those foreign governments with which the Department of Defense has entered into
co-production, co-development, and/or reciprocal procurement arrangements involving
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industry. It includes provisions for clearance of facilities and personnel, the handling
and transmission of classified material, and procedures for visits.

C8.1.2.2. The above cited security agreements apply only when a contract,
subcontract, or other such Government-approved arrangement, is awarded to aforeign or
U.S. contractor by, or on behalf of, the U.S. Government or the signatory foreign
government, as applicable. They do not apply in the case of anindustry-to-industry
arrangement, unless it is in furtherance of adocumented government-to-government
cooperative program, such as a co-production memorandum of understanding. Insuch
instances, the government-to-government arrangement will stipulate that al classified
military information approved for release under the program will be safeguarded in
accordance with the applicable GSOIA and Industrial Security Protocol. If such
agreements do not exist with the foreign government concerned, the necessary security
provisions are incorporated in the documentation establishing the
government-to-government program. Consequently, subcontracts that require the
release of U.S. classified military information may be awarded to foreign industry only
when:

C8.1.2.2.1. The subcontract is in furtherance of aspecific
government-to-government arrangement or;

C8.1.2.2.2. Assurances are obtained through Government channels that
the government of the country in which the foreign industry resides will assume
responsibility for ensuring the security protection of the U.S. classified information
involved. All such subcontracts require the approva of the user agency having
jurisdiction over the classified information involved.

C8.1.3. General. Upon receipt of classified information furnished under the above
cited agreements, the receiving government shall administer the same security
protection it applies to its own classified information of an equivaent classification
level. The receiving government shall be responsible for information so received,
whileit is withinits territorial jurisdiction or while it is possessed by, or furnished to,
persons it authorized to receive such information pursuant to this arrangement.
However, in the event subcontracts are awarded to acontractor in the country originally
furnishing the classified information, that country will assume responsibility for the
security of such information.

C8.1.3.1. Costs. Costs incurred in conducting security investigations and
inspections related to the contract will be borne by the government rendering the
service. Other security costs, including the transportation of classified material, shall
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be borne by the party for whom the contract is to be performed. Each contract shall
contain provisions concerning security costs to be incurred under the contract.

C8.1.3.2. Transmission. Transmission of classified material shall be made
only through representatives designated by each of the governments. Each contract or
subcontract shall specify the transmission channels to be used. Such transmission shall
be only through government-to-government channels.

C8.1.3.3. Use of U.S.Information. U.S. contractors shall not use, incorporate,
disclose, or release any U.S. classified information, other than that furnished to them for
use in connection with the classified contract, without the express written authorization
of the UA responsible for the information. The appropriate authority of the responsible
UA shall ensure that the proposed release is consistent with the National Disclosure
Policy (NDP-1) (reference (r)).

C8.1.3.4. "U.S Munitions List" Items. If U.S. classified information or
unclassified technical information on the "U.S. Munitions Ligt" is involved in the foreign
government's procurement, an export license from the Department of State is required,
unless export is permitted under the exemptions in sections 125 or 126 of the ITAR
(reference (i)). The export Authorization letter or license is primafacie evidence to
the contractor that the request for disclosure of the U.S. classified information or
material in the foreign government's contract has been staffed by the Department of
State with the UA whose classified information is involved. However, if the license
involves the release of U.S. classified information, the provisions of paragraph 65, |ISM

(reference (a)), apply.

C8.1.3.5. Subcontracts. Unless specifically prohibited in the classified
contract, the following rules apply:

C8.1.3.5.1. AU.S.contractor may subcontract withinthe U.S.in
accordance with section VI, ISM (reference (@)), and within the country of the
contracting government under the procedures prescribed in paragraph C8.1.5.

C8.1.3.5.2. A subcontract may be placed in another country only with the
permission of, and under conditions agreed to by, the contracting or sponsoring
government, the government of the country of the subcontractor, and the prime
contractor's government.

C8.1.3.6. Security Requirements Clause. Each government in the process of
negotiating or approving aclassified contract is required to incorporate in the contract
document an appropriate security requirements clause, and any other security provisions
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of the classified contract shall be furnished to the government agency designated to
furnish security supervision over the contract. The Deputy Director (Industrial
Security), HQ DISis the U.S. Government Agency that shall receive security
requirements clauses from the foreign government for its classified contract. Inturn,
the Deputy Director (Industrial Security), HQ DIS, shall furnish such clause to the U.S.
contractor or subcontractor through the CSO.

C8.1.3.7. Responsibility for Channels of Transmission. The CSO will be
requested by the Deputy Director (Industrial Security), HQ DIS, to designate aU.S.
Government representative to serve as the channel for the transmission of classified
information between the U.S. and the foreign government. The CSO will furnish
guidance to the U.S. Government representative as follows:

C8.1.3.7.1. For Information to be Transmitted Outside the U.S.

C8.1.3.7.1.1. Ensure that the contractor has an export authorization
letter or license issued by the Department of State in accordance with the ITAR
(reference (1)), or that the necessary determination has been made, in accordance with
the U.S. foreign disclosure policy, that the U.S. classified information or material is
releasable to the foreign government concerned under a Government-approved program.

C8.1.3.7.1.2. Ensure that the information to be exported is that for
which the necessary export and disclosure authorization has been obtained and does not
contain other U.S. classified information in the possession of the contractor, unless
specifically authorized in writing as prescribed in paragraph C8.1.3.3., above.

C8.1.3.7.1.3. Verify that U.S. classified material authorized for
release to the foreign government is marked with the U.S. classification and the
equivalent foreign classification. Affix the foreign country name before its
classification marking, and type "U.S" before the U.S. classification. If the equivalent
foreign classification is in English, an additional classification marking is not
necessary. The U.S. classified material authorized for release to the foreign
government will bear an appropriate downgrading and declassification marking.

C8.1.3.7.1.4. Examine the material for proper packagingin
accordance with paragraph 17, ISM (reference (a)).

C8.1.3.7.1.5. Obtain instructions on how and where to ship from the
Deputy Director (Industrial Security), HQ DIS, through the CSO, after such instructions
have been obtained from the foreign government representing the foreign procuring
activity. The method of shipping will be in accordance with UA shipping regulations or
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instructions while the material is under U.S. control, before delivery to the foreign
procuring activity.

C8.1.3.7.1.6. Obtain an appropriate receipt for the shipment from the
representative of the foreign government.

C8.1.3.7.2. For Information Received from Qutside the U.S.

C8.1.3.7.2.1. If the foreign classification is not in English, affix the
equivalent U.S. classification marking to the foreign classified material, note the foreign
country name before its classification marking, and mark "U.S." before the U.S.
classification (see paragraph 11e, ISM, reference (a)). If the foreign classification
appears in English, an additional classification marking is not required.

C8.1.3.7.2.2. Forward to the contractor, in accordance with U.S.
rules for safeguarding classified information, the classified information received from
the foreign government or its representatives. When requested by the foreign
government, ensure that the contractor furnishes receipts for the information.

C8.1.3.7.2.3. Maintain arecord of receipt and dispatch of all foreign
classified material.

C8.1.4. Foreign Government Classified Contracts or Subcontracts to U.S. Industry

C8.1.4.1. The procedures of this chapter apply to the protection of foreign
government classified information released to acleared U.S. contractor. They apply to
those cases in which contracts, subcontracts, or pre-contract negotiations, involving
foreign classified information, hereinafter referred to as classified contracts, are placed
or entered into within the U.S. by aforeign government or aforeign firm on behalf of
the foreign government. Normally, aforeign government will place aclassified
contract through U.S. Government channels. Theinitial point of contact on the
placement of, aforeign classified contract in the U.S. will be the Deputy Director
(Industrial Security), HQ DIS. [If the CSO ascertains, either through the U.S. contractor
concerned or by recurring inspection that aforeign classified contract has been placed
outside Government channels, such information shall be reported immediately to the
Director, DIS, ATTN: Deputy Director (Industrial Security). That office, after
contacting the foreign government concerned, will furnish to the CSO appropriate
instructions for handling the security aspects of the foreign contract. The CSO will
ensure that appropriate instructions are provided to the U.S. contractor concerned.

C8.1.4.1.1. Expect, as provided in paragraph C8.1.4.1.2., below, the
Deputy Director (Industrial Security), HQ DIS, will administer the security aspects of
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such contracts including establishment of channels of transmission of classified
information or material.

C8.1.4.1.2. AUA may administer the security aspects of classified
contracts including the establishment of channels of transmission of classified material
or information in the following cases:

C8.1.4.1.2.1. For contracts in support of the Mutual Aid Program
(MAP);

C8.1.4.1.2.2. When the U.S. Government, through aUA, contracts for
classified defense material, including technical data, for delivery to a, foreign
government; and

C8.1.4.1.2.3. Whenthe UA is designated as the executive agent! to
monitor aclassified contract awarded to aU.S. contractor by aforeign government.

C8.1.4.2. When the Deputy Director (Industrial Security), HQ DIS, determines
that an appropriate security agreement does not exist, it will so advise the CSO. Inthe
absence of aspecific security agreement or other type of agreement containing a
security clause obligating the U.S. Government to protect the foreign government's
classified information, the contractor will be advised by the CSO to that effect, that the
U.S. Government does not ensure the safeguarding of any foreign classified information
released directly to the U.S. contractor, and that such information will be protected in
accordance with instructions received from the foreign government or foreign
contractor releasing the information to the U.S. contractor. The U.S. contractor shall
be advised by his or her CSO that when an appropriate security agreement does not
exist, the contractor shall not indicate or infer that the U.S. Government will be
involved in the safeguarding of any foreign classified information released to the U.S.
contractor. The contractor should notify the foreign government involved.

C8.1.4.3. Responsibhilities of the Deputy Director (Industrial Security), HO

IS

C8.1.4.3.1. Effect necessary coordination of security matters between
activities of the Department of Defense and UAs.

1 The executive agent isthe UA appointed by appropriate authority within the Department of Defense to act
for aforeign government in that foreign government's contract with U.S. industry.
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C8.1.4.3.2. Establish, subject to the provisions of this and other
applicable regulations, procedures for the transmission of classified information
between the foreign country and the U.S., and the U.S. and the foreign country. These
procedures will be coordinated with the designated agency of the foreign government
that is responsible for security measures related to the contract. Appropriate guidance
shall be furnished to the CSO (see subparagraph C8.1.3.7., above).

C8.1.4.3.3. Notify the contractor, through the CSO, of the procedures for
the transmission of classified information that have been established.

C8.1.4.3.4. Notify the CSO when the precontract discussion between the
foreign government and the U.S. facility on the contract being performed will involve
the release or disclosure of foreign classified information to afacility.

C8.1.4.3.5. Obtain security classification guidance from the foreign
government, assign equivalent U.S. security classification, and furnish copies of it to the
contractor through the CSO.

C8.1.4.3.6. Assist the contractor in resolving questions concerning
classification of foreign government information. In coordination with the designated
foreign government agency, arrange for areview of the foreign classified information
for downgrading or declassification during performance of the contract and when the
contract is completed.

C8.1.4.3.7. Obtain copies of the security requirements clause and any
other security provisions of the contract. Forward copies to the CSO and the
contractor, through the CSO.

C8.1.4.3.8. Coordinate with the ACO to ascertain that the actions set
forth in the table in subparagraph C8.1.4.4.5., below, which the 1ISM (reference (a)) and
this Regulation charge to the ACO, have been taken. Coordinate with the designated
agency of the foreign government prior to taking any action hereunder that will result in
adirect security cost, or when otherwise necessary. (Duties not specifically assigned
herein are reserved to the foreign government or foreign contracting activity concerned.)

C8.1.4.3.9. Onreceipt of report from the CSO under subparagraph
C8.1.4.4.4., below, advise the foreign government concerned.

C8.1.4.4. Responsibilities of the CSO. The CSO shall perform the functions
prescribed in the ISM (reference (a)) and this Regulation on the same basis as would
apply to afacility performing on aU.S. classified contract. This shall include, but shall
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|not be limited to, the granting of aFCL required to accomplish the foreign classified
contract, the conduct of surveys, and the performance of industrial security
inspections. Inaddition, the CSO shall be responsible for the following:

C8.1.4.4.1. Takethe action set forth in the following table that the ISM
(reference (a)) and this Regulation charge to the CSO.

C8.1.4.4.2. Submit through the Director, DIS, ATTN: Deputy Director
(Industrial Security), to the ACO for approval, any action hereunder that will result ina
direct security cost, or when otherwise necessary.

C8.1.4.4.3. Ensure that contractors having access to foreign classified
information are informed of their responsibility to safeguard it in accordance with
applicable laws, regulations, and security agreements.

C8.1.4.4.4. Report promptly to the Director, DIS, ATTN: Deputy
Director (Industrial Security), by phone or message, the loss, compromise, or suspected
compromise of foreign classified information, which occurs while the security of the
information is aresponsibility of the U.S. This advance notice should include abrief
statement of the facts surrounding the incident and an indication as to when the
complete investigative report will be submitted. Under no circumstances should the
CSO communicate directly with agencies of the foreign governments on such matters.

C8.1.4.4.5. Report to the Director, DIS, ATTN: Deputy Director
(Industrial Security), whenin the course of recurring inspections or by other means, it
Is ascertained that aforeign classified contract has been placed by either aforeign
government or aforeign contractor with the U.S. contractor (without having utilized
secure government-to-government channels).

C8.1.4.4.6. Mark the U.S.classified material, or cause it to be marked,
with the equivalent foreign security classification.

C8.1.4.4.7. Examine classified material, or cause the material to be
examined, which is proposed for transmission to the foreign government or its
representatives, to ensure that only authorized U.S. classified information is contained in
the shipment.

C8.1.4.4.8. Ensure that the shipment, to the point where the
representative of the foreign government accepts security responsibility, is made in
accordance with U.S. regulations for the transmission of classified information.
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C8.1.4.4.9. Obtain an appropriate receipt for the shipment from the
representative of the foreign government.

C8.1.4.4.10. Include aprovisioninthe contract that all U.S. classified
information furnished or generated under the contract with the foreign government or
contractor shall be returned on completion or termination of the contract to the UA of
the U.S. contractor, in the case of asubcontract, or that permission to retain the
information shall be obtained from the UA.

C8.1.4.4.11. The UA shall inform the Director, DIS, ATTN: Deputy
Director (Industrial Security), whenit authorizes aU.S. contractor to place aU.S.
classified contract in aforeign country involving disclosure of U.S. classified
information to the foreign country.

C8.1.4.4.12. Table of Functional Responsibilities -- Foreign Classified
Contracts. Certain duties that this Regulation and the ISM (reference (a)) assign to the
contracting officer or to the contracting User Agency are, with respect to foreign
classified contracts, assigned to the Deputy Director (Industria Security), HQ DIS, the
administrative contracting officer, or the cognizant security office. Table C8.T1. shows
the assignment of these responsibilities. Duties not specifically assigned in the table
are reserved to the foreign government agency or foreign contracting activity concerned
(see subparagraph C1.1.2.4.2.). Requests for instructions concerning security
responsibilities reserved to the foreign government or foreign contracting agency shall
be submitted through the Director, DIS, ATTN: Deputy Director (Industrial Security).
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Table C8.T1. Assignment of Responsibilities

Action References Deputy ACO CSO
Director
(Industrial
Security)
HQ DIS
1. Approves retention of classified information by Para 51, 5m X
contractor or subcontractor. and 64, ISM
2. Authorizes and provides instruction for Para 5 and 17, --- X X
transmission of classified information outside ISM
the facility.
Authorizes reproduction of classified information. Para 18, ISM X
4. Authorizes destruction of certain classified Para 19, ISM X
information.
5. Approves visits for Categories 2 and 3 visitors. Para 41, ISM X2
6. Approves electrical alarm service. Para 35 and X3
36, ISM
7. Approves controlled areas. Para 34, ISM X3 X
8. Authorizes disclosure of TOP SECRET (TS) Para 59, ISM X

information to subcontractors.
9. Receives naotification of award of classification Para 62, ISM X X X
subcontract.

10. a. Approves security classification guidance for Para 60, ISM X
subcontracts. b. Obtains security classification
guidance for subcontracts.

11. Investigates security violations Chapter5,ISR  --- X
12. Takes action regarding certain interim FCLs and C2.1.3. and X X
PCLs,? if there will be a crucial delayin the C2.3.8., ISR

contract performance.

2 Someforeign contracts will be managed by the country's personnel directly from the country concerned,
its Washington embassy, or other means with no U.S. contracting officer involved. U.S. UAs control Category 4 visits as well
as Category 3. Necessary coordination will be effected with the Deputy Director (Industrial Security), HQ DIS, the CSO,
and the contractor concerned.

3 If costs areinvolved, the ACO authorizes reproduction of classified information.
4 This notice shall be sent to the CSO of the subcontractor.

5 Approval on interim PCLs will be taken by DISCO at the direction of the Deputy Director (Industrial
Security), HQ DIS.
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C8.1.5. Procedure for the Security of U.S. Classified Contracts or Subcontracts
Awarded to aForeign Contractor. The UA may initiate action to award, or permit one
of its contractors to award, aclassified contract to aforeign contractor in accordance
with the UA regulations, provided the classified information involved has been approved
for release (or is determined to be releasable) to the government of that country under
the National Disclosure Policy, and the foreign government concerned has entered into
asecurity agreement or other security arrangement with the U.S., under which it agrees
to protect U.S. classified information released to it (see paragraph 65, 1ISM (reference
(a@)), and paragraph C8.1.2.).

C8.1.5.1. The UA acting onits own behalf, or on behalf of its contractors or
subcontractors, shall communicate directly with the designated foreign agency to
accomplish the following:

C8.1.5.1.1. Request approvd for the placement of prime contracts or
subcontracts in the foreign country.

C8.1.5.1.2. Obtainthe necessary security assurance or arrange for the
clearance of the foreign facility to be visited and approva of visits of U.S. personnel
necessary to carry on pre-contract negotiations leading to the award of aclassified
contract.

C8.1.5.1.3. Request approval for individua visits, or establish an approved
list for continuing visits, to activities in the foreign country in connection with the
classified contract. Requests for approva of visits shall include the information set
forth in paragraph 37d, ISM (reference(a)). The genera policies relating to visits set
forth in paragraph C3.4.1. are equally applicable to visits in connection with U.S.
contracts awarded to firms in foreign countries.

C8.1.5.2. Onapprova of the contract by the foreign government, the UA shall
be responsible for the following:

C8.1.5.2.1. Include, or cause to be included, asecurity requirements
clause in each U.S. classified contract awarded to aforeign firm. This shall include any
special security requirements necessitated by differences in the industrial security
system of the foreign government.

C8.1.5.2.2. Specify inthe security clause, limitations, if any, to be placed
on the authority of the contractor to place classified subcontracts.
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C8.1.5.2.3. Furnish, to the designated foreign government agency security
classification guidance for each classified contract. Guidance shall be kept current and
reviewed for downgrading or declassification action when the contract is completed.

C8.1.5.2.4. Establish, subject to the provisions of this and other
applicable regulations, procedures for the transmission of classified information
between activities in the foreign country and activities inthe U.S. These procedures
shall be coordinated with the CSO and the designated agency of the foreign government.

C8.1.5.2.5. Designate the U.S. activity or representatives through which
all transmission of classified information between the U.S. and. foreign government
shall pass.

C8.1.5.2.6. Markthe U.S. classified material, or cause it to be marked,
with the equivalent foreign security classification.

C8.1.5.2.7. Examine classified material, or cause it to be examined,
whichis proposed for transmission to the foreign government or its representatives, to
ensure that only authorized U.S. classified information is contained in the shipment.

C8.1.5.2.8. Ensure that the shipment, to the point where the
representative of the foreign government accepts security responsibility, is made in
accordance with U.S. regulations for the transmission of classified information.

C8.1.5.2.9. Obtain an appropriate receipt for the shipment from the
representative of the foreign government.

C8.1.5.2.10. Include aprovision in the stating contract that all U.S.
classified information furnished or generated under the contract with the foreign
government or contractor shall be returned on completion or termination of the
contract to the UA or U.S. contractor, in the case of asubcontract, or that permission to
retain the information shall be obtained from the UA.

C8.1.5.3. The UA shall inform the Director, DIS, ATTN: Deputy Director
(Industrial Security), when it authorizes aU.S. contractor to place aU.S. classified
contract in aforeign country involving disclosure of U.S. classified information to the
foreign country.
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C8.2. PROCEDURES PERTAINING TO U.S. PATENT AGENTS ENGAGED IN FILING
CLASSHED PATENT APPLICATIONS FOR FOREIGN GOVERNMENTS

| C8.2.1. Application

C8.2.1.1. Inorder to conform with agreements entered into between the U.S.
Government and certain foreign governments pertaining to the reciprocal filing of
classified patent applications, the following procedures have been devel oped by the
Department of Defense and the representatives of certain foreign governments.

C8.2.1.2. These procedures will apply only to those cases in which U.S. patent
agents are engaged in filing classified patent applications in the U.S. Patent Office under
asecrecy order on behalf of one of the participating foreign governments (see paragraph
C8.2.4.)).

C8.2.1.3. The DoD industria security procedures shall be used to protect the
foreign classified information released to U.S. patent firms.

C8.2.2. General. The DIS, on the request of the designated representative of the
participating foreign government will assume responsibility for the FCL of U.S. patent
firms that will be engaged in this program.

|  C8.2.3. Procedures

C8.2.3.1. Theforeign government concerned will request the Armed Services
Patent Advisory Board (hereinafter referred to as the Board) to provide information as
to the clearance status of U.S. patent firms prior to the release of any classified
information to the firm.

C8.2.3.2. The Board will forward the request to the Director, DIS, ATTN:
Deputy Director (Industrial Security).

C8.2.3.3. If the firm either does not possess aFCL or the current clearance is
at alesser level that required, the CSO will be requested by the Deputy Director
(Industrial Security), HQ DIS, to process the firm for an appropriate FCL. On
completion of such action, the Deputy Director (Industrial Security), HQ DIS, will be
advised. Inturn, HQ DIS, will notify the Board.

C8.2.3.4. The Board will inform the foreign government concerned of the
status of the clearance and the address of the CSO that has security cognizance over the
facility.
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C8.2.3.5. After aclearance has been granted or confirmed, the foreign
government concerned may then deliver the classified information to the facility, or it
may send the classified information through the CSO. At the discretion of the foreign
government concerned, the U.S. patent agent may be authorized to return the foreign
government's classified information directly to that foreign government. Onthe initial
release of the information to the facility, the foreign government concerned will notify
the CSO that the classified material has been physically delivered and specify the
channel for transmission of foreign classified information that the U.S. patent agent has
been authorized to follow.

C8.2.3.6. Onreceipt of such notice, the CSO will inform the facility that it is
obligated to protect the classified information furnished to it in accordance with the
procedures established in ISM (reference (a)).

C8.2.3.7. If the foreign government concerned is advised by the Board that the
U.S. patent agent does not have the capability to physically safeguard the classified
information, the foreign government may transmit the classified information to the
designated CSO. Insuch cases, the CSO shall retain physical custody of the classified
information, until the facility develops the necessary capability for safeguarding. The
classified information shall then be delivered to the facility by the CSO. The CSO shall
advise the Director, DIS, ATTN: Deputy Director (Industrial Security) when the facility
develops the ability for safeguarding and when the classified information has been
delivered. That office shall theninform the Board. The Board, in turn, shall notify the
foreign government.

C8.2.3.8. So long as aforeign government or firm maintains an agreement or
contract with acleared patent attorney or agent in the U.S. for the filing of classified
foreign patents, the CSO shall keep the Deputy Director (Industrial Security), HQ DIS,
informed of any change in the status of the facility.

C8.2.3.9. If the foreign government concerned desires to release information
of ahigher classification category than the level of the FCL, the foreign government
will request information from the Board regarding the eligibility of the facility to
receive the higher category of classified information.

C8.2.3.10. The above procedures shall not apply when TOP SECRET
informationis involved. If arequirement should arise involving a patent applicationin
the TOP SECRET category, the matter will be handled on anindividua basis between the
foreign government concerned, the Board, and the Deputy Director (Industrial Security),
HQDIS. The Deputy Director (Industrial Security),
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HQ DIS, shall determine the security requirements in the specific case and shall so
advise the CSO.

C8.2.4. Participating Countries. The following countries have executed
agreements to participate in this procedure: Austraia, Belgium, Canada, Denmark,
Republic of France, Federal Republic of Germany, Greece, Italy, Luxembourg, The
Netherlands, Norway, Portugal, Sweden, Turkey, and the U.K.

C8.3. OFFICE OF INDUSTRIAL SECURITY INTERNATIONAL (O1S)

C8.3.1. Genera. The Department of Defense has established the OIS to provide
administrative assistance for industrial security purposes to U.S. industry in their
marketing, liaison, and technical assistance activities outside the U.S. The OISl
operates under the supervision and direction of the Deputy Director (Industrial
Security), HQ DIS. The OIS acts as the central file outside the U.S. for information
pertaining to security clearances and security assurances for U.S. citizen contractor
employees assigned outside the U.S. Such information from the file is available for
official use by agencies and activities of the U.S. Government, foreign governments,
NATO, and U.S. contractors.

C8.3.2. Functions

C8.3.2.1. The OISl assists U.S. industry, foreign governments, and
international pact organizations by processing classified visit requests for U.S.
contractor employees, and by providing: storage for classified material; secure mail
channels for transmission of classified material between acontractor inthe U.S. and an
approved destination outside the U.S., when specifically authorized by the Deputy
Director (Industrial Security), HQ DIS; and security briefings, orientations, and
certificates.

C8.3.2.2. When assigned, the OISl inspects contractor activities on U.S.
Government installations outside the U.S.

C8.3.3. Addresses

C8.3.3.1. Military Mailing Address -- Office of Industrial Security
International, APO New York 09667

| C8.3.3.2. Civilian Mailing Address -- Office of Industrial Security,
|International, Steenweg Op Leuven 13, 1940 St. Stevens-Woluwe, Brussels, Belgium
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C8.3.3.3. U.S Cable Telegram Address -- OISl Brussels, Belgium

C8.3.3.4. Other Cable -- OISI, American Embassy, Brussels, Belgium, 1000
Brussels, Belgium

C8.3.3.5. TELEX Address -- OISI, American Embassy, 21336, Brussels
C8.3.3.6. Telephone - Brussels 0-322 720-8259

C8.3.3.7. Mannheim, West Germany, Field Office -- Commercial (49621)
472582, Autovon: 380-8363

C8.3.3.8. OIS - Far East (FE), Y okohama, Japan -- Commercial
045-441-0378, Autovon: 235-6703

C8.4. OVERSEAS OPERATIONS OF U.S. CONTRACTORS

C8.4.1. Generd

C8.4.1.1. This section sets forth access and safeguarding requirements for
cleared U.S. citizen employees of U.S. contractors assigned to duty stations outside the
U.S. These requirements also apply to U.S. citizens who, in addition to being cleared as
employees of cleared U.S. contractors, also are dual-status employees of foreign
subsidiaries that are wholly owned and controlled by cleared U.S. facilities.

C8.4.1.2. This section does not apply to:

C8.4.1.2.1. Uncleared employees of cleared U.S. contractors who are
stationed outside the U.S;;

C8.4.1.2.2. U.S. citizens who are representatives of any foreign interest
or employees of foreign subsidiaries of cleared U.S. facilities but do not hold
dual-status employment with the owning or controlling U.S. facility; and

C8.4.1.2.3. Representatives (not employees) of cleared U.S. contractors.

C8.4.1.3. Cleared employees of U.S. contractors stationed overseas are
eligible to attend periodically scheduled security briefings conducted by the OIS.
These briefings are designed to familiarize the employee with the international aspects
of the DoD Industrial Security Program and the security requirements unique to the
foreign countries in which the contractor does business.
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C8.4.2. Access. Contractors are authorized to grant access to U.S. classified
information to their cleared employees who are assigned overseas, subject to the
following:

C8.4.2.1. Accessto U.S. classified information identified in this sentence
shall be granted only with the prior written approval of the UA having primary interest in
the information concerned:

C8.4.2.1.1. TOP SECRET information;
C8.4.2.1.2. RESTRICTED DATA OR FORMERLY RESTRICTED DATA;

C8.4.2.1.3. COMSEC and COMMUNICATIONSANALYSSinformation
(see paragraph 6 of reference (Q));

C8.4.2.1.4. Specia access programs information (see paragraph 5, ISM,
reference (a)); and

C8.4.2.1.5. Information for which foreign dissemination has been
prohibited in whole or in part.

C8.4.2.2. Access shall be limited strictly to that information required by
employees for performance of the specific duties or contracts for which they are
assigned overseas. Furthermore, access to U.S. classified information under this part
shall be made, to the maximum extent practical, on anoral or visual basis. When
physical access is to be granted to an employee, the appropriate safeguarding provisions
set forth in paragraph C8.4.3., below, shall be strictly complied with.

C8.4.2.3. Accessto U.S. classified information for cleared employees
assigned overseas may be granted both in the U.S. and overseas.

C8.4.2.4. Accessto U.S. classified information granted to cleared employees
of acleared U.S. facility who are also employees of aU.S. wholly owned and controlled
foreign subsidiary of such facility is granted only in their capacity as employees of the
cleared U.S. facility. Contractors granting the access are responsible for ensuring that
their employees provide the required safeguards for any classified information that may
be disclosed to them. Inaddition, contractors shall take appropriate action to ensure
that U.S. classified information entrusted to the employees is not further released or
made available to other employees of the foreign subsidiary.
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C8.4.3. Safeguarding U.S. Classified Information. The following additional
safeguards are prescribed in connection with U.S. contractor overseas operations:

C8.4.3.1. Transmission. Transmission of classified material outside the U.S.
by cleared contractors shall be in accordance with paragraph 17e, ISM (reference (a)).
Hand-carrying of classified information by cleared contractor employees is not
permitted, unless it is accomplished in accordance with paragraph C1.6.3.5.1. The
material must be addressed to aU.S. military activity or other U.S. Government activity,
and must be marked for the attention of the contractor or the employee for who it is
intended. The U.S. activity will notify the contractor or contractor employee of the
receipt of the material. Classified material must be transmitted only through U.S.
Government channels. Normally transmission will be by Registered Mail through U.S.
Military Postal Service or by ARFCOS. However, the contracting officer may authorize
any of the other approved methods of transmission described in paragraph 17e, ISM
(reference (a)). If disclosure authorizationis required and has been obtained, it should
be cited in the transmission document with the effective dates and any other
limitations. The contractor must make prior arrangements for the storage of U.S.
classified material withaU.S. military installation, the OISI, amilitary attache, aMAAG
and Office of Defense Cooperation or aU.S. diplomatic or consular office, prior to
transmitting U.S. classified material overseas.

C8.4.3.2. Custody and Storage

C8.4.3.2.1. Personnel authorized access to U.S. classified material
overseas will normally only be permitted such assess at aU.S. Government activity.
The storage of U.S. classified material overseas at any location other thanaU.S.
Government-controlled installation is prohibited.

C8.4.3.2.2. It isthe responsibility of the U.S. Government representative
acting as custodian for the classified material to ensure him or herself that:

C8.4.3.2.2.1. The contractor employee has an appropriate security
clearance for the level of access involved;

C8.4.3.2.2.2. Anestablished need-to-know; and

C8.4.3.2.2.3. That the presence of classified material overseas has
been authorized by the contracting officer. Additionally, the U.S. Government activity
providing storage for the contractor shall establish procedures to ensure that classified
material removed from storage for use is either returned at the end of the workday or is
to be stored at another U.S. military or U.S. Government-controlled installation.
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C8.4.3.2.3. Classified materia that is in temporary storage for
contractors is the responsibility of the holding activity and is to be handled and stored in
accordance with regulations applicable to the host activity. The material shall not be
controlled in any more lenient manner than the host activity's own classified material.

C8.4.3.2.4. If, in the performance of acontract, project, or mission
unusual conditions make it necessary for acontractor employee to have temporary
physical custody of U.S. classified material, authorization for remova must be obtained
from aresponsible official of the holding activity. When such custody is authorized,
the employee is responsible for personal possession and surveillance of the material.
Immediately following the purpose for which the material was needed and the removal
was authorized, but in all cases prior to the end of the workday, the materia is to be
returned to the U.S. Government activity for storage purposes. While intransit inthe
employees custody, the classified material must be double wrapped and accompanied by
either:

C8.4.3.2.4.1. Acontractor employee, courier, or escort who is
cleared for access to the level of the classified information involved; or

C8.4.3.2.4.2. Accompanied by aU.S. Government civil service
employee or military person who is cleared for access to the level of the classified
information involved.

Hand-carrying of classified material by contractor employees across international
boundaries in prohibited. Inthe event the contractor has not returned the classified
material at the end of the workday and arrangement for approved storage elsewhere has
not been made, the U.S. Government representative shall immediately initiate an inquiry
to determine al the facts. |f appropriate, aspot report will be forwarded to DISCO and
the CSO of the HOF with information copies to OISl,, the Deputy Director (Industria
Security), HQ DIS, and the contracting officer. Subsequently, acomplete report will be
made and submitted to the same addresses. The CSO will bring the matter to the
attention of the contractor's HOF and obtain an assurance from the management that
there will be no recurrence. DISCO, on receipt of the report, will, if appropriate, take
the action required by paragraph C2.2.3.1.. The CSO and DISCO will advise the
Government activity initiating the inquiry, and the contracting officer, of the results of
the action taken.
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C8.4.3.3. Disclosure. Except as provided for in paragraph C3.4.1., contractor
personnel are not authorized to disclose classified information to any foreign
government or its representatives. Cleared contractor, personnel overseas may,
however, disclose classified information:

C8.4.3.3.1. To other cleared personnel within their company who have
been granted aL OC at the required level and who have a need-to-know for access to the
information concerned,

C8.4.3.3.2. To any appropriately cleared military or civilian member of a
UA who has avaid need-to-know; and

C8.4.3.3.3. Outside the contractor's organization within the U.S. only in
accordance with the ISM (reference (a)), and outside the U.S. only in accordance with
specific instructions from the contracting officer of the UA.

C8.5. ACCESSTO CLASSIFHED INFORMATION OF FOREIGN GOVERNMENTS
AND INTERNATIONAL PACT ORGANIZATIONSUNDER AU.S. SECURITY
ASSURANCE

C8.5.1. Genera. Inits relations with friendly and alied foreign governments, the
U.S. has entered into various treaties and agreements whereby each signatory
government agrees to safeguard the classified information released to it by the other
government. These range from bilateral agreements that provide only that each
government will safeguard, in accordance with mutually agreed procedures, the
classified information released to it by the other government, and that the information
will not be disclosed to athird country without the consent of the originating
government, to multilateral treaties establishing international organizations for
concerted defense, with either atechnical annex establishing the detailed procedures and
standards for safeguarding classified information originated or disseminated by the
organization, or provisions authorizing the organization to establish mutually agreeable
regulations for safeguarding such information.
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C8.5.2. Security Assurances

C8.5.2.1. Inorder to assist U.S. cleared contractors in meeting personnel
security requirements imposed by friendly and alied foreign governments with whom
the U.S. has entered into bilateral security agreements for access by U.S. citizens to
foreign classified material, which is under the contract of the foreign government or
organization, the contractor will send arequest for the necessary security assurance to
the Director, DISCO. The application shall be made in accordance without the
requirements of paragraph 99a, 1ISM (reference (a)).

C8.5.2.2. DISCO shall ascertain the security status of the individua and make
asecurity assurance determination. A favorable determination will result inissuance of
the security assurance to the requesting contractor; a DISCO Form 560 will aso be
entered into DISCO's files, but will not be issued to the contractor unless, in
accordance with paragraph 99a(3)(e), ISM (reference (a)), access will include
U.S.-originated and appropriately marked classified information. This action will
involve making inquiry of the PSCF, aUA, or other Federal Agency, according to
available information regarding clearance status of the individua. If the individual does
not have avalid LOC on file, DISCO shall initiate an appropriate investigation. If the
security assurance requested is for SECRET or CONFIDENTIAL, aNAC s required. If
the assurance requested is for TOP SECRET, aBl is required. If DISCO can not make a
favorable determination, or there is ajustifiable need to suspend or revoke aLOC on
which the security assurance has been issued, DISCO will follow the procedures in
paragraph C2.3.21.

C8.5.3. Administrative Termination of L etters of Consent. Onreceipt of
notification from the contractor under paragraph 6b(b), |SM (reference (a)), that a
cleared immigrant alien resides or is assigned outside the U.S,, Puerto Rico, Guam, or
the Virgin Idands, DISCO will administratively terminate without prejudice the LOC
issued the individual and so advise the contractor.

C8.5.4. Annotation of Clearance Records. Onreceipt of the report of an overseas
assignment required by paragraph 6b(2), ISM (reference (a)), DISCO will annotate the
PSCF to reflect the employee's new duty assignment and notify OISl of the action, so
that OISl may amend its records. The PSCF, and the record provided to OIS, shall
reflect that the briefing prescribed by paragraphs 97 and 99a, ISM (reference (@), has
been accomplished.
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C9. CHAPTER9
INDUSTRIAL SECURITY FORMS

C9.1. GENERAL

C9.1.1. Application and Index of Forms. The purpose of this sectionisto list and
explain the purpose of forms prescribed for use in the DoD Industrial Security
Program. Five of the listed forms (DD Forms 374, 555, and 696; DIS Forms 553 and
1148) are exhibited in section C9.2. All other listed forms are exhibited in the ISM
(reference (a)) or supplements thereto. These forms shall not be used for any purpose
or in any other manner except as provided for in this Regulation or for training purposes.

C9.1.1.1. DD Form 48. "Department of Defense Personnel Security
Questionnaire (Industrial-NAC)" -- this form is used to obtain SECRET clearances for
employees who are U.S. citizens.

C9.1.1.2. DD Form 48-2. "Application and Authorization for Access to
CONFIDENTIAL Information (Industrial)" -- this form is utilized by contractors to
obtain the datanecessary as the basis for granting a CONFIDENTIAL clearance to aU.S.
citizen employee.

C9.1.1.3. DD Form 48-3. "Department of Defense Personnel Security
Questionnaire (Updating)" -- this form is used to obtain current and updating personal
data needed to process aclearance action when an individua with aPCL is transferring
employment from one contractor to another contractor within a12-month period and
requires aPCL in his or her new employment. It also is used in converting aUA
clearance to anindustrial PCL.

C9.1.1.4. DD Form 49. "Department of Defense Personnel Security
Questionnaire (Industrial)" -- this form shall be used in making application for:

C9.1.1.4.1. AU.S.citizen being considered for aTOP SECRET PCL,

C9.1.1.4.2. aU.S. citizen being considered for any level of clearance
when the individua advises he or she is arepresentative of aforeign interest;

C9.1.1.4.3. AU.S. citizen who has relatives or relatives of his or her
spouse who are residing in Communist countries;

C9.1.1.4.4. Animmigrant alien being considered for aPCL ; and
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C9.1.1.4.5. Acitizen of acountry with which the U.S. has entered into a
reciprocal agreement who is being processed for areciprocal clearance.

C9.1.1.5. DD Form 254. "DoD Contract Security Classification Specification™
-- this form, including attachments and supplements, as applicable, is the basic
document by which classification, regrading, and declassification specifications are
documented and provided to prime and subcontractors.

C9.1.1.6. FD Form 258. "Applicant Fingerprint Card"-- this formis.
completed for all personnel being considered for aPCL, an overseas security eligibility
determination, or areciprocal clearance.

C9.1.1.7. DOE Form F5631.20. "Request for Visit or Access Approvd" --
this formis listed for information purposes. It is used for processing visits involving
access to RESTRICTED DATA. Copies of this form may be obtained from the DOE.

C9.1.1.8. DD Form 374. "Facility Security Clearance Survey" -- this survey
formis completed by the CSO as aprerequisite to granting aFCL.

C9.1.1.9. DISFL 381-R. "Letter of Notification of Facility Clearance"-- this
letter is prescribed for use by aCSO to notify afacility that it has been granted aFCL.

C9.1.1.10. DD Form 441. "Department of Defense Security Agreement” --
this formis prescribed for use by the CSO in obtaining the formal agreement of
management of afacility to abide by the DoD ISM (attachment to DD Form 441).

C9.1.1.11. DD Form441-1. "Appendage to Department of Defense Security
Agreement” -- the DD Form 441-1 is used when management desires to indicate
multiple facility coverage with one "Department of Defense Security Agreement.”
After aDD Form 441 has been properly executed, acontractor may use the DD Form
441-1 to accomplish additions, deletions, or changes in the branches or facilities
included in and covered by the original DD Form 411.

C9.1.1.12. DD Form 441s. "Certificate Pertaining to Foreign Interests’ -- this
formis prescribed for use by the CSO in obtaining aformal certification from the
contractor relative to FOCI.

C9.1.1.13. DISCO Form 482. "Security Briefing and Termination Statements
(Industrial Personnel)" -- thisis atwo-part form prescribed for use by employees of
contractors. Part | shall be executed by employees following their initial security
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briefings and prior to being granted access to classified information. Part Il shall be
executed by employees during their termination proceedings.

C9.1.1.14. DISForm 553. "Centra Index File Card-Facility" -- this form shall
be used by the CSO to report FCL actions to DISCO.

C9.1.1.15. DD Form 555. "Central Index File Request” -- thisformis
prescribed for use by activities of UAs in requesting information concerning the PCL
status of contractor personnel.

C9.1.1.16. Reserved.

C9.1.1.17. DISCO Form 562. "Personnel Security Clearance Change
Notification” -- this multipurpose form is used by contractors to report clearance
transfers, reemployment of cleared personnel, change of name, termination of
employment, or administrative termination of clearances.

C9.1.1.18. DD Form 696. "Industrial Security Inspection Report" -- the
purpose of this report is to provide for uniform and comprehensive reporting of results
of security inspections of facilities conducted to determine contractor compliance with
the requirements of the ISM (reference (a)) and such additional security requirements
as may be provided for by individua contracts.

C9.1.1.19. Reserved.

C9.1.1.20. DISCO Form 703. Thisformis anenvelope that is pre-addressed
to DISCO and used for submitting DD Forms 48, 48-3, and 49 to DISCO. It enables a
clearance applicant to put the forms containing privileged information into the envelope
and sedl it.

C9.1.1.21. DISCO Form 704. Thisform is aprepaid-postage envelope used
for submitting DD Forms 48, 48-3, and 49 to the CSO in OODEP cases. Contractors
are required to address the envelopes to their CSOs.

C9.1.1.22. Reserved.

C9.1.1.23. DISForm 1148. "Industrial Security Surveys/Inspection Report
(Commercial Carrier)" (see paragraph C4.1.7. for additiona information) -- the purpose
of part | of thisreport isto: develop sufficient facts to permit an administrative
determination to grant or deny asecurity clearance to acommercial carrier; develop
information concerning changed conditions, such as achange of address or
reorganization; and determine whether the HOF of the commercial carrier is subject to
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FOCI factors. The purpose of part Il of the report is to provide for uniform and
comprehensive security inspections of commercial carriers to determine compliance
with the requirements of reference (b).

C9.1.1.24. DISForm 1149. "Department of Defense Transportation Security
Agreement” -- this form is prescribed for use by the CSO in obtaining the formal
agreement of management of the HOF of the commercial carrier to abide by reference

(b).

C9.1.1.25. DISForm 1150. "Appendage to Department of Defense
Transportation Security Agreement” -- this appendage will be used by management of the
HOF of the carrier to indicate those terminals covered by the DIS Form 1149 and DD
Form 441s. Once executed, the HOF of the carrier will use the DIS Form 1150 to
accomplish additions, deletions, or changes in the terminals included in and covered by
the DIS Form 1149.

C9.1.1.26. DD Form 1540. "Registration for Scientific and Technical
Information Services' -- this formis used to establish arequirement for the services of
DTIC and should be submitted to that office.

C9.1.1.27. DD Form 1541. "Facility Clearance Register" -- this form replaces
the DTIC Form 62 andis to be used for the purpose of certifying the FCL and
safeguarding ability of acontractor to the DTIC.

C9.1.1.28. Letter Agreement to Safeguard Classified Information for an
Employee Performing Consultant Services. This agreement shall be prepared and
executed by contractors if they agree to accept responsibility for safe guarding
classified information released to their employees who are furnishing consultant
services.

C9.1.1.29. Letter of Notification of Facility Security Clearance for a
Commercial Carrier. Thisletter is prescribed for use by aCSO to notify acarrier
facility (HOF or terminal) that it has been granted aFCL.

C9.2. EXHIBITS OF FORMS

C9.2.1. Purpose. The purpose of this sectionis to describe and exhibit those
Industrial security forms that are not exhibited in the ISM (reference (a)) or its
supplements on COMSEC and commercial carriers, (see references (a), (b), and (q)).
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Form Number Title Paragraph
DD Form 374 (Figure C9.F1.) "Facility Security Clearance Survey" Co.2.2.
DIS Form 553 (Figure C9.F2.) "Central Index File Card-Facility" C9.2.3.
DD Form 555 (Figure C9.F3.) "Central Index File Request" C9.2.4.
DD Form 696 (Figure C9.F4.) "Industrial Security Inspection Report” C9.2.5.
DIS Form 1148 (Figure "Industrial Security Survey/Inspection Report (Commercial C9.2.6.
C9.F5.) Carrier)"

C9.2.2. "Facility Security Clearance Survey" (DD Form 374). The purpose of this
survey is to determine that the facility is capable of properly safeguarding classified
information for precontract negotiations, and that management at the facility is fully
cognizant of the responsibilities involved in the safe guarding of classified
information. This survey shall be completed by the CSO as aprerequisite to granting
the FCL. Asurvey is also conducted when acleared facility's physical location changes.
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Fgure C9.F1. DD Form 374, "Fadlity Security Clearance Survey"

) DD Form 374
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C9.2.3. "Central Index File Card Facility" (DIS Form 553). This form shall be used
by the CSO to report FCL actions to DISCO. The original of the form shall be retained
in the CSO and one copy will be sent to the DTIC when appropriate.  When the FCL
action being reported is pending or interim in nature, the DIS Form 553 shall clearly
indicate that fact. lllegible, incomplete, or incorrectly executed forms shall be returned
to the originating activity for correction. Letters of transmittal are not required with
the submission of DIS Form 553.

C9.2.3.1. Checklist for the Preparation of DIS Form 553. Inorder to obtain
maximum utilization of the information contained on DIS Form 553, and to provide for
clarity of reproduction, only black ink or black type shall be used in preparing the
original of these forms. DISCO may return these forms if acolor other than black is
used.

C9.2.3.1.1. Item1. Enter the name or other designation of the specific
facility being cleared.

C9.2.3.1.2. Item1a. Enter the exact mailing address for the facility.

C9.2.3.1.3. Item 2. Enter the level of clearance granted. If pending
actions is being reported, strike out the word "granted” in the title of item 2, and insert
the words "in process for" in the block, followed by the level of clearance being
processed. If the facility has been granted or is in process for aFCL under areciprocal
agreement, the phrase "(country) RECIPROCAL," as appropriate, shall be entered in this
block in capital letters, following the level of clearance granted or being processed.

C9.2.3.1.4. Item 2a. Enter the date clearance was granted. If in process,
leave block blank.

C9.2.3.15. Item 3. Enter the physical address of the facility (street
number, city, State, or highway and |ocation thereon, district, town, or county, and State),
if different from the mailing address.

C9.2.3.1.6. Item4. Enter the name of the HOF, if the facility identified
inblock | is part of aMFO. [f none exists, insert "None' and leave items 44, 5, 5a, and 6
blank.

C9.2.3.1.7. lItem4a. Enter the exact mailing address of the HOF.
C9.2.3.1.8. Item5. Enter the level of clearance granted the HOF. If
pending action is being reported, strike out the word "granted” in the title of item 5, and
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insert the words "in process for" in the block, followed by the level of clearance being
processed. If the facility has been granted or is in process for areciprocal FCL, the
appropriate phrase shall be entered in this block in capital letters, following the level of
clearance granted or being processed. If the HOF is located in another region, inquiry
must be made of the appropriate region to obtain the datarequired.

C9.2.3.1.9. Item 5a. Enter the date clearance was granted. [f in process,
leave block blank.

C9.2.3.1.10. Item 6. Enter the exact physica address of the HOF, if
different from the sailing address.

C9.2.3.1.11. Item7. Enter the exact name of the parent organization, if
such exists. If none exists, insert "None' and leave items 7a, 8, 8a, and 9 blank.

C9.2.3.1.12. Item 7a. Enter the exact mailing address of the parent
organization.

C9.2.3.1.13. Item 8. Enter the level of clearance granted the parent
organization. If pending action is being reported, strike out the word "granted” in the
title of item 8, and insert the words "in process for" in the block, followed by the level
of clearance being processed. If the parent organization has been granted or isin
process for areciprocal FCL, the appropriate phrase shall be entered in this block in
capital letters, following the level of clearance granted or being processed. If the
organization is excluded from access to al classified information to be released to the
subsidiary, in accordance with the provisions of paragraph C2.1.5., insert the words,
"Excluded from access," followed by the date the certificate of exclusion was
submitted. If granted aclearance, but excluded from access to ahigher category of
information to be released to the subsidiary, enter the level of clearance granted,
followed by the phrase, "Excluded from access to (enter appropriate category)," followed
by the date certificate of exclusion was submitted. |f the parent is located in another
region, inquiry must be made of the appropriate region to obtain the datarequired.

C9.2.3.1.14. Item 8a. Enter the date the FCL was granted. If in process,
leave block blank.

C9.2.3.1.15. Item 9. Enter the exact physical address of the parent
organization, if different from mailing address.

C9.2.3.1.16. Item 10. Check the appropriate box to indicate the type of
action being reported. See examples below:
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C9.2.3.1.16.1. When reporting aFCL action for the first time, check
the box to indicate "initial card."

C9.2.3.1.16.2. If aDISForm 553 is onfile a DISCO, check the box
to indicate the card supersedes DIS Form 553 previously submitted, and insert the date
of previous card.

C9.2.3.1.16.3. When submitting a"pending" DIS Form 553, due to a
change of name or physical location of afacility that has been previoudly granted a
clearance, and processing to current status is still in progress, check the box to indicate
initial card, andinclude in block 11 of the form across-reference, by name and address,
to the existing DIS Form 553 at DISCO and the specific reason for submission. When
processing to current status is completed, afinal DIS Form 553 shall be submitted to
DISCO, superseding the previous "pending’ DIS Form 553. Include in block 11 of the
form anidentical cross-reference, by name and address to the DIS Form 553 that wasin
DISCO before processing was initiated. Thiswill ensure that DISCO will remove both
of the existing DISForms 553 from its files.

C9.2.3.1.16.4. When submitting aDIS Form 553 due to achange of
mailing address, where the physical location of afacility that has been previoudy
cleared remains the same and it is possible to complete the processing to current status
by following the provisions of subparagraph C2.1.19.6.1.5., aDIS Form 553, superseding
the previous DIS Form 553 on file, shall be submitted. The reason for submission shall
be set forth in block 11.

C9.2.3.1.17. Item 11. Aqualifying statement pertaining to action takenin
accordance with the provisions of this Regulation shall be entered in this block, if such
conditions exists. Inaddition, this block shall be used to set forth necessary
cross-reference to existing DIS Form 553 at DISCO, when required (see subparagraphs
C9.2.3.1.16.3. and C9.2.3.1.16.4.).

C9.2.3.1.18. Item12. Self-explanatory.
C9.2.3.1.19. Item 12a. Self-explanatory.
C9.2.3.1.20. Item 12b. Insert date form is submitted.

C9.2.3.1.21. Item 12c. Insert the appropriate numerical code number
that identifies the CSO submitting the form.
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C9.2.3.1.21.1. Termination of Facility Security Clearance. When
conditions occur in afacility that permit administrative termination of the FCL, aDIS
Form 553, with al available information recorded thereon, shall be submitted to DISCO,
with aduplicate copy to DTIC, if appropriate. The reason for submission shall be set
forthinitem 11.

C9.2.3.1.21.2. Invaidation of Facility Security Clearance. When
changed conditions occur in afacility that require invalidation of the FCL, aDIS Form
553, with all available information recorded thereon, shall be submitted to DISCO with a
duplicate copy sent to DTIC, if appropriate. The reason for submission shall be set
forthinitem 11.
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Fgure C9.F2. DIS Form 553, "Centra Index File Card - Facility"

DIS Form 563

1. FACILITY SRANTED CLEARANCE

3. CAY or CLa SRANTED 3A. DATE CLEARED 3. LOCATION(N diiferenst Som 19

4. NOME OF FICE

8. CATEGORY OF CLEARANCE GRANTED SA. DATE CLEARED 6. LOCATION(N diffsvent frem 40)

. .
7. PARENT ORGANIZATION

8. CATEGORY OF CLEARANCE GRANTED SA. DATE CLEAREKD 9. LOCATION(I! @iferont om 70)

11. REMARKS

"CJwnivian cano [T] TS CARD SUPERSEDES “"CENTRAL INDEX FILE CARD - FACILITY® SUBMITTED ON (Date)

12. TYPED NAME AND TITLE OF OFFICIAL SUBMITTING CARD

DIS Jorv, 583 Poplnsns DIS Form 553, Jon 81, whish s shesiets.

,(;i
SAMPLE
1A. BAILING ADORESS (Peelude SIP Code)
A, BAILING ADDRESS (rehude Eq-ﬁ)
TA. MAILING ADORESS (slude ZIP Code)
-
12A. SIGNATURE 128. DATE roms Jrc. sy
S
CENTRAL INDEX FILE CARD - FACILITY
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C9.2.4. "Central Index File Request" (DD Form 555). Thisformis prescribed for
use by activities of UAs in requesting information concerning the PCL status of
contractor personnel  Users of this form shall ensure that the individua about whom
information is requested is identified correctly. Requests for information about
individuals will be sent to DISCO, P.O. Box 2499, Columbus, Ohio 43216. Requests
concerning facilities will be sent to the CSO in which the facility is located. The
format of thisformis designed for use with window envelopes. Return address must be
placed in the lower left corner of the form. Letters of transmittal are not required.

C9.2.4.1. Checklist for Preparation of DD Form 555

C9.2.4.1.1. Thefollowing items shall be completed by the requester:
C9.24.1.1.1. Item1. Sef-explanatory.

C9.2.4.1.1.2. Item 2. Enter the full name of the person concerned.

C9.24.1.1.3. Item 3. Self-explanatory.
C9.24.1.14. Item4. Enter day, month, and year.

C9.2.4.1.1.5. Item 5. Enter city and State, if bornin U.S,, or city and
country, if foreign born.

C9.2.4.1.1.6. Item 6. Enter country of current citizenship.
C9.24.1.1.7. Item 7. Sef-explanatory.
C9.2.4.1.1.8. Item 8. Enter street number, city, and State.

C9.2.4.1.1.9. Item 9. Enter sufficient information to fully identify
the exact facility where the individua concerned is employed.

C9.2.4.1.1.10. Item 10. Enter the complete street and address, city,
and State of the facility.

C9.2.4.1.1.11. Item11. If necessary, give any additional information
or explanatory remarks pertinent to the individual.

C9.24.1.1.12. Item 12. Indicate by acheck mark inthe box if need
exists for areproduced copy of the completed form.
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C9.2.4.1.1.13. Item 13. Type the name and position or rank of the
official requesting the check.

C9.2.4.1.1.14. Item 14. Therequester will fill inthe address of
official or Agency requiring the information, within the block "To:"-- this may be the
same or different address than the requester. ZIP code shall be included in the address.

C9.2.4.1.2. Thefollowing items shall be completed by DISCO:

C9.24.1.2.1. Item 15. No record will be indicated in the appropriate
box if suchis the case.

C9.2.4.1.2.2. Item 16. Initiaswill be entered in the appropriate box
by the individuals at DISCO who are furnishing the information.
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Fgure C9.F3. DD Form 555, "Centra Index File Request”
DD Form 866 ' '

SAMPLE

1
CENTRAL INDEX FILE REQUEST |°"
FRO To: DEFENSE INVESTIGATIVE SERVICE
DEPENSE INDUSTRIAL SECURITY CLEARANCE OFFICS
P. Q. BOX 2000
oN 42

1. REQUEST THAT 4 CHEEK BE MADE OF THE RECORDS OF CENTRAL INDER FILE OF THE PERION NAMED BELOW:

. PERION
s ———— .
2. HAME + LAST. FIRIT. MIOOLE 3. ANY OTHER NAME(S) BY WiiCn RnOwn (Meiden o Alies)

et e e————
6. DATE OF BIRYH |I. PLACEKE OF BIRNTH 6. CITIZEN OF 7. 3OCIAL SECURITY NUMBER

5. RESIOENCE (Prosent sddrovs, inchuing Tip Code)

9. SwrLOVER 15. LOCATION OF PLANT WHERE EMP LOVRO (Complete address)

11, REMARKS

12. ARGUEST THAT A COPY OF DISCO FORM 568 BE FURNISHED

13. TYPED NAME, SRADE/AANK AND TITLR OF OF FICER REQUESTING SIGNATUAL
L1 143

s e e ettt
14. RAETURN ADDRESS. INCLUDING 2i1P CODE (T be comploted by Requoster) 15. RESULTS OF CHECK
Ono necono

{C)oisco PoRM 360 FURNISHED

[re ' 1

16. POR THE CENTRAL INDEX FILE

L ' » : ) —J INITIALS

D D :..::v 55 5 PREVIOUS EDITION I8 OBSOLETE.
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C9.2.5. "Industrial Security Inspection Report” (DD Form 696). The purpose of
the report is to provide for uniform and comprehensive facility inspection reports to
determine whether contractors are complying with the requirements of the ISM
(reference (a)) and such additional security requirements as may be provided for by
individua contracts. It is the vehicle by which the industrial security representative
documents the scope and results of aninspection. One or more narrative pages will be
attached to the DD Form 696 depending on the scope of agiveninspection. The
"Remarks' section of the DD Form 696 will include as aminimum &

C9.2.5.1. General description of any changes in business activity or
organization/ownership of the facility that could impact on the ability of the facility to
perform classified activities;

C9.2.5.2. Completely detailed description of any deficiencies observed, and an
equally detailed description of corrective action taken;

C9.2.5.3. Detailed description of the action taken to correct any deficiencies
that were unresolved at the completion of the previous inspection;

C9.2.5.4. Description of any unusua or unique facets of the facility's security
program; and

C9.2.5.5. Complete discussion of any question or other areathat merits a
narrative. (NOTE: Generdly, anarrative is not required for questions answered in the
affirmative.)

C9.2.6. Guideline Questions for Industrial Security Inspections (DD Form 696).
Appendix XI1I, 1SM (reference (a)), provides alisting of guideline questions designed to
be used in conjunction with the DD Form 696. The questions are not considered to be a
part of the DD Form 696. Each question should lead the industrial security
representative to more detailed questions not contained in the listing in order to ensure
complete coverage of all aspects of agiven point.

C9.2.7. Explanation of DD Form 696 Items. An explanation of pertinent
administrative items on the DD Form 696 is as follows:

C9.2.7.1. Item1. "Name of Facility" -- insert the name of the facility
Inspected.
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C9.2.7.2. Item 5. "Facility Clearance Leve" -- insert level of facility
clearance as follows:

T- TOP SECRET
S- SECRET

C - CONFIDENTIAL

C9.2.7.3. Item5b. "Category of Facility"-- is ascoring system in accordance
with procedures established in the DIS "Industrial Security Operating Regulation” (ISOR)
(reference (aaa)).

C9.2.7.4. Item 7. "Type of Business'-- indicates whether manufacturing,
research and development, graphic arts, consultant, or other type of business.

C9.2.7.5. Item 15. "Scope of Inspection” -- regularly scheduled DIS
inspections and initial inspections must dways be complete, in depth efforts.
Accordingly, partial inspections are prohibited, except as provided for in reference (aaa).

C9.2.7.6. Item 15b. "Results of Inspection”-- the following is an explanation
of the abbreviations used:

C9.2.7.6.1. No Def -- no deficiencies.
C9.2.7.6.2. COS-- deficiencies are corrected on the spot.

C9.2.7.6.3. LOR -- letter of requirements that is sent to the contractor as
areport on the results of the inspection.

C9.2.7.6.4. Mgjor -- identifies major deficiency(ies) at the facility.

C9.2.7.7. Iltem 16a. Identify initem 20 specifics regarding any evidence of
FOCI.

C9.2.7.8. Item 16c. If counterintelligence awareness briefings have been
given, as required by paragraph 5f, ISM (reference (a)), identify initem 20 the
Government activity that conducted the briefing, date held, and number of employees
(including OODEPs) in attendance. Similar informationis to be provided for abriefing
by the FSO or designee.
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C9.2.7.9. I1tem 19. "Other DoD Programs' -- the following is an explanation
of the abbreviation used:

C9.2.7.9.1. AA&E -- arms, ammunition, and explosives.
C9.2.7.9.2. DIFPP -- Defense Industria Facilities Protection Program

C9.2.8. General Note for Personnel Processing This Report. Items marked with
an asterisk (*) have been registered in the DoD Data Element Program. Data elements
and coding must be as indicated in the instructions. In cases where specific coding
instructions are not provided, reference must be made to the "Department of Defense
Manud for Standard Data Elements,” DoD 5000.12-M (reference (bbb)).
Non-compliance with either the coding instructions contained herein or those registered
inthe DoD Data Element Program will make the organization that fails to comply
responsible for the required concession in database communication. Cost of data
conversions will be borne by the manager whose category of data elements lack
precedence. Items:

C9.2.8.1. *1. Address of Facility

C9.2.8.2. *1a. Federa Supply Code Number (FSC No.)
C9.2.8.3. *2. Address of Home Office

C9.2.8.4. *3. Address of Parent Holding Company
C9.2.8.5. *4. Name of Facility Security Supervisor
C9.2.8.6. *5. Facility Clearance Level

C9.2.8.7. *5a. Clearance Date

C9.2.8.8. *5h. Category of Facility

C9.2.8.9. *6. Dates of Inspection

C9.2.8.10. *9. Accessto Classified Material Last Inspection Date of Facility
Clearance

C9.2.8.11. *15. Scope of Inspection

C9.2.8.12. *15a. Inspection Rating Assigned
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C9.2.8.13. *15b. Results of Inspection

C9.2.8.14. *16. Elements of Inspection and Ratings Assigned
C9.2.8.15. *17. Safeguarding Ability

C9.2.8.16. *21. Name of Security Specialist(s)

C9.2.8.17. *22. Name of Reviewing Official, Date of Review
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Figure C9.F4. DD Form 696, "Indudrid Security Report"
B DD.Form 696

A SAMPLE
FOR OFFICIAL USE ONLY (When filled in)
OATE PREPARED (Y VED
OMB NO. 0704-0014
INDUSTRIAL SECURITY INSPECTION REPORT ! Shenerases,,
[T NAME OF FACILITY 2. N W N
Fecllity COMPANY (Purent-Subsidiery
Orgenisation)
ADORESS OF ’AA?ILITV i ADONESS OF HOME OF FICE d HOL
1¥treet, City, Stete. Zip Code) | (Sereet, City, Siate, Zip Code) COMPANY (Street, City, Stste, Zip Code)
CLE| ugle DA "
l. PREVIOUS r.mr l-r. TYPE OF SUSINENS
TIIE EXPENOED (e Newe) s »I50 CIVECT5ATS (Yeor
’vu’ NO .3 Menth, Duay)
Yeavey [MESSARCH Al oL oo 0k | POST iNaRRCTION
PREPANA TION |- (Repoet, lotter, ots.) | POSSESSING )
. ACCESS ELSEWHERE
- GRAPHIC ARTS
6. TOTAL 1", NUMBER OF V. §. EM ’LW'I_I CLEARED NO ACCESS (Dorment)
’ gup zas|® u:." s, sgemeT fo. CONPIDENTIAL NO ACCESS (Home Office)
sov'y commany | NO ACCESS (Perent)
~ 12. NUMBER OF |13, NUMBER OF INMMGRANT ALIENS CLEARED [14. SPECIFY NUMBEA AND COUNTRY REPRESENTED BY
. ALIkns SECRET CONPIDENTIAL EMPLOYEES GRANTED AECIPROCAL CLEARANCES.
8. fsg”‘(cgrou Y 18s. INSPECTION RATING ASSIGNED 155, -RESUL TS OF INSPECTION
"Ccommere Tlrarnnac | Csansracrony [Cussansracrony | [(Owooer ([Jcos [Jron [Dmason
% ELEMENTS OF INSPECTION AND RATINGS ASSIGNED s/ . SAFEOUARDING ABILITY 1/
(8- U-Un NA - Not (Top Sosret, Socret, Cantidential or None)
ALPNA Prgvious|s: FOR DOCUMENTS ». FOR HMARODWARK
coot ARGAS 1NSPEC TED narines | e
v
v
= ToSIITT SLRansmes APPROVED STORAGE FACILITIES NUMBER
0 ACCRSS AUTHORIZATIONS
[ SECURITY EOVCATION
© -|svanpanp mracTick PROcEDURES & _Pes casmuys
€ WBCONTRAC TING & VAULTS
|4 ViSIY CONTROL 1) cLass A
. CLASSIPICATION 2)_cLASS B
" EMALOYEE IDENTIFICATION . 19) CLASS €
1 FOREIGN TRAVEL S OTHER VAULTS
9 PUBLIC RELEASES ¢ STRONGROOMS
X__jcrasmrizo sTonase o. CABINET WITH BUILT-IN
3 MARKINGS COMBINA TION LOCK
“ TR ANSMI oN {. CABINEY WiTH BAR AND PADLOCK
~ CLASSIFIED MATERIAL CONTROLS §. DESKX PEDESTAL INBERT
L CONTROLLED AREAS A RESTRICTED AREAS
- OISPOSI TION I. CLOSED ARRAS
[ AEPRODUC TION 19. OTHER DOD PROGRAMS
[ CLASHIPIED MERTINGS O aase Tl oiere Cotnen(Lien)
[ CONSUL TANTS
A ADP
v COMIEC/CRYPTO
v INTERNATIONAL OPERATIONS
h L/ A navetive type repert which supperte the eniriee in Jteme 15, 16, and 17 shall be accompiiohed by ueing the *Remarks’’ Slock an reverss side,
. and it -e shoot of paper and sttach to thie repert. The nawative ropert should be larmated to include the Aiphe
4 L Covo tor ine oo -
Py " DD TomM  coc PREVIOUS EDITION IS OSSOLETE. FOR OFFICIAL USE ONLY (When filled in)
S0DEC
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Pr
DD FormG86 . £
Page Two h
E- -l““ Bow ] and action taken, i -y. )
coweet Solere Ales sstion tehen on ]
. fiving an of the posture in " of stmilar notwe ant sive. Numuu&umu
noted, i.0. Mmmmm. 11 nome. o0 otare. luhnu.oo.omkcumn-—»lhnmmmnn.
Oy o single Sactitey et werve -e ohoot of paper when necosoary )
21. NAME(S) OF SECURITY SPECIALISTIS)
{TYPED OR PRINT) (Last. Firet. MI) SICGNATURE(S) OF SECURITY SPECIALIST(S) TEAM INSPECTION
O ves
O w~o
22 NAME OF REVIEWING OF FICIAL (TYPED OR PRINT) SIGNATURE OF REVIEWING OFFICIAL DATE OF AEVIEW
tLast. Fiest, M1 Ve Mo Dey:
&
. e
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C9.2.9. Reserved.

C9.2.10. "Industrial Security Survey/Inspection Report (Commercial Carrier)" (DIS
Form 1148). The purpose of part | of this report is to develop sufficient facts and to
ensure submission of necessary documents to permit an administrative determination to
grant or deny asecurity clearance to acommercial carrier. Inaddition, part | is utilized
to develop information concerning changed conditions such as achange of address or
reorganization. Part | is aso to be used by the CSO in determining whether the HOF of
the commercial carrier is subject to FOCI factors. The information in part | and
attachments thereto is used as an aid to investigation in such cases. The purpose of part
Il of the report, when used in conjunction with an approved inspection check list, is to
provide for uniform and comprehensive security inspections of commercial carriers to
determine compliance with the requirements of reference (b). (See paragraph C4.1.7.
for additional information.)

C9.2.10.1. Instructions for Completing DIS Form 1148

C9.2.10.1.1. Use "N/A"whenanitemis not applicable.

C9.2.10.1.2. Whenever part | is used, the original report with all
attachments will be forwarded to DISCO. The CSO will retain acopy inits facility file
folders. When part 11 is used, the CSO will retain acopy in the appropriate facility file
folders, in order to have available the latest information pertaining to the security status
of the facility. Theinformation in part Il is not intended for routine distribution;
however, the CSO, on request, shall furnish advice as to the security status of the
commercial carrier.

C9.2.10.1.3. Items 1 through 5, 7 through 9, 11 through 17, 22, 23, 25,
and 26. Self-explanatory.

C9.2.10.1.4. Item 6. If this date predates the current ISM (reference
(), explainin narrative.

C9.2.10.1.5. Item 10. Include sufficient information to permit aCSO to
reply readily to inquiries concerning safeguarding ability.

C9.2.10.1.6. Item 18. Only applicable during aninitial survey.

C9.2.10.1.7. Item 19. Obtain acopy of annua report to stockholders, if
available, to assist in analysis of ownership and management.
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C9.2.10.1.8. 1tem 20. Specify in attachment the areas covered in the
indoctrination of management with special emphasis on general and reporting
requirements and completion of required Government forms.

C9.2.10.1.9. Item21. Define the term "foreign interests’ for the
company officials and ensure that all aspects of company operation are explored to
resolve the question of whether there is FOCI. ObtainaDD Form 441s from the
commercial carrier.

C9.2.10.1.10. Item24. Do not include minor defects, corrected on the
spot, in letters of requirements; however, such defects should be included in the
narrative report with an appropriate explanation.

273 CHAPTER 9



DoD 5220.22-R, Dec. 4, 1985

Fgure C9.F5. DIS Form 1148, "Indudrid Security Survey/Inspection Report (Commercia
Carrier)"

DIS Form 1148 . P
SAMPLE

FOR OFFICIAL USE ONLY (when filled in)
INDUSTRIAL SECURITY SURVEY/INSPECTION REPORTIo~T< »

roRm lo
(COMMERCIAL CARRIER) oxr, =2'?=,x.::v Toss
1. NAME, ADDRESS & IIP CODK OF FACILITY]2. NAME, ADDRESS & ZIP CODE OF HOME |3. NAME, ADDRESS & 2I1P CODE OF PARENT
OFPICE (i 1 4 HOLDING COMPANY (Parent-Subeidiary

. NOARD 3 v * X

PRACTIE. ZoURES CLEARANCE J0. SECURITY EVALUAT) <18

i LEVEL . oATE Ol sarisracrony
D unsarisracrony

9. TIME EXPENOED (2o Nowe) 0. SAFEGUARDING ABILITY (State Drielly)

— . sumvev/s POSY INsPECTION [OOCUMENTS

INSPECTION | (Ropert, lotter, ote.)
HARDWARE
", ;2Y'A;I°IM::: 12. NUMBER OF U. S. EMPLOVEES CLEARED 3. NUMBER OF [t4. NUMBER OF ALIENS CLEARED
Lov ALIENS
jo. YOP b. sgemaT |e. COMPFIDENTIAL 8. TOP 5. sgeneT jo. CONPIDENTIAL
sgcneY . YIRS COMPANY szcreY :

18, j NUMBER OF EMPLOYEES ORANTED

PART | - SURVEY 1/

(This pert shall be d when an initisl survey or one required by changed *

18. TYPE OF SURVEY: Cmerian ] cnaneeo conoi Tion
17. REASON FOR SURVEY TO INCLUDE IDENTITY OF REQUESTER OR BASIS FOR ACTION.
18. HISTORY (Name and address chenges ler preceding ton years, type of number of non-citisen smployess).
15. ANALYSIS OF AND MANA T (Attach list of OODEPs, indicsle veting steck diswribution and porcont bold by nen-citisons

and tots! number of logst . ' :
20. INDOCTRINATION OF MANAGEMENT.

1.

2 ::’:‘H:E.LD“I:E:'I:: O‘I.I’!.:l!:::.go'ﬂflol;:. IM'LUEHCE rPOCD’ D :'.' ‘“'9’ '“o..ﬂul‘. leh”’b-

T svock owngRssnim (Over #%) [C) mTERLOCKING DINECTORATES ) aengemgnTs on JOINT vENTURES

T conTROL OR INFLUENCE OVER MANA v {om ) 0 meoenreonass

) oruen (Specity)

. PART 1l - INSPECTION </

(This pert will be D d tor )
22. PRE-INSPECTION PLANNING (Indicate ontent), i. E., DO FORM 234, A TRATIVE SPP, PLAN OF INSPECTION.
23. INSPECTION (| scope, arens or Seloct trom chock let in
DISM 314  which we applicable to facility. Cite deficiencies, paragraph of Manue! snd
net with, action Also action taken en provieus deliciencies). Y S
26, POST INSPECTION critiqued, which shouid be n jotter of and dogres

of Jollow-up action required).

PART I} - CERTIFICATION

LCERTIFY that the entries made by me in Port [ or 1} sbove and stiached sheets are correct to the best of my knowledge

and beliel
28 TYPED OR PRINTED NAME OF INDUSTRIAL SECURITY 2%2 SIGNATURE OF INDUSTRIAL SECURITY REPRESENTATIVE
REPRESENTATIVE

26, . DATES OF SURVEY INSPECTION
e, PREVIOUS b, CURRENT c. NEXT
1/ A naratve type mpost which vovers the el of informati d, xhall be sttaihed 1o and mede & pert of this
report.
v ) N N
DIS poyss 1148 srevious zorrion 1s ossorsre. FOR OFFICIAL USE ONLY (when filled in) >
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C10. CHAPTER 10
OPERATIONS SECURITY (OPSEC)

|C10. PURPOSE.

| This chapter provides information and instructions for uniform implementation of the
|DoD OPSEC program within the Defense Industrial Security Program (DISP).

|C10.2. GENERAL.

The OPSEC program is aDoD-directed effort, the mechanics of which are outlined in
DoD Directive 5205.2 (reference (ggg)).

C10.2.1. The principal objective of OPSEC is to preclude the disclosure of
classified information by denying or reducing the opportunity of hostile intelligence
services (HOIS) to gain access by directly observing/anayzing/evaluating our activities
and operations, the awareness of which may lead to the compromise of classified
information. Stated another way, OPSEC is the process of denying information about
friendly intentions, capabilities, plans, or programs by identifying, controlling, and
protecting intelligence indicators associated with planning and conducting military
operations as well as other defense activities.

C10.2.2. Within the context of industrial security, the general am of OPSEC is to
promote mission effectiveness by preserving essential secrecy about U.S. intentions,
capabilities, and current activities when the DISP procedures for safeguarding classified
material and information require enhancement. Secrecy essential to defense activities
may be compromised whenever open sources (such as technical articles, press releases,
National Technical Information Service publications, the Congressional Record,
Commerce Business Daily, or contract awards) and detectable activities (such as
communications, logistics actions, research, development and test activities, or radar
emissions) provide information that can be pieced together or analyzed, to the detriment
of U.S.interests. Insome instances, such information or indicators are not addressed
by DISP requirements for classified material and require in-depth analysis and
case-by-case planning to identify them. The fundamenta goal of the OPSEC processis
to minimize or eliminate such indicators. OPSEC thus encompasses activities that are
unique to the OPSEC process, i.e.:

C10.2.2.1. Determining, through threat/vulnerability analysis, whether there
are unacceptable/undesirable intelligence indicators and what they are; and
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C10.2.2.2. Developing and implementing countermeasures to best eliminate
or minimize them.

C10.2.3. Contracts limited to classified information (such as those to process or
evauate information and produce classified documents, pictures., computer programs,
training aids, and similar matters; for classified consultant, library, or ADP services; or
for printing classified documents) generally do not require OPSEC. Contracts that
involve system acquisition (such as those for weapon systems, Electronic
Countermeasures, radio transmitters, active sensors, or low observable capabilities) or
sensitive activities (such as intelligence operations or testing foreign material) usually
require OPSEC, particularly if such contracts involve special access. Contracts for
such things as logistics support, personal or maintenance services, may or may not
require OPSEC, depending on the situation.

C10.2.4. OPSEC uses the same security measures that have been used to protect
Government information for years under the DISP but adds anew dimension. This new
dimension or emphasis is the analysis, control and security of unclassified intelligence
indicators. The object of this analysis and control is the protection of things we do,
our operations, tests, and activities. As such, OPSEC is intended to complement the
DISP.

C10.2.5. The application of OPSEC measures supports the delicate balance
between the need for secrecy, and the need to accomplish potentially detectable
essential actions. This balance is threatened by the pervasive nature of the
multi-disciplined foreign intelligence activities directed against the U.S. The OPSEC
process requires recognition of the intelligence threat, incorporation of OPSEC
considerations into al stages of planning, and the application of appropriate protective
measures. Effective OPSEC provides the best assurance that essential secrecy and
surprise can be retained while denying the adversary an opportunity to develop effective
countermeasures.

|C10.3. APPLICATION.

The DoD OPSEC program is applicable only to Defense contractors participating in the
DISP when the contracting UA determines that additional OPSEC measures are essential
to protect classified information for specific classified contracts and imposes OPSEC
as acontractual requirement. OPSEC is concerned with all sources of exploitable
information. The DISP generally covers only the classified information disclosure
problem, while OPSEC covers the total problem by addressing vulnerabilities and
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countermeasures for aspecific program. OPSEC is principally oriented to those
Instances in which evaluations indicate program weaknesses that could lead to the
disclosure of classified information.

C10.3.1. OPSEC will be directed to the protection of unclassified intelligence
indicators on classified programs of such nature that the disclosure of the indicators
may lead to the compromise of classified information. OPSEC is not intended as a
vehicle to protect unclassified technology; other programs exist to protect this
information (see DoD Directive 5230.25, reference (jjj)).

C10.3.2. Requirements for OPSEC shall be included in the appropriate requisition
documentation and resultant contract or addendum thereto in sufficient detail to ensure
complete contractor understanding of exactly what special OPSEC provisions are
required by the UA. Full disclosure of these requirementsis essential so that
contractors can comply and charge attendant costs to the specific contracts for which
they have been ordered. In providing such requirements, UAs shall not solely refer to
their internal regulations when imposing OPSEC requirements, but shall fully specify
the particulars in the contract proper, and shall provide full information necessary to
explaininternal regulations. Additionally, applicable DD 254s shall be annotated to
indicate that OPSEC requirements are contained in the contract or addendum thereto.

C10.3.3. Contractual OPSEC requirements shall be strictly limited to those
sensitive projects that clearly justify extraordinary security measures beyond those
embodied in the DISP as outlined in the ISM (reference (a)). |If the ISM (reference (a))
provides acountermeasure or safeguard for aparticular identified vulnerability concern,
the ISM (reference (a)) will be allowed to address it and redundant countermeasures
will not be added as contractual OPSEC requirements (e.g., information, physical or
personnel security). UAs shall make this determination prior to imposing OPSEC
measures. Assistance inthis areais available to UAsfrom CSOs. Further, OPSEC
requirements shall be based on the most current UA hostile intelligence threat and
vulnerability assessment available, keyed to specific contractor areas, processes
activities, or facilities involved in classified contract performance.

C10.3.4. DISshall have principal responsibility for inspecting contractor
compliance with OPSEC requirements. DIS may, however, be accompanied by
cognizant UA representatives, if requested. Visits by representatives of DoD
Components to DISP facilities for OPSEC purposes will be coordinated with the
Cognizant (Cog) DIS Office of Industrial Security (as much lead time as possible should
be alowed). A representative of the Cog office may accompany the Component
member on the visit to the contractor; however, depending on the nature of visit, it will
not aways be necessary for the Cog office representative to be present. UA changesin
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OPSEC plans or requirements as aresult of UA visits or evauations will be provided to
the Cog office.

C10.3.5. DISOPSEC inspections of contractors performing on classified contracts
aboard military installations shall be performed only when requested by installation
commanders.

|C10.4. RESPONSIBILITIES
|  C10.4.1. UA procuring activities shall:

C10.4.1.1. If determined necessary to impose OPSEC measures, ensure that
specific, detailed requirements for OPSEC are incorporated into any solicitation, and
any resulting contract, subcontract, or addendum thereto so that the contractor will have
acomplete understanding of exactly what special security requirements in excess of
ISM (reference (a)) procedures are required by the UA. Full disclosure of these
requirements is essential so that the contractor can comply with the contract
provisions. DD Forms 254 shall not be used for this purpose; however, they shall
indicate that OPSEC requirements are provided for in the applicable contracts.

C10.4.1.2. Provide the CSO full and detailed particulars of OPSEC
requirements/measures and the DD 254s in each instance when such requirements are
included in aclassified contract awvarded to industry. These include copies of the
contract statement of work (SOW) when OPSEC requirements are included in such
statement, UA approved OPSEC plans and requirements if contractually required, DD
form 1644, "Dataltem Description,” and DD Form 1423, "Contract Data Requirements
List" (when these forms are used to convey OPSEC information or direct contractor
submission of OPSEC documents/plans), etc. This information is needed to enable the
CSO to inspect for compliance with OPSEC requirements during regularly scheduled
DISP inspections.

C10.4.1.3. To the extent feasible, accompany and provide assistance when
requested, to the CSO during regularly scheduled security inspections for assessment of
compliance with contractually incorporated OPSEC measures.

|  C10.4.2. CSOshall:

C10.4.2.1. Designate an OPSEC Coordinator who will be the point of contact
for OPSEC matters within the Region.

| C10.4.2.2. Inspect contractor facilities when OPSEC requirements have been
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contractually incorporated into classified contracts to assess contractor compliance
with the OPSEC requirements. These shall be accomplished as part of:

| C10.4.2.2.1. Regularly scheduled industrial security inspection;
| C10.4.2.2.2. Anunannounced industrial security inspection.

C10.4.2.3. Request the UA Contracting Officer to provide assistance in the
conduct of OPSEC inspections when deemed appropriate.

C10.4.2.4. Coordinate visits by representatives of UA Contracting Officers to
DISP facilities for OPSEC purposes. Every effort will be made to cooperate with the
Component in accommodating the visit.

|C10.5. PROCEDURES FOR INSPECTING OPSEC PROGRAMS

C10.5.1. CSOs will use the approved OPSEC Plan/Requirements provided them by
the UA Contracting Officer as the basis for OPSEC inspections.

C10.5.2. When appropriate, the CSO will request arepresentative of the UA
Contracting Officer to accompany 1S Reps during inspections of industry OPSEC
programs.

C10.5.3. Deficiencies of OPSEC contract requirements identified during joint
DIS/contracting office visits will be discussed between the IS Rep and the contracting
office representative before the briefing to management and prior to citing the
contractor for non-compliance.

C10.5.4. Deficiencies requiring remedial action identified during the inspection of
acontractor's OPSEC program will be included in the LOR issued to the facility.
Specific contract OPSEC requirements will be cited as the basis for identified
deficiencies.

C10.5.5. Satisfactory OPSEC inspection results shall not be routinely distributed
to UAs or the contracting offices having procurement responsibilities at the inspected
facilities. However, whenremedia actionis required, the CSO shall furnish acopy of
the inspection report to the UA concerned.
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APl. APPENDIX 1

RELEASE OF ECONOMIC AND TECHNICAL INFORMATION

APL.1. APPLICATION.

This Appendix furnishes information on various subjects that the inspector will include
inhis or her initial and continuing advice and guidance to management.

AP1.2. RELEASE OF ECONOMIC AND TECHNICAL INFORMATION.

The ISM (reference (@) establishes uniform security practices within industrial plants
for the protection of classified information. On the other hand, considerable
information of value to apotential enemy is generated in the daily business of the
nation, and particularly within industry, which receives no security classification until or
unless the Government acquires aproprietary interest in the subject matter. This
information is passed freely in various forms. Management, on being informed, may
Institute avoluntary program governing the release of such unclassified information, if
so desired.

AP1.2.1. Management of facilities should be encouraged by the inspector to
exercise considerable caution prior to any release of unclassified economic or
technical information in press releases, advertisements, notices to stock holders, annual
or quarterly reports, brochures, and so forth, including reports in response to
guestionnaires from unknown or questionable sources. Management should be advised
that indiscriminate release could make the job of the saboteur easier, by pointing out
potential targets. Furthermore, this material when assembled, collocated, and eva uated,
could also contribute materially to an accurate appraisal of the strategic intentions of
the U.S. Among the various areas where management should exercise caution before
making information public are the following:

AP1.2.1.1. Contract award information;

AP1.2.1.2. Vulnerable points within amanufacturing plant;

AP1.2.1.3. Plans and details of expansion of equipment and facilities,
AP1.2.1.4. Production methods, techniques, and equipment;

AP1.2.1.5. Figures on production and production capacity of plants and units
within plants;
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AP1.2.1.6. Sources of semi-finished products, components, and supplies,

AP1.2.1.7. Sources of power, other utilities, and critical transportation
affecting plant operations,

AP1.2.1.8. Information concerning the security protection of the plant; and
AP1.2.1.9. Information concerning research and development activities.

AP1.2.2. Anapproved method to guard against assembling of this vita information
by apotential enemy is to make management aware of the danger, and to determine at
the source those details that may or may not involve questions of security. Insucha
manner, publication of those segments of information, which either in and of
themselves, or the cumulative totals of which would be of significant intelligence value
to apotential enemy, can be prevented. Any questions concerning the release of such
information should be referred to the CSO.

AP1.2.3. Management should be further informed that if it has contracts with the
Department of Defense, the release of certain classes of information is covered by the
provisions of current public information security guidances and paragraph 50, ISM
(reference (a)). If the dataor information pertains to technology or science andis
unclassified and further concerns arms, ammunition, and implements of war, the
Department of State, ITAR (reference (i)) applies. If the information was directly
contracted for or derived from UA sources, project developments, studies, aid
requirements, or contracted arrangements, the UAs requirements will apply. If the
technical information concerns economic factors with strategic overtones, the Export
Administration Act of 1969 (reference (s)), administered by the Department of
Commerce, applies.

AP1.2.4. Management should be advised that under no circumstances will it
release to unauthorized persons classified information furnished to, or developed by, the
facility and furthermore, that this restriction applies to releases to public mediaand
representatives thereof.

AP1.3. REPLYING TO QUESTIONNAIRES

AP1.3.1. The numbers and types of questionnaires being circulated throughout
industry have increased considerably in recent years. There is no question as to the
responsibilities of individuals making out such questionnaires when answers given would
compromise classified defense information -- classified information cannot be released.
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AP1.3.2. Assuming the provisions of paragraph 50, ISM (reference (a)), are
inapplicable it is difficult to determine where to draw the line with respect to
unclassified information that, in the aggregate, may have intelligence or strategic
significance when published in synopsis form. Whether certain compilations of
information would be considered classified or whether their release in unclassified form
would have an adverse effect on the national security are questions that can be answered
only after each case has been reviewed on its own merits. s the activity circulating the
guestionnaire known to the recipient? Or isit a"front"for an activity whose motives
are subject to question? What use is to be made of the material collected by the
guestionnaire? It might seem that the information requested on the questionnaire is
available from unclassified publications. Often the only basic difference between these
unclassified publications and the questionnaires is that such publications give factual
datawhereas the questionnaires seek subjective qualitative analyses of these facts. In
any event, while dataresponses to questionnaires would be unclassified, unless someone
commits asecurity violation, the use of such questionnaires is considered to be an
excellent device to attempt to elicit the disclosure of classified information.

AP1.3.3. With the exception of paragraph 50, ISM, there is no specific DoD
Regulation or prohibition against the filling out of such questionnaires, nor is it the
policy of the Department of Defense to direct companies or individuas to refrain
completely from answering any and all questionnaires. Industry action in this regard
must be voluntary. It is believed, however, that in leaving such matters to the individual
discretion of the companies and individuals concerned, the exercise of common sense
and good judgement will dictate the maintenance of aconservative outlook toward such
matters. The Department of Defense has no desire to interfere in legitimate business
enterprise nor to impede the flow of information that might be expected to enhance the
overal defense effort. The Government realizes that industry itself has aheavy stake in
protecting its proprietary interests and in winning deserved positions in the competitive
market. How this can best be done is amatter for prudence and sound judgment. When
in doubt, or in need of advice, inthe exercise of their discretion in this matter,
contractors may seek guidance from their CSOs. Inany event, it would be appropriate
for contractors to furnish copies of questionnaires seeking information of the nature
discussed in paragraph AP1.4., below, to their CSOs for referral to the appropriate
investigative agencies.

AP1.3.4. Questionnaires submitted by, or under the sponsorship of, Agencies of
the Executive Branch of the Federal Government should be complied with when there is
evidence that the request has been approved by the Bureau of the Budget under the
Federal Reports Act of 1942 (reference (ccc)). While there are certain exceptions to
this act, such as tax forms and inquiries from Congressional committees, thisis asafe
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guide to follow. This also applies to the collection of information by commercial
research and management organizations, trade and business associations and
organizations, university research groups, and the like, when representing themselves as
agents of the Government. Bureau of the Budget approva is evidenced in aletter by
appropriate language citing anumerical symbol, and on aform by the following words
and anumerical symbol usually placed in the upper right hand corner:

FORM APPROVED
OMB NO.
EXP. DATE:

APl1.4. REQUESTS FROM COMMUNIST COUNTRIES FOR UNCLASSIHED
INFORMATION OF STRATEGIC, SCIENTIFIC, AND TECHNICAL INTELLIGENCE
VALUE

AP1.4.1. Inaddition to the passive collection effort described above, the
Communist intelligence apparatus is engaged in an overt attempt to obtain unclassified
information of strategic and technical intelligence vaue from U.S. industry, including
DoD contractors. To accomplish this collection effort, the Communist intelligence
personnel, working through numerous sources, send correspondence to industry
requesting information in various forms, such as brochures, catal ogs, books, productions
charts, blueprints, layouts, technical and research reports, aerial photography, and maps.
Firms may receive such requests originating from severa identifiable sources:
Communist countries and regions, and their embassies, missions, consulate, and the like;
or from Communist agents registered with the Department of Defense under the
Foreign Agents Registration Act of 1938 (reference (ddd)) as representatives of
principals within Communist countries. The footnote to paragraph, 5u, ISM (reference
(@), lists the Communist countries.

AP1.4.2. Requests may also be received from sources not readily identifiable with
Communist agents located within aneutral or friendly country or from sources who,
while requesting information overtly, do not identify the principals for whom they are
working. On occasion, the type of information requested or the nature of the request
may indicate that the requester is acting on behaf of aCommunist country. Also on
occasion, the requester will offer Communist information in exchange for the U.S.
information requested.

AP1.4.3. Whenever the provisions of paragraph 50, ISM (reference (a)), do not
apply, contractors may adhere to the following guidance:
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AP1.4.3.1. Communist personnel (such as military attaches) officially
accredited to the U.S. are required to identify themselves when they make requests for
information. If the contractor has reason to believe that such individuals made requests
for information and failed to identify themselves, or incompletely identified themselves,
the incident should be reported to the CSO and the nearest FBI field office.

APL1.4.3.2. All requests for unclassified information originating from sources
identified or suspected as being from Communist countries should be forwarded to the
CSOfor referral to the investigative agencies, as appropriate. Use one of the following
addresses for the Military Department whose contract is involved:

HQ Dept. of the Army
The Pentagon

ATTN: DAMI-CST
Washington, DC 20310

Office of Navd Intelligence
Dept. of the Navy

The Pentagon

Washington, DC 20350

Assistant Chief of Staff, Intelligence
Dept. of the Air Force

The Pentagon

Washington, DC 20330

APL5. INDUSTRIAL SECURITY AND COMMUNIST ESPIONAGE

AP1.5.1. The Communist intelligence services are constantly on the alert for
opportunities to gain any kind of advantage that can be exploited. Not all information
desired is classified, and they can collect unclassified information through overt
methods. One of the results of the freedom of ademocratic society such asthe U.S.is
the availability of voluminous information to the public merely for the asking. The FBI
reports there are approximately 2000 official Communist personnel stationed in
Communist bloc embassies, consulates, trade delegations and missions throughout the
United States. These people are accompanied by approximately 2000 dependents, many
of whom have an espionage potential. This does not include those Communist
representatives and their dependents who are temporarily in the country, such as
members of delegations, commercial visitors, research scientists and the like. As of
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December 31, 1979, it is estimated that about 15,000 from Communist bloc countries
visit the U.S. each year including many who are experts in the overt collection of public
information. These figures do not include 240 officials from the People's Republic of
Chinain the U.S. who are accompanied by 9 dependents. Further, as of this same date,
an average of 500 representatives for the People's Republic of Chinawere inthis
country in atemporary basis. It should be noted here that being able to secure material
legally and so easily has the added advantage of eliminating the hazardous and time- and
personnel-consuming clandestine operations that would otherwise be necessary.

AP1.5.2. For the purpose of identifying that material categorized as intelligence
information, the following definitions given in the "Department of Defense Dictionary
of Military and Associated Terms' (JCS Pub 1) (reference (eee)) might best be quoted:

AP1.5.2.1. Information (intelligence) is "unprocessed material of every
description including that derived from observations, reports, rumors, photographs, etc.,
which when analyzed, produces intelligence.”

AP1.5.2.2. Intelligence is "the product resulting from the collection,
evauation, analysis, integration, and interpretation of all available information that
concerns one or more aspects of foreign nations or of areas of operations andthat is
immediately or potentially significant to military planning and operations.”

AP1.5.2.3. Strategic intelligence is "intelligence that is required for the
formation of policy and military plans at national and international levels."

APL1.5.2.4. Scientific andtechnical intelligence is "the product resulting from
the collection, evaluation, analysis, and interpretation of foreign scientific and technical
information that covers: a. foreign developments in basic and applied research, andin
applied engineering techniques; and b. scientific and technical characteristics,
capabilities, and limitations of all foreign military systems, weapons, weapon systems
and material, the research and development related thereto, and the production methods
employed for their manufacture.”

AP1.5.3. The seriousness of the situation has been recognized by the Department
of Defense andin order to preclude the dissemination of unclassified information
regarding classified contracts by industrial firms, the procedures outlined in paragraph
50, ISM (reference (a)), have been prescribed.
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AP2. APPENDIX 2

INFORMATION REGARDING COGNIZANT SECURITY OFFICES DISCO, DIS, AND OS

Figure AP2.F1. DIS Cognizant Security Offices, Boundaries, and Adtivities (January 1, 1985)

DIS COGNIZANT SECURITY OFFICES,

BOUNDARIES AND ACTIVITIES
JANUARY 1, 1985

(X1 2

NEW ENGLAND REGION

¢ "
M‘D-WESTERN RE?lAON

CLEVELAND

sT.Lous ©
SOUTHWESTERN REGION

# Includes Hawali, U.S. d and
Trust Territories in the Pacific Axes,

DISP COGNIZANT
SECURITY OFFICE

## Includes Puerto Rico, Panama Canal @RS BOUNDARY
Zone, and U.S. possesiions in the o 0ISI-E
Atlantic and Caribbean Areas. @ SUPPORT ACTIVITIES

BRUSSELS, BELGIUM

##9% Includes Alaska. MANNHEIM, GERMANY
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The Capital Region includes the State of Virginia, Washington, DC, and the counties of
Harford, Baltimore, Howard, Anne Arundel, Montgomery, Prince Georges, Calvert, Saint Marys,
and Charles in Maryland.

Mid-Atlantic Region (S1410)

The Mid-Atlantic Region includes the States of Pennsylvania, Delaware West Virginia, New
Jersey, and Maryland (less the counties of Harford, Baltimore, Howard, Anne Arundel,
Montgomery, Prince Georges, Calvert, Saint Marys, and Charles): and the following counties

in New York:

Bronx

Kings (Brooklyn)

Nassau

New York (Manhattan)

Orange
Putnam

Mid-Western Region (S3210)

The Mid-Western Region includes the States of: Ohio, Kentucky, Indiana, Michigan, lowa,
Minnesota, Nebraska, North Dakota, South Dakota, and Wisconsin; and the following
counties in lllinois:

Adams
Boone
Brown
Bureau
Carroll
Case
Campaign
Christian
Clark
Coles
Cook
Crawford
Cumberland

OPERATIONAL AREAS OF DIS COGNIZANT SECURITY OFFICES
Capital Region (S1510)
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Queens
Richmond
Rockland
Suffolk
Westchester

Henderson
Henry
Iroquois
Jasper

Jo Daviess
Kane
Kankakee
Kendall
Knox

Lake

La Salle
Lee
Livingston
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OPERATIONAL AREAS OF DIS COGNIZANT SECURITY OFFICES, cont.

De Kalb
De Witt
Douglas
Du Page
Edgar
Effingham
Ford
Fulton
Grundy
Hancock
Moultrie
Ogle
Peoria
Piatt

Pike
Putnam
Rtock Island
Sangamon
Schuyler
Scott

New England Region (S1110)

The New England Region includes the States of: Maine, New Hampshire, Vermont,
Massachusetts, Rhode Island, and Connecticut; and the following counties in New York:

Albany
Allegany
Broome
Cattarauagus
Cayuga
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Logan
Macon
Marshall
Mason
McDonough
McHenry
McLean
Menard
Mercer
Morgan
Shelby
Stark
Stephenson
Tarzewell
Vermilion
Waren
Whiteside
will
Winnebago
Woodford

Montgomery
Niagara
Oneida
Onandaga
Ontario
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Chautauqua
Chemung
Chenango
Clinton
Columbia
Cortland
Deleware
Dutches
Erie
Essex
Franklin
Fulton
Genesee
Greene
Hamilton
Jefferson
Kerkimer
Lewis
Livingston
Madison
Monroe
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OPERATIONAL AREAS OF DIS COGNIZANT SECURITY OFFICES, cont.

Northwestern Region (S5210)

The Northwestern Region includes the States of Alaska, Idaho, Montana, Nevada, Oregon,
Utah, Washington, and Wyoming; and the following counties in California:

Alemeda
Alpine
Amador
Butte
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Orleans
Oswego
Otsego
Rensselaer
St. Lawrence
Saratoga
Schenectady
Schoharie
Schuyler
Seneca
Steuben
Sullivan
Tioga
Tomplins
Ulster
Warren
Washington
Wayne
Wyoming
Yates

Nevada
Placer
Plumas
Sacremento

APPENDIX 2



Calaveras
Colusa
Contra Costa
Del Norte
El Dorado
Fresno
Glen
Humboldt
Inyo
Kings
Lake
Lassen
Marera
Marin
Mariposa
Mendocino
Merced
Modoc
Mono
Monteray
Napa
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OPERATIONAL AREAS OF DIS COGNIZANT SECURITY OFFICES, cont.

Pacific Region S5310)

The Pacific Region includes the State of Hawaii, U.S. possessions and trust territories in

the Pacific area, and the following counties in California:

Imperial

Kern
Los Angeles

Orange
Riverside
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San Benito
San Francisco
San Joaquin
San Mateo
Santa Clara
Santa Curz
Shasta
Sierra
Siskiyou
Solano
Sonoma
Stanislaus
Sutter
Tehama
Trinity
Tulare
Tuolumne
Yolo

Yuba

San
Bernardino

San Diego
San Luis
Obispo

Santa Barbara
Ventura
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The Southeastern Region includes the States of Alabama, Arkansas, Florida, Georgia,
Louisiana, Mississippi, North Carolina, South Carolina, and Tennessee.
Puerto Rico and U.S. Possessions in the Atlantic and Caribbean areas.

Southeastern Region (S4210)

The Southeastern Region includes the States of: Arizona, New Mexico, Oklahoma, Texas,
Colorado, Kansas, Missouri, and the following counties in lllinois:

Alexander
Bond
Calhoun
Clay
Clinton
Edwards
Fayette
Franklin
Gallatin
Greene
Hamilton
Hardin
Jackson
Jefferson
Jersy
Johnson
Lawrence
Macoupin
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OPERATIONAL AREAS OF DIS COGNIZANT SECURITY OFFICES, cont.
Southeastern Region (S1410)

Madison
Marion
Massac
Monroe
Montgomery
Perry

Pope
Pulaski
Randolph
Richland

St. Clair
Saline
Union
Wabash
Washington
Wayne
White
Williamson
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TELEPHONE NUMBERS AND ADDRESSES

The following listing contains the addresses and telephone numbers of the PIC-CVA and
the CSOs. The following indicated numbers and addresses shall be used to obtain the
required verification of facility clearance and safeguarding capability of prospective
contractors and subcontractors (see paragraphs C1.1.11., C1.1.12., C1.1.13,, C1.4.10.,
and C2.1.19.13. Correspondence should be addressed to the Defense Investigative
Service, Director of Industrial Security (appropriate address as cited below).

Address Area  Telephone Number AUTOVON NO.
Code
FIC-CVA P.O. Box1211 Baltimore, MD 301 633-4820
21203-1211
Capital Region 2461 Eisenhower Avenue 202 325-9616 221-9616
Alexandria, VA22331
Mid-Atlantic 1040 Kings Highway North 609 482-6500 (ask for
Region Cherry Hill, NJ 08034-1908 clearance verification)
Mid-Western Federal Office Bldg. 1240 East 216 522-5338/9 580-5338/9
Region 9oth Street Cleveland, OH 44199
New England  Barnes Building 495 Summer 617 451-4927/3052 955-4927/3052
Region Street Boston, MA02210
Northwestern Presidio of San Francisco San 415 561-3251 586-3251
Region Francisco, CA94129

Pacific Region 3605 Long Beach Blvd., Suite 213 595-7644/52
405 Long Beach, CA90807

Southeastern 805 Walker Street Marietta, GA 404 429-6340 697-6340
Region 30060

Southwestern 1136 Washington Avenue St. 314 263-6581/2/3 693-6581/2/3
Region Louis, MO 63101

The following are the telephone numbers for the DIS Directors of Industrial
Security. These numbers may be used for al matters other than verifications of facility
clearances and safeguarding ability. The mailing address is the same as that listed
above.

CSO Region AreaCode Telephone Number AUTOVON NO. (For Gov't. Agencies Use)

Capital 202 325-9634/5 221-9634/5
Mid-Atlantic 609 482-6500

Mid-western 216 522-5334/5 580-5334/5
New England 617 451-4914/6 955-4914/6
Northwestern 415 561-3235/6 586-3235/6
Pacific 213 595-7251

Southeastern 404 429-6330 697-6330
Southwestern 314 263-6580 693-6580
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The following listing contains the addresses and tel ephone numbers of DISCO,

DS, and OIS.

City & State

Columbus,
Ohio

Richmond, VA

Brussels,
Belgium

Mannheim,
Germany

Yokohama,
Japan

Address Area
Code
Director, DISCO, P.O. Box 2499 614

Columbus, OH 43216

Director, DSI, c/o DCSC Richmond, VA 804
23297

Mailing Address: Director, OISI APO
New York 09667

Physical Address: Director, OISI
Steenweg OplLeuven 13, 1940 St.
Steven-Woluwe, Brussels, Belgium
Chief, OISI Field Office Hammonda
Barracks, APO NY 09333

Mailing Address: Chief, OISI-FE/0470
DIS, MTMCTY, FPO Seattle 98760
Physical Address: Room 211 and 213,
Bldg. 200, North Dock, Yokohama, Japan
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Telephone
Number

236-2133 (Duty
Hrs.)
235-2058 (After
Hrs.)

275-4891

0-322-720-8259

(49621) 472582

045-441-0378

AUTOVON NO.

(For Gov't.
Agencies Use.)

851-2133

695-4891

380-8363

235-6703
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AP3. APPENDIX 3

INDUSTRIAL SECURITY FUNCTIONAL RESPONSIBILITIESOF A
CONTRACTING OFFICER

AP3.1.1. The following chart identifies some of the primary industrial security
functional responsibilities of contracting officers. Some of these responsibilities shift
from the PCO to the ACO after the contract award. A distinction has been made
between related functions when performed on prime contracts and subcontracts.
Subparagraphs C1.1.2.3.3. and C1.1.2.4. establish the general concept and outline broad
responsibilities of contracting officers. Individua functional responsibilities are set
forth under subject headings throughout this Regulation and the ISM (reference (a)).

AP3.1.2. Inaddition to assigned functions, the ACO performs additional functions,
delegated by the PCO, in accordance with guidance provided.

AP3.1.3. During contract performance, the ACO ensures that all functions assigned
to him or her are accomplished and refers al other actions to the PCO for additiona
guidance or resolution, as required. During post-contract performance, the residual
industrial security function reverts to the PCO.
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INDUSTRIAL SECURITY FUNCTIONAL RESPONSIBILITIES OF A CONTRACTING OFFICER

Function
1. Provide special contract security
requirements. (In addition to those in ISM,
reference (a))
2. Establishes security classification by DD
Form 254.

a. Reviews and signs DD Form 254.

b. Reviews contract for reclassification, as
appropriate.

c. Issues notice on review of classification.

d. Gets resolution for any problems relating
to classification.

3. Indicates on DD Form 254 the routing to
the Directorate for Security Review, OSD, of
contractor requests for public release of
information pertaining to classified contracts.

4. Initiates request for FCL action.

5. Furnishes justification for interim FCL.

6. Authorizes release of classified information
by contractors at seminars, meetings, and
symposia. When authorization required.

7. Reviews and furnishes written
authorization for publication and distribution of
classified sales literature.

8. Advises CSO and DTIC upon completion or
termination of classified contract.

X

PCO
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Remarks ACO
Original
Classification

For Prime X

For Prime X

For Prime X
Pre-award X
For Prime X

For Prime X

For Prime X
Pre-award X
Pre-award X

X

Remarks

Prime Contractor
includes in
subcontracts.

For Subcontractors
For Subcontractors

For Subcontractors

Post-award with
referral to PCO, when
necessary.

For Subcontractor

Prime contractor
requests for
prospective
subcontractors.

For Subcontractors

Post-award (refers to
PCO when necessary).

Post-award with
referral to PCO, when
necessary.
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INDUSTRIAL SECURITY FUNCTIONAL RESPONSIBILITIES OF A CONTRACTING OFFICER, Contued

Function

9. Advises contractor of method
of shipment of classified material,
when required.

10. Authorizes retention of
classified material by contractor.

11. Authorizes classified visits:
a. Outgoing
b. Incoming

12. Approves expenditures of
funds for security requirements;
that includes, area controls,
storage equipment, and
protective alarms systems.

13. Reviews reports of security
violations and recommends
appropriate action.

14. Approves use of secure
electrical transmission systems.

15. Approves need for COMSEC
material for R&D, production,
installation, and maintenance.

16. Appoints contractor
employees as COMSEC material
couriers (after contractor
designates).

17. Advises contractor of
Government representatives
authorized access to controlled
areas containing COMSEC
material.

18. Furnishes written approval to
contractor to grant physical
custody of TOP SECRET
information to prospective
subcontractors, vendors, and
suppliers.

PCO

X

x

Remarks
Pre-award

Pre-award
Pre-award

Pre-award

Pre-award

Coordinates with
Military Departments,
COR.

Pre-award
coordinates with
Central Office of
Record and NASA,
when appropriate.

Pre-award

Pre-award

Pre-award

ACO

X

Remarks

Post-award (delegated to
transportation element).

Post-award, refers requests
to PCO.

Post-award
Post-award

Post-award with referral to
PCO, when necessary.

Post-award with referral to
PCO, when necessary (for
example, compromises, and
contract sanctions).
Post-award, ACO would
refer request to PCO with
recommendation.

Post-award, ACO makes
recommendation to PCO
and COR.

Post-award

Post-award

Post-award

In any instance where the ACO does not have sufficient knowledge to make a
determination as required, he or she shall refer the matter to the PCO.
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AP4. APPENDIX 4

PREPARATION OF CLASSIFICATION GUIDANCE

APA.1. APPLICATION.

The following guidance is provided to assist those officials responsible for the
preparation of the DD Form 254.

AP4.2. DETERMINING CLASSFICATION

AP4.2.1. Material is classified according to the classified information contained in
or revedled by it. The development of the "DoD Contract Security Classification
Specification” (DD Form 254) should be based on the concept that sensitive information
itself shall be identified and assigned aproper classification rather than assigning a
classification to the material by which classified information could be, or would likely
be, conveyed. This method of classifying information rather than material is intended to
identify most precisely the functional matter that is to be protected, thus providing the
answer to the question, "What is there about anitem that causes it to be classified?"
| dentification and knowledge of the precise information that requires classification will
facilitate the application of classification to specific documents and material containing
or revealing classified information, thereby reserving the security controls designed for
safeguarding, disseminating, downgrading, and declassifying of information to only those
documents and material that truly require security protection.

APA4.2.2. When considering the classifications to be assigned in aparticular plan,
program, project, or study, it is necessary to keep in mind the following fundamentals:

AP4.2.2.1. Itisinformationthat is classified. A document, hardware, and
other material is classified only by reason of the classified information that is contained
inor onit, and can be revealed by observation, study, anaysis, dismantling, operation, or
use of it.

AP4.2.2.2. To prevent unwitting or inadvertent disclosure of information that
could or would prejudicially affect or negate the interests of national security,
information should be considered for possible classification if it could reveal:

AP4.2.2.2.1. Derivative classified information;
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AP4.2.2.2.2. Performance capabilities of the item that is responsible for
or contributes to the U.S. advantage resulting from its possession or use;

APA4.2.2.2.3. Vulnerabilities, limitations, or weaknesses of the item that
could be used to nullify or weaken its effectiveness, thereby causing loss of the U.S.
advantages accruing from its possession or Use;

APA4.2.2.2.4. Unique or peculiar designs, developments, or applications of
materials, parts, processes, or techniques that are responsible for or contribute to the
U.S. advantage resulting from its possession or use;

AP4.2.2.2.5. U.S military or defense capabilities that could be used to
the disadvantage of the U.S. or to the advantage of any force that is or may be hostile.

APA4.2.2.2.6. Status, scope, or direction of U.S. research and development
effort; or

APA4.2.2.2.7. Bases for, or direction, scope, or substance of U.S. military
or defense planning or intelligence interest.

APA4.2.2.3. Informationis classified only if, through unauthorized disclosure,
some harm or detriment could or would occur to national security. The threat must be
more than avague possibility but need not be immediate, readily measurable, or clearly
predictable.

APA4.2.2.4. Classification of identified information involved in the program,
project, or activity may be required only if unauthorized disclosure could or would
prejudice or damage the interests of national security by:

AP4.2.2.4.1. Providing any force that is or may be hostile to the U.S. with:

AP4.2.2.4.1.1. Aninsight into U.S. military offensive or defensive
capabilities that could be used in planning or engaging in sanctions -- military, political,
or economic or in acts of war or aggression against the U.S; or an dly;

APA4.2.2.4.1.2. Abasis onwhichto develop asimilar capability
thereby minimizing or losing valuable lead time for the U.S. and the resulting advantage;
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AP4.2.2.4.1.3. Basis for invoking or planning countermeasures or
counteractions that could or would minimize or nullify the advantages accruing from the
effort;

AP4.2.2.4.1.4. Abasis for planning espionage or sabotage activities
against the U.S. or andly; or

AP4.2.2.4.1.5. Useful strategic or tactical defensive or offensive
dataagainst the U.S. or an dly;

APA4.2.2.4.2. Causingloss of avauable element of surprise or other U.S.
advantage; or

AP4.2.2.4.3. Jeopardizing or harming U.S. foreign relations or
commitments.

AP4.3. SUGGESTED METHOD FOR DEVELOPMENT OF GUIDANCE

AP4.3.1. Consider the end item to be obtained from the contract and write out the
following, whichitself will be aclassified work document because it will reved
classified information pertaining to the end item.

AP4.3.1.1. Decide why or how, not whether, the end item will or is expected
to supply the U.S. with some kind of an advantage that, if disclosed to unauthorized
persons, could or would cause harmto U.S. national security as indicated in
subparagraph AP4.2.2.4., above.

APA4.3.1.2. Explainthe nature of the U.S. advantage, stated so as to show how
the results obtained from use of the end item are involved (subparagraph AP4.3.1.1.,
above, may be included so as to comprise one action).

APA4.3.1.3. Explain why or how the end item will achieve or contribute to the
attainment of that advantage.

AP4.3.1.4. List the functions, uses, performance characteristics, or
capabilities of the end item that will be responsible for or contribute to the successful
attainment of that advantage (subparagraph AP4.3.1.3., above, may be included so as to
comprise one action).
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AP4.3.1.5. Indicate that of the elements listed under subparagraph AP4.3.1.4.,
above, are critical, unique, or peculiar to the particular end item and to the results
obtained fromits use.

APA4.3.1.6. Decide that of the items listed in subparagraph AP4.3.1.5., above,
will warrant classification. This decision will depend on findings that unauthorized
disclosure of those items of information could or would result in some detriment of
harmto U.S. national security under subparagraph AP4.2.2.4., above.

APA4.3.1.7. The degree of resulting harm will determine the level of
classification to be applied, that is TOP SECRET, SECRET, or CONFIDENTIAL, to each
of the items of information listed under subparagraph AP4.3.1.6., above.

AP4.3.2. The next step is to determine, as nearly as possible, how the classified
items of information are related or traceable to the elements of the contract, its
performance, and the production of the enditem. To accomplish this, the process
described below is suggested. When worked out, this process may identify other related
items of information requiring classification.

AP4.3.2.1. If applicable to the type of program, project, or activity being
covered, develop a"family tree," that is, achart or diagram showing the relationship of all
separate identifiable elements of the end item to be realized from the contract. This
"family tree" should depict those elements that have particular identified functions or
operational uses, aligned to show operational sequence and relationships.

APA4.3.2.2. Determine that items in the "family tree" are unique or peculiar to
the particular end item or constitute new or unusual applications of ordinary parts or
materials. (These are most likely subjects for possible classification.)

AP4.3.2.3. Decide that items identified under subparagraph AP4.3.2.2., above,
contribute to or are responsible for the successful attainment of the functions,
characteristics, performance or capabilities of the and item that have been found to be
classifiable under subparagraph AP4.3.1.6., above, and in what way or how.

AP4.3.2.4. Determine bow the classified information under subparagraph
APA4.3.1., above, could or would be revealed by the items identified under subparagraph
AP4.3.2.2., above, and apply the considerations stated in subparagraph AP4.2.2.2., above.

APA4.3.2.5. Determine whether and how any of the functions, uses,
performance characteristics, or capabilities of any of the items listed under
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subparagraph AP4.3.2.2., above, in themselves may require classification under the
considerations stated in subparagraph AP4.3.2.4., above.

AP4.3.2.6. Decisions under subparagraphs AP4.3.2.4. and AP4.3.2.5., above,
will constitute the ultimate classification to be applied to information pertaining to the
individual items in the "family tree" and to the items themselves.

AP4.3.3. The classification specification included with the DD Form 254 should
consist of aseries of unclassified meaningful statements identifying clearly and
precisely the items of information that have been determined under subparagraphs
AP4.3.1. and AP4.3.2., above, to be classified. These statements should be written so
as not to revedl classified information. If an appropriate unclassified classification
specification cannot be written, aclassified specification should be issued under a
separate cover as asupplement to the unclassified DD Form 254. When possible,
determinations should be made and translated into meaningful language to show that
parts of the elements listed in the "family tree" prepared under subparagraph AP4.3.2.1.,
above require classification because they revea information determined to be classified
under subparagraphs AP4.3.1. and AP4.3.2., above.
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AP5. APPENDIX 5

AREAS SERVICED BY MTMC AND BY MILITARY COMMANDERS IN ALASKA, HAWAII,
PUERTO RICO, AND U.S. POSSESSIONS AND TRUST TERRITORIES

AP5.1. AREASCOVERED BY MTMC AND THE MILITARY COMMANDERSIN
ALASKA, HAWAII, PUERTO RICO, AND A U.S. POSSESSION OR TRUST
TERRITORY

AP5.1.1. MTMC. Information and routing involving commercial carriers for the
movement of SECRET controlled shipments within the CONUS may be obtained from
MTMC area headquarters in the following defined regional areas:

Eastern Area Telephone No. Areas

Commander, Commercial: Alabama, Arkansas, Connecticut, Delaware, District of

Military Traffic 201-858-6566 Columbia,

Management AUTOVON: 247-6566 Florida, Georgia, lllinois, Indiana, lowa, Kansas,

Command Eastern Area Emergency Hotline: Kentucky, Louisiana, Maine, Maryland, Massachusetts,

ATTN: MTE-IN 800-324-0331 Michigan, Minnesota, Mississippi, Missouri, New York,

Bayonne, NJ 07002 (New Jersey only: North Carolina, Ohio, Oklahoma, Pennsylvania,
201-823-5323) Rhode Island,

South Carolina, Tennessee, Texas, Vermont, Virginia,
West Virginia, and Wisconsin.

Western Area

Commander, Commercial: Arizona, California, Colorado, Idaho, Montana,
Military Traffic 415-466-3413 Nebraska, Nevada, New Mexico, North Dakota,
Management AUTOVON: 864-3413 Oregon, South Dakota, Utah, Washington, and
Command Western Wyoming.

Area

ATTN: MTW-IN

Oakland ArmyBase
Oakland, CA94626

AP5.1.2. Designated Military Commanders. Information and routing involving
commercial carriers, for the movement of SECRET controlled shipments wholly within
Alaska, Hawaii, Puerto Rico, or aU.S. possession or trust territory may be obtained
from the following designated military commanders for their respective designated
areas of responsibility:
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Alaska Address Hawaii
Address

CDR,172d Inf Bde (AK) CDRUSASCH
ATTN: AFZT-DI-T

Fort Richardson, AK

99505

U.S. Possessions and Trust
Territories
Pacific Island Address

CINCPACFLT
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Puerto Rico Address

Commander

U.S. Army Garrison
AFZL-DIT

Fort Buchanan, PR
00934
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FORMATS NECESSARY FOR NATO HAND-CARRIED MATERIALS

The following chart identifies some of the primary functional responsibilities of

MTMC, TO, and CSO with relation to transportation of SECRET controlled shipments by
commercial carriers. Those functional responsibilities chargedto MTMCMC are
related to the CONUS. If the field of operation is in Alaska, Hawaii, Puerto Rico, or
U.S. possessions or trust territories those responsibilities charged to MTMC are to be
performed by the responsible military Commander designated in Appendix 5.

FUNCTIONAL RESPONSIBILITIES OF MTMC, TO, AND CSO

Function

Establishes need for a carrier (in
coordination with contractor) and
requests MTMC to qualify carrier.

Determines if qualified carrier is
available to perform required service.

If qualified carrier is required and not
available, proceeds to qualifya new
carrier (that is, determine if carrier is
authorized to perform the required
services and that the carrier provides a
PSS).

Requests Deputy Director (Industrial
Security), HQ DIS, to authorize carrier to
transport SECRET controlled
shipments.

Executes a "Department of Defense
Transportation Security Agreement" with
the carrier and processes carrier for a
SECRET PCL.

MTMC ml
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Remarks

MTMC shall coordinate this
function with the Deputy
Director (Industrial Security),
HQ DIS, to ensure that a
cleared carrier is not available.

This action constitutes the
request to clear a carrier at the
SECRET level.

The CSO having jurisdiction of
the geographical area where
the HOF of the carrier is
located.
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FUNCTIONAL RESPONSIBILITIES OF MTMC, TO, AND CSO, continued

No. Function MTMC TQ! CSO Remarks

6. Processes carrier terminals for X
SECRET FCLs

7. Inspects cleared carrier terminals X
used for SECRET controlled
shipments.

8. Maintains current records of X X Close coordination is required
approved carriers and the terminals to be effective. The CSO is the
used for SECRET controlled one having the responsibility for
shipments. the HOF.

9. Requests routing instructions for X
SECRET controlled shipments.

10. Furnishes routing instructions for X
SECRET controlled shipments

11, Reports mishandling of SCERET X This reportis in addition to
controlled shipments to MTMC and those required from carriers,
CsO. consignors, or consignees.

12. Assures the BL specifies, "Protective
Security Service required," and is
properly annotated regarding use of
Government seals.

NOTES
1 The TO, rather than the contracting officer, is so designated on this chart to conform with "Remarks' for item 9,
Appendix 3.

2 The above chart pertains only to SECRET controlled shipments. CONFIDENTIAL shipments may be madevia
cleared or uncleared commercia carriers.
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| AP7. APPENDIX 7

| FORMATS NECESSARY FOR NATO HAND-CARRIED MATERIALS

AP7.1.1. Thefollowing three articles are to be completed by the CSO on official
L etterhead for each approved transport of hand-carried material by cleared contractor
personnel.

AP7.1.2. The formats include the Courier's Briefing Receipt, Courier Certificate
in English and French, and details of the itinerary for the trip.

AP7.1.3. Procedures for NATO hand-carried materials are found in Chapter 8 of
this Regulation and section X1, DoD 5220.22-M (ISM, reference (a)).

| AP7.1.4. Each CSO shall maintain arecord of the use of Courier Certificates.
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Fgure AP7.F1. Courier's Brigfing Receipt
- COURIER'S BRIEFING RECEIPT

(Por personnel carriage within the U.S., omit inapplicable instructions.)

It has been found necessary to appoint you as an official courier to
carry NATO classified material. Your courier authorization will accord the -
material you are carrying immunity from search or examination by customs and
immigration officials of the countries whose borders you cross.

Attached are the security clearance certificates which you must have in
connection with your forthcoming journey. You are reminded of the following

precautions which you will observe for the protection of the classified material

that you will carry.

1. The packages or bags containing the classified material must be
covered by an official seal to prevent a customs examination.

2. A list of all NATO classified documents you will carry must be
inventoried and recorded by the appropriate office of your
department, agency, or command prior to your departure.

3. Throughout the journey and while at your destination, the
classified material must never leave your possession unless
. deposited in a place of safety, as provided for under the .
security arrangements of the diplomatic or military missions-
~ or commands of this country, a national ministry of the host
country, or with a NATO international agency. :

4. NATO classified material must not be discussed in public places,
such as hotels or lounges.

5. NATO classified material must not be read in aircraft, trains,
ships, or any other vehicles.

6. NATO classified material must not be left unattended in hotel
rooms, staterooms on trains or ships, or stored in repositories,
such as hotel safes. You may delegate your responsibility for
direct surveillance of the classified material you are carrying
only under the security arrangements of a United States diplo-~
matic mission, United States military command, a host NATO
government, or a NATO international agency.

7. On your return, the classified documents (or receipts for them,
if they were delivered into the custody of another authorized
recipient) must be inventoried against the list prepared before
your departure. Should any NATO classified documents be ac-
quired, the COSMIC control officer, or other designated officer
of your department, agency, or command will pick up account-
ability.

—~ Some of -the measures necessary to sust#in good security may be cumbersome,
especilally when at the end of a tiring day's work a journey to some other part

of the city is necessary in order to deposit your papers in a place of safety. -

It is easy to persuade oneself that no harm will be done by keeping the papers
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overnight in the hotel ‘or some equally insecure place. In reality, a person is
presenting an easy target for the agents of foreign intelligence services by
doing so, and the records of the security services of NATO countries contain
cases of loss or compromise of documents attributable to this dangerous practice.

Should you encounter any security difficulties during your trip, please bring
them to the attention of this office so thnt remedies may be worked out for the
benefit of othor NATO travelers.

Signature of appropriate briefing official

‘Date

1 certify that I have read and understand the instructions set forth above
which pertain to the handling of NATO classiiied documents in my custody while
I am an official courier.

(Signature)
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Figure AP7.F2. Courier Certificate
COURIER CERTIFICATE

Valid Until

1. 15,;I'his is to certify that the bearer (name and rank, where-
npplic.able) » holder of Passport/Identity Card No.
is a member of (parent organization)

2. On the journeys detailed overleaf, the bearer is travelling in
the execution of his official functions and is designated as an
official NATO courier. He is authorized to carry (number)

of packages of official NATO documents, the seals on which corre-
spond to the specimen seal appearing against the appropriate journey.

‘3. All customs and immigration officials concerned are, therefore,
requested to extend to the official correspondence and documents
being carried under official seal by the bearer the immunity from
search or examination conferred by the Agreement on the Status of
the North Atlantic Treaty Organization National Representatives

and International Staff, and the Agreement between the Parties to
the North Atlantic Treaty regarding the Status of their Forces.

Signature of Authorizing Official:

Designation:
(Name and rank in capitals)

Date:

Official stamp of NATO member
nation or NATO command or agency.
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Figure AP7.F2. Courier Certificate, continued
" COURIER CERTIFICATE, continued:

ORDRE DE MISSION DUN COURRIER
e 7o

Valable jiuqthn

1. Il est certifie par la présente que le porteur (nom et grade,
le cas échéant), détenteur du Passeport/Carte didentité
est membre de (organisme dappartenance)

2.  Au cours des voyages mentionnés au verso, le porteur voyage en
exécution de ses fonctions officielles et est accrédité comme un

courrier officiel de YOTAN. Il est autorisé a transporter _(nombre)
paquets contenant des documents officiels de I0TAN, dont les sceaux
correspondent au modéle du sceau appos€ en regard du voyage indique’.

3. Tous les fonctiomitel des services de douanes et de l'immigration
sont, en cons€quence, pries dhppliquer a la correspondance et aux
documents ofﬁcieh t.tmportel sous sceau officiel pir le porteur
limmunité prévue en matiére de visite et de contrale domnier par la
Convention sur le Statut de fOrnniuuon du Traité de lAtlantique
Nord, des Répresentants nationsux et du Personnel international et la
Convention entre les Etats parties au Traité de 1Atlantique Nord sur

le Statut de leurs Forces.

Signature du fonctionnaire responsable:

‘Designat.ion:
(Nom et-grade en njnscules)

\ Date:

chu officiel du pays membre
de 10TAN ou du comsandement
ou organisme de 10TAN
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COURIER CERTIFICATE continued:

DETAILS OF ITINERARY oL .- .. SPECIMEN OF SEAL USED
DETAILS DE L' ITINERAIRE HODELE DU SCEAU UTILISE

See note below

g:o- ;.o , . Voir note ci-dessous
From Lo it

De '}

From Lo ,
De a -

From \:o

De . a

NOTE: In addition to an impression of the seal, the
officer affixing the seal must print his name,
rank, and the name and address of his department,
command, agency or facility.

En complément 2 limpression du sceau, le
fonctionnaire apposant le sceau doit mentionner
en majuscules, son nom et grade ainsi que le
nom et l'adresse. de son service, commandement,
organisme ou €stablissement.
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AP8. APPENDIX 8

INDEX

ACDA, C1.1.2.8.,C2.1.18.1.5.

Assurances, Facility Security, C2.1.18.

Assurances, Individua, C2.3.25., C2.3.26.

Authority and Scope of Industrial Security Requlation, C1.1.2.

Board Resolutions, C2.2.6.1.

Briefings and Debriefings, Defense Security:
COMSEC Access, C1.1.9.2.13,,C1.1.9.5.7., C2.3.16.
Contractor Activities on User Agency Installation, C1.1.9.2.7., C1.1.9.5.5.
Intelligence, C2.3.19.
Type A Consultants, C1.3.5.1.
Visits by Designated Country Representatives, C1.3.5.2.

Carve-outs, C1.1.16.6., C1.2.7.

Classification and Declassification:
Application and Procedures, C7.1.1.
Classification Interpretation Procedures, C7.1.6.
Downgrading and Declassification, C7.1.8.
FOR OFFICIAL USE ONLY - Protective Marking, 7.9.
Issuance of Classification Guidance (DD Form 254), C7.1.3., C7.1.6.:
Classification Review, C7.1.5.1.
COMSEC or Other Special Access Programs Contracts, C7.1.3.7.
Determining, Classification, Appendix 4, AP4.1.2.
Development of Guidance, Suggested Method, Appendix 4, AP4.1.3.
Find, C7.1.3.2.
Need-to-Know Review, C7.1.5.4.
Notification of Review Results, C7.1.5.3.
Original, C7.1.3.1.

312 APPENDIX 8



Public Disclosures, C1.1.15., C7.1.3.9.
Reference Material, C7.1.3.5.

Required Review (Distribution), C7.1.4.
Review Not Required, When, C7.1.5.2.
Revised, C7.1.5.3.

Special Situations, 7.3.4.

Subcontract Guidance, C7.1.3.6.
Unsolicited Proposals, C7.1.3.8.
Waiversto, C7.1.1.8.

Retention of Classified Material, C7.1.7.
Security Classification, C7.1.2.

Classification Guidance (See Classification and Declassification), C7.1.3.

Classification Review, C7.1.4.

Classified Materia Retention, C7.1.7.

Clearances, Facility:
Administrative Termination, C22.1.20.
Changed Conditions:
Address Change,C2.1.19.3.
Adverse Information Notification, C2.1.19.10.
Adverse Personnel Actions, C2.1.19.5.
Closing of Business, Bankruptcy, C2.1.19.4.
Debarred Bidders List, C2.1.19.7.
FOCI Changes, C2.1.19.11.1.
General Procedures, C2.1.19.
Operating Name Change, C2.1.19.1.
Ownership or Management Change, C2.1.19.2.
Parent Organization Changes, C2.1.19.8.
RFI Changes, C2.1.19.6.
Upgrading of Facility Clearance, C2.1.19.9.
Cognizant Security Office Responsibilities, C2.1.12.1., C2.1.12.2.
Debarred Facilities, C2.1.12.7.,C2.1.19.7.,C2.1.1.19.4.
Definition of, C2.1.3.1.
Denial, Suspension, or Revocation of, C2.1.22., C2.1.23.
Eligibility for Access, C2.1.2.
Eligibility for Clearance, C2.1.3.1.
Facility Security Assurances, C2.1.18.
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Facility Under FOCI, C2.1.3.1.

FOCI (See Foreign Ownership, Control, or Influence) Granted by Cognizant
Security Office, C1.1.2.3.1.

Ineligible OODEP, C2.1.12.4.

Initial Survey, C1.1.9.4.,C2.1.4.,C2.1.17.4.

Interim Clearances, C2.1.3.2., C2.1.12.2.

NAC, C2.1.11., C2.1.12.3.

OODEP Clearances.

Colleges and Universities, C2.1.14.4.

Commercial Carriers, C2.1.14.5.,

Corporations, Associations, and Nonprofit Organizations, C2.1.14.1.

Eligibility Determinations, C2.1.14.6.

Exclusion Procedures, C2.1.14.7.

Foreign National OODEPS, C2.1.15.

Negotiators (See Clearances, Personnel)

Partnerships, C2.1.14.3.

RFls, C2.1.14.8.

Sole Proprietorships, C2.1.14.2.

Procedures for Processing:

Assumnption of Security Cognizance, C2.1.17.2.

Certificate Pertaining to Foreign Interests, C2.1.5.2.2., C2.1.17.5.3., C2.1.17.6.

DoD Technica Information Dissemination Activities, C2.1.17.10.1.

Documents Forwarded to DISCO, C2.1.17.7.

Fina Actions, C2.1.17.9.

Follow-up Action, C2.1.17.8.

Initia Visit, 2.1.17.3.

Justification, C2.1.17.

Reciprocal, C2.1.17.10.3.

Security Agreement, C2.1.17.5.1.

Security Agreement Appendage, C2.1.17.5.2.

Security Survey,C2.1.17.4.

Processing Responsibility, C2.1.4.

Reprocessing or Revalidation of, C2.1.21., C2.1.24.

Restricted Data, C2.1.13.

SPP Requirement, C2.1.12.8.

Termination, Revocation, or Suspension of Facillity Clearance,
C1.1.9.2.12.,C1.1.9.3.4.

TOP SECRET Facility Clearances, C2.1.12.5., C2.1.12.9.

Types of Facilities:

Commercia Carriers, C2.1.5.7.
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Commercial Messenger Service, C2.1.5.8.

Consultants, C2.1.6.

Multiple-Facility Organization, C2.1.5.1.

Parent Facilities, C2.1.5.3.

Parent-Subsidiary Relationships, C2.1.5.2.

Single Facility Clearances, C2.1.5.4.1.

Small Business Pools, C2.1.5.5.,

Temporary Help Suppliers, C2.1.5.6.

Upgrading, C2.1.12.6.

Verification of Clearance and Storage Capability,
C1.1933.,C1.1.11.,C1.1.12.2.,C1.1.13,,C1.4.10., C2.1.19.10.

Clearances, Personnel
Access to NATO Classified Information, C2.3.24.
Administrative Downgrading of TOP SECRET, C2.3.12.
Administrative Termination of, C2.3.2.4., C2.3.11.
Application,C2.3.1.
Colleges and University Personnel, C2.3.20.
COMSEC Requirements;:
Briefing and Debriefing, C2.3.16., 1.1.8.
Clearance Processing, C2.3.15.
Conversion of Clearances.
DOE and NRC Clearances, C2.3.10.,C2.3.10.3.
Executive Branch Clearances, C2.3.10.1.
Critical Nuclear Weapon Design Information (CNWDI) Requirements, 2-212.1
DISCO, C2.3.3.
Denia of Admittance to User Agency Installations, C2.3.18.
Denial, Suspension, or Revocation, of, 2.3.23.
General Procedures, C2.3.2.1.
Hostage Case Processing, 2.3.5.
Immigrant Aliens, C2.3.8.8., C2.3.30.
Intelligence Briefing and Debriefing, C2.3.19.
Interim Personnel Clearances, C1.1.9.2.10., C1.1.9.5.10., C2.3.2.2.
Invalid and Void Clearances, C2.3.2.3.
Negotiators, C2.1.16.
PRP Requirements, C2.3.27.
Requirements for Processing:
CONFIDENTIAL, C2.3.9.6.
Interim CONFIDENTIAL, C2.3.9.7.
Interim SECRET,C2.3.9.5.
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Interim TOP SECRET, C2.3.9.3.

Prior DoD Investigations, C2.3.9.8.

SECRET, C2.3.9.4.

TOP SECRET, C2.3.9.2.

Responsibility for Effecting, C2.3.8.

RESTRICTED DATA, C2.3.13.

RFI Processing, C2.3.7.

Security Assurances.

Nationals of Signatory Governments, C2.3.26.

U.S. Citizens (Bilateral Reciprocal), C2.3.25.

SENSITIVE COMPARTMENTED INFORMATION Requirements, C2.3.17.
Special Status of Certain Canadian Born American Indians, C2.3.4.
Transfer of MFO Personnel, C2.3.5.

Types of Personnel Investigations:

Background Investigations, C2.3.21.2.

Other Investigations, C2.3.21.3.

Personnel NAC, C2.3.21.1.

User Agency Reporting Adverse Information, C2.3.22.

Closed or Restricted Areas, C1.1.9.2.9.

"Close-Out" Inspections, C4.3.1.

Cognizant Security Office Responsibilities,C1.1.4.2.
OODEPS, Processing of, C1.1.4.4.
Security Actions Performed by Head of Installation, Relative to:
Grant Facility Clearance, C1.1.9.3.1.
Inspections, C1.1.9.3.1.
Terminate, Revoke, Suspend Facility Clearance, C1.1.9.3.4.
Verify Facility Clearance and Safeguard Ability, C1.1.9.3.3.

Commercia Carriers,
Approva of, C1.7.3.
Authority for Security Cognizance,C1.3.1.6.
Centra Master File, C1.3.1.8.
Escorts, C1.3.1.7.
Facility Clearance Requirements, C2.1.5.7., C2.1.14.5.
Glossary of Terms, Annex A of DaD 5220.22-C
Inspection Report, C4.1.7.,
MTMC, Areas Serviced, Appendix 5
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MTMC, Functional Responsibilities, Appendix 6
Protective Services Provided, C1.7.3.2.
Qualifications, C1.7.3.1.

Responsibilities of Cognizant Security Office, C1.7.4.
Security Procedures, C1.1.2.6.

Shipment by Truck, C1.3.1.7.

COMSEC
Application Procedures and Conditions, C1.5.1.
Briefings, C1.1.9.2.13.,C1.1.19.5.7., C2.3.15.
Clearance Requirements, C2.3.15. and C2.3.16.
Destruction and Disposition, C1.5.6.
Establishing a COMSEC Account, C1.5.5.
Inspections, C4.1.8.
NSA Operational Responsibility, C1.3.7.
Release to U.S. Contractors, C1.3.7.
Requirements, C1.5.2.
Shipment, C1.5.7.
Subcontracting COMSEC Work, C1.5.4.
Unsolicited Proposals, C1.5.8.

Consultants
Classified Materia, Transmitted To, C1.5.8.
Disclosure of CNWDI, C1.1.13.3.
Employed Under Civil Service Procedures, C2.1.10.
Type A, C2.1.7.
Type B, C2.1.8.
Type C, C2.1.9.

Contracting Officer, Industrial Security Functional Responsibilities, Appendix 3

Contractor Activities Located On User Agency Installation, C1.1.4.2., C1.1.9.

Contracts Performed Abroad, C1.1.16.
DISCO Responsibilities, C1.1.17.
Security Cognizance, C1.1.17.2.

User Agency Responsibilities,C1.1.17.1.

Conversion of Clearances, C2.3.10.
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CNWDI
Disclosure of, 1.1.13.
Requirements for Access, C2.3.14.

Critical Technology, C1.2.28.

Disbarred Facililties,C2.1.12.7.,C2.1.19.7., C2.1.23.3.

DISCO:
Clearance Responsibility, C1.3.1.5., C1.3.3.
Contracts Performed Abroad, C1.1.4.4.
Files, C2.4.4.
Foreign Travel, C1.3.5.1.1.
Personnel-Clearances, C2.3.8.
Responsibilities, C1.1.2.3.2.,, C1.1.4.4.,C2.3.3.
Type A Consultant, C1.3.5.1.
Verification of Personnel Security Clearances, C2.4.5.

DIS Operationa Areas, Appendix 2

Definitions, C1.2.1.

Denial, Suspension, or Revocation of Facility CLearances, C2.1.22., C2.1.23.

Designated Countries (list of), C1.3.5.1.

DOE and DoD Programs (Reciproca Use), C4.1.3.

Downgrading and Declassification, C7.1.8.

Emergency Safeguard Procedures, C1.1.2.4.

Essential Elements of Friendly Information (EEFI), C1.2.29.1.

Facilities, Types of, C2.1.5.

Facility Files, Maintenance of:
Application, C2.4.1.
Cognizant Security Office Responsibilities, C2.4.3.
DISCO Responsihilities, C2.4.4.
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File Folders, C2.4.2.
Verification of Personnel Security Clearances, C2.4.5.

Foreign Classified Contracts or Subcontracts in the U.S., C8.1.4.

Foreign Classified Information, Access to, C8.5.1.

Foreign Classified |nformation, Safequarding of, C8.1.3.

Foreign Nationals:
Meetings Attended By, C1.4.8.
OODEPs, C2.1.15.

Foreign Ownership, Control, or Influence:
Annud Visit to Excluded Parent, C2.1.5.2.2.4.
Appedls, C2.2.4.5.
Assistance by Cognizant Security Office, C2.2.5.
Certification, C2.2.8.
Changes Affecting Facility Clearance. C2.1.19.11.
Criteriafor Determination, C2.2.3.
Effects On Prior Clearances, C2.2.9.
Facilities Under FOCI, C2.1.3.1.
General Policy, C2.2.2.
Method to Remove or Negate Effects of:
Board Resolution, C2.2.6.1.
Proxy Agreement, C2.2.6.3.
Specia Security Agreement, C2.2.6.5.
Voting Trust Agreement, C2.2.6.2.
Processing Procedures, C2.2.4.
Vigitation Agreements, C2.2.7.

Foreign Travd, C1.3.5.

Forms, Industrial Security:
Exhibit of Forms, C9.2.
Index of Forms, C9.1.1.

FOR OFFICIAL USE ONLY -- Protective Marking, C7.1.9.

Functional Responsibilities of MTMC, TO, and CSO, Appendix 6
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Glossary of Acronyms and Abbreviations,

Hostage Case processing, C2.3.6.

Immigrant Aliens:
Contracting Officer Responsibilities, C2.3.30.
Personnel Clearance Processing, C2.3.8.8.
Visits, C3.1.6.2.

I ndependent Research and Development, C1.1.2.3.1.

[ nspection Reports:
Exchange with Head of User Agency Installation, C1.1.9.4.
Use of, C4.1.6.

[ nspections, Security:
By Contractor on User Agency Installation, C1.1.9.5.3.
"Close-Out" Inspections, C4.3.
Commercial Carrier Inspection Report (DIS Form 1148), Use of, C4.1.7.
COMSEC Inspections, C4.1.8.
DOE and DoD Programs (Reciprocal Use), C4.1.3.
Exchange of Inspection Reports, 1.1.9.4.
Formal Notification of Results, C4.1.9.
Frequency of, C1.1.4.4.
Inspection Report (DD Form 696), Use of, C4.1.6.
Notification of Inspection, C4.1.5.
OPSEC, C4.1.4.8.,C10.1.5.
Purpose, C4.1.2.
Remedia Action By Head of User Agency Installation, C1.1.9.2.5.
Schedule, C4.1.4.
Tempest Countermeasures, C4.1.6.1.
Unsatisfacotory Inspections:
Commercial Carrier, C4.2.3.
Procedures, C4.2.2.

Interim Clearances, Facility, C2.1.3.2., C2.1.12.2.

| nterim Clearances, Personnel, C1.1.9.2.10., C1.1.9.5.10.,2.3.2.2.
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| nternational Security Programs:
Access to Classified Information of Foreign Governments:
Administrative Termination, Letter of Consent, C8.5.3.
Annotation of Clearance Records, C8.5.4.
Genera Information, C8.5.1.
Security Assurance, C8.5.2.
Application of Procedures,C8.1.5.,C8.2.1.,C8.2.3.
Foreign Classified Contracts, or Subcontracts inthe U.S.
Channels of Transmission, C8.1.3.7.
Cognizant Security Office Responsibilities, C8.1.4.4.
Deputy Director (Industrial Security), HQ DIS, Responsibilities, C8.1.4.3.
Loss or Compromise, C8.1.4.4.4.
Preliminary Contracts, C8.1.4.1.
Received from Outside U.S,, C8.1.3.7.2.
Table of Functional Responsibilities, C8.1.4.
Transmitted Outside U.S,, C8.1.3.7.1., Appendix 7
General, C8.1.3.
Costs, C8.1.3.1.
Security Requirements Clause, C8.1.3.6.
Subcontracts, C8.1.3.5.
Transmission of Classified Material, C8.1.3.2.
"U.S. Munitions List" Items, C8.1.3.4.
Use of U.S. Information, C8.1.3.2.
Overseas Operations of U.S. Contractors:
Access, C8.4.2.
Generd Information, C8.4.1.
Safeguarding U.S. Classified Information
Custody and Storage, C8.4.3.2.1.
Disclosure, C8.4.3.3.
Transmission, C8.4.3.1., Appendix 7
U.S. Classified Contracts, Awarded to Foreign Contractor, C8.1.5.
U.S. Patent Agents (Foreign Governments):
Application, C8.2.1.
Generdl, C8.2.2.
Participating Countries, C8.2.4.
Procedures, C8.2.3.

| nterpretations, Request For,C1.3.4.

Invalid and Void Clearances, C2.3.2.3.
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MTMC:
Areas Serviced, Appendix 5
Functional Responsibilities, C1.1.28., C1.1.4.5., Appendix 6

NAC, C2.1.11.,,C2.1.12.3.

NATO:
Access to, C2.3.24.
Hand-Carried Material C1.6.4.
Visit Procedures, C3.5.3.

NPLO Visit Procedures, C3.5.3.

Negotiators, C2.1.16.

Notification of Security Assignment, C1.3.3.

Objective of the Industrial Security Program, C.1.1.1.

OISO:
Activities on User Agency Installation, C1.1.9.6.
Addresses, C8.3.3.
Functions, C8.3.2.
Genera Information, C8.3.1.

Overseas Operation of U.S. Contractors, C8.4.1.

OODEPs.
Clearances, C2.1.14.
Foreign Nationals, C2.1.15.
Ineligible, C2.1.12.4.
Processing by Cognizant Security Office, C1.1.4.4.

Operations Security (OPSEC):
Application, C10.1.3.
Authorization and Scope, C1.1.2.4.
Definition, C1.2.54.1.

Generd, C10.1.2.
OPSEC Indicators, C1.54.2.
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Procedures for Inspecting, C4.1.4., C10.1.5.
Purpose, C10.1.1.
Responsibilities, C10.1.4.

Patent Agents, C8.2.1.

Privileged InformationC1.1.18.

Processing, Facility Clearances (See "Clearance Facility")

Processing, Personnel Clearances (See "Clearance Personnel”)

Proxy Agreement, C2.2.6.3.

Public Disclosures, C1.1.15., C7.1.3.9.

References

Release of Economic and Technical Information, Appendix 1

Reprocessing or Revalidation of Facilitly Clearances, C2.1.21., C2.1.24.

Representatives of aForeign Interest:
Changed Conditions, C2.1.19.6.
Clearance Processing, OODEP, C2.1.14.8.
Clearance Processing, Personnel, C2.3.7.
Meetings, Attendance by, C1.4.8.

Restricted Data, C2.1.13.

Scientific and Technical Information Release Program, C1.1.11.5.

Security Assurances,C22.1.18.,C2.3.25.,C2.3.26.

Securilty Costs, C1.1.10.

Security Education:
Application, C6.1.1.
Distribution of Material, C6.1.6.
Funding, C6.1.4.
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Material Available, C6.1.5.

Preparation of Material, C6.1.3.

Responsibilities, C6.1.2.

Training Schools, C6.1.7.

User Agency Installation, By Head of, C1.1.9.5.5.

SENSTIVE COMPARTMENTED INFORMATION:
Access Authorization Processing, C1.3.6.4.
Contracts Awarded by:
N&A, C1.3.5.1.
Other User Agencies, C1.3.6.2.
Contract Security Classification Specification, C1.3.6.4.
Requirements, C2.3.17.

Special Acess Programs:
Additiona Investigative Requirements, C1.1.16.5.
Authority to Establish, C1.1.16.2.
Authorization for Access, C1.1.16.4.
Carve-out, C1.1.16.6.
COMSEC or Other Special Access Contracts, C7.1.3.7.
ncorporation in Contracts, C1.1.16.3.

Sponsorship of Mestings:
Approva for Attendance at Classified Meetings, C1.4.10.
Attendance by Foreign Nationals and RFls, C1.4.8.
Controlling Disclosures, C1.4.7.
Disclosure Authorizations, 1.4.9.
General Policy, C1.4.2.
Guides for Sponsorship, C1.4.4.
Location of Meetings, C1.4.5.
Notification of Meetings, C1.4.11.
Requests for Sponsorship, C1.4.3.
Security Procedures, C1.4.6.
Types of Meetings, C1.4.1.

SPP,C2.1.12.8.

Survey, Facility SecurityC1.1.9.4.,C2.1.4.,C2.1.17 .4.

Tempest Countermeasures, C4.1.6.1.
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Termination of Personnel Clearances, Administrative, C2.3.2.4., C2.3.11.

Termination, Revocation, or Suspension of Facility Clearances,C1.1.9.2.12., C1.1.9.3.4.

Training Schools, C6.1.7.

Transmission of Classified Material:
Application, C1.6.1.
Approved Methods, C1.6.2.
NATO, C1.6.4.
Requiring Contracting Officer Approval, C1.6.3.
Shipment of SECRET Materia, C1.1.4.5.
U.S. Express Mail, C1.6.2.

Unsatisfactory Inspections, C4.2.2., C4.2.3.

Unsolicited Proposals, C7.1.3.8.

User Agency Procedures, C1.1.8.

Verification of Clearance and Storage Capability, C1.1.9.3.3., C1.1.11., C1.1.12.2.,
C1.1.13,,C1.4.10.,C2.1.19.10.

Violations, Security:
Additional Reporting Requirements, C5.1.5.
Contractor Activities on User Agency Installation, C1.1.9.2.11., C1.1.9.5.11.
Espionage, Sabotage, and Subversive Activities, C5.1.2.
Inquiries into Delays, Tampering, or Improper Shipping Methods, C5.1.9.
Investigation by Contracting User Agency, C5.1.8.
Investigation by Head of User Agency, C1.1.9.2.8.,C1.1.9.5.6.
Investigative Support, C5.1.3.
L oss, Compromise, and Suspected Compromise, C5.1.3.
Other Administrative Violations, C5.1.7.
Other Security Violations, C5.1.6.

Visits:
By Communist Country Representatives, C1.3.5.2.
By User Agency, C1.3.1.3.
Visits to Foreign Governments and Activities:
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Application, C3.4.1.

ITAR Guidance, C3.4.1.1.1.1.

Processing Time, C3.4.1.6.

Visits to Government Activities Other Than User Agencies:
DOE Installation or DOE Contractors, C3.3.2.
Other Visits, C3.3.3.

Visits to User Agency Activities:

Compliance With User Agency Request, C3.2.6.
General Rules, C3.2.2.

Outside the U.S,, C3.2.4.

User Agency Actions, C3.2.5.

Withinthe U.S, C3.2.3.

Visits to User Agency Contractors:

East-West Visit Exchange Program, C3.1.7.
General Rules, C3.1.2.

Investigative Requirements, C3.1.5.1.
Long-Term Visits, C3.1.3.

RESTRICTED DATA, Visits Involving Access to, 3.1.6.
Visitor Categories and Procedures:

Category 1, C3.1.4.1.

Category 2, C3.1.4.2.

Category 3, C3.1.4.3.

Category 4, C3.1.4.4.

Category 5, C3.1.4.5.

Voting Trust Agreement,C2.2.6.2.

Walvers, and Exceptions to the Industrial Security Requlations, C1.1.16.1.
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