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INTRODUCTION

1. At the TTCP Joint Systems and Analysis (JSA) Group Meeting held in July 1999, the Group accepted a recommendation that the Joint Concepts and Analysis (JCA) Panel address the issue of “Sharing Models”.  The Group’s motivation behind this was in line with an important rôle for the Panel, namely to act as a catalyst in developing guidance on good practice for use within and across the TTCP nations.  Such guidance should also be appropriate to model sharing considerations outside of TTCP and between different agencies within a single nation.

2. In addressing this request, the Panel convened a workshop, held in Washington in April 2000, attended by a dozen delegates from the TTCP nations.  The workshop first considered inputs from the nations on aspects such as: 

· Their experiences with the importation and exportation of models and consequent lessons learned.  The UK had released a paper on its experiences to workshop attendees; this had also been discussed with other nations, including the Netherlands, Norway and France.

· The importance of validation status and evidence in establishing a model’s capabilities and credibility.

· The impact of data management practices.

· The impact of national modelling strategy.

3. The workshop then proceeded through a combination of group discussion and plenary feedback to identify critical factors likely to influence the success of future model transfers.  These were then structured to provide the guidance that follows.

4. It is recommended that the guidance is revisited and, if necessary, updated in light of further experience on a regular basis.  The point of contact on behalf of the JCA Panel for any feedback on the utility of the guidance or any other comment is given below
.

SHARING MODELS – BACKGROUND

The Issue

5. Discussions in International Operational Research / Operational Analysis fora frequently focus on respective modelling approaches and methodology. This in turn can lead to an offer by one nation to export developed methodology, in the shape of computer models or software, to a collaborative partner. At its best the recipient nation could thus acquire at one stroke a coherent and consistent logical structure, pertinent to a military matter of perceived national interest, bypassing all the costs and delays of software development. At its worst the gains could be more than offset by the necessary investment of effort in understanding from scratch, and if necessary adapting, all the nuances and details of this logical structure. At the end of the familiarisation process the model could even be abandoned as inappropriate to the task in hand.  There may also be other hidden costs, such as in porting the software from one computer system to another. 

6. In order to determine where the balance of advantage may lie in any particular case, guidance can be based on a combination of lessons from previous experience and an awareness of future opportunities.  The former helps to ensure that both positive and negative experiences are captured, enabling both good elements to be repeated and – as importantly – so that specific past mistakes are avoided in future.  The latter looks forward, for example, to the potentially enhanced prospects of a successful model sharing enterprise through improved software engineering practice or better validation evidence.

Scope
7. The present guidance is based on model sharing at the “whole-model” level; it does not address other ways of sharing software, for example interoperability using architectures such as HLA or the establishment of common software libraries.

8. Although the guidance can be expected to increase the probability of a successful model exchange, it should not be seen as a guarantee of success. A degree of obsolescence and the occasional failure are to be expected - in both models built nationally as well as with imported models.  It is also worth noting that the purpose of this guidance is as much about the avoidance of an inappropriate exchange – and hence one likely to fail – as it is about smoothing the path of appropriate exchanges.

9. Furthermore, as with all guidance, specific cases may have special factors associated with them that legitimately override the general guidance.  Nevertheless, explicit consideration of all the factors identified below is recommended in order to ensure the rationale for a particular decision is fully understood.

GUIDANCE ON GOOD PRACTICE – GENERAL POINTS

10. The most important point to make at the outset is that one nation’s model import is another’s export; that is, there is both a donor and recipient in any model exchange.  

11. This has two major implications. First, both donor and recipient should consider the checklist of factors and specific issues below to ensure that both parties fully understand the exchange and their respective obligations.  This point is vital; a successful exchange is likely to place requirements on the donor as well as the recipient.  Indeed, the exchange should be seen as an ongoing relationship between donor and recipient – and potentially any other users of the same common model – rather than as a one-off transfer.

12. Second, common approaches to describing models and agreement on associated terminology will be highly beneficial in facilitating successful exchange, as a minimum by reducing the scope for misunderstanding.  This is particularly true of subtle – and not so subtle – nuances of language and particular national interpretations of (apparently) common terms.  As a first step towards this, the following are provided:

· Annex A – Some thoughts on a common template for describing models.

· Annex B – Validation terminology and associated evidence.

13. A final general point is that model exchanges can have significant additional spin-offs.  Many of these apply to donor and receiver, for example in terms of: 

· The associated user information exchanges, including access to a broader “peer review” forum for the design and functionality of the model.
· The facilitation of possible future joint studies. The propensity towards combined operations is increasing world-wide.  If the model is applicable at this level, there is mutual benefit to using common analytical tools either in joint studies or separately.  (There is, of course, also benefit from different approaches being used to study the same problem, with the respective findings then being compared.)
· Achievement of mutual understanding.

· Heightening the international credibility of claimed study results, potentially for both donor and recipient. Potential contributions from the receiving nation can assist in the process of validating and verifying the model – contributions that potentially can enhance the overall credibility of model (see Annex B for expanded discussion of validation-related issues).
· Widening recipient experience of different, or state-of-the-art, techniques.

· Earning international goodwill.  Perhaps the receiving nation can return the favour some day.

Such factors, however, although important are unlikely on their own to justify the exchange of a model.

Layout

14. The checklist below lists and prioritises key factors that need to be considered by both donor and recipient in:

· First, determining whether an exchange is appropriate and, 

· Second, if so, how to smooth its path and hence increase the chances of success.   Increased success here can be measured both in terms of the overall success or failure of the enterprise or, in terms of the ease with which the new model is assimilated into the recipient nation’s overall methodology suite. 

15. The relative importance of the various points is indicated by:

· BOLD – text capitalised and in bold – highlights the most important factors.

· Bold – text in bold – highlights important considerations.

· Normal – normal text – Used for explanatory text and comment on the above and to indicate other practice that is recommended, but which is unlikely on their own to dictate success or failure.

GUIDANCE ON GOOD PRACTICE – SPECIFIC ISSUES

16. A NATION SHOULD NOT ACQUIRE A NEW MODEL UNLESS IT ADDRESSES A PRE-DEFINED REQUIREMENT.  Collecting models simply because they are offered free of charge is not advised, as there is no such thing as a “free” model.  As a minimum there are always personnel resource costs in accepting any new analysis tool into one’s inventory even if there are no costs associated with requirements for hardware, software licences etc.

17. THE NATION CONSIDERING ACQUISITION OF A NEW MODEL SHOULD ENSURE IT CONFORMS TO EXTANT NATIONAL STRATEGY AND PRACTICE.  The point here is that in most cases individual models are not run in isolation; therefore any new model needs to fit into the overall modelling structure adopted by the nation.  This includes, for example:
· Its ability to accept data from relevant national source models and, if required, to act as a feeder model to higher-level models.
· Whether it is data driven, in particular whether there are any hard-wired assumptions that might not be appropriate to the recipient nation’s doctrine or circumstances.
18. MODEL DEVELOPERS SHOULD ALWAYS FOLLOW SOUND DEVELOPMENT PRACTICES.  This is self-evident, however, there are some practices that will facilitate the later exchange of a model with others (both nationally and internationally), which are worth keeping in mind from the outset:

· Try to use common hardware and software.  Specialized computer platforms, programming languages, or operating systems can make model transfer a difficult and frustrating experience for the receiving party.

· Produce full documentation and keep it current.  New users will rely heavily on documentation to learn and properly apply the tool. In addition to technical documentation, information on how best to utilise the model is particularly valuable - that is some good practice guidance on its use and potential misuse.

19. When an exchange is initiated the model developers should be prepared to do more than simply hand over the tool.  The donor nation should be prepared to:

· Provide resources for initial training and setup. The costing regime for this should be considered and agreed at the outset, for example whether the recipient pays for such support or relies on the good-will of the donor.  The regime adopted is less important than the explicit agreement as to what it should be, in particular to minimise the possibility of any misunderstanding.
· Provide a form of “help desk” service – for example by phone or e-mail - to answer the inevitable questions about the model’s operation, features, etc. As above, the costing regime for this should be considered and agreed at the outset. 
· Correct bugs that the recipient might have discovered by exercising the model in new directions. 

· Release the source code. Having the code makes it easier to understand and, if necessary, to debug the model.  It also makes it possible to modify the model to better address the immediate demands of the study at hand.  There are broader issues (eg proprietary concerns) that impact releasability, but every effort should be made to circumvent these problems in order to maximize the value of the tool to the recipient.

· Release a demonstration database.  It is an immense help to the new operators to have a working database along with the model.  Although the most benefit is realised if the data are real, significant benefit will accrue even if it has to contain sanitized or otherwise unrealistic data values due, for example, to classification or confidentiality considerations.
· Serve as configuration managers.  Once there are two or more users of a model then someone must take configuration control.  The original developers are the logical choice, unless there is a mutually agreed transfer of such control.

· Participate actively in a model Users Group.  Two or more users constitute a de facto users group (lower case).  It is advisable to formalize this arrangement into a Users Group (upper case) which meets on a regular basis to discuss and prioritize model improvements, and share common experiences, databases, and even results from studies which have employed the model.  More is said at Annex C on Users Groups. 

· Maintain adequate records of correspondence and agreements.  On a long term basis, it is advisable to keep the corporate memory files organized, so that when key personnel leave there is no loss in corporate memory. 

· Receive honest feedback.  The model might have some problems.  The new users are concerned about the overall quality of the tool as much the donor, so the developer must be prepared to hear any critique the new users might offer. 

20. When an exchange is initiated the model recipient should be prepared to do more than accept the tool.  The recipient should be prepared to:

· TRAIN AND MAINTAIN AN APPROPRIATE TEAM OF USERS.  One of the most critical aspects determining the likely success of a model exchange is the ability of the recipient to assimilate and utilise the new capability.  This requires an appropriate investment in gaining and maintaining the appropriate expertise to use the model effectively.  This includes both formal and informal training in addition to the gaining of practical experience in the model’s use.  Maintenance of the capability is at least as important as its initial introduction – continuity of staffing is particularly valuable, supplemented by planned staff rotation or movement wherever possible.

· Participate actively in a model Users Group – see above.

· Maintain adequate records of correspondence and agreements – see above.

· Provide honest feedback – see above.

21. A RELEASE AGREEMENT DOCUMENT CARRIES CONSIDERABLE VALUE IN INTERNATIONAL MODEL EXCHANGE.  Such a document is likely to become increasingly necessary in future as bureaucratic and legal pressures increase; even where it is not yet mandatory such a document is of great assistance in clearly identifying arrangements including those requiring funding.  The agreement should address a range of issues including:

· Full training for the recipient nation to come up to speed with the operation of the model.

· How future modifications will be implemented and future model versions released (see further Annex C).

· Which, if any, databases will be released.

· The initial release of documentation and the generation and further release of additional documentation.

· A clear statement by the releasing nation if source code is NOT going to be released. 

· Defining whether the recipient can further disseminate the model and, if so, under what conditions.

· Defining the potential involvement of non-government persons/agencies in the maintenance or application of the model by the receiving nation.

· Identifying possible personnel exchanges of mutual benefit to both nations.

· Clearly defined version numbers and scheme for code, executable, data and documentation as appropriate.

· COSTS OR OTHER LEGAL/BUREAUCRATIC DETAILS ASSOCIATED WITH THE ABOVE.
ANNEX A

THOUGHTS ON A COMMON TEMPLATE FOR DESCRIBING MODELS

A1.  A common template for describing models would be particularly beneficial in supporting model exchange decisions, as it would enable a potential model recipient to compare the features of possible donor models to a target set of features that are deemed either essential or desirable for the receiving nation’s purpose.

A2.  Initial thoughts on the factors that could be used as model descriptors are given below:

Level 1 Descriptors – what the model is ?

·  Environment – is the model primarily for Land, Sea, Air or Joint Operations – or some combination thereof.  Similarly, which aspect(s) of the spectrum of conflict can it address, for example, is it for warfighting or Operations Other than War (or both).
·  Military Level – is the model directed at tactical, operational, theatre, or strategic issues.
·  What class, or range of classes, of problems does it address – for example:
·  Force Structure
·  Balance of Investment
·  Equipment Acquisition
·  Concepts/Doctrine/Tactics
·  Mission Rehearsal
·  Training
·  Resolution – description of the level of aggregation/resolution for both:

·  Terrain – terrain representation and resolution, eg grid, hex, node-and-arc.

·  Units – Individual or aggregated entities (size of typical and smallest unit)

·  Computing and Infrastructure needs:

·  Software Language

·  Operating System

·  Hardware Requirements

·  Any other software products or licenses required

·  Model Features:

·  Is it an “automatic” or Man-in-the-loop method (or both)?

·  What aspects of conflict are modelled ?

·  Problem domain - engineering model, combat, logistics, force planning, mobility etc.
·  Conflict type – eg Warfighting, Operations Other than War, Both.
·   What is the primary analytical process employed ?

· OA Type - Simulation, Systems Dynamics, Linear Programme etc.
· Is it deterministic or stochastic ?

Level 2 Descriptors – what else does a potential user need to know ?

·  Resource requirements, for example:
·  Typical team size to support use.
·  Data requirements.
·  Timing Factors, for example:
·  Model run time
·  Model set-up time
·  “Pedigree”, for example:
·  Is it in current use or development?

·  Are data available?

·  Is documentation available?

·  Is evidence of validation status available?

A3. Further work is needed between the nations to translate the above checklist into a template within which model information can be captured in a common format.  This should draw inter alia on model descriptions and taxonomies adopted within and across the nations at present - eg in the UK Models Database, US model taxonomies and UK Logbook templates.  

A4. It is hoped that further guidance can be incorporated in future releases of this document.
ANNEX B

 VALIDATION TERMINOLOGY AND ASSOCIATED EVIDENCE
B1.  Different nations – and even different organisations within a single nation – take varying approaches to the issue of validation.  The following discussion briefly illuminates the common features that underpin such apparent differences as well as highlighting particular differences that any potential participant in a model exchange needs to be aware of.

B2.  Definitions.  Although there are a number of definitions used, the following
 are perhaps most widely used: 

·  Verification The process of determining that a model implementation accurately represents the developer's conceptual description and specifications.
·  Validation The process of determining the degree to which a model is an accurate representation of the real-world from the perspective of the intended uses of the model
.

·  Accreditation The official certification that a model, simulation, or federation of models and simulations is acceptable for use for a specific purpose.  (Note that this does not imply acceptability for all purposes.)
B3.  Similarities in Approach.  Most nations have a similar approach to, and interpretation of, verification.  Furthermore, with improvements in software engineering practice the process of turning model concept and design into code should be increasingly less prone to error than hitherto.  Although there are more terminological and interpretational differences associated with validation and, in particular, accreditation the underlying concept adopted throughout is of the demonstration of the credibility of the model by reference to factors such as:

·  The underpinning logic and applicability of the algorithms and other constructs it contains.

·  Its ability to recreate historical events, typically in terms of  plausible flow of battle and overall statistics rather than in absolute detail. (Any historic event is, after all, only a single run of a highly stochastic process- and one from which many of the relevant data can never be collected.)

·  Comparison with peer models – such as those of other nations.

·  Other peer review, including under fora such as TTCP JSA TP-3.

B4.  Key Differences.  The following differences from the standard (US) approach are worthy of note:

·  UK does not ascribe to a formal accreditation-based approach, concentrating rather on the context-based assessment of fitness-for-purpose.  A formal Validation Logbook is maintained for each significant UK model.  These take account inter alia:

·  The software itself.

·  The data and data management process used to support it.

·  The availability and expertise of users of the model.

·  The validation status of the model, for example whether it has been compared against real or historic events, with other similar models or by peer review.

·  AS and CA take a more pragmatic, experiential approach to validation and credibility.  This relies implicitly on many of the factors addressed above, but more explicitly on the generation of user-trust in a model by actually working with it and building up knowledge of its strengths and weaknesses.

B5.  Additional Points.  The following additional points on the nature of model validation, based on discussion at the workshop, shed further light on the key issues that underpin the search for validity and credibility in modelling.

· The process is basically providing assurance that the model is an adequate representation of reality for the purposes for which it was intended to be used.  Note that a model is not validated/invalidated in general, but for a class of applications.

· Validation must encompass both the algorithms and logic constructs within the model as well as the key associated databases. 

· It is noteworthy that there is both art and science to the development and application of sound operational research models.  By definition, all models are abstractions of reality, and therefore are incorrect to some degree.  Validation determines whether the model is ACCEPTABLY incorrect or not.  

· There is no cut-and-dried process to model validation. It must be recognized that there will be a large component of subjectivity in the final assessment.

· Concrete documentation of validation history is a firm requirement for international usage.  The UK method of producing a validation logbook has much merit.

ANNEX C

THE ROLE OF USER GROUPS

C1. User groups are particularly useful in ensuring that the process of model exchange is seen as a joint venture embracing both donor and recipient, in particular where there are multiple users of a particular model.  The factors outlined below will need to be considered in some form whether or not a formal User Group is set-up; however, many of them will be more easily and effectively addressed via such a mechanism.

C2. The following guidance points were derived at the workshop, which included participants from two successful User Groups – namely the JANUS wargame and the US THUNDER model.

User Group Guidance

C3.  It is highly recommended that a Users Group be formalized when two or more users exist.  It makes sense for the original model developer to run the group, unless there is mutual agreement to the contrary.

C4.  The Terms of Reference (TOR) for the group should clearly define:

· The function of the group, in particular: 

· Its role in configuration control:

· Early agreement is essential on how potentially divergent strands of national development are to be united and incorporated in a release programme.

· Provided such agreement is reached any of the solutions below may be appropriate; however, transitioning between formats may be difficult to engineer efficiently retrospectively if not pre-planned.

· Potential configuration control mechanisms include:

· Explicit agreement that the two versions of the code will diverge.

· Agreement that the donor will hold a master version of the software and implement changes made by both host and donor in some agreed fashion.

· Agreement that the recipient will be responsible for re-implementing any software changes he has made into a master version held by the host.  

· What aspects the users wish to share via this group, for example:

· model usage experiences, both  positive and negative

· ideas for model improvement

· databases

· study results of mutual interest

· briefing materials

· Agreement by both parties to participate in a formal Users Group should be clearly laid out in the Release Agreement. 

· Attention should be paid at the outset to the way in which group membership might be widened subsequently, for example when an original donor-recipient arrangement is extended to include an additional model user.

C5.  The group may wish to consider a User Group registration fee to:

· Pay for training, documentation etc.

· Assist in funding a help line

C6.  The benefits of meeting on a regular basis are high.  The above listed functions are difficult to accomplish effectively without periodic face-to-face meetings.  Such meetings are invariably expensive in time and money, so every effort should be made to exploit meetings of chance within other fora.  There is considerable benefit in electronic communication on a regular basis, as well:

· E-mail is an effective communication medium.;

· Development and maintenance of a model web site can be extremely useful for all parties.

�E-mail ttcpuk@moduk.org


� 	DoDI 5000.61


� 	An accepted useful variant: …determining the ability of a logic construct or set of algorithms to accurately represent the significant and salient features of the outcome distribution of the respective real-world system, event, or scenario.  (This variant usefully circumvents some of the potential misconceptions surrounding the word “accurate” in the original definition, in particular greater accuracy need not imply more detailed modelling – the essence of good analysis is to illuminate key aspects of a problem in as simple, yet appropriate, a way as practicable.)
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