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The World of Operational Networks and
Net-Centric Systems

UNCLASSIFIED Y4
Hllustration of the Complexity of Bsttle@sce Integration

Effective Operational Networks Critically Underpin Army Mission Success X
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GAO Report on Army Networks January 2013
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%, Assessing Operational Networks And Neentric Systemss=,

@}}/ < In Support of Network Modernization: Issues and Gags = §
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U Current Situation

U Individual efforts to address Operational Networks that are being done in a-ptpee
manner provide incomplete and/or inconsistent feedback about Operational
Networks,impacting Leadership Decision Making

U NIE efforts attempt to integrate and evaluate capabilities but has only doa so0
limited leveldue to expense (time and money) of live systems, live system availaljli
soldiers in the loop, stand up and tear down processes

U Existing Gap

\JJ

U A capability to test and evaluate Operational Networks and@&sttric systems that i§:
U Representative, realistic and relevant
U Integrated across systems, creating a System of Systems

U Readily available
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What is Needed

U Development of a representativealistic and relevant Technical and Operational
Synthetic Environmentor use in the research, development, test, evaluation and
experimentation of Network Modernization capabilities and gaps

U Focus orBattlespacdntegration at the Joint and Coalition Level

U Optimize RDTE, operational testiagd experimentation by incorporating
economies and efficiencies:

U Cost avoidance: Integrating existing Government facilities and capabilities
through distributed network technologies to form a virtual integration and
testing environment rather than creating new components

U Cost offset: Using M&S to augment, supplement, and/or replace live system
testing and assessment

U Cost savings: Economic investment of Acquisition PM testing dollars in existing
Government owned testing environment rather than in Prime developed assets

U Investment leverage: Continual build up of additional capabilities with each use
GAl 4t SIS O0SKAYREéE AYyUSANIGSR (SOKyz2ft:
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create a persistent realistic and relevant Technical / Operational Synthetic Environment to address i
and gaps associated with Operational Networks and@&sttric Systems that is available on demand
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between acquisition, testing, and combat development communities

Gga! [ 2! -Hb hh9a! b5¢ gAtf f SOSNI IS 2y 32 SeSHS GECOY,
CERDEC, ATEC, TRADOC, etc

(i Using distributed reall A YS AYUGSNY OGA DS &SOdND 943 bHZENJ] A f
access to:

U Army test ranges, battle labs, training locations, and R&D Centers

u Joint and Coalition assets

u Army and OSD Cyber Ranges
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Support Army and OSD Priorities and Objectives
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What exists today that can be
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Integrated, Comprehensive

integrated to produce a more Capabilities
comprehensive capability
e ——

V  Scalablerealtime, network models with options V  Operational Networks test bed environment

for fidelity (conceptual, emulation, or abstract) capable of evaluating systems and system of

that can be invoked depending on use cases (e.g. systems effectiveness, current & future capabilitig:

SRW, WNWNIN-T, etc) asis and tebe architectures
V  High fidelity RF effects (e.g., urban terrain) V  Fast, agile, low risk integration of technology &

] operations for integration and test events such a$

V Systeminthe-ft 22 L) 0a{ L[€0 GAUK| {fA®E NIRAZ2Za O0SPID

GMR, HMSetc)

V  Repeatable, relevant, eAn-end test

V' Softwarein-the-loop with live battlefield j environment capable of executing larger than

applications (e.g. IBERCBC2, etc) single thread scenarios
V  Interface with live network managers (e.g. JENM) V  Distributed Networked LiwirtualConstructive

technologies environment reducing the need to

V Interface with instrumentation and data collectior ship equipment and relocate key personnel

tools used on live networks (e.g. OASIS)

V  Leveraging the strengths and tool suites of each

V  Interface with external simulation tools (e.g. participating location, promoting collaboration anE

OneSAF) reuse of test assets acro&E, Planning, Analysi

_ Acquisition, Training, Cyber

V  Representation of Multievel Security
V  Relevant Operationalontextsfor TRLassessments
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A\pplying sound Systems Engineering practices at a Sygt8ystems level
for the integration of existing, independent and disparate (Mwveaual
Constructive) components to create a coherent representation of the
Technical/Operational Environment necessary to support Network
Modernization

AOptimizing business practices to insure a cost effective, readily available,
redzal 6f S OF LI oAt AGE gAGK2dzi aAIYAT)

A-acilitating and incentivizing cooperation and collaboration between
performing organizations to maximize the use of existing facilities,
capabilities, and subject matter expertise
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MBusiness Capabilities Lifecycle Effort
Anell defined process for development and management
AN ttSt a{sAY [lySae 2F I OUA DA
Alanagement Activities and Process Architecture
Mistributed LVC Development and Execution Activities

“ALWAYS ON — ON DEMAND” BUSINESS CAPABILITIES LIFECYCLE PROGRAM DEVELOPMENT AND EXECUTION

& O®/A O /8 AN o
Execution
Business Investment Prototyping Engineering Limited Full )
Capability Definition Management Satalomsnust Fielding 10C Deployment Operations
Pre-ED [ And Support
{> moD Review O IOT&E > FoD
Up to 12 Months 12 Months* 18 Months* MS B to 10C I
I ' I . 2 I = I = I Infrastructure
Process Metrics Metrics - Evaluation of Final Support for Full
Infrastructure ConceptInfo  Alternatives Demonstrating  Business  Demonstrating In!tlal Business B na Business
Needs and for Viahility of Process Business Business Process usiness Process
Feedback Analysis Alternatives Prototype Process Process Metrics Prch;s .
l Capahility Definition Definition Implementation
i 1 I § & +« | U L
DIST LVC PROTOTYPE PHASE 1 PHASE 2 PHASE 3
Distributed HalanalIeyat s EXpand o Otr_mngetw_or_k Full Spectrum Joint and
LVC Waveform Emulations and Enclaves (Coalition, Training, Coalition Operations
Support of CS Evaluations Operational)

Introduction of Joint
and Coalition

“ALWAYS ON — ON DEMAND” DISTRIBUTED LVC TECHNOLOGY DEVELOPMENT AND EXECUTION
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Instantiation

Process

Define LVC
1 Environmental
Objectives l

Perform
2 Conceptual

Analysis |

3 Design LVC
Environment

4 Develop LVC
Environment

Integrate &
5 TestLVC
Environment

6 Execute LVC 1

Analyze Data
7 and Evaluate
Results
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Enterprise

Instntiatins
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Tactical M&S Technical Control

R .| TS

— N\ 4
L g ® : 5 EL TacticalNetwork | Cyber Model J

° Model Library Library

——

Standards Test Support Network VV&A
Security

Cross Domain Solution Configuration Management Information Assurance
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