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ission / Vision

of the United States Coast Guard Cyber
CYBERCOM) is to identify, protect against, and
electromagnetic threats to the maritime interests of
e United States, provide cyber capabilities that foster
excellence in the execution of Coast Guard operations,
support DHS Cyber missions, and serve as the Service
Component Command to US Cyber Command.

‘Establisn/Maintain a secure and resilient cyber
operating environment for Coast Guard and marine
operations.”
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97% of Traffic Support to 10t Fleet/Fleet Cyber
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acktivists
4. Natural Disasters

5. ‘Self-inflicted gunshot wounds’



Law Enforcement,

Marine Safety
. 3
v-?
b Counter Drug
MISSION 1.4: CIKR ‘
--Maritime CIKR \ MA
. MISSION 2: Securing Borders W _
%—% MISSION 4: \ MISSION 5: Resiliency \\ MISSION 3: Enforcing
[“nelr Cybersecurity N\ \ Immigration Laws
~ " MISSION 1.4: CIKR

Provide a Secure Platform \‘

=

Secure Ports and Waterways Provide Decision Advantage



ad Defenses

Hunting in our networks

IDS & Web Conte
Filtering

Intelligence
Indications & Warning

Regional Intrusign Enclave Intrusio
Prevention SystefRrevention Syste

Cyber Common Operating
Picture
HBSS



dortation Scenario
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External
Factors

. * Cyber Attack

¢ Natural
disaster

e Etc.

t to Focus

_J4

e System
degradation

| ® Loss of

| positive

~ control

e Etc.

¢ Physical
ﬂ) _ outcome
perations
. Impact e O.f.
capability
e Etc.
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pport

of plans to mitigate threats, vulnerabilities and
sequences

e Development of joint cyber workshops with COTP

*INFORMATION SHARING

...end goal is effective preparation, response and recovery.
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Advantage

0 Intel Target Package

al for Significant Cost Avoidance

e Potential for Significant Operational Success

— Privacy Issues



DoD & DHS
nfrastructure Protection

ublic/Private Partners — Info Sharing

Decision Advantage

— Cyber Component
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