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AT Protects US Critical Information
and Technology From Being
Exploited
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AT Serves as an Enabler to
Improve Coalition Warfighting
Capability
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Anti-Tamper Definition

m System engineering activities intended to deter
and/or delay exploitation of critical technologies in a
U.S. defense system.  coosumos

m AT protects information and technologies which
lessens the likelihood of:

m Countermeasure Development
m Unwanted Technology Transfer

m FMS/DCS systems being modified to increase their
capabilities beyond export license limitations

Think about what you are trying to prevent

or protect related to your program
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Anti-Tamper Implementation

What to Protect — Your Critical Technologies

m Critical Program Information (CPI) (DoDD 5200.39)

m ...technologies, applications... that, if compromised, would:

Degrade system combat effectiveness

Compromise the program or system capabilities

Shorten the expected combat-effective life of the system

Significantly alter program direction; or

Require additional RDT&E resources to counter impact of CPl compromise

m Includes classified... information or controlled unclassified information
restricted by statutes (e.g., export controlled data, intellectual property,
trade secrets)

Critical Technology (CT)

m CPllocated within a weapon system, maintenance system and/or
training devices protected with Anti-Tamper technology
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m Make AT Part of the Systems Engineering Design &
Development Process
m Less expensive during design
m Difficult to retrofit effectively after development

m AT Techniques are Varied & Evolving
m Counter to sophisticated threat

m Multi-Layered Approach

Passive Hardware AT Protection

Active AT Protection

Encryption

Software AT
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Anti-Tamper Implementation

Objectives - Deter, Prevent, Detect, Respond

“Adversary thinking about an attack” = = == = == = == = == = == 2 == ¢ = s = = - - -

“US uses AT? —— |LDEIERRENCE f—- | g Military Response

Stamps/Seals Legal/Financial Action

Reduced Future Sales
“Adversary going to attaCk” == = == = == & == & == = == = == s == == = = m— s == s = s

Encrypt Obfuscate/Obscure
Hide Encapsulate: Volume Protect
“Adversary attaCklng" EEE N EES § B F B F B § EEE § EEE N EEE § EEE § e N B § B 5 EEm N O mms N mmm |

N

\/ | Penalty
Misdirect Active/Passive |

\

) Physical Damage
Environment \ y g
Functionality

Software Sense Report

. Record/Increase
Chemical Monitoring

UNCLASSIFIED



UNCLASSIFIED

Anti-Tamper Implementation

For Milestone B

Develop an Exploitation Estimate Without Anti-Tamper
SPO/Cont/Exploiters Determine If Project Needs Protection & Amount

. . : : ldentify
Iden_tlfy Identify Identify The Identify ldentify Needed
Critical The I Attack Impacts If o

: Vulnerabilities : ) Exploitation
Technologies Threats Scenarios Exploited Timelines

For CDR
Determine Appropriate|Solution to Meet the Need (s)
. Identify The Down select 72> A'II:'IrI;?elan
ldentify The : .
: Select Potential [i| | Specific Issues To
Available AT ) —>
Techniques Implementations Related te Each Recommended
Technique Solution Sets Y

Verify And
Validate AT
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Anti-Tamper Implementation
What AT is Not

m No silver bullets
m Not a substitute for other security practices

m No global solutions that apply to all
systems/scenarios

m Not an impenetrable defense

m Not just for FMS - Peacetime/crisis/combat loss may
require AT for US system protection

AT is the last line of defense protecting your CT’s after

It Is beyond the protection of guns, gates, and guards
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Feb 1999 — “Implement AT in Acquisition Programs”
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Initial Anti-Tamper (AT) Memos

Issued by USD (AT&L)

May 2000 — “Guidelines for Implementation of AT”

Jan 2001 — “AF as Executive Agent”

THE UNDER SECRETARY OF DEFENSE
3010 DEFENSE PENTAGON
WASHINGTON, D.C. 26301-3010

nzgusmon o 04 fEB 1980

MEMORANDUM FOR SECRETARY OF THE ARMY
ATTN: ACQUISITION EXECUTIVE
SECRETARY OF THE NAVY
ATTN: ACQUISITION EXECUTIVE
SECRETARY OF THE AIR FORCE
ATTN: ACQUISITION EXECUTIVE
COMMANDER IN CHIEF, UNITED STATES SPECIAL
OPERATIONS COMMAND
ATTN: ACQUISITION EXECUTIVE
DIRECTOR, BALLISTIC MISSILE DEFENSE ORGANIZATION
DIRECTOR. STRATEGIC AND TACTICAL SYSTEMS

SUBJECT: Implementation of Anti-Tamper (AT) Techniques in Acquisition Programs

The Depanment of Defense policy encourages the sale or wansfer of centain military
equipment to allied and friendly foreign governments through the anﬂig? Military Sales
Program and Direct Commercial Sales. The Depantment is also seeking increased foreign
‘participation in programs from the requirements definition phase through production, ﬁzldmg
and life-cyele management. While thesc cfforts have the potential o enhance interoperability,
standardization. and commonlity; help reduce unit cost; and strengthen U.S. industry, they also
risk making esitical ULS. technologies potentially vulnerable to exploitation. Additionally, U.S
technology is exposed to loss over er in hostile temitory.

The Department sezks ta preserve the U.S. and Foreign Governments” investment i“.
critical technologies through implementation of AT techniques and practices, Anti-Tamper is
defined as "systems engineering activities intended to prevent and/or delay exploitation of
critical technalogies in U.S, weapons systems.” The AT techniques are applicable 1o system
performance, software, and hardware and are intended to delay rather than a'ufnlnt:ly‘pr:vml
exploitation, Ant-Tamper is based on existing Do) $200.1M program security requiremients
and falls under the Special Access SENIOR CLUB Program recently approved by the Deputy
Scoretary of Defense.

Trequest that you accomplish the following steps to implement the AT teshniques in
acquisition programs and pravide reports as follows:

a. Director, Strategic and Tactical Systems (S&TS):

(1) Assume OSD oversight, coordination, and policy responsibilities for AT
within the Department of Defense.

SUBJECT: Guidelines for bplementation of Anti-Tamper (AT) Technigoes in Weapan
Sysiems Acquisition Programs: :

The De . . devels

s develop with
its Allies and fricnds snd to permit sales of weapon systems under the Foreign
Sales program or via Direet Commercial mmnmmmmm%
o y i

[ with forelpn
governments corrently or likely to become coulition sales
m«mmmmmh-::rwm*mm however, "

exposs exitical 1.8, o
This v wransfer dak must b designing In AT
‘measures io protect eritical lecknology.
The attached fi Tochwiqucs |
Weapon Sysiems fHective immediately, The ntent of this
0 make routine in U o P the delibs of

ina program, determine if the
‘echaologies are critical, and incorparate AT measures, if necessary, to protect exitical
o wilh A acquisition risk

Eldesiments. ﬁr&-hwhmmmmhwm

reached Milesione 1T s of this date. Asti-Tamper is not required for ongoing progrms
that are beyond Milestone [l or in production, usless a P31 is involved or upon the
the responsible Milesione Decision Authority.

determination of
‘This is the foundation document for instituting AT In DoD's

aequisition
programa. It will be incorporsted into the revision of the Dol 5000 series, the DaD 5200
series, the Defense Acquisition Deskbook, and the Dol Technology Protection

. 8. Gansler

THE UNDER SECRETARY OF DEFENSE
DEFENZE DENTAOON
WASHINGTEN, D.6. 20801-301

0% AN 2ot

ACOUISITION AND
TEGHNOLOGY
MEMORANDUM FOR: SEE DISTRIBUTION

SUBJECT:  Inplementing  Anii-Tamper  (AT)

On May 1, 2000, T approved specific gwdelines for mmplementing AT m the
Department’s weapons systems acquisition programs. Since that time the Department
has been moving foward with several actions to fully mstitufe AT mte the acqusiion
process. We have been exploring methodologies addressmg AT policy and management.
updating the DOD 5000-series  documentation. defernmining effective testing strategies.
and prionfizmg efforis conceming AT techmology development.

To ensure direct, effective coordination and implementation of AT activities
berween the Services. Government agencieslaboratories, and mdustry, and to avord
duplication of effort, I am de: ng the Air Force as the Depariment's Execuiive Agent
for AT. Funds are being provided in the Fiscal Year 2002 budget fo the Executive Agent
to manage AT technology development. to mmplement policy. and to develop both an
interactive AT databanklibrary and a technology roadmap that idemifies. and prioritizes
crifical” AT fechnology development needs. The Executrve Agent will ensure
accessibility o AT data, provide the proper security mechamsms, and conduct effective
AT validation. AT validation is to be funded by specific programs.

The Services will continne to develop AT technolozy, maintain AT focal points,
and implement AT technology imfo fheir respective weapons systems. The Servicss are
responsible for fimding the techmology development and mplementation necessary fo
protect indrvidual weapon systems, The Directer. Strategic and Tactical Systems, will
contumue to provide oversight and work dwectly with the Executive Agent and the
Services, and will also coordinate with other OSD staff.

R

DISTRIBUTION:.
SECRETARIES OF THE MILITARY DEPARTMENTS
ATTN: ACQUISITION EXECUTIVES
UNDERSECRETARY OF DEFENSE FOR POLICY
COMMANDER IN CHIEF, UNITED STATES SPECIAL Al
OPERATIONS COMMAND
TTN: ACQUISITION EXECUTIVE
DEPARTMENT OF DEFENSE GENERAL COUNSEL

[ 4]

Initial memos established the requirements of AT, offered guidelines for

Implementing AT, and designated the Air Force as the AT Executive Agent
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Current AT Policy

Memos incorporated into existing documents

Feb 1999 — "Implement AT in Acquisition Programs May 2000 - “Guidelines for Implementation of AT” 321 2001—"AF as Executive Agent”

wancH a7

Sec 3.7 and 3.9 | Chapter 8.5.3 | Chapter 15

| 5000.2 — May 12, 2003 Defense Acquisition Guidebook 5200.39 (Draft)— March 2002 I
I |
0 T — Dol §250 3R —_— I

: @ I:\T‘::I"I:{III:{IITI:;; o p— . - | DEPARTMENT OF DEFENSE I
I |
I @ |

MANDATORY PROCEDURES FOR I
I RESEARCH AND TECHNOLOGY

PROTECTION WITHIN THE DOD I
I - Draft -
I |
I |
I |
I |
|

Updates to policy documents currently in work!
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Proposed AT Policy <z}

High Lights

m All acquisition programs must identify Critical Program
Information needing Anti-Tamper (AT) protection and
document the results in the AT annex to the Program
Protection Plan, including all

m Programs presently exempt from the DoD 5000 series,
m Advanced Concept Technology Demonstrations,
m Foreign Military Sales and Direct Commercial Sales,

m Pre-planned product improvement (P3l) or other technology
Insertion

programs, and
m Programs that have not reached Milestone C as of this date

m AT must be included in all acquisition program cost estimates.
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Anti-Tamper Support Structure

Service Leads and Field Agents

Anti-Tamper Structure

DoD AT Executive Agent
Air Force (SAF/AQL)

Field Agent for the AFRL/SNT
DoD Ex Agent (AT-SPI Office)

s Lead ARMY AIR FORCE NAVY
ervice Leads ASA(ALT) SAF/AQLS NAVAIR 4.1.2
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Anti-Tamper V&V Process

V&V Team Roles

m V&V Team duties:
m Validate the AT Plan

m Evaluate the AT design for providing sufficient protection
m “Build the right thing”
m Involvement helps ensure horizontal protection of CPI's within DOD

m Verify the AT implementation

m Insures AT is installed and performs as expected
m “Build the thing right”

m V&V team is NOT a Red Team

m Perform a consulting role
m Not trying to “crack into” your system
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Anti-

amper V&V Process
5000 Series

Evaluation Point 1
Program Initiation

* Initial AT Plan

A
Concept

Concept
Decision

Technolof
Refinement | Developme

Pre-Systems Acquisition

Evaluation Point 3
Program Transition & Transfer

Evaluation Point 2
System Design

. » AT Verification Report
* Final AT Plan

* AT Verification Plan

System Development
& Demonstration

Critical
ODesign
Review
Systemshcquisition

py
nt

Sustainment

Program
Milestones
| 4
Technology System Develoghment & Demonstration
Dev!elopment
|
! Preliminar Critical
| * Design Design
] Review Review
ms Acquisition
AT Activities
RFP/SOW/Policy/DD254 memmmm=—=
AT Architecture/Design W
AT Plan - Final AT Pla
e . Initial AT
AT Verification Plan Plan AT—AT Verification Report
SDD Test (DT/OT) s
AT Verification Verification Plan E
AT Milestones A A

AT If)esigh Verified

port & letter from

AT Desi n Validated M
Vi
C Eg(ec. Xgent

via report & letter fri
E&ec. /g%ent or gerwce
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AT Security

m DoD ATEA has security architecture to support SAP
and collateral protection

m Tools are being developed to assist programs make
that determination
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AT Points of Contact @
E-Mails and Websites Qo

m DoD Executive Agent for AT
m Email: ATExecutiveAgent@pentagon.af.mil
m Website: http://www.at.dod.mil

m Air Force
m Email: USAFATServiceLead @pentagon.af.mil

mArmy
m Email: Army.AT.Lead@rdec.redstone.army.mil

m Navy
m Email: NavyAT_Techagent@onr.navy.mil
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SUMMARY

m Anti-Tamper protects critical technologies from
being exploited

m AT must be part of systems engineering process
m Up front and early

m AT is the responsibility of the Program Manager to
Implement

m Questions?...Call Service POC or DoD ATEA!
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