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Summary

By combining several Microsoft technologies, we are able to offer affordable, customizable and scalable enterprise web solutions. Further, these solutions empower the content creators to be the "webmaster" for the content they create, eliminating a bottleneck by where only technically skilled persons can put content on an organizational web site. Now people can place content on the web site using the same skills it takes to use word processing software.
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Section 1 - A Case Study

"We are a massive organization with a massive amount of content to manage."

This is how the U.S. Naval Reserve Forces summarized their own web publishing and management dilemma when we were first called in to develop a solution. Some of the primary concerns they had with their current system were:

· Lack of standardization (look and feel of the different sites)

· Difficulty in finding information

· Inaccurate and out of date information

· Inability to provide secure areas to contain "For Official Use Only" (FOUO) content

· Many sites poorly designed

· Many sites hosted on non-.MIL servers (Yahoo, Geocities)

· Expensive training required to achieve sufficient skill levels to maintain site

· Costly web hosting

· More than 500 units hosting over 500 disparate web sites

The staff at the Naval Reserve wanted to enable local units to have control over local content while at the same time allowing global information to be "pushed" to each local unit from the headquarters level. Here are some other requirements they listed:

· Each unit should have a public site and a private (secured) site. The secured site would allow for posting of FOUO content.

· Centralized security of site and content

· High-availability of site content

· Each unit provides for their own account management.

· Centralized web hosting - one URL versus the hundreds they had previously

· Consistent and easy to follow templates to ensure a standard "look and feel" across the site.

· A standard, easy to implement login process that would allow all authorized DoD personnel access to the private site.

· Lowered training costs associated with content publishing/updating

· Ability to post content quickly

· Enhanced search capability for the entire site

We were able to provide an enterprise web solution that met each of their requirements and did so in a very short timeline, going from development to product launch in 6 months. We were able to accomplish this through a core team of 3 developers coupled with Microsoft Consulting Services. This included purchasing, configuring and deploying all hardware and software involved in the project. 

We custom built much of the software that helps drive the site including the web based user management tools, internal help-desk application and calendaring system. In addition, we used an interface with the Defense Manpower Data Center's "WebGuard" system to provide automated access to authorized DoD personnel using information from DEERS.

How were we able to accomplish this in such a short time, and more importantly how can we provide similar results for your organization? We will look at the technology and skills used to create these results in the following sections.

Content Publishing with Microsoft CMS Server

At the heart of the Naval Reserve's web system is Microsoft's Content Management Server 2002. In Microsoft's own words, "Microsoft Content Management Server 2002 provides a faster, more cost-effective way to create, deploy, and maintain mission-critical, content-rich Web sites." We combined this with a number of Microsoft technologies to develop the complete solution. Microsoft SQL Server 2000 for example provides the central data repository where all information from the CMS web site resides. Additionally, Microsoft Active Directory provides the security domain that allows for granular management of each unit and user within the CMS system.

Here is what essentially happens when an author wishes to update content. 

· First, the author logs into the system from a web based form. This form checks to see which areas of the web site the person has access to change and directs them to the public side of that section. 

· From there, the author can choose to edit the site from a menu bar that appears to authors. 

· When the author enters "edit mode" a series of placeholders appear on the screen in pre-defined areas. These placeholders are areas such as a title area, image area, main content area and footer area. These placeholders are custom-built .NET components and do not require a download to the author's machine.

· The author chooses an area and creates/edits content in that area just as if they were using a word processor. Font tools (bold, italic, underline, size, color, etc.) are available as well as other items commonly found in a word processor. 

· When complete, the author can preview the information before approving it for posting.

· When approved, the content is immediately live.

Of course, this is a rather simplified view of things. In reality, you can have more or less control over the process by setting up workflows where authors submit content to editors who can approve content, etc.

Public versus Private Sites

One of the key components of the Naval Reserves web solution was the designation of Public versus Private information. As a government organization, they wanted to provide general information to the public about the Naval Reserves. In addition, this served as a valuable recruiting tool. However, to become an effective "one stop portal" for the Naval Reservist, they required the ability to post private information as well such as drill schedules and other information up to a FOUO designation.

Naturally, access to the private area must be controlled, but at the same time the Naval Reserves did not want to create an additional username/password for Reservists to remember and add the additional overhead of maintaining accounts for each of it's approximately 80,000 Reservists. To address this unique challenge we turned to the Defense Manpower Data Center's (DMDC) "WebGuard" authentication system. DMDC's WebGuard allows for us to compare a given last name, SSN, and date of birth against the DEERS repository to determine a person's status in DEERS. With the appropriate status in DEERS, a user is granted access to the private site. Information is submitted to the DMDC WebGuard system via a 128-bit SSL encrypted form to ensure the privacy of sensitive user information.

Centralized Security of Site and Content

Security is at the top of any government organization's list of Information Technology priorities. Prior to their Content Management Solution, the Naval Reserves had over 500 different web sites with varying states of security. With the Content Management Solution provided to them, their entire web site resides on an active/active cluster behind both the U.S. Navy's core firewall and an internal firewall cluster.

High-Availability of Site Content

Why clustering? The active/active web cluster allows for the site to remain available nearly all of the time, even when a server might need to be brought down for maintenance or patching. With two "mirror image" servers, one can be brought down while the other continues to serve pages. Additionally the firewall cluster provides similar high-availability and security.

The clustering also provides for a single repository for the reservist to upload content. Information entered on one server is automatically "mirrored" to the other server.

Decentralized Account Management

While the majority of Reservists are handled via the WebGuard method mentioned above, there exists a need to manage a security domain to authorize authors, editors and administrators for site content. The Naval Reserves again wanted to have a system that didn't depend on a single group being responsible for the entire force. Using Microsoft's Active Directory Services and .NET programming, we developed a decentralized accounts administration module that allowed each of the now 728 units to manage their own authors, editors and administrators. Since the initial inception of this project, we have also developed a rich client application that operates over an SSL secured web service connection. This allows administrators at the Reserves Staff level to directly administer users in units below them should the need arise.

Centralized Web Hosting

Currently, the entire site infrastructure is located in our data center at SPAWAR Systems Center Charleston. The equipment is scheduled to be relocated to the Headquarters, Naval Reserve Forces Command in New Orleans during the 3rd quarter of 2004.

Template Driven Web Design

To facilitate ease of use and enforce a consistent look and feel across the site, the web solution uses templates approved by the Naval Reserve to provide a framework from which unit authors can work in. A template may have marked areas for a title, images, and main content area where the author only has to enter information in those areas and the rest of the page layout is automatic.

Low Training Costs

Since posting content on the Naval Reserves web system requires only basic word processing skills, the Naval Reserves is able to capitalize on pre-existing skill sets or in some cases gaining a dual advantage to fundamental word-processing training for their personnel.

Enhanced Search Capability

With the Naval Reserves web system providing a "one stop shop" for the Naval Reservist it makes sense that they would be able to quickly and efficiently search the site for relevant content. To provide the capability we use a Google search appliance that crawls the site and provides search results in a template we developed to keep the look and feel consistent with the rest of the web site.

Section 2 – Technology Overview

The 30,000 foot view

When designing the architecture for this system we wanted to overcome any "single point of failure" that we could. Providing this at the heart of the system is an active/active web cluster tied to an active/passive database cluster. Dual Domain Controllers provide for authentication. In addition, the entire system is behind an active/active clustered firewall appliance.

Support systems are less robust since they are in essence less critical. A backup server backs up server data to a Storage Area Network (SAN). Additionally we employ a central notifications server that monitors the health of all systems and reports to administrators anything of concern. This information is received via both e-mail and text messaging sent to cell phones.

Section 3 –ROI

What kind of ROI does such a solution provide?

The custom applications benefit users, who are able to copy and paste content into web page templates without using an HTML editor or FTP program.  Users also can control their own content without the need for a webmaster, eliminating potential bottlenecks when it comes to getting the data posted in a timely and efficient manner 

This new all-encompassing Naval Reserve web presence will enable the Navy to reduce training, maintenance, software and hardware costs and to centralize security in one location. The Naval Reserve Force anticipates a significant return on its investment, saving approximately $9 Million in year one and up to $12 million annually the remaining years the system is in service.


Section 3 –Team Skill sets

What skills do we offer?

The core team consists of 4 personnel. 

· Each is dual certified as Microsoft Certified Solution Developer (MCSD) for the .NET framework and Microsoft Certified Applications Developers (MCAD) with at least 2 years of .NET development experience.

· Three are Microsoft Certified Database Administrators (MCDBA)

· One is industry certified in hardware, networking and security to include having been a Subject Matter Expert for CompTIA's Server+ exam and Security+ exam.

· Extensive SQL, CMS and Directory Services programming experience

· Experience designing XML Web Services

· Experience designing Pocket PC applications.
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