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1. The purpose of this US National Letter of Promulgation is to
implement JANAP 128(J) within the Armed Forces of the United
States. JANAP 128(J), "AUTOMATIC DIGITAL NETWORK (AUTODIN)
OPERATING PROCEDURES," is an UNCLASSIFIED publication developed
for allied use and, under the direction of the Chairman of the
Joint Chiefs of Staff, is promulgated for guidance, information,
or use of the Armed Forces of the United States and other users
of US military communication facilities.

2. JANAP 128(J) is effective upon receipt and supersedes JANAP
128(I), which will be destroyed in accordance with current
security regulations.

3. Permission is granted to copy or make extracts from this
publication, as desired, without reference to the Joint Staff.

4. Correspondence concerning this publication should be
addressed as follows:

a. Service-originated correspondence will be forwarded
through the normal military chain of command, marked for the
attention of the appropriate Service communications chief or
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Joint Staff:
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Electronics Board, Joint Staff, Pentagon, Washington, D.C.
20318-6100.

For the Chairman of the Joint Chiefs of Staff:
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CHAPTER 1
GENERAL

101. PURPOSE. This publication prescribes the operating
procedures and practices applicable to the Defense
Communications System (DCS) Automatic Digital Network
(AUTODIN), and to other US record communications networks as
specifically authorized by respective controlling
authorities.

102. POLICY. These instructions shall be used by personnel
of all stations and agencies in the preparation,
transmission, and handling of traffic exchanged between
communications facilities served by the AUTODIN or other US
record communications networks as specifically authorized by
respective controlling authorities. If any conflict with
other instructions exists, the procedures prescribed in this
publication will apply. If the procedures prescribed herein
do not cover specific operating requirements, a resort to
initiative and common sense should suffice.

103. NETWORK DEFINITION. The DCS AUTODIN system is a
world-wide Department of Defense computerized general purpose
communications system which provides for the transmission of
narrative and data pattern traffic on a store-and-forward
(message switching) basis. The world-wide DCS AUTODIN system
is comprised of two interconnected portions, CONUS AUTODIN
and Overseas AUTODIN.

104. OBJECTIVE. The objective of AUTODIN is to provide a
reliable, secure and efficient general purpose communications
system which incorporates error detection techniques and the
highest speed transmission equipment available.

105. TERMINOLOGY. Throughout this publication the
abbreviation ASC (AUTODIN Switchlng Center) will be used when
referring to both the CONUS and Overseas AUTODIN Switching
Centers. In those instances where a procedure is applicable
only to the CONUS or Overseas ASC, it will be so identified
by reference to "CONUS ASC" or "Overseas ASC", &s
appropriate.

106. REQUIRED LEAD-TIME TO EFFECT PROCEDURAL CHANGES.

a. Minor procedural changes requiring computer program
alterations only at the ASC will normally be accomplished
within 30 days after approval. Major procedural changes may
require longer, depending on the magnitude of the change.
Changes of an emergency nature will be made as fast as
possible. These may require an emergency programming change
at the ASC as an interim measure until a more permanent
change can be programmed.
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106. (Continued)

b. Procedural changes requiring computer reprogramming
at terminal stations of AUTODIN will become effective not
less than 21 days after promulgation. Subscribers unable to
meet the effective date must notify their appropriate
Service/Agency not more than 14 days after promulgation.

¢. Routing indicator changes normally require 17 days
to promulgate and implement.

107. ILLUSTRATIONS.

a. The examples shown herein are for illustration
purposes only and do not necessarily reflect actual routing
indicator, call sign, address group, operating signal or
transmission identification assignments, or the appropriate
use of abbreviations in the message address. The format of
the examples, however, shows the proper sequence of the
message elements to be used; in addition, examples of service
messages illustrate appropriate textual composition.

b. In some examples the abbreviation "(TI)" has been
used in lieu of actual transmission identification. Wherever
(TI) appears, it infers appearance of the Start of
Transmission Function, the Start of Message Indicator (when
used) and the Channel Number, in that order as would be the
case in actual practice, see paragraph 403.

108. MINIMIZE. MINIMIZE information and instructions are
contained in ACP 121 US SUPP-1 and separate Service/Agency
documents.

109. REFERENCES. The following publications also apply to
operation of the AUTODIN:

a. ACP 117 CAN-US SUPP-1( ), Allied Routing Indicator
Book, (Canada-US Supplement No. 1).

b. ACP 117 us SUPP-4( ), US Special Jurpose Routing
Indicator Book, (US Supplement No. 4).

C. ACP 121( ), Communications Instructions - General.

d. ACP 121 us SUPP-1( ), Communications Instructions -
General, (US Supplement No. 1).

€. ACP 122( ), Communications Instructions - Security.

f. ACP 127( ), Communications Instructions - Tape
Relay.
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109. (Continued)

ACP 127 US SUPP-1( ), Communications Instructions -
Tape Relay (US Supplement No. 1).

h. ACP 131( ), Communications Instructions - Operating
Signals.

i. ACP 131 US SUPP-1( ), Communications Instructions -
Operating Signals (US Supplement No. 1).

j. ACP 167( ), Glossary of Communications-Electronics
Terms.

k. DCA CIR 310-D70-67, DCS AUTODIN Defense
Communications System Routing Doctrine General Purpose
Networks. Normanlly held by Major Relay Stations.

110. SPEED OF SERVICE. The speed of service objectives for
traffic transmitted over the AUTODIN are contained in ACP 121
US SUPP-1( ).
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CHAPTER 2

DESCRIPTION OF AUTODIN FACILITIES

201. AUTODIN SWITCHING CENTERS. The ASCs use two classes of
computerized switching equipment. The CONUS (including
Hawaii) ASCs use leased, contractor-furnished equipment; the
Overseas ASCs use Government-furnished equipment.

202. CONUS ASCs.

a. Each CONUS ASC is equipped with 300 terminations
for interswitch trunks and access lines.

b. Each CONUS ASC has the capability of functioning
with any of the five operational modes listed in paragraph
204.

c. There are nine ASCs in CONUS located at Andrews-
AEB—MP; Ft. Detrick, MD; Syracuse, NY; Albany;—GA; Gentile
AFS;OH; Tinker AFB, OK; McClellan-AFB;-CA; and Wahiawa, HI.

203. OVERSEAS ASCs.

a. The Overseas ASCs are equipped with 100 to 200
terminations.

b. Each Overseas ASC has the capability of functioning
with any of the five operational modes listed in paragraph
204.

& OV

c. There are—-six Overseas ASCs located at Groughton,
England; Pirmasens, Germany; Coltano,—Italy;.-Finegayan;—Guam;
Camp Drake, Japan; and Taegu; -Korea.

204. SYSTEM OPERATIONAL MODES.

a. Mode I. A duplex operation with automatic error
and charnel controls allowing indepzndent and simultaneous
two-way operation. This is accomplished by means of control
characters which are used to acknowledge receipt of valid
line blocks and messages or to return error information. The
terminal (or switching center) responds automatically to
these characters by continuing or stopping transmission
and/or displaying action information to the operator.
Examples of terminal equipments using this mode of operation
are Digital Subscriber Terminal Equipment (DSTE) compound
terminals and magnetic tape terminals.
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204. (Continued)

b. Mode II. A duplex operation, normally associated
with teletypewriter equipment allowing independent and
simultaneous two-way operation. There are no automatic error
and channel controls; message accountability is maintained
through channel sequence numbers and service message actions.

c. Mode III. A duplex operation with automatic error
and channel controls, but utilizing only one-way trans-
mission. The return direction is used exclusively for error
control and channel coordination response. The Mode III
channel is reversible on a message basis. Control characters
are used in the same manner as described in Mode I.

d. Mode IV. Unidirectional operation (send only or
receive only) without error control and channel coordination.
The Mode IV channel is nonreversible, and is equivalent to
half duplex operation of Mode II.

€. Mode V. A duplex operation, normally associated
with teletypewriter equipments, allowing independent and
simultaneous two-way transmission. Control characters are
used to acknowledge receipt of messages and to display
limited information to the operator. Message accountability
is maintained through the use of channel sequence numbers
with automatic response through use of control characters by
the distant terminal/switching center.
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CHAPTER 3

GENERAL OPERATOR INSTRUCTIONS

SECTION I

MESSAGE TYPES AND ELEMENTS

301. TYPES OF MESSAGES. Three types of messages are
authorized for preparation and transmission via the AUTODIN.

a. Single Call Messages. A single call message is one
destined for only one addressee or station.

b. Multiple Call Messages. A multiple call message is
one destined for two or more addressees or stations.
Addressees may be indicated as ACTION or INFORMATION.
Messages are limited to a maximum of 500 routing indicators.
A multiple call message includes a message prepared as a book
message.

c. General Messages. Messages which have a wide
standard distribution are termed general messages. They are
assigned an identifying title and sequential number by the
originator. For further details, see ACP 121 US SUPP-1.

302. MESSAGE ELEMENTS AND FORMATS. Messages will be
prepared in one of four formats for transmission via the DCS
AUTODIN Network:

a. PLAINDRESS.

(1) A PLAINDRESS message contains the originator
and addressee designations in plain language external to the
text.

(2) PLAINDRESS messages shall be composed of the
format lines showning in Annex C. Format lines 2, 4, 5, 6, 7
(and/or 8), 11, 12 (12A and 12I are mandatory, all other
elements are as required), 13, 15 and 16 are mandatory in
PLAINDRESSS. Other format lines may be used when required.
Paragraph 413, contains additional information pertaining to
unique requirements surrounding emergency action messages
(EAMS) .
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302.a.(2) (Continued)
Example of a PLAINDRESS Message:
FORMAT CONTENTS
LINE
2 RTTUZYUW RUEBABA1234 1081400-UUUU--RUKKLAA.
4 ZNR UUUUU
5 R 181239Z APR 92
6 FM AFSC ANDREWS AFB MD
7 TO ELMENDORF AFB ALASKA
11 BT
12a UNCLAS
121 TEXT
13 BT
15 #1234
16 (2CR) ( 8LF ) NNNN

2,

4,
PLAINDRESS messages.

b. ABBREVIATED PLAINDRESS.

JANAP 128(J)

END OF

LINE
FUNCTIONS
(2CR) (1LF)
(2CR) (1LF)
(2CR) (1LF)
(2CR) (1LF)
(2CR) (1LF)
(2CR) (1LF)
(2CR) (1LF)
(2CR) (1LF)
(2CR) (1LF)
(2CR) (1LF)

(1) An ABBREVIATED PLAINDRESS message omits
certain format lines for message brevity.

(2) ABBREVIATED PLAINDRESS messages shall be
comprised of the format lines shown in Annex C.
11, 12, 13, 15 and 16 are mandatory in ABBREVIATED

Format lines

Paragraph 413 contains additional

information pertaining to unique requirements surrounding
emergency action messages (EAMS).

FORMAT
LINE

11
12A
121
13
15
16

all action/info
encrypted text.

Example of an ABBREVIATED PLAINDRESS message:

CONTENTS

PTTCZYUW RUCLDBA0123 1081400-CCCC--RUHHLFA.
ZNY Ccccce

BT

CONFIDENTTIATL

TEXT

BT

#1234

(2CR) (8LF ) NNNN

c. CODRESS.

END OF
LINE
FUNCTIONS

(2CR) (1LF)
(2CR) (1LF)
(2CR) (1LF;
(2CR) (1LF)
(2CR) (1LF)
(2CR) (1LF)
(2CR) (1LF)

(1) A CODRESS message discloses the originator and

Format lines 6, 7,

a CODRESS message.

rmation addressee designations only within the
8 and 9 are never used in
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302.c. (Continued)

(2) The heading of a CODRESS message contains only
the information essential for routing the message to the
receiving station.

(3) Plain language transmission instructions are
prohibited.

(4) The classification designator "U"
(UNCLASSIFIED) will be used in format lines 2 and 4 for all
CODRESS messages. Paragraph 413 contains additional
information pertaining to unique requirements surrounding
emergency action messages (EAMS).

Example of a CODRESS Message:

FORMAT CONTENTS END OF
LINE LINE

FUNCTIONS
2 RTTUZYUW RUEOLGA0025 1081400-UUUU--RUCIABA. (2CR) (1LF)
4 ZNR UUUUU (2CR) (1LF)
5 R 1813297 APR 92 (2CR) (1LF)
10 GR55 (2CR) (1LF)
11 BT (2CR) (1LF)
121 XXXXX XXXXX XXXXX XXXXX (TEXT) (2CR) (1LF)
13 BT (2CR) (1LF)
15 #0025 (2CR) (1LF)
16 (2CR) (8LF ) NNNN

d. DATA PATTERN. DATA PATTERN (80 data characters
lineblock or variable length line-block) messages normally
contain only format lines 2, 12 and 16. However, other
message format lines, as applicable, may be used by mutual
agreement between message originators and addressees. Format
line 4 with proper Transmission Release Code (TRC) matching
that of the security field in format line 2 must be used on
DATA PATTERN traffic addressed and routed to a regional
defense organization or foreign nation. Piloted DATA PATTERN
messages addressed and routed to a regional ciefense
organization or foreign nation are prohibited. These piloted
messages will be rejected on output for Pilot Format Error
(PFE). Format line 4 is also required on DATA PATTERN
messages designated SPECAT (See paragraph 318). These
messages will not be addressed to other than AUTODIN
stations. DATA PATTERN messages will have an originating
station LMF of B, C, D, or I.
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302.d. (Continued)

Example of a DATA PATTERN Message:

FORMAT CONTENTS

LINE

2 RCCUDAAA RUDOFDAO123 1081400 0050-UUUU-~-RUFTDBA.
121 TEXT - 48 CARDS

16 RCCUDAAA RUDOFDA0123 1081400 0050-UUUU NNNN

303-304. _RESERVED.
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SECTION II
ROUTING

305. GENERAL INSTRUCTIONS AND POLICY.

a. General. The originating communications facility
is responsible for selecting the correct routing indicator
for the communications facility serving the addressee.

b. Policy. All messages will be routed in accordance
with the appropriate ACP 117 series publication and as
prescribed by the record traffic on-line cryptographic
operation policy contained in ACP 121 US SUPP-1.

c. Collective Routing Indicators.

(1) Collective routing indicators may be used in
conjunction with general messages when routing to 51 or more
addressees is required. Collective, as well as single call,
routing indicators may appear in the same message heading.

(2) To reduce the probability of reintroduction of
a collective routing indicator, the input collective
identifier of RHCR is changed to RUCR on output by the ASC.
Collective routing indicators will not be changed by
receiving stations for onward processing. If more than one
routing indicator is used in the header, collective and
single for example, the receiving stations will receive only
the collective and/or single routing indicator(s) for which
they are responsible.

(3) Tributary stations receiving a message
containing a collective routing indicator shall interpret the
message as being addressed directly to them and for
distribution as required.

(4) Tributary stations will not reintroduce
messages bearing collective routing indicators into the
network. The reintroduction of such messages will cause

duplication to the stations having already received the
message, and could cause a significant system backlog.

(5) Tributary stations will not assign collective
routing indicators to originated messages unless specifically
authorized. Stations authorized to originate collective
messages are listed in ACP 117 CAN-US SUPP-1, Section V.
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305.c. (Continued)

(6) The inclusion of a non-U.S. routing indicator
in the composition of a collective routing indicator is
prohibited.

d. Self-Addressed Messages. Tributary stations will
not transmit self-addressed messages into the AUTODIN for any
purpose other than quality control testing. However,
Tributary Stations whose systems do not automatically
generate record copies of transmitted messages may also
self-address service messages only.

306. REQUESTS FOR ROUTING INDICATOR ASSIGNMENTS, CHANGES OR
DELETIONS. Requests for routing indicator assignments,
changes, or deletions will be submitted through appropriate
Service/Agency channels as outlined in the General
Instructions, ACP 117 CAN-US SUPP-1. Responsible activities
will ensure requests are properly coordinated and submitted
sufficiently in advance for Service/ Agency approval and
necessary implementation action (paragraph 106.c.).

307. ROUTING DOCTRINE. Established primary routes for the
transmission of record traffic within the DCS AUTODIN are
contained in DCA CIR 310-D70-67.

308. ALTERNATIVE ROUTING. The AUTODIN may be used to
alternatively route traffic from other inter-connected
networks. Messages alternatively routed via AUTODIN
facilities will re-enter the other networks in the same
format as originated.

309. RESERVED.
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SECTION III
SECURITY

310. Operating Rules.

a. Required security protection will be afforded all
classified traffic transmitted through the AUTODIN.

b. As each message is transmitted by an originating
station, the ASC automatically checks and compares the
security classification stated in the header of the message
against the authorized security level of the incoming
circuit. Transmission of a message with higher security
level than authorized will result in the message being
rejected by the ASC. 1In addition, an automatic system
generated service will be transmitted by the ASC to the
routing indicator contained in the originating station
routing indicator field of the violating incoming message
advising the originating station of the possible security
compromise.

c. The ASC automatically checks and compares the
security classification contained in the header of each
message against the security classification of each
destination. A security mismatch occurs for each destination
that does not possess the necessary security level and the
ASC takes the following action:

(1) If a security mismatch is detected by the
originating station’s ASC, two methods are employed to
request reprotection of the undelivered destination.

(a) If the message is single address, the ASC
rejects the message. Alarm conditions will appear at the
originating terminal indicating reprotect the message. Modes
ITI and IV terminals receive service message.

(b) If the message is multiple address with
no deliverable destination due to security mismatch or

invalil routing, the ASC rejects the message as in (a).

(c¢) If the message is multiple address with
at least one deliverable destination, the ASC accepts the
message and delivers to all valid destinations. An automatic
generated service is transmitted to the routing indicator
contained in the OSRI field of the message or, in some cases,
to the Service Message Routing Indicator (SMRI) for those
stations having a relay responsibility advising to reprotect
for the routing indicator(s) unacceptable due to security
mismatch.
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310.c. (Continued)

(2) If a security mismatch is detected by a
distant ASC, an automatic system generated service is
transmitted to the routing indicator contained in the OSRTI
field of the message advising to reprotect for the routing
indicator(s) unacceptable due to security mismatch. This
method of protection is employed for both single and multiple
address messages.

d. The ASC will automatically check and compare those
messages containing a TRC in the redundant security fields of
the message header with the routing line information of
messages being transferred into the networks of regional
defense organizations or networks of foreign nations. A
mismatch of the TRC and the allied routing indicators will
cause the ASC to reject the message and initiate service
action to the routing indicator shown in the OSRI field of
the message. 1In the case of a multiple address message, the
ASC will accept and deliver the message to valid US and other
regional defense organizations or national routing
indicators.

311, Securitv Rules.

a. Classified narrative messages will contain the
security classification as the first word of text. FEach
letter of the security classification shall be separated by a
space; e.g., S E C R E T. In unclassified EFTO messages, the
abbreviation EFTO will be spaced; e.g., UNCLAS E F T O. If
an error is made in the preparation of the classification, it
will be lettered out and reperforated without error.

b. Classified and unclassified DATA PATTERN messages
will not be combined in the same transmission under content
indicator code 7ZZD2Z (See Annex B).

c. In-station operating procedures will be carefully
composed and rigidly enforced to preclude inadvertent
transmission of classified messages to stations or agencies
not connected by properly secured circuits or not approved
for the security classification and any special category or
special handling designations of the message involved.

d. Adequate precautions will be provided for the
protection, destruction and disposition of classified
messages in accordance with existing Service/Agency
instructions. ‘
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312. Improper Transmission of Classified Messages.

a. A classified message received in the clear over a
nonapproved or nonsecure circuit is considered to have been
subjected to possible compromise.

b. Unless the provisions of paragraph 313 apply, the
originating station will be immediately notified by an
unclassified priority service message that the classified
message was received in the clear over a nonapproved or
nonsecure circuit, and will take necessary action in
accordance with separate Service/Agency instructions.

Example of a service message to originating
station:

PTTUZYVW RUAOFDA1278 0831130-UUUU--RUWMADA.

ZNR UUUUU

BT

UNCLAS SVC ZUI RUWMADA1421 0831100 2410457Z.
PROVISIONS OF PARA 312B JANAP 128 APPLY. DELIVERY TO
ADDRESSEE EFFECTED

BT

#1278

NNNN

NOTE: 1In those instances when the involved message
is not addressed to the receiving station, the
originating station will be advised to
reprotect message.

c. An originating station that attempts to transmit a
message with a higher than authorized security level must
determine if the message has been subject to compromise (See
paragraph 310.b.). Individual Service/Agency instructions
provide the guidelines for in-station security compromise
procedures.

d. US communications stations detecting improper
transmissions of the type in procedural violation of
paragraph 707.b.(1l)(c), ACP 121 US SUPP-1 will notify the
originating communications station citing the reference
paragraph, which requires the originating station or its
designated cryptoguard to perform off-line encryption prior
to transmission. This action is in addition to any applicable
action because of a security violation.

313. Classified Messages Transmitted in Plain Language.

a. When a requirement exists to transmit a classifiled
message in plain language over a nonsecured circuit under the
provisions of paragraph 326, ACP 121 the following procedures

apply:
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313.a. (Continued)

(1) The designator "U" will be used in format
lines 2, 4 and 16 as applicable in lieu of the appropriate
classification designator letter. The designator "U" used in
format line 4 will be preceded by the operating signal ZNR;
i.e., ZNR UUUUU. If the message is addressed and routed to a
regional defense organization or foreign nation, a TRC will
appear in format lines 2 and 4 (See Chapter 7). Paragraph
413 contains additional information pertaining to unique
requirements surrounding emergency action messages (EAMS).

(2) In messages prepared in PLAINDRESS or
ABBREVIATED PLAINDRESS format, the word CLEAR will be the
first word in format line 12. TRC rules as defined in
Chapter 7 apply to messages addressed and routed to regional
defense organizations or foreign nations.

(3) In messages prepared in DATA PATTERN format
that are addressed and routed to a regional defense
organization or foreign nation, a format line 4 together with
the proper TRC; i.e., ZNR UUUBB must be included. The word
CLEAR will appear immediately after the security/TRC
combination; i.e., ZNR UUUBB CLEAR.

314. Encrypt for Transmission Only (EFTO) Messaqges.

a. Unclassified Encrypt for Transmission Only (EFTO)
messages will be transmitted:

(1) Wwithin the continental United States, Alaska,
Guam, Hawaii, and Puerto Rico over on-line secured or
approved circuits or in Category A off-line cryptosystems.
In cases where these protective measures cannot be applied,
electrical transmission in the clear over landline/microwave
circuits is authorized.

(2) Outside the continental United States and
between the areas designated above, over on-line secured or
approved circuits or in Category A off-line cryptosystems.
In cases where these protective measures cannot be applied,
electrical transmission in the clear is authorized via
landline (all metallic) circuits provided that:

(a) All terminating points of such circuits
are located on US controlled bases, camps, stations, or other
facilities;

(b) Such circuits are operated exclusively by
US personnel; and,

(c) Non-US personnel are denied uncontrolled
access to all terminals and the transmission media thereof.
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314.a. (Continued)

(3) EFTO messages will be routed in accordance
with general instructions, ACP 117 CAN-US SUPP-1.

(4) Communications stations unable to forward EFTO
messages by secure electrical means may forward such messages
via nonsecured circuits as authorized in subparagraph (1) or
(2) above. Rerouting will be accomplished as follows:

(a) Teletypewriter Messages. In accordance
with paragraph 411 and 428.d., except that all classification
designators in format line 2 will be changed to "U" and
format line 4 will read ZNR UUUUU 2zL followed by information
required by paragraph 428.e.(1l) through (4). Paragraph 413
contains additional information pertaining to unique
requirements surrounding emergency action messages (EAMS).

(b). Data Pattern Messages. 1In accordance
with paragraph 504, except that all classification
designators in the pilot will be "U" and the content
indicator code/communications action identifier will be ZZLW.
DATA PATTERN messages that contain a format line 4 will
require changing the format line 4 to ZNR UUUUU ZZL.

(5) The EFTO procedure is authorized for use
within the Department of Defense, the National Security
Agency, and the Federal Aviation Administration, and is
accepted for delivery of US military originated messages by
the General Services Administration. Should EFTO messages be
received containing addressees who do not recognize the EFTO
policy, the communications station effecting delivery will
delete EFTO prior to delivery to those addressees. EFTO
messages will not be addressed or routed to a non-U.S.
addressee or routing indicator.

(6) The receipt of an EFTO message over an
unauthorized/nonsecure high frequency radio/channel will be
considered a procedural, not a security violation. The

station noting the unauthorized transmission, will, by EFTO
service message, notify the station having transmitted the
EFTO message. The originator or the addressee will not be
notified of the in-the-clear transmission.

b. After receipt by the communications center, an EFTO
message will be edited if and as required by applicable
cryptographic publications or service instructions and
distributed as an unclassified message. Distribution to the
addressee by telephone may be made in those instances where
such delivery has been determined to be the most practical
means.
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315. Straggler Messages. A straggler message is one which
either trails or is attached to a preceding message.
Straggler messages may be caused by: garbles during
transmission; equipment malfuntions; incorrectly prepared,
improperly positioned or omitted end-of-message signal for
the first message, etc. Straggler messages may be transmitted
and received solely within AUTODIN or they may be received
from other teletypewriter and data networks. Straggler
messages will not necessarily be addressed to the receiving
station; therefore, message protection is required. 1If a
receiving station gets a transmission where the lead message
is incomplete and the trailer message is the same and
complete, the trailing message will not be processed in
accordance with straggler procedures listed below.
Transmission and message identification (format lines 2 and
16 for data pattern messages) of the incorrect transmission
will be forwarded to the communications headquarters of the
receiving station for corrective action as appropriate. The
originating or input station will be advised by service
message, citing specific details of the operator discrepancy.
When a straggler message is received, the following
procedures will apply:

a. If the first message addressed to and received by
the called station is incomplete, it will be serviced as
prescribed in paragraph 435.a.

b. The straggler message will be handled in the
following manner:

(1) TIf it is a single address message, and bears
only the routing indicator of the station at which it
arrived, and if the message involved is otherwise correct, it
shall be released for delivery.

(2) When it is received, except as specified in
(1), the originating station shall be informed by service
message and requested to reprotect the message as a suspected
duplicate. If the station which received the straggler is
one of the addressees, it also shall be released for
delivery.

(3) Forward a routine precedence service message
to the connected ASC as follows: For teletypewriter messages
cite format lines 2, 15 and 16 of both messages; for DATA
PATTERN messages cite format lines 2 and 16 of both messages.
In addition, the time of receipt of the transmission will be
included.

C. An ASC receiving notification of a straggler
message transmission will perform a search to determine
whether or not an actual straggler message condition exists
so that corrective action can be initiated.
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315. (Continued)

d. If an actual straggler message condition exists;
e.g., lead and straggler messages are different, the
switching center will attempt to determine the cause and
forward by message, using appropriate precedence, pertinent
message identification and all available details concerning
the identified straggler message to the Defense Information
Systems Agency (DISA) for evaluation and corrective action.
The appropriate DISA area center(s) and the communications
headquarters (CDRUSAISC, COMNAVCOMTELCOM, or AFCC) will be
included as info addressees.

e. ASCs detecting a suspected straggler message will
notify the input station by service message, citing the OSRI
and SSN of the lead message. Stations receiving such a
service message will be responsible for separating, providing
the prescribed EOM, and retransmitting all messages involved
to the called station(s).

f. ECP or FLASH messages received by ASCs with a
suspected straggler attached are accepted and processed to
the called station(s). The station inputting the ECP or
FLASH message into AUTODIN will be notified by service
message from the ASC to reprotect the suspected straggler
message to the called station(s). In those instances when the
input station determines that the ECP or FLASH message
contained a good EOM but had an improper EOM validation
sequence, no further action will be taken other than to file
the service message for record purposes.

316. End-of-Message (EOM) Validation. To inhibit straggler
messages, the ASC automatically checks and compares, on
input, the SSN appearing in format line 2 of each message
against the corresponding EOM validation number appearing in
format line 15 of teletypewriter messages or format line 16
of DATA PATTERN messages. Messages containing unlike
numbers, or missing in either line, will be rejected by the
ASC and the input station will be advised by an automatically
generated service message of a possible straggler message
condition (See paragraphs 315, 404, and 502).

~
317. Rules Regarding CODRESS Messages. The header of all
CODRESS messages will be in the clear. CODRESS messages
routed to regional defense organizations or foreign nations
must contain a transmission release code in format lines 2
and 4 (See Chapter 7).
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317. (Continued)

a. Some CODRESS messages may require more than one
transmission, depending upon the communication facilities
available for routing the message to the addressee(s). In
such cases, the originating station will prepare a separate
header for each transmission required. Each header will bear
a separate SSN to positively identify individual trans-
missions. The message header of each transmission shall
contain only those routing indicators, call signs or address
groups necessary to effect delivery to the addressee(s)
required to receive the particular transmission.

b. Transmission instructions (format line 4) shall be
used in CODRESS messages when the called station is required
to deliver the message without decrypting it. When the
called station(s) are also required to decrypt, and/or
deliver the message, the called station routing indicator
will also appear following the Prosign "T" in format line 4.
Paragraph 413 contains additional information pertaining to
unique requirements surrounding emergency action messages
(EAMS) .

318. Rules Regarding Special Category Messaqges.

a. Within the AUTODIN, Special Category (SPECAT)
messages will be identified by an oblique signal (/) and use
of the appropriate assigned designator, repeated five times,
immediately following the five repeated security characters
appearing in format line 4. In this regard, a format line 4
is required on a data transmission designated SPECAT.
Paragraph 413 contains additional information pertaining to
unique requirements surrounding emergency action messages
(EAMS) .

Example of a TOP SECRET SPECAT SIOP-ESI Message:

PTTTZYUW RUEJDCA1579 2691430-TTTT--RUFTABA.
ZNY TTTTT/AAADA

b. The designator "A" will be used on those SPECAT
messages designatel as SIOP-ESI. All other SPECAT messages
will use the designator "B".

c. The designators "A" and "B" will only be used in
conjunction with the SPECAT designated routing indicators
listed in ACP 117 CAN-US SUPP-1, ACP 117 US SUPP-2 and/or ACP
117 Us supp-4.

d. See Chapter 7 for additional information regarding
the use of SPECAT designators.
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319. Security Provisions.

a. Physical security measures for the protection of
cryptographic equipment and keying material will be provided
in accordance with National Security Agency (NSA) and Service

directives.

b. Reels, paper tapes, messages, and files will be
treated in accordance with the highest security
classification contained therein.

c. Magnetic tapes will be treated in accordance with
the highest security classification contained thereon, or
which has been recorded thereon since the last time that tape
has been degaussed by an approved type of degaussing
equipment.

d. Classified residue resulting from on-line
operation, including clear text message tapes, clear text
message paper copies, cards, etc., will be disposed of as
classified waste in accordance with the applicable
Service/Agency instructions.

320-324. Reserved.
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SECTION IV

TRIBUTARY STATION OPERATING HOURS

325. General. Expeditious delivery of messages to
addressees require that tributary stations maintain
continuous communications with their respective ASCs.
Tributary stations will not arbitrarily reduce operating
hours or assume unattended status.

326. Requests for Reduction or Change of Operating Hours.

a. When local conditions necessitate reduction in
operating hours of a tributary station to less than 24 hours
a day, seven days a week or to change the present operating
hours, the requesting agency will forward requests to their
connected ASC and appropriate Service/Agency headquarters and
obtain approval before any reduction in operating hours is
undertaken.

b. Requests for curtailment or change of operating
hours will contain, but are not limited to, the following:

(1) Desired hours of operation.

(2) Average traffic volume for the proposed hours
of closing, for both originated and terminated traffic over
the past 90-day period.

(3) Average anticipated traffic volume for the
proposed hours of closing, projected over the next twelve
calendar months.

(4) Reason for curtailment or change request and
customer(s) concurrence.

(5) Security measures taken to protect equipment
during inoperative period.

(6) Provisions made to receive high precedence
traffic during curtailed operations.

c. When part-time, change of hours or curtailed
operation has been approved, strict compliance with the
schedule is mandatory.

327. TIributary Station Responsibilities. Tributary stations
operating as a part-time terminal will be responsible for:

a. Establishing procedures with the alternate delivery
station for receipt of high precedence traffic. If no
alternate is specified, or when the alternate station is
unable to receive traffic, respond to a request by the ASC to
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327. (Continued)

open for operation when traffic is received that meets time
criteria specified by the Telecommunications Certification
Office (TCO). A representative designated by the Commander or
Officer in Charge of the closed tributary station must decide
whether the station will be opened to receive traffic or
whether traffic will be held at the ASC until the next
scheduled hours of operation. The identity of the tributary
station representative electing to open or to hold the
traffic will be recorded at the ASC. ASC personnel will not
be held responsible for examination of the message text to
determine its importance.

b. Message delays incurred due to curtailed hours of
operation. ASCs will not include message delays in their
in-station handling time.

c. Providing adequate protection to station equipment
against damage, theft, or fire.

d. Insuring the station remains open if in a failed
line or equipment condition at the scheduled time of closure.
Required maintenance will be completed or a decision made by
the tributary OIC to close prior to completion of the
maintenance. If the tributary OIC directs the closure of the
tributary prior to completion of maintenance, the tributary
OIC will advise the connected ASC shift supervisor of his
decision, and give assurance that the maintainer has been
requested to be at the tributary when it is scheduled to
reopen to complete the required maintenance.

e. Remaining open each day until all PRIORITY
precedence or higher traffic in the ASC for the tributary is
cleared.

f. Providing the ASC the name and telephone number of
the individual or designated representative who will be
available 24 hours a day to open the tributary or make the
decision to hold traffic at the ASC.

g. Opening and c1051ng procedures and transmitting

opening and closing notices to the connected ASC as prescibed
below:
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327.g. (Continued)
(1) Opening Procedures/Notice:

(a) The tributary will be made ready to pass
traffic at the scheduled time.

(b) Tributary equipment will be checked.
(c) Circuit will be activated and tested.

(d) Equipment will be started at the
direction of the ASC. Prior to transmission of traffic, an
opening notice of IMMEDIATE precedence will be routed to the
connected ASC CSA position and to the routing indicator of
the transmitting station.

Example:

OTTUZYVW RUCLFBAl1214 0990830-UUUU--RUCLCSA RUCLFBA.
ZNR UUUUU

BT

UNCLAS SVC 1015. QRV 0990830

BT

#1214

NNNN

(2) Closing Procedures/Notice:

(a) All PRIORITY precedence or higher traffic
must be cleared prior to closing.

(b) Fifteen minutes before closing, terminal
stations employing Channel Sequence Numbers (CSNs) will send
a closing notice of PRIORITY precedence to the connected ASC
CSA position and to the routing indicator of the closing
station.

Example:

PTTUZYVW RUCLBIA1017 1000145-UUUU--RUCLCSA RUCLBIA.
ZNR UUUUU

BT

UNCLAS SVC ZKJ2 100100072 ZID IBAl24

BT

#1017

NNNN

Verify the CSN of the last good message received against the
number of the returning closing notice. If the CSN of the
closing notice is in sequence with the last good message
received, the terminal will close. 1If a disparity exists,
the terminal will immediately take service action in
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327.g9.(2) (b) (Continued)
accordance with paragraph 433 and then close.

(c) Fifteen minutes before closing, terminal
stations not employing CSNs will send a closing notice of
PRIORITY precedence to the ASC CSA position.

Example:

PTTUZYVW RUCLBTA2340 1201945-UUUU--RUCLCSA.
ZNR UUUUU

BT

UNCLAS SVC ZKJ2 1210400%2
BT

#2340

NNNN
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SECTION V

ASC OPERATIONS

328. Automatically Generated Pilots.

a. The ASC is programmed to automatically generate a
line 1 pilot for all message formats prescribed in paragraph
302 when:

(1) A suspected duplicate transmission is
generated (ZFDY).

(2) A collectively routed message is alternatively
routed to another station (ZZGW).

(3) A combination of the conditions listed above
occur (IJJY).

b. The appropriate content indicator code/communi-
cation action identifier from Annex B will be inserted, as
required, in positions 5 through 8 of the line 1 pilot.

c. The routing indicator of the ASC generating the
pilot is inserted in the record count field of the line 1
pilot.

d. Except as specified in b and c above, all other
elements of the pilot through the start-of-routing signal are

identical to those contained in format line 2 of the original
message.

Examples of ASC Automatically Generated Pilots:

(1) Suspected Duplicate (ZFDY) .

FORMAT CONTENTS

LINE

1 (TI) (as required)

1 RTTUZFDY RUCIABA1234 1741430 RUWT-UUUU--RUWTPPA.
2 RTTUZYUW RUCIABA1234 1741430-0UUU--RUWTPPA.

4 ZNR UUUUU

5 R 231400z JUN 92

Remaining format lines

(2) Collectively Routed Message.

FORMAT CONTENTS
LINE
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328.d.(2) (Continued)

1 RTTUZZGW RUEBABA1234 1741530 RUEB-UUUU--RUEBEFA.
2 RTTUZYUW RUEBABA1234 1741530-UUUU--RUCRCEOQO.

4 ZNR UUUUU

5 R 2314452 JUN 92

Remaining format lines

(3) Suspected Duplicate and Collective Alternate

(IJJY).
FORMAT CONTENTS

LINE

1 RCCCIJJY RUEOABA1234 1741715 RUEO-CCCC--RUEOLFA.
2 RCCCDAAA RUEOABA1234 1741715 0050-CCCC--RUCRCEO.
121  TEXT - 48 CARDS

16 RCCCDARA RUEOABA1234 1741715 0050-CCCC NNNN

e. ASC generated line 1 pilots must be removed prior
to reintroduction of the message.

329. Automatically Generated Service Messages.

a. The ASC, upon detection of certain header and EOM
format errors, will advise the violating station by means of
an automatically generated service message. Stations charged
with onward relay of traffic may receive automatically
generated service messages from an ASC. These stations will
interpret such service messages as being addressed to them
and, when required, are responsible for processing these
messages in a format suitable for delivery to the station
having originated the message being serviced.

b. All ASC automatically generated service messages
are identified by use of the letters "CSD" appearing as the
5th, 6th, and 7th letters of the OSRI; e.g., RUCICSD or
RUFLCSD.

c. ASC automatically generated service messages
destined for Modes II and V stations will, when appropriate,
cite the transmission identification number of the message
being serviced in addition to the OSRI, SSN and the Julian
date and time filed.

d. The appearance of "REJ" or "ACC" at the end of
service message text indicates that the message being
serviced was either "rejected" or "accepted" by the ASC.
Stations in receipt of service messages which indicate "REJ"
are responsible for reprotection of the involved message to
the appropriate addressee(s).
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329. (Continued)

e. Listed below are examples of ASC automatically
generated service messages along with the reason(s) for its
generation and action to be taken upon receipt.

(1) 1Invalid Channel Designator.

VZCZCBAR233

PTTUZYVW RUEDCSD0001 2721400-UUUU--RUEDABA.
ZNR UUUUU

UNCLAS SVC RUEDABC1234 2731359

INVALID CD EXPECTED ABA130 RCVD BBA130 REJ/ACC
#0001

NNNN

Reason:

(a) Generated when the three-letter station/
channel designator is received invalid.

(b) ECP/FLASH traffic will be accepted for
processing.

(c) Precedence of service message will equal
that of rejected message.

(d) Applicable to Modes II and V.
Action Required:
(a) Check for possible equipment malfunction.

(b) Correct the channel designator letters
and reprotect the identified message to all addressees.

(c) Suspected duplicate procedures are not
required.

(2) 1Invalid Channel Sequence Number.

JZCZCBAA233

PTTUZYVW RUEBCSD0002 2721405-UUUU-RUEBDEA.
ZNR UUUUU

UNCLAS SVC RUEBDEA1234 2721400

INVALID CSN EXPECTED DEA125 RCVD DEA129 ACC
#0002

NNNN

Reason:

(a) Generated when the received CSN is either
non-numeric or out of sequence.
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329.e.(2) (Continued)
(b) Traffic will be accepted for processing.

(c) Precedence of service message will equal
that of rejected message.

(d) Applicable to Modes II and V.

Action Required: Check for possible equipment
malfunction.

(3) Open Channel Sequence Number.

VZCZCBAA233

OTTUZYVW RUWJCSD0003 0411201-UUUU--RUWJIDEA.
ZNR UUUUU

UNCLAS SVC

ZFX DEAO15 THRU DEA023

#0003

NNNN

Reason:

(a) Generated when an open number is
detected; i.e., a sequential number for which no transmission
was received.

(b) Precedence of service message will always
be IMMEDIATE precedence.

(c) Applicable to Modes II and V.

Action Required: Determine if a transmission(s) was
involved. If a transmission(s) was involved, the message(s)
will be retransmitted as a suspected duplicate.

(4) Invalid Routing Field.

(TI) (as required for Mode II/V)

PTTUZYVW RUWMCSDO00O06 2721630-UUUU-~RUWMABA.
ZNR UUUUU

UNCLAS SVC ABA0O06 RUWMABC1234 2721622
INVALID ROUTING FIELD REJ

#0006

NNNN

Reason:
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329.e.(4) (Continued)

(a) Generated when invalid separators
(spaces) or end-of-line functions are found; any RI is found
which is more than seven alphabetic characters; a non-alpha-
betic character or small ASCII alphabetic characters appears
in the routing field.

(b) Precedence of service message will equal
that of rejected message.

(c) Applicable to Modes I, IT and V.

Action Required:
(a) Check for possible equipment malfunction.

(b) Check tape/card for possible error within
routing field.

(c) Correct and reprotect the identified
message to all addressees.

(d) Suspected duplicate procedures are not
required.

(5) Excessive Routing Field.

(TI) (as required for Mode II/V)

PTTUZYVW RUEOCSD0007 0401204-UUUU--RUEODEA.
ZNR UUUUU

UNCLAS SVC DEAOO7 RUECDEA0119 0401200
EXCESSIVE ROUTING FIELD REJ

#0007

NNNN

Reason:

(a) Generated when the EOR signal does not
appear within the first 4480 characters or 500 routing
indicators.

(b) Precedence of service message will equal
that of rejected message.

(c) Applicable to Modes I, II and V.
Action Required:
(a) Message contains over 500 routing

indicators. Two separate transmissions will have to be made,
limiting each to a maximum of 500 routing indicators.
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329.e.(5) (Continued)

(b) Suspected duplicate procedures are not
required.

(6) Invalid Security Field.

(TI) (as required for Mode II/V)

OTTUZYVW RUDOCSDO0008 2721919-UUUU--RUDOABA.
ZNR UUUUU

UNCLAS SVC ABAOO8 RUDOABC1234 2721911
INVALID SECURITY FIELD REJ SEC TRC SRC
#0008

NNNN

Reason:

(a) Invalid Security Field - REJ. Generated
when an error occurs with the operating signals ZNR or ZNY in
format line 4, i.e., extraneous, illegal characters, non-
alphas, mispositioned field, etc.

(b) 1Invalid Security Field - SEC. Generated
if an error occurs in positions 4 or 30-31 (35-36 of DATA
PATTERN messages) of format line 2, or if an error occurs
within the first three characters of the security redundancy
field of format line 4. Also generated if the classification
characters in format lines 2 and 4 do not match or if the
message classification exceeds the security level of the
circuit.

NOTE: Errors in positions 32-33 (37-38 of DATA PATTERN
messages) in format line 2 or errors in the last two
characters of the security redundancy field of format line 4
will be treated as TRC rejects (See (c) below).

(c) Invalid Security Field - TRC. Generated
if the message is addressed and routed to a regional defense
organization or foreign nation and the TRC in format lines 2
and 4 do not match. Also generated if errors occur in
positions 32-33 (37-38 for DATA PATTERN messages) of format
line 2 or the last two characters of the security redundancy
field of format line 4.

(d) 1Invalid Security Field - SRC. Generated
if the message is a SPECAT and entry is attempted beyond the
SPECAT level authorized for the input terminal. Also
generated if errors occur in the SPECAT field; i.e.,
extraneous characters, illegal characters, non-alphas,
mispositioned fields, etc. The presence of four redundant
contiguous characters within the fifteen characters
immediately following the security redundancy in format line
4 will also create the condition.
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329.e.(6) (Continued)

(e) Precedence of service message will equal
that of the rejected message.

(f) Applicable to Modes I, II and V.

Action Required:
(a) Check for possible equipment malfunction.

(b) Check tape/card for possible error within
security field.

(c) Correct and reprotect identified message
to ail addressees.

(d) If rejection was due to improper classi-
fication for the input channel, reprotect the identified
message by authorized means. A determination will be made as
to whether the message was subject to compromise. Service/
Agency directives provide guidance for security compromise
procedures.

(7) Invalid Header.

(TI) (as required for Mode II/V)

RTTUZYVW RUCLCSD0004 2721628-UUUU~-RUCLABA.
ZNR UUUUU

UNCLAS SVC ABAO04 RUCLABC1234 2721622
INVALID HEADER REJ/ACC

#0004

NNNN

Reason:

(a) Generated for invalid header fields up
through the start-of-routing (--). This includes the
precedence, LMF, CIC, OSRI, OSSN, TOF, Record Count
(non-numeric), start-of-routing signal, and all separator
fields including the hyphen preceding the repeated
classification characters.

(b) ECP/FLASH traffic will be accepted with
errors in LMF, CIC, OSSN and TOF for processing.

(c) Precedence of service message will equal
that of rejected message.

(d) Applicable to Modes I, II and V.

Action Required:
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329.e.(7) (Continued)
(a) Check for possible equipment malfunction.

(b) Check tape/card for possible error within
header fields.

(c) Correct and reprotect the identified
message to all addressees.

(d) Suspected duplicate procedures are not
required.

(8) 1Invalid Routing.

(TI) (as required for Mode I1I/V)

OTTUZYVW RUWTCSDO0005 1231234-UUUU--RUWTABA.
ZNR UUUUU

UNCLAS SVC ABA(0OO5 RUWTABCO0072 1231230
INVALID ROUTING REPROTECT TO:

RUWTAAA-INV RUWTBBB-SEC RUWTCCC-LMF
RUWTDDD~-TRC RUWTEEE-SRC RUWTFFF-MFE

#0005

NNNN

Reason:

(a) Generated for invalid routing indicators,
TRC or SPECAT designators. Routing indicators are invalid
because:

1l INV - The RI does not appear in local
ASC routing tables. First character must be "R".

2 SEC - Message security classification
exceeds the level authorized for the addressee destination.

3 LMF - The addressee destination does
not have the capability to receive the message with stated
media.

4 TRC - The routing indicator in the
message does not match the transmission release code in
format lines 2 and 4.

2 SRC - The SPECAT designator contained
in format line 4 exceeds that of the output line.

6 MFE - Message is destined for a
narrative addressee and does not contain a valid format line
4 or is a piloted DATA PATTERN message routed to an ACP 127
format addressee.
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329.e.(8) (Continued)

(b) Precedence of service message will equal
that of the rejected message.

(c) Applicable to Modes I, II and V.
Action Required:

(a) Determine the correct routing indicator
and the identified message will be reprotected only to the
correct routing indicator.

(b) Suspected duplicate procedures are not
required.

(9) High Precedence Message Accept.

VZCZCBAA233

OTTUZYVW RUFTCSD0009 2721921-UUUU--RUFTABA.
ZNR UUUUU

UNCLAS SVC R Z ABAOO9 RUFTABC2012 2721920
#0009

NNNN

Reason:

(a) Generated when a ECP/FLASH message has
been accepted from a Mode II station.

(b) Precedence of service message will always
be assigned IMMEDIATE precedence.

(c) Applicable to Mode II.

Action Required: Upon receipt, file for record
purposes.

(10) Suspected Straggler.

(TI) (as required for Mode II/V)

OTTUZYVW RUADCSD(0012 2722001-UUUU--RUADABA.
ZNR UUUUU

UNCLAS SVC ABA0O10 RUADABC1234 2721234
SUSPECTED STRAGGLER REJ

#0012

NNNN

Reason:
(a) Generated when messages, except ECP/

FLASH, fail EOM straggler validation check; i.e., absence of a
# or the four numerics do not agree with the SSN in the header.
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329.e.(10) (Continued)

(b) Precedence of service message will always
be assigned IMMEDIATE precedence.

(c) Applicable to Modes I, II and V.

Action Required:
(a) Determine if a straggler did exist.

(b) If straggler did exist, action should be
taken to separate messages involved and provide proper EOM
sequence for both messages. Reprotection to all addressees
is required.

(c) If straggler did not exist, action should
be taken to ensure proper EOM validation sequence exists and
transmit identified message to all addressees.

(d) Suspected duplicate procedures are not
required.

(11) High Precedence Straggler.

(TI) (as required for Mode II/V)

OTTUZYVW RUHHCSD0012 2722009-UUUU--RUHHABA.
ZNR UUUUU

UNCLAS SVC ABAO11l RUHHABC1234 2722007

HI PREC MESSAGE ACCEPTED

PROTECT SUSPECTED STRAGGLER

#0012

NNNN

Reason:
(a) Generated when ECP/FLASH messages fail
EOM straggler validation check; i.e., absence of a # or the

four numerics do not agree with the SSN in the header.

(b) Precedence of service message will always
be assigned IMMEDIATE precedence.

(c) Applicable to Modes I, II and V.
Action Required:
(a) Determine if a straggler did exist.

(b) Straggler messages will be protected as
suspected duplicates.
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329.e.(11) (Continued)

(c) In those instances where the identified
FLASH message contained a good EOM, but had an improper EOM
validation sequence, no further action is required.

(12) 1Invalid EOM Sequence.

(TI) (as required for Mode II/V)

OTTUZYVW RUMMCSD0013 2731205-UUUU--RUMMABA.
ZNR UUUUU

UNCLAS SVC ABA012 RUMMABC1234 2731200
INVALID EOM REJ '

#0013

NNNN

Reason:

(a) Generated when a valid EOM sequence is
not found.

1l The letter "N" is not in Column 80 in
a single card message.

2 The letters "NNNN" are not the last
four characters in a series card message.

3 A "2LF NNNN" not found on a Mode I
teletype message.

4 Under certain ASC internal error
conditions, this message may be generated on Mode II and V
input.

(b) Precedence of service message will equal
that of rejected message.

(c) Applicable to Modes I, II and V.
Action Required:
(a) Check for possible equipment mualfunction.

(b) Check for proper EOM sequence and correct
any errors found.

(c) Retransmit identified message to all
addressees.

(d) Suspected duplicate procedures are not
required.
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329.e. (Continued)

(13)

Input Message Timeout.

(TI) (as required for Mode II/V)

RTTUZYVW RUMLCSDO0014 2731313-UUUU~-RUMLDEA.
ZNR UUUUU

UNCLAS SVC DEAO13 RUMLDEAO130 2731310

NO EOM RCVD REJ

#0014

NNNN

Reason:

(a) Generated when a input transmission has

been interrupted in excess of approximately three minutes
without the receipt of the EOM function.

(b) Precedence of service message will equal

that of rejected message.

(c) Applicable to Modes I, II and V.

Action Required:

(a) Reprotect identified message to all
addressees.
(b) Suspected duplicate procedures are not
required.
(14) Excessive Message Length.
(TI) (as required for Mode II/V)
RTTUZYVW RUCICSD0015 2731344-UUUU--RUCIDEA.
ZNR UUUUU
UNCLAS SVC DEAO14 RUCIDEAO149 2731314
EXCESS MSG LENGTH REJ
#0015
NNNN
Reason:

(a) Generated when a message exceeds the

allowable limit as follows:

1l Mode I and Mode V message exceeded 550

line blocks or 44,000 characters.

2 Mode II message exceeded 125 line

blocks or 10,000 characters.
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329.e.(1%) (Continued)

(b) Precedence of service message will equal
that of rejected message.

Action Required:

(a) Separate the identified message into
tranmission sections and reprotect to all addressees.

(b) Suspected duplicate procedures are not
required.

(15) Two Consecutive SOMs.

(TI) (as required for Mode II/V)
PTTUZYVW RUFLCSD0016 2731351-UUUU--RUFLABA.

ZNR UUUUU
UNCLAS SVC ABAO15 RUFLABA2314 2731347

TWO CONSEC SOMS REJ
#0016
NNNN

Reason:

(a) Generated when two consecutive SOMs are
received and detected by the ASC without an intervening EOM

sequence.

(b) Precedence of service message will equal
that of rejected message.

(c) Applicable to Modes II and V.

Action Required:

(a) Check for possible equipment malfunction.

(b) Check identified message for extraneous
"ZCZC".

(c) Reprotect identified message to all
addressees.

(d) Suspected duplicate procedures are not
required.

(16) Channel Continuity Verification.
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329.e.(16) (Continued)

(TI) (as required for Mode II)
PTTUZYVW RUFTCSD0017 2731511-UUUU--RUFTABA.

ZNR UUUUU
UNCLAS SVC ZID ABAO1l2

#0017
NNNN

Reason:

(a) Generated when 30 minutes have elapsed
with no receipt of traffic by the ASC.

(b) Precedence of service message is always
assigned PRIORITY precedence.

(c) Applicable to Mode II.

Action Required:

(a) Determine that the CSN reported as the
last received is correct.

(b) If station records agree with reported
CSN, the following service message will be transmitted:

(TI)
PTTUZYVW RUFTABA1254 2731516-UUUU--RUFTCSA.

ZNR UUUUU
UNCLAS SVC RUFTCSD0017 2731511

ZIC ABAQO12
#1254
NNNN

(c) 1If stations records do not agree with
reported CSN, the terminal station will take whatever action
is necessary to establish contact with the ASC and ascertain

the status of traffic.
(17) Invalid Block Count.

PTTUZYVW RUHJCSD0020 2731734-UUUU--RUHJMSA.

ZNR UUUUU
UNCLAS SVC RUHJMSAQ0444 2731649

INVALID RECORD COUNT REJ
#0020
NNNN

Reason:

(a) Generated when the record count field in
a data message is less than three or greater than 500 or when
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329.e.(17) (a) (Continued)

number of cards received does not agree with the record count
in message header. Messages with MTMS in record count of
header, the count will be validated against record count

shown in the EOT card.

(b) Precedence of service message will equal
that of rejected message.

(c) Applicable to Mode I.
Action Required:
(a) Check for possible equipment malfunction.

(b) Check message header/EOT for error and
reprotect identified message to all addressees.

(c) Suspected duplicate procedures are not
required.

(18) Reprotect all Addressees.

(TI) (as required for Mode II/V)

OTTUZYVW RUEADCSD0022 0421754-UUUU--RUEDNXA.
ZNR UUUUU

UNCLAS SVC NXA189 RUEDNXA0789 0421753
REPROTECT TO ALL ADDRESSEES

#0022

NNNN

Reason:

(a) Generated when the ASC experiences an
internal error during receipt of an incoming message.

(b) Precedence of the message will equal that
of the rejected message. If the precedence is invalid or

cannot be determined, the precedence of the service message
will be IMMEDIATE.

(c) Applicable to Modes I, II and V.
Action Required:

(a) Reprotect identified message to all
addressees.

(b) Suspected duplicate procedures are not
required.
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329.e. (Continued)

(19) Traffic being CARPED.

(TI) (as required for Mode II/V)

OTTUZYVW RUEBCSD0021 2731833-UUUU--RUEBABA.
ZNR UUUUU

UNCLAS SVC

TRAFFIC BEING ALT-ROUTED TO YOUR STATION VIA
CARP. CONSULT RESTORAL PLAN.

#0021

NNNN

Reason:

(a) Generated to recipient tributary station
when ASC invokes a CARP (Contingency Alt-Route Program)
altroute.

(b) Precedence of service message is always
assigned IMMEDIATE precedence.

(c) Applicable to Modes I, II and V.

Action Required: Recipient station will protect
the altrouted traffic by established means.

(20) Control Character Sequence.

(TI) (as required for Mode II/V)
PTTUZYVW RUFLCSD0863 1641701-UUUU~~-RUFLFSA.

ZNR UUUUU

UNCLAS SVC RUFLFSA1818

INVALID CONTROL CHARACTER SEQUENCE RECEIVED
REPROTECT TO ALL ADDRESSEES.

#0863

NNNN

Reason:

(a) Generated vhen ASC program encounters an
invalid sequence of control characters.

(b) Applicable for Modes II and V.

Action Required:

(a) Upon receipt, retransmit the identified
message.

(b) If further attempts to input the message
are unsuccessful, notify maintenance personnel.
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329.e.(20) (Continued)
(c) Reprotect identified message to all
addressees.
(21) Unauthorized Use of a Cocllective Routing

Indicator (CRI).

(TI) (as required for Mode II/V)

OTTUZYVW RUFTCSD1625 1821803-UUUU--RUFTBDA.
ZNR UUUUU

UNCLAS SVC RUFTBDA0462 1821801
UNAUTHORIZED USE OF CRI-REJ

#1625

NNNN

Reason:

(a) Generated when an unauthorized
introduction of a collective routing indicator is attempted.

(b) Generated when attempting to input the
output CRI of RUCR.

(c) Applicable for Modes I, II and V.
Action Required: See paragraph 305.c.

(22) Unauthorized Use of Emergency Command
Precedence (ECP).

(TI) (as required for Mode II/V)

OTTUZYVW RUAOCSD9694 2021450-UUUU--RUAOLFA.
ZNR UUUUU

UNCLAS SVC RUAOLFA1413 2021449
UNAUTHORIZED USE OF ECP-REJ

#9694

NNNN

Reason:

(a) Generated when an unauthorized
introduction of the ECP is attempted.

(b) Applicable for Modes I, ITI and V.
Action Required:

(a) If entry is authorized, immediately
contact the ASC and determine reason for rejection.

(b) If reintroduction of the message is
necessary, see paragraph 429.e.(3).
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329.e (Continued)
(23) Duplicate Channel Sequence Number.
VZCZCBARA233
PTTUZYVW RUFTCSD0014 0621453-UUUU--RUFTOWA.
ZNR UUUUU

UNCLAS SVC RUFTOWA(0647 0621422
DUPE CSN EXPECTED OWA01ll REC OWA(01l0 ACC/REJ
#0014
NNNN
Reason:

(a) Generated when a CSN is duplicated.

(b) ECP/FLASH traffic will be accepted for
processing and CSN counter will be incremented by one.

(c) Precedence of service message will equal
that of the rejected message.

(d) Suspected duplicate procedures not
applicable.

(e) Applicable for Modes II and V.
Action Required:
(a) Check for possible equipment malfunction.

(b) Reprotect the identified message to all
addressees.

(c¢) Applicable to Modes II and V.

330. _cCancelling Transmissions.

a. When a message has not been completely transmitted
and prior to any further transmission, the ASC will generate

a cancel transmission (CANTRAN) notize to Modes II, IV, and V
terminals.

b. The ASC CANTRAN notice will consist of (2CR) (1LF),
four-letter routing indicator of the involved ASC, three
station/channel designator letters, three digit channel
sequence number, the prosigns E E E E E E E E AR, followed by
(2CR) (8LF) NNNN (25LTRS).

Example:

(2CR) (1LF)RUCIABC123 E E E E E E E E AR(2CR) (8LF)NNNN(25 LTRS).
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330. (Continued)

c. Terminal stations receiving CANTRAN notices will
file them as a communications record. Delivery to the
addressee will not be accomplished.

331. 1Invalid Routing Indicators.

a. Messages assigned invalid routing indicators cannot
be accepted by the ASC. It is the responsibility of the
originating station to ensure that all message routing
indicators are valid.

b. ASC invalid routing indicator rejection procedures
are as follows:

(1) Single Call Messages.

(a) A single call message with an invalid
routing indicator and addressed to tributary connected to the
same ASC as the originating station will be rejected by the
ASC. Correction and reintroduction of the message.into the
network is the responsibility of the originating station.

(b) A single call message with an invalid
routing indicator and addressed to a tributary connected to
another ASC will be accepted by the parent ASC. However, the
ASC assigned delivery responsibility will automatically
generate a service message notifying the originating station
of the invalid routing indicator. The originating station
will correct the routing indicator and reintroduce the
message into the network.

(2) Multiple Call Messages.

(a) Multiple call messages containing at
least one valid routing indicator will be accepted by the
ASC. The ASC will protect the message to any valid routing
indicator(s) and automatically generate a service message
notifying the originating station of the invalid routing
indicator(s). The originating station will correct the
invalid routing indicator(s) and reintroduce the message into
the network. The message will not be reprotected to the
valid routing indicator(s).

(b) If all routing indicators are invalid,
the message will be rejected by the ASC. This condition will
only occur if all addressees and the transmitting station are
connected to the same ASC. The originating station must
correct the invalid routing indicators and reintroduce the
message into the network.
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331.b. (2) (Continued)

(c) The transmitting tributary station may
recelve more than one service message notifying them of
invalid routing indicators contained in the same message;
e.g., a message addressed to tributaries of two or more
relays with invalid routing indicators. The originating
station must correct all invalid routing indicators and
reintroduce the message into the network. The message will
not be reprotected to valid routing indicators.

c. The ASC does not validate the seventh letter of
routing indicators, with the exception of collective
routings; therefore, it is possible for a tributary station
to receive a message with the seventh letter of the routing
indicator invalid. The receiving station will notify the
originating station by service message of the invalid routing
indicator. The service message will contain the OSRI, SSN,
date and time filed, the invalid routing indicator, and the
action taken by the receiving station. If delivery by the
receiving station cannot be effected, the originating station
must correct the invalid routing indicator and reintroduce
the message into the network addressed only to the corrected
routing indicator.

332. Alternate Routing of Traffic Within AUTODIN.

a. Alternate routing allows for the delivery of
traffic destined for an identified station to be delivered to
an alternate station. Alternate routing can be used to
alleviate backlogs, manage traffic within the network, or
handle a contingency situation such as loss of an ASC. The
ASC can invoke alternate routing by one of the two methods
described below:

(1) Normal alternate routing (ALTROUTING) - Each
ASC has the capability of ALTROUTING traffic by command when
only the ASC’s local tributaries are involved, or when all
derivatives of an ASC or a relay center are to be ALTROUTED.

(2) Contingency Alternate Routing Plan (CARP) -
This plan provides the ASC with the capability to alternate
route traffic based on the 5th and 6th characters of a
Routing Indicator whether or not the first four characters
represent an ASC. CARP cannot be applied to messages routed
by a collective Routing Indicator.

b. Prior to implementing either normal or CARP
alternate routing, the ASC will automatically transmit an
Invoke Notification Service Message (NSM), the precedence
will be IMMEDIATE unless FLASH traffic is available for
diversion, in which case the precedence will be FLASH, to the
alternate delivery station responsible for delivery
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332.b. (Continued)

protection of messages. The INSM lists only those RIs not
previously the responsibility of the receiving station.

EXAMPLE

OATUZYUW RUEBCSD0001 0010001-UUUU--RUEBFBA.
ZNR UUUUU

UNCLAS SVC

TRAFFIC IS BEING DIVERTED TO YOUR STATION,
PROTECT IAW CARP TO:

RUEBAM RUEBAR RUEBBE RUEBDB RUEBDS RUEBHJ
RUEBJG RUEOPA

#0001

NNNN

c. Alternate routed messages may or may not contain a
pilot to indicate delivery protection responsibility by the
recipient station.

d. Alternate routed messages will not be reintroduced
into the network while alternate routing is still in effect
unless properly piloted or a header change is performed.
Messages reintroduced into the network without a pilot or
header change will be transmitted back to the violating
station while alternate routing is still in effect.

e. When alternate routing is revoked at the ASC, the
alternate delivery station will be automatically notified by
a Revoke Notification Service Message (RNSM). The RNSM,
always IMMEDIATE precedence, lists only those RIs no longer
the responsibility of the receiving station.

Example

OATUZYUW RUEBCSD0002 00100002-UUUU--RUEBFBA.

ZNR UUUUU

UNCLAS SVC

TRAFFIC IS NO LONGER BEING DIVERTED TO YOUR STATION
FOR: RUEBAM RUEBAR RUEBBE RUEBDB RUEBDS RUEBJG
#0002

NNNN
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332. (Continued)

NOTE: The receiving station must continue to protect

diverted traffic for any RIs previously listed in an INSM but
not listed in a subsequent RNSM. In the examples, the
receiving station must still protect for RUEBHJ and RUEOPA,
whose ALTROUTES have not been revoked. Any traffic subse-
quently received for RIs listed in this message, traffic on

the ASC output queue at the time of revocation, must be
protected either in accordance with the World Wide AUTODIN
Restoral Plan (WARP) or by re-entry into AUTODIN, as prescribed
by local procedures and applicable operating instructions.

333. Message and Record Retention.

a. History DISC "A" will be retained for furnishing
retransmissions and analysis for a period of 30 days plus the
current day from the last file close time on the DISC.

It will be held beyond the 30-day period for completion of
tracer or other investigative action on hand.

b. History DISC "B" will be retained for a period of 5
days plus the current day from the last file close time on
the DISC unless associated History DISC "A" is unusable.

334. Transmission Identification Validation.

a. The ASCs are programmed to automatically validate
the Transmission Identification (TI) assigned to Modes I1I,
IV, and V teletypewriter originated messages as prescribed in
paragraph 403.

b. The start of message will be verified to be ZCZC.
The station/channel identification will be validated to be
the unique three alpha characters assigned to the channel. A
message containing an error in the station/channel
identification will be rejected or accepted when the message
is high precedence and an automatic service message
generated.

c. The Channel Sequence Number (CSN) will be validated
to be three numeric characters. Any CSN that does not
contain the numerics required to maintain an unbroken
numbering sequence or contains alpha characters will be
considered as out of sequence and an automatic service
message generated.

335-339. Reserved.
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340. (Continued)

d. Stations forwarding traffic by means other than the
AUTODIN are not required to submit separate reports outlining
the circumstances unless requested to do so by the addressee
or other competent authority. However, station records will
be maintained for not less than 30 days to allow the
following information to be furnished upon demand:

(1) Message header information.
(2) Time and date of relay.

(3) Volume of traffic in terms of messages and
record counts.

(4) Forwarding method.

(5) Time and date forwarded.

(6) Cause for communication disruption.
(7) Alternative routes used.

(8) Other facts as applicable.
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SECTION VII

COMMUNICATIONS IMPROVEMENT REQUIREMENTS

341. Defense Communications System (DCS) Message Quality
Control Program.

a. ACP 121 US SUPP-1, Chapter IX, Section I1T1,
prescribes that all DCS AUTODIN stations/switching centers,
non-automatic relay, minor relay, and tributary stations are
required to establish and maintain a continuing message
quality control program to provide reliable and accurate
service to authorized users of the DCS.

b. Execution of the DCS Message Quality Control
Program at AUTODIN stations shall be accomplished in
accordance with requirements set forth in paragraph 913 of
ACP 121 US supp-1.

c. All minor relay and tributary stations will conduct
message quality control tests on their circuits, and each
transmitting device on their equipment (except magnetic
tape), at least twice daily, as prescribed below.

(1) When only US network stations are involved,
message quality control procedures will be established
between relays and tributaries having connected channels of
communications.

(2) To insure that traffic is handled with minimum
of errors caused by circuit distortion, or equipment
malfunction, each channel connecting relay stations, relay
and tributary stations, in-station processing equipment, and
multiple address processing units will be tested daily as
indicated below:

(a) Testing of channels/equipment.

1l Channels connecting relay stations
(except ASCs) will be tested at least twice daily in
accordance with schedule agreed upon by the stations

involved.

2 Channels between relays and tributary
stations will also be tested at least twice daily. Tributary
stations will be responsible for originating channel checks
or test messages as appropriate.

3 Multiple address processing units,
cross field circuits or other in-station processing
equipments will be tested a minimum of three times daily or
more frequently when large traffic volumes are being
processed.
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341.c.(2) (Continued)

(b) Channels checks or test messages used to
conduct quality control test messages will be prepared as a
self-addressed abbreviated PLAINDRESS message and will be
assigned a precedence of PRIORITY or lower. When prepunched
tapes are used to transmit self-addressed test messages, the
message header fields representing the SSN and date-time of
file will be filled with zeros.

Example:

RTTUZYVW RUFTADAOOOO 0000000-UUUU--RUFTADA.

ZNR UUUUU

BT

UNCLAS SVC MSG QUALITY CONTROL TEST

THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG 1234567890
THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG 1234567890
RYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRY
RYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRY

BT

#0000

NNNN

d. Additional actions to furnish information or
instructions concerning changes affecting operations and
personnel actions at AUTODIN stations will include:

(1) Pre-shift briefings of operating personnel at
switching centers, relay and tributary stations.

(2) A daily reading file or bulletin maintained at
each station.

e. Formal direct action shall be instituted on all
detected operating deficiencies as outlined in paragraph 342.

342. Reporting Operating Deficiencies.

a. Operating deficiencies shall be reported
immediately to the designated supervisory personnel.
These deficiencies include, but are not limited to:

(1) Inaccurately prepared messages

(2) Misrouted messages; and,
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342.a. (Continued)

(3) Garbled traffic caused by malfunctioning
circuits or equipments. The station supervisor will initiate
corrective action for deficiencies occurring within his own
station. Deficiencies occurring at other AUTODIN stations
shall be reported to the supervisor of the station concerned

by service message.

b. Service messages reporting operating deficiencies
will be addressed to the OIC of the station involved and will
contain the abbreviation CIM (Communications Improvement
Memorandum) immediately following the OIC designation, e.q.,
FOR OIC-CIM. These service messages will contain a concise
explanation of the apparent operating deficiency and, if
required, pertinent identification of any messages involved,
plus citing the applicable paragraphs of this or other
jointly approved publications which have been violated. CIM
notifications to an individual station will be accumulated on
a daily basis by the ASC and transmitted to each station
concerned in a separate, single-call service message. Total
messages and line blocks will also be shown. Switching
centers and other relay stations preparing and transmitting
operating deficiency notifications will maintain complete
files so such information may be considered for inclusion in
the monthly communications operating performance summary.
Recurring operating deficiencies which cannot be resolved by
local coordination will be forwarded to the designated
jurisdictional command/authority as prescribed in ACP 121 US
SUPP-1, paragraph 913.b.(1)(c).

3-46 ORIGINAL



JANAP 128(J)

SECTION VIII

HYBRID AUTODIN RED PATCH SERVICE (HARPS)

343. Hyvbrid AUTODIN Red Patch Service (HARPS). Terminal
stations connected to the same ASC that have a requirement to
exchange large quantities of data traffic on a scheduled
basis, may elect to use HARPS. The service provides a means
of direct, subscriber to subscriber, link by link encrypted,
circuit connectivity using the same circuit and equipment
normally used in the Message Switching (MS) component of the
network. Under HARPS, the subscriber’s access circuits will
be removed from the switching center red patch panel. While
in the HARPS condition, the speed of operation is governed by
terminal equipment and circuit characteristics. Generally
the operating speed under a HARPS configuration is 400 cpm
while normal MS operating speed may be 100 or 200 cpm. The
following criteria must be met to obtain HARPS service:

a. Minimum of two terminals confiqgured with compatible
equipment and circuit speeds.

b. Reliable alternative route for protection of high
precedence MS traffic during periods in which subscribers are
directly connected.

c. Predetermined schedule for operating in directly
connected mode.

d. Both subscribers be connected to the same switching
facility.

NOTE: This service is available only in the CONUS.
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MESSAGE CORRECTION NOTICE

344. Message Correction Notice (DD Form 1503). The Message

Correction Notice is a multi-purpose form designed to provide
the communications facility with a means of notifying
originators of message discrepancies (See Figure 3-1).

DD FORM 1503
MESSAGE CORRECTION NOTICE

MESSAGE CORRECTION NOTICE onte
ANAP 128)
T0 FROM
O The attached message has been .your 4 Lovited to the discrepancies indicated balow,
[ The attached memage cannot be vntl the dk noted below have besn corrected.
(Unless selfcxplanatory. dlscrepencics should be clarified in the “REMARKS™ block)
GENERAL CARD AND MAGNETIC TAPE
1. Precedence omitted, incarrectly entered, or Invalid, 23. Language and Medla Format (LMF) iavalid,
2. CI cannot be 24, Larguage and Medla Format (LMF) unavallable at
O By this station O To the addremes £ The station O The sddreseer
3. Claseith oautted or L 1y eatered. 15. Content Indicalor Cade (CIC) Incarrect or invalld,
4. Addressee unidentifiadble of Lavalid. 26. Originating Station Routing Indlcator (OSRI)
5. Do a a5 omitted. incorrect.
27, Sution Serlal Number (OSSN] duplicated,
24, Station Serial Nwnber (OSSN} Incorrectly prepared.
NARRATIVE (MANUAL AND OCR PROCESSING) 29. Julan dete lncomect.
6. Unauthorized plein langvege address. 30. Time of File (TOF) incorrect.
7. U or tavelid cha in heading or 31, Necord count over.

text,

32,

Record count short.

6. Heading/text single spaced.

3.

Start of roviing dgnsl Incorreet,

. Lower cuse lettars.

3.

End of routing signal omlitied or incorrect.

10.

More than 68 chursciers per line,

EOT record omiited.

Meseags Incomplete.

EOT record does not match beader information.

EOT record omits record count (WAG TAPE ONLY)

12, Corrections not inttlabed. 37.
13. “MINIMIZE CONSIDERED" omitied, 34. Incotrect end of memsage (unction.
14. Redeasery sigmature omitted, 30, EOT signal miseing or Incorrect.

165,

Poge number block omlited or incorrectly entered.

40,

Lmproper spacing (/ieid iocation} im beader format.

16,

Date-time group block omitied ot incarrectly entered.

41,

1mproper epacing (field locetion) ln LOT format.

17. Iaformation andfor exempt addresmser omitted or 42. Carda best or mutilated.
incomrectly entered, 43, Dropped punches,
44. Oft-punched cards.
45, Invalid punches ot codes.
NARRATIVE (OCR PROCESSING ONLY) 48, Invelid sddremes routing indicator,
18, U A foat, 47, M. tic tape (wiit not
19. U or used,
20. Typed unciear or by OCR.
21. Margin incorrectly oot for OCR use,
22. Form lmproperly aligned (shcwed) in typewriter,
AEMARKS

OFFICE OF ORMIGIN

MESSAGE |DENTIFICATION (NARRATIVES ™

ORIGINATING STATION ROUTING INDICATOR:

Fi vd

CONTENT tNDICATOR CODE:

OF FICE $YMBOL OATE-TIME GROUP STATION SERIAL NUMBER:
OATE-TIME FILED:
DD FORM 1 503 €OITION OF 1 NOV 64 1S OSSOLETE. .
t TFES Y BU.I. E.P.0. tred-ar1-gi6/atat
:
Figure 3-1
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CHAPTER 4

TELETYPEWRITER MESSAGES

SECTION I
RULES

401. General Rules. The following rules apply to the
preparation of teletypewriter messages.

a. Teletypewriter messages will be prepared in either
PLAINDRESS, ABBREVIATED PLAINDRESS, or CODRESS formats as
specified in paragraph 302 and Annex C.

b. Teletypewriter messages may be prepared in DATA
PATTERN (paragraph 302.d.) format only by mutual agreement
between the message originator and all addressees, provided
the message contains minimum format lines prescribed for
teletypewriter messages.

c. The text of messages will be prepared for
transmission as written. No changes are authorized
subsequent to approval and signature of the releasing
official except as specified in subparagraph h below and
paragraph 452.c.

d. The message header must be accurately prepared.
Back spacing, lettering out, double spacing, or the use of
two or more FIGURES and LETTERS functions in sequence will
cause the ASC to reject the message during attempted
transmission from the originating station.

e. Each line of a teletypewriter message, including
format line 2, is limited to 69 characters and shall end with
two carriage returns and one line feed (2CR)(1lLF).

f. Teletypewriter messages prepared for card delivery
(LMF TC or AC) may contain 80 characters per line in the text
of the message.

g. To insure acceptance and transmission of the first
character of the message header, it will be preceded by at
least six blanks and six letters functions with five level
Baudot code (LMF T) or at least six NULLS and six deletes
functions with ASCII code (LMF A).

h. The FIGURES (upshift) key will always be depressed
after the space separatlng groups of figures or uppercase
characters in a series except in the message header. The
LETTERS (downshift) key will also be depressed after the last
digit of the EOM validation number in format line 15 prior to
the end-of-message function.
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401. (Continued)

i. The bell signal will not be inserted on originated
ECP or FLASH messages. The ASC will generate the bell signal
on ECP and FLASH messages transmitted to Modes II, IV and V
tributary stations. Those stations operating in Modes I and
III will receive both the high precedence alarm and bell
signal.

j. All punctuation and symbols available on US
military teletypewriter equipment may be used in US networks.
However, the following punctuations will apply when a message
contains other than US routing indicators in format line 2:
ety 2, e, " (), "o, and ",". If an originator has used
one of the authorized abbreviations laid down in the ACP 121
series instead of a symbol, the abbreviation will not be
changed by the communications center.

k. Messages assigned a dual precedence will indicate
the higher precedence in format line 2 and both precedences
in format line 5. When a dual precedence of ECP or FLASH and
a lower precedence is assigned, the originating station will
make separate transmissions; i.e., one transmission to the
station(s) serving the ACTION addressee(s) with ECP or FLASH
precedence in format line 2, and the other to the station(s)
serving the INFORMATION addressee(s) with the lower
precedence in format line 2. Only one transmission will be
made to a station serving both ACTION and INFO addressees.

1. Identical date-time groups (format line 5) will not
be assigned to two or more messages by the same originator
unless the message can be further identified by office symbol
or cite/reference numbers in the text. The date—time group
may be the same as, earlier or later than the filing time.

m. Tributary station operating procedures will insure
that a record is made of the time-of-file (TOF) and the time
available for delivery (TAD). These times will be used when
determining message processing times; the TOF may or may not
correspond to the message header file time depending upon
whether the message preparation was manual or automated
means.

402. Rules Regarding Messaqge Lengths.

a. To facilitate reproduction of incoming messages by
distribution centers, all messages exceeding a total of 20
lines of heading and text, beginning with format line 5, will
be divided into pages for transmission.

(1) Each page will consist of not more than 20
lines.
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402.a. (Continued)

(2) Line count for the first page shall begin with
format line 5 of the message heading and continue for a total
of 20 lines including succeeding lines of the heading.

(3) Second and succeeding pages shall be identi-
fied by the page number, the routing indicator of the station
of origin and the station serial number. The number sign (#)
will not be used preceding the station serial number. When
message text is transmitted in plain language, the security
classification, Special Category Term (SPECAT) and SPECAT
designator; i.e., SPECAT SIOP-ESI, or Special Handling
Designation; i.e., US-UK EYES ONLY, or the abbreviation
UNCLAS shall be included as part of the page identification
of second and succeeding pages. One space shall be inserted
following each letter of the security classification and
EFTO. Page identification shall appear on a separate line,
and shall not be included in the line count as in (1) above.
Example: Page 2 RUEDABAO123 CONF I DE N T I A L (2CR)(1LF).
Under no circumstances will paging identification exceed one
line of 69 characters.

(4) Machine functions used between pages shall be
2CR and 4LF.

(5) The number of pages of message text in any
transmission shall not exceed five; a page consisting of part
heading and part text shall not count as a textual page.
Messages which exceed five pages of message text shall be
divided into transmission sections.

(a) At a convenient point on the last
permissible page of a transmission section, the originator’s
text shall be separated. This normally will be at the end of
a sentence or cryptopart.

(b) Each section shall be numbered. The
section identification shall be inserted in plain language at
the beginning of the text following the classification or
abbreviation UNCLAS (ard Special Handling Designation if usad
by the originator). For example, when a message is divided
into two sections, the first section shall be identified as
Section 1 of 2, and the second as Final Section of 2. For
example:

UNCLAS SECTION 1 OF 2

(c) In long encrypted messages, when a
transmission section commences with a new cryptopart, the
designation of the cryptopart shall follow the designation of
the transmission section.
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402.a. (6) (Continued)

(6) Each section shall bear a separate station
serial number, but the same date-time group and filing time
shall be used on all sections. 1In addition, each section
shall include the appropriate address elements (See Annex C).
All information preceeding the subject line/delimiter on
PLAINDRESS messages will be contained in each section.

(7) When a numerical group count is associated
with an off-line encrypted message and indicated in format
line 10, it shall indicate the number of groups in the text
section being transmitted, not the number in the complete
message. Transmission section and page identification shall
not be included in the group count. The cryptopart
identification shall be included.

b. Teletypewriter messages originated in card format
for teletypewriter delivery (LMF CT or CA), the page
identification lines and teletypewriter format heading lines
will be formed and transmitted as separate cards which must
be included in the message record count.

C. Some message originators have unique or special
requirements for repeated preparation and transmission of
messages longer than one section, e.g., intelligence
summaries, press releases, operations plans or orders, etc.
These originators may prepare messages containing a maximum
of 40,000 characters including header provided the following
conditions are met:

(1} Prior coordination is effected with each
addressee terminal for acceptance of these messages.

(2) No transfer to any teletypewriter network will
occur.

(3) Paging is accomplished as specified in
paragraphs a. (1), (2) and (3).

d. One hundred lines of text without paging is
permitted in statistical and meteorological (weather)
messages where inclusion of paging information would disrupt
processing by the user. Such messages, however, shall be
divided into transmission sections if they exceed 100 lines
of text.

e. Paging rules will not apply to long messages
originating with activities served by the Department of State
Telecommunications System. Such messages will be accepted
and processed as regular traffic. Long messages originating
with activities served by the DCS will, however, contain page
breaks except as permitted above and in paragraph 441.d.(2).
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403. Rules Regarding Transmission Identification (TI).

a. As a means of maintaining traffic continuity,
teletypewriter terminals (Modes II, IV, and V, as described
in paragraph 204) will prefix each message header with a
message transmission identification constructed as outlined
below. The transmission identification is constructed
without intervening spaces, and must be accurately prepared
without corrections. For example, a correctly prepared
transmission identification might appear as:
VZCZCJIJTA(FIGS)123(LTRS) (2CR 1lLF); the elements of the
transmission identification are as follows:

(1) The letter V ensures that the first character
of following intelligence is not lost or garbled.

(2) The letters ZCZC indicate the start of
message.

(3) Three station/channel designator letters.
(4) One FIGURES shift.

(5) A three-digit number to indicate the
sequential number of transmission. These numbers shall
commence with number 001 and continue consecutively through
000 (1000).

(6) One letter shift, two carriage returns and one
line feed.

b. Station/channel designators will vary for each
channel and will be constructed as follows:

(1) Minor relay or tributary station to a major
relay station: The first two alpha characters will consist
of the fifth and sixth letter of the station routing
indicator and the third alpha character will identify the
specific channel. Channel designators will commence with the
letter A, progressing alphabetically, and will be assigned to
connected channels. For example, a tributary station having
routing indicator RUWTABA will use station/channel designator
ABA for the first outgoing channel and ABB, ABC, etc., for
each additional outgoing channel.

(2) Major relay station to minor relay or
tributary station: The first two alpha characters will
consist of an inversion of the fifth and sixth characters of
the minor relay or tributary station’s routing indicator and
the third alpha character will identify the specific channel.
Channel designators will commence with the letter A3,
progressing alphabetically, and will be assigned to all
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403.b.(2) (Continued)

connected channels. For example, a tributary station with
routing indicator RUWTABA will receive station/channel
designator BAA for the first incoming channel, and BAB, BAC,
etc., for each additional incoming channel.

c. Transmission identification is not needed by Modes
I and III terminals. Most AUTODIN Mode II, IV, or V
terminals are equipped so that the message transmission
identification will be transmitted immediately preceeding the
AUTODIN paper tape header format. When these terminals do
not have automatic message transmission identification
devices, a paper tape tab may be prepared containing
transmission identification as prescribed above and
transmitted ahead of the standard AUTODIN paper tape header.
Caution must be exercised to insure no extraneous characters
exist between the TI line and format line 2.

d. All Mode II, IV, and V terminal stations having
relay responsibilities will insure that only one transmission
identification precedes each message transmitted.

€. ASC procedural validation of the transmission
identification line is described in paragraph 334.

404. Rules Regarding End-of-Messaqge (EOM) Validation.

a. End-Of-Message (EOM) validation (paragraph 316)
used in Department of Defense (DoD) networks to inhibit
suspected straggler messages will be provided by repeating in
format line 15 the four-digit SSN appearing in the message
header. The four-digit number used in format line 15 must be
preceded by the number sign (#). Example: #0123.

b. The EOM validation appearing in format line 15 and
the EOM functions (2CRs, 8LFs, NNNN, 12LTRs) in format line
16 must be prepared in uninterrupted sequence; i.e., figures
(upshift), number symbol, 4 digits, letters (downshift),
2CRs, 8LFs, NNNN, and 12LTRs. The lettering out correction
method will not be used within this sequence.

Example:
TEXT (2CR) (1LF)
BT (2CR) (1LF)
(1 FIGS)#1234 (1LTRS)
(2CR) ( BLF ) NNNN (12LTRS)
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404. (Continued)

c. Special attention must be given to applying the EOM
validation when performing such actions as message header
changes and message readdressals. The SSN used in the
heading of these messages must agree with the EOM validation
number in format line 15 (Paragraphs 419 and 441).

405. Rules Regarding Security Warnings.

a. Security warning will be provided by use of the
operating signals ZNR or ZNY as the first component of format
line 4.

b. The appropriate operating signal will always be
followed by a classification character repeated five times
except in those cases where a TRC is employed (See Chapter
7). The operating signal and classification characters are:

(1) ZNR UUUUU for unclassified, off-line encrypted
messages, and classified messages transmitted in the clear in
accordance with paragraph 326, ACP 121.

(2) ZNY EEEEE for unclassified EFTO messages.

(3) ZNY followed by CCCCC, SSSSS, or TTTTT for
CONFIDENTIAL, SECRET, or TOP SECRET messages.

c. Format line 4 must be prepared correctly. The
equipment must be downshifted immediately after the
end-of-routing signal in format line 2 followed by 2CR, 1LF,
ZNR/ZNY and repeated classification designators if the
message is routed only to US routing indicators, or three
repeated security characters and two position TRC if
addressed and routed to a regional defense organization or
foreign nation. If the US to US message is SPECAT, the five
redundant security characters followed by an oblique (/) and
AAAAA for SIOP-ESI or BBBBB for all other SPECAT messages
will appear. No extraneous functions, such as a downshift,
shall be inserted between the 2CR 1LF end-of-line functions
of format line 2 and the security warning operating signal
(ZNR/ZNY) in format line 4. Paragraph 413 contains
additional information pertaining to unique requirements
surrounding emergency action messages (EAMs).

406. Rules for Indicating Delivery Responsibility.

a. In multiple address or book message, delivery
responsibility of the stations called in format line 2 shall
be determined by:

(1) Inclusion of the routing indicator of the
station responsible for delivery preceeding each address
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406.a.(1) (Continued)

designation in format lines 7 and/or 8. NOTE: This rule is
not applicable when a collective address designator is used.

(2) Predetermined delivery responsibility.

(3) Specific transmission instructions in format
line 4. 1In these instances, any station responsible for
transmission and/or delivery as indicated in format line 4 is
also responsible for any delivery required under the
provisions of paragraphs (1) and (2). Paragraph 413 contains
additional information pertaining to unique requirements
surrounding emergency action messages (EAMs).

b. When delivery to an addressee of a multiple address
message has been accomplished prior to introducing the
message into the communications network, the station
preparing the message for original transmission shall
indicate such delivery by inserting the operating signal ZEN
preceeding the designation of that addressee. Routing
indicator delivery responsibility will not precede an
addressee if the remainder of addressees of a multiple
address message are ZEN.

c. Book messages will be processed in the same manner
as multiple address messages except that:

(1) Addressees of book messages to whom delivery
has been effected prior to introducing the message into the
communications networks, or who have been protected by
separate transmissions, need not be included in the message
heading.

(2) The operating signal ZEX shall be inserted in
format line 5 following the date-time group.

d. Certain messages are required to be delivered as
single address messages. When released by the drafter, these
messages will be stamped "DELIVER AS A SINGLE ADDRESS
MESSAGE". When releascd for transmission via the AUTODIN,
the messages are transnitted as multiple address messages and
the operating signal ZYQ will appear in format line 5.

Example:

(TI)

RTTUZYQW RUWJABA1234 1542000~-UUUU--RUEDTFA.
ZNR UUUUU

R 03193072 JUN 92 2YQ

Remainder of format lines
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406. (Continued)

e. In single address messages, the routing indicator
of the station responsible for delivery will not be included
in format line 7 or 8. The station called in format line 2
is automatically responsible for delivery.

f. When information in the Special Instructions block
of a Joint Message Form (DD Form 173) assigned IMMEDIATE
precedence indicates that immediate delivery is required to
addressees served by Department of State Diplomatic
Telecommunications Service (DTS) facilities, the operating
signal ZZK shall be inserted in format line 4 followed by the
routing indicator(s) or addressee(s) for whom immediate

delivery is required. The addressees will be identified on
the DD Form 173 in the Special Instructions block by the
notation "IMMDELREQ". The ZZK operating signal shall be

inserted immediately following the security warning group.
Example:
ZNY CCCCC ZZK RUMJIBT RUQMHR RUDKBT RUDKSNQ

407. Rules Reqgarding Transmission Instructions.

a. Transmission instructions consist of the prosign T
included in format line 4 as a separate component following
the security redundancy.

b. Transmission instructions are normally required on
messages which contain a Collective Address Designator (CAD)
or Address Indicating Group (AIG). In other instances, a
message may be routed to another network station who is not
included in the ASC routing table, thereby requiring refile
action by the called station. 1In this case, the routing
indicator of the addressee will be inserted in format line 4
immediately following the prosign T.

Example:

RTTUZYUW RUCIBDA1234 2621400-UUUU--RUFLFDA.
ZNR UUUUU T RXFEC
Remaining format lines

c. The message header (format line 2) may be removed
or altered, as appropriate, by the refiling station and a new
heading prepared as required.

d. When transmission instructions are essential in
multiple call messages, the routing indicator of the station
having transmission responsibility will immediately precede
the prosign "T", separated by one space, and followed by the
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407 .d. (Continued)

identification of the addressee. If more than one called
station has transmission responsibility, separate line
listings composed as above will be included.

e. Paragraph 413 contains additional format line 4
information pertaining to unique requirements surrounding
emergency action messages (EAMs)

408. Rules for Routing Messages.

a. Routing of messages will be accomplished by use of
authorized routing indicators and in accordance with the
instructions contained in the appropriate routing indicator
publication (ACP 117 series) and as prescribed by the record
traffic on-line cryptographic operation policy contained in
ACP 121 US suUpP-1.

b. When two or more addressees of a message are to be
served by a single station, the routing indicator of that
station will appear only once in format line 2 irrespective
of the number of times it appears in format lines 7 and/or 8.

Example:

RTTUZYUW RUCLFEA1234 2801330-UUUU--RUCLBEA RUWTKBA.
ZNR UUUUU

R 071300z OCT 92

FM NAVAL AIR STA MAYPORT FL

TO RUCLBEA/NAVAL SHIPYARD CHARLESTON SC
RUCLBEA/NAVY REGIONAL FINANCE CEN CHARLESTON SC
INFO RUWTKBA/NAVAL AIR STA KINGSVILLE TX

BT

TEXT

BT

#1234

NNNN

409. Rules Regarding Use of Address Designations.

: a. Plain language designations, routing indicators,
call signs or address groups may be used in message headings
to indicate originators and addressees. However, for any
given addressee, plain language address designations shall
not be used in conjunction with call signs or address groups
in the address component of any message. Tactical call
signs, with the exception of task organization call signs,
shall not be used in message headings.

b. Collective Address Designators (CADs) other than

AlGs; e.g., general message address designators, collective
call signs, etc., shall be treated as follows:
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409.b. (Continued)

(1) In PLAINDRESS messages, the designation of the
originator shall appear in format line 6, the CAD(s) in
format line 7 and/or 8, and exempted addressees, if any, in
format line 9. ACTION or INFORMATION addressees not included
in the CAD shall be in format line 7 or 8, as approriate.

(2) In CODRESS messages, the address component
(See Annex C) is encrypted in the text. The CAD(s) and
exempted addressee(s), if any, may appear in the external
heading (format line 4). To avoid defeating the purpose of
CODRESS, they should not be placed in format line 4 unless
essential.

(3) Paragraph 413 contains additional format line
4 information pertaining to unique requirements surrounding
emergency action messages (EAMs}).

c. AIGs shall be treated as follows:
(1) In PLAINDRESS messages:

(a) Format line 6 shall be used even though
the AIG composition includes an originator.

(b) The plain language or address group
designator for an AIG shall be used in format line 7.

(c) When a message is addressed to an
authority(ies) not included in the AIG selected, the
additional addressee(s) shall be included in format lines 7
and/or 8, as appropriate.

(d) When an AIG is used by other than the
permanently listed originator, and the permanently listed
originator is an addressee of the message in question, the
permanently listed originator shall be listed as an
additional addressee in format line 7 or 8, as appropriate.

(e) Addressees exempted from an AIG shal.. be
included in format line 9.

(2) In CODRESS messages:

(a) The address group representing the AIG,
additional addressee(s), and/or exempted addressee(s) shall
appear in format line 4 only when one or more of the stations
called in format line 2 is required to pass on the message in
its encrypted form.
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409.c. (2) (Continued)

(b) The address designator used in the
encrypted text shall be the AIG number rather than the
address group representing the AIG. Additional, and/or
exempted addressees, if any, shall be indicated in the text
by use of plain lanqguage designators.

d. Where non-US addressees are included in the address
composition of the message (a through c above) and the ,
message is routed to other than a US routing indicator, an
appropriate TRC is required.

410. Rules Regarding Voluntary Correction of Transmitted
Messages.

a. When an originating station subsequently detects an
error after transmission of a message has been completed, a
voluntary correction message will be prepared and sent to the
addressee station(s).

b. Voluntary correction messages will only be used in
US networks to correct those errors determined by competent
authority to be significant enough to affect the substance of
the original message.

c. Voluntary corrections may be in the form of a brief
service message, or a repunched and retransmitted message,
dependent upon message length, whether tabulated or off-line
encrypted, etc.

d. All voluntary correction messages will be
distinctly identified by use of either the abbreviation "VOL
CCN" or the prosign "C".

Example 1:

RTTUZYVW RUADAFA1234 2621245-UUUU--RUWJFAA.

ZNR UUUUU

BT

UNCLAS SVC VOL CCN RUADAFA1229 2621200 191145%Z SEP 92
FIFTH GR NOT IMI NOT

BT

#1234

NNNN
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410.d. (Continued)
Example 2:

RTTUZYVW RUADAFA1234 2621245-UUUU--RUWJFAA.

ZNR UUUUU

BT

UNCLAS SVC VOL CCN RUADAFA1229 2621200 191145Z SEP 92
" (REPUNCHED MESSAGE OR PORTION OF TEXT)"

BT

#1234

NNNN

Example 3:
RTTUZYVW RUHHAFB1549 2621115-UUUU--RUEDGFA.
ZNR UUUUU
R 190315Z SEP 92
BT
UNCLAS SVC C RUHHAFB1540 2621100 191030Z SEP 92 IN TEXT
LINE 7 CHANGE DURING TO HOURS TO READ DURING THE
EVENING HOURS
BT
#1549
NNNN

411. Rules Regarding Message Header Changes - Tributary
Stations.

a. Message header changes are applied to PLAINDRESS,
ABBREVIATED PLAINDRESS, and CODRESS messages for the purpose
of providing special handling and transmission instructions.
Message header changes with appropriate TRC will also be
applied to DATA PATTERN traffic addressed and routed to a
regional defense organization or foreign nation.

b. Message header changes are normally performed by
substituting the appropriate communication action identifier
(Table III, Annex B) in the Content Indicator Code (CIC)
field of format line 2 and adding the appropriate
communication operating signal (ACP 131) to format line 4 of
the original message. However, if tlie CIC in the original
format line 2 is other than ZYUW, the CIC will not be changed
and the appropriate operating signal will be added to format
line 4 of the original transmission. Paragraph 413 contains
additional format line 4 information pertaining to unique
requirements surrounding emergency action messages (EAMs).

c. Message header change procedures and format

examples are contained in appropriate paragraphs throughout
this chapter.
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SECTION II

HEADER AND EOM FORMAT

412. General.

a. The rapid and accurate exchange of traffic via
AUTODIN requires that message headings and endings be
prepared in standard format to insure uninterrupted
transmission between originating and addressee stations.

b. The basic teletypewriter header format is described
in detail in paragraphs 413 through 425. Each separate
element of the header is described in the sequence in which
it appears in the header. The field used is identified in
parentheses in each paragraph heading. An example of the
prescribed header format is shown in paragraph 426.

413. Precedence (Position 1).
a. Four categories of precedence, as prescribed in ACP
121 US SUPP-1, are authorized for use. Precedence is

assigned by the originator, and shall not be altered by
operating personnel. The following prosigns are used in
Position 1:

Z FLASH
0 IMMEDIATE
P PRIORITY
R ROUTINE
b. In addition to the four prosigns above, the letter

"Y" is designated for use on certain time-sensitive command
and control emergency action messages. The letter "Y"
indicates a message that has a FLASH preemption capability
designated Emergency Command Precedence (ECP) which will be
processed ahead of all other traffic and interrupt lower
precedence traffic already in processing in the AUTODIN
system. Only the National Command Authority (NCA) and
certain designated commanders of Unified and Specified
Commands are authorized to use the EXP -apability of the
AUTODIN system and, then, only for certain designated
emergency action command and control messages.

c. Emergency action messages assigned emergency
command precedence (Y) and introduced into AUTODIN for
delivery to addressees served by the Fixed Submarine
Broadcast System (FSBS) must contain the following elements:

(1) Be "Y" Precedence.
(2) Contain the Content Indicator Code (CIC)
"DGGC".
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413.c. (Continued)

(3) The last item in format line 4 must be a
separate line listing of the operating signal "ZKA" repeated
four times, each followed by two spaces, e.g., where "-"
(Hypen) equals space:

ZNR UUUUU
RUIYOHA T COMSUBRON TEN
ZKA--ZKA~--ZKA--ZKA~-

414. Lanquage Media and Format (Positions 2 and 3).

a. The language media and format (LMF) consists of two
alphabetical characters. The LMF of the originating station
is place in Position 2, and the LMF of the preferred output
device of the addressee is placed in Position 3.

b. Th LMF character A (ASCII) or T (5 level Baudot
Code) will be in Position 2 on all teletypewriter messages.
See Annex A for authorized LMF pairings.

415. Classification (Position 4). The classification or
special handling to be afforded a message is indicated by the
appropriate letter designator from the list below:

TOP SECRET

SECRET

CONFIDENTIAL

RESTRICTED (not authorized for US use)
UNCLASSIFIED EFTO

UNCLASSIFIED

o Qwn3

416. Content Indicator Code/Communication Action Identifier
(Positions 5 through 8). The content indicator code/
communication action identifier consists of four alphabetical
characters or three alphabetical characters and one numerical
character. The appropriate content indicator code/
communication action identifier will be selected from Annex
B. When Position 8 contains a numeric, the dowrshift
(letters) will appear before the separator contained in
Position 9.

417. Separator (Position 9). A separator (space) will be
placed in this position.

418. Originator (Positions 10 through 16). The appropriate
routing indicator of the originating station will be placed
in these positions. This field must contain seven
appropriate alpha characters.
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419. station Serial Number (Positions 17 through 20).

a. Station Serial Numbers (SSNs) are used for two
purposes:

(1) In combination with the originating station’s
routing indicator, they provide positive identification for
each transmission, and

(2) As the EOM validation number appearing in
format line 15, they provide a means by which the ASCs can
check for the existence of straggler messages.

b. The SSN is expressed in four numeric characters
beginning with 0001 and continuing consecutively through
9999. On completion of each series of 9999 numbers, a new
series begins.

c. Originating stations may identify local activities,
channels, or positions within the station by assigning blocks
of numbers to the activities concerned. Blocks of SSNs must
contain sufficient numbers to preclude their reuse within one
week of normal message activity. SSNs assigned in blocks
will be consecutive; when the entire block has been used, the
numbers will be repeated beginning with the first SSN of the
block.

420. Separator (Position 21). A separator (space) will be
placed in this position.

421. Date (Positions 22 through 24). The Julian date is the
date on which the message was received from an originator by
the communications center for transmission. The first day of
the calendar year is Julian 001, and each day is numbered
consecutively thereafter.

422. Time Filed (Positions 25 through 28). The time filed
is the time (GCT) the message was received from an originator
by the communications center for transmission. Each filing
time must contain four numerical characters.

423. Classification Redundancy (Positions 29 through 33).
For security reasons, the classification designator used in
Position 4 (paragraph 415) will be repeated in these
positions. Position 29 will be filled with a hyphen as a
sentinel, and the classification designator in Position 4
will be repeated in Positions 30 through 33, except when TRCs
are required. When TRCs are required, the security field
will be split to show the security classification and the
TRC; i.e., CCBB (Confidential message addressed to the United
Kingdom). Rules regarding the use of TRCs are outlined in
Chapter 7.
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424. Routing (Positions 34 through As Required). The
positions reserved for routing are comprised of two sections,
the start-of-routing signal, and the addressee routing
indicators.

a. The start-of-routing signal consists of two
consecutive hyphens and will always precede the first
addressee’s routing indicator.

b. Addressee routing indicators are listed immediately
following the start-of-routing signal. A maximum of 500
routing indicators can be listed in these positions. 1In
multiple call messages, all routing indicators associated
with the first four letters of the relay station will be
grouped together, but need not be in alphabetical order.
Example: RUEBPBA, RUEBABA, RUEDROA, RUEDCAC, etc. Each
routing indicator must be separated by a space. If a message
contains 501 or more routing indicators, thus requiring two
separate transmissions, all routing indicators pertaining to
a given four-letter routing indicator will be on one
transmission. Routing indicators will not be split between
lines; i.e., RUFT, 2CR, 1lLF, ABC.

425. End-of-Routing Signal (Position As Required). The
end-of-routing signal consists of a period (.) and is
inserted in the position immediately following the last
addressee’s routing indicator.

NOTE: The use of a format line 4 is required on all
narrative messages. Format line 4 must be accurately
prepared; if not, the transmission will be rejected on
input by the connected ASC. The LETTERS (downshift)
key must be depressed immediately following the
end-of-routing signal (.) in format line 2 and
preceding the end-of-line functions, 2CR and 1LF. The
insertion of extraneous machine functions, such as a
downshift or space, between the 2CR 1LF end-of-line
function and the security warning, operating signal
characters (ZNR/ZNY), and the TRC/SPECAT characters is
prohibited. Format line 4 commences with a security
warning operating signal (ZNR/Zli¥) followed by five
redundant security characters; e.g., SSSSS, if the
message is routed only to US routing indicators, other
operating signals, procedure signal "T" and address
designators or routing indicators. When a message is
addressed and routed to a regional defense organization
or foreign nation, the redundant security designator
composition is modified to reflect a two-letter TRC in
the fourth and fifth position; e.g., SSSBB. SPECAT
messages will include an oblique (/) and five repeated
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(Continued) N

SPECAT designators (AAAAA SIOP-ESI and BBBBB for all
others) immediately following the five redundant
security designators; e.g., ZNY TTTTT/AAAAA. Rules
regarding the use of TRCs and SPECAT designators are
outlined in Chapter 7. Paragraph 413 contains
additional information pertaining to unique
requirements surrounding emergency action messages
(EAMs) .
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Teletypewriter Header Format.

Leader (paragraph 40l.g.) -——---mmmmmmmmem -
PrecedenCe ——— e mm o e e e
Language Media and Format -—--——---—mmmommmmmm
Classification, as appropriate —-—=—-ee—mmmmmemeo
Content Indicator Code/Communication

Action Identifier ——e o
Originator ——————— e
Station Serial Number ——————cemmee e
Separator ———————— -
Julian Date ———— e ————— e
Time Filed ——-e e
Classification Redundancy =—=—=———m=m—mom oo
Start-of-Routing Signal ~=—=——————————mmmmm ———
AdAressee —— e e
End-of-Routing ————— e
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427. End-of-Message (EOM) Format. The