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FOREWORD

ACP 220, MULTINATIONAL VIDEOCONFERENCING SERVICES, isan

UNCLASSIFIED Allied Communication Publication (ACP). Periodic accounting
is not required.

ACP 220 is effective for Nationd, Service or Allied use WHEN DIRECTED.

This publication contains Allied military information and is furnished for officid
purposes only.

It is permitted to copy or make extracts from this publication without consultation
with the Combined Communications Electronics Board.
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THE COMBINED COMMUNICATION-ELECTRONICS BOARD
LETTER OF PROMULGATION
FOR ACP 220

1. The purpose of this Combined Communication Electronics Board (CCEB) Letter
of Promulgation isto implement ACP 220, VIDEOCONFERENCING SERVICES
within the Armed Forces of the CCEB Nations. ACP 220, isan UNCLASSIFIED
publication developed for Allied use and under the direction of the CCEB Principals. It
is promulgated for guidance, information, and use by the Armed Forces and other users
of military communications facilities

2. ACP 220 isEFFECTIVE ON RECEIPT. The gatus of this publication is shown
below.

EFFECTIVE STATUS

Publication Effective for Date Authority
ACP 220 CCEB On Receipt COMAG 03-02

3. Service-originated correspondence will be forwarded through the norma military
chain of command, marked for the attention of the appropriate Service communications
chief or director. All proposed amendments to the publication are to be forwarded to the
nationd co-ordinating authorities of the CCEB.

For the CCEB Principas.

N. A. Cram
Squadron L eader
Permanent Secretary of the CCEB
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CHAPTER 1

GENERAL INFORMATION

101. PURPOSE

The purpose of this ACP is to establish a secure and non-secure video-
teleconferencing (VTC) capability. This cgpability enables the exchange of military
information among the participating nations to enhance military readiness, capability and
interoperability.

a This ACP supports the The Combined Joint Multilateral Master Military
Information Exchange Memorandum of Understanding (CIM3IEM). These
documents communicate al necessary interoperability sandards,
procedures, security ingtructions, and related information.

102. GENERAL

VTC provides amedium to improve the sharing of information, planning and
consultation that occurs in support of multinational codition operations. 1t aso presents
the opportunity to increase productivity by making efficient and effective use of
resources alowing nations' representatives to participate in meetings without incurring
travel time and codis.

103. OVERVIEW OF MULTINATIONAL VIDEOCONFERENCING
SERVICES

The Multinationa Videoconferencing Services described herein are available to
the military communities of each participating nation. These services can be ether
Secure or non-secure, point-to-point or multi- point.

a A nation’s Videoconferencing Network is composed of a number of
secure and non-secure videoconferencing facilities and/or one or more
bridging Sites.

b. ISDN and PSTN are used to conduct point-to-point and multi- point
conferences for both secure and non-secure videoconference users. Using
commercid standards, the bridging site provides videoconferencing users
with awide variety of multi-point services.

C. A secure Site uses encryption equipment to encrypt information for a
classfied conference.

1-1
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104. DUTIESAND RESPONSIBILITIES

The... Isresponsiblefor....

Operationd Authority | Ensuring that this ACP adequately describes the participating
nation’s portion of the Multinational Videoconferencing
Network(MVN) including: operationa status, changesto the
operationd availability levels, resolution of user concernswith
respect to the existing services and support.

Note: The operationa authority for each nation’s portion to the
MVN remains with the gpplicable nation.

CCEB EG The co-ordination of inter-nation activities will be done through
the CCEB EG. The CCEB EG Chairperson will liase with other
executive boards as necessary, for example with the
Multinational Security Accreditation Board (MSAB).

CCEB Information Advisng the CCEB EG on issues related to secure
Security Working Videoconferencing key materid and encryption devices.
Group (INFOSEC

WG)

Multinationa Security The accreditation of the participating nations SVTC facilities.
Accreditation Board
(MSAB)
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The...

Isresponsiblefor....

National CCEB VTC
Advisors (listed a
Annexes A to E)

Acting asthe nationd foca point for the SVTC program.
Co-ordinating day-to-day management of SVTC efforts.

Resolving SVTC issues and problems brought forth by
Participants.

Referring SV TC issues that cannot be resolved by the POCsto
the appropriate authorities.

Co-ordinate/recommend amendments to the CIM3IEM .
Identifying the national SV TC COMSEC cugtodian.

Liaison with dl other nationa POCs on matters affecting their
SVTC Facilities and/or Bridges that affect the CIM3IEM.

Overdsght of the security aspects of SVTC in accordance with
the CIM3IEM

Arranging for the submission of their national accreditation
documentation to the MSAB for approval.

Any other responghilities required for co-ordination of SVTC.

Conference
Chairperson/
Requestor

Informing participants of dl information regarding the VTC
(e.g. subject, date, timein ZULU, location, duration, name of
chairperson, participants & classfication).

Ensuring dl participants have booked their nationd facilities and
have the appropriate security clearances.

Arranging a VTC reservation with the Videoconferencing Co-
ordinator (VCC)

Informing their locd VCC of any changesto or cancellations of
scheduled conferences.

Announce a the start of a conference the security classfication
and/or conditions pertaining to the VTC

1-3
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The...

Isresponsiblefor....

Videoconferencing
Coordinator

Ensuring the appropriate keymet is used for aparticular SVTC
(contact COMSEC Custodian for advice in necessary).

Provide guidance with respect to the operation of the facility.
Assgting conference chairperson with their reservation requests.

Passing on any information regarding scheduled conferences
such as cancdllations of or changes to conferences.

Be on duty one haf hour before each videoconference in order
to set up the equipment and for briefing chairpersons/
participants on the use of the equipment.

Bridge Operator

Reserving dl requested nationd bridge sites for the requested
dates/times. Notifying the chairperson/requester when nationa
bridges have been booked and confirmed.

Ensuring the appropriate keymat is used for a particular SVTC.

Nationa Participant

Booking their locdl Ste

SecureVTC - aranging for the connection to their nationd
bridge and ensuring the bridge has been informed of SVTC

Non-Secure VTC — to provide VCC with phone number for
host nations bridge.

Table 1-1 Duties and responsibilities

1 Canadawill be responsible for the production, administration and dissemination
of al cryptographic keymat in support of the SVTC through normal COMSEC channels.
Each Nation will be reponsble for interna ditribution of the keymét.

Note: Information exchanged by a SVTC utilizing CCEB keying materid
shdll be rdeasable to dl member nations regardiess of whether they are
participating in that SVTC or not. CCEB keying materid shdl not be
used if it isany participating nation’s intention to preclude rel easability
to another CCEB member nation.

2. It is the respongibility of each individua nation to provide VTC facilities to meet

the CCEB requirement.

1-4
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3. Each participating nation is responsible for producing SOPs for their bridge.

4, Each participating nation will bear the full codt it incurs in making, managing and
adminigtering any CCEB VTC capahilities.

105. CONCEPT OF OPERATIONSFOR VIDEOCONFERENCING
NETWORK SERVICES

a

Alternate Bridge Sites:

It is anticipated that as nations VTC bridges become operationd they will
be declared to the CCEB as an dternate bridge site to host multinational
VTCs, subject to availability

Web Sites;

Nations are encouraged to creste aweb ste. Thiswould increase the
accessbility to the information. Once the web Steis created, it should
include links to the other nations videoconferencing web sites and
likewise, the internationa working groups will include links to the site
from their websites.

System Overview:

@ The Multinationd Videoconferencing Network is composed of the
portions of each participating nations VTC networks that have
been made available to alow the participating nations to conduct
norsecure and secure (up to secret releasable to
AUSCANNZUKUS) Videoconferences.

2 The Multinationa Videoconferencing Network alows face-to-face
non-secure or secure conferences to take place between the
military communities of the participating nations.

3 Bridging facilities avallable to the participating nations are ligted in
the country Annexes A-E. These bridging facilities have secure
and non-secure capabilities and support point to point and/or multi-
point videoconferencing.

Leves of support:

Theleved of support is subject to the avalability of facilities a the time of
the conference and operationa requirements. Details of the norma hours
of operation of each participating nation’ s facilities are shown in Annexes
1-5
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AtoE

e Future requirements.
Taking cognisance of evolving VTC technology participating nations shdl
endeavour to ensure that interoperability between nationsis maintained.
Such issues, to name afew, include changes in system architecture (i.e., IP
based system) and cryptographic equipment, etc.

f. New users.
New users wishing to access the CCEB VTC network are to consult their
national POC (see Annexes A to E) who will advise of regidration
requirements.

LIAISON

Direct liaison between nations subject matter experts for day-to-day

operations is authorized. Changes or proposals to amend policy or network
procedures must be staffed through the appropriate national channels.

ACCESSTO FACILITIES

a

Each Participant may permit use of itsfacilities by personnd of another
Participant, provided the visiting personnd have appropriate security
clearances.

Requests for use by personnd of one Participant to facilities of the other

Participant will be coordinated through officia channels and will conform
to the established visit procedures of the host country.

1-6
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CHAPTER 2

INTEROPERABILITY REQUIREMENTS

201. GENERAL

a

Nations are to ensure interoperability between each participating nation's
VTC savicesis mantained, maximizing the effectiveness and availability
of both secure and non-secure services.

Commonadlity in cryptographic equipment, H.320 commercial standard,
and the capability to operate at 128 Kbps are the minimum requirements
for the CCEB VTC network. Operation at 56/64 Kbps will be accepted
for deployable devices.

Some nation’ s videoconferencing services alow for the use of advanced
capabilities such as document sharing/collaboration it should be noted that
a gte participating in the conference might not support these capabilities.

Advancements in technology will provide the opportunity to enhance the
network. Nations should be mindful that changesto nationd facilities
could be detrimentd to the interoperability of the network. As such,
changes that may affect interoperability should be brought to the atention
of the CCEB through the national POC.
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CHAPTER 3

SECURE VIDEOCONFERENCING SERVICES

301. GENERAL

a All participating bridge stes and VTC facilities need to be certified and
accredited before conducting asecure VTC. Each nation is responsible for
the accreditation of facilities within their nation through their MSAB
representative.

b. The CIM3IEM captures the rules and procedures under whichthe CCEB

nations agree to conduct SVTCs.

C. The CIM3IEM permits the exchange of Military Information at SECRET
(releasable to AUSCANZUKUS) among the participating nations using
SVTC.

302. MSAB PROCEDURES

& ACCREDITATION
PROCESS

(Note2)

—e

ORIGINAL
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System Accr editation Notes:

1 Before anationa system connection is proposed and the security and
accreditation process implemented, CCEB Executive Group (EG) approva must
be sought. The CCEB EG will notify the Multinational Security Accreditation
Board (MSAB) of pending connection.

2. The Nationd Accreditation Authority (NAA) of each nation certifiesto
their nationd MSAB representative that their facilities have been accredited to
process and protect information up to and including SECRET releasable to
AUSCANZUKUS.

3. The national MSAB Representative issuesthe MSAB Nationd
Accreditation Endorsement Certificate (NAEC) notifying the MSAB chair that
their NAA has gpproved the accreditation of their nationa facility. The MSAB
chair issuesan OPCWAN ATO to the NCSM and the Chairs of the CCEB EG,
CWAN SWG and MSAB.

303. KEY MATERIAL MANAGEMENT PROCEDURES

a COMSEC Accounts. Each communication entity that operates a CCEB
Multinationa Videoconferencing Service (MV'S) must be supported by
nationa COM SEC account in order to be issued the appropriate network
key. Each request to establish anew CCEB MV S must identify its support
COM SEC account and supporting National Digtribution Authority (NDA).

b. Classfication. All of the CCEB MV S are capable of VTC activity a an
UNCLASSIFIED level. When authorized to do so, an appropriately
classfied key is distributed and implemented, individua CCEB MV S Sites
may transmit information a the SECRET levd.

C. Controlling Authority (CA) Responsibilities. With respect to the
management of the CCEB MV S keymat, the Canadian Forces Crypto
Support Unit (CFCSU), Key Management Authority (KMA) is
respongble for:

@ The issue of the required CCEB MV S keymat;

2 Keep holders apprised of its effective status;

(©)] Direct the implementation of temporary crypto period extensions,
and

3-2
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4 Recelve and evauate reports of COMSEC incidents affecting the
CCEB MV S keymat and direct actions, such as unscheduled
supersessions, to reduce the security impact of reported
COMPromises.

Key Usage. CCEB MV S keymat may only be used for VTC between
member nations. Use of the CCEB MV S keymat isNOT AUTHORIZED
for any other purpose.

Key Digribution. CFCSU will produce and issue the CCEB MV S keymat
to each country’sNDA. The NDA will then be respongible to distribute
the keymat to their CCEB MV S Sites using their own courier services,
When CFCSU sdects adate for the first edition to become effective,
automatic re-supply will be effected. NDAs will be notified of the keymat
datus S0 that correct status information may be inserted in their respective
COM SEC status documents and databases. Individual NDAs are
respongible for ensuring that COM SEC regulations regarding accounting,
handling and destruction procedures are maintained.

Crypto period Extensgons. To meet urgent operational requirements, the
Canadian National System Management Centre (NSMC) may extend the
crypto period by 2 hours. Longer extensions require prior authorization
from CFCSU/DNDKMA. On occasionswhere aVTC will bridge over to
anew day (al times Zulu), crypto change must be performed immediately
following the termination of the VTC but at no time shal the extenson
exceed 2 hours. Segments must be destroyed within 12 hours of being
superseded.

Safeguarding Keyed KIV-7HSs. When its associated crypto ignition key
(CIK) is extracted from the KIV-7HS with which it isassociated and is
elther securely stored or removed from the termind area, partialy keyed
KIV-7HSs become UNCLASSIFIED, controlled cryptographic items
(CCls) and may be l€eft in unmanned did-up subscriber termina spaces
provided the door islocked and its key is controlled. Extracted CIKs aso
become UNCLASSIFIED but the finding of an unsecured CIK isan
unmanned area is a reportable COMEC incident.

3-3
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304. REPORTING LOSSOR COMPROMISE OF KEY MATERIAL

a Report loss'compromise to Controlling Authority identified in paragraph
303 of this document through the appropriate Nationd COMSEC
Authority. Reportable KIV-7HS Incidents include:

@ Retaining effective or superseded Transmitted Electronic Key
(TEK). Unauthorized retention of exposed segments of effective
or superseded TEK;

2 Unauthorized crypto period. Using aKIV-7HS TEK beyond its
authorized (or properly extended) crypto period;

3 Mishandling of KIV-7HS CIK. Finding an operationa CIK inan
unmanned CCEB MV S areg;

4 Exposed TEK segments. Failure to properly store exposed TEK
segments when not in use; and

(5) TEK/Short-title/Effective date Association. In unsecured
communications, associating a CCEB MV S key short-title and
edition identifier with its effective period.

305. SECURITY PROCEDURES

a All Classfied Information and Data exchanged under the CIM3IEM will
be stored, handled, transmitted, and safeguarded in accordance with
nationa security laws and regulations and the bilaterd General Security
AgreementgArrangements that aready exist between the Participants.

b. Classfied Military Information and Data will be transmitted only through
officid government-to-government channels or through channels
accredited by the Designated Security Authorities of the Participants.
Such Classfied Information and Data will bear the levels of classfication,
denote the country of origin, and the conditions of release.

C. Each Participant will take dl lawful steps available to it to ensure that
Classfied Information and Data received under the CIM3IEM s protected
from further disclosure unless the originating Participant consents to such
disclosure. Accordingly, each Participant will ensure that:

1) It will not release any Classified Military Information and Data
34
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received under thisMOU to any other government or national
organization, or other entity of a Third Party without the prior
written consent of the originating Participant in accordance with
the procedures described in CIM3IEM.

2 It will not use any Classified Military Information and Data
received under the CIM3IEM for other than the purpose provided
forin thisMOU.

)] It will comply with any distribution and access restrictions on
Classfied Military Information and Data thet is provided under the
CIM3IEM

d. Each Participant will maintain the security classification assigned to
Classfied Information and Data by the originating Participant and will
afford to such Classfied Information and Data a least the same degree of
security protection provided by the originating Participant.

e The Participants will investigete dl casesin which it is known or where
there are grounds for suspecting that Classified Information and Data
recaived under the CIM3IEM has been lost or disclosed to unauthorized
persons. Each Participant will aso promptly and fully inform the other
Participants of the details of any such occurrences, and the final results of
the investigation and of the corrective action taken to preclude
recurrences.

f. Each Participant will ensure that access to Classfied Information and Data
provided for under the CIM3IEM islimited to those persons who possess
requisite security clearances and have a pecific need-to-know.

s} The existence and content of the CIM3IEM are UNCLASSIFIED.
Information up to and including SECRET may be exchanged using the
CCEB Secure VTC

306. EXCHANGE AND USE OF INFORMATION
a In accordance with the CIM3IEM
307. CONTROLLED UNCLASSIFIED INFORMATION

a In accordance with the CIM3IEM

35
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CHAPTER 4

GLOSSARY OF TERMS

401. TERMSUSED IN THISPUBLICATION

Term Agreed Meaning

AAD Access Approva Document

ACP Allied Communication Publication

AUSCANNZUKUS | AudrdiaCanada New Zedand United Kingdom United States

Bridge Capability to host Multi-Nation SVTCs (usudly requiresa
multi-point control unit (MCU)

CA Controlling Authority

CCEB Combined Communications- Electronics Board

CCEB EG Combined Communications- Electronics Board Executive
Group

CCl Controlled Cryptographic item

CFCSU Canadian Forces Crypto Support Unit

CFNOC Canadian Forces Network Operations Centre

CIF Common Intermediate Format

CIK Crypto Ignition Key

CIM3IEM The Combined Joint Multilaterd Master Military Informetion
Exchange Memorandum of Understanding

CODEC Coder/decoder

COMSEC Communications Security

CRCS Conference Reservation and Control System

CWAN Coadlition Wide Area Network

DAA Desgnated Approva Authority

DCCS Digita Access and Cross-Connect Systems

DCMC Defence Criss Management Centre

DISN Defense Information Systems Network

DND Department of Defence

DSVE Defence Secure Videoconferencing Environment

DTG Date Time Group

DVS Defense Video Services

DVCN Defence Video Conference Network - Secure

Fadilities Secure Video Tdeconferencing sudios

FTR Federal Telecommunications Recommendation

H.320 International VTC standard for PSTN/ISDN

IATO Interim Approval to Operate

INFOSEC Information Security

IP Internet Protocol

4-1
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Term Agreed Meaning
ISDN Integrated Services Digita Network
Kbps Kilobits per second (1000 bits per second)
Keymat Keying Materid
KIV Cryptographic device
KMA Key Management Authority
MIC Multinationd Interoperability Council
MOU Memorandum of Understanding
MSAB Multi-Nationa Security Accreditation Board
Multinationd The Multinationa Videoconferencing Servicesisavirtud
Videoconferencing combination of the portion of each participating nation’s
Services(MVYS) Videoconferencing Network that has been made avalable to
the international defence (strategic and operationd)
communities.
Multi- point A mullti- point conference is a connection of three or more
conference videoconferencing Stes. Multi-point conferences are alittle

more complex and require additiond equipment. The
additiond equipment is caled a Multi-point Control Unit
(MCU). (Istheir amaximum number of participants you can
have in a Multi-point Conference)

Multi-point Control

An MCU dlowsdl of the conference participants to see and

Unit (MCU) hear each other. All Sites are connected to a Multipoint Control
Unit (MCU, or "Bridge").

NAA Nationa Accreditation Authority

NAEC Nationa Accreditation Endorsement Certificate

NCSM Nationa Connection Security Manager

NDA Nationa Digtribution Authority

NSA National Secuirty Agency

Operationa Oversees that requirements are met prior to alow connection

Authority to the network.

POC Point of Contact

Point-to-point A point-to-point conference is a single videoconference facility

conference connected to another videoconferencing facility by a
transmission path. Two Sites connect together by one site
dialing the other site. The two Sites can see and hear each
other.

PSTN Public Switched Telephone Network

QCIF Quarter Common Intermediate Format

RAAF Royd Audrdian Airforce

Secret Classified up to and including SECRET releasable to
Austraia, Canada, New Zedand, United Kingdom, and
United States (AUSCANNZUKUS).
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Term Agreed Meaning
SOPs Standard Operating Procedures
SVTC Secure Video Teleconferencing
TEK Transmitted Electronic Key
uccC Universal Conference Control
UVCN Unclassified Video Conference Network
VAS Voice-Activated Switching
VCC Video Conferencing Co-ordinator
VCN Videoconferencing Network

Videoconferencing Videoconferencing is the means by which two or more
locations (containing videoconference equipment) are linked
eectronically dlowing the participants in one location to see
and hear the participants in the other location-(s). Technica
types define videoconferencing as "an exchange of digitised
video images and sounds between conference participants'.
This digitised exchange is made possible by CODECs, which
are coder/decoders. They take andogy input (the video and
sound) and convert it to digital information for transmission.

VNOC Video Network Operations Centre
VOC Video Operations Centre

VTC Video Teleconferencing

WG Working Group

ZULU Time Zone

Table4-1 Termsused in this publication
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ANNEX A
AUSTRALIAN DEFENCE VIDEOCONFERENCING NETWORK
1. National Overview

The Audrdian Defence Secure Videoconferencing Environment (DSVE) has
been designed to provide a VTC capability, up and including the SECRET reeasable to
Austrdia, Canada, New Zedand, United Kingdom and the United States, to approved
Audrdian Defence units. The Video Network Operations Centre / NOC), or Bridge, is
located in RAAF Glenbrook New South Wales. Contact details are detailed a Appendix
1. The Audrdian Depatment of Defence do not have a contract for unclassfied VTCs,
however requests for multi-point nontsecure VTCs can be booked through the VNOC if
required. Unless gpproved separately, multi-point unclassfied VTCs will be billed to the
requesting unit or command.

The operation of the DSVE capability is the responghbility of support contractors.
The Commonwedth is responsible for operaing individud video conferencing end
points. All secure conferences are initisted manudly from the VNOC. Unless advised
otherwise dl ISDN cdls from the VNOC shdl be at 128kb bonded.

2. Security General

All SVTCs ae cyptographicaly protected utilisng approved Government
Furbished Cryptographic Equipment. DSVE policy requires tha the transmisson of dl
SVTCs, be performed through the VNOC.

The VNOC utilises various keying materid for specific SVTC, i.e nationd, bi-
laerd and multi-laterd, information. It is essentid to include dl participants when
booking with the VNOC. (see paragraph 106). For example if a SVTC is to be conducted
in support of CCEB activities the VNOC dhdl utilise specific CCEB keymat vice
dternate keymat. As dated in Chepter 1, information exchanged by a SVTC utilisng
CCEB keying materid shal be rdeasable to dl member naions regardless of whether
they are paticipaing in thet SVTC or not. CCEB keying materia shdl not be used if it
is any paticipaing nation's intention to preclude releasability to another CCEB member
nation.

The Defence Signds Directorate is the Nationd COMSEC Cudgodian for
International  Cryptographic Keymat. The re-keying of locd cryptographic equipment in
support of SVTC remains the responshility of locad area commands and units. Loca
Security Orders and appropriate gaff should be consulted, in the first ingance, to offer
guidance on the operation of cryptographic equipment and keymat for SVTC. In the
absence of this support advice may be sought from the VNOC.

A-1 ORIGINAL
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3. Har dwar e/Softwar eFirmwar e

The VNOC has one Multi-point Control Unit (MCU) assigned for use for
Codition SVTC, i.e. bi-laerd, multi-lateral (CCEB and/or MIC), and one for Nationa
SVTC. Although a sepaate MCU has been assgned for codition SVTCs, nationd
operationa requirements shall take precedence.

4, National Booking requirements

Requests to establish a SVTC should be directed to the VNOC Supervisors on the
contact numbers and/or e-mail addresses detalled a Appendix 1. Note As previoudy
dated the Audraian Depatment of Defence does not have a contract for unclassfied
VTC however the VNOC Supervisors will accept and co-ordinate requests from Defence
customers. Unless gpproved separately, unclassfied VTC will be billed to the requesting
unit or command.

Guiddines for edablishing a VTC are detalled in paragraph 6 Regigration. . Note
that there are additional requirements for Secure VTC.

5. Points of Contact

Responsibility Appointment Contact Remarks
Information
CCEB VTC Nationd | Executive Officer | EORR POC for multinationd
Advisor Regiond R1-3-A134 SVTCinquiries
Relations Office Russl Offices Message Address:
of the Chief CANBERRA ACT | ADHQ (Insert
Information 2600 ADHQ for Executive
Officer ADHQ AUSTRALIA Officer Regiond

PH: 61-2-6265 7027 | Interoperability

FAX: 61-2-6265 | A134 unquote in fird

6106 lines of text)
Defence Video Defence Video Defence Video Primary point of
Conferencing Manager Conferencing Conferencing contact for Austrdian
Manager Manager Nationd secure video
Defence conferencing policy
Defence Communications inquiries
Communications | Centre
Centre 25 Napier Close
Deakin ACT 2600
Ph +61 2 6265 8804
Fax +61 2 6269 4130
A-2 ORIGINAL
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VNOC (Bridge) Co- VNOC DSVE Primary point of
ordinator Supervisor Building 139 contact for Secure VTC
RAAF Glenbrook ‘operations
Ausvidcon@defe | GLENBROOK NSW | Bridge hours of
nce.gov.au Audrdia operation: (ZULU)
Ph: 61-2-4737 7667 Mon/Wed/Thu/Fri
Fax: 61-2-4737 7866 2100 hrs—0700
e-mal: hrs Zulu
Ausvidcon@defence. | Tue 2030 hrs— 0700
gov.au hrs Zulu
Nationa COMSEC Information Defence Sgnds Message Address:
Custodian Security Group Directorate quote DSD
Cryptographic Locked Bag 5076 CANBERRA unquote
Liaison Officer KINGSTON ACT DSD isthe Nationa
2605 COMSEC Custodian.
Audrdia Loca cryptographic re-
Ph: 61-2-6266 5762 | keysremainsthe

Fax: 61-2-6265 0328

Table A-1 Paints of Contact
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6. Registration
Guiddinesfor esablishingaVTC
Action Officer Requirements Remarks
Step 1: Requesting Provide the videoconference co-ordinator 1. Normdly this person will
Officer (VCC) with the fallowing information: aso bethe VTC
1. requested time and locetion Chairperson
including tota number point to 2. The Requesting Officer
point or multi-station cal should ascertain whether
2. dte/spointsof contact the Secure VTCisin
3. security leve of VTC (upto support of CCEB/MIC
SECRET — see remarks opposite) activities or otherwise and
4. aeany audio-visud peripherds that al participants hold
required e.g. PowerPoint required security
5. Contact details of requesting officer clearance
3. For nonsecure  multi-
point VTC the
Requeding  Officer  will
need to provide additiona
Oetails for billing
purposes
Step 2: VCC The VCC ddl: 1. Bridge g&ff will
1. Book locd ste normally contact each
2. Confirm digtant Ste/sthrough nominated Ste POC
appropriate POC/VCC and confirm details
3. Confirm classfication of VTC provided
— Secure or non-secure 2. Normaly Reguesting
4. If secure, confirm SVTCisin Officer will dso be
support of CCEB or otherwise the VTC Chairperson
5. Contact the appropriate agency For SVTCsthe VCC should

for fina booking and provide,

asaminimum:

& eRequested dates'times
(ZULU) for the conference

s eAlternate datestimesiif
primary time not avallable

Advise Requesting Officer of VTC
booking

ensure, at least 48 hours before
commencement of the VTC,
correct cryptographic keymat is
in place a thelocd ste.

Table A-2 Registration
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APPENDIX 1

HOW TO CONDUCT A SUCCESSFUL VTC

1. Introduction

a. Video Tdeconferencing is a very effective method to collaborate and share
information with colleagues a geographicaly dispersed sites. To ensure that
VTCs are effective and run smoothly, the following generally accepted guides
to behaviour and technique have been devel oped.

2. Testing

a. Priortothe VTC going ‘live, the VTC ste manager should have tested and
adjusted the audio and video to provide optima performance. The camera
should be ‘zoomed' to the key spesker(s), with pre-adjusted settings alowing
panning to other participants. If the camera can not pan than participants
should be in one shot.

b. Assauming the audio and video levels are acceptable, participantsinthe VTC
should resist the temptation to make further adjustments, including moving
the microphone, during the VTC. However, if the audio and/or video
deteriorate to aless-than-acceptable level, the affected Site should advise the
Chairman and seek resolution of the problem.

c. Atthebeginning of the conference and a any time during the conference, the
Chairman should make sure that dl the participating Sites can see and hear
your site. Don't hesitate to ask other participants to speak up if necessary.

3. Audio and Video

a  Spek dearly and act naturdly during aVTC. If the main languageis not the
normal language for some participants, extra care should be taken to ensure
that they understand the issues and are included in discusson. Use verba and
visua cues as gppropriate.

b. A good quality speakerphone should be available as a backup for use as an
audio teleconference in case there are problems with the video. Participation
using audio only is preferable to not participating at dl.

c. Thereisoften atransmisson delay of up to one second. A spesker should
pause when expecting or requesting comment from far-end participants, and
let the far-end speaker finish before garting to talk.

d. Onmultipoint VTC, the locd microphone should be muted when not in use or
when another steis spesking. De-mute the local microphone to talk.

Al-1 ORIGINAL
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Extraneous noises (rustling papers, moving chairs, noisy air conditioners etc)
and Sde conversations that might normally go unnoticed in afaceto face
conference can cregte technica problemsin aVTC and digtract from the
prime conversation. In multipoint VTC, the video display will autométicaly
select the Ste generating noise, whether intentiona or not.

Sdection of attire for VTC meetings is naturdly the prerogative of

participants. However, experience has shown that * solid colour’ medium blue
and pastel colours coupled with dark outer wear (suit coat etc) project well.
Striped, checked, plaid or white clothing can often cause a strobbing or
‘vendtian blind’ effect.

5. Presentations

a

When creseting presentation materids such as agendas, charts etc. uselarge
fonts to compensate for low screen resolution. Fonts smaller than 14pt.
Courier can be difficult to see. Use graphicsthat are easy to see and
understand.

Where possible, distribute presentation material to each Site prior tothe VTC.
Thisdlows for poor digplay resolution during the live presentation, and for
the possihility that presentation materid may not be displayed due to technica
or operator problems.

Provide adequate time for participants at remote sites to read and/or
understand visua aids/presentations.

Avoid moving presentation materids around. The far-end screens can take
sometimeto update. If necessary, use a pen or pencil as a pointer and leave it
in one spot while you make your point. Thisworks better than using your
finger, which one tends to move around and which can cause the document or
trangparency to move around.

If agte other than yours is making a presentation, mute the local microphone.
Thiswill prevent needless image switching caused by background noisesin
your room.

6. M oder ator/Facilitator/Chairman Roles and Responsibilities

a

Digtribute Agenda and presentation materid (electronicaly, by fax or other
suitable means) in sufficient time before the meeting to dlow dl participants
to be familiar with the program and materia to be presented.

Al-2 ORIGINAL
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. Prepare adequatdly for the meeting. The Chairman is akey player to ensure
that the VTC is successful and effective.

Start and conclude the meeting on time. VTC facilities are often heavily
booked and extension to on+air time may not be possible.

. Always conduct arall cal/poll al stesfor video and audio, a start and
periodicaly during conference. If some meeting participants have not met
previoudy, invite them to introduce themsalves

It is often useful to poll Stesin a predetermined sequence. This ensures that
al participants know when they should expect to be included, and ensures that
no Sites are excluded when opinions or input is being sought.

Introduce key participants a loca Ste and invite each Site leader to introduce
participants.

Highlight expected objectives/god's and desired outcomes from VTC mesting.

During the VTC, direct questions to specific person/site to prevent multiple
responses.

A key role of the Chairman isto manage and control the conduct of the
mesting. If one (or more) party(s) is dominating the discusson, the Chairman
should intercede and seek input from other participants.

If the VTC includes open discussion between three or more locations (open
discussion is not recommended a more than three sites), the Chairman should
maintain control and intercede when two or more |ocations atempt to speak at
the same time.

. Summarise key points and plan /agree follow up actions. Allow a short but
adequate period prior to the scheduled conclusion time for the summary.

Be aware of fatigue among participants. Schedule 10 minute breaks each hour
if the VTC if planned to be longer than one hour.
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ANNEX B

CANADIAN VIDEOCONFERENCING NETWORK
1. National Overview

In Canada, the Department of Defence (DND) provides secure and non-secure
standards-based point-to-point and multi-point videoconferencing services to mgor DND
ingtdlations across Canada and abroad. To thisend, DND has ingtaled two Avaya
Multi-point Conferencing Units (MCU) and associated equipment. These MCUs dlow
videoconferencing end- points to participate in video, audio and data conferencing. One
MCU I'sfor nonsecure conferencing and the other is for secure conferencing.

DND’s Videoconferencing Network is composed of the Unclassified
Videoconferencing Network (UVCN) and the Defence Videoconferencing Network
(DVCN). The DVCN isused for secure conferencing requirements and the UVCN is
used for non-secure requirements.

2. Har dwar &/Softwar eFirmwar e

DND’ s unclassified and secure MCUs permit DND to choose the speed and

number of locationson acdl. The unclassfied and secure MCUs have the following
control modes:

a Voice-Activated Switching (VAS) — The MCU automatically switches
the video display when the speaker changes.

b. Presentation Mode — Suitable for training sessons or presentations,

participants see the speaker a dl times, while the speaker seesthe
guestioner.

C. Broadcast and VAS with Auto Scan — Participants see the spesker at al
times, and the speaker see participantsin each location on atimed,
predetermined, rotating basis.

d. Universd Conference Control (UCC) alows usersto control their
videoconference with a touch-tone phone. UCC can be used to change
conference modes, browse, change conference broadcaster, and drop
selected endpoints from a conference, roll cal and terminate a conference.
Note Thisfeatureisonly avalable on the unclassfied MCU.

B-1
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The unclassified and secure MCUs are managed via a Conference Reservation
and Control System (CRCS). CRCS s aMicrosoft® Windows NT® or Windows®
2000-based automated system for reserving and controlling conferences, conference
rooms, and video networking resources.

The unclassfied and secured M CUs provide the following video processing

capabilities:
a Continuous Presence Plus.

Connect up to 25 locations with Continuous Presence Plusinasngle
conference via both video and audio. This feature dlows one or more
participants to see up to four Stesin the conference at onetime. Each
Continuous Presence Plus conference shows this “ quad-image’ from the
dart of the conference. Any of the quadrants can be fixed or “locked in”
on a particular location or they can proceed with VAS. Thisalowsyou to
have an executive location spesking and have their image switched into a
quadrant.

b Speed Matching:

Speed Matching makes it easier to bring desktop and group usersinto a
single conference by alowing video endpoint operating at different speeds
to join a conference, without al stes having to drop to alower speed to
accommodate every video endpoint.

C. H.320 Trandator:

The H.320 trandator alows H.263 endpoints to maintain their improved
quality while communicating with endpoints using the H.261 standard.
Conferences using the H.320 trandator are supported in the full screen
mode, while conferences while using the H.263 exclusvely are supported
in both the full screen and Continuous Presence Plus mode.

The unclassified and secure MCUs provide H.320 multipoint data conferencing
using the T.120 standard.

The unclassified MCU is capable of mixed conferences conssting of endpoints
usng dreuit-switched (H.320) and Internet Protocol (1P)-based (H. 323).

B-2
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interfaces, including T1/EL, PRI, BRI trunk-sde and line-side, 10/100BaseT,
V.35/RS449/RS366, and DCP.

3. Contacts

Responsibility Appointment Contact Remarks
Information
CCEB Nationd | Dave Crittenden Td: (613) 995-9451
POC Major Fax: (613) 992-4223
Directorate Secure Fax: (613) 996-6828 or
Information (613) 992-6029
Management Attention: DIMSP 4-4
Strategic Planning Emall:
(DIMSP) Crittenden.DH@forces.ca
Interoperability
Coordination 4-4
Bridge (MCU) Canadian Forces Td: (613) 991-2549
Operations Network Operations Emall:
Centre videocoferencing@forces.gc.ca
Nationd Mr. J.G. Trottier Td: (613)-945-7504
COMSEC Canadian Forces Email: Trottier JG@ADM(IM)
Cugtodian Crypto Support Unit CFCSU@0Ottawa-Hul
Enginesring Robert Streeter Td: (613) 990-5237
Support Captain Fax: (613) 998-6277
Directorate Email: stregter.rs@forces.gc.ca
Tedecommunications
Spectrum and
Engineering Support
(DTSES 2-5-3)
Table B-1 Points of contact
4, National Reservation Requirements

Canadian Forces Network Operations Centre (CFNOC) is the central scheduling
agency for al secure and nonsecure CCEB multi- point and point-to-point
videoconferences. The norma hours of operation are Monday through Friday 1200Z to
2400Z. The following shdl be the procedures followed for multi- point and point-to- point

resarvations,
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The person requesting the conference (the requester) must complete a
“Reserve a Multi-point videoconferencing” form found & DND’s
Videoconferencing Intranet web ste http://vc.mil.ca. and send to the
CFNOC MCU Bridge Operator, by clicking the SUBMIT button at the
bottom of the form. If this serviceis not available contact the CFNOC
MCU Videoconference bridge operator with the following information:

(@) Requested dates and times for the conference, including aternative
dates and times in case the requested date/time is not available;

2 Type of conference (secure or non-secure);
3 Title of conference;
4 Sitesrequired for conference; and

) At least one representative participant/contact person at each Site;
and requester’ s contact information.

The requestor must ensure that their Ste is available and reserved for the
conference.

CFNOC bridging gtaff shall attempt to reserve dl requested sites for the

requested dates/times using the reservation procedure agreed upon
individualy with eech Ste.

CFNOC bridging staff shdl notify dl sites when Sites have been
confirmed and reserved. Each Steis then responsgible for notifying those
in the areathat are to attend.

Prioritization: Requests for conferences will be scheduled on first come first
served basis. When making areservation, there should be ahigh leve of confidence that,
once scheduled, a conference will go ahead as planned. To maintain the integrity of the
system, once a reservation has been confirmed it should, in generd, be consdered findl.

In the event that Nationd users and CCEB users sSmultaneoudy wish to reserve a
videoconferencing dte, it will be up to the CFNOC staff to coordinate between the two
groups. If CFNOC bridging staff are unable to have the sites voluntarily reschedule their
videoconference, then priority will be given to Nationd requirements and then CCEB

requirements.
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The following information is required to register with the Canadian Bridging

service:
User Profile:
Ste Name:
Video Conference Co-ordinator:
Name:
Pogtion:
Contact information during working hours:
Telephone #:
Mobile (Cdlular phone #):

Facamile#:
Internet Email Address:

Contact information after working hours:

Telephone #:

Mobile (Cdlular phone #):
Facamile#:

Internet Email Address.

Technical Support Contact:

Telephone #:

Mobile (Cdlular phone #):
Facamile#

Internet Email Address:

Contact information after working hours:

Telephone #:

Mobile (Cdlular phone #):
Facamile#

Internet Email Address:

B-5
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Room Profile:

Room Address.
Room/Floor No:
City:
Province/State:
Country:

Postd Code/Zip:

Room Phone Number:

Room Capacity:

RoomFeaturess =~ VCR _ WhiteBoard ~ Document Camera
____ PClinterface __ GrgphicsMonitor _ Auxiliary Camera

Other Festures:

Equipment Prdfile:

CODEC Manufacturer:

Modd:

Software Revison:

SysemTypee = Desktop _ Didup _ LAN _ Dedicated

Protocol: __ H320 _ H.323

VideoModee = H261 _ H263 _ HCTX+ __ MRV ___ S&4

AudoMode G711 G722 ___ G728

DaaMode  T.120 _ Other

Network Profile: Loca Carrier Name:

AccessService  SW56  _ ISDNBRI ___ ISDNPRI ___ T1

Type: ___ MEGA Stream _ Sadlite

B-6
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Copable Bandwidth: 112~ 128 224 256 336 _ 384
Other

ConnectionviaPBX: _ Yes No

If yes, what did access code is used?

IMUX Used: Yes No

IMUX Manufacturer:

IMUX Modd:

Country Code:

Data Number 1:

Data Number 2;

Data Number 3:

Data Number 4:

Data Number 5;

Data Number 6:

Data Number 7:

B-7
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ANNEX C

NEW ZEALAND DEFENCE FORCE VIDEOCONFERENCING
NETWORK

1. National Network Overview

The New Zedand Defence Force currently operates a multipoint bridge capable
of supporting up to 4 locations in both the non-secure and secure mode. Each location
can be supported up to 128kb/s s and variable speeds up to this rate can be
accommodated. In addition there are a number of |ocations throughout the country
capable of operating point to point in the non-secure and secure modes athough some
locations are only capable of non-secure operation. The NZ VCC can advise on these

locations.

2. Har dwar e/Softwar eFirmwar e

The bridge isa4-port PictureTd Prism model. The VTC terminas vary between
locations but are primarily PictureTel Concorde 4000 seriesin the main headquarters.

3. Points of Contact

Responsibility Appointment Contact Information Remarks
National POC Saff Officer Td: +64 4 496-0162
Enginearing (SO Eng) Fax: +64 4 496-0159
Directorate of Joint
Command, Control Emal:
Communications, and john.rosevear @nzdf.mil.nz
Information Systems
(DICIS)
HQ New Zedand
Defence Force
Bridge Video Conferencing Tel: +64 4 496-0174 or
Co-coordinator Bridge Operator +64 4 496-0220
(Primary contact Fax: +64 4 496-0269 or
for VTC sarvices) | Defence +64 4 496-0229
Communications Unit
(DCU) Internet emal:
videoconferencing@nzdf.mil.nz
C-1
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Responsibility Appointment Contact Information Remarks
Video SVTC Operator Te: +64 4 496-0174 or
Teleconferencing +64 4 496-0220
Co-coordinator Defence Fax: +64 4 496-0269 or
(VCC) Communications Unit +64 4 496-0229

(DCU)
Internet email:
videoconferencing@nzdf.mil.nz
Technical Saff Officer Td: +64 4 496-0162
Contact Engineering (SO Eng) Fax: +64 4 496-0159
Directorate of Joint
Command, Control Emal:
Communications, and john.rosevear@nzdf.mil.nz
Information Systems
(DICIS)
HQ New Zedand
Defence Force
Table C-1 Points of contact
4, National Reservation requirements
The norma hours of operation are 2000 to 0430 Zulu Monday to Friday. Any
users required to arrange a CCEB videoconference should:
Step Task Responsibility

1 | Ensuredl paticipants are available for the Conference Chairperson

conference and reserve the conference room

2 | Contact their local VTC operator to reserve the Conference Chairperson

equipment advising the participants, time, place,
and classfication required for the conference

3 | Seck assstance on how to facilitate a CCEB
videoconference from ether the VCC

Local VTC Operator

4 | Ether:

Resarve the far end fadility if
conference isto be a point-to-point

conference. or

Contact the CCEB Bridge facility
operator to request a multipoint

conference.

Loca VTC Operator or VCC as
appropriate

Table C-2 Reservation requirements

C-2
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5. Registration

There are no formd registration procedures. Contact should be made with the
VCC who will arrange for link testing prior to the conference if the link has not been
used previoudy.
6. Scheduling Priority

They are based on afirst come firgt served basis dthough operationd

requirements at the requested time will determine the priority given to a particular
conference.

C-3
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ANNEX D
UNITED KINGDOM'SVIDEOCONFERENCING NETWORK
1. National Overview

The United Kingdom's Videoconferencing Network (UKVCN) has itsmain
control point at the Defence Criss Management Centre (DCMC), located within the
MOD in London. Thisfacility dedsdmost exclusvely with secure Videoconferencing,
but does have the capability to participate in nornsecure conferences.

The DCMC uses point-to-point links, but is currently developing an Accord MGC
100 MCU, which will work aongside the andogue Bridge. Connections are made to the
Canadian or the US secure or insecure bridges for conferences that would include
Augtrdia, New Zedland, Canada, the United States and the United Kingdom. Regular
Videoconferencing takes place between the UK and the US or Canada. Thereis no direct
connection to either Australiaor New Zedand, athough they are both technically

possible.

The UKVCN uses ISDN links, both of adia-up and permanently connected
nature. Theselinks vary from low speed connectionsto links that are dmost of televison

qudlity.
2. Har dwar &Softwar eFirmwar e

The andogue Bridge, which is predominantly used, has the capacity for upto 9
participants in asingle conference. Imagecom CD400 Codecs are the backbone of the
network. They are multi-tasking Codecs that can be used from 64k to 2Megabits at
G704, RS530 or X21, depending on the distant end equipment type. All participants are
connected independently and are ‘multiplexed’ using various audio and video matrices.

The MCU, isan Accord MGC100 and has only been used for low speed X21 link
conferencing. This Bridge has provided a“future proof” capability for the DCMC. A
variety of investigations and tests are currently taking place to enable this Bridge to be
used for RS530, ISDN and IP.

3. Contacts

D-1
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Responsibility Appointment Contact Remarks
I nformation
Nationa VTC Coord J6 Pol SO2 Td: +44207 | Cord for CCEB &
218 6016 MICVTC
National POC DCMC Coord Cell | Td: +44 207 | Firdt point of contact
218848/56/57 | for permission to use
system.
Bookings/Permission CDSDO Cdl Tel: +44 207 | Contact should ONLY
24/7 Manning 2188851 be made once
permission has been
granted.
Videoconferencing Videoconferencing Td: +44 207 | For day-to-day
Services 2188815 running of UKVCN
Technica Contact Videoconferencing Te: +44 207 | For testing of new
Technicd Specidis | 2188798 links/advice

Table D-1 Points of contact
4, Reservation Requirements
The facility described aboveisfor the exclusve use of the Defence Crisis
Management Organisation and permisson for externd agencies to use the facility is
given only by prior agreement with AD DCMC. Should alocation wish to use these
facilitiesthe first point of contact should be the DCMC Coord Cdll - number isgivenin
the table above.

If permission is granted by the DCMC Coord Cdll, the following procedure
should be adopted to book a conference:

a The person requesting a conference must contact the Bookings office to
submit the requirements. The staff will need to know the following
information:

1) Preferred date and time;
2 Title of conference;

3 Sites required for conference; and

(4)  Contact detalls for staff a al end points.

D-2
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b. The requesting party must confirm with each endpoint that they have
booked the facility at their locations. The contact details are required to
alow the technicians to perform pre-testing, especidly if the link required
has not been used before.

Prioritization

If operationally necessary a conference can be cancelled with no notice.

Registration

The regigration procedure is currently being developed for use with the new

D-3
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ANNEX E

UNITED STATESVIDEO CONFERENCING NETWORK

1. National Overview

The Defense Information Systems Agency (DISA) provides UNCLASSIFIED to
Top Secret video conferencing capabilities to the Department of Defense (DOD), and it's
Allies, aswell asthe US Federd Government, through the use of the Defense
Information Systems Network (DISN) Video Services (DVS). The network is standards
based H.320 compliant and supports data rates from 2 X 56/64 to 768 KBps. DVSisa
worldwide service whose users access Multi-Point Control Units (MCU) located in
Europe, Continental United States and the Pacific. DV Sis compaosed of five regiond
hubs, each of which holds multiple DOD approved encryption equipment for classfied
conferencing.

The US Department of Defense recognizes Federa Teecommunications
Recommendation (FTR) 1080A-1998 as the officid standards-based reference document
for VTC users and H.320 as the minimum acceptable standard. Conforming to these
standards smply means that equipment purchased for use with the DV'S Network will be
able to communicate at acommon leve. Y ou can download a copy of FTR 1080A-1998
from the Internet Site: http://www.ncs.gov/n2/content/standard/htmi/ftr.htm

2. Har dwar e/Softwar eFirmwar e

Equipment used to connect to the DV S Network must, a a minimum, be capable
of operating over one and two channels at quarter common intermediate format (QCIF)
resolution, operate at variable rates from 56 to 1,920 kilobits per second (kbps), have a
CODEC that is capable of coding at aminimum of 6 frames per second and decoding a a
minimum of 7.5 frames per second. Algorithm support must be a a minimum compliant
with standard H.261, and QCIF or Common Intermediate Format (CIF). QCIF and CIF
define the video display with parameters such as number of lines and pixels. Y ou may
add any of the advanced capabilities that you desire such asimporting video clips,
computer graphics, “whiteboard” gpplications, or document sharing/collaboration. Be
aware that the other VTFs you are conducting a conference with may not support the
advanced capabilities that are available from your CODEC.

All DVS hubs are cryptographicaly protected utilizing cryptographic equipment
approved by the Nationa Security Agency (NSA).

The DISN Video Services worldwide architecture includes both Multi-point
Control Units (MCUs) and Digita Access and Cross-connect Systems (DCCYS),
which makes three or more participants in a videoconference possible. Through  Digita
Cross Connect Switches, transmission gateways, video bridges, and crypto devices,
E-1
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dedicated subscribers and dia- up subscribers are able to conduct point-to-point or
multipoint VTCs classified or unclassified. Reservation scheduling can be requested by
voice, fax, e-mail, web, or data transfer. DISN VTC supports tactical connections viathe

STEP Interface.

3. Contacts

DISN Video Services
NS55, Sky 7
5275 Leesburg Pike
Fals Church, VA 22041-3801

Responsibility Appointment Contact Information Remarks
Dick Mason Deputy, DVS Td: 703-882-0116 Secure Fax: 703-882-
Fax: 703-882-2810 3249
E-mail:
masonld@ncr.disamil DSN: 312-381-0116
WesMiller DV S Operations Td: 703-681-1346 DSN: 312-761-1346
Fax: 703-681-3058
E-mail:
Millerlg@ncr.disamil
Robert Arevado ARO, Information Td: 703-882-3248 Secure Fax: 703-882-
Assurance Fax: 703-882-3249 3249
E-mail:
arevaor@ncr.disamil DSN: 312-381-3248
VTC Operations Td: 703-681-3058 DSN: 312-761-3058
Fax: 703-681-1376
E-mal:
VTCOPS@ncr.disamil
Video Network Alternate Bridge Td: 800-367-8722 AT&T Help Desk
Management
Center
Table E-1 Points of contact
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4, National Registration Requirements

To accessthe DISN Video Services network you must become a subscriber,
which is atwo-step process. Detailed information can be found in the Newcomers
Brief document. Click http://disa.dtic.mil/disnvtc/newcomers.htm to request the
Newcomers Brief.

a. Step 1 - Ensures the connection utilizes one of the following transport andards
(commercid 1SDN, FTS-2001, and/or DSN Switched Digitd Service) in order to
interface with DV'S. Individua countries should use their normal process for provisoning
of the appropriate transport.

b. Step 2 - Access the Hub servicesthat DISN Video Services provides.
A Site ID (which you need to schedule a conference) is obtained by completing
and submitting a Site Profile Regidtration.
5. Registration

(Fill out Ste Regigration Form ortline)

General Information

When subscribers complete and submit a Ste Profile Registration Form on the DISN
VTC web dte, they should be regigtering the end user device in ther facility (Codec or
MCU) that is the centrd function for a conference, with aligt of maximum capabilities.

A Codec may use different forms of trangport and will therefore be assgned multiple
DVS Site IDs. Conference scheduling is done with only one of the DVS Site IDs.

If an MCU has more than one port assigned to DVS-G, conference scheduling can take

place smultaneoudy on dl ports. In this case, a separate Site Profile Regidration Form
should be used for each port (i.e.,, MCU1, MCU2, €tc.).

Program Designator Code (PDC):

(This code is necessary for hilling the service for CONUS/Canada customers only. For
more information or assistance, contact the NSB5 representative: Commercid 703-681-
1376 or DSN 312-761-1376.)

If you cannot complete the Site Registration Form on-line, contact VTC OPS
(Commercid 703-681-1376, DSN 312-761-1376, or VTCOPS@ncr.disamil).

6. Connection Approval

E-3
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To obtain DVS connection at the secure level, completion of the attached Access
Approva Document, as wdl as the Interim Authority To Operate and/or Authority To
Operate letter (examples are atached), signed by the Designated Approva Authority
(DAA) is required. You can download the Access Approvad Document (MS Word,
83KB) from the DVS Website.

7. Reservation/Scheduling System

The DISN Video Operations Center (VOC), located at DISA CONUS, is the
centra scheduling location for al secure and non-secure CCEB multi-point and point-to-
point videoconferences. A choice of direct or indirect methods can be used to submit
your Conference Requests to the Reservation System for processing, including:

a AT&T Resarvation Help Desk: 800-367-8722 (Direct Method)*
DSN: 312-533-3000

b. Voice Requests. 866-228-0085
DSN 312-779-9910

b. E-mal Requests. VTCOPS@ncr.disamil

c. Fax Requests: 618-229-8688
DSN: 312-779-8688

* Direct method is utilized when a conference request is initiated within a two hour or
lesstime frame.

Additional Information:

For additiona Information pleese vist the DVS web dte homepage a
http://disa.dtic.mil/dishvtc or contact DSN Video Services at:

Commercid: 703-681-1376, -1346, -1368, or —1366
DSN: 312-761-1376, -1346, -1368 or —1366

E-mal: VTCOPS@ncr.disamil
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Examples

Access Approval Document (AAD)

Must Be Completed For Cryptographic Transmission
Revised: 1 November 2002

Site ID* Date

Ingdlation

L ocation/Room #

Bldg./Street

City State

This document must be completed prior to your facility being able to conduct classified
videoconferences. Answering No or not answering any of the following questions may
prevent your site from conducting classfied videoconferences.

Organization Message Address
i.e. DISA WASHINGTON DC//NS55//
Comsec Message Address
COMSEC Account # LMDKP?Yes[] NO [] (ok to mark no)

CRYPTO Type KIV-7HS[] KG-194[] KIV-19[] Tactical? Yes[ ] No[]

Defense Courier Service (DCYS) 2 line address

COMSEC Custodian Name

Phone # Emall
COM/DSN if available

1. Provide DISA NS5 asigned copy of the Authority to Operate (ATO) either interim or
find, a dte diagram and this completed AAD.

2. Classification level: (Mark all that apply) Unclassified [] US Secret []
US Top Secret [] KIV-7 Allied Secret [ ] Canadal]

VTC Facilitator Name

Phone # Emal

Designated Approva Authority (DAA):

Title Grade

E-5
ORIGINAL

UNCLASSIFIED



UNCLASSIFIED
ANNEX E TO ACP 220

Phone # Emal
COM/DSN if available
Name Sgnaure Date

| (DAA) certify the VTC facility listed aboveisauthorized to operate at the requested classification
level. “Weacknowledge and consent to DI SA conducting an initial vulner ability assessment and
periodic unannounced vulner ability assessments on the connected host systemsto determinethe
security featuresin placeto protect against unauthorized access or attack.”

* Thismug befilled in. If you currently have agte ID, enter it here. For anew Site ID
please coordinate with DISN Video Services (DSN 312-761-1376, Com 703-681-1376).

Access Approval Document
Certification / Accreditation Information
Page 2 of 2

Designated Approval Authority:

The Desgnated Approva Authority (DAA) is the Command sponsored local eement /
entity assgned the respongbility of determining, based on therisks, if a
videoconferencing system, network, or information management system can be operated
in aclassfied mode.

Y ou are requested to maintain this document at your site. DISN Video Services (NS55)
and authorized representative (EUS2 for Europe, PC52 for PAC), must have a signed
copy prior to service activation and crypto key distribution.

POC for thisaction:

For CONUS: DISN Video Services Divison (NS55), cml. (703) 882-3248, DSN 381-
3248

For Europe:  DISA EUR (EU52), cml. 011-49-711-68639-5955, DSN 314-434-5955
For PAC: DISA PAC (PC52), VTC OPS, cml. 808-656-0196, DSN 315-456-0196

Fax AAD, ATO and Sitedrawing to:

** For CONUS/OCONUS:
DISN Video Services Divison (NS55)
5275 Leesburg Pike
Fdls Church, Virginia22041- 3801
Fax (DSN) 312-381-3249
(Com) 703-882-3249

For EUROPE: DISA Europe/ Attn: EUS2
Unit 30403
E-6
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APO AE 09131
Fax (DSN) 314-434-5312
(Com) 011-49-711-68639-5312

For PAC: DISA PAC — Attn: PC52, VTCOPS
Bldg 107
Wright Avenue
Wheder AAF
Hawaii 96854-5120
Fax (DSN) 315-456-3838
(Com) 808-656-3838

** AAD isfaxed to NS55 for all areas CONUSOCONUS

SAMPLE LETTER OF ACCREDITATION

AUTHORITY TO OPERATE
(ATO)

Combatant Commander’ ¥Service SAgency’s Name
(Address)

Date:

SUBJECT:  Accreditation of Combatant Commanders/Services/Agency’s Name
Workstation/network

Reference: (a) Accreditation Support Documentation

1. In accordance with the provisions of (Combatant Commander’ 9Service SAgency’s
Name) Ingtruction (XX X-XXX-XX), authorization is hereby granted for the operation of
the (Combatant Commander’ ¥Service gAgency’ s Name Workstation/Network), located
in (Building 0000, Suite 000, Address). This accreditation is based upon areview of the
information provided in reference (a). This accreditation is valid as long as the Basdine
Security Safeguards defined in the (Combatant Commander’ §/Service JAgency’s
gpecific security guiddines) areimplemented. This system is authorized to operatein the
threat environment defined in reference (a) and with stated vulnerabilities asidentified in
the (Combatant Commander’ §/Service JAgency’s) Basdine Security Documents. The
accredited system consigts of (list equipment here). This system is authorized to process
(Place Maximum mode of operation level processed). The Combatant

Commander’ §Service JAgency’ s workstation/network is connected to the DISN Video
Searvices (DVS) system and (Place any other network that the system is connect to).
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2. Thisaccreditation isvaid for 3 years from the date of thisletter. Reaccredidation is
required sooner if there isany change that affects the security posture of the system. It is
the respongibility of the senior officid in charge of the system to ensure that any change
in threat, vulnerability, configuration, hardware, software, connectivity, or other
modification is andyzed to determine itsimpact on system security. Appropriate
safeguards will be implemented to maintain aleve of security with the requirements of
this accreditation.

3. The undersigned accepts the risk for the operation of the Combatant
Commander’ §Service SAgency’ s system defined above,

Sgnature

Designated Approving Authority
Combatant Commanders/Services/Agency's Name

Enclosure A

SAMPLE INTERIM APPROVAL TO OPEATE
(IATO)

Combatant Commander’ §Service JAgency’ s Name
(Address)

Date:

SUBJECT:  Interim Approva to Operate Combatant Commanders/ServicesAgency's
Name
Workstation/network

Reference: (a) Accreditation Support Documentation

1. In accordance with the provisions of (Combatant Commander’ ¥Service SAgency’s
Name) Ingruction (XXX-XXX-XX), an Interim Approva to Operate (IATO) is hereby
granted for the operation of the (Combatant Commander’ §/Service Agency’s Name
Workstation/Network), located in (Building 0000, Suite 000, Address). ThislATO s
based upon areview of the information provided in reference (8). ThislATO isvdid as
long as the Basdine Security safeguards defined in the (Combatant
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Commander’ 9Service Agency’ s specific security directives and guiddines) are
implemented. This system is authorized to operate in the threat environment defined in
reference (a) and with stated vulnerabilities as identified in the (Combatant

Commander’ §/Service Agency’ s Basdline Security Documents). The IATO system
conggs of the (equipment list). This system is authorized to process (Place maximum
mode of operation level processed). The (Combatant Commander’ /Service SAgency’s)
network is connected to the DISN Video Services (DVS) system and (place any other
network that may be connected to).

2. ThislATO isvalid for 90 days from the date of thisletter. Fina accreditation action
is required before the expiration of thisIATO. ThisIATO will terminate sooner if there
isany change that affects the security posture of the system. It is the respongbility of the
senior officid in charge of the system to ensure that any changein threet, vulnerability,
configuration, hardware, software, connectivity, or other modification is andyzed to
determine itsimpact on system security. Appropriate safeguards will be implemented to
maintain aleve of security consistent with the requirements of thisIATO.

3. The undersigned accepts the risk for the operation of the (Combatant
Commander’ gService JAgency’s) system defined above.

Sgnature

Designated Approving Authority
Combatant Commanders/Services/Agency's

Enclosure B
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