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Focusing America’s National Powers
Abstract

Current effortsto focus and integrate America’ s national powers are entwine with
parochialism and alack of coordinating, enforceable directives. The Nationa Security
Counsel (NSC) should modify its efforts to take full advantage of all sources of power to
ensure national security by first establishing the NSC/Deputies Committee as the element
mandated to manage the interagency process. The National Interagency Coordination
Group, NIACG, should use the six-phased campaign plan as the tool to coordinate and
synchronize all capabilities. 1t should do this by establishing Joint Interagency
Coordination Groups (J ACGSs) to manage the interagency process at the regional level.
The NIACG also must ensure that interagency doctrineis developed to achieve unity of
effort by establishing common thought, purpose, and understanding to guide actionsto
meet national security objectives. The JJACGs should be manned by all sources of
powers, but predominantly by DoS and DoD. DoD’s and DoS's culture needs to change
and embrace al sources of power. DoD needsto step aside and alow other sources of
power to fully contribute towards the national security effort. Additionally, all other
sources of power need to stand up and accept their responsibility. Also, aninteragency
college needs to be established so that mid- and senior- level interagency leaders are
schooled in theory and doctrine and the planning process necessary to synchronizethe
nation’s powers. Finally, Congress needs to empower all sources of power by making
funds available for emergency or contingency requirements. The implementation of these
recommendationswould synchronize and nest national powersin an attempt to shape
aggressors towards America swill, and save lives and money by preventing war. If war

becomes necessary it would quickly be resolved by a concerted effort to stabilize the



Focusing America’s National Powers
Abstract

situation and returning to shaping the environment towards representative governments

with market economies.
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We--with God's help--call on every Muslim who believesin God and wishes to be
rewarded to comply with God's order to kill the Americans and plunder their money
wherever and whenever they find it. We aso call on Muslim ulema, leaders, youths, and
soldiersto launch the raid on Satan's U.S. troops and the devil's supporters alyi ng with
them, and to displace those who are behind them so that they may learn alesson.

Osama Bin Laden on 22 February 1998

Proposal

A new approach which consolidates, synchronizes, and nestsall of America's
capabilities must be devel oped to effectively utilized its national powers. If the nation’s
leaders would fully synchronize diplomacy, economics, information, military and other
aspects of the government to impose America swill on those who threaten itsvital
interests, then the nation’ s efforts at security will be more efficient, less costly, and,
ultimately, focused for the good of for all mankind.
Two Superpowers

From 1945 through 1990 two superpowers stood toe to toe against each other —the
United States (US) versus the Union of Soviet Socialized Republic (USSR). The UShad a
democratic ideology, which isabelief that governments were created to serve the people
and could only act with the consent of the people. Though the USSR had acommunistic
ideology which preached socialism, in reality it practiced tyranny and oppression.
Moscow stated that communism was the ideal form of government and would eventually
supercede democratic governments. To counter this, George F. Kennan, acareer Foreign
Service Officer, developed the policy of “containment,” which became the US' s national
strategy for fighting the Cold War (1947-1991).? To contain the Soviet Union the US built
amilitary wall around the communist world with forces in Japan, Philippines, Guam,
Korea, Turkey, and Western Europe. The US Navy covered gaps where forces either

could not or were not permitted with submarines capable of launching nuclear missiles
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that could reach deep into Russia. Intheair the US had planes that could launch nuclear
missiles. The USalso had surface-to-surface nuclear missilesin hardened silosthat could
reach anywhere in the Soviet Union. In addition to all of this, anytime there was a conflict
that involved the Soviet Union—Korea, Berlin, Cuba, Vietnam, Afghanistan —the US
either supported one side or had direct involvement. Inthe end, the Soviet Union, withits
corrupt system, could not maintain an economy to fulfill its national strategy. Its
government failed and economy collapsed, leaving the US as the only superpower.
Rogue States, Non-State Powers, Conventional State Powers, and Other Threats
During the Cold War diplomacy was often conducted through the might of the
military in the form of surrogate campaigns such asin Afghanistan or through the
economy asinanarmsrace. After thefall of the Soviet Union it was generally felt that
peacewas here at last. The UStook stepsto reduce its presence around the world as well
asthe strength of its military. Russia, because of the collapse of its economy, could no
longer be asinfluential on world affairs. A peace dividend would surely be the result of
the end of the Cold War. Instead, what transpired was that many violent states and
cultureswere no longer held in check by asuperpower’ s might. Rogue states and non-
state actors such as Irag, Chechnya, Kosovo, and Somaliaaswell asterrorist groups such
asAl-Jihad, Harakat al-Mugawamah a-Idamiyyah (HAMAYS), the Revolutionary Armed
Forces of Colombia, and al Qaeda became freer to spread their ways and ideals.
Additionally, due to globalization, ease of travel, and accessibility to conventional
weapons and weapons of mass effect, these rogue states and non-state powers became

much more dangerous.
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According adatabase maintained by the Memoarial Institute for the Prevention of
Terrorism (MIPT), there are over 570 foreign and domestic terrorist groups:® The
Department of State tracksforeign terrorist organizations (FTO) that are “responsible for
the kidnapping or death of any US citizen during the preceding five years; groups known
to befinanced by state sponsors of terrorism about which Congresswas notified during the
past year in accordance with Section 6(j) of the Export Administration Act; and any other
known international terrorist group that the Secretary of State determined should bethe

subject of the report.”

Currently thereare 40 FTOs on thislist.

Further, conventional threats still exist from China, North Korea, and Iran.
According to an article from Jane’'s Defense Weekly, China has around 40 divisions and
43 brigades with an estimate of 2.3 million troops® North Korea has approximately one
million troops® Iran has 345,000 troops.” Each of these countries has the conventional
capability to be taken seriously as aworld-class fighting force and has or is attempting to
possess nuclear weapons. The US must be prepared to fight and decisively win awar
force-on-force against these unpredictable states.

In addition to these threats, one of the greatest challenges the US faces today isto
prevent hostile states and terrorists from gaining access to weapons of mass destruction
(WMD).2 There are several reasons thisis more of aconcern today than during the Cold
War. Oneisbecause of the“large quantities of Soviet-legacy weapons of mass
destruction and missile-related expertise and materials remaining in the FSU (former

Soviet Union) states.”®

This combined with economiesin disarray, the lack of strict
central controls over WMD, and the money WMD can bring in the open market can lead

to disaster. Another reason why WMD are more of concern now isthe dual use problem
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of peaceful material that can be used militarily. Though this has always been the case,
globalization has made it more difficult to manage dual use material. One example of this
isaspace-launch vehicle that can be turned into a ballistic missile; another exampleisthe
use of acommercial nuclear plant as aweapons facility® A third reason of concernis
that “rogue states have a smaller stake in global stability and, lacking traditional
instruments of state power, seek unconventional weaponsto compensate. Experts have
cautioned that WM D have gone from being symbols of great-power statusto a‘poor
man's source of influence.”**

Terrorist groups have even alesser stake in global stability than rogue states. Until
they become legitimate, if they ever do, their modus operandi will be to intimidate people,
especially through kidnappings, assassinations, and bombings? It must be assumed by
the United States that terrorist groups are seeking WMD. For example, OsamaBin Laden
said the following when asked if he was trying to acquire chemical and nuclear weapons.

Acquiring weaponsfor the defense of Muslimsisareligiousduty. If | have

indeed acquired these weapons, then | thank God for enabling me to do so.

And if | seek to acquire these weapons, | am carrying out aduty. It would

beasinfor Muslims not to try to possess the weapons that would prevent

the infidels from inflicting harm on Muslims.*®
A prudent US Government (USG) must also assume that if aterrorist group ever
obtains this capability it will be used against the United States, its allies, and
friends.

Chemical and biological weapons also threaten US security. Countries, in no

particular order, that are believed to have an offensive chemical capability include Egypt,

Iran, Israel, Libya, Syria, China, North Korea, Taiwan, Burma, and Vietnam. ** Countries
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believed to have an offensive biological capability include Iran, Israel, Libya, Syria,
China, North Korea, and Taiwan."®

Theworld since the end of the Cold War has truly become more dynamic, less
controlled, more interdependent, more complicated, and more dangerous. Given the
multiple and wide array of threats, from rogue states to terrorists to conventional armiesto
WMD, the US must have aunited effort to protect its national interests. The US can no
longer afford to manage its national powersin a splintered, stovepipped way.
Furthermore, preemptive measures must be conducted prior to hostilities by using all
available powersin aunited front to defend peace. Towait until the USisphysically
attacked could have catastrophic effects, especialy if WMD are used. A new approach
imbedding diplomacy, economics, information, and other aspects of the government with
the military must be devel oped to synergize these powers. Asstated inthe NSS, “Enemies
in the past needed great armies and great industrial capabilitiesto endanger America.
Now, shadowy networks of individual s can bring great chaos and suffering to America' s

shores for less than it coststo purchase asingle tank.”

! Frontline, “OsamaBin Laden v. The U.S.: Edicts and Statements,” 22 February 1998,
http://www.pbs.org/wgbh/pages/frontline/shows/binl aden/who/edicts.html, accessed 1 December 2005.

2 Department of State, “Kennan and Containment,” available from
http://www.state.gov/r/palho/time/cwr/17601.htm , accessed 27 October 2005.

% Memorial Institute for the Prevention of Terrorism, “Groups,” 31 October 2005, available from
http://tkb.org/Home.jsp , accessed 30 November 2005.

* US Department of State, “Country Reports on Terrorism,” 27 April 2005, available from
http://www.state.gov/s/ct/rls/45394.htm, accessed on 30 November 2005.

17 November, Abu Nidal Organization (ANO), Abu Sayyaf Group (ASG), Al-Agsa Martyrs Brigade, Ansx
a-ldam (Al), Armed Islamic Group (GIA), Asbat al-Ansar, Aum Shinrikyo (Aum), Basgue Fatherland and
Liberty (ETA), Communist Party of Philippines/New People’'s Army (CPP/NPA), Continuity Irish
Republican Army (CIRA), Gama aa-Idamiyya (IG), HAMAS, Harakat ul-Mujahidin (HUM), Hizballah,
Idamic Movement of Uzbekistan (IMU), Jaish-e-Mohammed (JEM), Jemaah |damiya Organization (JI),Al-
Jihad (AJ), Kahane Chai (Kach), Kongra-Gel (KGK), Lashkar e-Tayyiba(LT), Lashkar i Jhangvi (LJ),
Liberation Tigers of Tamil Edlam (LTTE), Libyan Isamic Fighting Group (LIFG), Mujahedin-eKhalq
Organization (MEK), National Liberation Army (ELN), Palestine Liberation Front (PLF), Palestinian
Idamic Jihad (P1J), Popular Front for the Liberation of Palestine (PFLP), Popular Front for the Liberation of
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Palestine-Genera Command (PFLP-GC), Al-Qa’ida, Real IRA (RIRA), Revolutionary Armed Forces of
Colombia (FARC), Revolutionary Nuclel (RN), Revolutionary People's Liberation Party/Front (DHKP/C),
Saafist Group for Call and Combat (GSPC), Shining Path (SL), Tanzim Q&' idat al-Jihad fi Bilad a-
Refidayn (QIBR), United Self-Defense Forces of Colombia (AUC)
® Jane's Sentinel Security Assessment-China and Northeast Asia, “China,” 7 November 2005,
http://iwww8.janes.com/Search/documentView.do?docl d=/content1/janesdata/sent/cnasu/chins100.htm@curr
ent& pageSel ected=all Janes& keyword=tank& backPath=http://search.janes.com/Search& Prod Name=CNAS
&keyword=, accessed 1 December 2005.

Ibid., “Army, Korea, North,” 24 November 2005,

http://www8.janes.com/Search/documentView.do?docl d=/content1/janesdata/sent/cnasu/nkors110.htm@cur

rent& pageSel ected=janesReference& keyword=ground%20f orces& backPath=http://search.janes.com/Search
&Prod Name=CNAS& , accessed 1 December 2005.

7 Jane’s Sentinel Security Assessment-Gulf States, “Army, Iran,” 20 April 2005,
http://www8.janes.com/Search/documentView.do?docl d=/content1/janesdata/sent/qul fsu/irans110.htm@curr
ent& pageSel ected=janesReference& keyword=army%20iran& backPath=http://search.janes.com/Search& Pro
d_Name=GULFS& , accessed 1 December 2005.

® Defense Threat Reduction Agency, undated, http:/www.dtra mil/Toolbox/Directorates’ CTR/index.cfm,
accessed 30 November 2005.

® National Security Presidential Directives (NSPD)-17/HSPD 4 [unclassified version], “National Strategy to
Combat Weapons of Mass Destruction,” December 2002.

19 Michael E. Brown, ed., “Grave New World: Security Challenges in the 21 Century,” (Georgetown
University Press, 2003), p. 40.

" 1pid., p. 41.

12 Microsoft Encarta, “ Dictionary Tools,” 2005.

3 Frontline.

14 Jane's Chemical-Biological Defense Guidebook, “ PROLIFERATION OF WEAPONS OF MASS
DESTRUCTION - Assessing the Risks,” 15 April 2000,
http://www8.janes.com/Search/documentV iew.do?docl d=/content1/j anesdata/guides/j cda/j cdg0014.htm@cu
rrent& pageSel ected=all Janes& keyword=wmd& backPath=http://search.janes.com/Search& Prod Name=JCD
G& , accessed 1 December 2005.

¥ Ibid.

16 The White House, “ The National Security Strategy of the United States of America,” September 2002.
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War is nothing but aduel on alarger scale. Countless duels go to make up war, but a
picture of it as awhole can be formed by imagining apair of wrestlers. Each tries through
physical force to compel the other to do hiswill; hisimmediate aim isto throw his
opponent in order to make him incapable of further resistance. War isthusan act of force
to compel our enemy to do our will.*’

Carl von Clausewitz

The origins of most security problems are not limited to military developments, and the
solutions to security problems are rarely limited to military actions.*®

Michael E. Brown

When aman first determined another possessed something he did not and
subsequently decided to use force to take it, war became a part of human society. War has
numerous meanings and is used by many to exemplify, as Clausewitz is quoted above,
countlessduels. Frequently other referencesare”...madeto ‘war against the traffic of
narcotic drugs', ‘classwar’, or ‘war of nerves'.”*® This chapter will take the stand through
aliberal interpretation of Clausewitz that war is*“an act of force to compel our enemy to
doour will.”® However, there are several sources of force (or power). They commonly
include diplomacy, information, military, and economic (DIME). Therefore, based on this
liberal interpretation of Clausewitz, the use of any one of these to compel an enemy to do
our will may be construed as an act of war, peaceful or kinetic. Military operations should
bethelast source of power to ever be used. Diplomatic operations, or use of information
and economic operations through diplomatic channels shoul d be the tool s first chosen to
compel the enemy’swill. Clausewitz also said that “if such operations are possibleitis
obviousthat they can greatly improve our prospects and that they can form amuch shorter
route to the goal than the destruction of the opposing armies.” 2

To understand the influences on the nature of war, one must first ook at the

continuum of conflict. The earliest theories of organized warfare developed from the
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Greek battles between heavy infantry of the classical period and what could be termed
“sport warfare.” One city would form an “army” and proceed to threaten another’s
agricultural productivity. Upon recognizing thisthreat, the offended city would quickly
respond “in the form of heavily armed and armored farmersfiling into a suitable small
plain...where brief but brutal battle resulted either in concessions granted to the army of
invasion, or ahumiliating, forced retreat back homefor the defeated.”# This early theory
of warfare limited war to asingle violent encounter. Even at its genesis, war wasfar from
bloodless.

Aswarfare progressed technology allowed men to become more efficient in killing
each other. Theories of warfare also grew to accommodate man’swillingnessto kill each
other in ever greater numbers. Giulio Douhet professed, “ The prevailing forms of social
organization have given war a character of national totality —that is, the entire population
and all the resources of anation are sucked into the maw of war.” 2 Following the carnage
of the First World War, Douhet saw no problem, in fact determined that it was necessary,
in destroying peacetime industrial and commercial establishments and certain areas of the
civilian population using explosive, incendiary, and poison gas bombs “ asthe situation
may require.”

In 1986 the Department of Defense was reorganized as aresult of the Goldwater-
Nichols Act (GWNA). The GWNA was enacted to improve the performance of the
Armed Forces by synergizing the effects of Joint operations while reducing the cost of
redundant capabilities. The aim wasto coordinate the combat capabilities of the Services

and allies or coalition partnersto achieve the greatest possible military advantage.® The
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result was asynchronization all forcesto create asignificantly greater joint combat power
than if each Service had been employed individually against the same enemy.

Thelaw revised and clarified the DoD operational chain of command and JCS
functions and responsibilities to provide for amore efficient use of defense resources? It
also redefined the roles of the Chairman of the Joint Chiefs, the Service Chiefs, and the
Combatant Commanders. Therole of the Chairman was elevated to that of principal
military advisor to the SECDEF and President, and the Joint Staff was assigned to work
for the Chairman. Additionally, the Chairman no longer needed consensus from the
Service Chiefsin providing advice to the President. Conseguently, the role of the Service
Chiefs became more subordinate to that of the Chairman. Also, the Geographic
Commanders were given areas of responsibility with adirect link to the President and
SECDEF. And finaly, through the GWNA Congress mandated that the Services
eliminate redundant capabilities and improve at interoperability. The goa here was one,
to save money and two, to fully synchronize joint force operations. Thiswould pay
dividends after the demise of the Soviet Union when the end to the Cold War resulted in
more freedom of action by rogue states and non-state power.

Prior to GWNA, no singleindividual or agency had overall responsibility for joint
doctrine. The GWNA made the Chairman of the Joint Chiefs of Staff singularly
responsible for "devel oping doctrine for the joint employment of the armed forces." In
turn, this 1986 law generated directives that amplified these new joint doctrine
responsibilities given to the Chairman.

While the Department of Defense was still grappling with these changes,

Operation DESERT STORM proved GWNA had improved the responsiveness of DoD in
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meeting the needs of the SECDEF and President. During the march of USforcesinto
Iraq, the systemati ¢ destruction of Saddam Hussein'sintegrated air defense system
underlined thisfact most clearly. From the opening shotsfired by Army attack helicoptersto
the close cooperation of Navy, Marine, and Air Force jammersto mislead Iraqgi radar
operators, the air capabilities of the four serviceswere closaly synchronized to achieve
synergistic effects. At the sametime maneuver forces supported air operations by forcing the
Iragi military to moveor be defeated.

In another attempt to achieve greater synergy joint doctrine hasintroduced “ Effects
Based Operations’ (EBO). EBO was born from the concept of effects based targeting. It
isadeveloping concept that attemptsto fully integrate all elements of national power.
EBO isdefined as using power and influence to create certain desired outcomes at the
strategic, operational, or tactical levels of war. Essentially, EBO focuses on achieving
desired effectsin order to ultimately attain national objectives. A key factor isthat the
desired effects areidentified first, and then the appropriate instruments, military or
otherwise, are applied to achieve the desired effect. Physical destruction, or the use of the
military, is not necessary to achieve the national endstate but may still be a desired effect.
The primary purpose of kinetic forcesis to attempt to break the coherence of the enemy’s
war-making and war-fighting capability by taking actions that deny, disrupt, or destroy the
his centers of gravity (COGs). According to Joint Publication (JP) 1-02, COGs are the
enemy’s*“ characteristics, capabilities, or sources of power from which amilitary force
derivesitsfreedom of action, physical strength, or will to fight.” % Determining how the
COGs support the adversary’ s war-making capability and how much the adversary’s

decision-maker values them are critical considerations for EBO.
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AsEBO isfurther refined one can see apotential trend in the future philosophy or
doctrine toward employing al other elements of national power more efficiently to
achieve national security and moving away from the inherent violencein war. However,
aseventsintoday’s Iraq show, bloodless wars to bend the enemy’ swill seem to still bea
long way off.

The Department of Defense (DoD) continues to force old ways of doing business
into anew view of future military needs. The April 2003 DoD Transformation Planning
Guidance (TPG) is essentially focused on “the fight” and better ways to utilize technology
to defeat adversaries rather than embracing other sources of power. It isamyopic view of
the world through asingularly DoD lens, disregarding the fact that US security depends
upon many factors beyond DoD control. According to Col Hammes in The Sing and the
Stone, DoD has asked, “How do we apply technology to become dominant in future wars
instead of, What will future war look like? ‘How do werecognizeit asit develops? and
‘How do we respond to it? " %

The TPG statement, “Today we are witnessing the transition from the industrial
age...totheinformation age” is one example of how DoD isalready behindin
understanding how the world and future military needs have changed. Friedman argues
the information revolution started in the 1990s and has flattened the world to the point
whereindividuals can now act globally.?® Since we did not get on board by 2000, we are
woefully behind. The transition has already begun.

The TPG acknowledges US advantagesin conventional combat but does not
address how to employ the military when threatened by other means. DoD has simply

looked for greater waysto leverage technology and use it more creatively to kinetically
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defeat any adversary who decides to threaten the US in open combat. Col Hammes calls
large-scale, force-on-force, combat “third generation warfare,” and argues future warfare
will continue in the form of “fourth generation warfare,” whereinitially weak political
movements eventually are able to defeat powerful nations*®

Today the United States findsitself in amuch more precarious world where rogue
states and non-state powers are freer to act out their aggressions as aresult of the demise
of the Soviet Union. Americamust find away to synchronize all sources of power. To do
thiswill involve going beyond singular DoD operations to ones that incorporate and
synchronize all elements of national power. However, based upon the current hierarchy
DoD ison the same level asthe US' s other sources of power and cannot impose this
change on other agencies. Real transformation will have to occur across all agencies
within the US government. One method of forcing this change might be through
enactment of what iscommonly called Goldwater-Nichols Two legislation. Forging a
defined interagency process or apparatus, streamlining government bureaucracy,
developing synergies from each others' strengths, and eliminating redundancies should be
theinitial goal. The ultimate goal should be to not use the military source of power if at all
possible, but to bloodlessly bend the will of the enemy. It was recognized approximately
one thousand eight hundred years ago by Sun Tzu that war was not the panicle of talent.
He stated that “...to win one hundred victoriesin one hundred battles is not the acme of

skill. To subdue the enemy without fighting isthe acme of skill.” **

7 Carl von Clausewitz, edited and translated by Michael Howard and Peter Paret, “On War,” Everyman’s
Libray, p. 83.

'8 Michael E. Brown, ed., “Grave New World: Security Challenges in the 21 Century,” Georgetown
University Press, 2003, p. 5.

19y oram Dingein, “War, Aggression and Self-Defense,” Cambridge University Press, p.
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History and Museums Program, 1998. p. 5.
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Defending our Nation against its enemiesisthe first and fundamental commitment of the
Federal Government. Today, that task has changed dramatically. Enemiesin the past
needed great armies and great industria capabilities to endanger America. Now, shadowy
networks of individuals can bring great chaos and suffering to our shoresfor lessthan it
coststo purchase asingle tank. Terrorists are organized to penetrate open societies and to
turn the power of modern technol ogies against us.*?

George W. Bush, September 17, 2002

The national security strategy (NSS) isthe art and science of coordinating the
application of national powers (diplomatic, informational, military, economic [DIME]) to
maintain the nation’s security.3® Prior to World War I1 (WW I1) the US's security
approach was one of isolationism. During WW |1, the world saw the destruction of
Europe, devastation in the Pacific, atrocities committed by both the Germans and
Japanese, and the atomic bomb dropped on two Japanese cities. All of thisresulted in the
death of millions of people.

Still, after WW 11 the US believed it could fall back into its old ways of
isolationism. Americans believed that with an economy no longer in the grips of amajor
depression and the strength of anuclear capable military, a peace dividend was possible.
The money the Defense Department used to wage war could be better spent on peaceful
endeavors; and, it was. For fear of Europe's and Japan’ s possible move towards
communism, the US was able to rebuild them due to its thriving economy. This economic
strength combined with a nuclear capable military shoved the US into the leadership role
asthe protector of the free world.

A Strategy of Containment

Two superpowers emerged out of WW Il —the US and Soviet Union. Eastern (or

Soviet Union) ideology, communism, challenged Western (or US) ideology, democracy.

The US had what wasinitially thought to be asignificant edge in military strength because
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it was the only country with nuclear weapons. The Soviet Union quickly closed thisgap
and detonated itsfirst atomic bomb in August of 1949.* With the confidence of aco-
superpower, the Soviet Union threatened to overthrow the West by any means possible.
Given the economic and military strengths of the US, this did not seem likely. Then Mao
Tze-tung’s Chinese communist party overthrew China swestern friendly government.
The French found themselves overwhelmed by communist supported forcesin Indochina.
In 1950 communist backed North Korea attacked South Korea, also a pro-western country.

The US quickly realized that its nuclear forces could not be used against anon-
nuclear capable country. First, the US only had alimited number of warheads. They were
reserved for the defense of Europe against an anticipated Soviet attack through the Fulda
Gap. Second, the Vietnam and Korean conflicts were not total wars. Asaresult, it was
not viewed as morally right to use such an indiscriminant weapon against noncombatants.

The US' s hands seemed cuffed by its own power. Though the US was arguably
the most powerful country in theworld, it could not use its military power to stop
communism from overthrowing governments throughout the world. Once the Soviet
Union obtained nuclear weapons, it seemed asif their use and a corresponding retaliation
would destroy most of the USSR and the West. It appeared based upon Communist
effortsin China, Korea, and Vietnam as though Russia s threat could cometrue. It
seemed as though communism would consume countries one by one, much as one domino
causes many othersto fall.

Thiswas anticipated by George F. Kennan who in 1947 devel oped the policy of
containment to minimize communist expansionism. *® This ended up being nearly a45-

year battle. 1t was fought with coercive diplomacy, shows of force by both sides,



Focusing America’s National Powers -3
Chapter 111 — A Strategy to Secure America’s National Interests

surrogate wars, individual acts of military violence (e.g., Gary Powers and the U2 he flew
was shot down by the Soviet Union), and economic competition. Even athletic
competition pitted the West against the Soviet Union, usually through the summer and
winter Olympics.

This national strategy of containment worked against the Soviet Union. The
United States after WW |1 did not withdraw into isolationism asit traditionally had done
after previouswars. Nor did it attempt to “roll back” Soviet power, as John Foster Dulles
advocated. To alarge extent, each succeeding administration after Truman’s adopted a
variation of Kennan's containment policy %

Unbeknownst to the United States at the time, thefall of the Soviet Union did not
mean the end of enemies against America s national interests. What emerged were rogue
states, terrorist organizations, Muslim extremists, and non-state powersto challengethe
Western way of life. To defeat this challenge the US hasto rely on all its sources of
power, the expertise it has within other government agencies (OGA) such asthe
Departments of Treasury, Education, Energy, and Health and Human Services, and friends
and coalition forces. Additionally, awealth expertise in nongovernmental organizations
(NGO) can help protect the US sway of life. Again, the NSSisthat tool to focusthese
sources of power.

An International Strategy to Unite Actively Against Terrorism

The national security strategy (NSS) of September 2002 maintained that great
struggles against great armies are no longer the greatest threat to the United States®’ (The
NSS published in March of 2006 maintains this emphasis.®®) In an address to the Council

on Foreign Relations, National Security Advisor Stephen Hadley said, “The great
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ideological struggles of the 20" century between democracy and totalitarianism had ended
with adecisive victory for freedom. While there might be differences among them, no
great power conflictsloomed on the horizon.”3® The enemiesthe US faces are terrorists,
rogue states, non-state actors, and religious extremists. The national security strategy also

states that “ The events of September 11, 2001, taught us that weak states, like

Afghanistan, can pose as great adanger to our national interests as strong states.” *° It

further statesthat “ ...the only path to peace and security isthe path of action.”** Based on
the 2002 (and 2006) NSS, the US will take the following actions to protect and secureits
national interests:

Champion aspirations for human dignity for al people everywhere,
Strengthen alliances to defeat global terrorism,

Work with othersto defuse regional conflicts,

Prevent the use of weapons of mass destruction (WMD),

Support global economic growth,

Expand devel opment by opening societies,

Work with other centers of global power, and

Transform America's national security institutions*?

The 2006 NSS added: “ Engage the Opportunities and Confront the
Challenges of Globaliztion.”

WONoOOA~WNPE

If the US can accomplish these goals, the President of the United States believes
America sway of life and national interests will be secure.

1. Human Dignity

Gone are the days when the US could conduct surrogate wars against the Soviet
Union in somefar off land, such as Vietnam and Afghanistan, leaving it inruinto fend on
itsown. Gone are the dayswhen the US could topple a Soviet friendly tyrant and replace
it with apro Western tyrant. The US must support broken countries, nations, and even

ideologies to prevent the growth of anti US sentiment thus preventing the germination of
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terrorism. According to the NSS, cultures, nations, and states that embrace human dignity
will be freer, more just, and moretolerant. To protect its national interests the US must
foster the development of lasting allies by using all sources of national power to work
within aforeign culture and imbed the US sideals“ .. .that all men are created equal, that
they are endowed by their Creator with certain unalienable Rights, that among these are
Life, Liberty and the pursuit of Happiness.”** The 2002 NSS decreed that “ Americamust
stand firmly for the nonnegotiable demands of human dignity: therule of law; limitson
the absolute power of the state; free speech; freedom of worship; equal justice; respect for
women; religious and ethnic tolerance; and respect for private property.”*°

2. Strengthen Alliancesto Defeat Global Terrorism

The authors of the NSS know that the US cannot stand alone and defeat global
terrorism. It must unite with like minded friends and alliesto create a synergy of strength
torid theworld of thisevil. Together with itsfriendsand allies, the priority isto disrupt
and destroy terrorist organizationswith aglobal reach. The NSS states that the US will
use national and international power to conduct direct and continuous action against these
terrorists. Additionally, to protect itsway of life, the USwill identify and destroy the
threat before it reachesitsborders. Probably most importantly, the United States
Government (USG) will work with friends and allies so that terrorism isviewed in the
samelight as dlavery, piracy, or genocide. |If this gains acceptance the international
community will work together against terrorism. Additionally, the global war on terrorism
isafight for democratic values and way of life. Consequently, the USwill not discerna

difference between aterrorist and onewho aidsterrorists. Thetwo are onein the same.

The US and those who support Americawill deal with both in the same manner.*® The
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future of the global war on terrorism is dependent on coalition support and the effort they
will bring to the “fight.”

3. Work with Othersto Defuse Regional Conflicts

The US must concentrate efforts to defuse regional conflictsif it isto protect its
own interests. By doing so, it will avoid “ explosive escalations and minimize human
suffering,”*” both of which can strain relations the US has with regional and global allies.
Regional conflicts can “rekindlerivalries and create horrifying affronts to human
dignity.”*® As stated earlier, akey element to protecting the American way of lifeisthe
protection of human dignity. By eliminating regional conflicts and fostering tolerance and
respect for fellow man, the US will go along way in preventing atrocities which give
cause for terrorism.*?

4. Prevent the use of Weapons of Mass Destruction (WM D)

Rogue states, undeterrables, terrorist organization, Muslim extremists, and non-
state powers who hate the West and everything it standsfor would love to obtain WMD.
Their efforts on 9/11 demonstrate they will use WMD if and when they obtain this
capability. These groups have asmaller stakein global stability. They lack traditional
instruments of state power and therefore seek unconventional weapons such asWMD to
compensate. Dueto the fact that they are weaker in terms of military or economic might,
they areless susceptible to traditional deterrence methods, which in turn support their
effortsto devel op unconventional arsenals®® Though they will not have the destructive
power the US and Soviet Union had during the times of mutually assured destruction,
given the actions they have taken against their own people and their support for global

terrorism, tens of thousands of people could dieif any type of WMD isacquired.
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Conseguently, the US must be prepared to stop these “rogue states and their terrorist

clients before they are ableto threaten or use weapons of mass destruction...” >t

through
proactive counter-proliferation efforts, strengthened nonproliferation efforts, and effective
conseguence management. The US cannot afford to react after thefact. WMD aretoo
great athreat to wait for their use and then react. The US must take preemptive action to
counter aWMD threat. It must do so by building better intelligence capabilities,
coordinating closely with allies and transforming the military to ensure rapid, precise, and
decisive results®?

5. Support Global Economic Growth

An economy based on free trade and an unencumbered market is*the best way to
promote prosperity and reduce poverty.”>* Increasing prosperity and reducing poverty
increases self-esteem, improves the economy, supportslegal reform, and discourages
corruption. According to thisNSS, the US plans to economically engage with other
countries to demonstrate how these policies support higher productivity and economic
growth. The premiseisthat though each country isresponsible for its own economy, if it
would adopt policies similar to that of the USits economy would grow and benefit all
citizens. Asaresult, terror, corruption, and lawlessness would be minimized and
ultimately promote global security. Obvious examples of this are the economic
reconstruction of Japan and western European countries after World War 11.%* Both are
now world economic leaders.

6. Expand Development by Opening Societies

According to the 2002 NSS, half of the peoplein the world live on lessthan $2 a

day > USaid has at times supported governments that worked counter to those they
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governed. Asaresult, much economic support never reached thosein need. TheUSasa
part of its national security strategy will work with governmentswilling to develop
policies and proceduresthat permit and support the economic/entrepreneurial potential of
al individuals. Thiseffort nests with number one, Human Dignity and five, Global
Economic Growth. Combined they increase prosperity and reduce poverty which, as
stated earlier, increases self-esteem, improves the economy, supports legal reform, and
discourages corruption. To deliver this, the USG will:

Provide resourceto aid countries that have met the challenge of national
reform to fight corruption, respect basic human rights, embrace the rule of
law, invest in health care and education, follow responsible economic
policies, and enable entrepreneurship.

Improve the effectiveness of the World Bank and other development banks
inraising living standards.

Insist upon measurabl e results to ensure that devel opment assistanceis
actually make adifferencein the lives of the world’ spoor.

Increase the amount of development assistance that is provided in the form
of grantsinstead of loans. The USG intends to implement the using
results-based grants or economics.

Open societies to commerce and investment. Trade and investment are the
real engines of economic growth.

Secure public health.

Emphasize education.

Continueto aid agricultural development >

7. Work with Other Centersof Global Power

Asstated in number 2 above, the US cannot go it alone. It does not havethe
money, theforces, or at times the staying power. Together with coalitions, free nations
throughout the world can benefit from this same strategy. The USwill do all it can to
strengthen its relationship with its close allies such as Canada, Australia, New Zealand,
Japan, and Europe. Additionally, thisNSS callsfor cooperative trading and defense

ingtitutions such asNATO and ASEAN to strengthen themselves so asto play alarger role
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in self- and collective- defense. Finally, the USwill cultivateits relationships with
potential great powers such as Russia, China, and Indiato benefit in trade, security
cooperation, and other overlapping interests such asthiswar on terrorism. The USknows
that its security is strengthened through coalitions of thewilling. It also knowsthat it
“must develop active agendas of cooperation |est these rel ationships become routine and
unproductive.”®’

8. Transform America’s National Security Institutions

Theworld has changed since the fall of the Soviet bloc. If the US continuesto
prepare for the last war, it will not be prepared for the next. It must transform to meet the
current threat. In particular, the US military must transform so that it can “...defend the
homeland, conduct information operations, ensure US accessto distant theaters, and
protect critical USinfrastructure and assetsin outer space.”*® The military must be able to
discourage aggression against the US and its allies and friends. Thefirst line of defense
against terroristsisintelligence. The intelligence community (IC) must transform and
develop policiesto integrate with allies, the DoD, and the law enforcement systemsto stay
ahead of theterrorism. Additionally, the Department of State (DoS) must be strengthened
to focus diplomatic power against all enemies of the US. An effective diplomatic effort of
international cooperation must be accomplished to meet the goals of thisNSS. Finaly,
combined and nested diplomatic, informational, military, and economic operations will
synergize these national powerswhich will ensure an effective interagency effort to secure

Americaand itsfriends and allies.
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Conclusion

The enemy has changed. The US now faces adversaries such asterrorists, rogue
states, undeterrables, non-state actors, and religious extremists. The NSSworksto unite
and transform not just the military, but also all elements of national power to focus against
the current threat. In an effort to apply America s national sources of power the NSScalls
for efforts to shape the environment to prevent emerging threats. It doesthisby
emphasizing the protection of human dignity, strengthening alliances, defusing regional
conflicts, preventing the use of WMD, supporting global economic growth, opening
societies, and working with other centers of global power. Finally, the NSS callsfor the
transformation of America snational security institutions such asthe IC, DoD, and DoS.
The military source of national power needs to be deemphasized to allow diplomatic,
informational, and economic sources of power to be more effective. The US cannot afford
towait until things go bad before using al of its powersin asynergistic way to protect its
security. Given today’ sundeterrables, it must use all means possibleto avoid being
attacked. It ismore cost effective to prevent awar than it isto carry it out and then
rebuild. To do all of this, the diplomatic, informational, and economic sources of power

must be empowered to work alongside as an equal partner with the military.
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Asatota phenomenon its dominant tendencies dways make war a paradoxical trinity —
composed of primordia violence, hatred, and enmity, which are to be regarded as ablind
natura force; of the play of chance and probability within which the creative spirit is free
to roam; and of its element of subordination, as an instrument of policy, which makesit
subject to reason alone.>®

Carl von Clausewitz

The ability of the United States to influence events to its advantage worl dwide dependsin
large measure on the will of itscitizenry, the vitality of its societal institutions, the
strength of itsrelations with like-minded multinational partners, and the effectiveness of
the Government in employing the instruments of national power.*°

Joint Publication 1

Introduction

In the quote above Clausewitz identifies a nation’ s tools to persuade another.
Thesetools are commonly referred to today as anation’ s sources of power. He statesthat
war isaparadoxical trinity and the first of these — violence, hatred, and enmity — concerns
itself with the people of anation. The second — chance and probability —isthe domain of
the commander and hisarmy or the military. Thethird — subordination asapolicy —is
developed and pursued by the government®® This has been viewed as athree-legged
stool. Thestool iswar. Thelegs of the stool are the people, the military, and the
government. If any one of theseisexcluded in astrategy, the stool cannot stand, and
therefore, war would belost. Clausewitz states, “ A theory that ignores any one of them or
seeksto fix an arbitrary relationship between them would conflict with reality to such an
extent that for this reason aloneit would be totally useless.”®? Thisthree-legged stool of
war could also be viewed as athree-legged stool of peace.

In an effort to impose one nation’ swill over another, all sources of power must be
maximized in order to achieve the desired ends, which is national security. Inthe past, a

nation’s powers have been identified asresiding in diplomacy, informational, military, and



Focusing America’s National Powers V-2
Chapter 1V — National Powers

economic,®® commonly referred to as DIME. When properly synchronized, DIME will
utilize al other sources of power the nation has (see Figure IV-1). Most recently, the
National Strategy for Combating Terrorism added law enforcement, finance, and
intelligence as sources of national power.®* The one source of national power that always
seems to be overlooked isanation’ swill or the will of the people. Clausewitz saw these
two hundred years ago. Wars have been | ost because the people’ swill has been
overlooked. Yet, national strategies often do not addressthis vital source of power.
Another source of power anation wieldsisits culture. Culture, asatooal, isintangible.
However, once anation or state assumes a culture similar to that of another, thetwo
become more aike and often interdependent. Asaresult, their differences would be
minimal and war would generally be counterproductive.
Economic

By far, the most important and most influential source of power iseconomic. A
state’ s economic capability isdirectly related to its ability to produce —for example, a
profit, an infrastructure, or amilitary. A state’sgoals, to include security, arelargely met
based upon its economic capability. Armiesare built, alliances are devel oped, and
cooperation isfacilitated based upon the ability of astate convert its resourcesto needed
goods and services, for example oil to energy, fertile ground to crops, and armiesto
defense. Statesthat lack resources or the ability to convert them often do one of two

things — cooperate with other nations or go to war to obtain them.
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INSTRUMENTS OF NATIONAL POWER
T

* DIPLOMATIC

* ECONOMIC

* INFORMATIONAL
* MILITARY

The four instruments of national power
are used to employ the many sources of
national power.

Figure V-1, Illustration taken from Joint Publication 1.”

Itis, ultimately, accessto theworld’ s scarce resources and the ability to obtain
them —food, energy, and minerals—that determines a state’s economic strength. Nations
and states have gone to war to increase their economic base. Germany and Japan attacked
nations during World War |1 to obtain vital resources. 1n 1990, Irag, through the use of
force, annexed Kuwait and gained control of itsoil. The United States feared that Iraq,
with itsfourth largest military in the world, would expand beyond Kuwait and, as aresult,
control much of the oil in the Middle East. Asaresult, the USinitiated Operation Desert
Storm and, with over 500,000 forces, defeated Iraq’ s army, pushing it out of Kuwait back

into 1raq®® It isalso economic strength, or lack thereof, that often determines astate's
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ability to defend itsinterests either through direct economic actions or the augmentation of
another national power.

A state’ sdirect economic capability as an instrument of national power can be
utilized as either acarrot or astick. In either caseit iscrucial to the force planner and
strategist to incorporate this source of power within security strategies and campaign
plans. Indoing so, astate can sway apotential advisory or gain access to scarce resources
through aid, trade, or investment. For example, according to the September 2002 NSS, the
United States, in an effort to secureits national interests, intendsto “ignite anew era of
global economic growth through free markets and free trade.”®” To do so, the US will
promote economic growth and economic freedom beyond its shores by supporting nations
that promote policies which generate higher productivity and sustained economic
growth % According to the 2006 NSS “greater economic freedom also leadsto greater
economic opportunity and prosperity for everyone”

The economic instrument of national power can be coercive aswell in the form of
economic sanctions. It may include afreeze on assets and finances, interventionin
exchange rate markets, and withdrawing most-favored nation (MFN) trade status. During
the Cold War, economic sanctions were used “to deny resources to the communist world,
e.g. strict limitson loansto the USSR, and in part to punish allies, e.g. financial leverage
over Great Britain and France to force an end to their invasion of Egypt during the Suez
crisisof 1956.” "° The US has frozen al Qaeda monies within US banks as aresult of 9/11
and the ensuing Global War on Terrorism.

There are, however, several issues that make the use of economic sanctions more

difficult. For one, itisdealt out based on the needs of the sanctioning state and not
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necessarily based on aninfraction. For example, the USwithheld MFN status from the
Soviet Union and enforced strict controls on exports with the potential for military use.

On the other hand, it did not impose any sanctions on Japan for unfair trade policies.”*
This sends mixed signalsto other statesindicating that some nations can get away with
infractions while others may not. What might follow isfriction between states. Another
issue with economic sanctionsisthat they are not easily imposed because they often
reguire the support of other nationsto be effective. For instance, if the US imposes
sanctions on acountry stipulating that it cannot sell oil for cash, then therest of theworld
needs to impose the same sanction or it will mean nothing. A third difficulty with
imposing sanctionsisthat it takes along time to accomplish agoal strictly through the use
of the economic source of power. Fourth, amajor concern with these sanctionsisthe
issue of morality. Opponents of economic sanctions assert that they “have littleimpact on
the government whose behavior we are attempting to influence, but agreat deal onthe
target state' s population, especially the weakest.” "> For example, UNICEF reportsthat the
economic sanctions place on Iraq after Desert Storm resulted in 90,000 deaths each year it
was imposed.”® Though economic sanctions can support the attainment of national
security objectives, they are not apanacea. Sanctionswereimposed on Irag but Saddam
Hussein was not daunted. The US eventually used force to remove him from power.

Still another perceived issueisthat sanctions hurt the sanctioning and supporting
states’ economy aswell, especially in today’ s globalized market. A state that cannot trade
|oses access to outside services and scarce resources. Corporations and markets, asa
result of globalization, are becoming intertwined. Theinternational economy and the

political environment it supports are becoming mutually dependent. Globalization isthe
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“process of creating worldwide, interdependent markets operating with little regard for
state boundaries or the traditional understanding of sovereignty.”’* Thereisno such thing
asapurely domestic economy today.

There are several reasons why globalization has created interdependent markets.
Thefirst of these is states have significantly increased their international trade. Asaresult
they “feel the effect of the international system much more heavily than they did forty
yearsago.”’® A trading partner whose economy has moved in alarge way up or down can
significantly impact the global market, especialy if itstrade isin scarce resources such as
ail.

Another cause of interdependency isthat thereisan increasein capital flow. The
financial systemstoday, dueto the fact that money can be transferred instantaneously with
the stroke of acomputer key, often hinge on the stability of another state’ssystem. The
larger economies will have a greater impact on smaller ones as markets fluctuate up or
down. For example, if the US seconomy falls, the world could be pushed into a
depression. If Indonesia’ s economy collapses, then acompany like the Nike Corporation
may have to move money to Indiato increase shoe production that |ndonesiacan no
longer sustain. The result isalarge amount of capital withdrawn from or infused into a
country can either strengthen or weaken its economy in ashort period of time.

A third reason globalization hasincreased interdependency deals with economic
production. No longer is an entire product researched, engineered, developed, produced,
and assembled in one country. International trade today is “not merely the exchange of
one nation’ s products for another’ s but the exchange of products representing work done

in ten, twenty or even thirty countries.””® A car cannot be looked at as German, British, or
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American. Infact, parts are produced in dozens of countries and assembled under one
company hame, which may or may not be where it is headquartered.

A final reason for interdependency isin the area of policies and procedures. States
are beginning to bind together to determine how intellectual property, patent laws, or
environmental normswill be enforced.”” The World Trade Organization, with 135
countries, oversees international trade rules and regulations. These countries will
determine “which rules are fair game, which ones are not, even how sanitary standards can
be applied.”"®

Economies today are more interdependent than they have ever been. However,
even though markets can operate regardless of sovereignty, thisinterdependent
international economy has also resulted in states being more influenced by use of the
economic source of power. Sanctionsimposed can collapse astate’s economy. Aid given
can sustain astate’ s economy, and thusits national interests. Therefore, as stated earlier, it
iscrucial to the force planner and strategist to incorporate this source of power within
security strategies and campaign plans.

Diplomacy

When nationsrelate with other nationsthereis give and take. The greater aneed
the greater one gives or takes. This can often |ead to antagonistic, short- or long-term,
situations. It isthe diplomat who attempts to mitigate antagonism and still bend the other
nation’ swill to meet his nation’ s needs.

There are several views asto what is meant by diplomacy. One perspectiveisthat

it isthe “peaceful conduct of relations among political entities.””® Wherethisfalls short,

particularly today, isthat diplomacy is not only conducted between political entities.
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Instant global communications have given non-political entitiesthe ability to interact with
the people of other nations aswell as other nation’ s organizations. Examples of these are
groups such as DoctorsWithout Borders, the International Red Cross, and Greenpeace, not
to mention organizations that promote terrorism. Diplomacy today is not just relationships
between governments and government agencies. A better definition of diplomacy would
be “all those elements of national power which peaceably advance and defend one's
national interests.”®® Additionally, diplomacy does not just include diplomatic
professionals, but also all the other governmental, non-governmental, and private
officials®

Prior to global communications, international relations were conducted fairly
autonomously through formal diplomatic missions using high levels of diplomatic
protocol, secrecy, and honesty 82 After World War |, there was a general mistrust of
secret, governmenta relations. With the help of global communications, diplomacy began
to open up and become more responsive to public opinion. Asaresult of further
globalization viathe radio, press, television, satellite communications, and theinternet,
diplomacy broadened beyond government-to-government discussionsto include, asa
minimum, government-to-public; military- or soldier-to-government and -public; cultural-
to-cultural; and non-government agencies to governments, organizations, and people.

Government-to-public is an effort at winning the hearts and minds of the people of
anation, state, or non-state entity through non-coercive methods. Thiswill hopefully
prevent the requirement for military action. Or, if military action must take place, the road
to stability will be much shorter if public diplomacy is effectively used. Itisthisdifficult

task that all diplomats, governmental or otherwise, should striveto achieve at all costs.
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For one, it ismore cost effective to persuade than to destroy and rebuild. If non-coercive
methodsfail, liveslost can never berecovered. Finaly, if thiseffort fails, years and often
centuries can be filled with conquest, violence, destruction, terrorism, and an untold loss
of life as has been witnessed to this day between democratic and communist nations,
Protestants and Catholics, Jews and Muslims, and Christians and Muslims. Public
diplomacy, or communicating directly with aforeign nation’s public, isakey government-
to-public mission that will peacefully bend othersto American’ swill. Thisshould bean
ongoing mission, prior, during, and after any coercive activity.

Another form of diplomacy outside of the professiona diplomat arena, is military-
to-government. There are military attachés assigned to embassies assisting foreign nations
and armies to understand the US military. Additionally, DaD is providing military
assistance with training, military sales, and, of course, traditional military operations such
as self defense, peacekeeping, and peacemaking. Also outside of the State Department are
federal agencies such asthe Department of Agriculture, the Department of Commerce, and
the Central Intelligence Agency # These and more offer avaluable servicein acting on
behalf of America s national interests. All told, there are many more Americansin contact
with foreign governments and foreign national s than there are members of the State
Department 8

Peace and war are linked together —without one, you have the other. Clausewitz
stated that “war is merely the continuation of policy by other means.”®®> When states are
not involved in akinetic war preventive diplomacy is conducted to peacefully compel non-
cooperative nations to do what they otherwise would not. Then, based on these views,

when kinetic war breaks out, coercive diplomacy forces a state to do another’ swill.
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Kinetic war in the United Statesis managed by the Department of Defense. Peaceis
managed by the Department of State (DoS).

Itisfar more costly to conduct awar and rebuild astate than it isto prevent war.
Shaping, persuading, or bending a nation’ swill to secure national interestsis the essential
task of the Department of State. Therefore, DoS must be intimately involved in, if not
lead, all campaign planning. The Department of State must conduct campaign planning to
such a degree that the agency acceptsit asitsown. DoS must take the lead during time of
peace, unstable or otherwise. For that reason, the Department of State must be the
supported agency and the Department of Defense the supporting agency during times of
peace and conflict resolution. Likewise, the nation’ s campaigns must not be just
campaigns of war, but also campaigns of peace.

Information

Information is defined as knowledge, data, or facts®® And, asthe old saying
goes...knowledgeis power. To plan or conduct any operation involving two or more
parties, information is needed by all parties. To plan or conduct operationsin acomplex
environment such asamajor military campaign, informationiscrucial. Sun Tzu said,
“Thusit is said that one who knows the enemy and knows himself will not be endangered
in ahundred engagements. One who does not know the enemy but knows himself will
sometimes be victorious, sometimes meet with defeat. One who knows neither the enemy
nor himself will invariably be defeated in every engagement.” 8’

At the national strategic level informationiscrucial in developing and maintaining
friends, alies, coalitions and national and international support. It isthe President of the

United Stateswho isresponsible for this process. He can, and often does, act on hisown
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through speeches, directives, releases, or any other means of communication to control
what information is presented or withheld from friends, allies, partners and the public. He
can a so manage information through the national sources of power. On 5 February 2003,
Colin Powell as Secretary of State gave an information brief to a session of the United
Nationson WMD in Iraq. President Bush used the information that Powell presented to
help sway national and international support prior to his March 2003 attack into Irag to
remove Saddam Hussein. Another example of how information affects national will,
which in turn may adversely impact campaigns, isthe current insurgency in Irag and its
operations against US service members. Iragi insurgents are using homemade improved
explosive devices (IEDs) to attack coalition forces. Deaths asaresult of these |EDs have
little impact on military operations; however, they have ahuge impact on global
perception. Asaresult, the American populace might not have the will to continue until
itsinterests are met. National politics would force the President to withdraw. The
insurgency may then overthrow the elected Iragi government and win the war.

During war, information management or 1O (information Operation) at the
operational level and below isjust ascrucial. 10’s primary purpose involvesthe “actions
taken to affect adversary information and information systems while defending one’s own
information and information systems.”®® The goal isto achieve and sustain information
superiority over the enemy. Information superiority meansto be ableto “collect, process,
and disseminate an uninterrupted flow of information while exploiting or denying an
adversary’s ability to do the same.”®° In the military everybody, individually and
collectively, isresponsible for 10. According to JP 3-13, |O must merge the following,

traditionally separated capabilities to be effective:
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Information Security
Public Affairs

Counter Deception
Physical Security
Communi cations Security
Deception

Computer Security
Physical Attack
Counterintelligence
Counter-propaganda
Network Management
Electronic Warfare
Operations Security
Computer Network Attack
Civil Affairs

Others as needed

Thistruly impacts the entire civil/military command and staff. 10 targetsinclude,
but are not limited to civilian, military, social, and cultural leadership; civil infrastructure;
military infrastructure; and weapons systems. Key to information operationsis what
should or can be presented. The United States and its western friends and allies operate
within aspecified set of rules. Withintheserulesit is expected that they tell the truth, if
necessary, to the detriment of operations, rather than to lie about atopic to gain an
advantage or even to protect forces. Often times the enemy, especially insurgents and
terrorists do not have to abide by these samerules. Asaresult, the enemy can present
untruths viathe media, word of mouth through the internet and email, and through general
operationsthat can significantly impact operations from the tactical level of war to the
national strategic level. Inorder to win theinformation battle these perceptions need to be
nullified by well planned and executed information operations by commanders at al
levels, focused on defeating the enemy’ s centers of gravity and protecting friendly centers

of gravity.
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Thisisnot to say that deception or propagandais not permitted. Deceptionis
defined by JP 1-02 as “those measures designed to mislead the enemy by manipulation,
distortion, or falsification of evidence to induce the enemy to react in amanner prejudicial
to the enemy’ sinterests.”*® Propagandais “any form of communication in support of
national objectivesdesigned to influence the opinions, emations, attitudes, or behavior of
any group in order to benefit the sponsor, either directly or indirectly.”®® These types of
operations should be thoroughly planned, wargamed, and executed. However, should the
USor its partners be caught conducting these types of operations, the media as shown that
it will useit againstthem. The use of deception, propaganda, or untruths needsto be
justified and incorporated within operations in order to mitigate media manipulation.

The protection of friendly information, the exploitation of enemy information, and
the guiding of national and international perceptions, when properly used, isavery
important source of power. Thelack of awell conceived and implemented information
campaign plan can lose wars and negatively impact national security. A good information
campaign plan can significantly increase the chances of winning wars and protecting

national security (see Figure 1V-2).
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INFORMATION OPERATIONS AND THE PERSIAN GULF WAR

During the Persian Gulf War, defensive information operations ensured that
the Coalition soundly defeated Saddam Hussein’s political strategy, which was
aimed at influencing the decision making coalition nation leadership.
Immediately after the invasion of Kuwait, Irag began campaigning for public
support. This effort included defaming Kuwait’s ruling family and portraying
Iraq as the champion of anti-colonialism, social justice, Arab unity, the
Palestinian cause, and Islam. In an apparent move to defuse initial international
condemnation of its invasion of Kuwait, Saddam falsely announced Iraqi troops
would begin pulling out of Kuwait on 6 August 1990. In spite of Hussein's
efforts to influence Coalition actions, the Coalition’s information strategy
ensured that the war was fought under favorable conditions that took full
advantage of Coalition strengths and Iraqi weaknesses, ensuring Saddam’s
political and military strategy was soundly defeated. Despite Hussein’'s
attempts to intimidate his neighbors, the Gulf States requested outside help
and a Coalition formed. The Arab “street” did not rise up on his behalf, and
Israeli restraint in the face of Scud attacks undermined his plan to turn the war
into an Arab-lsraeli conflict. Coalition leadership aggressively countered
Saddam’s widely publicized threats of massive casualties and his taking of
hostages, neither of which deterred Coalition resolve. Saddam’s attempts to
take the offense by his use of Scuds and the attack on the Saudi town of Al-
Khafji failed to achieve their strategic purpose of reducing the Coalition’s will
to fight. On all infermation fronts, the effective use of information operations
by the Coalition to defend against Saddam’s information strategy ensured that
Irag was not only beaten. but also failed to ever seize the initiative.

SOURCE: Conduct of the Persian Gulf War
Final Report to Congress, April 1992

Figure V-2, Illustration from Joint Publication 3-13.%2

If a state acts independently, regardliess of who it affects that nation will most

likely have little international support in its endeavors. Perception isreality and redlity is
based upon information obtained on a particular subject.
Military

The main purpose of the military is to fight and win any war the state requires of it.
The US Department of Defense through the National Military Strategy (NMS) gives
strategic direction to the military. It identifiesthe overarching military objectiveswhichin
turn determine capabilities needed to achieve the objectives. In other words, the NMSin a
broad way identifies the requirements needed to achieve the ways and meansto protect the
US. Itisguided by the President’s National Security Strategy (NSS) and it implements

the Secretary of Defense’s National Defense Strategy (NDS).
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During the Cold War the pervasive threat against the United States was the Soviet
Union. It was envisioned that war with the Soviet Union would be fought force-on-force
in ahigh intensity environment with agood probability that nuclear weapons would be
used. Thiswar would have most likely taken place in Western Europe. However, it did
not happen and the Cold War ended with the fall of the Soviet Unionin 1991. Sincethat
time awider range of adversaries has emerged. According to the NMS, the current types
of threatsthe US may face are:

Traditional. These are threats posed by states employing recognized

military capabilities and forcesin well-understood forms of military

competition and conflict.

Irregular. Threats from those employing “unconventional” methodsto

counter the traditional advantages of stronger opponents.

Catastrophic. Threatsinvolving the acquisition, possession, and use of

WMD or methods producing WMD-like effects (referred to asWMD/E).

Disruptive. Threats coming from adversarieswho develop and use

breakthrough technologies to negate current US advantagesin key

operational domains®®

Campaign plans are developed by combatant commanders (COCOM) and are
designed to protect the US against aggression, prevent conflicts or surprise attacks, and
prevail against any of these threats. Campaigns are undertaken to swiftly defeat advisaries
and prevent them from achieving their objectivesby altering “ behavior or policies, swiftly
denying an adversary’ s operational or strategic objectives, preventing attacks or
uncontrolled conflict escalation, and/or rapidly re-establishing security conditions
favorableto the United States’®*

According to the NM S, the COCOM must take into account several considerations
when these campaign plans are developed. Oneisthat the military objectiveswithin each

level of operation must beinterrelated and included in planning across the spectrum of
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warfare — strategic, operational, and tactical. A second consideration is that the COCOM
must develop plansto achieve the objectives simultaneously. Lastly, the COCOM must
not assume that awell developed defense will deter all threats and achieve the national
objectives. Thisrequiresthe COCOM to have “aposture of anticipatory self-defense,
which reflects the need for prepared and proportional responses to imminent
aggression.”®® The COCOM must be prepared to “preempt in self-defense an adversary
who poses an unmistakable threat of grave harm” %® The objectives of the US military, as
delineated by the NM S, are to protect the US against external attacks and aggression,
prevent conflict and surprise attacks, and prevail against any adversary ¥’

A campaign plan isasix-phased process. Many of these phases may be conducted
concurrently. The six phases of acampaign plan are asfollows:

Phase 0 — Shape, prevent, prepare

Phase | —Deter —tension

Phase Il — Seize Initiative — polarization, crisis

Phase |11 — Dominate — conflict

Phase |V — Stabilize —transition

Phase VV — Enable Civil Authority®®

The military should not be the sole source of power to achieve any one or all of
these phases. All of America' s sources of power would work better as ateam and
therefore should be utilized to the fullest to protect the US against aggression, prevent
conflicts or surprise attacks, and prevail against any aggressor. Other sources of power
sould lead a particular phase while the military conducts a supporting role. Additionally,

Phase 0 should be a continuous effort, conducted regardl ess of which other phases have

been implemented or are ongoing.

*kkkkx



Focusing America’s National Powers IV-17
Chapter 1V — National Powers

In the National Strategy for Combating Terrorism, additional sources of national
power are law enforcement, financial, and intelligence.*®
Law Enforcement

Terrorism has become a primary threat against the security of the US. Add to this
transnational crime such as narcotics, money laundering, economic espionage, and the
trafficking of weapons of mass destruction. Assuch, the lines between criminal behavior
and terrorism and the lines between domestic and international threats are blurring.
Within the US law enforcement isthe frontline of defense. Officers“walk the beat”
twenty-four hours aday; seven days aweek. Consequently, they are akey source of
power in the protection of national security. Though, historically, it has been investigative
and prosecutorial in nature, law enforcement agencies are moving towards prevention.
Initiatives such as the Counterterrorist Center (1986), National Drug Intelligence Center
(1992), PDD 62 (Protection Against Unconventional Threats), PDD 63 (Critical
Infrastructure Protection), and Joint Terrorism Task Forces, which unite the FBI with the
CIA and local palice, have been attempts to refocus domestic law enforcement towards
“interagency” coordination in the gathering of information to preserve national security.100

Additionally, today, there arealot of similarities between law enforcement
operations and military operations. Terrorists“networks’ have often times been likened to
intercity gangs and the warfare conducted by police to counter these gangs. Their targets
—thelegitimate authority of a society —and operations against those targets are similar to
those used by terrorists. Inlight of this correlation, strategists who plan to defeat terrorists
can gain useful insight from law enforcement agencies. In other words, US domestic

experiences can enlighten and provide support towards the achievement of international
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operations. For example, the FBI’sWaco, Texas incident has several parallel similarities.
FBI Special Agent Coleen Rowley gave the following comparison between the Branch
Davidian operation and Operation Iragi Freedom:

Koresh had the same kind of oppressive control over members of his Branch

Davidian followers as Saddam Hussein does over the Iragis.

Aswith Hussein, law enforcement officials were certain Koresh had accumulated a

formidable arsenal of weapons and ammunition.

AsBush believed Hussein would use WMD, the FBI believed Koresh would use

his arsenal of weapons.

Thefirst law enforcement assault on Koresh failed.

Koresh and hisfollowerswere put under siege similar to Operation Southern

Watch put Hussein under siege.

The FBI decided it could wait no longer and mounted a second assault without the

element of surprise. President George W. Bush attacked Hussein for the second

time in 2003.

The assault failed when Koresh and hisfollowers set themselveson fire. Time will

tell if the removal of Hussein will succeed or fail. ***

Key to al of thisisthat law enforcement has been set up to protect the freedoms
Americans have determined to be the rights of al mankind. Unfortunately, these freedoms
are impedimentsin preventing terrorist acts. Brent Scowcroft, former National Security
Adviser, once said, “ The safest placein theworld for aterrorist to beisinside the United
States...Aslong as [terrorists] don’t do something that trips them up against our laws, they
can do pretty much all they want.”*%? The President, Congress, Supreme Court, and,
ultimately, the people of the United States will have to make hard decisions in determining
how much, if any, erosion of these freedomsis necessary to protect the saf ety of
America scitizens. Thereisafineline between protecting freedoms and not having any.

Law enforcement needs support national security without the USlosing itsidentity asthe

strongest and freest nation in the world.
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Financial

Finance by definition means (1) “control of the money” and (2) “the money
necessary to do something, especially aproject.”**® Asasource of power financial
processes fund the United States with the money to purchase all that it needs, from
governing to peaceful endeavorsto war making. It also allows nongovernmental
organizations to exert the influence they want to apply to foreign countries, foreign
organizations, and domestic governments and organizations. Without finance nothing
happens.

Also, the more money a government has, the moreit can directly influence foreign
governments. During the past fifty yearsthe US has spent trillions of dollars on foreign

aid alone®

Whether thisis considered purchasing friends or not it is a bloodless way of
influencing, and possibly bending another’ swill.

Additionally, there is a cycle that finance contributesto. It givesindividualsthe
ability to purchase goods and services they otherwise would not be ableto if they could
only buy with money on hand. Thisfuelsthe economy by creating agreater demand.
Greater demandsincrease production and service. Theincreasein production and service
creates arequirement for more jobs. This creates more people with the financesto
purchase more goods and services. Ultimately, this procedure of financing for goods and
servicesincrease the wealth of the nation.

The more people, companies, and the government spend the stronger the economy
becomes. A strong economy allows the government to purchase amightier army, a

greater diplomatic force, and more information gathering tools. Indeed, the more money a

government hasthe greater it can add to itsarsenal of sources of power.
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Intelligence

Ideally, intelligence obtainstimely, relevant, accurate, and synchronized actionable
information. The customers of intelligence include the President, NSC, Cabinet officials,
Congress, the Department of Defense, the Department of Homeland Security, and other
governmental agencies. During akinetic war, intelligence operations support the winning
of battlesand campaigns. During other operationsit supports the promotion of peace, the
resolution of conflict, and the deterrence of war.

Intelligence identifies gaps in available information about the environment and the
opposing forces, government, or industry and uses intelligence, surveillance, and
reconnaissance (IRS) resources to fill those gaps and reduce uncertainty and risk to US
decision makers. Intelligence reduces uncertainty, but it cannot eliminateit entirely.
Additionally, the Intelligence Community (IC) hasfinite resources and capabilities.
Consequently, in the probable event that the IC cannot obtain the exact information
needed, it looks for indications and warnings that are unique to the type of information
needed. For example, if the President needsto know if Iran is producing nuclear weapons,
the IC may not be able to obtain a nuclear warhead with madein Iran onit. ThelC would
then look for nuclear weapons grade materials needed to devel op the weapon that is being
bought by and sold and shipped to Iran. Thetransfer of funds, selling, and the shipment of
weapons grade material are all indicators that |ran may be producing nuclear weapons.
With thisinformation in hand, the President can then apply national sources of power

against Iran to conform to hiswill.
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Theintelligence community refers to agencies and organi zations that are funded
within the National Foreign Intelligence Program (NFIP). It consists of following 15
organizations:

» National Foreign Intelligence Community:
CIA
Department of Energy
Department of Homeland Security
Department of Justice
Department of State
Department of Treasury
Department of Defense
» Defenselntelligence:

= DIA
NGA
NRO
NSA
Marine Corps
AF

Army
Navy'®

Asasource of power, intelligence presentsinformation that either indicates or
identifiesthat the nation’ s security isat risk. The decision makers need to determine
whether or not to act upon the obtained information. If so, with what powers
(diplomatically, militarily, economically, etc.) and when and where will action be taken.
Intelligenceisthe driving force behind campaigns. Without it justification for action is
limited. Frederick the Great said, “One should know one’ s enemies, their alliances, their
resources and nature of their country, in order to plan acampaign.”*°®
Will of the People

Clausewitz introduced histheory of the paradoxical trinity of violence, hatred, and

enmity in hisbook “OnWar.” Violencereferred to the people of anation or state.

Inherent in the people must be the passion for war or, like amissing leg of athree-legged
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stoal, the nation at war will fall. Clausewitz further states that when developing war plans
this paradoxical trinity must be taken into account —the armed forces, the country, and the
enemy’swill. Of these, the armed forces may be destroyed and the country occupied
however, war cannot be “ considered to have ended so long as the enemy’ swill has not
been broken.”**” The most obvious example that the US faced was the Vietnam War. The
USwon every battle, but lost the war because they could not break the will of the North
Vietnamese. Additionally, the North Vietnamese were able to defeat the will of the US
government and its people. American left Vietnam in disgrace. Another pointed example
isthe war between the Soviet Union and Afghanistan. The Soviet Union lost thiswar due
in large part to being unable to defeat (with US support) the enemy’ swill to fight. The
Soviet Union and the US were two superpowersthat lost to third-world countries.

To subjugate the American military even more so than in many other countries,
“the Armed Forces of the United States operate in ademocratic political context that
enablesthe American people to expresstheir views and preferences about the employment
of military forces.”*%® The views (or will) of the people of the United States determine the
use of the military instrument of power. Therefore, Clausewitz’ s point on the passion of
the people for war weighs heavier in the US than in countries whose armies rule their
people. Regardless, thewill of the people may be the strongest defensive source of power
another nation may facein attempting to impose its desires over another.
Culture

Probably the most powerful offensive source of power takes the form of culture-to-
culture. UScultureisreaching out to all corners of the globe viatourism, corporate

expansion, and global communications. Thisform of national power, coined by Joseph
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Nye as soft power, is getting people to want what another culture has%®

Experts believe
thisisthe most important asset to sustain American power throughout theworld.*'° This
form of diplomacy co-opts rather than coerces and requires no speeches, treaties,
compromises, or monetary gifts. Culture-to-culture diplomacy presents the American way
of lifewhich is freedom, democracy, respect for human rights, and economic prosperity
and allowsits obvious appeal to speak for itself.'** Once acountry, nation, or group of
people (rogue or otherwise) has accepted the American culture, it has, for the most part,
accepted the American way of life.

The American way of life centers on that of achieving one’sgoals. Itisuniquely
suited for growth, advancement, and innovation through its entrepreneurial spirit. Asa
universal nation it is generally made up of socially mobile, ethnically mixed, racialy
tolerant people who are not averseto taking risks. Intel wasinvented by aHungarian,
Google by aRussian, and Y ahoo by a Taiwanese.**? Additionally, tolerance and risk
allows for acceptance of new, different, and controversial ideas. It embraces the good that
immigrants bring from other cultures, making them part of America sculture. Asaresult
of thisunencumbered, unfettered, and unregulated exchange of ideas, the US becomes, not
just amelting pot of people, but amelting pot of great cuisine, music, art, science, and
technology envied by therest of theworld. Fostering thisisagovernment that is by the
people, for the people which has evolved to be one of the most |aissez-faire governments
intheworld. It hasan extreme tolerance for creative destruction where industries
competing with each other will fall if they fail to meet the needs of the people. This

permits evolutionary and revolutionary ideas rise to the top and fill aneed. Culturesthat
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are lesstolerant and more regulated due to socialism, religion, etc., stifleinnovation and
creativity.

According to the US Census Bureau, from 1980 to 2000 approximately one million
people ayear legally immigrated to the United States™*® Thisis not due to intolerance,
indignities, repression, and injustice. Immigrants see US culture and want to make it
theirs. Inthe United States, they see away to achievetheir dreams. As other governments
embrace American ideals and culture and adopt them astheir own, intolerance and war
will be minimized.

Conclusion

America s national powers are plentiful. They include the traditional diplomatic,
informational, military, and economic sources, otherwise known as DIME. However, as
addressed above, sources of power lie elsewhere aswell, in nontraditional sources such as
law enforcement. The war on terrorism has caused law enforcement to become more and
more relied upon as the lines between criminal activities and war blend together. Finance
provides the money for a stronger government and nongovernmental organizations.
Finally, the cultural source of power isthe most influential of them all. If anation or state
adoptsasimilar culture to that of the United States, that is self-governing with amarket
economy, warswill be fought viatrade rather than with armies. Until this happens,
though, the US must focus and synchronize al of its sources of power to achieve the same

objective— protecting the security its people and their way of life.
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National security includes the defense of the US of America, protection of our
congtitutional system of government, and the advancement of US interests around the
globe.

George W. Bush

The ability of the United States to influence events to its advantage worldwide dependsin
large measure on the will of its citizenry, the vitality of its societal ingtitutions, the
strength of its relations with like-minded multinational partners, and the effectiveness of
the Government in employing the instruments of national power.*

Joint Publication 1-0

Historical Use of the National Security Council

The National Security Act of 1947 created the National Security Council (NSC) to
advise the President of the United States on the “integration of domestic, foreign, and
military policiesrelating to national security and to facilitate interagency cooperation.” *'°
Each President has his own methods to manage the office. Therefore, the NSC isflexible
enough to be molded to meet the needs of the President’ s effortsinvolving national
security. Initialy, President Truman (1947-1953) was leery of the NSC. Since he had
adequate experience in foreign affairs he generally kept it at arms length. He took council
from personnel close to him, such as George M. Elsey, Rear Admiral Robert Dennison,
and W. Averell Harriman, to coordinate major foreign policy matters. It was not until the
K orean War that Truman embraced the NSC. 116

President Eisenhower (1953-1961) established the position of Special Assistant to
the President for National Security Affairs, which still exists*'’ Additionally, he
convened a Planning Board of assistant secretaries from the representatives on the NSC.
The board was chaired by the Special Assistant to the President for National Security
Affairs. Its purpose was “to gather the policy views of each of the key cabinet

»118

departmentson critical issues, review theissues, and identify points of disagreement.
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These points were not to be watered down, but spelled out for debate by the NSC and
resolved by the President.1*°

The Kennedy administration (1961-1963) replaced Eisenhower’ s long-range
planning NSC system with “&ad hoc inter-agency working groups functioning in acrisis
management atmosphere.”*?° Officials outside the Department of State often lead these
interagency working groups. At the center of these efforts was the new position of
National Security Advisor (NSA). Kennedy was accused of establishing amini State
Department. Advice from the working groups was often parochial. After the Bay of Pigs,
Kennedy realized his security system was not adequate. He built acommunications center
to receive information in real time, around the clock. Thislater became known asthe
Situation Room. Hethen moved his NSA, deputy NSA, and the executive secretary of the
NSA adjacent to the Situation Room. This new system served him well during the Cuban
Missile Crisis'?*

A senior officer in the Department of Defense stated that the National Security
Council system is organized by each administration based on the needs of that President.
It can grow or shrink in stature. It can belead by aprincipal such asthe Secretary of
Defense or State or atrusted official from a*“lesser” agency. The bottom line, though, is
only the President establishes policy for the US; all others provide guidance on policy or
implement policy. Therefore, it isthe President who must determine how best to utilize all
sources of national power.

The Interagency Process at the National Level
The National Command Authority (NCA) consists of the President and the

Secretary of Defense. It isthe NCA’sresponsibility to integrate the military source of
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power with other instruments of power to protect USinterests?®> Currently, all sources of
power are linked together viathe National Security Council (NSC).

Under President George W. Bush's National Security Presidential Directive 1,
members of the NSC include the President, Vice President, Secretary of State, Secretary of
Treasury, Secretary of Defense and the Assistant to the President for National Security
Affairs. The Director of National Intelligence advises the NSC on intelligence matters and
the Chairman of the Joint Chiefs of Staff advises on military matters. The President’s
Chief of Staff, his counsel, and his advisory for economic policy areinvited to all NSC
meetings. The Attorney General and the Director of the Office of Management and Budget
areinvited to attend meetings that pertain to their area of expertise. Other executive
department heads and agencies are invited to attend as appropriate.**

The NSC meets at the direction of and presided over by the President. During his
absence and at his direction the Vice President may preside. With the direction of the
President and in consultation with other regular attendees, the Assistant to the President
for National Security Affairsisresponsible for the agenda, the necessary papers, and
recording actions and decisions. The Assistant to the President for Economic Policy
shares these responsibilities when economic issues are addressed.**

The NSC Principals Committee (NSC/PC) is the senior interagency forum for the
consideration of national security policy issues. Members of the PC include the Secretary
of State, Secretary of Treasury, Secretary of Defense, Chief of Staff to the President, and
the Assistant to the President for Security Affairs asthe chairman. The Chairman of the

Joint Chiefs of Staff and the Director for National Intelligence attend and give advice

within their area of expertise. The Assistant to the Assistant to the President for National
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Security Affairs, in consultation with the members, is responsible for the NSC/PC agenda
and ensuring the necessary papersare prepared. The Assistant to the President for
Economic Policy will share these responsibilities when economic issues are addressed.*?®

According to ageneral officer who wishes to remain anonymous the NSC
Deputies Committee (NSC/DC) serves as the senior sub-Cabinet interagency forum for
policy issues affecting security. The DC may prescribe and review the work of the NSC
Policy Coordination Committees?® Also, before an issue reaches the NSC, it is first
addressed inthe DC. Asthe nameimplies, the Deputies Committee is made up of the
deputies of the principals of the NSC. The Deputies Committee reviews, comments, and
ensures that issues brought before the Principals Committee have been prepared for
discussion. The Principals Committee reviewstheissue. If theissueiscomplete, itissent
tothe NSC. If it needs further work, it is sent back to the Deputies Committee to be
readdressed.

All members are expected to attend. The NSC that President Bush has established
isnot a crisis management system. It mainly addresses i ssues such as homeland security,
the expansion of NATO, China, Russia, etc. Consequently, the processisvery slow.
Additionally, seldom does any Principal’ sorigina position survivethe entire process;
most issues belong to the Department of State or the Central Intelligence Agency; and,
politicsdoes not drive decisions. Also, the NSC meetsto determinethedirectionthe US
needsto take on aparticular issue. Once adirection isdetermined, responsibility is
assigned to a principal member to resolve.

President Bush has established National Security Council Policy Coordination

Committees (NSC/PCC) to manage the development and implementation of national
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security policiesfor interagency operations. Policies devel oped must be reviewed by
senior committees of the NSC system and approved by the President. There are currently
sx PCCsaligned according to the following regions:

Europe and Eurasia
Western Hemisphere

East Asia

SouthAsia

Near East and North Africa
Africa™®’

There are also eleven PCCs established for the following functional topics:

Democracy, Human Rights, and International Operations
International Development and Humanitarian Assistance
Global Environment

International Finance

Transnational Economic |ssues

Counter-Terrorism and National Preparedness

Defense Strategy, Force Structure, and Planning

Arms Control

Proliferation, Couterproliferation, and Homeland Defense
Intelligence and Counterintelligence

Records Access and | nformation Security*?®

Asaresult of the September 11, 2001 attacks on the United the President created,
in the NSC’' simage, the Homeland Security Council Organization to coordinate homeland
security-related matters. Members of the Homeland Security Council (HSC) include the
President, Vice President, the Secretary of the Treasury, the Secretary of Defense, the
Attorney General, the Secretary of Health and Human Services, the Secretary of
Transportation, the Director of the Federal Emergency Management Agency, the Director
of the Federal Bureau of Investigation, the Director of Central Intelligence, and the

Assistant to the President for Homeland Security. Other officers of the executive branch,
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heads of executive departments and agencies, and other senior officials may beinvited

when appropriate!?®

Much like the NSC, the HSC meets at the direction of the President. The Assistant
to the President for Homeland Security, also known as the Homeland Security Advisor
(HSA), isresponsible for HSC' s agenda, the preparation of necessary papers, and records
Council actions and Presidential decisions. The HSC system also hasa Principals
Committee, Deputies Committee, and Policy Coordination Committees. They operatein
the same manner asthe NCS/PC, DC, and PCCs. Currently there are eleven HSC PCCs:

Detection, Surveillance, and Intelligence

Plans, Training, Exercises, and Evaluation

Law Enforcement and Investigation

Weapons of Mass Destruction Consequences M anagement
Key Asset, Border, Territorial Waters, and Airspace Security
Domestic Transportation Security

Research and Development

Medical and Public Health Preparedness

Domestic Threat Response and Incident Management
Economic Consequences

Public Affairs

I nteragency Process at the Combatant Command Level

National Security Presidential Directive 1 (NSPD 1) and the Homeland Security
Presidential Directive 1 (HSPD 1) address how the interagency processwill be worked at
the national level. However, there are no directives or procedures that require unity of
effort across the agencies at the strategic or operational levels. DoD joint publications
espouse doctrine which integrates all national powers. For example, Chairman of the Joint
Chiefs of Staff, General Henry H. Shelton’ sintroduction of JP 3 states thatthe “...overarching

concepts and principles contained in this publication provide acommon perspective from which to

plan and execute joint, interagency, and multinational operations.”**° Unfortunately, the
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publication further statesthat the “ Doctrine and guidance established in this publication
apply to the commanders of combatant commands, subunified commands, joint task
forces, and subordinate components of these commands.”**! It isaDoD document and
applies only to the military at the combatant command level and below.

However, the need to incorporate national powers at the strategic and operational
levelsisunderstood. To thisend, aprototype advisory element, called the Joint
Interagency Coordination Group (JACG), was proposed by United States Joint Forces
Command (USJFCOM) and directed by the NSC/DC. The JACG isto be part of the
combatant commander’ s staff. The NSC/DC, however, limited its principal duties of
countering terrorism. 32

USJFCOM has subsequently proposed that the JACG’ s scope be increased to
“integrate campaign planning efforts at the strategic and operational levels and throughout
all US government agencies.”**? 1t will belead by asenior executive service or equivalent
and integrated into the planning and operations section of the combatant commander’s
staff.13* 1t will be comprised of a 12-person staff of mostly civilian personnel who have a
strong interagency background. They will be responsible for formulating, articulating,
advocating, and implementing “the combatant commander’ s policies, priorities, programs,
and procedures for interagency engagement.”*> Additionally, the JACG will coordinate
and train with crisis response organi zations to improve response capabilities*®

The JACG isto address the gap that lies between the civilian and military
campaign planning processes. To do so, it will:

Participate in theater strategic engagement, deliberate, crisis action,
transition, and reconstruction planning and operations.
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Inform the combatant commander and the joint task force of civilian
agency campaign planning, sensitivities, and support requirements,
capabilities, and limitations.
Inform civilian agencies of the combatant commander’ s and the joint task
force' s operational requirements, concerns, capabilities, and limitations*®’
The JACG will not infringe on the combatant commander’ s responsibilities, nor

will it supersede current civilian authorities. To that end, the JACG will not:

Replace any civilian agency staff officer currently assigned to the

combatant commander’ s staff or bypass any existing civilian agency lines

of authority and communications.

Provide civilian agency concurrenceto internal Department of Defense

staffing actions.

Interfere with existing memorandums of understanding and agreed-

practices for requests for assistance and other formalized interagency

reguest processes.

Challenge or replace the statutory and presidential-directed relationships

for developing, implementing, or executing US national security and

foreign policy %8
Conclusion

Integration of security at the national level isaprocess directed by the President of
the United States. It varies from administration to administration based upon the
President’ s needs, policies, and desired operational design. The National Security Council
System isthetool the President usesto focus America s national powers. Today it
primarily addresses long-term issues such as Chinese expansionism, the North Korean
threat to South Korea, and the Iranian nuclear program. Issuesthat require direct action
are generally assigned to a US agency or department to resolve. Asaresult, problemsare
often stovepipped and, as aresult, the process does not effectively synchronize all sources
of national power.

At the strategic and operationa level of policy implementation, the NSC directed

that combatant commanders implement the JACG concept to integrate national powers.*3°
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This advisory element encourages habitual collaboration to ensureinteragency
understanding. Additionally, the JACG isto integrate campaign planning throughout all
US government agencies. The bottom lineisthat the JACG isan advisory element and is
not directivein nature. It will not bypass any existing civilian agency lines'*® Asaresult,
integration of national powers or agency unity of effort isnot mandated. The most recent
exampleis Operation Iragi Freedom. After cities and towns were cleared of Saddam
Hussein operatives, civil operationswere not led by the Department of State, but by the
Department of Defense. Unit commanders were designated as mayors, required to rebuild
infrastructures and manage day-to-day governmental activities, skillsthat primarily reside
in the civilian sector, not the military. The Department of State and other government

agencies, for whatever reason, were noticeably absent.
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But thereis another way. It is possible to increase the likelihood of success without
defeating the enemy’ sforces. | refer to operations that have direct political repercussions
that are designated in the first place to disrupt the opposing alliance, or to paralyzeit, that
gain us new alies, favorably affect the political scene, etc. If such operations are possible
it isobviousthat they can greatly improve our prospects and that they can form amuch
shorter route to the goal than the destruction of the opposing armies. 24

Carl von Clausewitz

Designing a campaign focused upon a military Strategic Objectiveis fraught with risk,
sinceitislikely to lead to anarrower appreciation of therole performed and to a
misunderstanding of how the instruments of power must work together in a synergistic
fashion to achieve the maximum result in the shortest period of time with the least
expenditure of resources.**?

Patrick C. Sweeney

Introduction

Current efforts to focus and integrate America s national powers are wrought with
parochialism and alack of coordinating, enforceable directives. They have dissimilar, and
“sometimes conflicting goals, policies, procedures, and decision-making techniques,
which make unity of effort achallenge.”*** When asked how healthy the interagency
process was asenior general inthe Army stated that it was in need of major surgery.
Another senior officer, also requesting to remain anonymous, essentially stated that
nothing in the process is accurate and that there were no policies that direct how to
conduct theinteragency process.

Americahasapoor history of coordinating its actions, integrating its strategies,
and synchronizing policy 1** Asaresult, there are several issues that need to be resolved
in order to properly focus America s national powers. At the national, strategic, and
operational levelsthere should be aunifying element for policy, budgeting, and planning.
Another way of saying thisisthat the ends, means, and ways for protecting America sway
of life should not be developed individually by each of the country’ s national powers.

Currently decision making is stovepi pped which resultsin piecemealed responses by the
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various US agencies’*® The ends for the Department of Defense should be the same as
the ends of the Department of State. Thetoolsto achieve those ends may be different, but
theendslaid out in the Nationa Security Strategy are the same for all sources of power.
The means should belooked at from anational security perspective, not fought over for
parochial biases by DoD, DoS, Department of Agriculture, Department of Commerce, et
a. America’seconomic source of power isnot limitless. Therefore, it should be divvied
up with acommon purpose where identified risks or shortfalls are accepted by the
President of the United States.

Likewise, Congress should fund involvement in national security issues beyond
day-to-day operations conducted by each source of power. Theways or tools may be
different for each source of power, but the funding should be available to obtain the tools
needed to achieve the common endstate established in the NSS. Additionally, each source
of power should develop anational strategy which states not only how it will support the
NSS, but also how it will be synchronized and nested with all other sources of power. For
example, the DoS should have asimilar strategy asDoD’s National Defense Strategy; and,
they should be nested. The NSC should review and comment on these agency or
department strategiesto ensure they fulfill the needs of the NSS.

Currently, according to General Goodall, retired US Air Force, the NSS does apply
to other government agencies. However, application of it beyond DoD “receives little or
no visibility in budget priorities, and therefore, the resource alocation process. Thisin
turn resultsin little or no effort in budget execution.”**® Finally, this unifying element for

policy, budgeting, and planning should have the authority to tell the government’ svarious



Focusing America’s National Powers VI-3
Chapter VI — A New Way of Operating

agenciesto get thejob done. The agencies should not be able to choose to cooperate or
not when it comes to national security matters.
National Level Interagency Operations

The NSC should be responsible for synchronizing national powers through a
Deputies Committee. A new position should be created within each Department entitled
the Assistant Secretary for | nteragency Management. This Deputies Committee would
operate as the National Interagency Coordination Group (NIACG), similar to the Joint
Interagency Coordination Group at the COCOM level.**” The NIACG would be made up
of the deputies of the principals of the NSC to include the Deputy Secretary of State,
Deputy Secretary of the Treasury for International Affairs, Deputy Secretary of Defense
for Policy, Deputy Attorney General, Deputy Director of the Office of management and
Budget, Deputy Director of National Intelligence, Vice Chairman of the Joint Chiefs of
Staff, Deputy Chief of Staff to the President for Policy, Chief of Staff and National
Security Adviser to the Vice President, Deputy Assistant to the President for International
Economic Affairs, and the Assistant to the President and Deputy National Security
Advisor. The Deputy National Security Advisor should serve asthe chair.

The NIACG would be the lead for devel oping the interagency ends and ways.
Additionally, the NIACG would provide legidative and budgetary recommendations/
solutionsto the President through the NSC/PC where shortfalls appear. They would
review agency strategiesfor feasibility and compliance with the NSS. Additionally, the
NIACG would be responsible for ensuring that national powers are synchronized within
campaign plans. To do thisthey would develop doctrine similar to JP 5-00.1. It could be

called the Interagency Publication 5-00.1, Interagency Doctrine for Campaign Planning.
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The six-phased campaign plan should be a civil-political-military (civil-pol-mil)
plan. It would bethetool to focus, nest, and synchronize US powers for complex
contingency operations. Currently, according to Joint Publication 1-02, acampaign plan is
a“seriesof related military operations aimed at accomplishing a strategic or operational
objective within agiven time and space.”'*® It should be redefined to a series of related
operations utilizing national powersto accomplish astrategic or operational objective
within agiven time and space. The campaign plan should not be atool solely used by the
Department of Defense. Nor should it be viewed as a product to be refined and
implemented once acrisis has developed. It should be implemented immediately upon
approval so that Phase 0, Shaping, follows a preplanned design. Like DoD’s adaptive
planning process, it should be routinely reviewed for currency.

No one source of power should be proponent for the entire campaign. The
responsibility for each phase should be asfollows:

Phase 0 — (Shape, prevent, prepare) Department of State leads. All other sources

of power will support.

Phase | — (Deter tension) Department of State leads. All other sources of power

will support.

Phase Il — (Seize Initiative — polarization, crisis) Department of Defenseleads. All

other sources of power will support.

Phase I11 — (Dominate — conflict) Department of Defense leads. All other sources
of power will support.

Phase |V — (Stabilize —transition) Department of State leads. All other sources of
power will support.

Phase V — (Enable Civil Authority) Department of State leads. All other sources of
power will support.
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“We plan because synergy does not
happen by itself. Synchronization does
not happen by accident. For
synchronization, coordination, [fand]
integration to take place, planning is
required.”

VADM Vern Clark, USN

From Joint Publication 24°

The NIACG would identify the need for acivil-pol-mil campaign planto be
written by the regional level element. It would then review al of these plansfor
feasibility, accuracy, and supportability. They would ensure that all appropriate sources of
power were included in the development of the plan. Plans with major shortfalls would be
returned to the regional interagency element for correction. Minor issueswould be noted
and forwarded to the PC for final approval and funding recommendations. |ssuesthat
remain after the regional element has reworked the plan would be addressed by the
NSC/PC; the NSC/DC would resolve issues the NSC/PC could not. The NSC/DC would
approve and endorse all civil-pol-mil campaign plans and return them to the regional
interagency element for implementation.

Regional Level | nteragency Operations

At theregional level the NSC/DC has approved the implementation of a Joint
Interagency Coordination Group (JIACG) as part of the combatant commander’ s staff. Its
principal duties are to synchronize the counter terrorism effort. Asstated in Chapter 5,

USJFCOM has proposed that the JJACG'’ s scope be increased to “integrate campaign
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planning efforts at the strategic and operational levels and throughout all US government
agencies.”™*® According to USIFCOM, they would be responsible for formulating,
articulating, advocating, and implementing “the combatant commander’ s policies,
priorities, programs, and procedures for interagency engagement.”*>* Thisistoo myopic
in scope. There should be aJJACG at the combatant command or regional level, however,
not as part of the COCOM staff. The JJACG should be a subordinate element of the NSC
so that neither one source of power (in this case, the Military) nor one particular phase of
the campaign plan (in this case, Phase 111, Conflict Domination) becomes overriding and
receives greater emphasis over al other phases. The JACG' s primary duties should beto
synchronize and nest of all sources of power by developing campaign plansto meet
NIACG endstates.

USJFCOM has recommended that the JJACG be managed by an SES and staffed
by twelve people with strong interagency backgrounds. Thisisinsufficient. It should be
staffed and aternately lead by people from DoD and DoS. The staff should be organized
similar to the way General Eisenhower organized his staff during World War I, whichis
to say that if thereisa DoD person in charge, there must be a DoS person as the deputy
and vice versaif somebody from DoSisthelead. The personnel would not be
permanently stationed within the JIACG, but rotated as DoD and DoS currently rotate
their personnel. The purpose of these requirementsis to ensure that the JACG is manned
by personnel who have avested interest in their parent agency and that the parent agency
has a vested interest in the success of JACG.

Additionally, there needs to be ameans to ensure that interagency thinkers and

planners are not punished for working outside of their parent organization. Interagency
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planners should be rewarded and promoted equally with their State, Joint, and Service
brethren. Beyond DoS and DoD, all other sources of nation power would have positions
within the JACG'’ s plans section. They may be temporary or permanent positions,
depending on regional needs.

Asstated in chapter V, there are no directives or procedures that direct unity of
effort across the agencies at the strategic or operational levels. The National Interagency
Coordination Group should ensure that these directives are devel oped for implementation
by all sources of power, NSC and below. Currently, DoD joint publications espouse
doctrine which integrates al national powers. For example, the Chairman of the Joint
Chiefs of Staff, General Henry H. Shelton in hisintroduction of JP 3-0, Doctrine for Joint
Operations, states that the “ overarching concepts and principles contained in this
publication provide acommon perspective from which to plan and execute joint,
interagency, and multinational operations.”*>? Unfortunately, the publication further states
that the “ Doctrine and guidance established in this publication apply to the commanders of
combatant commands, subunified commands, joint task forces, and subordinate
components of these commands.”*** Joint publications are DoD documents and apply
only to the military at the combatant command level and below.

The Department of State needsto establish regional authorities similar to the
COCOMSs, lessNORTHCOM. Thiswould aine DoS with DoD and would support a
seamless operational planning process. These regional authoritieswould be able to speak
for and commit DoS to regional or operational campaign plans. Of course, the NSC

through the NIACG approves these plans. Once acampaign plan is approved, it should
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become the mandate of all appropriate sources of power to fund and support.
Additionally, Phase 0 should be implemented upon approval.

According to the US Joint Forces Command Fact Sheet “ Joint | nteragency
Coordination Group (JACG),” the JACG isto address the gap that lies between the
civilian and military campaign planning processes®®* Again thisislimited in scope. The
JAACG should not just address the gap that lies between the civilian and military campaign
planning processes, but should close the gap. To that end, it should:

Participate in theater strategic engagement, deliberate, crisis action, transition, and

reconstruction planning and operations.

Participate in regional exercisesto validate the feasibility, acceptability, and

suitability of established campaign plans.

Participate in regional exercisesto train or maintain the expertise to support

established campaign plans.

Require the combatant commander’ s planning staff to wear two hats— one as

JACG planners and the other as COCOM planners.

Reguire the regiona DoS planning staff to wear two hats—one as JIACG planners

and the other asDoS planners.

Inform the combatant commander of operational requirements, concerns, civilian

sensitivities, support requirements, and capabilities and limitations.

Inform the regional DoS authority and other interagency partners of operational
regquirements, concerns, military sensitivities, support requirements, and

capabilities and limitations.
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Develop regional/operational campaign plansto meet NIACG established
endstates.
Require DoS and DoD personnel to assumethe lead in planning assigned phases
of the campaign plan.
Establish memorandums of understanding for requests for assi stance between
agencies.
The JACG will not infringe on the combatant commander’ s responsihilities, nor
will it supersede current civilian authorities. To that end, the JACG would not:
Replace any civilian agency staff officer currently assigned to the combatant
commander’ s staff or bypass any existing civilian agency lines of authority and
communications.
Provide civilian agency concurrenceto internal Department of Defense staffing
actions.
Provide concurrence to internal Department of State staffing actions.
Challenge or replace the statutory and presidential -directed relationships for
developing, implementing, or executing US national security and foreign policy.
Preclude COCOM or DoS operational planning beyond that required by the NSS,
NDS, or NIACG.
Opposing Thoughts
Focusing America s national powerswill come at some cost. For one, it may put a
non-elected person into a potentially very powerful position. One person, with all of this
authority, may abuseit and put the United States more in harms way than with the current

process. Another issueisthat thiswill come at ahigher cost to the taxpayer. Congress
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will haveto find away to significantly increase the capability of DoS and other sources of
power. Unlessthey cut spending for the Department of Defenseto fund others, programs
outside of national security will haveto be reduced. If DoD iscut, will the military still be
able to succeed against the most dangerous scenario against the US—total warfare with a
country like China? Isthe USwilling to reducethe“M” in DIME in favor of policy that
aimsto prevent all warfare? Another possible risk isthat this may increase the overall
bureaucracy by adding another layer of government and make the national security even
less efficient.

Theseissues, and most likely severa others, must be addressed before the
implementation of this*new way of operating.” However, they areasmall priceto pay
for an even greater return on national security. Inthe end, the more nations and statesthat
embrace human dignity, self-governing democratic institutions, and market economiesthe
lesslikely the military will be the power of choice to impose another’ swill. An
interdependent secure world of nations and states will have evolved whose people will be
created equal and endowed with certain unalienable rights; among them would be life,
liberty and the pursuit of happiness.

Effecting Change

Change will not happen quickly. It will take longer, or might not happen at all, if
itisforced or the cultureis non-receptive. On awall of thelibrary at the Joint Forces Staff
Collegeisaquote from then Gen Dwight D. Eisenhower: “Separate ground, sea, and air
warfareisgoneforever. If ever again we should be involved in war, wewill fightitin all
elements, with all services, as one single concentrated effort.” Yet thissingle

concentrated, joint effort is still not asinstinctivein the US military as combined arms
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operationsis at integrating artillery, armor, engineering, etc into plans and operations
within Army and Marine Corps planning. Interagency synchronization needsto be as
instinctive as combined arms operations. To get there, interagency, along with joint,
combined, and coalition synchronization should be marketed, sold, and accepted asthe
required methods for planning the employment of all national powers asitsdoctrineis
developed and implemented. DoD, seeing at least the need for interagency cooperation,
has attempted to force the process by placing it into military doctrine. For example, JP 3-0
states that the “intrinsic nature of interagency coordination demands that commanders and
joint force planners consider all instruments of national power and recognize which
agencies are best qualified to employ these elements toward the objective.” *>°

Though military doctrine addresses the employment of the best qualified source of
power, it isthe military that ends up being the “go-to” agency for the USG. DoD hasthe
capacity, resources, and funding to address just about any national problem. But, are they
alwaystheright tool or the right image for the job? Whereisthe line drawn between the
stick and the carrot? Ultimately, the NSC through the NIACG and JACGs will determine
this. However, in any situation, effectiveinteragency operationswill not happen until
DoD isableto step aside and give up power and probably funding to other elements of
national power as appropriate, and the other elements of power are able to stand up and
fully assume responsibility of their rolein national security. When this happens, the USG
will be able plan for and employ the best qualified source of power toward its objectives at
the appropriate time and place. Congress should support this by funding the planning

process and the capacity for the execution of the nation’ s security strategy.
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The following are afew additional concerns that need to be addressed to fully
synchronize and nest national powers:

DoSand DoD Culture

Dr. Barbara Stephenson, Director of Planning, Office of the Coordinator for
Reconstruction and Stabilization, Department of State, pointed out the following in
reference to the differences in culture between DoS and DoD:

“Unlike the military, which is staffed to allow for something like 80% of a

person’ s career to be spent training and planning, Stateis so thinly staffed

that it sustains routine staffing gaps. 1nthe scramble for qualified peopleto

do State’ s core business—round up votesin the UN to pressure Iran,

convince aforeign government to change its lawsto permit more favorable

accessfor U.S. imports, shame aforeign government into improving

human rights practices, cgjole aforeign government into sending troops to

Irag and Afghanistan, and the list goes on—or take part in planning,

particularly amilitary planning process with rather limited applicability to

State's core business, day-to-day businesswins out over planning. State

has very few personnel dedicated to planning.” 1
In other words, planning within DoSisasecond rate job. Planning isnot the career path
onetakesto the upper levels of DoS.

Dr. Stephenson then explained that the primary process DoS follows is reactionary
rather than proactive. Therefore, very little planning or anticipation is done to preclude
negative issues. Another example of how little DoS thinks of DoD’ s planning processesis
Mr. William Vancio, Special Agent with DoS' s Bureau of Diplomatic Security, was
warned by colleagues, prior to attending the Joint Forces Staff College, Joint Advanced
Warfighting School, not to “go native.” What is meant by thisisif hetakesona DoD
persona as aresult of attending this courseit will not be well received within DoS circles.

It would not do well for his career. To further emphasize thisfear of DoD, Mr. Vancio

stated that in DoS' s eyesit is preferable to take on the character of or become sympathetic
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to(i.e., “go native” in) the country of assignment rather than to assume a DoD
character.®®’ There are strengths within DoD that DoS should emulate, specifically staff
operations such as campaign planning and the execution of operations. Another trait
within DoS's culture that may need to be modified in order to achieve synergy with all
sources of power istheir tendency to be theindependent voice of the President of the
United States. DoS needsto realize they are one source of power attempting to achieve
the goals established for all sources of power within the NSS.

On the military side, arrogance, probably wanted and needed, permeates DoD.
The military believesit can do anything it setsitsmind to do. Thisshould change at |east
at the operational and strategic level so the military integrally believesit can do anything
kinetic and needs the other sources of power to achieve the national endstate. During a
briefing by a DoS official to an audience that was predominantly DoD officers from major
to colonel it was suggested by a civilian audience member that the endstate of DoSwas
thesame asDoD’s. There were several voices from the military officersindicating that
thiswas not true. Thisneedsto change. Infact, according to the briefer, State and DoD
seek the same endstate abroad, namely stable democratic partners who are allies advancing
common interests.

If sources of power are not united, they may work against each other, work in
opposite directions, or conduct redundant operations squandering limited resources.
Within DoD planning isasought after skill. Planning drivesthe process—from force
structure to employment of capabilitiesto national security strategies. However, the
approach DoD often takesisto “treat warfare as a near autonomous activity, al but

separate from its political purposes and consequences.”**® This attitude also needsto
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change. As Clausewitz pointed out approximately two hundred years ago, war isan
instrument of policy and policy is developed and pursued by the government**® DoD
needsto treat warfare as only one way to bend an adversary’ swill. DoD also needsto
understand that they can and should support and empower other national powersin

assuming their national security responsibilities.

Campaign Planning to ShapetheWorld

In essence the campaign plan isatool to focus national powersto shape athreat to
meet the will of the US, whichisnational security. Phase 0 within the six-phased
campaign plan construct is designated the shaping phase. DoShas the expertise to lead
this phase. All other sources of power should support DoS. The Department of State can
mold or shape other statesin apeaceful or coercive diplomatic manner to meet the goals
of the NSS. The endstate of this phase should be to “enable governments abroad to
exercise sovereignty over their own territories and to prevent those territories from being
used as abase of operations or safe haven for extremists, terrorists, organized crime
groups, or others who pose athreat to US foreign policy, security, or economic

»160 and are viable democratic states with market economies. If Phase O fails,

interests,
Phase |, Deter Tensions would be implemented. Phase I’ s goals should be to shapethe
current issue away from escalation back to Phase 0. Should Phase | fail, PhaseIl, Seize
the Initiative, would beimplemented. The goal of Phase |l should beto stabilizethe crisis
and prevent war, ultimately moving back to Phase 0. Should Phase 1l fail, Phaselll,

Dominate the Conflict or war, would be implemented. The goal of phase |11 should beto

fight and win the war, ultimately shaping the threat to meet US requirements. Once Phase



Focusing America’s National Powers VI-15
Chapter VI — A New Way of Operating

111’ s endstate has been met, Phase |V, Stabilization and Transition, will be implemented.
According to National Security Presidential Directive 44, “the Secretary of State shall
coordinate and lead integrated United States Government efforts, involving all US
Departments and Agencies with relevant capabilities, to prepare, plan for, and conduct
stabilization and reconstruction activities.”*® The goal of Phase 1V isto completely end
hostilities, “ promote peace, security, development, democratic practices, market economy,

therule of law"1%?

and transition to Phase V, Enable Civil Authorities. The goal of Phase
V should be the same as Phase 0’ s goal, which isto “ enable governments abroad to
exercise sovereignty over their own territories and to prevent those territories from being
used as a base of operations or safe haven for extremists, terrorists, organized crime
groups, or others who pose athreat to US foreign policy, security, or economic
interests™® and are viable democratic states with market economies.

Thisissomewhat of asimplification of the campaign plan. Not all phases start
and end cleanly. For example, Phase IV can begin while Phase 1l isongoing. Once
offensive operations have moved through an area, Phase IV should be immediately
implemented to ensure a quick transition to Phase V. Additionally, there will be diverging
effortswithin and outside of each source of power during each phase. For example, Phase
0DoS smain effort, supported by other sources of power, should beto shapeastateina
non-threatening, non-kinetic manner. DoD should support DoS's effort, also in anon-
kinetic manner but it also should be shaping the environment should Phase I11 be required.
Examples of thiswould be mil-to-mil exercises, host nation agreements, and allies and

coalition development. Once the National Command Authoritiesimplement Phase 111,

thereis no substitute for complete success. However, itis probably far less costly in terms
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of livesand other limited resources to ensure success in Phase 0 than it isto destroy a
country and then pay to rebuild it.

Training

Traditionally, other than initial entry training and | eadership management,
education within the Department of Stateislimited. Generally, theindividual either
obtains an advanced education prior to employment or, achievesit on his or her own. DoS
should change its approach and incorporate training for professional growth and
development. At the mid and advanced level of one's career there are at least three
subjectsthat should be address. Thefirst isthe history of DoS. With the study of history,
the individual learns the evolution of the Department. Individuals can theorize about
approaches or actions that went poorly and well. Theory can be atool to make history
understandabl e and useful. It helpsto create and shape doctrine; and, therefore, the future
of the department. It also helpsthe future leader to sort through the complex decision-
making processes necessary during crises. A leader who possesses both an understanding
of theory and afamiliarity with avariety of historical case studiesis at adistinct advantage
in solving problems®* The second area of study should be doctrine. Doctrine as defined
by JP 1-02, Department of Defense Dictionary of Military and Associated Terms, slightly
modified to fit DoSis*“fundamental principlesby which the... [Department of State]
guide[s] their actionsin support of national objectives. It is authoritative but requires
judgment in application.”**> Another way of looking at doctrineisthat it isameansto
achieve common thought, purpose, and understanding to guide actions to meet required

objectives. It would unite the Department to achieve presidential directives. Doctrine, as
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it is applied within DoD, would not necessarily be directivein nature. Evolution and
transformation will infuse new processes, which will change or modify doctrine.

The third subject which should be addressed is planning. A common planning
process establishes ameansto identify all required actions and all required supporting
actionsit takesto meet an objective. The planning process will ensure that nothing is
overlooked to include Department capabilities and limitations and opposing capabilities.
Gapsin capabilities can befilled by higher or accepted asrisks. Finally, most plans will
not survive much longer after implementation. But, they are ameansto focus on an
agreed upon endstate, identify gapsin resources and intelligence, and a point that can be
deviated from aslong as all involved understand the purpose that must be achieved.

The Department of Defense generally includesthistraining in their mid and
advanced level professional education but, it predominantly emphasizes the military
source of power. In order to become synchronized with other agencies, DoD should
support with funding and instructors an Advanced National Security Interagency College
(ANSIC). ANSIC would present subjects similar to those of the Joint Forces Staff
College's, Joint Advanced Warfighting School. However, it would emphasize interagency
operations rather than joint or service operations. Billetswould be filled by DoS, DoD,
and other sources of power on aonethird, onethird, and onethird basis. Fifty-one percent
of graduates must fill interagency positions such asthe NIACG or JACG. Additionally,
DoD needsto be receptive to assisting and mentoring other sources of power such as DoS

in their effortsto incorporate professional development in their training programs.
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Civilian Deployments

Since civilians embedded within alarge portion of America’ s national powers and
government they should be required sign a contract prior to employment with a
government agency which statesthat they will, if requested, deploy to hazardous duty
stations. Those who deploy should be given al the honors, rights, and protection military
service membersreceive as aresult of deployments —tax-free pay, recognition for support
of the country, access to DoD facilities, etc. Additionally, prior to employment they
should be made fully aware of oath taking to serve the nation, and that this meansthat they
will selflessly work to ensure that the national security requirements established by the
|eaders appointed above them are met to the fullest of their capability. This could and
would if required mean deployment to hostile zones. Also, leaders must understand be
held responsible for the lives of those appointed below them and that negligent actions
will be held against them.

National Risk

Lieutenant Colonel Frank Hoffman, USMCR (ret.), Research Fellow at the Center
for Emerging Threats and Opportunities, describes the US as aone-armed Cyclops. By
this he means that the military source of power “has been devel oped, resourced, and honed
at the expense of other elements of national power.”*%® Asaresult, the USis assuming
risk initsability to synchronize and useto their fullest extent all other sources of power.
Consequently, for the US, when issues become too difficult, or seemingly out of control,
the power of choice to persuade or shapetheissue at hand isthe military. Thisprojectsa

bullish or brutish image to the rest of theworld. The US must empower its other strengths
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not just to be better received, but to obtain a synergistic effect of all powers. The US must
only useits military strength when all other options have failed.

Funding is another areathe US hastaken on alargerisk. If anissueisnot
foreseen, monies are not readily available within DoS. According to a briefing presented
by aDoS official to the Joint Forces Staff College, State has very little in the way of
contingency funds, either at the embassies or in Washington. Sate must go to Congress for
approval for additional fundswhen needed. This process can easily take more than 18
months because of the budget cycle. A lot can happenintwo years. Fundsare available
for the military should an unforeseeable issue arise. Contingency funds need to be
available to DoS so they can quickly address adifficult issue and hopefully prevent it from
escalating to amilitary issue.

Conclusion

Asstated earlier, current efforts to focus and i ntegrate America s national powers
are wrought with parochialism and alack of coordinating, enforceable directives. The
NSC needs to modify its effortsto take full advantage of all sources of power to secure
America sway of life by first establishing an NSC/DC as the NIACG whose mandate is to
manage the interagency process. The NIACG should use the six-phased campaign plan as
thetool to coordinate and synchronize all capabilities. It would do this by identifying and
approving campaign plans written by regional JJACGs. It also must ensure that
interagency doctrineis developed to achieve unity of effort by establishing common
thought, purpose, and understanding to guide actions to meet required objectives. The
NSC should aso develop JJACGsto coordinate and synchronized national powers at the

regional or combatant command level. The JIACGs should be manned by all sources of
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powers, but predominantly by DoS and DoD. DoD’s and DoS's culture needs to change
to embrace all sources of power. DoD needsto step aside and allow other sources of
power to fully contribute towards the national security effort. Additionally, all other
sources of power need to stand up and accept their responsibility. Also, aninteragency
college needs to be established so that mid- and senior-level interagency leadersare
schooled in theory and doctrine andthat they obtain the planning skills necessary to
synchronize all sources of power. And finally, Congress needs to empower all sources of

power by making funds available for emergency or contingency requirements.
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Sincethefall of the Soviet Union the challenges that face the United States have
significantly changed. The USisthe only superpower. With this status comesthe
responsibility to be patient, to extend helping hands, to foster the good in international
relations, and to sacrifice, often with its own blood, to protect those in need aswell asits
own security. Also, aburden that comes with this statusis envy from much of therest of
theworld. Many want what the USis perceived to have, which is freedom and riches.
Additionally, in competition for the world’ s resources, many would like to see the US
humbled. However, thereis no other nation that can stand toe-to-toe and challenge the
US. Consequently, those who endeavor to attack the US have had to change tactics and
attack using unconventional means such asterrorism. Asaresult, the US needsto develop
tacticsto meet thisthreat.

The difficulty with changing tacticsisthat, even with the vast resources of the
United States, its coffersarefinite. Asaresult, intelligent and insightful decisions need to
be made asto how best to protect US interests and defend against future threats. These are
political decisions. To start with, the nation’s political leaders need to define the threat.
Will the most likely future threat be similar to Napoleon’ s conscripted million-man army,
to the hundreds of thousands raised by the North and South during America' s Civil War,
to the millions who fought during WW | and WW |1, or to the hundreds of thousands who
fought during the Gulf War in 19917 Or will the future threat be similar to the army that
George Washington raised to fight the British during America’ s Revolutionary War, or the
North Vietnamese when they fought the US, or similar to Osama bin Laden’s attack of the
US on September 11, 20017 The answer to this question will determine the type of

military force the US needs to develop.
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Another question that should be given some thought is what exactly iswar?
Clausawitz said that war is an act of force to compel the enemy to do the other’ swill. So,
do wars have to be kinetic? Wills can be compelled using diplomacy or finance or with
key intelligence. So, the answer to what iswar and the answer to what is the future threat
can focus America sleadersin determining what strategy to takein order to protect
national security. This, inturn, will determine which capability or source of power is
necessary to best obtain capitulation of the enemy.

The September 2002 National Security Strategy essentially defined the current
threat asterrorists, rogue states, non-state actors, and religious extremists. A significant
method in addressing these threats is to shape the environment to prevent their emergence.
Assuch, the NSS attempts to unite and transform not just the military, but also all
elements of national power to focus against these actors. All of America’ s sources of
power —for this paper: military, information, diplomacy, law enforcement, intelligence,
finance, economic, the will of the people, and America' s culture — need to unite and
synchronize their effortsto support the NSS.

To synchronize the sources of power America’ s political leadersfirst need to
empower them with the capability to not only support each other as required, but also to
lead as necessary to bend or shape an aggressor’ swill in favor of the United States.
Secondly, America s political leaders should require and fund the means necessary to
synergize these powers through synchronization and nesting. At the national level, the
NSC should be responsible for achieving this synergistic effort through a National
Interagency Coordination Group (NIACG). The NIACG would be staffed by the deputies

of the principal members of the NSC. They would be responsible for approving and
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implementing interagency campaign plans. They would a so ensure that the endstates of
al campaign plans meet those established by the NSS. Additionally, the NIACG should
ensure that interagency doctrineis developed to achieve common thought, purpose,
understanding and direction. Within this doctrine the NIACG should identify the current
six-phased campaign plan as the tool to synchronize all national powers.

At theregional level, aJoint Interagency Co ordination Groups should be
established. The JACG would be subordinate to the NIACG with primary duties of
synchronizing and nesting all sources of power by developing campaign plansto meet the
goals established by the NIACG and the NSS. The JACG should be manned with
plannersfrom the COCOM staff aswell asfrom DoS and other powers. The JACG
should closethe gap that currently lies between the civilian and military campaign
planning processes. To that end, it should:

Participate in theater strategic engagement, deliberate, crisis action, transition, and
reconstruction planning and operations.

Participate in regional exercisesto validate the feasibility, acceptability, and
suitability of established campaign plans.

Participate in regional exercisesto train or maintain the expertise to support
established campaign plans.

Require the combatant commander’ s planning staff to wear two hats—one as
JACG planners and the other as COCOM planners.

Require the regional DoS planning staff to wear two hats—one as JACG planners
and the other asDoS planners.

Inform the combatant commander of operational requirements, concerns, civilian
sensitivities, support requirements, and capabilities and limitations.

Inform the regional DoS authority and other interagency partners of operational
requirements, concerns, military sensitivities, support requirements, and
capabilities and limitations.

Develop regional/operational campaign plansto meet NIACG established
endstates.

Require DoS and DoD personnel to assumethe lead in planning assigned phases
of the campaign plan.

Establish memorandums of understanding for requests for assistance between
agencies.
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Inthe end, it will be the American populace that determines how to best protect
national interests by electing the leadership that employstheir will. However, at the
present time, America s national powers are wrought with parochialism and alack of
coordinating, enforceable directives. It would be criminal to allow status quo to continue.
It should not take another catastrophic event such as9/11, or worse yet, aWMD event that
might destroy an entire city before the US implements change. These NIACG and JACG
recommendations will synchronize and nest all national powersin an attempt to shape the
enemy towards America’ swill, save lives and money in attempting to prevent kinetic war,
and, if war is necessary, quickly resolveit and move efforts to continue shaping the

environment towards representative governments with market economies.
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