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Foreword

On February 21% 1999, the Information Technology Laboratory of the National Ingtitute of
Standards and Technology (NIST) and the Biometric Consortium sponsored a Workshop to discuss
the potentid for reaching industry consensus in a common fingerprint template format. The
participants identified the need for a*technology-blind” biometric file format thet would fecilitete
the handling of different biometric types, versons, and biometric data structures in a common way.
This common file format would facilitate exchange and interoperability of biometric data. (A
“technology- blind biometric file format would include dl modalities of biometrics and would not
bias, encourage, or discourage any particular vendor or biometric technology from another. It would
not attempt to trandate among different biometric technologies, but would identify them and
fecilitate their co-existence”) The participants suggested that for the time being, the content of the
biometric data structures (e.g., raw or processed biometric data) would not be defined in the
common file format.

The CBEFF sinitid conceptua definition was achieved through a series of three Workshops co-
sponsored by the National Indtitute of Standards and Technology and the Biometric Consortium on

May 10, September 17, and December 1, 1999. A Technicd Development Team, formed as a result

of these Workshops, developed CBEFF as described in this publication. To ensure that the
biometric data format would be in agreement with other biometric indudtria efforts, the
development was coordinated with industria organizations such as the BioAPI Consortium, the
X9.F4 Working Group, the International Biometric Industry Association, and the Interfaces Group
of TeeTrusT.

The development included efforts focused on harmonizing the data formats among CBEFF, draft
ANS standard X9.84 and the specification developed by the BioAPI Consortium. Participation of
the International Biometric Industry Association (IBIA) as the regidtration authority for the
biometric dataformat was aso addressed. This document reflects the result of these harmonization
efforts. Further CBEFF development is proposed under the umbrella of the recently formed
Biometrics Interoperability, Performance, and Assurance Working Group co-sponsored by NIST
and the Biometric Consortium. A CBEFF smart card format is planned. This development will
address harmonization of the CBEFF smart card data format with existing 1SO standards and
current 1SO developments (e.g., ISO/IEC JTC1/SC17/WG4 Working Draft “ Personal Verification
Through Biometric Methods in Integrated Circuit(s) Cards’).
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Common Biometric Exchange File Format (CBEFF)

Fernando L. Podio®, Jeffrey S. Dunn?, Lawrence Reinert?, Catherine Tiltor?, Lawrence O'Gormart’,
M. Paul Callier®, Mark Jerde®, Brigitte Wirtz’

Abstract

The Common Biometric Exchange File Format (CBEFF) describes a set of data €l ements necessary
to support biometric technologiesin a common way. These data can be placed in asinglefile used
to exchange biometric information between different system components or between systems. The
result promotes interoperability of biometric-based application programs and systems devel oped by
different vendors by dlowing biometric data interchange. CBEFF sinitid conceptud definition

was achieved through a series of three Workshops co-sponsored by the Nationd Ingtitute of
Standards and Technology and the Biometric Consortium. A Technical Development Team, formed
asaresault of these Workshops, developed CBEFF, as described in this publication, in coordination
with industrid organizations (i.e., the BioAPI Consortium, the X9.F4 Working Group, the
Internationa Biometric Industry Association, and the Interfaces Group of TeleTrusT) and end users.
CBEFF provides forward compeatibility accommodating for technology improvements and alows
for new formats to be created. CBEFF implementations smplify integration of software and
hardware provided by different vendors. Further development (e.g., a CBEFF smart card format) is
proposed under the umbrella of the recently formed Biometrics Interoperability, Performance, and
Assurance Working Group co-sponsored by NIST and the Biometric Consortium.

Key words: biometrics; biometric data format; biometric data e ements; biometric data exchange;
biometric technologies; data interchange; interoperability.
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1. Introduction

The expected enormous growth in the use of biometric-based systems and applications

highlights the need for exchange and interoperability of biometric data. It is conceivable that many
biometric-based systems and applications are expected to support multiple biometric devices and
biometric data. Products with that level of support for biometric-based authentication exist today. A
Common Biometric Exchange File Format promotes interoperability of biometric-based application
programs and systems developed by different vendors by dlowing biometric data interchange.
CBEFF, as described in this publication, defines acommon set of data € ements necessary to
support these biometric technologies. These data can be placed in a single file used to exchange
biometric information between different syssem components or between systems.

The expected benefits of CBEFF are the ahility to identify different biometric data sructures
(public or proprietary) supporting multiple biometric types within a system or gpplication, the
ability to reduce the need for additiona software development and the ability to promote
development cost savings.

CBEFF describes a st of “Required” and “Optiond” fields, a“Domain of Use’ to establish the
applicability of astandard or specification that meets CBEFF requirements, and a process by which
new technology or systems can create formats that meet these requirements. CBEFF alows for
these standards or specifications to define aformat and for these formats to define the data
encoding. Adoption of CBEFF and compliance to those standards or specifications promotes
interoperability of biometric-based gpplication programs and systems devel oped by different
vendors by alowing biometric data interchange.

CBEFF s content reflects some current developments within the Biometric industry including the
release of BioAP! Specification version 1.0 on March 30, 2000 and the development of draft ANS|
standard X9.84, “Biometric Information Management and Security”.

By focusing on the description of the Biometric data €lements, details such as data encoding, data
and non-common eements can be |eft up to a standard or specification (see CBEFF Patronsin
Section 8) that meets CBEFF requirements. By describing a process to establish new formats, the
CBEFF can dlow for biometrics data to be placed in new technologies and systems. Points of
contact for CBEFF and liaisons to other organizations can be found in Appendix F.

2. Purpose

The purpose of CBEFF isto define a common set of data elements necessary to support multiple
biometric technologies and to promote interoperability of biometric-based application programs and
systems by alowing for biometric data exchange. It o provides forward compatibility for
technology improvements, smplifies the software/hardware integration process, and describes how
new formats can be created.

The common set of data elements described in CBEFF can be placed in asingle file record or data
object used to exchange biometric information between different system components (the Common
Biometric Exchange File). Formatting the data (e.g. dlowing individua componentsto be



referenced) will alow an goplication to easly recognize important processing informetion about the
biometric data such as what type of biometric is available, what verson number, vendor’s name,
etc.

Formatting the datawill aso provide pointers to the proper biometric data. These characteristics
foster interoperability between different types of biometric systems, alow for the exchange of
biometric related information between different sysems, and adlow systems with different
requirements to trand ate between different formats.

3. Scope

CBEFF accommodates any biometric technology. It includes the definition of format and content
for dataelements such as:

A biometric data header that contains such information as verson number, length of data,
whether the data is encrypted or not, etc., for each biometric type available to the application or
system;

Biometric data (content not specified);

Any other required biometric data or data structures.

CBEFF dso describes the means for obtaining a unique vaue for identifying the format (owner and
type) of the biometric data (see Section 8).

The common biometric data format does not attempt to achieve compatibility among different
biometric technologies, but merely identifies them and facilitates their co-existence in asystem or
gpplication. Although it is concelvable that industrial or user groups may agree upon common
sandard template formats within the biometric data structures defined in CBEFF, a definition of the
content of these biometric data structures is not included in this publication.

CBEFF focuses on the description of the Biometric data elements. In order to decode CBEFF data,
the gpplications need to have previous knowledge of which Patron (see the definition of a CBEFF
Patron in Section 5 and the discussion on CBEFF Patron Biometric File Formats in Section 8) and
data encoding scheme was used. Therefore, a Patron identifier is not included within the CBEFF
definition. Each CBEFF Petron is required to define which CBEFF Optiona Fidlds are present in
their format and how the data e ements are extracted and processed (details such as the data
encoding scheme are left up to the CBEFF Patrons).

4. References

ANSI X9.57-1997, “Public Key Cryptography for the Financiad Services Industry:
Certificate Management”.
- BioAP Consortium: http:/Aww.bioapi.org
- BioAPI Consortium BIOAPI Specification, Version 1.00 March 30, 2000.



- Biometric Interoperability, Performance, and Assurance Working Group,
http:/Amww.nist.gov/bowg

- Draft ANS standard X9.84, Biometric Information Management and Security — 2000 (in public
review)

- Internationa Biometric Industry Association: http://iwww.ibia.org

- ISO/IEC 8825-1:1988, “Information technology  ASN.1 encoding rules: basic encoding rules
(BER), canonicd rules (CER) and digtinguished encoding rules (DER)”.

- ISO/IEC 9594-8: "Information technology — Open systemsinterconnection - The directory:
Public-key and attribute certificate frameworks'.

5. Definitions, Abbreviations, Notation, and Acronyms

Algorithmldentifier: An ASN.1 type that identifies an dgorithm (by an object identifier) and any
associated parameters. Thistypeisdefined in [ISO/IEC 8825].

ASN.1: Absract Syntax Notation One, as defined in [ISO/IEC 8825].

Attribute: An ASN.1 type that identifies an attribute type (by an object identifier) and an associated
attribute value. The ASN.1 type Attribute is defined in [|SO/IEC 8825].

BCD: Binary Code Decimd

B SM B — Biometric Specific Memory Block

CBEFF: Common Biometric Exchange File Format

CBEFF Patron: An organization that has defined a standard or specification incorporating a
biometric data object that meets CBEFF requirements. Examples of CBEFF Patrons are the BioAPI
Consortium and ANSI Subcommittee X9, Group F4.

CBEFF Client: An entity that defines a specific biometric data Sructure (e.g., aBSMB format
owner) that meets CBEFF requirements. This would include any vendor, standards body, working
group, or industry consortium that has registered itself with IBIA and has defined one or more
BSMIB format types.

Certificate: A digitaly sgned data unit binding a public key to identity information. A specific
format for certificates is defined in [ISO/IEC 9594-8].

DER: Diginguished Encoding Rules, as defined in [ISO/IEC 8825].

Domain Of Use (DOU): Theintended market or usage for the format. It isintended that there be
limited amount of overlap between the DOUs.



DNA: Deoxyribo-Nucleic Acid
GUID: A globdly-unique identifier

IBIA: Internationa Biometric Industry Association. The IBIA has agreed to be the regigtration
authority for dl Object Identifiers and Relative Object |dentifiers related to CBEFF.

MAC: Message Authentication Code

Object Identifier: A sequence of integers that uniquely identifies an associated data object in a
globa name space adminidrated by a hierarchy of naming authorities. Thisis a primitive data type
in ASN.1.

Protocol Data Unit (PDU): A sequence of bits in machine-independent format congtituting a
message in a protocol.

Relative Object Identifier: A proposed ASN.1 type which makes it possible to transmit an Object
Identifier value in a more compact form by transmitting only their trailing arcs when the leading
arcs can be determined based upon the context of use.

[...] — Used to denote a varigble length, typicaly depending upon details of the implementation.
SB: Signature Block

SBH: Standard Biometric Header

6. CBEFF Requirements

There are three minimum CBEFF requirements. The requirements are;
To use adefined Format* as described in this publication.
To implement the required Fields defined in Section 7.
If an optiond fidd isused, use for the fied the definition included in section 7.
(NOTE*) Each format described in this publication defines a Domain of Use (the context in which a
format should be used). It isintended that there will be alimited number of formats with a
minimum of overlap in the areas (Domains) where the data is used (see Section 8). However, new

technologies may evolve that need new encoding rules and may require a new formatting. CBEFF
describes a process to develop new formats.

7. CBEFF Data Element Descriptions

CBEFF datadements are placed in “fidds’ within a CBEFF file. The fields are grouped in three
magjor sections (see Figure 1 in the following page):



Figure 1 - CBEFF Data Elements

SBH BSMB SB

SBH — Standard Biometric Header.
BSM B — Biometric Specific Memory Block.

SB — Signature Block
Each data dement above is defined in the following Subsections.

This section defines the required fields for CBEFF formats and several common optiond fields. A
common s&t of definitionsis provided that dlows for trandation between formats. The fields do not
need to beincluded if they are optiond.

The Vaues defined in this section are suggestions. CBEFF requirements do not include utilizing the
exact vaues defined in this publication, however the use of these valuesis strongly recommended.

Trandation between different formats will be fecilitated if these vaues are used. I the specification
or standard that meets CBEFF requirements changes, these values then must be properly
documented. (An attempt has been made to match the suggested field vaues to the current BioAPI
v1.0 specification to smplify trandation from CBEFF to BioAPI.)

7.1 Standard Biometric Header (SBH)

The Standard Biometric Header includes the fidldsillustrated in Table 1. The Field nameisthe
name given to the data eement. The required or optiond characteristic of the field has been
appropriately indicated.

Definitions and suggested vaues for each of the fidlds specified in Table 1 (following page) are
described below. Length fields depend on the data encoding scheme (typica field sizes have been
added for clarity). Vauesin Tables 1 to 6 are expressed in hexadecima notation.



Table 1 - Standard Biometric Header Followed by the BSMB and the SB

Field Name Required Notes
or Optional
SBH Security Required 0x00 = plain Biometric
Options 0x10 = with Privacy (Encryption)
0x20 = with Integrity (Signed or MACed)
0x30 = with Privacy and Integrity
Integrity Options | Optional 0x01 = MACed
0x02 = Signed
Thisfidd only exigsif Integrity isused (i.e.
SBH Options=0x20 or 0x30).
CBEFF Header | Optiona Verson of the CBEFF header. Currently set
Verson to: Mgjor: 0x01, Minor: 0x00
Patron Header Required Verson of header (of a patron format
Verson specification or standard)
Biometric Type Optional Indication of biometric type.
Record Data Optiona Indication of record data type. Currently set to
Type 0x02 (Processed, the defaullt).
Thisfield doesn't exist if the default is used.
Record Purpose | Optiona Intended use of the data. Currently set to Ox04
(Enrall for Veification Only, the default).
Thisfield doesn't exist if the default is used.
Record Data Optiona Indication of the qudity of the biometric data
Qudlity
Cregtion Date Optional Cresgtion date and time of the biometric data
Creator Optiona Unique identifier of the entity thet crested the
biometric data
BSMB Format Required ID of the Group or Vendor which defined the
Owner BSMB
BSMB Format Required Type as specified by the Format Owner
Type
Biometric Required Defined by the Format Owner
Specific
Memory Block
(BSMB)
Sgnaure Optiona Signature of MAC. Only present if the SBH
vaueis 0x20 or 0x30
NOTE:

Not Encrypted

Can be Encrypted

(ereq paubis) 1910 oliBWOIY



SBH Security Options: Thisfidd (the fidd length istypicaly 1 byte) is used to determineif the
fileisto have deta integrity, encryption, or both as shown in Table 2. If integrity or integrity and
encryption are used, then the integrity field is required. If encryption or integrity and encryption are
used, then the integrity field is required.

Table 2 - SBH Security Options

Field Value Name Type
Value
None 0x00
With Privecy (Encryption) 0x10
With Integrity (Sgned or MACed) 0x20
With Integrity and Privacy (Encryption) 0x30

Integrity Options. Thisfidd (thefield length istypicdly 1 byte) is used to determine if a Signature

or Message Authentication Code (MAC) isused. A 0x01 indicates that MAC has been used. A 0x02
indicates thet the data following thisfield issgned. Thisfidd isrequired only if the choice

Specified in the SBH security optionsis 0x20 or 0x30. The integrity options defined in this

document are shown in Table 3.

Table 3 - Integrity Options

Field Value Name Type
Value
None 0x00
MACed 0x01
Sgned 0x02

CBEFF Header Verson: CBEFF Verson (the fidd length is typicaly 2 bytes). It is defined as
having amgor and a minor component. Currently thisfield is set to:

Major: 0x01
Minor: 0x00

Patron Header Version: Thisfied (thefield length istypicdly 1 byte or 2 bytes) needsto be
specified by implementations that conform to aformat specification or sandard (e.g., Format B in
Section 8). Typicdly, it can be defined as having only amgor component (typicaly 1 byte) or a
major and aminor component (typicaly one byte-long each). In order to decode CBEFF data, the
gpplications need to have previous knowledge of the Patron and the data encoding scheme that was
used (see Scope). Therefore, a Patron identifier is not required within the CBEFF definition.

Biometric Type: Thisoptiond fidd (thefidd length istypicaly 1 to 3 bytes) defines the type of
biometric technology. The currently defined types are shown in Table 4.



Table 4 — Biometric Type

Field Value Name Biometric
Type
Value
Multiple Biometrics Used 0x01
Facid Features 0x02
Voice 0x04
Fingerprint 0x08
Iris 0x10
Retina 0x20
Hand Geometry 0x40
Sgnature Dynamics 0x80
Keystroke Dynamics 0x100
Lip Movement 0x200
Therma Face Image 0x400
Therma Hand Image 0x800
Gait 0x1000
Body Odor 0x2000
DNA 0x4000
Ear Shape 0x8000
Finger Geometry 0x010000
Pdm Geometry 0x020000
Vein Pattern 0x040000

A binary representation example of Biometric Types Vauesfollows

b7 b6 b5 b4 b3 b2 bl b0 b7 b6 b5 b4 b3 b2 b1 b0 b7 b6 b5 b4 b3 b2 b1 b0 Biometric Type
00 0 00O0O0O 00 0 00O0O0O 01 000000 Hand Geometry

The lig of Biometric Type vaues may be expanded in future revisons of CBEFF. An optiond fidd
that represents the enrolled feature (eg., left hand, ring finger or left ear) may be added in future
revisons of CBEFF after the industry has the opportunity to address the need for (and content of)
such optiond fidd.

Record Data Type: This optiond fidd (the fidd length is typicaly 1 byte) further defines the type
of data being placed in the file. The defined data types are shown in Table 5. The default vaue of
thisfield is“Processed” (0x02). Thisfield doesn't exidt if the default is used.



Table5— Record Data Type

Field Value Name Type
Value
Raw 0x00
Intermediate 0x01
Processed 0x02

Record Purpose: Thisoptiond fidd (the field length istypicaly 1 byte) denotes the intended use
of the data. The defined values are shown in Table 6.

Table 6 — Record Purpose

Field Value Name Type
Value
Veify 0x01
| dentify 0x02
Enrall 0x03
Enroll for Veification Only (default) 0x04
Enroll for Identification Only 0x05
Audit 0x06

The default vaue of thisfidd is*Enrall for Verification Only” (0x04). Thisfidd doesn't exigt if the
default is used.

Record Data Quality: Thisoptiond fidd (the fidld length istypicaly 1 byte) denotes the qudity of
the data. The vaues are in the range "0" through "100" (typicaly expressed in hexadecima values
0x00 to 0x61), where "100" is the highest qudity. A vaue of 1" (typically OxFF) indicates that
quality was not set, and avaue of 2" (typicaly OxFE) indicates that quality is not supported by
the entity which created the SBH. The default vaueis™2".

Creation Date: Thisoptiond fidd (the fidld length istypicaly 7 bytes) denotes the dete and time
that the biometric data was taken. The Cregtion Data is expressed in the following format:
YYYY:MM:DD:HH:MM:SS. (Colons are not part of the field. December 15, 2000 a 5 AM, 35
minutes and 30 seconds, for example, is expressed as 20001215053520). Each |etter in the
“Creation Date” fied representsa BCD (Binary Code Decimal) character (4 bits).

Creator: Thisoptiond field (16 bytes) contains a 128-bit length Unique Identifier of the entity thet
created the biometric data object according to the CBEFF requirements as described in this
publication. It is recommended that this vaue be generated from aGUID.

BSM B Format Owner/Type: The BSMB Format Owner and Format Type, when used in
combination, will uniquely identify the specific format of the BSMB content. The format and
content of BSMB is“owned” by the CBEFF Client (see definition in Section 5). ThisBSMB
format definition may be published (public) or unpublished (proprietary).
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BSM B Format Owner: Thisfidd (the fied length istypicdly 2 bytes) denotes the Vendor,
Standards Body, Working Group, or Industry Consortium that has defined the format of the
Biometric Data (in BSMB). A CBEFF requirement, as described in this publication, is that Format
Ownersregigter with IBIA for an assigned identifier of the Format Owner. The number is
guaranteed to be unique. Refer to Section 8 for Registration information.

BSMB Format Type: Thisfidd vadue (the field length istypicdly 2 bytes) isassgned by the
Format Owner and represents the specific BSMB Format as specified by the Format Owner.

Format Types can optionaly be registered with IBIA. It is recommended that Format Owners
register Format Typesin use with the IBIA for archiving and publication purposes. Refer to Section
8 for information about regigration.

7.2 The Biometric Specific Memory Block (BSMB)

Thisblock contains the biometric data. It is Smply ablock of memory that can be specified in any
way by the owner of the type as specified in the Format Owner/Type fied of the SBH. Therefore,
this can be a proprietary format or one agreed upon by a Standards Body, Working Group, or
Industry Consortium.

The Vendor, Standards Body, Working Group, or Industry Consortium can place a biometric
template directly into thisfield, or it can specify aformat for the data with further parameters,
information, and data

The BSMB fidd forma (eg., a sngle bit mgp image) may not need any pecification. There is
likely to be a format analogous to the header/data format of most data storage structures. In this
way, a vendor who "owns' this format can specify information in a header incduding verson
informetion, etc. Furthermore, it is conceivable, or likely, that Standards Bodies, Working Groups,
or Industry Consortiums may agree upon common standard formats within BSMBs.

The BSMB may contain the following information:

- BSMB Subheader - may contain such information as verson number, length of data,
encryption info, €tc.

- BSMB data - block of memory containing biometric deta.
The BSMB may contain raw, intermediate, or processed biometric data collected for purposes of

immediate matching or enrollment. The BSMB may include one or more samples of biometric data
aswdl as non-biometric data

1



7.3 Signature

Thisfied holds the Signature or MAC data. Thisfield can contain Algorithm Identifier information
and/or any parameters needed to perform the Signature and/or the MAC function. Thisfidd exigs
only if the CBEFF Integrity Options field is Ox01 or Ox02.

8. Patron Biometric File Formats

CBEFF “Patrons’ and “ Clients’ are defined in this Section. There can be severd different derived
Petron File Formats. All Patron Formats that meet the CBEFF requirements as described in this
publication need to include the data elements identified in Section 7 as “required”.

Each Patron Format specifies:

Encoding of the data elements (i.e. packaging of the datawith reference information)

Additiond (non-common) data € ements

Which Optiona Fields are present and how the data el ements are extracted and processed
Each Patron defines a Domain of Use (the context in which aformat should be used). It isintended
that there be alimited number of formats with aminimum of overlap in the areas (Domains) where

the datais used. However, there may be new technologies that have adopted new encoding rules
and require anew formatting.

This document describes the means for obtaining a unique vadue for identifying the format (owner
and type) of the Biometric data (see Section 8.5). Figure 2 shows the relationship between CBEFF,
CBEFF Patron Formats, and CBEFF Clients.



Figure 2. — Relationship Between CBEFF, CBEFF Patron Formats and CBEFF Clients
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8.1 Patron Format A - The CBEFF Local Data Structure

Patron: CBEFF (www.nist.gov/cheff)

Domain Of Use: Patron Format A isintended for small embedded or legacy systemsthat have
limited data storage capabilities. This format assumes that the embedded system is not required to
be BioAPI compliant.

Thisformat implies that default mechanisms are used for the signature and/or encryption (Thereis
not enough information to process a signature or encryption process without assuming default
vaues which are generdly passed with sgned/encrypted data). Therefore this Format is NOT
intended to be passed between systems, it isintended for the locd system only.

8.2 Patron Format B - The BioAPI Specification v1.0 Biometric | dentification Record Format
Patron: BioAPI Consortium (www.bioapi.org)

Domain Of Use: Patron Format B isintended for applications that are BIOAPI compliant. These
systems are only required to store data and possibly exchange data between aclient and a Server.

The BioAP!I Consortium has published BioAPI Specification Verson 1.0 and the BioAPI Reference
Implementation. The BioAPI Biometric Identification Record (BIR) conforms to CBEFF.

8.3 Patron Format C —Draft ANSI Standard X9.84 Biometric Object
Patron: ANSI Subcommittee X9, Working Group F4.

Domain Of Use: Format C isintended for large systems that need to exchange biometric
information in a secure, authenticate-able manor.

X9.F4 isthe Standards Working Group that has developed draft ANSI standard X9.84, “Biometric
Information Management and Security”. X9.84 suggests the encoding of biometric data and defines
the syntax via ASN.1 (refer to Appendix C for the description of biometric data that meets their
security requirements). Refer to the X9.84 draft ANS standard, when it becomes publicly
avaladle.

8.4 Adding New CBEFF Patron Formats

This publication describes how new CBEFF Patron Formats can be crested when existing Patron
Formats are determined to be insufficient to meet the requirements and congtraints of the intended
implementation.

The authors will propose to the recently established Biometric Interoperability, Performance, and
Assurance Working Group (Www.nist.gov/bcwg), a new initiative sponsored by NIST and the
Biometric Consortium, to take on the responsibility to address these new requests and coordinate
with the requestor of new Patron Formats development of the new format.
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In the request for a new format the requestor needs to include;

Theintended Domain Of Use (where will it be used and how it differs from the currently
supported domains). A description of why one of the existing Patron Formats cannot be used is
suggested.

Additiond field descriptions that will be added (if known).
The reference document that will be created which describes the entire format and its use.
The timeframe in which the new format will be developed.

8.5 Format Owner and Format Type Registration

Since the BSMB contains biometric data whose content is not defined in this publication, a means
mugt exist within the SBH to identify the format of that data. The 'Format Owner' and 'Format
Type header fidds (objects) are the mechanism used for this purpose. By reading these vaues, an
gpplication or BSP can determine if the BSMB format is one that it is capable of interpreting and/or
processing. To be used in thisway, the Format Owner and Format Type vaues must be unique.
Thisis accomplished through a regidiration process.

Format Owner isa 2-byteinteger vaue. It represents an entity (an individua, vendor, or
organization) that defines one or more biometric data formats. To become a recognized format
owner (as described in this publication) and have a unique Format Owner value assgned, it is
required that the format owner register with the regidration authority.

Format Typeisa2-byte integer vaue. It represents a specific biometric data format for the BSMB,
as defined by the Format Owner. This may be a proprietary, unpublished data format or a data
format that has been standardized by an industry group, consortia, or standards body. The
regigration of the Format Type vaueis optiond.

It is the combined Format Owner/Format Type vaue that uniquely identifies the BSMIB format.

Format Owners and Format Types need to be registered by a recognized authority to assure
uniqueness. The Internationa Biometric Industry Association (IBIA) has agreed to be the
registration authority - the organization which will manage the regigtration, issuance, and archiving
of the Format Owner and Format Type vaues for Organizations and VVendors which require them.
The IBIA has set up aweb based support site, including the registration and retrieval of CBEFF
identifiers. Details of this process can be found by contacting the IBIA (www.ibia.org). See
Appendix E for IBIA contact information.

The Format Owner and Format Type values can aso be expressed as OBJECT IDENTIFIERS or
OIDs. A base OID arch has been dlocated by ANSI to the IBIA for this purpose, as follows:

X9-84 OBJECT IDENTIFIER ::= {
iso(1l) identified-organization(3) tc68(133) country(16) x9(840)
x9St andards(9) x9-84(84) IBIA(4) }
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IBIA has further extended this base OID with the following values, to accommodate the CBEFF
Format Owner/Type assgnment:

x9- 84 OBJECT | DENTIFIER ::= {
iso(l) identified-organization(3) tc68(133) country(16) x9(840)
x9St andards(9) x9-84(84) 1BIA(4)
CBEFF(1) Format Owner (xx) Format Type (xx)}

Where the Format Owner vaue isissued by the IBIA and the Format Type vaue is assigned by the
Format Owner.

Theroot OID { 13316840984 4 1} isnot used by BioAPI in the BIR header (Snceit is static and
thus assumed); however, it is used within the ANSI X9.84 draft standard for the ASN.1 encoding of
the SBH.

Regidration of format owner isrequired to populate the BSMB format owner field of the CBEFF
Header. Regidration of any format typeis optiond but highly recommended. Both vaues need to
be included in the CBEFF header.

8.6 Trandating Between Formatsthat M eet CBEFF Requirements

When aDomain of Use must interact with another domain, there may be a need to trand ate between
formats. The fields that meet CBEFF requirements have the best ability to be trandated.

Methods for trandating between formats are not described in this publication. It is envisoned that
commercid applications will eventualy provide this cgpability. This publication providesthe
commondity of data eements that facilitate the trandation.

Note that data integrity (e.g. Sgnatures) and/or privacy (encryption) may belost during trandation.
Applications that require high security may need to consider this,
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Appendix A: Patron Format A Description

Patron: CBEFF (www.nist.gov/cheff)

The Standard Biometric Header of format A has the fidds illustrated in the following table. The
length column is the number of bytes used to represent this fidd. Refer to Section 7 for the

description of the fidds.

Table A.1—Format A Data Elements NOTE:
Not Encrypted
Fiedd Name Length Notes Can be Encrypted
(Bytes)

SBH Security 1 Described in section 7

Options

Integrity Options | 1 Described in section 7

CBEFF Header 2 Described in section 7

Patron Header 2 Described in section 7

Version

Biometric Type 3 Described in section 7 =

- - - 3

Record DataType | 1 Described in section 7 L

Record Purpose | 1 Described in section 7 o
g,

Record Data 1 Described in section 7 8

Quality D

Creation Date 7 Described in section 7 g
@

Creator 16 Described in section 7 >

BSMB Format 2 Id of the Group or Vendor which §

Owner defined the BSMB

BSMB Format 2 Type as specified by the Owner

Type

Biometric Specific | 4 Length (in bytes) of the BSMB

Memory Block

(BSMB) Length

Biometric Specific | [...] Defined by the Format Owner

Memory Block

Data (BSMB)

Signatureor MAC | Oor][...] Described in section 7

Mogt fidds have a fixed length. The fields (with the exception of the BSMB length fidd) are
described in section 7. The BSMB length field has been added to define the length of the BSMB.

The Sgnature fidd immediately follows the last byte of the BSVIB.
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Appendix B: Patron Format B - The BioAPI Biometric |dentification Record (BIR)

Patron: BioAPI Consortium (www.bioapi.org)

B.1. Introduction

The following isincluded for illudtrative purposes only. Refer to the BioAP! documentation for a
detailed description of the BioAPI specification or the BioAPI BIR.

This data gructure is one that has been used in many fields involving data exchange; asingle,
technology-neutra header followed by a technology- specific data block. (It has been included in
this proposd with the understanding thet this is only an example of how the file format to be
developed under this effort might look. It was included to encourage further discussions on the
content of the required format.)

B.2. Data Structure Defined in the BioAPI Specification Version 1.0

The BioAPI Consortium has published the BioAPI v1.0 specification and the associated
Reference Implementation. The data structure specified in BioAPl meets CBEFF' s
requirements.

The data Structures herein defined have been designed to be as flexible as possible, dlowing the
biometric vendor to store whatever information is needed, without unnecessary congraints. For
example, the biometric data structures may contain a single biometric sample or may contain
multiple samples. In order to support awide range of process flow possibilities and biometric
samples and templates (models), these structures can be used to store any combination of data
necessary to facilitate subsequent matching. It isthe respongbility of the Biometric Service
Provider (BSP) to fill this data Structure with the data needed and in the format needed, and to be
able to extract this datawhen it is needed.

B.3. Biometric Record Header

This BioAP! data structure standardizes the header information preceding biometric data records
to minimdly and uniqudly identify the content aswell asto distinguish it from other, non
biometric data records. Some of the data structures are currently defined as follows:

typedef struct bioapi_bir {
Bi 0API _BlI R_HEADER Header;
Bi 0API _BI R Bl OVETRI C_DATA PTR Bi ometricData; /* length indicated in
header */

Bi oAPI _DATA PTR Signature; /* NULL if no signature; length is inherent

inthis type */
} Bi oAPI _BIR, *Bi oAPI _BIR PTR

typedef struct bioapi_bir_header {
ui nt 32 Lengt h; /* Length of Header + Opaque Data */
Bi 0API _BI R_VERSI ON Header Ver si on;
Bi 0API _BI R_DATA TYPE Type
Bi 0API _BI R_BI OVETRI C_DATA FORMAT For mat ;
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Bi 0API _QUALI TY Quality;
Bi 0API _BlI R_PURPCSE Pur poseMask;
Bi 0API _BI R_AUTH_FACTORS Fact or sMask;
} Bi 0API _BlI R_HEADER, *Bi 0API Bl R_HEADER PTR,;

typedef struct bioapi_bir_bionetric_data format {
ui nt 16 For mat Omner ;
uint16 Formatl D,

} Bi 0API _BI R _BI OVETRI C_DATA_FORMAT, *Bi 0API Bl R Bl OVETRI C_DATA FORMAT_PTR:

typedef uint8 Bi 0API _BI R_Bl OVETRI C_DATA;

Note: Other fields composing the BioAP! BIR header are defined in section 2.1 of the BioAPI
specification (Version 1.0 of BioAPI is downloadable from the BioAPI website,
www.biogpi.org)

B.4. BioAPI to CBEFF Trandation

Table B.1 (following page) outlines the smilarities between the CBEFF fidds and the BioAPI
BIR header information
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TableB.1 — CBEFF and BioAPI BIR Header Information

CBEFF Fidd
Name

Bio API BIR mapping

Notes

Security Options

Section 2.1.7 BioAPI_BIR_DATA_TYPE
BioAPI DATA TYPE ENCRYPTED
BioAPI DATA TYPE SIGNED

BioAPI maps the SBH Security Options and
Record Data Type fieldsinto the
BioAPI_BIR_DATA_TY PE definition
(mask).

Integrity Options N/A

CBEFF Header N/A

Version

Patron Header Section 2.1.11 BioAPI_BIR_VERSION
Version Header Version

Biometric Type

Section 2.1.4
BioAPI_BIR_ AUTH_FACTORS

BioAPI AUTH FACTORS isamask.

If aBioAPI BIR contains multiple types,
when translating to X9.84 or other format
that only accommodates a single value, only
the 0x01 (multiple) value must be used.

Record Data Type

Section 2.1.7 BioAPI_BIR_DATA_TYPE

BioAPl_BIR_DATA_TYPE_RAW
BioAPl_BIR_DATA_TYPE_

INTERMEDIATE
BioAPI_BIR_DATA_TYPE_PROCESSED

See note for Security Options

Record Purpose

Section 2.1.10 BioAPI_BIR_PURPOSE

Translates directly

Quality Section 2.1.42 BioAPI_ QUALITY BioAPI further definesrelative quality ranges
Creation Date N/A Not Used by the BioAPI
Creator N/A Not Used by the BioAPI
BSMB Format Section 2.1.6
owner BioAPI_BIR_BIOMETRIC_DATA_FORMAT
FormatOwner
BSMB Format Section 2.1.6
Type BioAPI_BIR_BIOMETRIC_DATA_FORMAT
FormatlD
Biometric Specific Section2.1.2/2.15

Memory Block
(BSMB)

BioAPI_BIR BIOMETRIC DATA PTR
Biometric Data

Signature

Section 2.1.2 BioAPI_DATA_PTR
Signature
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Appendix C: Format C - X9.84 Biometric Object

Patron: ANSI Subcommittee X9, Working Group F4

NOTE: At the time of the writing of this document, the X9.84 draft dandard is about to initiate
public review a which time it will be readily available. Please check with X9.84 for the dtatus of

the specification in terms of updates or changes.

C.1. Introduction

X9.F4 is the standards committee Working Group chartered to develop biometric standards for
the financid servicesindustry. X9.84 is adraft sandard developed for Biometric Information
Management and Security. Section 8 of the X9.84 draft standard describes biometric objects.
The description of the Biometric Objectsin the current X9.84 draft meets CBEFF requirements.
Since X9.84 has addressed many of the issues involved with the secure transmission of biometric
data it includes additiond fields added to object definition to handle awide variety of transfer
scenarios.

C.2. The X9.84 Data Structure

X9.84 has the requirement to use ASN.1 syntax to describe al information. According to Annex
Jof the X9.84 draft sandard. The advantages of usng ASN.1 over afixed format (such as
Format A or B) are:

Optiond Protocol Data Units (PDUS) can save on the number of bytes and make the overall
data object smdller.

Relative Object Identifiers (OIDs) can save on the number of bytes and make the overdl data
object smaller.

OlIDs areinfinitely extengble and therefore the number of possible vaues can never end.
OIDs managed by the IBIA are guaranteed to be unique.
The ANSI X9.84 draft standard aso takes into account severd factors not currently considered
by either Format A or B.
Management of the keys used for Integrity or Confidentiality process.
| dentification of the agorithms used for the Integrity or Confidentidity process.

It is defined as an attribute and can be embedded into other objects, such as an X.509
certificate..

It can also encapsulate other Formats, such as Format A or B, for transmission purposes.

These objects are to be encoded using Basic Encoding Rules (BER), Digtinguished Encoding
Rules (DER) or possibly Packed Encoding Rules (PER) for applications that are concerned about
limiting data Szes
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C.3. X9.84 to CBEFF Trandation

X9.84 describes 4 types of Biometric Objects that correspond to the security optionsin the
CBEFF Security Options (the Biometric Syntax). Within these biometric objects are 4 subclasses
asfollows

Biometric Header - ingantiation of SBH

Biometric Data (BD) - equivaent to unprotected BSVIB
Integrity Block - equivaent to Signature

Privacy Block - equivaent to encrypted BSMB

The following table outlines the smilarities between the CBEFF fidds and the X9.84 header
information, as described within the X9.84 ANS.1 syntax:

Table C.1 — CBEFF and X9.84 Header Information

CBEFF Fidd X9.84 mapping Notes

Name

Security Options Section 8.2.1 BiometricSyntax

Integrity Options Section 8.2.7 IntegrityBlock

CBEFF Header N/A

Version

Patron Header Section 8.2.2 BiomtricHeader, version

Version

Biometric Type Section 8.2.2, OIDs are assigned to each Biometric

RecordType ::= BIOMETRIC.& hame Typevalue.
Section 8.2.3 Biometric Types

DataType Section 8.2.2 DataType

Purpose Section 8.2.2 Purpose

Quiality Section 8.2.2 Quality

Creation Date Section 8.2.1 Validity period Validity datesimplies 2 dates. dateit is
valid from and the date isvalid to.
Creation date is equivalent to the valid
from date.

Creator N/A

BSMB Format Section 8.2.2 Format

Owner Format Owner

BSMB Format Section 8.2.2 Format

Type Format Type

Biometric Specific Section 8.2.2 BiometricData Encoded as octet string

Memory Block

(BSMB)

Signature Section 8.2.7 Integrity Object

Signature
MAC




Appendix D: An Example of Embedding a CBEFF Object

D.1. The X.509 Authenticationl nfo Attribute Certificate

D.1.1 Certificate Background

This section has been gppended as an example of how the CBEFF can be used to place biometric
data within an Attribute certificate. It iswiddy beieved that many sysemswill, in the future,
use X.509 certificates to hold biometric templates, therefore this may be an appropriate example.

D.1.2 Attribute Certificates

Attribute certificates are used to convey a set of attributes along with a public key certificate
identifier (i.e. aserid number and a public key certificate issuer name) or entity name. The
attributes are placed in a separate structure to maintain conformance with exigting internationa
gandards (X.509). An entity may have multiple attribute certificates associated with each of its
public keys certificates. X9.57, developed by the American Bankers Association (ABA) and
adopted by ANSI, aso defines an attribute certificate which is complimentary to the X.509
certificate. Thereis no requirement that the same authority create both the public key certificate
and the attribute certificate; in fact, role separation should frequently dictate otherwise. The
generation of an attribute certificate may be requested by an entity other than the subject of the
attribute certificate. The X9.57 standard does not define the messages between an entity and the
attribute authority (AA) dedling with the generation of the attribute certificate.

X9.57 defines an attribute as information, excluding the public key, which is provided by an
entity or an AA and certified by the AA in an attribute certificate. Attributes are bound to a
public key certificate or ertity name by the signature of the AA on the attribute certificate.

The AttributeCertificate matching rule was crested to alow more complex matching than the
certificateExactMatch (a matching rule defined in X.509). It allows comparison to the issuer’s
seria Number, the owner, the issuerName, and the validity. Refer to X.509 for further
information on the matching rules.

The information contained in the attribute certificate is shown in Table D.1.
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TableD.1 - Information Contained in the Attribute Certificate

Field Description

Version Thisidentifies the version of the attribute certificate.

serial Number Thisfield uniquely identifies this certificate among all those issued by the AA. (if the
AA isalsoaCA, the serial number space is thus shared by the public key certificates and
the attribute certificates.)

owner An attribute certificate may be linked to either a particular entity, or one of that entity’s
public key certificates. The mechanism to be used is specified by the application or
standard which uses the attribute certificate.

IssuerName Thisfield contains the name of theissuer of the attribute certificate (an AA).

Issuer Unique Identifier

Thisfield uniquely identifies the issuer, in the case where the issuer name is not
sufficient.

Vaidity

This specifieswhen acertificate is valid. The period is described by a start date and time
and an end date and time as follows:

notBefore: The start time that the certificate isvalid.
notAfter: The end time that the certificateisvalid.

Attributes

The attributes are information concerning the entity, or the certification process. They
may be supplied by either the entity, athird party entity or the AA depending upon the
application.

Extension(s)

The extensions field allows addition of new fields to the attribute certificate without
modification of the ASN.1 definition.

SignatureAlgorithm

Thisfield identifies the algorithm used to sign the certificate.

Signature

The signature field consists of

The output of the signing function (i.e. the signed hash value of the datain this
certificate). Thisdatais used to verify the datain the certificate.

D.2 Attribute Certificate Advantages/Disadvantages

Attribute certificates are essentialy X.509 certificates without public key information
(dternatively one can perceive them as extended certificates without the X.509 certificate
embedded into them.) They are intended to compliment the X.509 certificate with additiona
information about the user (subject). Thiswould give the same advantages and disadvantages as
the PK CS#6 certificate with the additional benefits and disadvantages listed below:

Advantages.

Mutud verification, viaa challenge response, can be performed between the holder of the
attribute certificate and the user authenticator prior to sending the attribute information.

The attribute information can be encrypted, providing access to the confidentid information
to verified authenticators only.
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Information can be separated into as many attribute certificates as needed by the sysem. This
may be useful in meeting the “need to know” requirement of many systems.

Anonymity can be accommodated if the Distinguished Name (DN) of the user’s X.509
catificate is areference, not an actud identity (i.e. auser number, database lookup, €tc.). The
DN can be used to match attribute certificates with X.509 certificates.

Attribute certificates are becoming standardized (as with X.509).

Disadvantages.

Introducing multiple attribute authorities into the system architecture makes the sysem more
complex. Key management issues may be prevalent.

User authentication processing time may be an issue if two signatures must be verified, and
the attribute certificate needs to be decrypted.

D.3 X.509 Attributes

X.509 imports the attribute definition from X.501. The X.501 defined attribute (thet is
AttributeTypeandVadue) is asfollows.
AttributeTypeandVal ue ::= SEQUENCE

type ATTRI BUTE. & d ({SupportedAttributes});
val ue ATTRI BUTE. &Type({SupportedAttri butes}{@ype})}

All attributes are assigned an identifier usng an object type of id-at. Any registered attribute,
assigned a unique identifier by an 1S0 recognized standards body, can be used. X.520 is a source
for 1SO defined attributes; however, many other standards bodies have registered attributes
which may used.

The CBEFF Object (the SBH) , as defined in this publication, can be used as an Attribute. The
Biometric information can be placed in the CBEFF Object. The CBEFF Object can then be
placed within the Attribute Certificate as detailed in the following sections. The X9.84 BSMB
defintion will be used. The OID (From X9.84) is defined as follows.
X9-84-Bi ometrics {
i so(1l) identified-organization(3) tc68(133) country(16) x9(840)
x9St andards(9) x9-84(84) modul e(0) bionmetrics(1) }

D.4. An Example Based Upon the X9.84'sBSM B Definition

Figure D.1 illustrates how the biometric processing and matching parameters would be utilized
during a biometric verification process.
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FigureD.1 - Using an X.509 Certificate With Detailed Biometric Information
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D.4.1 Optional Biometric Information

The need to identify this processis negligible from the Biometric Objects point of view, unless
the process creating the livescan sample to compare againgt the certificate requires some
customizing in regard to the individud who is being sampled.

The following X9.84 definition contains the information for such processing.

Bi ometriclnfo ::= SEQUENCE SI ZE(1.. MAX) OF Bi ol nformation

Bi ol nformati on ::= SEQUENCE {
processinglnfo [0] Processinglnfo OPTI ONAL,
mat chi ngl nf o [1] Matchinglnfo

}
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Biometric processing algorithms

The biometric processing information type specifies the processing dgorithm used to create a
given biometric template and any associated process specific parameters.

D.4.1.1 Processing I nfor mation

Biometric processing is the function which takes a biometric sample (typicaly avideo image or
an audio sample), extracts information from the sample (such as alocation of the minutiain the
fingerprint), and creates a output file (typicaly caled a biometric template). The processing
information field would be used to provide processing agorithm specific information which may
be used to persondize the process for the individua. The agorithm used to create the biometric
template is specified by the processingAlgorithmlID. ProcessingAlDs is used to provide process
Specific parameters.

Processinglnfo ::= SEQUENCE SI ZE(1.. MAX) OF Processingl nfornmation

Processi ngl nformation ::= SEQUENCE {
id Bl OVETRI C. &hane({ Processi ngAl Ds}),
parns Bl OVETRI C. &Type({Processi ngAl Ds}{@d}) OPTI ONAL

}
ProcessingAIDsBIOMETRIC ::={ ... }

The "processing” object identifier is the base identifier or root of atree of biometric processing
dgorithms. It may dso identify adefault dgorithm in contexts where interoperability is not
required, or when it is necessary to identify biometric processing agorithmsin generd.

Processng OBJECT IDENTIFIER ::={ x9-84 algorithms(2) }
Examples of processing parameters may be:

Minima Acceptable Qudity: A minimum qudity that the sample must have to be accepted for
further processing (ussful if the particular biometric can obtain preliminary qudlity ratingson a
sample). Thismay relieve the need for users with poor biometric characterigtics (such asa
scarred finger) to reenter abiometric sample severd times for verification.

Number of Samples: The number of samples that should be taken of the user which meet the
MinimumA cceptableQudlity threshold. Thiswill aso help users with poor biometric
characterigtics to avoid reentering a biometric sample severd times.

D.4.1.2 Matching Information

Biometric matching is the function (algorithm) which takes two biometric templates and
compares them for smilarities. The output of the matching function istypicaly a matching score
representing the amount of similarity found between the two templates.
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The biometric templates are generdly designed to work with a specific biometric matching
agorithm. The gpplication can reference the ID of the Matchinglnfo in thisfied to determine
compatibility.

Mat chi ngl nfo ::= SEQUENCE SI ZE(1.. MAX) OF Matchingl nformation

Mat chi ngl nformation :: = SEQUENCE {
id Bl OVETRI C. &hane({ Mat chi ngAl Ds}),
parnms Bl OVETRI C. &Type({ Mat chi ngAl Ds}{ @ d}) OPTI ONAL

}
MatchingAIDsBIOMETRIC ::={ ...}

The matching method object identifier is the base identifier or root of atree of biometric
meatching functions (algorithms). It may aso identify a default dgorithm in contexts where
interoperability is not required, or when it is necessary to identify matching functions
(dgorithms) in generd.

Matching OBJECT IDENTIFIER ::={ x9-84 methods(3) }
Examples of Matching parameters may be:

Matching Algorithm: A Rdative OID which specifies the Algorothm to be used for matching the
processed image againgt atemplate.

Individud threshold: The minimum matching score required for the user. This may be a useful
parameter for those usersin which the particular biometric technology has a problem with
verification.

D.4.2 Registering Biometric Processes

If thisisthe case, then the individud process cregting the template needs to be registered by a
recognized organization. The Internationa Biometric Industry Association (IBIA) has agreed to
be the organi zation which will manage the regigration, issuance, and archiving of the OBJECT
IDENTIFIERs and rdlative OBJECT IDENTIFIERs for Organizations and VVendors which
require them.

D.4.2.1 Registering Biometric Processing or Matching Parameters

As stated above, biometric processes only need to be registered if there are associated parameters
that need to be sat. Theindividua processing parameters do not have to be registered as long as
they are defined and maintained by the organization which registered the process. The processng
parameters are associated with that particular OBJECT IDENTIFIER.

The gpplication would be responsible for determining compatible versons. If the versons are
incompatible, then the processing information may have to be rgjected, and therefore the
authentication process would have to fall.

Such parameters should and could be standardized to reduce the overhead for systems that want
to incorporate multiple biometric devices. Thisislikey to happen in the future as biometric
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technology matures, and could lead to accepted standard processing agorithms and matching
methods being registered under X9.84 object identifiers for the industry by the IBIA.

D.4.3 User Veification

The certificate used to tore the biometric information would be transferred to the entity
performing the verification (from a database, smartcard, disk, etc.). The entity would verify the
sgnature on the X.509 certificate to detect dteration and to prove the vaidity of the biometric
template. The CBEFF object (the SBH) is a certificate and can be extracted from the certificate.
The SBH is DER decoded usng a commercia encode/decode engine. The Biomitric template and
each of the processing/matching parameters can be extracted from the data returned from the

engine.

The processing parameters are fed to the biometric processing function which convertsthe
livescan image to a livescan biometric template. The livescan biometric template, the biometric
template from the X.509 certificate and the matching dgorithm parameters from the X.509
certificate are fed into the matching agorithm for verification of the user. The result of that
operation should indicate the authenticity of the cdlaimed identity of the user.

D.4.4 ASN.1 Authentication Attribute Certificate Definition

The attribute certificate that holds the authentication information attribute is described in ASN.1
asfollows (see ISO/IEC 9594-8:1997):

AttributeCertificate ::= SIGNED {AttributeCertificatelnfo}
AttributeCertificatelnfo ::= SEQUENCE {

version Version DEFAULT vi,
subj ect CHO CE {

baseCertificatel D[ 0] | ssuerSerial, -- associated with a
Public Key Certificate
subj ect Nanme[ 1] General Nanes }, -- associated with a nane
i ssuer Gener al Nanes, -- CA issuing the
attribute certificate
signhature Al gorithm dentifier,
seri al Nurmber CertificateSerial Nunber,
attrCertValidityPeriod AttCertValidityPeriod,
st andar dBi oneti c SBH,
i ssuer Uni quel D Uni quel denti fi er OPTI ONAL,
ext ensi ons Ext ensi ons OPTI ONAL}
| ssuerSerial ::= SEQUENCE ({
i ssuer CGener al Nanes,
seri al CertificateSerial Nunber,
i ssuerUl D Uni quel denti fier OPTI ONAL}
AttCertValidityPeriod ::= SEQUENCE ({
not Bef or eTi ne Ceneral i zedTi ne,
not Af t er Ti me Ceneral i zedTi me }
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D.4.5. Approximate Certificate Data Size
An approximation of data Sizes can be made on the following assumptions.

The size of the Sgnature and public key info is set at 512 bits (64 octets where loctet =
1 byte).

No extensions are used.

Digtinguished Encoding Rules (DER) are utilized by the CA sgnature certificates and
user certificate.

Table D.2 shows the content of the Attribute Certificate.

Table D.2 — Contents of the Attribute Certificate- | dentification & Authentication Certif.

Item Item Size Number of Items Total Size
Version 5 octets 1 5 octets
Owner (baseCertificatel D) 8 octets 1 8 octets
Issuer (AA) 183 octets 1 183 octets
Signature 9 octets 1 9 octets
SerialNumber 6 octets 1 6 octets
Validity 32 octets 1 32 octets
Authenticationinfo - 500 octets 1 500 octets
biometriclnfo
IssuerUniquel D (Token 16 octets 1 16 octets
Seria #)
Algorithmldentifier 9 octets 1 9 octets
SignatureValue 70 octets 1 70 octets
Total | 838 octets

If additiond fields are added (such as extensions) the new fidd length needs to be added to the
totd.



Appendix E: Contactsand Liaisons

The CBEFF Technica Development Team includes the authors of this NIST IR. Contact
information follows

Fernando Podio, Information Technology Laboratory, Nationa Institute of Standards and
Technology

Co-Chair, Biometric Consortium

(301) 975-2947

fernando.podio@nist.gov

Jeffrey S. Dunn, Identification and Authentication Research Branch, Nationa Security Agency
Co-Chair, Biometric Consortium

(301) 688-0276

Dunn@biometrics.org

Lawrence Reinert, Identification and Authentication Research Branch, Nationa Security Agency
(301) 688-0278
lareine@d phancsc.mil

Catherine J. Tilton, SAFLink Corporation
(703)-708-9280
ctilton@saflink.com

Lawrence O’ Gorman, Veridicom
(973) 701-8700
log@veridicom.com

M. Paul Collier, The Biometric Foundation
301-990-9404
paul collier@biometricfoundation.org

Mark Jerde, Biometric Solutions Divison, ANADAC
703-741-7199 x 7143
jerdem@anadac.com

Brigitte Wirtz, Infineon Technologies
+4989234-41634
Brigitte Wirtz@infineon.com



Liaisons:

BioAPI Consortium:

Larry O Gorman, Veridicom, Inc., 973-701-8700, log@veridicom.com
I nternational Biometric Industry Association (IBIA):

M. Paul Collier, The Biometric Foundation, 301-990-9404, paul collier@biometricfoundation.org

X9F4 Working Group:
Catherine J. Tilton, SAFLink Corporation, (703)-708-9280, ctilton@saflink.com
TeleTrusT:

Brigitte Wirtz, Infineon Technologies, +49 89 2 34 - 4 16 34, Brigitte Wirtz@infineon.com

Biometric Consortium:
Fernando L. Podio Jeffrey S. Dunn
NIST/ITL NSA
(301) 975-2947 (301) 688-0276
Podio@biometrics.org Dunn@biometrics.org

Other contacts
International Biometric Industry Association

Richard E. Norton, IBIA Executive Director
601 Thirteenth Street, N.W., Suite 370 South
Washington, D.C. 20005

202-783-7272 voice

202-783-4345 fax

ibia@ibia.org

http://mww.ibia.org

(For Format Owner/Type regigtrations. hitp://www.ibia.org/formats.htm)

I nformation about CBEFF and the Biometrics I nter oper ability, Performance, and
Assurance Working Group:

Fernando L. Podio, NIST/ITL, Co-Char Biometric Consortium, 100 Bureau Drive, Stop 8951,
Gaithersburg, MD 20899-8951, (301) 975-2947, (301) 869- 7429 (fax), Podio@biometrics.org
http:/AMmww.nist.gov/cbeff and  http:/Aww.nist.gov/bowg



