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Pr ef ace

This Master of MIlitary Science (MVS) paper is an
anal ysis of the ethical dilema for the United States’
Nat i onal Command Aut horities (NCA) and the Departnent of
Def ense (DOD) posed by of fensive and counterof fensive use
of Conputer Network Attack (CNA) in Information Warfare
(I'W. Mst of the work done by the DOD in this area is
classified and no classified sources were used or read in
support of this paper. The exanples of CNA discussed are
strictly conjecture or actual CNA proposals that have been
decl assi fi ed.

As an information technol ogy manager with a working
knowl edge of conputer vulnerabilities, an exam nation of
the noral inplications of exploiting such vulnerabilities
seenmed a worthwhil e endeavor, particularly in [ight of the
U.S. enphasis on devel oping CNA capabilities. Wiile | nay
understand the technol ogy to sone degree and have
experience in defensive information operations (10O in the
formof information assurance, | have no experience in
offensive 10O In addition, ny personal know edge of
international law and the Just War Theory is limted to
t hat whi ch was obtained through the research for this paper

and course work at the United States Marine Corps Command
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and Staff College. | have, however, received a significant
anount of assistance and guidance from Dr. Albert C
Pierce, PhDin Political Science, Director for Center For
The Study of Professional MIlitary Ethics, U S. Naval
Acadeny; Col onel Janes M MCarl Jr., Arny Intelligence

O ficer and Deputy Director of United States Marine Corps
Command and Staff College who served as an 10 Plans O ficer
in Desert Storm and M. Thomas A Sileo, the Central
Intelligence Agency (CIA) Chair at the Marine Corps

Uni versity, who has exposure to proposed and actual CNA
operations as a Cl A enpl oyee; a nenber of the Joint Chief’s
Staff, Informati on Operations (J39) and this staff’s | ega

advi sors.
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EXECUTI VE SUMVARY

Title: Ethical Considerations of Conputer Network Attack
in Information Warfare

Aut hor: Commander Maxie Y. Davis, United States Navy

Thesis: Mral considerations above those that are codified
in international |aw should guide the use of Conputer
Network Attack in Informati on Warfare.

Di scussi on: Department of Defense (DOD) Joint Vision 2020
establishes information superiority as the foundation for
its goal of full spectrum dom nance. To achieve
information superiority, further devel opnent and study of

t he use of defensive and offensive informati on operations
(10 capabilities are inperative, specifically in the area
of Conputer Network Attack (CNA). OCNA, a form of offensive
| O, offers the war fighter a powerful capability, as well
as a nyriad of technical, |egal and ethical challenges in
its use. The technol ogy to support CNA is quickly maturing,
but the sane is not true of the application of |egal and
noral guidelines. Mlitary | eaders and | awyers are faced
with the dilemma of eval uating proposed CNA agai nst a | egal
and noral backdrop devel oped for the use of kinetic force.
This dil emma suggests a re-exam nation of the genesis of

| egitimte use of force, the Just War Theory.

Concl usi on and Reconmendation: Using the Just War Theory

provi des a conmon franmework, which may serve to garner
i nternational consensus on the noral use of CNA.
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Chapter 1
I ntroduction

Protection of information assets is a genui ne concern
for the US. mlitary and the country as a whol e because of
the vulnerability of its conmputer networks. The U. S.
national information infrastructure (NIl1) and the Defense
Information Infrastructure (DIl) are enbedded and deeply
integrated in the expandi ng gl obal information
infrastructure (G1). This configuration presents to any
woul d- be adversary an avenue to exploit, disrupt, or
destroy U S. information assets. According to Richard
Al drich, the potential risks are many, including “the
opportunity to disrupt mlitary effectiveness and public
safety, with the elements of surprise and anonymity.”?!
Along with U S. efforts in information assurance,
devel opnments in conputer network attack (CNA) capabilities
may provi de additional defense agai nst cyber attacks on
U S. information systens.

As a capability, CNA may al so be critical to gaining

i nformation superiority on the battlefield. Information

superiority, as per the Chairman of the Joint Chiefs of

! Richard W. Aldrich, Cyberterrorism and Computer Crimes: Issues Surrounding The
Establishment of an International Regime, INSS Occasional Paper 32, Information
Warfare Series (USAF Academy, CO: USAF Institute for National Security Studies, 2000), 5.



Staff (CICS) Joint Vision 2020, is fundanental to the
transformati on of the operational forces of today to a
joint force that is “dom nant across the full spectrum of
mlitary operations — persuasive in peace, decisive in war,
pre-eminent in any formof conflict.”?

The Unified Command Plan for 1999 (UCP-99) designated
the United States Space Command (USSPACECOM) as the | ead
for Conputer Network Defense, effective 1 Cct 99, and for
Computer Network Attack (CNA), effective 1 Cct 00. In My
2000, the USSPACECOM CNA Activation Task Force delivered to
the Joint Chiefs of Staff (JCS) classified docunents that
set forth the general manner in which the United States
Conmander | n Chief of Space Command (USCI NCSPACE) wi | |
execute his responsibilities in CNA.  Anticipating an
increase in interest in CNA by the nedia and the general
public, DOD public affairs guidance released on 1 Nov 00
addressed i ntended uses and | egal inplications of CNA

Wthin DOD, USPACECOM is designated as the mlitary

| ead for defending DOD networks and in the context of

the Law of Arnmed Conflict, with denying an adversary

the ability to use conputer networks to conduct
mlitary operations. Attacking an adversary’'s
conmputer network could also be an el enent of defending
our own conputer networks froma najor cyber attack
agai nst our own systenms. CNA operations may al so be

used in other situations. For exanple, conbating
terrorist threats when directed by appropriate

2 Chairman, Joint Chiefsof Staff, Joint Vision 2020 (Washington DC: U.S. Government Printing Office,
2000), 8.



authorities. Integrating CNA into a broader nmilitary

operation will help U S. Arned Forces to prevail on

future battlefields. |In sone cases conputer network
attack m ght also allow an operation to succeed with

|l ess loss of |ife and physical destruction. As with

any mlitary capability, the United States will enpl oy

CNA after careful policy and |legal review, and any use

of CNA will be consistent with U S. international

obligations and the Law of Armed Conflict.?3
This statenent, the guidance in Joint Doctrine for
| nformati on Operations (Joint Pub 3-13), and the intimte
i nvol venent of the Judge Advocate General Corps in IO
pl anni ng, speak to DOD' s commtnent to the | egal use of
CNA.

The focus of this paper is to support an expansi on of
the ethical considerations that the law dictates. Law and
ethics are not the same and as such “it is a m sconception
to think of the international |aw of war as it has
devel oped down to our tinme as containing all that there is
to say about the justification and limtation of war.”*

Dr. Albert C. Pierce, United States Naval Acadeny,

uses Venn diagranms to show the rel ationship between | aw and

ethics. Law and ethics can overlap a little (lIllustration

3 SECDEF WASHINGTON DC//OASD-PA/DPL// Public Affairs Guidance — Computer Network Attack
DTG 012050Z Nov 00.

# James Turner Johnson, Can Modern War Be Just? (New Haven and London: Y ale University Press,
1984), 15.



1), alot (Illustration 2) or sonetimes not as all

(Illustration 3):°

Illustration 1. Moderate Overl ap

Illustration 2. Considerable Overlap

[llustration 3. No Overlap

Eval uating CNA capabilities against the body of
international |aw that governs war should be coupled wth

an eval uation agai nst an ethical framewrk. The ethical

® Personal Interview with Dr. Albert C. Pierce (Annapolis, MD: U.S. Naval Academy, Nov 2000).



framework that has heavily influenced international |aw
concerning war, the Just War Tradition, nmay prove useful in
et hical consideration of CNA. An exam nation of CNA,

i nternational |aw governing war, and the Just War Theory is
necessary to determne the validity of this claim

Finally, conclusion and recommendations on this nmatter are

of fer ed.



Chapter 2
CNA and DOD Posture

Policy Guidance

The goal of offensive 10is to “affect adversary’s
deci si on makers and or achieve or pronote specific

obj ectives.”®

While this goal is necessarily broad to
enconpass a full range of capabilities and situations, it
is by no neans unrestricted. According to the DOD public
af fairs gui dance and Joint Pub 3-13, the use of CNA as a
formof offensive IO nust enbrace the follow ng principles:

a. Objectives nust be clearly established and support
overall national and mlitary objectives, and nust i nclude
identifiable indicators of success.

b. Selection and enpl oynent of capabilities nust be
appropriate to the situation, consistent with U S,
obj ectives and nust be consistent with the Law of Arned
Conflict, donmestic and international |aw and applicable
rul es of engagenent (ROE).

c. Consequences of enploying specific capabilities
nmust be predictable with a predeternined | evel of

confi dence.

6 Joint Chiefs of Staff, Joint Pub 3-13, Joint Doctrine for Information Operations (Ft Monroe, VA: Joint
Warfighting Center, 1998), 11-1.



d. Planning may invol ve non-DCD forces, agencies, or
organi zati ons and nust be thoroughly integrated,
coordi nated, and de-conflicted with all other el enents
(land, sea, air and space) of an operation or canpaign.

e. Approval of the use of CNA by the National Conmand
Aut horities (NCA) is required.

The above principles, to a certain degree, enbrace
both | egal and ethical considerations, and support a
reasonabl e expectation that USCI NCSPACE wi || devel op nore

concrete policies concerning the use of CNA

Planning

According to guidance in Joint Pub 3-13, USCI NCSPACE
will rely on the Joint Operation Planning and Execution
System (JOPES) to guarantee at |east a detailed and
systematic approach to CNA planning.” This is particularly
true of peacetine or deliberate planning, a two-year cycle,
which permits full enploynent of the JOPES process and
participation of the Joint Planning and Execution Comunity
(JPEC). Tinme sensitive or crisis action planning wll
foll ow an abbrevi ated JOPES process and, as such, wll not

be as detailed as a deliberate plan. CNA pl anning

" Joint Chiefs of Staff, Joint Pub 3-13, Joint Doctrine for Information Operations (Ft Monroe, VA: Joint
Warfighting Center, 1998), V-I.



expertise does not exist at the theater unified conmand
| evel or joint task force |evel, however, the Unified
Commander’s Information Qperations Planning Cell and ot her
organi zations (i.e., Joint Information QOperations Center
and Land Information Warfare Activity) support planning.?2
| O are incorporated in the target review process, and are
heavily influenced by intelligence support, RCE, and | ega
revi ew.

The use of CNA, in the context of the principles set
forth, the planning oversight offered by JOPES and the
i nvol venent of the NCA may serve to mitigate unintended
consequences of this new capability. In the past,
mlitaries have depl oyed new t echnol ogi es and techni ques
wi t hout careful consideration of their broader
inplications. The U S. use of nuclear weapons on Japan,
and Germany’ s decision to target Geat Britain' s popul ace

are two such exanples fromWrld War 11

CNA and Potential Targets

As a formof offensive IO CNA is an operation
desi gned to disrupt, deny, degrade, or destroy information

resident on conputers and computer networks or the




conputers and networks thenselves.® CNA can be used
directly to disrupt or destroy an adversary’ s information
infrastructure or it can be a technique to facilitate other
functional nethods of offensive 10 These nethods incl ude,
but are not limted to, operations security (OPSEC)
mlitary deception, psychol ogical operations, electronic
warfare (EW, physical attack/destruction, and speci al
i nformation operations (SIO.
CNA and the other nmethods of offensive IO represent
t he incorporation of information technology into
| ongstanding mlitary practices. Martin Libicki, a
recogni zed expert in the field of Information Warfare and
former Senior Fellow of the National Defense University,
st at es:
Certain aspects of |Ware as old as history; striking
at the eneny’s head, deception of all sorts and
psychol ogi cal operations in general .EWreached
prom nence in Wrld War I1. The nore recent
aut omati on of conmand center has created nore
vul nerabl e targets reachable via iron bonbs, and
agai nst penetrabl e systens through mal evol ent
software. |If societies evolve in the virtua
di mensi on, the significance and frequency of hacker
war and cyberwar woul d be greatly increased.

Psychol ogi cal operations would also be greatly
transf or ned. *°

8 James M. McCarl, LTCOL, USA, Planning Offensive I nformation Operations (Quantico, VA: Marine
Corps War College, Marine Corps University, 1999), 18.

® Joint Chiefs of Staff, Joint Pub 3-13, Joint Doctrine for Information Operations (Ft Monroe, VA: Joint
Warfighting Center, 1998), |-9.

19 Martin C. Libicki, What is I nformation Warfare (Washington, DC: National Defense University, 1997)
http://www.ndu.edu/irmc/publications/educ_the_dod.htm.



Consistent with current mlitary targeting, sone
exanples of 1O targets, extracted fromJoint Pub 3-13 are
shown in Illustration 4. CNA, |ike conventional weapons
can destroy both mlitary and civil targets. “Unlike nost
ki neti c weapons, however, it can reach across the world at
t he speed of |ight passing over many international borders
en route to its target..cyber weapons can target |arge
masses of people in both mlitary and civilian

communities. "t

The uni que nature of the capability wll
demand wel | -consi dered policy on its use and the cl ass of

targets.

" EXAMPLES OF INFORMATION

OPERATIONS TARGETS

IL!T&B‘{ INF ﬂgg EUGTU RE
Communications
Intelligence
Logistics
Operations

Adrcraft
Ships
Artillery
Precision-Guided Munitions
Air Defense

L INFRASTRUCTURE WEAPONS SYSTEMS

Figure 1-8. Examples of Information Operations Targets

1 william J. Bayles, LTCOL, USA, Moral and Ethical Considerations for Computer Network Attack As A

Means of National Power in Time of War (Washington, DC: National Defense University Press, 2000),
19.
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Illustration 4. Exanples of Information Qperations

Tar get s'?
Methods of CNA

The met hods of CNA include, but are not limted to:
physi cal destruction, offensive software, “sniffing” or
W r et appi ng of networks, tenpest-style eavesdroppi ng of
el ectroni c devices, “chipping” or hardware based nalicious
sof tware enbedded surreptitiously in systens, directed
energy weapons, and di ssenination of misinformation. *3
These nmet hods can be used singly or in conbination to
acconplish a wi de range of strategic, operational and
tactical goals. The United States’ air strike on the
command and control systemof Iragi anti-air weapons in
January 2001 is an exanple of physical destruction of an
i nformati on systemin support of an operational goal.

O fensive software, which includes “viruses” |ike
“worms”, “Trojan Horses” and other forns of malicious code
(defined in dossary under conputer virus), offers many
options. General Richard Myers, USCI NCSPACE, provides an

exanpl e of the tactical use of offensive software, “the

degrading of an air defense network of an adversary through

12 Joint Chiefs of Staff, Joint Pub 3-13, Joint Doctrine for Information Operations (Ft Monroe, VA: Joint
Warfighting Center, 1998), I-17.

13 Campen, Dearth & Gooden, ed. Cyberwar: Security, Strategy and Conflict In the Information Age
(Fairfax, VA: AFCEA International Press, 1996), 245.
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mani pul ati ng ones and zeros as opposed to dropping 2,000

pound bonbs on radars.”*

On a larger magnitude, offensive
software attacks on an eneny’s critical systens (stock or
commodi ty exchanges, electric power grids, ground and air
traffic control systens, health care systens) could weak
havoc on a country’s econony and cause maj or soci etal
di sruption, physical damage, and substantial |oss of |ife.
“Sniffing” and tenpest-style eavesdropping on
el ectroni c devices of an adversary’s infornmation system can
gain critical information about the adversary. For
exanple, information gained froman adversary's |logistic
support system using this nethod of CNA, may provide
insight into an adversary’s course of action before and
during a conflict.
“Chi pping” or software surreptitiously enbedded in
har dware systens offers a distinct advantage. For
instance, the U S. was accused of altering AT&T tel ephone
swi tchi ng equi pnment exported to Poland in the early 1970’ s
to allowthe US. to renptely shut down the comrunicati ons
infrastructure in the event of an attack. *°

Di rect ed- energy weapons, such as el ectromagnetic pul se

(EMP) guns and bonbs, and Hi gh Energy Radi o Frequency

14 Richard Myers, GEN, USAF, CINCUSPACECOM, DOD News Briefing on Jan 5, 2000,
http://www.infowar.com/MIL-CA4l.

12



(HERF) guns, debilitate or destroy the el ectronics of
conputers, communi cations, satellites or power systens.
This capability can be enpl oyed to achi eve an i nfobl ockade

by disabling a critical node, which could result inlittle

or no electronic information entering or leaving a nation’s

bor ders. *°

D ssem nation of information through CNA can support
the full range of PSYOP and deception activities. An
eneny’s radi o and tel evision network coul d be taken over

el ectronically and then used to broadcast propaganda in

support of a political objective.'” Specifically, video and

audi o norphing of a political |eader may serve to affect
the will of the people.

The above exanpl es of enploying CNA are consi stent
with existing mlitary practice but present extraordinary
| egal and ethical challenges, in that the magnitude of the
effects of CNA rai ses concerns of discrimnation
proportionality, and mlitary necessity. D scrimnation,
the principle that recognizes the difference in treatnent
bet ween conbat ants and nonconbatants, can easily be

conprom sed with CNA. For instance, an offensive software

15 Campen, Dearth & Gooden, ed , Cyberwar: Security, Strategy and Conflict In the Information Age
(Fairfax, VA: AFCEA International Press, 1996), 246.

185ean P. Kanuck, Recent Development, Information Warfare: New Challenges for Public International
Law, (Harvard International: 37 L.J. 272, 289, 1996).

17 Peter Grier, Information Warfare, Air Force Magazine (March 1995).

13



strike against a critical node of the air defense network
could inadvertently affect the adversary’s critical non-
mlitary systens.

Proportionality neans the anmount of good acconpli shed
by an attack is greater than harm done. Degrading an
adversary’s |l ogistic support information systemcould al so
conprom se the integrity of the adversary’'s mlitary
nmedi cal dat abases thus hanpering its ability to treat the
wounded. In this case, the act can be consi dered
di sproportionate to the desired results.

Mlitary necessity, which allows |atitude for those

actions not specifically forbidden, is still restrictive.

An infobl ockade could be an effective nethod in getting the

eneny to capitul ate; however, the effects of an

i nf obl ockade may vi ol ate proportionality and noncomnbat ant
imunity. For exanple, such an attack against a country
heavily vested in globalization could have a detrinental

i npact on the country’s econony and livelihood of its
citizens.

Wth CNA as with other weapons and capabilities,
commanders are bound to the discrimnate and proportionate
use of force to acconplish its objectives. An assessnent
of these criteria with CNA may require nore scrutiny than

conventional capabilities. Wth conventional weapons the

14



effects are generally known and or relatively easier to

assess. The sane is not necessarily true for CNA

Chapter 3

CNA and International Law

To corroborate the need for a broader base for ethical
considerations for CNA, the legal review process and its
associ ated problens are exam ned. This exam nation wll
i ncl ude sone of the international |laws that nay apply to
CNA and exanpl es of anomalies in applying these laws to
CNA.

DOD I nstruction 5000.2, Defense Acquisition, dated 23
Cct 00, nmandates General Counsel (GC) and Judge Advocate
CGeneral (JAG review of intended acquisitions of potenti al
weapons to determne if they are consistent with U S
obligations. This instruction also encourages |egal review
of “new, advanced or energing technol ogies, which nay | ead
to devel opment of weapons and weapons system "!® The DOD
anal ytical framework for eval uati ng new weapons and
capabilities involves a three-part test:

a. Does the weapon cause unnecessary suffering?

b. Is the weapon discrimnating?

18 Department of Defense Instruction, 5000.2, Defense Acquisition (Washington, DC: Department of
Defense, 23 Oct 00).

15



c. Does the weapon or capability violate specific

treaty | aw?

The validity of the test rests in the fact that it
i ncorporates the | aws and customary practices that govern
war. The first two parts of the three-part test serve to
focus the lawer’s attention on international |aws
formul ated at the 1907 Hague Convention and the 1949 Ceneva
Conventi ons.

Based on the premi se that the rights of belligerents
to adopt neans of injuring the eneny are not unlimted, the
1907 Hague Convention forbade the enpl oynent of arns,
projectiles or materials cal culated to cause unnecessary
suffering. The Hague Convention also set forth gui dance on
the matter of military necessity and neutrality. 1In the
matter of mlitary necessity, Hague authorizes the use of
nmeasures not specifically forbidden by international |aw,
whi ch are indi spensable for securing the subm ssion of the
eneny.!® In reference to neutrality, the territory and
rights of neutral states are inviolable by the forces of
bel | i gerents. ?°

The four 1949 Geneva Conventions addressed in det ai

the protection of wounded conbatants, certain nedical and

19 Hague Convention (1V) Respecting the Laws and Customs of War on Land (1907).
20 Hague Convention (V) Respecting the Rights and Duties of Neutral Powers and personsin Case of War
on Land (1907).
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religious persons, hospitals and medical transportation,
and every civilian. The underlying theme of the statutes
of the Geneva Conventions is the distinction principle,
whi ch st ates:

Parties shall at all times distinguish between the

civilian popul ati on and conbatants and shal |l direct

their operations only against mlitary objectives;
parties are obliged, to the extent possible, to
remove civilians and civilian objects fromthe
vicinity of mlitary objectives. In choosing neans
and nethods of attack regard nmust be paid to mnimze
incidental |oss, injury and damage to civilian and
civilian objects. No attack should be | aunched in
which the anticipated civilian | osses would be
excessive in relation to the concrete and direct
mlitary advantage antici pated.?!

The legal review of interpreting these laws with
respect to devel oping and deploying CNA will require
intense scrutiny. Practices that may have been legal with
conventional capabilities may stretch the [imts on
legality when applied to CNA. For exanpl e, infobl ockades
can be tantanount to econom c sanctions that are often the
first choice anong U S. strategies. Such sanctions are
usual ly ainmed at the political |eadership, as was the case
with the insurgent |eadership in Haiti in 1991; however,

t he uni ntended consequence was that the people bore the

brunt of the pain and suffering. Wth an infobl ockade, the

probability and nagnitude of suffering by the people could

Z1Geneva Convention (1V) Relative to the Protection of Civilian Personsin Time of War (1949).
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be unacceptably high, if the country as a whole is very
dependent on information systens. Even relatively straight
forward issues |ike neutrality, pose a dilema in an
i nformati on warfare environnent:

An attack through a network that crosses neutral

territory or using a neutral country’ s satellites,

conputers or networks would infringe upon that

neutral’s territory, just as would an overflight

by a squadron of bonbers or an incursion of troops.

The attack could be considered illegal and perhaps,

an act of war against the neutral...Al though this

argument is strong a counter argunent exists. The

encroachnents beyond a nation’s borders that may

violate its neutrality have in the past been

physi cal intrusions by troops, ships or planes.

Attacking a neutral’s networks satellites, or

conputers mght not violate the states neutrality

because it m ght not involve physical encroachnent.??

The last part of the three-part test would ook to | aw
specifically addressing CNA. At present no such specific
international |aw exists. OCNA however, may be subject to
princi pl es of several |aws, including those that prohibit
certain forns of deception (i.e., perfidy), interference of
a nation s broadcast (International Tel econmunication
Convention), or the use of space to deploy certain weapons
(the Quter Space Treaty).??

Wiile the three-part legal reviewtest is a valuable

tool, there are no specific guidelines as to the approach

to be taken in this review One |lawer’s approach may be
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to determ ne ways and circunstances that a new capability
may be used, while another |awer’s approach nay be to
determ ne ways and circunstances a capability cannot be
used. A third | awer nmay approach the review from both
directions. The | awer’s approach, experience and
knowl edge of the technology factor into the quality of the
| egal review process.

The indirect nature of CNA and its potential to inpact
| arge nunbers of people can conprom se nonconbat ant
i mmunity, chall enge acceptabl e paradi gnms concer ni ng
mlitary necessity and unnecessary suffering, and bring new
di mensi ons to di scussions on proportionality.
Under st andabl y, international |aw offers no specific
restrictions on CNA, in that the devel opnent of
international |aw generally |ags behind the devel opnent of
technol ogy. Were international |aw does not exist, the
burden of proper restrictions of CNA rests on the
pol i cymakers and devel opers, and on their |egal support
team The bottomline is that total reliance on the | egal
review process limts the ethical considerations for the

use of CNA.

22 Greenberg, Goodman, Soo Hoo, Information Warfare and I nternational Law (Washington, DC: DOD
Command and Control Research Program, Jan 1998), 27-28.
23 | nternational Telecommunication Convention.
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Chapter 4
Just War Theory and CNA

The Just War Theory, which is the foundation for much
of the international |aw governing war, nay offer
concept ual gui dance concerning the | egal and ethical use of
CNA. The purposes of this discussion are to outline the
princi ples of the Just War Theory and apply these
principles to a notional scenario.

Just War Theory is divided into two categories, the
norality for war (jus ad bellun) and the norality in war
(jus in bello). Jus ad bellumhas to do with when it is
just to resort to mlitary force while jus in bello deals
wth what is justified in the use of force. |In order to
justify an act of war, all the principles in jus ad bellum
and jus in bello nust be satisfied. These principles,
whose early expressions cane fromtheol ogi ans, have been
el aborat ed and expanded upon by nmany schol ars. Janes
Turner Johnson, an expert in the area of Just War, presents

a version of the theory as seen in Table 1.
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Table 1.
Et hi cal

Criteria for

The Just War Tradition as a Source of
Judgment %4

Criteria

Definition

Jus ad Bellum (the
right toresort to
force)

Right Authority

The person or body authorizing the use of force must be the duly
authorized representative of a sovereign political entity. The authority to
use force implies the ability to control and cease that use: that is a well-
constituted and efficient chain of command.

Classic Statement: Reservation of the right to employ force to persons or
communities with no political superior.

Just Cause

The protection and preservation of value.
Classic Statement: Defense of the innocent against attack; retaking person,
property or other values wrongly taken; punishment of evil.

Right Intention

The intent must be in accord with the just cause and not territorial
aggrandizement, intimidation, or coercion.

Classic Statement: Evilsto be avoided in war, including hatred of the
enemy, “implacable animosity,” “lust for vengeance” desire to dominate.

Last Resort

Determination at the time of the decision to employ force that no other
means will achieve the justified ends sought. Interacts with other jus ad
bellum criteria to determine level, type and duration of force employed.

Proportionality of
Ends

The overall good achieved by the force use of force must be greater than
the harm done. The levels and means of using force must be appropriate to
just ends sought.

Reasonable Hope

Prudential calculation of the likelihood that the means used will bri ng the
justified ends sought. Interacts with other jus ad bellum criteriato
determine level, type, and duration of force employed.

The Aim of Peace

Establishment of international stability, security, and peaceful interactions.
May include nation building, disarmament, other measures to promote
peace.

Jusin Bello (the
employment of
force)

Noncombatant
Protection/lmmun-
ity
(Discrimination)

Definition of noncombatancy; avoidance of direct, intentional harm to
noncombatants; efforts to protect them.

Classic Statement: List of classes of person (clergy, merchants, peasants
on the land, other people) in activities not related to the prosecution of war
to be spared the harm of war.

24 James Turner Johnson, Morality and Contemporary Warfare (New Haven and London: Yale University

Press, 1999), 28-29.
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Proportionality of || Means causing gratuitous or otherwise unnecessary harm are to be
Means avoided. Prohibition of torture.

Classic statement: Attempts to limit weapons, days of fighting, person
who should fight.

This theory offers a base for a systematic approach to
et hi cal considerations of CNA that can be put to use
i mredi ately. Consider the follow ng scenario. For the
past five years, relationships between the U S. and
Country X have been tenuous for a variety of reasons.
Country X took credit for a recent denial of service attack
of a U S. governnment conputer network causing a significant
| oss in man-hours and productivity. US. intelligence
sources have not confirmed if Country X is indeed
responsi ble for this attack.

Ref ugees from Country X bring to the attention of the
international community the violations of human rights in
Country X. The U.S. seeks diplomatic engagenment wth
Country X on these human rights issues. Resenting the U. S.
involvenent in its national affairs, Country X boasts of a
CNA capability that can disrupt the U S. financial systens
(Wall Street), and threatens to do so in a matter of days.

The U.S. agrees to postpone discussions on the human

rights issues, partly to avoid aggression and partly due to
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t he ambi val ence of its allies. Country X, nonethel ess,
continues in its threat against U S. financial systens.

The U. S. has the CNA capability to defend against this
threat by a precision attack on the command and control
systemof Country X s mlitary headquarters. This conmand
and control systemis a part of Country X s national
information infrastructure, which is the backbone of all of
its nation’s critical information systens to include other
mlitary, governnent and financial systenms. |In an effort
to sway Country X away from aggression, the U S. purposely
| eaks information to Country X about this CNA capability,
but to no avail.

Based on failures in diplomacy and the urgency for a
response to the threat, the U S. deens a mlitary response
as inevitable. Deliberations on the type of force and when
this force can be enployed bring to the forefront the CNA
capability. Although there is only a renote possibility
that the CNA will damage Country X' s critical nationa
infrastructure, a thorough ethical review is necessary.

Appl yi ng the Just War Theory to this scenario aids and
expands the | egal review process by providing a framework
to gather and analyze information. This analysis wll

address each of the Just War criteria and then provide an
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assessnent as to the norality of an attack on Country X's

mlitary headquarters comrand and control system

Right Authority

As outlined in policy, approval of a CNA rests with
the NCA. In addition, such an attack qualifies as an act
of war, which would require the involvenent of Congress.

As well as having a well-defined chain of command to neet

the right authority criterion, the NCA nust also be able to

control the CNA. In the scenario, the |evel of precision
and the possible results of the CNA response are
acceptable. This information is critical to support the
justified use of CNA. The ideal |evel of precision would
be a controllable soft-kill of the command and control

syst ens.

Just Cause

The protection of U S. financial information assets

calls for sone type of action. Wether the CNA is

justified depends largely on the credibility of the threat.

Country X's claimthat it conpromsed U S. systens in the
past is not validated. The U S. is not reasonably sure

that Country X can do what it is now threatening to do.
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Al information systens are vul nerable to attack, but
efforts in informati on assurance have served to m nim ze
vul nerabilities. This brings into question the issue of
how well the U. S. financial systens can sustain such an
attack. It is reasonable to assune that Wall Street
systens are protected by anti-intrusive software and
frequent back-ups are common practice. The fact that the
threat by Country X is not entirely creditable and the U S
could sustain this attack with manageabl e | oss does not

substantiate a just cause determ nation.

Right Intentions

The situation as delineated in the scenario supports a
justifiable intent for the use of the subject CNA, in that,
the sole purpose for considering this CNA is protection
fromCountry X' s threat. In addition, this show of force
may serve to deter Country X from further aggression
against the U S. Even if further aggression were inm nent,
the distraction to Country X as a result of the attack
woul d be advantageous to the U S. in preparing for follow
on actions.

By pondering intentions, decision-makers can address

bef orehand possi bl e m sconceptions. For instance, if
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Country X is an econom c conpetitor of the U S., the CNA
coul d be m sconstrued as a denonstration of the power the
U S has to effect Country X' s critical information
systens. To secure the support of the American peopl e,
possi bl e m sconceptions |ike the one stated above nust be

addr essed.

Last Resort

U S attenpts to |leverage its political power against
Country X have failed. Econom c and informational elenments
of national power w el ded agai nst Country X will not
produce the i medi ate results that are necessary to
elimnate the threat. The scenario, right or wong,
inplies that the U S. has net the criterion of |ast resort.
Validating the CNA as a viable mlitary option nust be
satisfied. Discussions on all the possible options and
consequences nmust ensue. Wth or wi thout know edge of the
other mlitary options, the CNA response would be difficult
to justify. For the sanme reason the CNA failed to neet the
just cause criterion, it will also fail as an act of | ast
resort. The passive neasures in place to protect the
financial information system nake validating this attack as

a |l ast resort unfounded. Another reason the CNA would fail
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as an act of last resort is also linked to the follow ng

di scussion on the matter of reasonabl e hope.

Reasonable Hope

The reasonabl e hope that the CNA woul d be successf ul
in protecting the U S. financial system against the threat
is very high. Inplied in the scenario, the success of this
CNA hinges on striking first for optimumresults. Striking
first when danger is inmnent is justified. According to
M chael Wl zer, a recognized expert on norality in war,
both individuals and states can rightfully defend
t hensel ves agai nst violence that is inmnent but not actual
and can fire the first shots if they know thensel ves about
to be attacked. “Even the nobst presunptuous aggressor is
not likely to insist, as a matter of right, that his victim
stands still until he lands the first blow ”?°

In the scenario, Country X s threat is borderline
credible and its capability to act on the threat is
relatively unknowmn. A first strike by the U S. in the form
of the proposed CNA woul d be nobre a response to prevent
aggression than a response to an inmmnent attack. Wl zer
strongly warns agai nst preventive stri ke when i medi ate

security is not at risk
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.the hostility is prospective and inmaginary, and it

wi |l always be a charge against us that we have nade

war upon sol diers who were thensel ves engaged in

entirely legitimate (non-threatening) activities.

Hence the noral necessity of rejecting any attack that

is merely preventive in character, that does not wait

upon and respond to the willful acts of an adversary.?®

The CNA attack woul d probably neet the criterion of
reasonabl e hope, if U S. and Country X were already engaged
in armed conflict, but not as a first strike for the

pur pose of prevention.

Proportionality of Ends

The CNA neet the criterion of proportionality of ends.
An attack on the command and control information system of
the mlitary headquarters is appropriate to the ends sought
— the protection of U S. financial information systens.
The good gai ned fromprotecting the financial data of
i nnocent Anericans outwei ghs the disruption of the command

and control systens of Country X s headquarters.

The Aim of Peace

A focus on the aimof peace seeks an assessnent of the
rationale of the CNA in enhancing the security of the U S

and aids in stabilizing relationships between the U S. and

2 Michael Walzer, Just and Unjust War, 3rd Ed. (New York, NY: Basic Books, 1977), 74.
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Country X. Nothing in the scenario suggests that the U S
is not driven by the aim of peace. Whether or not the CNA
w Il bring peace is elusive. Absent an assessnent of
Country X' s resolve, its overall mlitary readi ness and the
will of its people, it is naive to assune aggressi on by
Country X would end by elimnating its capability to inpact
U.S. financial systenms. This CNA could very well play to
Country X' s desires to escalate violence. On the other
hand, not using this CNA could serve to postpone peace by
maki ng the U. S. vulnerable to further harassnent by Country
X and other countries, as it deals with a potenti al
financial crisis. Regardless of the dichotony presented
above, it is still reasonable to justify the aimof peace.
The use of this CNA during armed conflict increases the

U S ability to provide the overwhel m ng force necessary to

get Country X to capitulate and sue for peace.

Noncombatant Protection

Wil e the potential to conprom se nonconbat ant
immunity with an indiscrimnate CNA attack is high, this is
not the case with the proposed attack. The conmand and
control systemof the mlitary headquarters of Country X as

a target poses no direct threat to nonconbatants. The

28 Michael Walzer, Just and Unjust War, 3rd Ed. (New York, NY: Basic Books, 1977), 80.
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precision of this CNA elimnates the concern over
uni nt ended consequences and as such presents the ideal

standard for all CNA.

Proportionality of Means

Consi deration on proportionality of nmeans deals with

the potential to cause gratuitous or unnecessary harm One

woul d be hard pressed to nake an argunent that the proposed

CNA has the potential to do unnecessary harm A kinetic

response i s obviously premature, but a non-kinetic response

like this CNA would be appropriate to protect U S.
financial information assets. Al so, the fact that
information systens can be restored or replaced supports

the proportionality of this CNA

Overall Assessment

The proposed CNA failed several criteria of the Just
War Theory and as such is not justified. The purpose of
this scenario, however, is not to nerely present a set of
ci rcunstances where a CNA is justified or not justified,
but to validate a process for ethical analysis of the use
of CNA. In reality, the issues and circunstances

surroundi ng the use of a CNA could be so convol uted that
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maki ng an assessnent on its justified use can be far nore

difficult than the decision derived fromthe scenario. The

Just War Theory offers a framework to support such
difficult determ nations.

Even when it is obvious that a criterion in the Just

War Theory is not net, continuing in the process of ethical

consi derations provide insight as to when such an attack
woul d be justified. As nentioned earlier, nodification of
the CNA to affect a controllable soft kill of the conmand
and control systemis ideal. Also gleaned fromthe
analysis is that one of the reasons that the act was not
justified is purely a function of tinme. Striking first is
not an option, but the capability can be used during arned
conflict to elimnate a continuing threat against U S
financial systems. The Just War Theory as a framework for
et hi cal consideration of CNA provides fam liar ground for
di scussion and al so serves to provide insight in setting

standards for use of CNA.
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Chapter 5
Conclusion and Recommendations

Devel opnent of policy on the use of CNAis inits
i nfancy. DOD recogni zes the advantages of this capability
as well as its legal ram fications. International |aw wl|
to sone degree serve to guide decision-makers on the
et hical use of this weapon, but is limted as a framework
for a full discussion of the ethical use of CNA

The goals of CNA are consistent with current mlitary
practice but their inpact can be far reaching. The dual
use (mlitary and civilian) of information systens, the
possibility of inadvertent, unnecessary suffering of
civilians, and the potential for intentional and
uni ntentional m suse, dictate a clearly defined approach
for ethical considerations. The Just War Theory can serve
as a foundation for such an approach.

Advocating the adequacy of the Just War Theory as a
framework for noral consideration in nodern warfare, Janes
Turner Johnson sunmmarizes that the Just War Theory:
corresponds to the noral values of our culture, provides a

conceptual framework for noral analysis and judgnent, and



produces practical noral guidance as well as identifies the
rel evant noral values for the situation at hand.?’

Appl yi ng the Just War Theory, in itself, poses sone
difficulties. Mchael Wal zer offers an expansion of the
Just War tradition in what he calls “practical norality.”
War, he wites, is a social phenonenon and as such is
subj ect to social revision, which makes applying a

t.2% \al zer seeks to defend

t heoretical framework difficu
t he business of arguing in noral terms, saying that the
framework is | ess inportant than the process. To support
his argunment, he focuses on the difficulty in assessing the
criteria within the Just War Theory that nmake its use
problematic. 1In reference to the difficulty in judging
right intentions, Wal zer believes contrary to many others
that the devel opers of the atomi c bonb were driven by a
deep noral anxiety, specifically,

.they (the scientists) sought it (the assignnent)

out, taking the initiative, urging upon President

Roosevelt the critical inmportance of an Anmerican

effort to match the work being done in Nazi

Ger many..because of acute sense of what a Nazi victory

woul d nmean for their native lands and all mankind. ?°

For Wal zer, the value of any systemof norals is to

present a comon noral | anguage for debate on real life

27" James Turner Johnson, Can Modern War Be Just? (New Haven and London : Y ale University Press,
1984), 17.
iz Michael Walzer, Just and Unjust War, 3rd Ed. (New York, NY: Basic Books, 1977), 14.

Ibid, 263.
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application. He offers what he calls the war convention,
which is the “set of articulated norns, custons,

pr of essi onal code, |egal precepts, religious and

phi | osophi cal principles and reciprocal arrangenent that
» 30

shape mlitary conduct.

Al t hough Johnson advocates the Just War Theory and

Wal zer advocates a comon | anguage and utilitarian approach

to norality in war, a synthesis of the two views provides
sone guidelines for noral consideration of CNA:

a. Mlitary planners should ensure that their
deci sions are not devoid of a thorough ethical review,

b. Just War Theory is still a viable framework in
that it provides a common | anguage for discussion of CNA
and serves to highlight the noral inportance of
consequences.

c. The application of any systemof norals is

difficult and inperfect, but nust be practical in that it

all ows room for social revisions and the situation at hand.

Enpl oyi ng the Just War Theory as a framework provides
a systemati c approach and common | anguage and is flexible
enough to address a variety of concerns. W.ight can be
assigned to criteria and new criteria can be added. In

addition, the process of applying these principles can

30 | bid, 44.
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serve as a foundation for the devel opment of future | aws
and customary practice. This is not to say that sound
et hi cal decisions cannot be made without it, but this
approach can serve as a useful tool for |awers,

pol i cymakers and devel opers to use in organi zi ng and
eval uating their decisions.

The ethical dilemma posed by CNA is expected to be the
subj ect of many witings. Sonme of the early witings serve
to highlight the concerns and ot hers suggest the need of
new met hodol ogy for evaluating the ethical use of CNA
Thi s paper supports the Just War Theory as a base for
et hi cal considerations that can be tailored to address the

i ssues associated with CNA
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A ossary

chi ppi ng. Hardware based nalici ous software enbedded
surreptitiously in systens.

conputer network attack. Operations to disrupt, deny,
degrade, or destroy information resident in computers and
conmput er networks, or the conputers and networks

t henmsel ves. Al so called CNA

conmputer virus. Typically a short program designed to

di sperse copies of itself to other conputers and di srupt

t hose conputers' normal operations. A conputer virus
usual |y attaches or inserts itself to or in an executable
file or the boot sector (the area that contains the first

i nstructions executed by a conputer when it is started or
restarted) of a disk; those that infect both files and boot
records are called binbdal viruses. A distinction should be
made between a virus-which nmust attach itself of another
programto be transmtted-and a bonb, a worm and a Troj an
horse. A bonb is a programthat resides silently in a
conputer's nmenory until it is triggered by a specific
condition, such as a date. Awormis a destructive program
that propagates itself over a network, reproducing as it
goes. A Trojan horse is a malicious programthat passes
itself off as a benign application; it cannot reproduce
itself and, like a virus, nust be distributed by diskette
or electronic mail.

defense information infrastructure. The shared or

i nt erconnected system of conmputers, communications, data
applications, security, people, training, and other support
structures serving DOD | ocal, national, and worl dw de
informati on needs. The defense information infrastructure
connects DOD m ssion support, command and control, and
intelligence conputers through voice, teleconmunications,

i mgery, video, and nultinedia services. It provides

i nformati on processing and services to subscribers over the
Def ense I nformati on System Network and i ncl udes conmand and
control, tactical, intelligence, and comercia

comuni cation systens to transnmt DOD information. Al so
called D I.

el ectromagneti c pul se. A pul se of el ectronmagnetic energy,
capabl e of disrupting conmputers, conputer networks, and
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many forms of tel econmunication equipnment. Also called
EMP

el ectronic warfare. Any mlitary action involving the use
of electromagnetic and directed energy to control the

el ectromagnetic spectrumor to attack the eneny. Also
call ed EW

gl obal information infrastructure. The worl dw de

i nt erconnection of conmuni cati on networks, conputer

dat abases, and consumer el ectronics that nake vast anounts
of information available to users. Also called G1.

hi gh energy radi o frequency weapon. A device that can

di srupt the nornmal operation of digital equipnent such as
conput ers and navi gati onal equi pnment by directi ng HERF
em ssions at them Al so called HERF weapon.

i nf obl ockade. An offensive information operation that
results in the permtting little or no electronic
information to enter or |eave a nation’s borders.

i nformati on assurance. Information operations that protect

and defend information systens by ensuring their
availability, integrity, authentication, confidentiality,
and nonrepudi ati on.

informati on operations. Actions taken to affect adversary
i nformati on systens whil e defending one’s own i nfornmation
and information systenms. Also called IO

information superiority. The capability to collect,
process, and dissem nate an uninterrupted flow of
information while exploiting or denying an adversary’s
ability to do the sane.

i nformati on system The entire infrastructure,

organi zati on, personnel, and conponents that collect,
process, store, transmt, display, dissem nate, and act on
i nformati on.

informati on warfare. Information operations conducted
during tinme of crisis or conflict to achieve or pronote
specific objectives over a specific adversary or
adversaries. Also called I'W
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| ogi ¢ bonb. Unauthorized conputer code, sonetines
delivered by enmail, which, when executed, checks for
particular conditions or particular states of the system
whi ch, when satisfied, triggers the perpetration of an
unaut hori zed, usually destructive.

nor phi ng. Mani pul ation of electronic data with the intent
to decei ve.

national information infrastructure. The nation-w de

i nt erconnecti on of comruni cati ons networks, conputers,

dat abases, and consumer el ectronics that nake vast anounts
of information available to users. Also called NI.

of fensive informati on operations. The integrated use of
assi gned and supporting capabilities and activities,
mutual |y supported by intelligence, to affect adversary
deci sion-nmakers to achi eve or pronote specific objectives.
These capabilities and activities include, but are not
limted to, operations security, mlitary deception,
psychol ogi cal operations, electronic warfare, physical
attack and/or destruction, and special information
operations, and could include conputer network attack.

operations security. A process of identifying critical

i nformati on and subsequently analyzing friendly actions
attendant to mlitary operations and other activities to:
identify those actions that can be observed by adversary
intelligence systens; determne indicators hostile
intelligence systens might obtain that could be interpreted
or pieced together to derive critical information in tine
to be useful to adversaries; select and execute neasured
that elimnate or reduce to an acceptable |evel the

vul nerabilities of friendly actions to adversary
exploitation. Also called OPSEC

psychol ogi cal operations. Planned operations to convey
selected information and indicators to foreign audi ences to
i nfluence their enotions, notives, objective reasoning, and
ultimately the behavior of foreign governnents,

organi zations, groups, and individuals. The purpose of
psychol ogi cal operations is to induce or reinforce foreign
attitudes and behavior favorable to the originator’s
objectives. Also called PSYCP.

sniffing. The nmaking of a secret to conputer networks to
record information sent over them
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special information operations. Information operations
that by their sensitive nature, due to their potenti al
effect or inpact, security requirenents, or risk to the
national security of the United States, require a specia
revi ew and approval process. Also called SIO

TEMPEST. Mlitary code-name for activities related to
monitoring the activity of a conputer or other electronic
equi pnment by detecting |ow | evel s of el ectromagnetic

em ssions fromthe device, and technol ogy to defend agai nst
such rnonitoring.

vul nerability. In information operations, a weakness in

i nformati on system security design, procedures,

i npl enentation, or internal controls that could be
exploited to gain unauthorized access to information or an
i nformati on system
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