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“There is a rank due to the United States among nations, which will be withheld, if not absolutely lost, by the reputation of weakness.  If we desire to avoid insult, we must be able to repel it; if we desire to secure peace, one of the most powerful instruments of our rising prosperity, it must be known that we are at all times ready for war.”

President George Washington 

December 3, 1793

Introduction
The Importance of the Joint Operating Environment

Joint Pub 3.0 defines the operational environment as    “... the composite of the conditions, circumstances, and influences that affect the employment of capabilities and bear on the decisions of the commander. It encompasses physical areas and factors (of the air, land, maritime, and space domains) and the information environment. Included within these are the adversary, friendly, and neutral systems that are relevant to a specific joint operation”.  
An understanding of the operational environment is a critical element in our ability to engage in and win any conflict. To that end, the Joint Operational Environment (JOE) provides a framework for considering the future and determining the impact of the operational environment on joint force operations.  This document is designed to anticipate a range of potential future operational environments.  It discusses those critical variables that help describe the JOE, the trends that will influence those variables, the range of possible conditions shaped by those trends, and those threats that may arise in such future operational environments.  Finally, the JOE considers the implications of these alternative futures on the way we will train, equip, and employ the future Joint Force.  As the military seeks to both anticipate and shape the future, the JOE forms the basis for that debate and argument essential to innovative and creative thinking.

A macro conclusion that can be drawn from this JOE is that the United States will not operate in a single, static, operational environment.  Instead, its forces will operate in layers of operational environments, all constantly in flux.  The complexity, increasing interaction, and rapid change driven by globalization are manifested in the variables that will define the future operational environment.  For more than 50 years, America’s military dominance has been on display.  The United States has derived its current military superiority from a remarkable ability to translate technological innovation and industrial capacity into effective battlefield advantages.  Yet, during that same 50 years, its military has been closely monitored and studied.  Thus, history suggests that it is only a matter of time until an adaptive, creative opponent develops a method of war that will attempt to defeat America’s established, generally predictable preoccupation with the science of war and the application of precision firepower.
The JOE establishes a baseline both for understanding what joint operational environments might be and a way to think through the enormous complexities this country will face while planning and conducting operations in the future.
Purpose

This annually updated White Paper is intended primarily to provide a guidepost for the development of Joint and service concepts.  The JOE establishes a framework for developing a range of potential alternative future operational environments. It examines future threat capabilities and identifies environmental influences on modern conflict.  It then discusses potential implications of future operational environments for the Joint training, experimentation, and doctrinal development communities. .  Furthermore, it establishes the description, documentation, and application of future operational environments as a core competency and a command priority to support concept development, experimentation, and training.

By examining a number of critical trends and issues influencing the future operational environment and its associated threats, this paper will serve as a common frame of reference and a guide for senior civilian and military leaders responsible for the capabilities-based joint transformation process.  

While not intended to be the definitive forecast of major global tensions during the next 20 - 25 years, this paper will seek to profile many of the dominant trends shaping the future environment and outline their consequences for military operations.  It is a part of a continuous study effort led by the USJFCOM, in cooperation with component services, to stimulate an enduring dialogue that will foster further investigation and refinement.  Each new publication will represent the start point for the following year’s study plan.   
Research Process

This paper is the result of an interactive, ongoing, and evolutionary examination of the future operational environment.  The research and study that have served as the basis for its development capitalize on input from a wide range of organizations and individuals.  It reflects a participatory intellectual investigation that has involved a diverse array of individuals from the U.S., Europe, Canada, Asia, and the Middle East (see Figure 1).   It has been designed to foster an ongoing dialogue intended to be sustained during the next several years.
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Figure 1.  Military, governmental, industry, and nongovernmental organizations were consulted during the development of this JOE White Paper.  
The authors reference a wide range of studies, documents, books, assessments, all of which have served to contribute to the paper’s insights.  The documentation has been further distilled and augmented by the active participation of dozens of subject matter experts (SMEs) in a collaborative, Web-based effort involving discussion groups, writing teams, and seminars.  Each discussion group debated the conditions and characteristics that will shape and dominate the future operational environment through the year 2030 and beyond.

Future U.S. defense planning will focus less on where and when a conflict will occur and more on the broad set of capabilities U.S. military forces need to deter, deny, and defeat adversaries who will rely on surprise, deception, and asymmetric warfare to achieve their objectives.
Section 1    Joint Operating Environment Overview


Future Geostrategic Landscape

The United States will likely remain the dominant economic, military, and political power during the next twenty-five years.  Other actors will accumulate power in certain dimensions and some, perhaps, will directly challenge the United States.  It is unlikely, however, that a single nation will be able to match the United States across all instruments of national power (diplomatic, informational, military, and economic).  Yet, a clear diffusion of power is underway within international relations.  For example, the spread and application of technology—specifically information technology—is resulting in the “diffusion of power away from central governments.” 
 More power is being distributed on supra-national and sub-national levels than ever before.  Centralized state control is no longer the norm and these shifts will affect how the United States relates to other actors. 
National Power Synergy

Clearly all instruments of national power, not just the use of military force, will remain crucial as the United States conducts its foreign policy and protects its national interests.  The more pressing future issue will be the significance and effectiveness of each traditional element of power and a nation’s or non-state actor’s ability to orchestrate and foster a synergy of influence from these elements.  The continued distribution of power away from the nation-state, globalization of markets and information, the accelerated spread of technology, and the burgeoning information revolution raises the question: will one element of power become dominant or will there be a new combination of elements that produces timely and successful results?  
Strategic Defense Guidance

The National Security Strategy NSS, the cornerstone of America’s international planning efforts, affirms the essential role of American military strength.  Moreover, the national leadership has outlined the need for a broad new portfolio of military capabilities that are fostered through innovative thought, nurtured through experimentation with new approaches to warfare, and specifically tailored to strengthen future joint operations.
  The NSS establishes an enduring “process of transforming” designed to maintain U.S. dominance across the entire spectrum of conflict well into any foreseeable future.  This process is not based on dealing with a specific threat or environment, but on providing the capability of dealing with a variety of dynamic and operational environments.  Those environments will affect and be affected by a variety of threat challenges (see below); among the levels of war; and with the vagaries of complex threats and other entities.  The strategic defense guidance, in order to frame its capabilities-based approach to force development, requires an accounting for the critical factors affecting the use of coercive force.  

The need for change is normally driven by recognition of an adversary’s capabilities or intentions or an opportunity that results from altered conditions (for example, a technological advancement); or as a result of adversary capabilities and intentions.  United States government and military leaders acknowledge these change drivers, as well as their convergence into a nexus of rationale for a necessary revolution in military affairs.  The threat and environment, in a global context, have all shifted dramatically over the past decade and it is reasonable to assume that the rate and kinds of changes will continue for decades.  Furthermore, the advancement of information and knowledge systems provides opportunity not only for new ways of doing things, but also to more effectively shape outcomes.
Capabilities Framework

Since 2001 the Department of Defense (DOD) has employed a new capabilities-based approach to how it arrives at concepts, develops capabilities, conducts experiments, builds training products, and educates leaders.  The former framework for performing these functions, nested in the well-defined environment and known threat of the Cold War, lacked the range, depth, or metrics for the types of capabilities that will be required to meet the future demands of U.S. global strategy.  Now, on the heels of another Quadrennial Defense Review (QDR), the United States must ask what criteria should be used to guide and shape this broad set of capabilities needed to deal with the full range of future challenges?

Capabilities result from combinations of technologies, systems, connectivity, operating procedures, doctrine, training, leaders, and personnel.  Discrete, tactical capabilities are designed from the ground up, with all of these pieces serving as parts of the whole.  Large, operational capabilities are achieved through horizontal and vertical integration, as well as interoperability and interdependence of forces, processes, agencies, and materiel.  Some capabilities achieve purpose only when combined with others, while some have purpose standing on their own.  

With an eye toward the future operational environment, the ongoing transformation of America’s military places everything on the table.  Nothing is in the margins, and each task to be performed is being reexamined.  Planning for operations 25years out demands a more innovative and holistic approach in the way we view the threat, operational environments, and future conflict writ large.  Arriving at a transformed force must include exploration of new capabilities, as well as the reengineering of existing capabilities.  Within this dynamic environment it will be very difficult to find fixed points with which to anchor a developmental framework.  The depth of questions asked today will undoubtedly impact the capabilities of tomorrow.

· How can the U.S. deter, deny, and defeat the wide range of unknown adversaries operating in diverse and complex environments that are expected to emerge in the future, when it’s not sure who or where they are?  

· How will the U.S. cope with or alter the actions or possibly aberrant behavior of neutrals, multinational corporations (MNC), non-governmental organizations (NGO), potential coalition partners, and the like that will be present on the future battlefield?

The process by which the U.S. answers these questions is doubtless one of the most complex and demanding that leaders have faced in recent history.  The process must take into account the fact that the measures of effectiveness for force development must still be derived from a study of the threat and the environment in a collective sense.  

Challenges

In view of current trends, domestic factors, and worldwide potential arenas of conflict, the U.S. can expect to remain heavily engaged on a global basis.  As the world leader in international relations and an advocate of democratic principles, free markets, and human rights, the U.S. will face potentially serious threats to its national interests.  These threats pose four challenges to the U.S. defense community:

· Traditional challenges are posed by states employing recognizable military forces in long-established, well-known forms of competition and conflict.

· Irregular challenges come from those state and non-state actors adopting and employing unconventional methods to counter our advantages in traditional arenas.

· Catastrophic challenges are posed by the surreptitious acquisition, possession, and possible terrorist or rogue employment of WME or methods producing WME-like results. 

· Disruptive challenges may come from competitors developing, possessing, and employing breakthrough methods or technologies that negate the U.S. advantage in key operational capabilities.

The magnitude of these challenges increases dramatically when they appear near-simultaneously, in a variety of combinations in time, location, or both.  
Key Assumptions 


While not an all-inclusive list, several carefully developed, long-range planning assumptions have guided the research and analysis for this White Paper, including: 
· The U.S. will sustain its global engagement and continue to be a major power.

· The ability to apply military force will remain a vital instrument of U.S. national power.

· The pace of the global technology revolution will accelerate.

· Commercial imperatives will increasingly direct the nature of research and development (R&D) and control the dissemination of key technologies.

· The world’s population will increase, with significant growth in the developing and economically poor countries; however, developed nations will experience an increased elder population. 

· The information domain will affect future warfare just as decisively as the industrial age altered the conduct of war more than 100 years ago. 

· While nation-states will remain principal actors, non-state and transnational actors will increasingly influence world politics and economics.

· Friend, foe, and neutral will have instant access to commercial high quality data, information, and knowledge. 
A Look Ahead—The JOE Summary

Based on the operational environment we currently find ourselves in and the guidance and assumptions mentioned above, we can anticipate a future operational environment having the characteristics described below. This summary of future conditions and circumstances is supported by detailed discussions in following sections concerning the variables that describe our contemporary operational environment and the trends that will shape the future operational environment.
In the 2030-plus timeframe, armed conflict will likely remain the primary option for those actors who do not feel they can compete—or perhaps survive—peacefully and with their cultures or interests intact.  The operational environment for these future conflicts will be dangerous, complex, and volatile, with an unprecedented web-like set of interconnected relationships.  Risks in decision making will be high, particularly in the absence of high-grade, relevant, and current knowledge.  Actions will have multiple effects as they spill and cascade over levels of war, across interrelationships inherent to all aspects of globalization, and through the intertwining nature of diplomatic, informational, economic, and military activities.  
Multiple forces will set the conditions within this future environment.  Some will have significant implications, such as global commercial, financial and economic, and information networks; the advancing technological revolution; widespread proliferation of Weapons of Mass Effect (WME) and selected advanced conventional weapon systems.  Other important forces will be demographic challenges; a constantly changing and increasingly ambiguous environment; and innumerable uncertainties.  The displacement and migration of people will extend existing cultural and demographic factors well beyond the limits of state or regional borders.  This will tend to expand even local conflicts and increase the difficulties of conflict resolution, given the concomitant risks of unforeseen second and third order effects.  Within this environment, achieving a stable result will be a complicated and lengthy process.  It will most often require a well-planned campaign that accounts for changes in the nature of an operation and multiple transitions.  Demographic "time bombs” may explode as other factors generate instability or conflict.  In such cases, correction of the immediate conflict causal factors will not return the area to a state of stability.  
In an increasingly interconnected world, regional crisis can quickly expand well beyond the boundaries of the affected region or the immediate cause of the conflict.  Continually changing coalitions, alliances, partnerships, and new actors (both national and transnational) will constantly appear and disappear from the scene.  There is sufficient evidence that these interconnected, web-like relationships will continue to multiply, expand horizontally and vertically, and mature as new information-age patterns sweep industrial-age norms out the door, making an already complex environment even more uncertain. 
Urban environments and other complex terrain will increasingly become centers of gravity and therefore required areas of operation (AOs).  These emerging AOs will contain humanitarian crisis conditions requiring population management, support, and control.  In addition to military forces and civilians, there will also be a number of private, nongovernmental, regional, and international organizations, each with its own agenda, sometimes supporting, sometimes competing.  These organizations are increasing in power and influence to such an extent that they will be able to exert significant pressure on military actors and state leadership.
As the strategic center of gravity, the American homeland will increasingly be targeted for direct and indirect attack.  As adversary conventional military capability lags behind that of the United States, operational-level victory on the battlefield will be extremely difficult. Strategic attack oriented on political and public will becomes essential in confronting any U.S. military operation.  In addition, adversaries will know how important timeliness is for deployment, employment, and sustainment, and operating concepts such as “just-in-time” logistics.  Lines of communication (LOCs), force projection platforms, access points, staging areas, and regional allies will all be critical points of threat focus for disruption and destruction.  Means of disruption will run the gamut, from indirect approaches to information operations (IO), physical attacks and kidnappings, to WME.  

The importance of rapidly expanding global and regional information architectures, systems, and organizations, both private and public, cannot be overstated.  The global flow of information, technology, knowledge, and power now create a fruitful environment for all facets of information operations, as well as assuring an almost level playing field in terms of information access.  Indeed, “knowledge war” may become “the preeminent form of future conflict in the twenty-first century.” 
  Technological advances, diversity, and access are generating changes in force structure and methods of operation, as well as creating conditions for technological surprise.  Over the next 25 years this factor could very likely erode the technological overmatch the United States has enjoyed over the last decade.  Advanced technologies will provide potential adversaries the capability to apply military force with greater precision, lethality, agility, and survivability throughout an expanded battlespace that will be more non-linear than linear, more intangible than tangible, and perhaps more non-kinetic than kinetic. 
Potential adversaries in this environment will use adaptive responses to counter U.S. conventional military advantages.  They will seek sanctuary in urban and other complex terrain while attempting to deny access to U.S. forces or to make force projection prohibitively costly.  It is critical to note, however, that even as they develop and use adaptive means, some potential adversaries will retain and attempt to improve substantial established force capabilities.  Modernization and hybridization of existing conventional weapon systems will increase their effectiveness.  When coupled with new adaptive systems and methods, these residual and improved established forces will pose a truly significant threat to future U.S. forces.  The cumulative effect of these factors suggests that the United States will be facing a time of diverse strategic, operational, and tactical challenges.
Campaigns and operations will have to account for a much broader battlespace that will extend well beyond the region of conflict.  The future battlespace will be increasingly global, encompassing land, sea, air, space, and information (including cyber) dimensions.  In Operation Iraqi Freedom (OIF), for instance, even in the absence of a significant naval capability on the part of the enemy, the British Royal Navy committed significant resources to protect about 60 British merchant ships over a 5,000-mile route.  Over 50 percent of the Royal Navy’s deployable fleet was engaged in escorting duties in known threat areas and choke points.  The increasing scope of the future battlespace will not necessarily result from actions by the confronted power.  It is just as likely to result from other powers exploiting opportunities as a consequence of an over-extended or distracted U.S. or coalition.   It could also result from the other powers seeking to maintain their flexibility in self-preservation and self-interest.  These other powers will encompass a variety of actors from transnational organizations to states or even ad-hoc state-non-state coalitions.  

In sum, the emerging future OE will be more complex, more interconnected, more dynamic, and perhaps more volatile than ever before. 

Section 2    Understanding the Critical Variables
Critical Variable Overview
An operational environment (OE) is defined in Joint doctrine as “…the composite of the conditions, circumstances, and influences that affect the employment of capabilities and bear on the decisions of the commander. It encompasses physical areas and factors (of the air, land, maritime, and space domains) and the information environment. Included within these are the adversary, friendly, and neutral systems that are relevant to a specific joint operation.”
 The context for developing future military concepts and capabilities lies essentially within the anticipated boundaries of the operational environment.  Therefore, it is essential to define those elements of the operational environment that have the greatest impact on the application of coercive force.  

Joint doctrine focuses on a systems approach (PMESII +) to understanding the OE.  This can be effective when one can clearly define an operational area and focus resources to create the required knowledge.  This enables an in-depth understanding of a specific operational environment in a given time and space.   However, experimentation is focused on future concepts and capabilities. To support experimentation, the future must be viewed in a manner which accommodates a range of potential operational environments.  This deliberate ambiguity does not allow the detailed systems analysis envisioned for joint operations in a well defined joint operational area.  For our purposes, we will discuss future operational environments in terms of critical variables.

While it is difficult to predict the exact time and space of a future conflict, it is feasible to determine the factors that will have the greatest effect on military forces and thus form the critical variables in future military operational environments.  When operationalized, these variables define the conditions, circumstances, and influences that affect the employment of military force and influence the decisions of the commander.  The conceptual template for the development of future U.S. military capabilities must incorporate the expected characteristics of these critical variables.  

The Critical 12

Assessments of these variables are not directly linked to specific types of operations, services, or units and their possible roles and missions.  They are instead designed to facilitate experimentation within a reality-oriented framework that can encompass all roles, mission areas, and types of operations, plus all types of organizations, units, and formations. While there are a near infinite number of variables that can be used to describe the nations and regions of the world, there are 12 that tend to have the greatest impact on military operations.  These variables (see Figure 2) are the starting point for constructing a common Joint operational environment:  
· Physical environment

· Nature and stability of the state

· Sociological demographics

· Culture

· Regional and global relationships

· Existing military capabilities

· Information

· Technology
· External organizations
· National will

· Economics

· Time



[image: image2]Figure 2.  These critical variables are expected to have the greatest impact on future operational environment.

Physical Environment  
The physical environment defines the physical circumstances and conditions surrounding and influencing the execution of operations throughout the domains of air, land, sea and space.  The defining factors are complex terrain - to include urban settings-, weather, topography, hydrology, and environmental conditions.  The physical environment has always been a key factor in military operations.  History has demonstrated that those forces able to gain an advantage by using various aspects of the physical environment have a much higher probability of defeating their opponents, regardless of size and power overmatch.  Potential opponents of the United States clearly understand that less complex and open environments favor the U.S. with its standoff technology, precision guided munitions (PGM), and sophisticated intelligence, surveillance and reconnaissance (ISR) capability.  For this reason, adversaries will seek to use complex terrain such as urban environments, unfavorable weather patterns, and less trafficked sea lanes, when confronting U.S. forces.  They will look to take advantage of strategic, operational, and tactical choke points for focusing their efforts.  Complex terrain fosters highly decentralized and often unconnected events that detract from a conventional force’s ability to concentrate its efforts.

Nature and Stability of Critical Actors
This variable refers to an actor’s internal cohesiveness with respect to population, economic infrastructures, political processes and authority, military forces, goals, and agendas. In essence, the nature and stability of the state or organization refers to how strong or weak a country or critical actor is. It is important to determine where the real strength of the organization lies; it may be in the political leadership, the military, the police, or some other element of the population. Understanding this variable will allow US forces to better visualize the nature of the military campaign and the true aims of a threat campaign, operation, or action.  A state or other entity that must commit significant resources to maintain internal control may represent less of a threat in conventional combat and more of a threat in stability and support operations.  

Sociological Demographics

Demographics concern the characteristics of a human population or part of it, especially its size, growth, density, distribution, and statistics regarding birth, marriage, disease, and death. The demographics of a population are a significant factor contributing to likelihood of conflict.  Perceived inequities among sectors of a population can breed envy and resentment, often resulting in conflict.  Conditions such as overpopulation and an uneducated, unemployed “youth bulge” can aggravate economic, ethnic, religious, and other rivalries.     
Culture

Culture is a system of shared beliefs, values, customs, behaviors, and artifacts that the members of society use to cope with their world and with one another.  Understanding a culture requires examining several elements, including its core values, history, myths, traditions, and other factors.  A culture can change over time.  Its shared values and beliefs are transmitted from generation to generation through learning and social interaction. Finally, a culture in and of itself does not cause a conflict.  It is the friction that comes from the interaction between two different cultures that creates the potential for conflict.  
Regional and Global Relationships


Nation-states and/or non-state actors often enter into relationships, which can be regional or global. These relationships include political, economic, military, or cultural mergers and partnerships.  An actor’s membership in or allegiance to such a relationship can determine its actions in terms of support, motivation, and alliance construct.  When actors create regional or global alliances, they can add to their collective capability and broaden the scale of operations and actions. These relationships will be fluid and unpredictable, and they will have common objectives. Regional and global relationships of potential opponents or allies and coalition partners shape the scale, intensity, and perseverance of antagonists in military operations. In the age of globalization, regional activities will undoubtedly draw global interest and, potentially, involvement.  Effects created in one part of the world at the operational or even tactical level could have global, cascading outcomes at the strategic level.
Military Capabilities

Existing military capabilities are without doubt the most critical variable for military operations, political aspirations, resolve, and will.  It was once fairly easy to define military capabilities; however, this variable is rapidly becoming one of the most complex variables to assess.  A commander must be able to visualize all military capabilities of the threat. It needs to be emphasized that our enemies will be flexible, thinking, and adaptive. They have the knowledge and ability to use a combination of conventional and unconventional capabilities. The commander must have information on the threat’s conventional and unconventional capabilities, his ability to use modern technology, and his economic and political ability to impact on the commander’s mission.

Such capabilities include equipment, manpower, training levels, resource constraints, and leadership issues.  Irregular, un-modernized, adaptive forces with access to niche technologies, will be the norm for the near-term, but they will make use of conventional military capabilities with similar purposes, if dissimilar methods. Hybridization, rapid technological advancement, and capability developed as a result of asymmetric concepts generate an environment of constantly changing requirements and needs.  In addition, paramilitary organizations, special forces, or enhanced police organizations take on greater military significance as their capabilities and roles expand.

Information

Information involves the access, use, manipulation, distribution, and reliance on information technology systems, both civilian and military, by an entity (state/non-state, etc.).  Information technology is the systems or mechanisms for preserving or transmitting information. Various actors seek to use perception management to control and manipulate how the public sees things. The threat will exploit US mistakes and failures and use propaganda to sway the local population to support their cause. While media and other information means can make combat operations transparent to the world, media coverage can impact on US political decision making, internal opinion, or the sensitivities of coalition members. 

The continued and rapidly increasing expansion of information technology and systems will greatly assist commanders.  Complicated networks of landlines, radio relay stations, fiber optics, cellular service, and the Internet provide a vast web of communications capabilities. This communications redundancy allows for the constant flow of information. Developing countries may have little in the way of communications infrastructure. Information may flow by less sophisticated means––couriers, graffiti, rumors or gossiping, and local print media. Understanding whatever communication infrastructure exists is important because it ultimately controls the flow of information to the population and the threat. 

Technology
Technology reflects the equipment and/or technological sophistication that an entity could bring to the operational environment. The technology that nations or non-state actors can bring to the OE include what they can develop and produce, as well as what they can import. Access to technological advances on the global market is slowly eroding the technological advantage the US has enjoyed in the past. Understanding this variable can determine whether the threat has the technological ability to achieve equality or even overmatch friendly forces in selected areas. . The presence of sophisticated technology can be an indicator of where opponents expect to achieve the greatest advantage or perceive the greatest threat.  

External Organizations

When the US military goes into a failed state or into areas torn by conflict, it is will find non-government organizations (NGOs), international humanitarian organizations, multinational corporations, transnational organizations, and other civilian organizations at work. These external organizations can have both stated and hidden interests and objectives that can either assist or hinder US mission accomplishment. Each organizational or individual participant pursues its interests and objectives in concert or in competition with other entities.  Organizations and individual actors may have economic, political, religious, cultural or private motivations, such as revenge, which differ from their public organizational mission statements.  A defining of the OE should inform the commander as to the impact external organizations would have on mission accomplishment.  
National Will and Will of Critical Actors
National Will encompasses a unification of values, morals, and effort between the population, the leadership or government, and the military.  Through this unity, all parties are willing to sacrifice individually for the achievement of the unified goal.  The interaction of military actions and political judgments, conditioned by national will, further defines and limits the achievable objectives of a conflict, thereby determining its duration and conditions of termination.

The willingness of the people to support threat military or paramilitary operations or be supportive of terrorist activities or insurgencies can be a significant characteristic of the battlefield. It will impact on the type and intensity of resistance the people will pose to US military operations.

National will
 is viewed by most countries as a U.S. strategic center of gravity.  The degree to which one group can attack its opponent’s will and still preserve its own represents in large measure its ability to set the conditions for achieving favorable conflict resolution, even in the face of fierce assault.  In a world of transparent military operations, attack on and defense of national will have tactical, operational, and strategic implications.  A perceived attack on a group’s cultural identity will usually serve to bolster its will to fight, potentially increasing both the intensity and duration of a conflict.

Time

Time is a critical factor and a tool to manipulate tactical, operational, and strategic advantages.  It drives the conduct of operations and campaigns.  In most cases, opponents view time as being to their advantage—the longer the time between crisis and response, the greater the adversary’s opportunity to shape the environment and set the conditions for conflict.  Adversaries will seek to control the tempo of operations seeking to influence early entry operations or prolonging operations with the desire to increase friendly casualties. Commanders and staffs must consider time as a threat COA when developing friendly operations. 

Time is one of, if not the most significant, planning factors driving decision-making.  How much time is available and how long events might take will affect every aspect of military planning, to include: force package development, force flow rate, quality of intelligence preparation of the area of operations, need for forward-deployed forces and logistics, etc.

Economics

The economic variable establishes the boundaries between the “haves” and the “have-nots.” This gap of economic differences among nation-states and other actors can cause conflict. Differences among nation-states, organizations or groups, regarding how they produce, distribute, and consume goods and services may be significant.  Control of and access to natural or strategic resources can cause conflict.  Being able to affect another actor, positively or negatively, through economic, not military means, may become the key to regional hegemonic status or dominance.  Economic deprivation is also a major cause of conflict.  One actor may have economic superiority over another for many reasons, including access to natural resources or power.  

Economic power and the ability to mobilize it represent a nation’s or other actor’s ability to rapidly procure military capabilities, mobilize additional forces, and conduct sustained operations.  It also reveals external relationships that could result in political or military assistance.  For example, potential adversaries understand that the U.S. economy is a center of gravity that is very sensitive to perturbation.  American economics and the power that flows from it will be inviting targets for adversaries. Any disruption of the flow of oil products would have a significant negative impact on our economy.  Many of our economic institutions – e.g., the New York Stock Exchange – may appear vulnerable to cyber attack.  Economic superiority rather than military superiority may be the key to power or dominance within a region. Analysis identifies those elements of economic power that may be a significant characteristic of the battlefield. In a globalized economy, the threat may leverage its economic power in a manner that affects friendly operations. 

Applying the Critical Variables

Joint concept development and experimentation requires a consistent and realistic view of the future operational environment.  These critical variables will determine the nature of that environment.  Projecting the impact of current trends on these variables over the next 20 – 25 years will yield not a prediction of a single future operational environment, but a range of possible future operational environments.  Manipulating these variables within that range allows experimentation to fully challenge full spectrum Joint operations with a variety of specific scenarios that all fall within an acceptable range of alternative futures derived from the framework of the JOE. 

While each variable must be considered in every experiment, the degree to which a variable impacts an operation can be adjusted.  This allows for a variety of environments within the same experimental construct.  In addition, adjusting the variables presents a dynamic and full spectrum environment that requires leaders to take a fresh look at each experimentation event, while facilitating a variety of adaptive force packaging.  Dealing with variables and their sensitivity will only grow in importance over time.

Section 3    Trends Shaping the Future Operational Environment

As stated earlier, this paper addresses the likely context of future military operations within an environment that rapidly cultivates global, interdependent situations and crises.  These five study areas have the greatest potential for shaping the boundaries of the future operational environment:  social and cultural factors; the dynamics of geopolitics and governance; the globalization of economics and resources; the revolution in science, technology, and engineering; and finally, military trends and developments.  While these study areas often lack definitive quantifiable data, general patterns and trends can be identified.   

Social and Cultural Factors
Sociology is the scientific study of human relations or group life and dynamics.  Sociologists examine the ways in which societies are influenced by social structures, institutions, and factors —such as ethnicity, demographics, cultural cohesiveness, education—and social problems, such as crime and poverty.  They also study how societies interact with each other in broader or larger structures. A society is an autonomous population of two or more persons whose members are subject to the same political authority, occupy a common territory, and have a common culture and a sense of shared identity.  The interrelated systems of a society include its political, economic, and legal elements.

A society has certain attributes. These attributes effect the behavior of that society and in so doing influence the culture(s) extant in the society.  Possible attributes include: resiliency that allows a society to continue over time; interrelated elements that bind the society; and a sense of membership that implies a stake in the success of that society.  Societies attempt to be self-sustaining by socializing their membership; self-organizing; self-perpetuating; and defending against outside influences.

From a sociological perspective, the most significant strategic implications come from changes in the demographic characteristics of a given area.  Such factors as disease, the flow of refugees, general population and migration trends, and increasing disparities of wealth will have a major impact on states, militaries, and societies.  They affect a society’s culture in ways that determine how people think, plan, perceive, decide, act, receive and interpret feedback, and adjust.

Sociological factors, embedded as they are within state, regional, and global environments, will significantly influence the operational environment, given the multitude of potential triggers of tension or conflict in those factors.  One of the most important of these factors is a society’s culture.  Culture is a system of shared beliefs, values, customs, behaviors, and artifacts that the members of society use to cope with their world and with one another.  If cultural factors are not in themselves the root cause of conflict, they often serve as a veneer to enable and justify the escalation of political or economic competition into conflict.   

Operationally, the social and cultural factors that have the most impact tend to be those that have a direct linkage to a specific area or location.  Socially, dense urban environments pose significant problems to military forces compared to open, rolling terrain; mountains areas are likewise physically significant, but because population density is scarce there is less of a social challenge.  Ethnic and religious diversity will challenge the notion of who is in charge or who has a legitimate voice.  Youth, stirred up by unmet employment and education goals, will step forward to rebel, but then retreat into the sanctuary of civilian noncombatants for cover.  With populations increasing worldwide, there will be substantially more women and children on the battlefield.  

The following expected social and cultural trends and drivers of the next few decades will help shape the future operational environment.  From them we can derive potential strategic and operational implications for the nature of future conflict and provide the context for the environment in which conflict will occur.  
Trends, Drivers, and Implications

Population growth.  Despite the academic debate surrounding the generation of accurate population figures for the 2020-2030 timeframe, most analysts agree that the world’s population will continue to increase, possibly to 8.2 billion by 2030. Significant growth, perhaps more than 90 percent, will occur in developing and poorer countries.
  Indeed, the countries most affected by future population growth trends will likely include India, Pakistan, Nigeria, China, Bangladesh, Ethiopia, and the Democratic Republic of Congo.   As a region, countries in North Africa and the Middle East are also predicted to experience rapid population increases.  It is not certain that these countries will be able to meet the needs of their expanding populations.
 
These growing populations will increase the urgency of the competition for resources, notably food, water, and energy.  Such shortages, combined with other tensions in these areas, could trigger conflict in the future.  Adding to the pressure of the growth are such factors as a growing youth population, inadequate education, inequitable distribution of wealth, overwhelmed health care capability, urbanization, and other factors discussed below. 

 Age Distribution.  Increased life expectancy and falling fertility rates will contribute to a continuing shift toward an aging population in the most developed countries.  By 2030, close to 1.4 billion people in the world will be over the age of 60.
  Medical science and better public health programs are prolonging life and already creating an increasingly older population in Europe and the United States.  The declining ratio of working people to retirees in “aging” developed countries will strain already taxed social services, pensions, and health care.  


Conversely, indigent people in poor countries continue to have large families for many reasons.  Prominent among them is little or no access to family planning services.  In the past, many of these children would have died, but now medical science has saved them—creating a youth bulge of undereducated youth with few employment opportunities but with heightened expectations.  Globalized information networks will tend to raise expectations in poorer societies, creating envy and mistrust of more prosperous states, while population age differences generate differing perspectives on both problems and solutions.


It will be very difficult for regional labor markets and economies to absorb this forthcoming “youth bulge.”
  (15 to 29-year-olds) that will occur in Sub-Saharan Africa, Latin America, and the Middle East. People in the 15-to-29 age group place significant demands on governments and society.  Without education and opportunity, the higher the density of this age group, approaching 40-50 percent of a population, the greater the potential for instability of the state.
      

 
The youth bulge provides fertile ground for recruits in terrorist groups, criminal elements, and drug cartels.  Historically, if this segment of the population is unable to find adequate education or employment and if expectations go unmet, then social chaos is inevitable and has the potential of turning into conflict.  If this holds true in the future, the resulting disparity between aging, developed countries and countries with young, undereducated, underemployed populations will exacerbate the frustration of the less fortunate, who will understand the benefits associated with globalization, but will not share in those benefits.
Health.  Although advances in health services have been made worldwide during the last decade, many people still lack access to basic medical care and treatment.  It is expected that disparities between health care in the developed and developing world will widen.  Chronic and infectious diseases will continue to have a dramatic economic and social impact in Africa and parts of Asia and South America, causing more resources to be dedicated to fighting these diseases, and leaving less money for other basic needs.  Infectious diseases including HIV/AIDS, malaria, hepatitis, and tuberculosis will be present in most future operational environments. 

Wealth Distribution.  The 2005 UN Human Development Report creates a picture of growing inequality and an increasing global gap between rich and poor. The richest 50 individuals in the world have a combined income greater than that of the poorest 416 million  The 2.5 million people living on less than $2 a day – 40% of the world’s population – receive only 5% of global income, while 54% of global income goes to the richest 10% of the world’s population. But the problem is not just one of inequality between countries. The HDR points out that in the last 20 years the unequal distribution of income within many countries has grown worse. Of the 73 countries for which figures are available, 53 (comprising over 80% of the world’s population) have recorded an increase in inequality of distribution. Only in 9 countries (comprising about 4% of the world’s population) has the wealth gap between rich and poor been at all reduced. Differences are especially great within Namibia, Brazil, South Africa, Chile and Zimbabwe. Even in countries with high economic growth rates – Brazil and China for example - social disparities remain large. This rise in wealth disparity will lead to increased tension and hostility between the rich and poor in the future, as the poor seek relief from any available source to garner some degree of parity.  

Urbanization.  Increased urbanization will continue throughout the world. By 2030 over 60 percent of the world’s population is predicted to be living in urban environments.
  Providing for these growing urban populations will challenge local governments and public service infrastructures.  Many of the world’s largest cities are in the developing countries.  If their governments are unable to provide the basic public services, the potential for chaos and civil unrest will be heightened.  On the other hand, if governments marshal resources to deal with urban issues, they risk leaving rural areas under- or ungoverned, with all the potential problems that could then develop.

Urban environments typically feature subterranean infrastructure, shantytowns, and skyscraper canyons.  This complexity can degrade or reduce the effectiveness of high-technology weapons, communication systems, and intelligence, surveillance, and reconnaissance (ISR) capabilities.  In addition, there are countless complex social and cultural interactions that influence human intelligence and open-source information.  As a result, the risk of collateral damage increases; more civilians are likely to be harmed or killed; and force protection requirements multiply.  The critical infrastructure in such areas circa 2030 most likely will be austere—water and sewer services in disrepair; limited or compromised electrical service; inadequate medical care—directly affecting the American and coalition means to respond with military forces or humanitarian aid.  Frequently, small combat operations teams that combine warfighting, police, and civil affairs capabilities will be present in the environment as adversaries, allies, or neutrals.

Migration.  People generally migrate to those states and regions that can provide a better quality of life.  Migration can have positive effects as developed nations receive needed human resources and developing nations lose populations they cannot support. Indications are that migration rates are likely to increase in regions that are unable to provide economically for population growth.  Unfortunately, many from the youth bulges previously discussed, with their disillusions and desire to rectify their station in life through whatever means possible, will be a part of this migration.  Any economic isolation and alienation can lead to civil unrest, potential “brain drain” effects, and a general lack of faith in government.  


The effects of labor migration, issues of migrant integration, and irregular migration flows can be further complicated by illegal activities such as human trafficking and the smuggling of migrants.  All these things will contribute to potential flash points of any future operational environment.  For example, developing nations will struggle to retain skilled and professional work forces while allowing unskilled and burdensome elements to migrate.  Unfortunately, many immigrants will lack the skills necessary to compete in the middle-class work setting of the developed nations to which they migrate.  Thus, many unskilled immigrants will become disenfranchised minorities with little voice in their new countries, competing with native populations for a diminishing number of unskilled labor positions.

Advances in communications and transportation will impact future migration, creating “virtual” borders and causing migration to be less influenced by physical proximity.  Instant communications—visions of a better life, carried by radio, television, and the Internet —will be very influential.  The cultural, economic, and historical impact of a multi-ethnic labor force could affect foreign policy or military operations.  For example, with its large and growing Hispanic minority, the U.S. might either hesitate or be pressured into conducting major military operations in Latin or South America.  Strategic alliances, partnerships, and coalitions may also be affected by the changing dynamics of member populations.  Such factors will impact most strategic decisions, be they political, informational, military, or economic.

Crime.  Any future operational environment will include the presence of criminal elements.  International organized crime, motivated by greed and self-interest, will increase as potential security threats to the developed world.
  Along with a rise in the number and presence of criminal organizations, there will also be an increased blurring of criminal activities, civil conflict, and potential terrorist activities (see Figure 4).  These elements will blend with the population and become ever more difficult to penetrate.  Drug and human trafficking are expected to continue.
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Such organizations and activities will threaten national or regional stability, structure, and legitimate political authority.  This, in turn, can affect U.S. interests.  Criminal organizations and elements will take advantage of information and communication technologies and the proliferation of weapons to develop very sophisticated capabilities.  The destructive social, economic, and political impact of crime will increase in both its severity and sophistication.  Transnational criminal activity, fueled by global connections to money and arms, will blur the lines between traditional military action and criminal activities.  Criminal organizations will continue to form strategic alliances with states and non-state actors, including terrorists.  Terrorists and criminals will also be active in such an environment, ready to exploit the situation for their respective gains.  United States joint forces, combined with law enforcement and intelligence activities in a collaborative information environment, will have to deal both with enemy military forces and other non-traditional forces, such as criminal organizations, terrorists, or religious fanatics, who will seek to profit from instability. 

Culture.  Because of (or perhaps in spite of) globalization, population growth, and other trends mentioned, culture will become an increasingly visible source of friction and potential conflict among societies.  The future operational environment must accommodate a significant trend in the growing number and significance of cultures and sub-cultures.  Fed by globalization, regionalization, and information age capabilities, new groupings are discovering—sometimes rediscovering—a shared culture.  This trend complicates our ability to define, understand, and influence the future operational environment.  
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The trend indicates that religious ideology will dominate as a driving social and political force.  Religion is an aspect of culture that frequently has created friction and conflict and most likely will do so in the future. Whereas communism and fascism were once used to motivate oppressed, impoverished, or culturally adrift populations, peoples seeking national, regional, or even global goals of dominance will increasingly employ religion, particularly in its most extreme form.  Indeed, religion has already taken its place with neonationalism and race as the ideological pretext uniting peoples and justifying conflict.  Religious radicalism and fundamentalism will become attractive to those who feel victimized or threatened by the cultural and economic impacts of globalization and increased social interconnectivity.  The rise of radicalism, including religious radicalism, will complicate any strategic action from all elements of power, altering the nature of combat.
  By its very nature, ideology is transnational.  It is greatly empowered by global information systems that allow participation, recruitment, planning, collaboration, and resourcing, regardless of borders or states.  This notion changes the calculus of conflict in which the stakes become higher, supreme sacrifice is more prevalent, and the perspectives on the constituent elements of will are different.
Another significant insight is the understanding that many cultural trends and drivers of social change will come from forces and influences external to a country or a people, rather than more traditional internal drivers.
  In general, globalization is viewed positively, especially in poorer countries as opposed to richer, developed countries.
 Globalization will continue to increase the intensity and breadth of outside influence on all cultures, with the U.S. culture being the dominant global influence.
  

The access to and awareness of other cultures, either through direct contact with individuals or through technologies that spread the popular culture of others, will increase dramatically by 2020-2030.  Western cultural influences, enabled by information technologies, have and will continue to have worldwide impact.  

Such impact is not always positive.  In very underdeveloped countries with a large, unemployed youth bulge, Western cultural influence results in disaffection and resentment—both of which fuel crime, terrorism, and drug usage.  External cultural infusion leads to a weakening of cultural cohesiveness, producing a backlash of negative attitudes and actions.  These attitudes lead to the development and spread of intense anti-Western sentiment that presents major political challenges or increased terrorist acts against U.S. interests and personnel.
   Many analysts believe we are witnessing a fundamentalist reaction to the influence of Western—primarily U.S.—power and culture.  This perceived cultural domination by the U.S. inevitably led to anti-U.S. sentiments and acts tailored to cripple the strategic power and image of the U.S.  

Training and Education.  Trends in training and education are important indicators of the stability, productivity, and strength of a society.  Education raises the potential for economic prosperity and political activity.  Education is “the foundation for development and a future place in the global economy.”
  Education will become more Web-based and easier, allowing far greater access to knowledge than ever before. 

Education, however, is a function of the ruling body and its inherent bias.  There is a global appreciation for the strength and quality of the U.S. university-level system and advanced studies programs.  More than 30 percent of all science and engineering doctoral degrees awarded in the U.S. during academic year 2002-2003 went to nonresident aliens, with the majority of degrees in the areas of science and technology.
  Over time this will tend to erode U.S. technical and scientific leadership.  This erosion can already be seen in the case of India, which is now one of the world leaders in computer software development.  Another trend is outsourcing of U.S. research and development and back-office and other IT support; whether this outsourcing is positive or negative remains to be seen.  

Further, education will raise awareness in the developing and underdeveloped world that one’s own society’s standard of living is far below that in the developed nations.  The resulting gap between the haves and have-nots will create tension, especially if people can be educated, but there are no jobs. 
Despite the general growth in educational infrastructure worldwide, in many countries access to basic education continues to be denied to certain segments of society.  The issue of fundamental education remains a concern in many parts of the world, and the education gap is widening further.  As of 2000, there were at least 880 million illiterate adults globally; 250 million children worked, and more than 110 million school-age children did not attend school.
  These figures represent more than 1 Billion people inadequately educated to participate in or benefit from the growth of the global economy. Providing adequate training and education to compete successfully in a highly technical global environment is an obligation of society.  If a segment of a population feels marginalized; unable to compete for jobs; educated but without outlets for such education; or denied basic education, it is likely that civil strife and violence, or even revolution may occur.  

Ethnicity.  Issues of ethnic cohesiveness and ethnic tension will be important to military forces operating in any future operating environment.  Similar to cultural conflicts, ethnic conflicts tend to rise when identities are challenged by the kinds of major social changes that accompany modernization and globalization.  While current ethnic fault lines tend to be geographically centered, in the next 20 years globalization will likely unite ethnic Diasporas around the world, including in the United States.  In the future, therefore, understanding and recognizing the ethnic makeup of a given environment and its ties to a global community will be even more critical.  
Additionally, the ethnic makeup of a particular operational environment not only will determine potential elements of support, but also will identify potential centers of resistance. That resistance may contribute morally, logistically, and financially as well as by actual physical participation in a resistance movement.  Additionally, we must accept that America itself will not necessarily remain an enclave or a safe haven, and will be more and more a vital element of the future battlespace. 
Geopolitics and Governance 

Trends, Drivers, and Implications

The Powerful.  Although the traditional nation-state will be redefined and perhaps weakened in the next 20 years, it will remain a key element of international and regional relations.  In affluent and developed countries consolidation of some traditional governance functions under regional economic and political supra-organizations, like the European Union (EU), will continue, but the member nation-states will retain significant powers.  For example in Europe, states such as Belarus and Russia may join together to form a larger state or union.  Regional supra-organizations represent a pooling of sovereignty to achieve greater collective power.  In them nations have the potential to become increasingly powerful, capable of concerted diplomatic, information, military, and economic actions. These regional supra-organizations can constrain or facilitate America’s ability to act or react. 

Further redefinition of the nation-state will be evidenced as political identities blur and some power shifts to nontraditional actors.  For example, some international or private business organizations will proliferate and assume some of the powers now held by local and national governments.  Others may become obsolete and dissolve, combine into different entities, or fade into obscurity because they are no longer relevant.  Nation-states will find it increasingly difficult to act unilaterally and will have to be more adept at forming temporary alliances and multilateral arrangements.  Otherwise, they will find themselves increasingly isolated, especially when entities in economic zones such as Europe or the Far East emerge with power equal to or greater than that of states.  
Nations-states experiencing significant economic growth will tend to develop pluralistic and liberal societies, as development and some form of democracy are usually interdependent. (It remains to be seen whether China will follow this tendency.)  In economically successful nations, identities, functions and allegiances of individuals, corporations, governments, and NGOs will dynamically change, blend, and disband as the information revolution, globalization, and international travel evolve.  Identity with the nation-state will have less importance as dual citizenship becomes more common and as regional supra-organizations mature and multinational corporations spread.  Allegiances will be tied more closely to cultural, religious, or ideological proclivities.  The Internet will enable interest groups to come together, morph, and disband with unprecedented speed.  Cultures will merge, the English language will dominate, and brand-name products will become increasingly universal.  International organizations and special-interest groups, and far-flung Diasporas will make competing claims on the loyalty and allegiance of their members because the Internet and global communications will strengthen the ties and power of scattered peoples.  People will increasingly make decisions from data that generally leads to an inclination to make quick judgments and intellectual snapshots with no hint of knowledge, understanding, or complexity.  The power of the media will be enormous.

The Weak.  The characteristic trends of the economically successful and developed world will have little influence in the non-democratic states of the noncompetitive world.  Primary alliances are more likely to form around a tribe, extended family, or religious leader, as the economic losers turn inward in frustration.  Countries that fail to achieve sufficient economic growth and wealth distribution will slide into or remain under one-party or one-person rule.  Single-resource/crop economies will be subject to arrested development and exploitation by non-state actors. In these areas, tribal and religious identification will grow and supplant the formal governing structure as the de facto government at the local level.   Potentially, these countries could become ethno-religious states headed by clerics and ruled by religious doctrine or law.
Failed or Failing States
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Figure 6.  The failure of weakened states has global implications.
Failed or failing states will arise as a result of economic collapse, resource competition, ideologically centered mismanagement, and failed social infrastructure.  (See Figure 6.)  Pakistan, Indonesia, Iran, Saudi Arabia, tropical African states, or India may fragment or collapse.  Some states or regions (for example, North Korea and Central Africa) will depend on foreign aid and handouts for survival.  As a result, aid-dispensing international organizations or MNCs may provide de facto governance.  Some areas that are currently ungoverned or lack effective government control (Northwest Frontier Province in Pakistan, Somalia, large areas of tropical Africa and South America) will remain ungoverned and increase in number.  In these areas, local warlords, criminal bosses, tribal leaders, and religious authorities will rule.  These areas will have increasing importance to desperate or disenfranchised citizens, while providing sanctuary for terrorists, criminals, and revolutionaries.  Terrorists, drug dealers, and criminal elements will thrive in these sanctuaries and will use them as the base to spread their influence.  They will migrate and return when necessary.  
Globalization.  Globalization will continue to have a profound effect on governance, on both the powerful and the weak.  It will significantly impact, either positively or negatively, how existing governments and future governments evolve.  The impact may be direct (through political actions of dominant supra-organizations) or indirect (through the influence of global culture or global economy).  Governments and regional alliances may come to view globalization as a challenge to their rights and legitimacy and will actively combat or subvert it.  Globalization is lessening single-state domination of particular industries, as it increases the importance of transnational organizations.  There is an increased probability of U.S. engagements in areas that are not under any state control or of actions against non-state adversaries.  Traditional application of the instruments of national power, such as diplomatic relations between states, may not be appropriate.   
Regionalism.  Regionalism, a growing trend, is the phenomenon that enables a geographically defined region to act as a single entity in order to achieve a common objective. (The JOE will use “Community of Interest” when discussing groupings of entities that share a common interest, but are not geographically bound.)  Globalization and information technology have facilitated the proliferation of communities of interest, many of which exist exclusively in cyberspace.  Globalization and the information age are enablers of regionalism.  As individual nations see a need to interact with the global community, they question their ability to do so effectively.  Often they will form associations with other nations in their region and conduct business as a cooperative grouping.  Information age technologies facilitate the formation, coordination, and collective action of these entities.  

In the current global environment, economic growth and prosperity appear to be the most common motivation for regionalism.  Collective security against external threats fosters a regional approach, but only as long as that threat exists.  A common concern over a shared regional resource, such as water or the environment in general, can result in regionalism focused internally.  In any of these cases, cooperation in one area tends to encourage cooperation in the others. Regional groupings gain strength when based on several interrelated concerns (for example, security and prosperity) and continue to strengthen over time.
Regionalism and globalization are separate but related phenomena. Both are motivated by prosperity and stability.  Both are enabled by dependent upon growing access to information and information technologies.  But either can exist without the other and continue despite the other.

Information.  The information revolution will effect change in governance worldwide.  It can serve governance by empowering it through improved communication and education, likely resulting in positive effects overall.  The information revolution can also serve political revolution because it facilitates the identification and organization of like-minded persons around the world.  As noted earlier, IT allows them to form special interest groups, unite Diasporas, and share vast amounts of information quickly.  Those able to afford the relatively low cost of information management technologies will have spectacular advantages over those who do not.  For example, by exploiting such capability, friend, foe, and neutral will attempt to create political and economic influences that, taken as a whole, can cascade across national and organizational boundaries with immense effect. 
Information technology will continue to spread world opinion that can influence and limit the power of government.  It raised international attention and pressure against apartheid politics in South Africa and fueled public opposition in Europe against OIF.  The proliferation of IT will increase the influence of opinions from states and non-state actors, as well as its use as a means of disinformation.

Terrorism.  While nation-states will continue to build and maintain conventional military capabilities, they will be forced increasingly toward an irregular approach to warfighting and development of a WME capability to deal with more advanced opponents.
  Physical, psychological, informational, and economic terrorism will threaten governance, although the form, organization, and tactics will evolve beyond that experienced today. Often, many groups who previously were unable or unwilling to use terrorism may resort to it as the only mechanism to further their cause and combat external influence or threats.  Temporary security alliances, along the lines of a “coalition of the willing,” may form to respond to regional or international terrorism.  Although the U.S. will remain the dominant military force, lethal niche capabilities could allow small states and non-state actors (including terrorists) to form temporary alliances or coalitions that will threaten the deployment and mission accomplishment of U.S. armed forces.  

Alliances and Coalitions.  Future alliances and multilateral arrangements will involve a greater array of actors than at present.  Uniting or disbanding based on common interests, these alliances and coalitions will use collaborative information sharing and database development as a primary means to unite. Traditional nation-state sovereignty will play a decreasing role.  International organizations, regional supra-organizations, nation-states, NGOs, local leaders, MNCs, special-interest groups, and religious organizations may be part of future coalitions, friendly or adversarial.  All members of alliances and coalitions will seek to control or focus the actions of the U.S.  It is also likely that U.S. armed forces will be tasked to reconstitute governance or substitute for established governance.  

Economics and Resources 

Trends, Drivers, and Implications

Competition for Resources.  During the next 25 years, there will be a shift in the pattern of resource dependencies.  In the developed world, political and environmental concerns, in concert with technological improvements, will lead us to seek a reduced reliance on fossil fuel.  Even though these same energy efficiencies will be available to developing countries, their increasing needs will lead to a greater demand for oil.  India and China will see their energy demands rise to “first-world” levels.  As these developing nations prosper, energy demands will grow as a result of increased heating, cooling, industrial, and transportation needs.  Issues of resource management (water and energy sources) become significant in regions when population demands outstrip local resources.  Technology, alternative energy sources, and improved conservation methods will provide some relief, but potential conflicts over scarce resources could easily destabilize some regions.  Access to resources will continue to be a primary concern of every state, and competition for limited resources will be a cause of future conflict.  States without large supplies of energy, water, mineral wealth, and agricultural resources will be significantly challenged to maintain economic growth and prosperity. Some adversaries might be able to leverage such situations by attempting to create instability in those countries controlling or using resources.
As economic systems become more integrated, interdependent, and globalized, they will be increasingly vulnerable to intentional disruptions to the supply of vital resources.  Developed countries, no longer producing much of their own electronics, steel, and energy will be particularly vulnerable to interruption of the movement of vital materials at critical points.  Control of pipeline pumping stations, maritime chokepoints, major ports, airfields, key rail junctures, and other critical segments of the transportation infrastructure will be vital, especially during a crisis.

Resource wars remain a possibility, and economic blocs will play an important role in distributing or denying access to important resources.  Internal conflicts may also arise over resource distribution and management, especially because of inadequate distribution infrastructure.  Ironically, countries that are or will be increasingly prosperous could be increasingly unstable because of inequitable distribution of their new wealth; such instability will likely lead to discontent, rebellion, and migration.

Impact of Technology.  Change will become more rapid and often discontinuous within a complex, interconnected, global, technological environment.  Countries and organizations will need to be flexible to manage change or they will fail.  Command economies and traditional societies will be hard pressed to keep pace.  Trade volume will increase, as well as the number of players and their impact on world trade.  The stock and commodity markets will become more vulnerable to short-term manipulation as IT permeates the global environment.  During times of crisis or war, adversaries will use market manipulation to support or frustrate international actions or merely to garner quick returns.  Adversaries will strive to profit from or affect markets as a way to improve their economic position while reducing that of the U.S.

Technology will have both economic and military impact.  New technologies can be the engine for rapid economic growth, but they have a price.  Increasing amounts of capital must be spent merely to keep up with technological change.  Money invested in legacy or inappropriate technology can retard a nation’s ability to respond to rapid change.  Militaries tend to have long-term R&D cycles, while business works on shorter-term goals.  Potential foes with access to business will benefit.

Information technology will enable corporations, governments, or groups to coalesce quickly to form political and economic blocs in response to change.  Large, temporary “single-issue” coalitions will be able to communicate and organize at both the macro and micro levels.  Unilateral actions by outside players may be more readily blocked or diverted, adding significantly to the number and type of actors that will be able to influence military operations.

Impact of Globalization.  The degree to which economic globalization will be successful and inclusive is unclear.  Success depends on sustained development; the expansion of accepted rules of international contract, property, and civil law; and the equitable distribution of economic resources.  Much depends on perception management and political decision making.  Increasingly, information operations will become paramount and preeminent in all considerations and planning.  Yet, failure of economic globalization may result from an increase in regionalism, religious radical fundamentalism, or worldwide economic recession or depression. 

Increased interconnectivity in world markets, which consequently affects local decisions and policies, may have unintended global consequences.  The increasing complexity and speed of the global economic system and limited resources and markets will give more significance to economic and resource alliances and blocs.  Competing for access to markets and influence will increasingly become a joint governance-business issue, while traditional national and international economic mechanisms will be less effective.  Change will be better managed in the developed countries, but in some developing countries the situation may become so complex and volatile that traditional economic assistance will not work without major political and social change—and possibly military intervention.  

Tensions over monetary, fiscal, environmental, trade, and safety and security issues will exist among national governments, businesses, and international organizations.  Aggressive capitalism, globalization, blatant consumerism, environmental issues, and public health will exacerbate tensions and result in a blending of roles and responsibilities.  Business will acquire greater leverage with governments and international organizations, because it is more flexible and has more options.  Corporations may form coalitions to support or oppose governance.  Nationally important businesses may assume a greater role in national security decision making.  Economic actions in one locale may spark conflict in a distant locale. The security forces of large, multi-national corporations will be definite considerations for the use of military power.  In addition, the day will come when MNCs will purchase commercial intelligence and sell or employ surrogate or mercenary forces to exert influence and to wage conflict.

Safety and security will be increasingly important, and individuals, groups, corporations, and governance will pay a premium to have it.  Security will be an expanding business, as corporations and governments operate in high-risk areas with a concomitant expansion of security risks.  Safety concerns will override some human rights, liberties, and privacy.  Industrial espionage and the advent of legitimate business intelligence will increase the requirement for personnel, physical, and electronic security.  Military forces will have to expend additional resources on computer network operations (government and corporate) and force protection, and train as partners or members of a coalition with a wider variety of military, paramilitary, police, and government and private security forces.  

Labor markets will be in transition.  The transfer of industry to developing countries can bring prosperity, or the promise of it.  As previously noted, pools of unskilled and skilled labor will compete for jobs, and workers will migrate to affluent countries while jobs migrate to poor countries.  Corporations that provide benefits and job security may command more loyalty than governments.  Industry will continue to move among work forces based on cost effectiveness and the ease of relocation.  Technology will facilitate this movement, allowing less-educated and less-skilled workers in underdeveloped regions to perform similarly to skilled workers in developed locations.  Some regions, such as Europe, have an aging skilled workforce, while other regions, such as South Asia, have a young unskilled workforce with few employment opportunities. Increasingly, the constant migration of labor forces among countries and organizations will enable adversaries to implant and use, when appropriate, sleepers, intelligence collectors, deceivers, cut-out operatives, and direct-action personnel.  
IMPACT OF REGIONALISM.  Regionalism contributes to the growth of the global economy.  It allows individually insignificant nations to cooperate and deal as a single entity on the global stage.  This fosters economic growth throughout the region and across the globe.  Rapidly growing access to affordable information technology and information encourages regionalism.  It enables nations to discover and discuss common issues and develop a coordinated approach to those issues. Globalization will tend to accelerate the trend of regionalism.  As the world economy becomes increasingly interdependent, the global marketplace becomes both more accessible and more competitive.  The small, independent player risks becoming marginalized.  Smaller nations will recognize that they cannot act alone.  They will tend to form economic relationships within their region that allow the region to deal collectively with allies and competitors.

Regionalism requires and promotes stability.  Often, when confronted with internal unrest or external threats, a nation or group of nations cannot adequately focus resources on solving economic or social issues. When regionalism takes hold, it fosters stability.  The more facets of regionalism bind together a region, the more those bonds will work to encourage continued stability.  Regionalism mitigates conflict.  Focused on internal cooperation, regions can deal with a wide range of ethnic, resource-sharing, demographic, social, and environmental issues that historically lead to competition and potential conflict.

Science, technology, and engineering
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The key strategic implications of science, technology and engineering (ST&E) will be shaped by and dependent on its global availability.  Culture will have a great influence on ST&E and vice versa as different cultures develop, adopt, and exploit technology in different ways.  Economics and other factors will influence ST&E as well because many key developments and breakthroughs will occur commercially.  For example, worldwide government R&D spending is dropping significantly.
.  Increasingly, offshore manufacturing will outstrip U.S. domestic manufacturing.   The next “key” technology is unknown, (see Figure 6) but there is no guarantee that it will be discovered or exploited in the U.S. Thus, military scientists and researchers will have to have pervasive, sustained, and trusting relationships with the commercial sector, at home and abroad.
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Research requires consistent effort and resources.  It cannot be turned on and off effectively or in a timely manner.  There is concern that the vagaries of U.S. government funding could put research at risk. Increasingly, many of the best and brightest advanced science and engineering students attending U.S. universities are foreigners, with the number of engineering full-time graduate students without U.S. citizenship actually exceeding U.S. engineering graduate students.
   Most of these students return home at the completion of their studies.  The U.S. still leads other countries in R&D but 70 percent of world R&D is conducted outside the U.S., and the share of U.S. R&D in the world is on a downward trend.
  While not necessarily portending a brain-drain in U.S. know-how, off-shore capabilities will increase, often approaching those of the U.S.  For example, according to the American Academy for the Advancement of Science, China has increased its R&D investments dramatically in recent years and is now the third largest investor in R&D (adjusted for purchasing power), behind only Japan and the U.S.
The pace of global revolution in science, technology, and engineering (ST&E) development is expected to accelerate during the next two decades.  This rapid rate of change will remain the hallmark of ST&E for the foreseeable future as innovative discovery continues within all scientific fields.  The ST&E world can be divided into five major subject areas: biological systems; machines and computers; information, knowledge, and communications; energy; and environment.  These discussion areas are broad, but in many cases, the connections or fault lines between them hold the most interesting insights for a military force that is anticipating the future operational environment.  

Trends, Drivers, and Implications

Advances in ST&E will provide significant improvements to many aspects of future life.  Things will be smaller, lighter, smarter, faster, cheaper, stronger, and more efficient than they are today.  Multi-functional materials and structures will become increasingly important.  Nano-structured, or very small-scale structured, materials will help drive many of these developments.  Similarly, the scale of electronics will be altered.  Molecular electronics, using molecules to perform functions of electric circuits, is a direction that will improve computational capabilities.  The small size and potentially easy production of these extremely small materials and processes will lead to faster and cheaper tools.  While there is a trend toward smaller things, there continues simultaneously to be activity at the opposite end of the scale.  Mega-engineering—extremely large-scale projects—will occur in those regions of the world where enough capital and capability can be brought to bear on problems.  The Three Gorges Dam in China is a good example of such a large system.  While this scale of project is likely to continue, it may become limited to areas where alternative solutions are unavailable.  For example, the combination of water conservation and alternative sources of water (perhaps desalinization), combined with the ability to make use of seawater (perhaps for irrigating genetically altered plants), will lessen the need for larger water projects.  This could have direct military impact because the potential for a conflict stemming from a competition for scarce resources would likely be reduced.  In other areas, swarms of extremely small machines may do the work currently done on a very large-scale, such as mining or remote sensing. 

Biological Systems.  Biology will continue to be an important area of analysis within the ST&E world.  Biological systems and processes will inspire sensors, manufacturing, and self-modifying diseases, and will genetically modify crops, animals and people.  “Bio-informatics” will begin to harness biological processes to continue the rapid growth in information technologies.  Human capabilities and knowledge (health, strength, and cognition) will be enhanced and improved in many ways.  As medical science advances, it will become increasingly easy to select the sex and characteristics of babies.  This may be desirable in some societies, as in China today, and may result in a relative shortage of women. 
Human engineering will alter the way people will be able to think and act.  Those who benefit from it will live longer, healthier lives with much greater potential to provide meaningful contributions to society.  The converse, though, may be devastating:  the shallowness of perspective based on over-reliance of technology could result in “brain-drain” and the erosion of intellectual capital.  Moreover, many entities will use advances in technology to seek enhancements that can eventually lead to “super human” strengths, cognition, and senses, while degrading “undesirable” human traits (such as sympathy, emotion, and love).

Some actors will use that biological knowledge and its potential power to do harm.  The prospects for “designer” biological (and chemical) warfare agents grow with each advance in the biological sciences.  The ability to enhance human performance or alter human behavior will be available to any individual or group with the financial and mental capital to exploit it.
   

Neuroscience, the study of how the human brain processes and analyzes, will contribute to human cognition and health.  There will be a growth in understanding the biochemistry of the cell membrane and how information is received and processed.  Understanding how information is organized for use and storage in brains (human and machine CPUs) will also lead to cognitive improvements of human and machine.  

Machines and Computers.  By 2020-2030 machine intelligence and capabilities could surpass human capabilities.  Robotics will play an increasing role in business, personal activities, and military affairs.  Militarily, robotic swarms will become more prevalent as potential adversaries take advantage of now-nascent thinking and developments in miniaturization.  Emerging technologies will continue to support or surpass Moore’s Law of computing power (data density will double approximately every 18 months), since the increasing rate of change in technology is a critical future trend. 
  Molecular, biological, optical, and eventually quantum computing will eventually start to replace silicon-based integrated circuits.  Quantum cryptography may be available within the next 20 years, thereby allowing unbreakable codes to be developed for mass use.  Broadly speaking, in the 2030-plus timeframe, humans will be inextricably linked and in some cases it will be impossible to differentiate between man and machine.  This phenomenon will be as real for friend as for foe.  

Information, Knowledge, and Communications.  The information, knowledge, and communications revolution will continue to accelerate.  There will be ‘tele-everything’: tele-conferencing, -shopping, -work, -school, and -play.  The limits of silicon-based processing will be surpassed by other materials and methods.  It is even conceivable that tele-everything could be surpassed by extraordinary sensing, awareness, and, in some cases, machine-enhanced extra-sensory perception and telepathy under various forums of performance.  Pervasive information, combined with lower costs for many advanced technologies, will result in individuals and small groups having the ability to become “super-empowered.”  They will employ niche technology (WME, for example) capable of defeating key systems and providing inexpensive countermeasures to costly systems.  

These super-empowered people or groups will have a magnified ability to do both good and evil.  There will be a greater probability that true democracy can flourish in areas that make the best use of available technological opportunities.  Concurrently, some individuals or groups will have the ability to exert greater influence than others.  Time and distance constraints will become largely insignificant.  Super-empowered groups will be able to plan, execute, receive feedback, and modify their actions, all with maximum synchronization.  

Communications links, enabled by wireless and broadband technology and connected through vast and complex networks, will continue to grow.  These integrated, interdependent systems will provide much of the expanded level of available knowledge.  Indeed, information webs will create greater combined intellectual power.  The collaborative information environment (CIE) enhanced “collective brain” will come together and disband based on need.  Hundreds of minds enhanced by technology and working as one will far out-distance individual geniuses.  These connections, more often electronic or remote, but occurring also at a personal level, will improve how people relate to each other.  While cultural biases will remain, there likely will be much more and effective communication.  For example, automated language translators will become the norm; first of written electronic communications, and shortly thereafter, direct oral translations between people. 

The complexity of information systems has a continuum of risks and strengths, however.  More webs create greater combined intellectual power, but they also create more interdependencies and therefore more vulnerability.  Indeed, as the U.S. military transitions to and becomes dependent on network-centric operations, the complexity of future networks and interactive systems of systems will bring out inherent risks associated with the loss of information on the network.  Such loss could occur through system failure, such as physical disruption of a key node or human error.  Information on the network could be modified (possibly with malicious code) or sensors and processors could be overwhelmed with data input.  Presenting more targets in a short time than could be countered would also pose a significant threat.   When a network is stressed in one area, there is greater potential for widespread cascading effects, not always in expected areas.  Information reliability becomes crucial to an organization that is dependent on it for survival.

The interconnectedness of the world and the empowerment of certain individuals and groups will lead to a desire by some to influence events and a growing belief that people can affect anything.  This belief, accentuated by collective intellect and man/machine symbiosis, could lead to a new, virulent strain of uncontrolled aggressive intellectual behavior, indeed, competition.  This is the psychological nexus that technology has with the human mind.  At times, and perhaps at all times, this will be seen in warfare.  Boundaries of what is acceptable in warfare will continue to blur.  Adversaries will seek vulnerabilities in information systems; some unrelated to military use, and exploit them with devastating results.  Swarms of micro-size, networked machines may be used to perform intelligence, surveillance and reconnaissance (ISR) operations, and may be used for physical destruction or disabling of an opponent’s equipment.   

Information will become, essentially, the ally of all who have the capability and intent to use or exploit it.  As the world embraces information-age technology, the availability and ability to manipulate information will improve.  Both military and civilian applications will occur more quickly and more effectively.  Information technology will enable quicker and more situational military actions or even change the nature of war as systems, not people, are attacked and destroyed.  Consequently, information operations will increase in importance for friend, foe, and neutral alike. 
Models and simulations will be pervasive and provide far more accurate portrayals of reality than previously achieved.  Games in synthetic environments with avatars acting as adversaries will become more important for training, education, and interactive wargaming.  Models and simulations will be increasingly sensitive to initial conditions and details embedded within them.  Networks and network centricity will be fundamental to future conflict.  Networks will increase in complexity, pervasiveness, effectiveness, and density/layering, for example, expanding and contracting push and pull methodologies to and from communities of interest (COI) and communities of practice (COP).  The use of “electronic data” will increase, and that same data will be vulnerable to attack, destruction, manipulation, or alteration/corruption.  
Energy.  Alternative energy sources will become more prevalent.  Hydrogen, various forms of atomic energy, and hybrid systems could potentially somewhat lessen reliance on fossil fuels.  As a result, long military logistic tails would shorten.  Combat forces would be able to operate for extended periods without being totally reliant on support units.  Sensors and systems will have longer ranges and greater persistence, powered by derivatives of alternate energy sources that replace or enhance current battery technology.  Systems that can kill will have greater lethality on, above, or under every environment: land, sea, air, or space.

Environment.  Earth sciences will be capable of much better understanding of all environments, including land, sea, air, and space.  More accurate prediction of weather and geologic phenomena will aid in planning everything from physical structures to personal time. However, the increasing density of the world’s population as well as urbanization and development of economic infrastructure will increase the impact of natural disasters such as earthquakes, hurricanes, and tsunamis. 
SECTION 4    JOE IMPLICATIONS FOR CONSIDERATION

Having described the variables that define the operational environment and discussed the trends that will work upon those variables, we can now consider the implications of those on the future operational environment.  The iterative nature of the JOE dictates that implications will change as circumstances or variables change.  This section introduces both general and specific implications and demonstrates their potential impact on the operational environment of the future.  These factors will help shape concept development and experimentation and guide the development of specific scenarios and situations that will challenge the future force. While neither inclusive nor in depth, these broad implications serve as a conceptual framework for further discussion. The near-infinite variations that result from the interaction of these trends and variables upon each other ensure a wide range of potential future environments for experimentation events that support concept development, yet constrain these alternative futures into the realm of realistic and supportable realities.  Appendices A (Impact on US National Security Strategy) and B (Impact on Adversary Strategic Design) address the ways in which the future operational environment may influence the national security strategies of both ourselves and an array of potential adversaries.
Understanding the Nature of Future Conflict  
The Joint Staff Capstone Concept for Joint Operations (CCJO) is the overarching concept of the family of joint concepts that guides the development of future joint capabilities. Many of these concepts are quite different from what U.S. military forces have experienced in the past.  The military establishment must understand what these concepts mean and what they imply for the new “American Way of War”.  
No Sanctuary  
No sanctuaries will exist—anywhere.  Attacks will occur in CONUS, against military installations, lines of communication (LOC), sea ports of embarkation (SPOE), and aerial ports of embarkation (APOE), as well as command, control, communications, computers, intelligence, surveillance and reconnaissance (C4ISR) facilities on and off base.  Asymmetric attacks will occur at multiple locations with a variety of weapons including WME, non-lethal weapons (NLW), and in particular IO.  No sanctuary means that awareness and training paradigms must change to include military families, key civilian knowledge workers, and owners of critical infrastructure that support DOD bases and lines of communications.  Such training also includes local law enforcement officials and organizations, and state and local officials who operate emergency operations centers (EOC).

Global Battlespace

Operations will occur around the world at multiple locations simultaneously.  Asymmetric adversaries will attack friendly forces and the U.S. military will be taking the fight to them around the world and in all domains – air, ground, sea, space, and information.  From a macro perspective, the military has to broaden its outlook of modern conflict to one that is more holistic and inclusive of all elements of national and organizational power.  Specifically, it must learn how to manage many fights—some in CONUS, some outside, some tangible, some intangible, across multiple domains at different locations, in both space and cyberspace.
Domain Simultaneity

Events will not occur in isolation except for a purpose, such as deception.  Instead, events will occur in multiple locations across multiple domains (air, ground, sea, space, and information) at synchronized times to create the greatest tangible and intangible second- and third-order effects.  The United States must prepare its leaders, command and control apparatus, and organizations to withstand the simultaneous assault of multiple domains at multiple locations around the world.  The U.S. military must wargame such effects, acknowledge complex environments and highly capable, adaptive threats, and form hypotheses about their success.  It also must identify the most effective use of traditional and non-traditional information collection to confirm or deny these hypotheses.

Regionalism 
While some may see regionalism as a threat to certain aspects of nationalism, culture, and ethnicity, regionalism is inevitable and, if managed properly, beneficial.  The presumption that regionalism requires stability—internal to individual nations and among those nations—is an indicator of that benefit.  Only after that stability has been achieved can separate nations begin to cooperate as a single regional entity.
Any trend toward regionalism can be expected to be accompanied by a complementary trend toward stability.  This stability then allows regionalism to develop in regard to the region’s economic health and prosperity.  Interacting in the global economy as a major player enables an economy of scale not available to smaller individual parties.  The region is able to negotiate for higher prices for its goods and services while controlling the cost of commodities it needs from others.  This encourages a healthy global economy whose continued growth the global security environment.
Although regionalism may encompass the development of a regional military organization, the same factors that motivate a regional approach to economic and social development, serve to constrain the employment of that military power.  A region-based military capability would enhance internal stability while deterring external threats.  

The stability and economic growth resulting from regionalism will also enhance social harmony and overall quality of life.  Higher education and meaningful employment will diminish many of the causes underlying social conflict and unrest.  Cooperation in the management and exploitation of regional resources can mitigate the competition that often leads to conflict.  It also results in more efficient and effective approaches toward social and environmental issues that span international borders.

The phenomenon of nations and other entities grouping together to fulfill common objectives and address common issues is not wholly dependent upon geographic location.  When the geographic facet is absent, these groupings will be referred to as “communities of interest”.  Enabled largely by the Internet and other information technologies, the communities of interest are motivated by similar goals and can gain some of the same advantages in their economic, political, and social interactions with the international community.  

Current economic trends predict a growing gap between the rich and poor.  Regionalism and globalization can mitigate this trend.  Affordable information technology and ready access to the information domain are needed to realize the potential benefits of a globalization, regionalism, and the global marketplace.  It is clearly to the advantage of the developed world to increase participation in the global economy and foster prosperity throughout.  The benefits of regionalism—stability, prosperity, and social harmony—may apply on a global scale.

Rigor of Non-linear, Distributed Battlespace

When concept writers discuss non-linear battlespace, they are referring to operations in complex environments.  In complex environments, multiple interactions constantly occur and effects of actions often occur not only rapidly but exponentially.  In a complex operational environment, some of the smallest activities and interactions cause the largest effects.  No activity is subject to successful prediction.  Instead, outcomes will be possibilities (potentialities unbound by constraint) that undergo confirmation or denial processes.  Relationships will be critical but often unfathomable to the human mind and, without the aid of very fast computers, difficult to find.  The broad implication here is that people and organizations must study and understand complexity theory and apply it to their thinking, planning, and decision making.

Pervasiveness and Influence of Networks

Networks and network-centric operations will dominate future conflict.  Network-centric is a personal and organizational philosophy in which decisions are decentralized at the edge of the network; knowledge to make decisions is extremely important for holding risk and second- and third-order effects to a manageable level; the network offers new ways of maneuvering; and the network becomes self-synchronizing and self-healing.  These characteristics imply strong intellects and strength of character for people making decentralized decisions.  The characteristics also suggest the absolute need for people, computers, and networks to provide the valuable data, information, and knowledge for making fast, effective decisions.  The broad implication is that the network is central to any notion of future conflict.  With this thought in mind, people must think through the notion of the network and network-centric operations, explain them in conceptual work, experiment with them, and provide conclusions to emergent doctrine.

Importance of Knowledge

Knowledge is critical for making decisions faster and better than the adversary and for sustaining the advantage of knowledge and decision dominance.  But, because it faces smart, adaptive, learning adversaries, the U.S. military must understand that the conditions of superiority and dominance will be severely and continuously contested.  Adversaries will wage a “knowledge war” over valuable knowledge – physically and in cyberspace.  The principal tool to wage this war will be IO.  The United States must incorporate knowledge war into its thinking, lexicon, doctrine, and training.  Simulation and modeling must change to represent the information domain and knowledge environments and architecture in both training and mission rehearsals. 
Adversaries will have increasingly uniform access to valuable data, information, and knowledge.  Some of this information and knowledge will come from collection operations; some will come from open sources such as television news and open source databases.  Perhaps the most difficult aspect of information to control will be commercial intelligence.  Along with the sale of high-quality imagery, there will be increasing growth in commercial HUMINT, measurement and signature intelligence (MASINT), and SIGINT.  Adversaries will also use commercial knowledge or intelligence analysis including knowledge product research and packaging.  In addition, there will be a plethora of commercial business intelligence tools and databases available from the Internet.  The processors and databases needed to engage in data mining and the very quick production of trends, relationships, and places of interest contained in available data, information, and knowledge will be for sale to anyone.  The U.S. military must train to operate in an environment in which its adversaries have access to high-grade and timely data, information, and knowledge such as that listed above.  Military trainers and educators have to replicate such adversaries with their intent, money, and access to valuable data, information, and knowledge.  The information-rich environment that the JOE portrays truly levels the “playing field of information.”  With equality of information, the advantage will often go to the side making the best use of information to make faster and better decisions.  

Culture Matters

Throughout history, the United States has acknowledged the importance of culture in varying degrees.  Having lost significant ground in the clash of cultures in recent years, however, the U.S. finds itself attempting to catch up.  This involves acquiring sufficient subject matter expertise and intellectual capital, gathering information regarding the specific situation, developing the concepts and plans to effectively gain the initiative, amassing required resources, and implementing plans.  Evolving U.S. joint operations doctrine posits a national-level campaign that focuses national capabilities—diplomatic, economic, information, and military—toward averting, deterring, and if necessary winning future conflicts.  Once engaged, the United States must consider the political, economic, legal, military, and territorial aspects of the adversary’s capability.  It is now clear that a cultural element must take its place in the equation.

For the foreseeable future the United States is quite capable of dealing with the military and territorial challenges of a conflict.  It has both the experience and the resources to defeat any military opponent.  It has also wielded diplomatic and economic power to influence an adversary’s political and economic systems.  The challenge now is to relearn the skill of winning the cultural component of a campaign.  A successful campaign will defeat both the adversary’s will and his capability to continue the conflict.  Of the two, the will is far more important in terms of post-conflict stability.  The cultural aspect of a society will be key in dealing with the adversary’s will to continue the conflict.  

Do No Harm.  The United States must approach the cultural dimension in two ways.  As a physician’s first rule is to “do no harm,” the United States must first inform its own actions and behavior to avoid fueling the adversary’s will to fight.  This requires cultural awareness at all levels, from the individual soldier interacting with the populace, to the fire support officer selecting targets, to the commander formulating his intent, to the national leadership setting policy.  This is a relatively simple matter of training and education combined with growing experience.

Influence the Culture.  The second aspect appears much more challenging.  How can a culture be influenced to conform to a desired behavior and create a favorable perception of American efforts?   To impact an adversary’s will and perceptions, the United States must be able to appeal to or neutralize his emotions, while informing his cognition.  This requires recognizing those elements of a culture that can be manipulated, learning how to do that manipulation, and being able to predict the result of that manipulation with some degree of confidence.  There is a dual cultural pathway for future success:

· Develop the cultural subject matter expertise through a combination of in-house training, outside subject matter experts, and access to centers of excellence.

· Develop the cultural aspects of emerging Joint operational concepts.  How does culture affect the way one plans, conducts, and transitions from operations?  How does one influence culture to support plans, operations, and transition from conflict? 

High Risk Second- and Third-Order Effects

All decision making will involve risk and possible second- and third-order effects.  When contemplating activities at the operational, strategic, and grand strategic (national policy) levels, risks are higher and possible outcomes of second- and third-order effects greater than at the tactical level.  Thus, knowledge-producing organizations and knowledge experts will have to provide high-grade information and knowledge to decision makers to help them keep risk and second- and third-order effects at manageable levels.  Redesigning training events to put future leaders into such environments is essential.  Such training environments need to provide constantly complex, dynamic challenges to help participants learn from their mistakes. 

Effects-Based Plans, Operations, and Assessment
Because of the complexity of societies, organizations, and the continuing effects of globalization, antagonists will be effects-based in their pattern of operations.  Effects-based operations view the adversary as complex, interrelated systems and advocate the use of all elements of available power to create actions leading to desired effects on those systems.  The United States, for example, seeks to use diplomatic, information, military, and economic activities to create effects in an adversary’s political, military, economic, social, information, and infrastructure systems.

The military dominance of the United States and its likely allies will force many potential adversaries to consider alternatives to conventional warfare.  Ready access to information technologies will empower militarily insignificant adversaries to gain the knowledge to apply an effects-based approach toward any conflict with the United States.  We can anticipate any adversary will attack our systems with whatever degree of sophistication he is capable of. The United States’ systems are particularly susceptible to this approach.  This susceptibility derives from the complex interactions and interdependencies of infrastructure and other elements of national power, complex distribution systems, the vagaries of globalization, and the ubiquitous nature of data, information, and knowledge.

As such, the future operational environment will encompass not just our military, but the United States homeland infrastructure and the political, economic, social, and information systems that form the basis for our national power.   A full scale effect-based conflict with a near -peer competitor would require a high degree of knowledge to both create effects in the adversary’s systems and defend our own systems from a sophisticated attack.

Even the least sophisticated adversary will recognize the benefit of an effect-based approach. While he knows he cannot stand up to and defeat the United States military, the adversary can select targets that he believes will erode national will and attack critical nodes in those systems vital to support our military operations. Over time, he hopes, a series of such attacks may create the desired effect – United States’ withdrawal –without having to defeat our military. 
Weapons of Mass Effect

The future’s asymmetric adversaries will have access to WME; they will use them when and where they deem appropriate.  They will use them abroad, and they will use them against the United States homeland.  The U.S. must prepare for this new twist to warfare as an eventuality.  It will inevitably find itself pitted against sophisticated adversaries who, for a variety of reasons, will sacrifice their lives to employ such a weapon.  Military force protection must combine traditional aspects of force protection with ISR in garrison, on alert, enroute to APOEs and SPOEs, enroute to and in objective areas.  Along with traditional ISR, the U.S. military must learn to use human sensors—law enforcement, medical, fire, and veterinarian personnel—to tip, cue, and warn that the adversary is planning to use WME.  In addition, it must use extensive collaborative networks linking military installations; state and local EOCs; and state and local police precincts.  Merging force protection and intelligence/information collection will be at the forefront of all operations, as the objective with primacy involves detecting and preventing attacks with weapons of mass effects.

Section 5    Conclusion
Understanding the global environment and threat is the intellectual basis for transforming the Joint Force to meet the demands of future U.S. National Security Strategy. The Joint Operational Environment is the common frame of reference for capabilities-based transformation.  It provides a framework to support experimentation and future concept development.  The JOE discusses the four challenges we will face in the future operational environment – traditional, irregular, catastrophic, and disruptive, and their confluence.  It then discusses the twelve critical variables that are used to describe an operational environment. Understanding those variables and how they impact on the operational environment allows us to discover current trends.  In turn, the JOE applies those trends to the critical variables and projects their impact on the future operational environment of 2030 and beyond. The result is a guide for depicting the range of operational environments in which the future Joint Force will operate.
That force will operate in accordance with the U.S. National Security Strategy (NSS). As the conditions and circumstances of the operational environment evolve, the NSS must recognize and adapt to the new realities. Appendix A discusses the impact of these trends and their implications on the policies and directives articulated in the NSS. 

The operational environment will also shape and define the nature of the future adversary. In the timeframe of the JOE, the United States remains the dominant military power, yet there are emerging near peers that may challenge this dominance, as well as regional actors that will accept the risk of a conflict with the United States, and other entities that may falsely believe they can pursue an agenda of violence with impunity.  Appendix B addresses the full range of  tactics, operational design, and strategies that future adversaries may pursue.

Together, the operational environment and the adversary help define the requirements for United States Joint Force capabilities.   The JOE provides the framework for an understanding of not a single predicted future operational environment, but rather a range of possible environments.  Likewise, the threat is not tied to any single adversary and its future capability. Rather, it is discussed in terms of potential capabilities and a likely range of tactics, operations, and strategies that may arise to challenge the United States in not only the military arena, but also on the economic and diplomatic stage.
Near-term resource commitments and operational design require accurate predictive intelligence.  That degree of accuracy degrades as we look out further in time. In the timeframe of the future operational environment - 2030 and beyond - precise predictions become more difficult and provide a questionable foundation for concept development and experimentation.  Thus, the JOE provides the insights into the future operational environment that concept development and experimentation require. By addressing the future in terms of variables, trends, and their implications, the JOE frames a range of possible future environments that enable concept development and experimentation to explore a broad spectrum of realistic challenges and achievable capabilities.  The JOE does this while mitigating the risk of being either completely wrong in a single prediction or wandering aimlessly through a nearly infinite set of possible futures.

The JOE will remain a “living draft.”  The practice of frequently updating the JOE based on semi-annual conferences, continuous research and analysis, and feedback from users of the JOE has proven to be viable and valuable.  This has led the JOE to become a useful unclassified reference for experimentation and concept developments for the Joint Force, across the Department of Defense, and among the services.  
ANNEX A   Impact on our National Military Strategy

Actors

The next two decades will contain a perplexing, complex array of security challenges for the United States.  Expanding webs of social, economic, political, military, and information architectures will afford opportunity for some regional powers to compete on a broader scale and emerge on the global landscape with considerable influence.  In addition, regional power structures are likely to change continuously, as regional conflicts, civil wars, and transnational actors reshape existing norms.  It can be expected that nations, transnational actors, and non-state entities will challenge and redefine the global distribution of power, the concept of sovereignty, and the nature of warfare.  Local conflicts and wars will be commonplace and will always carry the risk of escalation into broader conflicts. 

Many actors looking for a role on the international scene will perceive that the United States seeks global empire and hegemony.  Consequently, partnerships and coalitions are likely to form as a means of mitigating the dominating influence of U.S. power structures.  Because many of these actors are currently in a state of flux, their identities may be radically different 20 years hence, and very fundamental shifts could occur in their relations with each other.  These factors indicate that alliances, coalitions, and partnerships will likely be very fluid, generating a dynamic environment in which power centers can shift rapidly to leverage opportunity or allay a common fear.  Information and knowledge will become critical commodities and one’s status in groups, relationships, or coalitions will dictate policies of sharing and collaboration.  

Current trends still indicate that the key powers in a regional and global context will most likely be the United States, the European Union, China, Japan, and Russia.  However, the emergence of other global actors remains a distinct possibility.

Key regional powers, whose activities or issues have the greatest possibility for creating global consequences, are most likely to be Indonesia, India, Pakistan, Turkey, Egypt, South Africa, Brazil, the Koreas, China, and Mexico.  This is not to imply that these nations represent the most powerful in a given region.  They are simply offered to illustrate the growing significance of certain states in the global setting.  Many other nations have the potential for failure as a consequence of under-representative governance, an inability to meet the needs of their populations, as a product of ethnic, cultural, or religious friction, or lack of access to resources or markets (more than 1 billion people live on less than $1.00/day
 and over 1 billion lack access to safe water
).  Globalization will demand international interaction on a wide range of issues, often creating friction as cultures, religions, governments, people, organizations, and economic networks collide in highly competitive global settings.  All things considered, complexity and uncertainty will be common in any strategic setting.  
Foreign Perceptions

Perceptions of the United States will likely have long-term influence on the actions of opponents and allies alike.  They are the root of strategy in the use of force.  Nations (or transnational organizations) will rely on their perceptions of U.S. power and its military force capabilities as they seek ways to neutralize, counter, or offset its advantages.  While such a design principle is normal (indeed, all warfare seeks to focus whatever may be one side’s comparative advantages against an enemy’s relative weakness) the emerging phenomenon is the extent to which U.S. military operations are studied and used as a metric for design.    
Foreign perceptions of U.S. culture tend to be influenced by the commercial and entertainment sectors, which are most likely to export their views.  This results in distorted perceptions and a misunderstanding of the true values of the American culture.  These perceptions aggravate the friction that comes from interaction between two different cultures and they increase the potential for conflict.  

Recent instances in the employment of U.S. combat power shape the studies and writings of the majority of foreign military experts.  A review of these studies indicates there are some key commonalties among allies and potential adversaries, regardless of region or motivation in their views about U.S. operations.  In general, common foreign perceptions of the United States are:

· While it is unwilling to accept heavy losses, if avoidable, confidence in its technological superiority has grown such that the U.S. is increasingly willing to take risks to achieve rapid, decisive victory in military operations.

· United States confidence has led to less emphasis on the political foundations of war and planning for a viable political end state.

· The U.S. is increasingly focused on information domination, speed, precision, standoff technology, and dependence on air superiority to achieve overwhelming power against conventional force opponents.

· American leadership remains sensitive to domestic opinion and commits considerable effort to shape that opinion through domestic information operations with an eye towards rapid, successful termination of hostilities.

· The United States is increasingly less sensitive to world opinion and more willing to act unilaterally.

· The U.S. lacks commitment over time.  American military operations are sensitive to collateral damage; they employ indigenous groups for close combat; and they are of short duration.

· The United States will seek cooperation and support from countries critical to military operations by applying its considerable economic resources.  (Note, however, that divergent regional interests may make it difficult to achieve and sustain such cooperation in a protracted conflict.)
· U.S. preemptive attacks can be deterred by the availability of nuclear weapons. 

Characteristics of Military Operations

Characteristics of military operations embody the application of capabilities, and the influence of rapidly changing operational situations as part of any operational construct.  These characteristics capture the concept that opportunity, as assessed from the total environment, represents the new model for operations.  Yet the ability to exploit that opportunity will be influenced by what the American leadership, and the public they represent, perceives as acceptable ways and means of waging war.  While combatants will seek to create opportunities and take advantage of those that lead to their desired endstate, their actions will be constrained by self-imposed limitations and restrictions.  The prevalent characteristics of current and future military operations are discussed below, but it is useful to begin with a view of the American way of war:

“The American Way of War.” That phrase—popularized by the military historian Russell Weigley in his 1973 book of that title—has come to refer to a grinding strategy of attrition: the strategy employed by Ulysses S. Grant to destroy Robert E. Lee’s army in 1864-65; by John J. Pershing to wear down the German army in 1918; and by the U.S. Army Air Corps to pulverize all the major cities of Germany and Japan in 1944-45. In this view, the Civil War, World War I, and World War II were won not by tactical or strategic brilliance but by the sheer weight of numbers—the awesome destructive power that only a fully mobilized and highly industrialized democracy can bring to bear. In all these conflicts, U.S. armies composed of citizen-soldiers suffered and inflicted massive casualties. Our ability to both inflict and endure such casualties more effectively than could our adversaries ultimately resulted in victory. 

This strategy’s time is now past, however. Spurred by dramatic advances in information technology, the U.S. military has adopted a new style of warfare that eschews the bloody slogging matches of old. It seeks a quick victory with minimal casualties on both sides. The hallmarks of this new style of warfare are speed, maneuver, flexibility, and surprise. It relies heavily on precision firepower, special forces, and psychological operations. Further, it strives to integrate naval, air, and land power into a seamless whole. This approach was powerfully on display in the recent invasion of Iraq, and its implications for the future of American war fighting are profound.

Ongoing joint and service experimentation efforts have produced a family of emerging warfighting concepts that address the ways in which the U.S. will conduct future military operations and suggest the means that will enable this new “way of war.”  A necessary addendum, though, is a consideration of those self-imposed constraints and cultural limitations that affect the way we engage the threat.  Specifically, this study must examine how legal considerations, friendly casualties, information operations and the media, and cultural awareness influence the American way of war today and the operational environment of the future.

Implications of the American Way of War
Ongoing operations in Afghanistan and Iraq provide a constant source of anecdotes that demonstrate the American proclivity to hamper the effectiveness and efficiency of military operations based on non-military influences.  Forces withdraw rather than destroy a religious site.  Soldiers accept additional risk in order to reduce danger to non-combatants.  Rules of engagement limit a soldier’s ability to engage potential threats with deadly force.  The “good” or “bad” characterization of these limitations and the influences that produce them are—and always will be—debatable.  The fact that they are another set of factors that must be considered when envisioning the operational environment is not.  Even if a conflict threatens national survival, American forces will operate under constraints and restraints that define our essential character as Americans.  These limitations may vary in relation to the threat, but they will always be there.

· Legal Considerations

While the United States is still obligated to respect and adhere to internationally accepted “laws of war” and legally binding treaties of which it is a signatory, there is increasing pressure to apply considerations appropriate for civil law to military operations and functions.  The notion of “proportionality” is beginning to creep into discussions regarding the appropriate level of military response.  This idea addresses the American public’s notion of fairness.  Just as every crime does not deserve the death penalty, so every military threat does not require full-scale military retaliation.  Although this notion has no basis in military theory, the U.S. must nevertheless be prepared to consider proportionality and the likely public perception of the appropriateness of a military response to a threat.  In varying degrees all elements of national power (diplomatic, informational, military, and economic) must be considered and brought to bear in the correct proportions depending on the situation.  

Other more specific legal issues are being raised regularly.  In many cases, individuals/agencies are challenging the military’s relative freedom to wage war as it sees fit, within the constraints of international law and existing treaties.  For example, it has been suggested that enemy detainees and prisoners of war should be afforded the same legal protections enjoyed by U.S. citizens and residents.  Regardless of the outcome of any single case, the U.S. must accept the fact that it will be continually challenged with regard to the legality of the war it is waging at the time and the ways and means by which it is conducted.  Irrespective of the legality of policies, American political and military leaders must be sensitive to public perception.

· Friendly Casualties

The United States’ aversion to casualties appears to have become ingrained in the new American Way of War.  In some ways, current emphasis on interagency operations, maneuver warfare, rapid decision, IO, precision fires, and other applications of power is a result of a desire to preserve American lives.  Military operations are planned with this in mind, and the public’s perception of eventual success of an ongoing conflict is based largely on this casualty figure.   

In competition with this desire to minimize casualties is an almost equal determination to minimize collateral damage to the civilian population, infrastructure, and culture.  There is no ambiguity in the clear choice between a soldier’s life and an inanimate structure.  However, that choice is not always clear.  Consideration of the local people and their infrastructure is a significant part of an overall information campaign to win the hearts and minds of the populace. While this consideration will not cause the U.S. military to disregard loss of life, it does cause it to accept a greater risk of casualties.  Greater risk, in turn, is likely to lead to greater casualties.

The future American Way of War must be able to balance these competing trends.  It is unlikely that either will conveniently disappear from the public’s radar scope.  One of the greatest challenges for military and political decision makers will be to strike an acceptable balance among them, focused, as always, on successful conclusion of hostilities.  

· Information Operations and the Press/Media

The importance of a skillfully orchestrated information campaign cannot be underestimated.  Some may view this campaign as the driving factor for all other complementary operations—political, military, and economic. This campaign is designed to gain the support of the nation, the world, and the local populace in the operational area while draining the will of the adversary.  For the United States, this information campaign must be based on the truth.  Aside from the potential backlash of being caught in a lie, it is simply an accepted part of the American value system—honesty is a hallmark.  Domestic public affairs effort is designed to build support for a cause among the American people, while both diplomacy and international media efforts seek to build international support.  Inside the operational area, psychological operations (PSYOP) campaigns are conducted to both win support of the locals and to attack the will of the adversary.  In many respects, the success of the information campaign depends on the outcome of other ongoing operations.  Greater soldier casualties may cause the public to question U.S. involvement; greater collateral damage in the local area—for example, civilian lives and structures—makes it more difficult to gain local support.  Both of these cases may serve to encourage the adversary.

Sometimes the U.S. is a victim of its own success.  In the never-ending quest for adequate funding of military and military-related programs, the military is sometimes guilty of overselling its capabilities.  For example, dialogue on precision strike and information superiority creates the perception that the U.S. has complete situational awareness and the absolute capability to be precise whenever it chooses.  Therefore there is no acceptable excuse for incidental collateral damage.  A thinking adversary will turn this perception to his own advantage, convincing the public that any damage caused by U.S. operations is patently intentional.  

Again it is incumbent on the leadership, political and military, to understand the relationships between combat operations and complementary information, economic, and political activities.  The ability to orchestrate a successful information campaign may be the ultimate measure of success.
· Cultural Awareness

Throughout history, the United States has acknowledged that importance of culture in varying degrees.  Joint operations doctrine posits a national level campaign which focuses national capabilities—diplomatic, economic, information, and military—toward averting, deterring, and if necessary winning future conflicts.  Once engaged, the U.S. must consider the political, economic, legal, military, and territorial aspects of the adversary’s capability.  The cultural element must take its place in this equation.  A successful campaign will defeat both the adversary’s will and his capability to continue the conflict.  Of the two, will is far more important in terms of post-conflict stability.  The cultural aspect of a society will be key in dealing with the adversary’s will to continue the conflict. 
Operations on Complex/Urban Terrain

Currently, 49.2 percent of the world population—3.2 billion—resides in urban settings.  Over the next 20 years (to 2025) the urban population is expected to grow to 4.6 billion, approaching 60 percent. 
Thus, it will become increasingly more difficult to avoid operations in an urban environment.

Future adversaries will focus on urban areas and other complex terrain, weather patterns, and remote, relatively unpoliced areas to negate technological overmatches in intelligence and weapon systems.  Such focus will seek to stress U.S. military doctrine and organizational design.  Doing so is a means of creating strongholds where opponents can achieve sanctuary from effects, and leverage other advantages of the environment, while negating advantages the U.S. possesses.  These settings degrade weapon system standoff, are troop- and supply-intensive, and add complexity to the application of firepower in order to avoid collateral damage and noncombatant injuries.  Adversaries will operate in loose, non-linear organizations guided by intermittent intent and mission orders.  These forces will capitalize on the nature of cities and their populace, as well as open source data for the information needed for decision making.  They will seek to cause heavy casualties and collateral damage to influence the will of the U.S. and its coalition partners, while trying to win the hearts and minds of the given society.  

Maritime Operations in Littorals

Potential foes will focus on denying or limiting access to U.S. forces into operational area.  Because the U.S. fleet’s primary future operating environment will be in the shallower waters of the littorals, an adversary’s ability to limit access will have greater impact than in the past.  Because many urban centers are located in coastal areas U.S. maritime forces will focus on influencing land operations and will have to concentrate their operations where adversaries will attempt to limit U.S. littoral freedom of action.  When U.S. maritime forces succeed in arriving in such urban areas, they must be prepared for adversary attempts to prevent lodgments or influence actions ashore.  Threats to U.S. maritime forces will not likely be large surface combatants or air forces, given U.S. air and maritime domination on the high seas for the foreseeable future.  Instead, opponents will rely on less expensive but still sophisticated assets that are plentiful, easy to operate, and difficult to detect.  Shallow mines, shore-based surface-to-air missiles (SAM), torpedoes, and anti-ship cruise and ballistic missiles will be effective weapons capable of defending against U.S. naval forces.  Opponents will swarm these capabilities wherever possible.     

Exacerbating the challenge for naval expeditionary operations in the littorals are those operational characteristics that undermine air, surface, and undersea situational awareness.  For example, terrain masking complicates close-to-shore air operations flying nap-of-the-earth profiles, making it difficult to obtain a complete air picture.  Further, high volumes of coastal surface traffic and acoustic conditions in coastal waters are advantageous to adversary surface and subsurface vessels that can easily blend into the littoral environment.  These advantages will allow even those adversaries with small forces the capability to conduct effective and lethal anti-access operations against U.S. maritime forces.
  

Information Operations/Information Warfare 

The concept of knowledge war in the 21st century implies that leaders who make the best and quickest decisions will achieve victory on the battlefield.  An inherent characteristic of every conflict at any point in history has always been the need to know more than one’s opponent, turning superior information and knowledge into understanding.  Information operations thus seek to support that understanding at all levels of conflict—strategic, operational, and tactical.  Information operations involve actions taken to affect information and information systems while protecting and defending one’s own information and information systems.
 Technology has given both sides the opportunity to see, understand, and influence the battlefield with greater fidelity and resolution than ever before.  Information operations are a principal tool for attempting to affect will; hence, it will target perceptions, thinking, planning, decision making, actions, and feedback as well as supporting information technology.  To that end, potential adversaries have made detailed studies of U.S. capabilities and will seek to degrade those capabilities by operating around the margins of U.S. technology and striking command, control, communications, computers, intelligence, surveillance, and reconnaissance (C4ISR) and other IO-related capabilities and platforms with varied forces.
 Their target will be the minds and decision processes of political decision makers, U.S. commanders, coalition partners, and neutrals.    

Opponents will seek psychological advantage domestically and internationally by preserving key capabilities, such as mechanized forces and strategic systems, while attempting to destroy key “high-visibility” U.S. systems such as aircraft carriers, Airborne Warning and Control System (AWACS), and Joint Surveillance Target Attack Radar System (JSTARS).  Adversaries will do this simply because of the psychological value that destruction of such high-visibility systems achieves—they are symbols in any struggle, pawns for IO manipulation.  Information operations can turn events seemingly tactical in nature into issues of strategic importance. 

Space Operations

The world is experiencing an increasing migration of capabilities to space in order to exploit the explosion in information technology.  The relative advantage the United States now enjoys in satellite reconnaissance, communications, and navigation will erode as the number of countries and coalitions capable of using space-based programs for military purposes increases. Commercialization of space continues to increase, opening access globally.  Apart from the loss of the U.S. asymmetric advantage in this area, access to commercial systems will allow even low-technology forces to enter the world of information-age capabilities.  The ability to see the battlefield with targeting accuracy will be reflected in weapons system procurement.
  Further, space capabilities are a decisive aspect of systems warfare in which potential opponents will seek to strike the links and nodes that tie U.S. capabilities together.
Air Operations

Competition in the air, or at least that which is characterized by development and employment of advanced fixed-wing platforms, may be over.  Few countries have the technology, financial resources, or political will to continue competing with the United States and its allies.  Potential adversaries instead are developing new strategies for conducting operations in the vertical dimension, even as American airpower rules the sky.  New opportunities for this strategy, enabled by technology and adaptive operations, offer a viable counter to American air superiority.
  

Adaptive adversaries recognize that the U.S. has air power limitations.  A few of these operational limitations include rules of engagement (ROE), geographic conditions, precision requirements, and bed-down locations for theater air assets.  In addition, tracking all platforms in the vertical battlespace remains difficult, and even when enemy low-altitude systems are detected, successful interception and destruction can be problematic.  Targets will often be numerous and must be distinguished from nonmilitary platforms.  Decoys and ground clutter must be filtered out, and identification from the air is further hampered by complex terrain and adverse weather conditions.  Self-imposed ROE limitations requiring high levels of confidence to avoid fratricide often delay and potentially disrupt engagements.   Adversary theater ballistic missiles (TBM) and cruise missile strikes against geographically remote airbases can limit or slow U.S. operations over the combat zone.  The inability of U.S. air assets to operate from airfields close to ground forces operating deep requires extended-range support that often decreases on-station time.   These geographic limitations contribute to opportunities for the enemy to conduct his own air operations against U.S. forces or to create effects that constrain the capabilities of U.S. air power.

American air operations, already limited by the adversary’s anti-access campaign, must also deal with the increasing numbers of anti-air weapon systems, often forcing air operations to operate at higher altitudes.  Short-range SAMs will be plentiful, inexpensive, easy to operate, easy to hide, and effective.  Their proliferation creates an exploitable low-level portion of the vertical battlespace to an adaptive enemy.  A growing arsenal of aerial weapons and platforms is becoming available to even financially limited states.  Advances in aerial sensors, platforms, munitions, C2, and supporting information systems are driving rapid advancement in overall military capabilities worldwide.  The trend is not limited to new-generation weapons; older weapons systems and affordable high-technology subsystems can be combined for adaptive warfare.  New styles of air operations, enabled by improved technologies, include dispersion of air assets in urban and other complex environments, use of underground facilities, and operations from unimproved areas.  

Unmanned systems will complement the new styles of air operation and will be affordable and easy to employ.  Fielding an unmanned aerial vehicle (UAV) force will not require an elaborate force structure or highly trained engineers or technicians, and will offer new flexibility and responsiveness to exploit low altitudes.  Unmanned combat aerial vehicles (UCAVs) will provide a precision strike capability, and will include specialized antiradar systems and general attack systems employing man-in-the-loop guidance or autonomous guidance options.  Land attack cruise missiles (LACMs) will proliferate and provide adversaries another advanced system with which to attack U.S. forces with conventional or WME payloads.  Ranges, payloads, and accuracies will increase, and given the cost and vulnerability of fixed-wing forces, the LACM and UCAV will be highly desirable standoff strike platforms.

Power Projection and Struggle for Access

In the past the threat centered on interdicting U.S. air lines of communication (ALOCs) and sea lines of communication (SLOCs), but today there is a clear focus on attacking aerial and sea ports of debarkation (APODs/SPODs) and embarkation (APOEs/SPOEs), and ambushing SLOCs to preclude U.S. entry into the AOR.  The adversary will seek to disturb deployment, employment, and sustainment activities in CONUS, en route, and in areas of responsibility (AOR).  Adversaries will see operational concepts such as seabasing as a focus for attack. Many potential adversaries have invested heavily in information operations, special operating forces (SOF), submarines, increasingly longer-range missiles, and WME capabilities.  The Joint Force will be forced to structure forces in the future to enable rapid deployment of troops with enhanced lethality. Deployments to any location in the world, without lengthy staging periods, must not be dependent upon overseas infrastructure or pre-positioned equipment.”
  This global deployment capability will also require joint global understanding and synchronization capabilities.  That is to say, as the United States develops a capability to rapidly deploy across regions, joint commanders will have to understand the impact of U.S. actions, operations, or effects across those regions, as they relate one to another.  The flow of personnel and materiel and the collection of data, information, and knowledge will have to be synchronized and agile enough to shift among links and nodes as the foe attacks our combat power. 

Political and economic actions can also have operational and strategic impact on deployment options.  Potential adversaries can bring political or economic pressure on possible U.S. allies or coalition partners to deny basing or overflight rights, eliminating the need to strike APODs or SPODs outright. 

No Sanctuary - Terrorist Dimension

Terrorism is a pervasive and growing characteristic of armed conflict and military operations.  The dilemma is that it is often asynchronous and almost always asymmetric in nature.  Thus, terrorism could occur any place, any time, employing a wide range of capabilities and often appearing unrelated to current events.  Global terrorism and WME no longer makes the continental United States or overseas staging areas havens of security.  Future enemies will attempt to disrupt power-projection capabilities by attacking installations, information systems, or transportation nodes.  These attacks will involve air, ground, sea, space, and information domains with combinations of weapons, often synchronized to achieve the greatest outcomes.  United States territories should be considered a communication zone to the emerging notion of U.S. strategic maneuver that potential adversaries will target.
 Potentially more important is that terror actions can take on an indirect nature.  While terrorists will seek to strike relatively secure military targets and installations to create fear and raise questions about security in the minds of the civilian populace and political leaders, they may also attack public support.  This could compel the United States to deploy forces away from those relatively secure military installations to protect civilian infrastructure and population.

Limitations on Force Capabilities

Political restrictions will dictate the size, composition, timetable, activities, and duration of force deployments.  While the size and nature of force packages are often designed to demonstrate to the American people the degree and nature of U.S. involvement in any crisis, they also serve to create an opportunity for potential opponents.  Adversaries will seek to change the nature of the conflict once U.S. forces begin deployment in order to render the forces in transit ineffective. Forces we may send to fight a major combat operation are not ideally suited for counter-insurgency.  This mismatch of force to task creates a potential vulnerability that adversaries will try to exploit.
Increasingly Complex Relationships

Alliances and coalitions are the norm for any operation in the world today and they will be for the future.  Often, however, U.S. partners will have differing views of means and end states, which could result in consensus building and compromise, and have the potential to slow the pace of operations.  This is particularly true in the world of economic interdependence and political interactions that require the joint force to coordinate and work with the interagency community, allies, NGOs and governmental agencies, MNCs, and multiple services.  Adversaries understand this and other weaknesses of coalitions and alliances and will seek to form their own alliances with nations and organizations sympathetic to their cause.  Opponents will simultaneously attempt to exploit tensions among members of a U. S. coalition.  Interoperability issues will be exploited tactically and operationally.  Mistrust, classification, language, constraints in information sharing, and the lack of a common operational framework are all characteristics that have been present in previous U.S. operations and will become more prevalent in the future—particularly as the world moves away from the traditional long-term, fixed alliances of the past.  In addition, adversaries will target neutrals that may have key relationships and influences on the success or failure of U.S. operations, for example, overflight or basing rights.  In the case of both potential allies and neutral actors on the global stage, it is again clear that cultural awareness must be emphasized.  Just as cultural issues can intensify the emotions of an adversary, so too can they jeopardize favorable relationships. 

Rules of Engagement

Rules of engagement are a directive issued from competent military authority that delineates the circumstances and limitations under which U.S. forces will initiate/continue combat engagement with other forces encountered.
  The U.S. joint force will operate under restrictions on both maneuver and application of firepower.  Adversaries will study these rules and at a minimum form hypotheses about variables influencing ROE.  They will try to perturb these variables and then form conclusions about what actions cause the greatest effects.  Adversaries will attempt to exploit the indecisiveness or diminution of U.S. combat capabilities these rules generate.  They will also attempt to influence the establishment of more restrictive ROE through extensive information operations that attack national will and coalition sensitivities. 

Growing Diverse Global Media

The emergence of a diverse global media has made media management both more difficult and more important.  Opponents understand this and will seek to control the media internally and exploit it externally.  Its pervasive presence provides adversaries a degree of situational awareness that they could not otherwise obtain and an opportunity to influence people and politicians around the world.  From a U.S. perspective, the media afford opponents a powerful means of attacking U.S. national will.  The U.S. information-age society is likely more susceptible to media influence than most other nations because of its widespread access to information systems.  For example, the scene of a service member’s death in combat, captured live or on near-real time video has a traumatic impact on his family and friends and personalizes it for society as a whole.  With several generations of Americans possessing very little military experience, many people will interpret actions on the battlefield and their consequences solely through the lens of the media’s cameras.  While having such widespread access to data is phenomenal, misinterpretation or misrepresentation presents new dangers to the collective psyche of people everywhere.  This situation involves the insertion of a very broad and untrained audience in the evaluation of decisions and actions, which could result in changes to tactical military decisions—in near real time. Media coverage of operations and the real-time dissemination of information will also dramatically affect international relations and strategic interaction.  The Arab news channel Al-Jazeera broadcasts during OIF had critical political and psychological impact, especially in the Arab world.
    

Constrained resources

The joint force will often have to operate with limited resources of time, personnel, and equipment.  In addition, because the United States has a doctrinally driven and structured force with deliberate acquisition processes, it is likely that future opponents will have discrete operational and tactical systems—procured “off-the-shelf” in rapid fashion—that are more advanced than that of the force deployed.  Additionally, future opponents may literally outspend us in niche areas, or in selected technology.   

Ambiguity

Future enemies will attempt to stay below the threshold of clear aggression and may be politically and psychologically astute; signals sent to both domestic and international communities and intelligence organizations will often be ambiguous.  Future U.S. joint doctrinal constructs must embrace nonlinear aggression patterns, as well as traditional force-on-force conditions.  

Rapidity
The global trend is toward the compression of time.  Communication and interconnectivity will fuel adaptation and mutation.  This rapidity and its influence or adaptations and mutations will be evident in behavior and other outcomes at the tactical, operational, and strategic levels of war.  For example, advances in night-vision technology and proliferation of those systems have allowed armies to “own the night” in terms of ISR and lethality.  This effectiveness, enhanced by other capabilities (often in combination) designed to offset U.S. strengths, has pushed the already rapid operational tempo to an even higher level.  Physical and mental agility at all joint force echelons will be critical to deal with the sharp increase in operational tempo. Potential adversaries recognize this advantage and will invest in capabilities to counter it. 

Asymmetry

Most opponents will attempt to exploit weaknesses of U.S. military forces even though U.S. forces will likely be considered unequalled in the execution of conventional military operations.  This perception will lead to the rise of asymmetric approaches.  Asymmetric warfare focuses whatever may be one side’s comparative advantage against an enemy’s inability to see or defend against actions of that nature.

Force Protection

Security programs designed to protect forces, equipment, and infrastructure will be a characteristic of U.S. operations.  It is absolutely certain that our future opponents will focus on a perceived U.S. strategic center of gravity:  mass casualties and collateral damage.  Numerous foreign journals have proffered the thought that U.S.  – or more accurately, U.S. policymakers and the American public - have little stomach for the loss of life and will not engage if heavy casualties are likely.  Therefore, any future conflict will be characterized by the desire of adversaries to inflict large numbers of casualties as early in the conflict as possible in CONUS or elsewhere.  Obviously, U.S. security operations will attempt to anticipate and counter. However, potential opponents may realize that a “death by a thousand cuts” approach is more effective in the long run.  Sustained U.S. losses without any apparent attainment of political goals also plays on U.S. national will.  This is especially true when considering the U.S. system of manning the force and utilizing National Guard and Reserve units.  WME, artillery, rockets, and terrorism will be the weapons of choice.  Partisans could become increasingly important, if they have popular support, have access to money, weapons, and technology and create continuous pressure accentuating degrees of hostility for U.S. occupation force.
FUTURE INTEGRATED CLOSE COMBAT EXAMPLES
In practical terms, what might integrated close combat look like in a complex environment?  In view of the premises established above, the following examples are provided:

Perception

Adversaries will posit that U.S. public and political perceptions will require victories, even major combat operations, to be achieved in a relatively short time using high technology systems and resulting in minimal casualties.  An intelligent adversary will use such perceptions to his advantage.  His focus will be on nullifying our technology overmatch, inflicting as many casualties as possible, creating collateral damage, inciting indigenous unrest, and prolonging the conflict by every means necessary.  He will attempt to set the conditions for the conflict and deny the United States a quick victory.  Because casualties among his own forces will not be a great factor in his decision making calculus, the adversary’s “pain threshold” will be much higher than that of U.S. or coalition forces.  He will avoid massing large forces and reduce movement requirements.  Such dispersion of critical assets and forces will be part of a conscious effort to render any U.S. strategic attack ineffective.

Time/Tempo

The opponent will attempt to dictate where and when the integrated fight takes place.  At critical times of his choosing and preferably at a location that allows him to capitalize on his strengths while minimizing his vulnerabilities, the opponent may commit widely dispersed mobile reserves. He will, however, often be satisfied with leaving a tactical battle after having inflicted casualties with his own forces intact.  The potential success of this strategy increases if the U.S. commitment resulted from a situation that does not threaten a vital American interest.  In these situations, what the U.S. and its allies may characterize as small-scale contingencies (SSC) or stability operations and support operations, the adversary may view as nothing short of war to be won at any cost.  Achieving victory may equate to killing many American servicemen and women over time (“death by a thousand cuts”) and still be standing at the end of the day.     

Physical Environment

The adversary will adapt both his tactics and his application of weapon systems.  As he maintains an anti-access strategy across all domains, the adversary will attempt to draw U.S. joint forces into areas where he has planned for the battle to take place.  However, he will do so only as he avoids situations in which he competes with U.S. forces conventionally and head-on.  Thus, most foes will seek to force the equivalent of hand-to-hand combat in which U.S. advantages are often neutralized.  The physical environment will reduce the advantage in range and accuracy provided by highly capable, standoff PGMs.  In fact, the adversary plan may call for saturating an area with small units, using the terrain for cover and concealment, and presenting few, if any, traditional targets.  These forces, deployed in depth, may choose not to engage U.S. forces at maximum range but actually let some forces pass into the area before striking.  This could potentially make old systems more lethal than new ones (the 40-year-old RPG-7 rocket propelled grenade versus Javelin, for example).  If he lacks the ability to draw U.S. forces in, the adversary may choose to attack airfields and ships at sea as a means of causing large numbers of casualties with only moderate risk.  Using unconventional warfare forces to target staging airfields in neighboring countries or ships in nominally U.S.-friendly ports provides a viable tactical method to achieve strategic effects.

Weaponry

Foot- and vehicular-mobile sniper teams, using standard 7.62 mm sniper rifles or newer 50-caliber and 15- to 20-mm anti-material rifles, can be posted or moved to the flanks of advancing coalition forces to slow the advance and inflict casualties.  The application of the rules of war would be selective, so snipers may be teamed with certain weapon systems to destroy medical evacuation platforms.  Anti-material rifles may be directed at higher priority, less armored systems.  Snipers would be employed to cover obstacles, mines, and booby traps.  Many of these “booby traps” will be crude but effective.  Claymore-type systems, remotely detonated or trip-fired, will be employed to canalize dismounted infantry.  Self-healing minefields and anti-helicopter mines are emerging as fielded systems. The RPG-7 has traditionally been used by lesser-developed forces against a variety of targets ranging from personnel, to helicopters, to armored or logistics vehicles.  The advantage gained in this fight is the reduction of U.S. joint fire support effectiveness because of the proximity of U.S. forces to adversary forces (a tactic known as hugging). 
Air Support

Long-range, airborne-launched antitank guided missiles (ATGMs) would be of limited use because of the scarcity of long-range shots and significant targets.  This could cause attack helicopters or other aircraft to move in closer to strike with guns and dumb rockets. Likely routes of ingress, identified by the threat through intelligence preparation of the battlespace (IPB), would be sown with air defense ambushes. These could be formed by joining relatively high-technology, passive sound ranging/direction finding systems with obsolescent non-emitting air defense guns operating in tandem with man-portable air defense systems (MANPADS).  

Deployment
The adversary would also preplan for delaying the commitment of U.S. reserve forces.  He would attack embarkation points in the U.S. homeland or debarkation points in the area of operations.   He would use mines ranging in sophistication from command-detonated, bottom-dwelling sea mines to acoustically detonated, pressure-activated wooden landmines. The use of semi-active laser–guided rounds, fired from single mortars or single guns or pairs of artillery systems in hide positions would cover these concealed explosives or other anti-access obstacles.  The adversary may use civilians or refugees to block or crowd port facilities, roads, and trails. The plan would also include the early identification and coverage of potential helicopter and other aircraft landing sites.

Special purpose forces

The adversary may choose to support the integrated fight through the use of special-purpose forces, paramilitary organizations, and sympathetic civilians hired by coalition forces.  Their efforts would be directed at key nodes and systems such as command posts, telecommunication nodes, and weapons, such as Multiple-Launch Rocket Systems (MLRS), air defense systems, and aircraft at maintenance sites.  This latter adaptation accomplishes air defense by destroying platforms before they are airborne.  These forces would also be employed to attack targets to create confusion, casualties, and materiel damage.  Any site with less than adequate security would be a target.  Depending on the situation, artillery and other long-range fires would still be used, but more selectively, directed at high-value targets.   The adversary would avoid long-range, long-duration preparatory fires. 

Information

In the integrated fight, as part of his knowledge war construct, the adversary will conduct a well-integrated and effective information campaign.  He will attack our sources of knowledge, anticipate our forays into his source of knowledge, and protect his own.  In essence, the adversary will attack the U.S. decision making apparatus.  He will execute a highly integrated deception plan that would include decoy units and systems, false or misleading information provided by civilians, fake opposition forces or radio broadcasts, and media outlets.  Pre-planning and missions-type orders would reduce electronic emissions.  Nontraditional communications means such as standard and cellular phones would augment this plan.  Higher-level communications may be fairly well protected through the use of sophisticated communications, while something as simple as runners or buried wire might be used at the lowest levels.  In any case, communications would be both varied and redundant.  

Chemical

The threat will not see the use of chemical weapons as an escalation of the conflict and he will have the political sensitivity to know when to use them.  He may choose to employ these weapons against U.S. forces in the rear or en route, against supporting countries, and against organizations he believes are helping the United States wage conventional or unconventional operations.  He will do this for the sole purpose of inflicting more casualties and causing considerable horrific damage.  The opponent may also use chemical weapons against his own people to create the perception at home and abroad that U.S. or coalition forces are employing these weapons against civilians.  Depending on the situation and targets available, delivery means may be as crude as a civilian truck or as sophisticated as a tactical ballistic missile.

Adaption

There will be no readily apparent, logical laydown for how the potential adversary employs his forces; therefore, it will be a rarity for U.S. forces to find doctrine to exploit.  No two fights will be the same; patterns will be avoided.  Knowing the enemy will become more difficult as he will learn, adapt, and become both smarter and more cunning.  The key for the adversary is surprise, in terms of when, where, and how the fight takes place.  Surprise extends to the method for deploying and employing weapon and other systems.   Their placement in the battlespace may seem illogical and confusing: air defense systems forward of ground troops; single guns or pairs of artillery systems relying solely on pre-placement and hide positions for security and placed to the flanks or forward of ground troops; pre-positioning supplies in areas where the planned battle is to take place, reducing his logistics signature and making them less susceptible to interdiction and destruction.  The close, integrated fight will literally be close, quick, and violent. Leaders will have minimal decision-making time.  At the tactical level, orders will be verbal fragmentary orders.  Failure to recognize enemy intent and then act will be fatal.  In order to accomplish the mission, U.S. combat leaders and personnel must exceed the adversary’s capability to adapt. 

Leadership

Future joint force leaders will require clear and concise communications skills and must be able to report contextually.  They must possess a feel for the environment, the battlespace calculus, and any political issues, as well as the discipline to know when and where to become involved in the actions of subordinate units. The U.S. military must seek to generate confidence, understanding, and rapport with society and the civilian leadership it serves.  Media and other information means will provide the mechanism to perform that function; they cannot be ignored. 
 Annex B    The Adversary’s Strategic Design
Nation-states and organizations construct military capabilities in accordance with their perceptions and cultural biases.  Leaders assess external and internal threats or opportunities affecting their national or organizational interests.  Historically, nation-states have built their militaries to counter regional threats.  It is logical to assume, however, that the continued engagement of the United States will cause both state and non-state actors who possess aims and interests inimical to those of the U.S. to base their military estimates and actions, at least in part, on their perceptions of U.S. national power.

Most, if not all, nations and organizations recognize the fact that the United States, as the world’s sole superpower, retains the ability to alter the power relationships in any region through the application of its military capability.  Although, when committed, U.S. forces can and will eventually dominate most military situations, the process leading to their commitment, alongside the short attention span of the U.S. public and a penchant for immediate action and quick return to normalcy, offer areas for exploitation in all phases of military operations.

Some foreign writings indicate a belief that it is possible to create conditions that permit military operations in their regions without eliciting U.S. involvement.  Such condition-setting involves either initiating or maintaining a level or type of engagement that avoids undue attention by the United States, in essence “flying below the U.S. radar screen,” or establishing a higher threshold of risk as compared to the perceived level of U.S. national interest.  

A related emerging thought is that, if the adversary can increase the tempo of regional, conventional operations; achieve rapid conclusion; and then position itself to take on U.S. forces, then there is potential that the United States will not engage.  Such action is underpinned by strategic operations (anti-access operations) that assist in forcing the U.S. to such a culminating point.  The advantage in this approach is that it positions a potential adversary to accomplish his objectives, prolong the conflict, inflict casualties, preserve his own regime, and deal successfully with an attack by the United States or a U.S.-led coalition.

Preemption is always a part of the strategic calculus.   Previously, preemption has been a one-sided option.  Now, the use of preemption is becoming attractive, indeed viable, to both sides in a potential dispute or actual conflict.  Future adversaries will consider the option of “preempting the preemptor,” in effect seizing the initiative and momentum in the U.S. homeland and in the region of the JOA.  This approach nests within the overarching notion that opponents may seek to preclude U.S. engagement through aggressive, anticipatory behavior.  More on this aspect can be found in the discussion of emerging adversary operational designs to follow.

In summary, a strategic design that balances a need to engage and even dominate in region, while recognizing the need for shaping and  preparing actions against the United States/U.S.-led coalition, offers advantages to a range of opponents.  Further, this design is in accord with the trend of international discussion and opinion.  This would involve concerted action through a combination of means and approaches—kinetic and non-kinetic—across all elements of national power.  The adversary would act with an appropriate degree of precision and simultaneity in the U. S. homeland, throughout the region of the conflict, and on his own ground to dominate regional participants or bystanders, or to preclude or engage the United States and its likely allies.  The adversary would then quickly transition to adaptive, asymmetric operations to counter a U.S.-led offensive, denying access, and raising the cost to a level that he believes the United States will ultimately deem prohibitive.   

Emerging Adversary Operational Designs

While there are many innovative ways to counter a U.S. military incursion, most potential adversaries appear to be discussing operations against the United States that center on: 

· Precluding U.S. involvement

· Operationally excluding it from the region

· Limiting its access

· Attacking its system of systems

· Setting conditions and conducting tactical and operational strikes

· Conducting pervasive strategic attack
These operations involve fixed and adaptive capabilities, tactics, and actions, used continuously throughout a conflict. 

Strategic Preclusion
Opponents will attempt to achieve strategic preclusion by completely deterring U.S. involvement or by severely limiting its scope and intensity.  This will involve IO, diplomacy, and economic pressure, as well as possessing and intimating the use of specific capabilities (for example, WME) that will cause the United States to weigh the value gained versus the risk in involvement.  States will be the most likely and capable actors to conduct strategic preclusion.  However, non-state entities with interests and influence in the area, such as transnational, ideological, religious, ethnic, or criminal organizations, may also consider and attempt to use preclusive actions.    

Strategic preclusion involves all elements of an entity’s power.  The primary target is the international community and U.S. political or national will.  Preclusive actions are likely to be continuous throughout all stages of conflict, increasing in violence, intensity, and scope as the United States moves closer to action.
  While pursuing preclusion, adversaries will engage in operational preparation and methods that attempt to limit the scope of U.S. involvement or cause it to terminate quickly by collapsing international and national will.  This could entail preemptive attack.

Operational Exclusion

Based on their perceptions of historical patterns of deployment and employment, future opponents will apply operational exclusion to prevent U.S. forces from obtaining and using operating bases in the region, and in so doing, delay or preclude American military operations.  Increased threats to forward bases raise the risks to U.S. forces, hindering operational phasing and diminishing host nation support for protection of U.S. LOCs.  While it is possible for the United States to conduct an air and missile campaign without forward basing, a campaign using exclusively strategic rather than a mix of strategic and operational reach would be greatly diminished in its effectiveness, staying power, and tempo.

Operational exclusion applies diplomacy, demonstration, and coercion to keep other regional players on the sidelines.   It includes capabilities that have operational reach—medium range ballistic and cruise missiles, special purpose forces, and WME to name just a few.  As the perception of the inevitability of U.S. operations grows, exclusion will entail preemptive attack, quite possibly with WME.

Access Limitation

Military capability is not measured in terms of what a military possesses, but rather what it can effectively bring to bear to accomplish political objectives/behavior modification.  Most potential adversaries are beginning to conclude that, by developing the ability to limit/interrupt access, it will be possible to reduce U.S. military capability to a manageable and, in certain cases, vulnerable level, even if only for a limited period of time.  Therefore, an adversary will attempt to limit, meter, or disrupt access to the area of conflict.  He will continuously attack the joint force in depth, using all available means to strike key or critical force components, such as APODs/SPODs and APOEs/SPOEs, LOCs, staging bases, and sea and air transports.
  

Operational Shielding

Most nations have concluded that U.S. military success depends on the effectiveness of its air and missile forces.  Operational shielding involves employing systems and methods designed to offset the effects of precision long-range air and missile attacks, giving the opponent a degree of operational freedom and a way to preserve military capabilities.  This entails not only air and missile defense capabilities but also dispersed formations, operations conducted from areas of moral and physical sanctuary, attacks on air and missile launch bases and platforms, and the shielding inherent to dual-use facilities, such as command posts and civilian hospitals.

Adaptive Operations and Transitions

Conventional, guerrilla, paramilitary, police (regular and special), and special-purpose forces continue to be present within all operational environments, influencing military activities.  However, a new operational design appears to be emerging, built around the rapidity with which these capabilities change and interact as the principal operational construct.  Opponents will seek to redefine the environment and create advantageous asymmetric conditions by quickly changing the nature of the conflict with an eye toward employing a capability for which the United States is least prepared, unable to anticipate and deny, or deems unworthy of responding, given risk assessments.  Capabilities and their particular strengths will thus move to the forefront. 

Systems Warfare

The United States has been very open in its focus on joint interoperability and achieving decisive combat power through the synergy of all its resident capabilities functioning in a networked and coherent fashion.  Potential adversaries are beginning to realize that, because matching the United States in force-on-force combat is unrealistic, conflict with it must entail an operational framework for disaggregating and degrading the U.S. system of systems into its less-capable component or individual parts.  If they can accomplish this, potential adversaries can compete more evenly with greater odds of favorable outcomes. 

Future adversaries will attempt to find and attack critical links, nodes, seams, and vulnerabilities in U.S. systems that offer the best opportunity to “level the playing field.”  They will conduct some variant of effects-based operations, planning, and assessment against U.S. activities and systems. This entails ISR capabilities linked directly to fires (tactical, operational and strategic, lethal and non-lethal), tailored operational formations, paramilitary, special-purpose, and guerrilla units all tasked to affect specific capabilities whose loss or degradation will significantly reduce overall force effectiveness.
  

Strike

Although adversary strategies against the United States will primarily be defensive in nature, opportunities for significant offensive operations will be present under the right circumstances or when the right opportunity can be created.  Enemies will maneuver their forces—ground, air, maritime, information, and special-purpose—in order to mass effects rather than forces.  This will allow opponents to gain the benefits of maneuver and mass without being exposed to the overwhelming U.S. advantage in standoff precision.  However, opponents will maneuver in this manner only when serving a higher purpose and tactical decision can be assured.  They will recognize the risk inherent to any maneuver that may expose them to non-lethal attacks or even rapid destruction in more open combat.

Strategic Attack
Defensive operations at the operational and tactical levels will be combined with strategic attack.  Strategic attack on America will be designed to have a direct effect on the national will, the coherence of national power, the leadership, and U.S. strategy.  To wear down America’s will to continue a conflict, future adversaries will continuously employ those strategic actions they believe will elicit the most powerful second and third order effects, such as IO, terrorism, crime, attacks on coalition and supporting nations, and economic sabotage.  Strategic attack will seek to exploit seams in alliances and coalitions, focusing on the most vulnerable partners.  Strategic attacks could also focus on neutrals, NGOs, and powerful multinational corporations.  Adversaries may conduct strategic attack in the U.S. homeland, on the battlefield, and anywhere in between, but in all cases such attacks will be multi-dimensional and timely, and fully integrated with tactical and operational design to create the greatest effects possible. 

Cultural Warfare

When an adversary is fighting on his home ground, he will take every opportunity to aggravate and intensify the friction that occurs when two differing cultures must interact; in the context of an emerging or ongoing conflict, he can leverage this friction to his advantage.  Adversaries will exploit every opportunity to publicize any real or perceived assault on the native culture by the U.S.  Their success will enable them to intensify opposition to the U.S. and extend the duration of the conflict.  

How the Adversary Will Fight

In a conflict with the United States future adversaries are likely to fight using these operational designs and tactics: 
· Most operations against the United States will be force oriented, focused on one of our universally perceived strategic centers of gravity—mass casualties.  Future U.S. opponents cannot afford to fixate on holding terrain or facilities.   

· Sophisticated ambushes—tactical, operational, and strategic—will be planned and conducted.  Both traditional and non-traditional information collection and analysis will converge with attack structures to destroy major systems, achieve mass casualties, and receive rapid feedback on outcomes.  These ambushes will cut across all domains—land, sea, air, space (ground links and nodes), and information. 

· Adversaries will seek to create sanctuary in noncombatant countries, ungoverned or un-policed areas, complex terrain, and urban environments to offset U.S. standoff operations and negate technological overmatch.  The adversary will widely disperse naval, ground, and air and missile capabilities, forming and conducting operations as opportunities present themselves or are created.  He will maneuver during periods of reduced exposure to ISR technologies.  

· Tempo will be important to opponents because of its importance in achieving objectives.  Early control of tempo will allow them to set conditions for entry denial operations before the United States can gain a foothold in the region.  When U.S. forces arrive in the AOR, the adversary will seek to prolong the conflict, avoid decisive battle, and change the nature of conflict.  This is designed to attack the perceived U.S. weakness of long-term commitment and aversion to associated costs in lives and treasure.
· Extensive internal and external information operations and system attacks will be common. 
· Opponents will conduct anti-access and entry denial operations, attacking APODs and APOEs, SPODs and SPOEs, as well as LOCs.  They will employ conventional munitions, weapons of mass effects, information operations, and combinations.  Preemptive attack in this context is very likely. 

· There will be significant capability upgrades to support C3D2 at all echelons and throughout all battlefield operating systems.  Air and missile defense technology and systems are likely to be in great demand.  Currently, there is intense R&D in counter-precision technology that will improve such capabilities over the next two decades. 

· Adversaries will use commercial intelligence support and packaging, for example, human intelligence (HUMINT) and space-based ISR systems, to support precision targeting and provide increased situational awareness.  Cyberspace intelligence and knowledge operations will be widespread.   

· Opponents will build and employ coalitions, both friendly and adversarial, to limit the nature of operations.  

· Adversaries will leverage terrorism to deny sanctuary and disrupt force projection operations.

· Hybridization of current systems with new technology and acquisition of discrete advanced technologies will create technological surprise and short-term overmatch in specific areas.

Demands of an intensified battlespace

Despite popular notions of technology bringing the world a bloodless and more humane type of warfare, the future battlespace will not be a sterile, non-lethal world of fiber optic-based communications, robotic systems, and arcade warriors.  Indeed, future integrated close combat will be much more episodic, dynamic, lethal, unpredictable, and combinatorial, particularly with the use of IO.  It will possess greater intensity, increased tempo, greater domain scope, interrelationships, and interdependencies, and greater uncertainty that place increased value on the human (thinking, planning, acting, assessing feedback, and modifying) rather than the technological dimension.  Such combat will also have greater psychological and emotional impact.  It will require greater teamwork at all levels across the entire joint force and will place significant demands on individual and unit discipline.  Integrated, close combat will require mature leaders—mentally and physically tough—with superb cognitive and reasoning skills who are masters of tactical warfighting.

Physical Environment 

The physical environment is and will remain one of the most critical elements of integrated combat.  It is the defining variable because it prescribes not only the nature of conflict, but also the nature of the forces that fight.  Consequently, military forces are often optimized for particular environments.  

Current U.S. forces have been optimized for combat in certain environments.  Naval forces were intended to fight on the high seas and ground forces in the rolling and open hills of Europe—conditions affording target acquisition and engagement at extended ranges.  All U.S. forces were designed to fight with the advantages of air dominance and a physical environment with robust infrastructure.  To operate in this type of environment, the U.S. developed tactical doctrine built around focusing effects against an echeloned foe and destroying him throughout the depth of the battlespace.  This doctrine and supporting force design provided the U.S. military overmatching power against organized states with conventional forces operating with a conventional strategy and doctrine. 

Most nations understand the above, having studied the U.S. military structure, organization, doctrine, and technical capabilities. Future opponents will seek to avoid symmetrical operations in environments optimized for U.S. capabilities and will often seek to operate from urban and other complex settings.  They realize that, although precision munitions provide a tool to strike targets in such settings, any associated collateral damage may be unacceptable.  

A note of caution is warranted.  This paradigm will remain true until opponents acquire systems or technologies that allow them to blind or deceive U.S. ISR and target acquisition capabilities, neutralize U.S. precision attack means, or develop equal direct- and indirect-fire standoff systems.  When these types of systems and technologies emerge, adversaries may occasionally seek to gain advantage from mobility, maneuver, mass, and momentum in more traditional settings.  Doing so will allow them to regain the initiative, continue to pursue their objectives and create opportunities for faster culmination.

Operations in complex terrain and urban environments alter the basic nature of integrated close combat.  History demonstrates that because of the proximity of forces, engagements will be more frequent and occur more rapidly.  There will be greater opportunity for surprise, and loss of contact with the enemy will have greater consequences than in more open environments.  Extensive HUMINT networks, which are more effective than technical ISR in these environments, will provide opponents equal or greater situational awareness to that of U.S. forces.  Integrated close combat significantly reduces the range of weapons and target acquisition systems, degrading the U.S. advantage in standoff warfare.  
Although precision munitions delivered from long ranges will be employed, maneuver warfare with greater precision over short distances will be required.  High-grade commercial intelligence will be available to all adversaries.  Communications will be harder to keep running because of environmental constraints and information operations.  Lines of communication will be more difficult to secure on a continuous basis and combat service support units will be more vulnerable.  There will be no sanctuary available for force reorganization and regeneration.  

Within the complexities of this environment, adversaries will attempt to force U.S. units into rapid and continuous transitions among types of tactical operations to throw them off balance, disturb coherence, slow and alter decision making, and create windows of vulnerability.  Noncontiguous, non-linear enemy actions within the tactical and operational battlespace will force rapid changes in organization for combat.  The enemy will seek to create and exploit conditions for which U.S. units are not properly prepared either in organization or in planning, rapidly seeking to exploit U.S. forces when found ill-prepared for the particular situation.  Battle will be more or less continuous with some lulls and sharp peaks in violence. 
Finally, future enemies will probably have somewhat less advanced systems—systems the United States discounts because of range limitations or age.  In complex terrain and urban settings, these systems may again find effective uses.  In certain circumstances, low-technology or good-enough technology will out-perform high-cost, cutting-edge technology.  What is the bottom line?  United States joint forces must be able to rapidly achieve full spectrum dominance in any physical and non-physical environment—against all opponents.

Unpredictability
An adversary will be difficult to template as he adapts and attempts to create opportunity.  He will develop patterns of operation difficult to discern that will change as he achieves success or experiences failure in engagements. His doctrine will not change but his way of operating will.  There is little likelihood that U.S. forces will face an opponent predictably echeloned in depth who attempts to destroy U.S. forces with actions based purely on mass and momentum.
  Instead, he will set sophisticated ambushes using conventional operational signatures to lure units into kill zones and attack with combinations of conventional and unconventional weapons.  He will use civilian populations as hostages and obstacles against U.S. operations from sea, air, land, or information domains.  Civilians will provide a way to shape the battlespace.  In today’s environment (most notably Afghanistan and Iraq) and for the foreseeable future, the positioning and activities of enemy forces—as well as integrated, close combat means and methods—will be less predictable.  

This increased unpredictability, coupled with the difficult nature of the environment, will create uncertainty.  With uncertainty comes increased risk and a greater danger of unexpected or unintended consequences.  This applies in a network-centric force that relies on total situational awareness as one of its principal operating constructs, rather than in a force conditioned to less detailed views.  The adversary will want U.S. leaders to make decisions from data.  The odds of miscalculation and error increase exponentially when leaders make decisions from data, particularly at operational and strategic levels.  The adversary will exploit this fact.  His unpredictability will confound our view of the battlefield calculus.  

Deception operations, an imperative when fighting a U.S. force, will focus on convincing U.S. commanders that predictable conventional tactics are being employed, thereby making the U.S. force vulnerable to unconventional formations and actions.  This will slow U.S. tactical and operational decision making.  United States commanders will find it difficult to focus themselves and their units on a single action but instead will have to account for multiple actions and events.  Further, U.S. commanders may have more than enough information to determine where the enemy is and even to determine the intent of the various units he has identified.  The danger is that U.S. commanders will try to rationalize this information within the confines of a conventional warfare construct, not interpreting it within the less predictive and more ambiguous complex environment. 
Technology
Technology is another factor that will play heavily in future integrated combat.  While new technologies will increase enemy capabilities (and should thus be carefully monitored), they are by no means the only measure of force capability.  Old technologies may be more valuable to opponents in new settings under new methods of operation.  In addition, new technologies will create new capabilities in old systems as hybridization provides rapid systems improvement.  Hybrid systems can offer tactical technical surprise because the improvement in capability is often internal to the system and not always easily detectable.
  Hybrid systems with new technology, or improved systems using new technology, can alter the conditions of integrated, close combat during ongoing operations. 

The ability to rapidly acquire and integrate technology will present a significant problem for military commanders.  In addition to adaptive adversary tactics that change with each engagement, there is potential for adaptive adversary systems.  An example might be a computerized fire control system that has limitations based on software in its system.  Software upgrades can be purchased from other nations or transnational organizations, transmitted and downloaded electronically, and applied in a matter of minutes.  Because the basic operation of the system is unchanged, the improvement is transparent to the user, thereby increasing system performance with no time-consuming retraining.  Furthermore, the rapid growth and proliferation of new technology allows opponents to achieve equality or even overmatch U.S. systems in niche areas.  For example, anti-GPS for electronic attack will degrade U.S. precision attack capabilities.  Further, the wide proliferation of night vision capabilities gives even less technically capable opponents a parallel night capability.

The lack of assured technological overmatch places greater demands on other force qualities such as organization, training, and leadership skills.  Unfortunately, new information systems and communication technologies have the potential for raising the threat high bar on these qualities as well.  For example, communication systems and information technology could provide tactical experience, accelerate planning, and foster innovation.  Adversaries will engage in collaborative information environment sessions to develop valuable knowledge.  Leaders and units within an area of conflict will link electronically to allies and external organizations, individuals or structures outside the area to obtain ideas, plans, or guidance for dealing with tactical problems.  Virtual leaders and operational planners will add professional qualities to forces that have limited experience, training, and skill.  The Internet will continue to be a valuable source of information as well.  The resultant experience, advice, and assistance received could be instrumental in future integrated combat operations.
Information
Information is another key variable of the total environment and is relevant to close, integrated combat situations. The continued and rapidly increasing expansion of IT and information systems will be of great assistance to commanders, but it is a double-edged sword.  Advances in IT make combat operations increasingly transparent.  Present and future decisions and plans made at the highest levels, and the actions taken by service members are often incorporated into the global network of data available to the masses.  

Future adversaries will exploit vertical and public transparency, or access to data, to produce tactical and operational confusion and indecisive action.  They will accomplish this by generating conflicting information and inserting it over different systems aimed at multiple audiences from echeloned decision makers to the public at large.  Tactically, for example, the adversary could provide conflicting data through reconnaissance teams, brigade HUMINT, carrier group signals intelligence (SIGINT), theater JSTARS systems, and communications systems.  If not tactically reconciled in this very decentralized and dispersed threat operating pattern, this could result in conflicting actions, the expenditure of scarce resources, and rampant confusion at various levels.  The opportunities to create such confusion will drive adversaries to expand psychological operations, deception, and information attack at every echelon.

It is readily apparent that the United States cannot fully control the ubiquitous, fully networked information systems environment.  This creates a problem for U.S. situational awareness.  In complex settings, U.S. technical ISR systems will have difficulty providing quality data, information, and knowledge, at least for the foreseeable future.  Additionally, it is likely that adversaries indigenous to the region will possess greater situational awareness than that of U.S. forces. They will use commercial ISR systems for the larger intelligence picture.  Human networks (both HUMINT sources and enclaves of locals) using normal telephone lines or with cellular telephones can be expected to be operating.  By taking advantage of this HUMINT element, adversaries could achieve greater situational awareness concerning U.S. actions than the United States forces could concerning theirs.  

Time/Tempo
The last and possibly most important variable for integrated close combat is time, or tempo.  Dictating the tempo of an operation or action affords a decided advantage to the side that controls it.  Historically, U.S. forces have attempted to keep the enemy off balance by slowing or halting his momentum, then accelerating the tempo as they seek the initiative.  American forces remain attached to this paradigm, although for different reasons.  With a force projection requirement, logically they would seek to slow an opponent’s actions in the early stages of an operation—at least until U.S. forces are able to build sufficient combat power.  Then, U.S. forces accelerate tempo to rapidly destroy, defeat, or compel.  Such were our actions in Desert Storm, in Kosovo, and, more recently, in Iraq.  Since Kosovo, and certainly in Iraq, the United States is facing an opponent who understands this factor and, as a consequence, controls the pace and timing of his operations to frustrate U.S. attempts to seize the initiative.
 Controlling tempo at the tactical level can indeed generate operational and even strategic consequences.  U.S. planners cannot allow the timing and tempo of U.S. operations to be dictated by potential enemies.  The vagaries involved in setting the political conditions and accommodating politically defined outcomes will often dictate tempo.  Adversaries will attempt to manipulate political condition-setting to attain military advantages. The way the United States solves this dilemma will have major implications for successful future operations.
ANNEX C  DOTMLPF Domain Implications
From the previous broad, macro implications, several more specific implications for the domains of doctrine, organizations, training and education, materiel, and leadership come forth.

Doctrine

Relevancy of doctrine.  Doctrine will remain relevant if it is responsive to the rapidly changing and complex environment in which U.S. military forces will operate.

Doctrinal processes.  Several points relate to doctrinal processes.

· The doctrinal process should not be long and laborious.  It should be responsive to change or the doctrine risks becoming irrelevant.  

· Doctrine will continue as the basis for training and education, and will have particularly heavy influence on leadership, materiel, and organizational development.  
· Military personnel of all ranks will access doctrine; tactics, techniques, and procedures, (TTP); and lessons learned databases from their location using powerful search engines, and intelligent agents on the Internet.  Personnel will be notified of changes in doctrine, TTP, and lessons learned by user-defined instant messenger notification.

Variation on the theme of advantage.  Owing to the complexity of operational environments and to adaptive, learning adversaries, many relative advantages will exist. Antagonists will struggle to seek and sustain any number of advantages, including combinations of initiative, momentum, tempo, decision, intellectual (thinking and planning), technological, position (physical and cyberspace), and action.

New sources of data, information, and knowledge.  Antagonists will be interested in more than traditional intelligence collection.  Doctrine must explain new paradigms of collection activities and expand to explain how knowledge environments, knowledge architectures, knowledge experts, knowledge centers, and knowledge databases fit into modern conflict.

New partners.  Doctrine must describe and explain how new partners work with U.S. military forces.  Coalition partners will always exist and U.S. military personnel and organizations will operate with interagency community personnel.  Military forces will also interact with MNCs and NGOs in virtual, collaborative information environments.

Recognition of media and influences on perceptions.  Globalization has enhanced the influence of the media on populations around the world.  Doctrine must help people understand how important the media is and will be for all aspects of IO.

Asymmetric and conventional threats.  Doctrine must present realistic views of the changing, adaptive, and learning threats the United States will face in the future.  It must not disregard the intellectual capacity of future adversaries and their capability to form/disband coalitions of adversaries (terrorists, drug cartels, nihilists, criminal organizations, nation-states armies, and MNCs) as shown in Figure 7. 
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Figure 7.  The New Adversary
Organizations

Network-centric organizations.  Network-centric organizations have as the central idea of their operational philosophy the network.  The network, in this respect, is a conduit for collaboration.  The network allows commanders to maneuver data, information, and knowledge.  Network-centric describes a way of thinking—it encourages decentralized decision making at the lowest feasible levels, self-synchronizing and self-adjusting.  Effective and fast decentralized decisions require a continuous, responsive flow of valuable information and knowledge.  Network-centric is a ubiquitous conduit for the flow of data, information, knowledge, and shared situational awareness.  Operating in a network-centric organization will also drive adjustments to the military decision making process (MDMP), as decision making in a network-centric organization is very different from decision making in the traditional hierarchical organization.

Organizational processes – physical and virtual.  Organizational processes will take place both physically and virtually.  Commanders will find that collaborative information environments (CIEs) provide a tremendous advantage.  Organizations of the future will find themselves working and using their organizational processes much of the time in virtual collaborative sessions.

Hybrid organizations.  The challenges presented in the JOE demand very flexible organizational designs.  Such organizations will have organizational modularity and functional modularity capabilities that will quickly form or disband based on situational demands.  

Organizational discipline.  When contemplating the JOE, organizations will be operating in CIEs, but decision makers will still be making organizational decisions.  Organizations will be trained and disciplined enough to shift to a hierarchical construct when commanders need to make decisions.

Learning organizations.  Every organization must be a learning organization.  In a modern, knowledge-centric organization, the human intellect is the capital of the organization.  It must be nurtured, maintained, and purposefully developed.  Intellectual development and learning must be part of a monitoring mechanism for “knowledge readiness,” which is the status of the constituent elements making up the commander’s or organization’s knowledge environment. 

Knowledge-centric operations.  Knowledge will be critical not only for seeking and attaining decision superiority and dominance, but also for intellectual advantage.  Knowledge will be so critical to success that there will be a knowledge superiority organization responsible for ISR, IO, knowledge management, knowledge readiness, cyber collection, and non-traditional collection and analysis

Organizational flexibility.  Organizations must be flexible enough to work with a diverse number of changing partner organizations, foreign and domestic, in collaborative information environments from functional areas as diverse as force protection in CONUS, to intelligence operations, to stability operations in objective areas.  

Training and Education  

Replicating the OE and threat capabilities.  The military’s Combat Training Centers (CTCs) and the Joint National Training Capability (JNTC) must replicate the OE.  A synthetic training environment must complement existing physical environments.  The U.S. military must train against personnel representing both conventional and asymmetric adversaries.  The information domain is important, yet no place exists for training and gaining experience with the vagaries, speed, complexity, and invisible nature of this domain as it interacts with activities in other domains.
visualizing the future.  The ability to envision a range of future realities and articulate the implications of such alternative futures is a vital skill that surfaces in the military only by happenstance.  The US military must cultivate and nurture futurists. This skill is essential to creating the agility we need to build into our concept and doctrine development processes.   

Organizational training conundrum.  Organizations, including the military, face a conundrum.  That is, with limited amounts of time, organizations must ensure that their people are proficient in three areas of concentration:  the use of software tools; business rules governing operations in both physical and collaborative worlds; and constant learning to improve knowledge expertise.  

Information domain training.  All service or joint exercises should contain significant amounts of training in all aspects of the information domain (human factors, IO, ISR, non-traditional collection, communications, collaboration, knowledge, and cyberspace).  

Training and education for operations in cyberspace.  Along with the need to train in the information domain, commanders need simulation and modeling to train themselves and their staffs to operate in a virtual, Internet environment and to conduct knowledge operations.

Continuity of learning.  Learning must be coherent.  That is, what people learn at particular times and at particular ranks or grades must complement what they have previously learned.  Learning should become more difficult, complicated, and sophisticated as military personnel become more senior in rank.  Increasingly there will be a triad of learning that includes individual learning, institutional learning, and organizational learning.  

The U.S. military must nurture and develop gifted leaders.  The adversary that the JOE describes will be such that the United States will need its best and brightest as knowledge warriors who will engage adversary capabilities in knowledge war, become strategists, and wage kinetic-based operations when necessary.  

Learning necessary to support the JOE.  The U.S. military must nurture and constantly develop the intellects of its people who will do battle with the conventional and asymmetric threat capabilities in the Joint Operational Environment.  As U.S. military personnel learn to meet these threats, adversaries will also be learning to deny, destroy, or affect the data, information, and knowledge U.S. forces depend on for making superior decisions. 
Dynamic curriculum.  Curricula must change based on improvements in existing knowledge, new knowledge, changing joint operational settings, or improvements in modeling and simulation.  

Materiel

Dizzying technology improvements will help the United States cope with the complexities inherent in the JOE. The JOE suggests or implies several ways the U.S. military can harness creative forces in technology better than today.  Some of these thoughts include:

· Improve the interaction among technologists, scientists, military operators, and military planners.  Military operators and planners must decide what technology can do to help in future situations against threat capabilities postulated in the JOE.  Military operators and planners must provide specific requirements to scientists and technologists.  

· Understand the Variables.  In complex environments with multiple complex interactions, variables influence actions and ultimately effects. Clearly, the JOE puts forth the proposition that variables will be increasingly important.  

· Review assumptions.  Owing to the complexities of operational settings described in the JOE, people will not know everything they would hope.  Thus, they have to form assumptions.  These assumptions must be continually challenged and revisited.

· Use perturbation sensing.  Software will be able to discern patterns that humans will not see—even the slightest perturbation in systems or activities that would indicate that an adversary might have sensed a system change—a pause, a halt for network maintenance, resupply, or rest, or a regrouping.  

· Employ autonomous intelligent agents/wizards.  Intelligent agents and wizards will help human beings perform their work more efficiently and effectively and will be crucial in the struggle for supremacy in decision-making.  

· Ascertain superiority.  The JOE suggests the importance of information superiority, knowledge superiority, knowledge dominance, decision superiority, and decision dominance.  Scientists and technologists need to work on developing superiority measuring systems to help leaders make better judgments as to the possession of superiority, when they achieved it, how long they had it, why they had it, and the aspects of superiority that can be reclaimed.

· Exploit cyberbots and cyberspace.  The Joint Operational Environment intimates that some aspects of future conflict will occur in cyberspace.  Scientists and technologists must develop software that performs a variety of roles and missions in cyberspace, such as attack, defend, denial and deception, reconnaissance, surveillance, communications, and other operations.  Because human beings cannot enter cyberspace physically, they enter this domain through cyberbot surrogates. 

· Employ robotics.  The JOE presents conditions for military operations clearly warranting increased roles for robotics.  Robots will perform various roles and missions to include surveillance, reconnaissance, deception, physical attack, and information attack.  

· Prepare for swarms and counter swarms.  Both combat activities and intelligence collection will experience a rise in the importance of swarming and miniaturization.  Increasingly in combat, asymmetric adversaries will use swarms of cheap, expendable things to affect the ability of the United States to use a limited number of expensive, precision munitions.

Leadership

The JOE suggests the need for leader capabilities far beyond what leaders are capable of today.  The complexity and chaos outlined in the JOE, the speed of change, the increasing sophistication and capabilities of both conventional and asymmetric threats, and the heavy cognitive demands of the information domain demand that future leaders broaden their horizons and expand their mental capabilities and constructs.  Many previously successful leadership capabilities will still be required in the future.  The U.S. military must retain those capabilities and expand or develop new ones to meet the exigencies of the JOE.  The following leadership implications are applicable to the JOE:  

Future leaders and wargaming.  Future leaders will have to engage constantly in wargaming because it can identify possible act, react, and counteract outcomes.  It can also identify adversary possibilities, variables, and their sensitivities.

Expanded thinking capabilities.  Some thinking capabilities that future leaders must possess include:

· Intellectual agility 

· Ability to synthesize  

· Breadth/depth of knowledge and understanding  

· Awareness of tendency to mirror image  

· Use unorthodox approaches 

· Using valuable information and knowledge to make fast, effective decisions  

· Intellectual multi-tasking 

· Knowledge of how to scope and prioritize information and knowledge requirements  

· The intellectual capacity and thinking capability to know and understand the information environment  

· Thinking in multiple domains—physical and cyber/virtual  

· Creating intellectual synergy  

· Purposefully inducing conditions for promoting organizational and individual creativity  

· Introspection  

· Respect for, knowledge of, and understanding differences in cultural perspectives  

· Mentoring  

· Creativity

· Being a gamer 

The role of intuition.  Leaders making decisions in the situations portrayed in the JOE will still use their intuition, but they will be aided by machine intelligence and a constant flow of awareness data, information, and valuable knowledge.  

Leading from the edge.  Leadership will make decisions at the edge of the network where conflicts are occurring.  Leaders making these decisions on the edge will be armed with a blitz of data, information, and knowledge and a plethora of machines.  

Traditional and non-traditional conflict.  Future leaders will have to deal with different types of conflict.

Struggle for control of distribution.  Struggles will occur over distribution points – sea routes and choke points, and land and cyberspace distribution.  

Knowledge war.  As the JOE describes, the future leader will engage in knowledge war.  That is, the future leader will attack, destroy, or disturb knowledge and knowledge machinery supporting an adversary’s decision making processes and apparatus. 

Leading in physical and virtual environments.  With physical environments, many of the leadership characteristics learned through the years (for example, integrity, bravery, and devotion) will continue to be important.  The leader, though, will also lead in virtual environments while collaborating with a host of other leaders, planners, knowledge experts, interagency planners, and operators.  Leadership in this invisible environment will differ from leading in an environment in which people are in the physical presence of one another.

All elements of national power.  The JOE suggests the need for a future leader who is an expert in an effects-based approach to planning, operations, and assessment and uses these processes to seek, find, and sustain a multitude of battlespace (physical and cyber) advantages.  The future leader will know and understand all elements of national power.  He or she will work increasingly with the interagency community and new combinations of coalition partners, NGOs and MNCs, owners of critical infrastructure surrounding military installations, law enforcement, and state and local officials working in operations centers.  A leader performing in the Joint Operational Environment will recognize new combinations of adversaries that will form or disband based on interest and preservation, for example, terrorists, drug cartels, nihilists, criminal organizations, nation-state armies, and MNCs .
Annex D    Definitions of Key Terms

Note: All approved joint definitions are contained in Joint Publication 1-02, “DOD Dictionary of Military and Associated Terms” as amended through 17 December 2003.

Agency: (DOD, NATO) In intelligence usage, an organization or individual engaged in collecting and/or processing information; also called collection agency. 

Air and space expeditionary task force: (DOD) A deployed numbered air force (NAF) or command echelon immediately subordinate to a NAF provided as the US Air Force component command committed to a joint operation; also called AETF.  
Area operations: (DOD, NATO) In maritime usage, operations conducted in a geographical area and not related to the protection of a specific force.

Armed forces: (DOD) The military forces of a nation or a group of nations.

Armed Forces of the United States: (DOD) A term used to denote collectively all components of the Army, Navy, Air Force, Marine Corps, and Coast Guard.

Battlefield surveillance: (DOD, NATO) Systematic observation of the battle area for the purpose of providing timely information and combat intelligence. 

Battlespace: (DOD) The environment, factors, and conditions that must be understood to successfully apply combat power, protect the force, or complete the mission. This includes the air, land, sea, space, and the included enemy and friendly forces; facilities; weather; terrain; the electromagnetic spectrum; and the information environment within the operational areas and areas of interest. 

Campaign plan: (DOD) A plan for a series of related military operations aimed at accomplishing a strategic or operational objective within a given time and space.  

Centers of gravity: (DOD) Those characteristics, capabilities, or sources of power from which a military force derives its freedom of action, physical strength, or will to fight; also called COGs. 

Coalition: (DOD) An ad hoc arrangement between two or more nations for common action.

Cold war: (DOD) A state of international tension wherein political, economic, technological, sociological, psychological, paramilitary, and military measures short of overt armed conflict involving regular military forces are employed to achieve national objectives. 

Combat intelligence: (DOD) That knowledge of the enemy, weather, and geographical features required by a commander in the planning and conduct of combat operations.

Command and control: (DOD) The exercise of authority and direction by a properly designated commander over assigned and attached forces in the accomplishment of the mission. Command and control functions are performed through an arrangement of personnel, equipment, communications, facilities, and procedures employed by a commander in planning, directing, coordinating, and controlling forces and operations in the accomplishment of the mission; also called C2. 

Conventional forces: (DOD) Those forces capable of conducting operations using non-nuclear weapons.

Decisive engagement: (DOD) In land and naval warfare, an engagement in which a unit is considered fully committed and cannot maneuver or extricate itself. In the absence of outside assistance, the action must be fought to a conclusion and either won or lost with the forces at hand. 

Doctrine: (DOD) Fundamental principles by which the military forces or elements thereof guide their actions in support of national objectives. It is authoritative but requires judgment in application. See also multinational doctrine; joint doctrine; multi-Service doctrine.

Economic action: (DOD) The planned use of economic measures designed to influence the policies or actions of another state, e.g., to impair the war-making potential of a hostile power or to generate economic stability within a friendly power.

Economic warfare: (DOD) Aggressive use of economic means to achieve national objectives. 

Electronic intelligence: (DOD) Technical and geolocation intelligence derived from foreign non-communications electromagnetic radiations emanating from other than nuclear detonations or radioactive sources; also called ELINT. 

Elements of national power: (DOD) All the means that are available for employment in the pursuit of national objectives.

End state: (DOD) The set of required conditions that defines achievement of the commander's objectives.

Force: (DOD) 1. An aggregation of military personnel, weapon systems, equipment, and necessary support, or combination thereof. 2. A major subdivision of a fleet.

Force projection: (DOD) The ability to project the military element of national power from the continental United States (CONUS) or another theater, in response to requirements for military operations. Force projection operations extend from mobilization and deployment of forces to redeployment to CONUS or home theater. 

Global distribution: (DOD) The process that synchronizes and integrates fulfillment of joint force requirements with employment of the joint force. It provides national resources (personnel and materiel) to support execution of joint operations. The ultimate objective of this process is the effective and efficient accomplishment of the joint force mission. 

Globalization:  The increased mobility of goods, services, labor, technology and capital throughout the world.

Guerrilla warfare: (DOD, NATO) Military and paramilitary operations conducted in enemy-held or hostile territory by irregular, predominantly indigenous forces; also called GW. See also unconventional warfare.

Hostile act: (DOD) 1. A hostile act is an attack or other use of force by any civilian, paramilitary, or military force or terrorist(s) (with or without national designation) against the United States, US forces and, in certain circumstances, US nationals, their property, US commercial assets, or other designated non-US forces, foreign nationals, and their property. 2. Force used directly to preclude or impede the mission and/or duties of US forces, including the recovery of US personnel and vital US Government property. When a hostile act is in progress the right exists to use proportional force, including armed force, in self-defense by all necessary means available to deter or neutralize the potential attacker or, if necessary, to destroy the threat.  

Human intelligence: (DOD, NATO) A category of intelligence derived from information collected and provided by human sources; also called HUMINT.  

Humanitarian and civic assistance: (DOD) Assistance to the local populace provided by predominantly US forces in conjunction with military operations and exercises. This assistance is specifically authorized by title 10, United States Code, section 401, and funded under separate authorities. Assistance provided under these provisions is limited to (1) medical, dental, and veterinary care provided in rural areas of a country; (2) construction of rudimentary surface transportation systems; (3) well drilling and construction of basic sanitation facilities; and (4) rudimentary construction and repair of public facilities. Assistance must fulfill unit-training requirements that incidentally create humanitarian benefit to the local populace. Also called HCA. 

Information: (DOD) 1. Facts, data, or instructions in any medium or form. 2. The meaning that a human assigns to data by means of the known conventions used in their representation.  

Information operations: (DOD) Actions taken to affect adversary information and information systems while defending one's own information and information systems; also called IO.

Information warfare: (DOD) Information operations conducted during time of crisis or conflict to achieve or promote specific objectives over a specific adversary or adversaries; also called IW. 

Intelligence: (DOD) 1. The product resulting from the collection, processing, integration, analysis, evaluation, and interpretation of available information concerning foreign countries or areas. 2. Information and knowledge about an adversary obtained through observation, investigation, analysis, or understanding. See also acoustic intelligence; all-source intelligence; basic intelligence; civil defense intelligence; combat intelligence; communications intelligence; critical intelligence; current intelligence; departmental intelligence; domestic intelligence; electronic intelligence; electro-optical intelligence; foreign intelligence; foreign instrumentation signals intelligence; general military intelligence; human resources intelligence; imagery intelligence; joint intelligence; laser intelligence; measurement and signature intelligence; medical intelligence; merchant intelligence; military intelligence; national intelligence; nuclear intelligence; open-source intelligence; operational intelligence; photographic intelligence; political intelligence; radar intelligence; radiation intelligence; scientific and technical intelligence; security intelligence; strategic intelligence; tactical intelligence; target intelligence; technical intelligence; technical operational intelligence; terrain intelligence; unintentional radiation intelligence.  

Intervention: (DOD) Action taken to divert a unit or force from its track, flight path, or mission. 

Joint: (DOD) Connotes activities, operations, organizations, etc., in which elements of two or more Military Departments participate. 

Joint doctrine: (DOD) Fundamental principles that guide the employment of forces of two or more Military Departments in coordinated action toward a common objective. It is authoritative; as such, joint doctrine will be followed except when, in the judgment of the commander, exceptional circumstances dictate otherwise. It will be promulgated by or for the Chairman of the Joint Chiefs of Staff, in coordination with the combatant commands and Services. See also Chairman of the Joint Chiefs of Staff Instruction; Chairman of the Joint Chiefs of Staff Manual; doctrine; joint publication; joint tactics, techniques, and procedures; joint test publication; multinational doctrine; multi-Service doctrine.    

Joint force: (DOD) A general term applied to a force composed of significant elements, assigned or attached, of two or more Military Departments operating under a single joint force commander. 

Joint operations: (DOD) A general term to describe military actions conducted by joint forces or by Service forces in relationships (e.g., support, coordinating authority) which, of themselves, do not create joint forces.  

Line of communications: (DOD) A route, either land, water, and/or air, that connects an operating military force with a base of operations and along which supplies and military forces move; also called LOC.  

Lines of operations: (DOD) Lines that define the directional orientation of the force in time and space in relation to the enemy. They connect the force with its base of operations and its objectives.   

National security: (DOD) A collective term encompassing both national defense and foreign relations of the United States. Specifically, the condition provided by: a. a military or defense advantage over any foreign nation or group of nations; b. a favorable foreign relations position; or c. a defense posture capable of successfully resisting hostile or destructive action from within or without, overt or covert.

National Security Strategy: (DOD) The art and science of developing, applying, and coordinating the instruments of national power (diplomatic, economic, military, and informational) to achieve objectives that contribute to national security; also called national strategy or grand strategy.  

Network-centric:  Information superiority-enabled concept that generates increased combat power by networking sensors, decision makers, and shooters.   

Nongovernmental organizations: (DOD) Transnational organizations of private citizens that maintain a consultative status with the Economic and Social Council of the United Nations. Nongovernmental organizations may be professional associations, foundations, multinational businesses, or simply groups with a common interest in humanitarian assistance activities (development and relief). "Nongovernmental organizations" is a term normally used by non-United States organizations; also called NGOs.  

Operational environment: (DOD) A composite of the conditions, circumstances, and influences that affect the employment of military forces and bear on the decisions of the unit commander. Some examples are as follows. a. permissive environment--Operational environment in which host country military and law enforcement agencies have control as well as the intent and capability to assist operations that a unit intends to conduct. b. uncertain environment--Operational environment in which host government forces, whether opposed to or receptive to operations that a unit intends to conduct, do not have totally effective control of the territory and population in the intended operational area. c. hostile environment--Operational environment in which hostile forces have control as well as the intent and capability to effectively oppose or react to the operations a unit intends to conduct.

Paramilitary forces: (DOD) Forces or groups distinct from the regular armed forces of any country, but resembling them in organization, equipment, training, or mission. 

Preventive war: (DOD) A war initiated in the belief that military conflict, while not imminent, is inevitable, and that to delay would involve greater risk.  

Quantum cryptography:  The use of quantum physics to provide a means for two parties to exchange an enciphering key over a private channel with complete security of communication

Strategy: DOD) The art and science of developing and employing instruments of national power in a synchronized and integrated fashion to achieve theater, national, and/or multinational objectives.

Terrorism: (DOD) The calculated use of unlawful violence or threat of unlawful violence to inculcate fear; intended to coerce or to intimidate governments or societies in the pursuit of goals that are generally political, religious, or ideological.

Weapons of mass destruction: (DOD) Weapons that are capable of a high order of destruction and/or of being used in such a manner as to destroy large numbers of people. Weapons of mass destruction can be high explosives or nuclear, biological, chemical, and radiological weapons, but exclude the means of transporting or propelling the weapon where such means is a separable and divisible part of the weapon; also called WMD.  Weapons of Mass Effects or WME are often used to include weapons, such as chemical and biological types, that may cause mass casualties without destruction of human life.  
Annex E    Acronym List

ALOC 

air lines of communication 

AO

area of operation 
AOR 

area of responsibility
APOD 

aerial port of debarkation 

ATGMs 
airborne-launched antitank guided missiles 

AWACS 
Airborne Warning and Control System 

C2

command and control

C3D2

camouflage, cover, concealment, denial, and deception 

C4ISR 

command, control, communications, computers, intelligence, 



surveillance, and reconnaissance 
CIE 

collaborative information environment 

COI 

communities of interest  

CONUS 
continental United States 

COP

communities of practice 

CTC 

Combat Training Centers 

DES 

deployment, employment, and sustainment 

DES 

deployment, employment, and sustainment 

DOD 

Department of Defense 
DOTMLPF
doctrine, organization, training, materiel, leadership and education, 


personnel, and facilities
EA 

effects assessment

EBO 

effects-based operations 

EMP
 
electromagnetic pulse 

EOC

non-lethal weapons (NLW emergency operations centers 

EU 

European Union 

GNP 

Gross National Product

GPS 

global positioning system 

HUMINT 
human intelligence 

IO

information operations 

IPB

intelligence preparation of the battlespace 

ISR 

intelligence, surveillance, and reconnaissance

IT

information technology 

IW 

information war   

J2

Director of Intelligence

JNTC 

Joint National Training Capability 

JOE

Joint Operational Environment 

JOpsC 

Joint Staff Joint Operating Concept 
JSTARS 
Joint Surveillance Target Attack Radar System 

LACM

Land attack cruise missiles

LOC

Lines of communication 

MANPADS 
man-portable air defense systems 

MASINT
measurement and signature intelligence 

MDMP 
military decision making process 

MLRS 

Multiple-Launch Rocket Systems 

MNC 

multinational corporations  
NGO 

non-governmental organizations 

NSS

National Security Strategy 

OIF

Operation Iraqi Freedom 

PGM 

precision guided munitions 
PSYOP 
psychological operations 

QDR

Quadrennial Defense Review 
R&D

research and development

ROE 

rules of engagement 

RSOI 

reception, staging, onward movement, and integration 

SAM 

surface-to-air missiles 

SIGINT 
signals intelligence 

SLOC 

sea lines of communication 

SME

subject matter expert

SOF 

special operating forces 

SPOD 

sea port of debarkation

SSC 

small-scale contingencies 

ST&E 

science, technology and engineering

TBM 

theater ballistic missiles 

TTP 

tactics, techniques, and procedures 

UAV 

unmanned aerial vehicle 

UCAV

Unmanned combat aerial vehicles 

USJFCOM 
U.S. Joint Forces Command 

WMD 

weapons of mass destruction 
WME

Weapons of Mass Effect 
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Figure 4.  Impact of criminal activity.
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Figure 5.  Elements of a Culture.
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Figure 6. Potential ST&E Developments
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