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Preface

The future joint force will operate in a complex and uncertain security environment that is global in nature and is characterized by asymmetric threats.  International organizations, nation states, rogue states, and terrorist organizations all contend within this environment.  The security environment – and the joint force’s role in it – have changed.

The JROC approved range of military operations (ROMO) identifies 43 activities for which the joint force prepares.  The ROMO reflects the changed security environment and provides context for the development of Joint Operations Concepts (JOpsC) – a strategic guidance document that operationalizes the Chairman’s vision of achieving Full Spectrum Dominance in the joint force.  JOpsC serves two roles.  First, JOpsC is an overarching concept paper that describes how the joint force is envisioned to operate in the next 15-20 years.  Second, JOpsC is a family of joint concepts that describes the attributes and capabilities that that tomorrow’s force requires.  The JOpsC guides the development of joint operating concepts, joint functional concepts, joint experimentation, and emerging capabilities.

The JOpsC family of concepts provides a crucial foundation for the capabilities-based methodology for joint force development.  As you read and use this paper, it is important to understand its role in transforming the joint force and enhancing joint warfighting capabilities – two of the Chairman’s three strategic priorities.

Executive Summary

Battlespace Awareness is the situational knowledge whereby the Joint Force Commander plans operations and exercises command and control.  It is the result of the processing and presentation of information comprehending the operational environment -- the status and dispositions of Friendly, Adversary, and non-aligned actors; and the impacts of physical, cultural, social, political, and economic factors on military operations.
Battlespace Awareness in 2015 provides actionable intelligence to commanders and warfighters. This capability, enabled by a thorough understanding of the battlespace focusing on the adversary and other relevant factors, brings to bear a responsive system-of-systems fully integrating personnel, documents, equipment, and technical means in providing persistent, redundant, and tailored coverage.

Battlespace Awareness (BA) in 2015 provides commanders and force elements with the ability to make better decisions faster by enabling a more thorough understanding of the environment in which they operate, relevant friendly force data, the adversaries they face, and non-aligned actors that could aid in or detract from friendly force battlespace success.  BA will bring to bear a constellation of highly responsive sensors (e.g., unattended, human, intrusive and remote) providing persistent, redundant and tailored coverage of the battlespace.  

Sources of collected data will interact over a network to provide all force elements with the highest quality fused data.  Within this “producer interactive network,” force elements will subscribe to products or data (including archival data).  Software agents will broker data and products, posting some unprocessed information.  In this manner, all are provided access to common data, enabling Joint, Allied, and Coalition warfighters to construct tailor-able, relevant pictures.  

Through shared visibility between operations and intelligence, operations will possess a precise view of the degree to which BA supports operational activities synchronously, and BA will have real-time insight into operational changes occurring in both the planning and execution environments.   

Commanders will maintain a deeper understanding of potential enemy courses of action by integrating the capability for archived and real time data to auto-populate modeling and simulation, and by leveraging these models and simulations in training and operations to perform rapid and continuous alternative forecasting.  By providing simultaneous current and forecasted future depictions of BA resources and insight into their potential responsiveness, commanders will be able to quickly re-task multiple sensors to react to emerging operational situations.

Battlespace sensing (from platforms, drones or forces) will be incorporated into operations planning and execution.  Environmental information (e.g., weather and terrain) will be augmented with information from battlespace sensors.  All sources of information will be integrated into modeling and simulation to facilitate an understanding of the potential impacts of various courses of action.

BA is the key to increasing the reach, persistence, and agility of our military capabilities while increasing the range of military options available.  BA supports and is supported by the other functional concepts.  BA enables Joint C2, Force Application, and Protection to bring combat power to bear at critical points, avoid enemy denial and deception, break-through or circumvent anti-access and area denial strategies, and thwart enemy attempts to harm U.S. interests worldwide.  BA is also a key contributor to Focused Logistics.  Focused Logistics leverages the rapid and continuous alternative forecasting of BA to bring the right personnel, supplies, and assets in the right quantities to the right place at the right time.

This will be accomplished by the process illustrated in figure ES-1 (below).
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Figure ES-1:  The Joint BA Functional Concept

The activities depicted above are occurring simultaneously throughout the battlespace and interacting with each other on a distributed, ubiquitous network.
Interface with Decision Makers – The BA Functional Concept begins and ends with the decision maker.  The value of BA is ultimately measured by its ability to interact with and provide decision makers with the information required for quality, timely decisions.  The decision maker uses tailor-able operational pictures to visualize the battlespace.

Command and Control (C2) of BA Assets – Effective C2 of BA assets contributes directly to the agility of those assets.  This enables the commander to quickly employ and re-deploy BA assets in response to changing conditions in the battlespace.

Observation and Collection – Observation and collection occurs throughout the battlespace from traditional ISR collectors such as: satellites, airborne and proximate sensors, human intelligence (HUMINT) agents, as well as non-traditional sensing and collection sites using organic sensors aboard weapon platforms, commercial and open sources.

Orient and Assess –Even the lowest level tactical units will have access to sensor data.  Low-level analyses will be captured and stored for potential use by higher echelons.  At higher echelons, data will be fused from progressively more diverse sources.  Processing of intelligence information will be done in a distributed fashion throughout the battlespace.

Forecasting, Modeling, and Simulating –These capabilities provide decision support for choices among alternative courses of action, and provide insights into the effectiveness of the chosen alternative.  Rapid and continuous alternative forecasting increases the Joint Force’s agility by allowing commanders to position assets to limit risk while allowing for the best support of future operations.  Simulation will allow commanders and staffs to train for future operations using realistic data on enemy dispositions and capabilities.  

Knowledge Management (KM) – Knowledge management under BA embodies organizational processes that create synergistic combinations of (data-processing capacity of information technologies) and (the creative and innovative capacity of human beings).  Software brokers will help manage information across the network performing filtering functions and highlighting items that they have been charged to monitor as well as anomalous observations that might indicate changes in enemy dispositions and intent.  

Ubiquitous Network – The key enabler for BA will be the ubiquitous network.  The ubiquitous network will ensure that the BA nodes have access to information that: is precise, obtainable in a timely fashion, is of high quality, is viewable by the cognizant decision-makers at the appropriate classification levels, and is protected.  

The capabilities that BA brings to the battlespace will be measured in terms of five attributes.

Persistence – Persistence has two major aspects, survivability and endurance.  

Agility – Agility has three aspects: speed of action, speed of redirection, and discrimination of effects.  

Information – Information is described in terms of: precision, quality, security, timeliness, and sharing.

Reach – Reach is a measure of how widely a capability can be applied across the battlespace.

Spectrum – Spectrum gauges flexibility and represents the number of potentially simultaneous means of accomplishing a mission.  

This functional concept document is not designed to be the end of the development process.  Rather this document forms the beginning of the process for thinking about battlespace awareness in new ways.  Further experimentation, assessment, refinement, and practical application in operational settings will lead to a future battlespace awareness doctrine and capability that in the words of the President, “helps us build the decisive power we will need to win the wars of the future.”
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Chapter 1 Introduction

1.1 Purpose

The Joint Staff developed the Battlespace Awareness Functional Concept and four others—Force Application, Protection, Focused Logistics, and Joint Command and Control —as part of a capabilities-based analytical construct that supports the Joint Capabilities Integration and Development System (JCIDS) and Joint Requirements Oversight Council (JROC) decision-making. The concept provides the measurement framework for evaluating the command and control investment options needed to implement Battlespace Awareness, and for assessing those investment decisions.

This Battlespace Awareness Functional Concept also serves to:

· Generate thought and discussion about new methods for performing command and control across the range of military operations;

· Provide a starting point for the development of operational, system, and technical architectures; and,

· Provide the basis for military experiments and exercises.

The Battlespace Awareness Functional Concept will lead to force development guidance that would imply changes in joint force doctrine, organization, training, materiel, leadership and education, personnel, and facilities.

1.2 Scope 

This functional concept summarizes how future Battlespace Awareness capabilities will support the Joint Force throughout the full range of military operations as envisioned circa 2015.  Though Battlespace Awareness applies across all echelons, this Battlespace Awareness Functional Concept focuses primarily on the operational level of war and describes how Battlespace Awareness will enable decision makers to achieve success when executing missions and operations described in the “Joint Operating Concepts” including Major Combat Operations (MCO), Stability Operations (SO), Homeland Security (HLS), and Strategic Deterrence (SD).


1.3 Overview of Battlespace Awareness

Battlespace Awareness is the situational knowledge whereby the Joint Force Commander plans operations and exercises command and control.  It is the result of the processing and presentation of information comprehending the operational environment -- the status and dispositions of friendly, adversary, and non-aligned actors; and the impacts of physical, cultural, social, political, and economic factors on military operations.
Battlespace Awareness in 2015 provides actionable intelligence to commanders and warfighters. This capability, enabled by a thorough understanding of the battlespace focusing on the adversary and other relevant factors, brings to bear a responsive system-of-systems fully integrating personnel, documents, equipment, and technical means in providing persistent, redundant, and tailored coverage.  

Battlespace Awareness (BA) in 2015 provides commanders and force elements with the ability to make better decisions faster by enabling a more thorough understanding of the environment in which they operate, relevant friendly force data, the adversaries they face, and non-aligned actors that could aid in or detract from friendly force battlespace success.  BA will bring to bear a constellation of highly responsive sensors (e.g., unattended, human, intrusive and remote) providing persistent, redundant and tailored coverage of the battlespace.

Sources of collected data will interact over a network to provide all force elements with the highest quality fused data.  Within this “producer interactive network,” force elements will subscribe to products or data (including archival data).  Software agents will broker data and products, posting some unprocessed information.  In this manner, all are provided access to common data, enabling Joint, Allied, and Coalition warfighters to construct tailor-able, relevant pictures.  

Through shared visibility between operations and intelligence, operations will possess a precise view of the degree to which BA supports operational activities synchronously, and BA will have real-time insight into operational changes occurring in both the planning and execution environments.   

Leaders Commanders will maintain a deeper understanding of potential enemy courses of action by integrating the capability for archived and real time data to auto-populate modeling and simulation, and by leveraging these models and simulations in training and operations to perform rapid and continuous alternative forecasting.  Alternative forecasting refers to the process of identifying the feasibility and probable outcomes of various alternatives available to friendly and adversary commanders.  By providing simultaneous current and forecasted future depictions of BA resources an insight into their potential responsiveness, commanders will be able to quickly re-task multiple sensors to react to emerging operational situations.  In addition to traditional assessments of adversary capability, and improved understanding of adversary decision-makers’ value structures and perceptions will enhance tailored operations against potential foes. The ultimate goal of this information collection and analysis is to develop actor-specific analyses of adversary decision-making that describe an adversary’s values, strategic culture, decision calculus, risk propensity, and capacity for situational awareness to the maximum extent possible.  These ISR efforts also seek to identify the adversary’s potential attack means and the most appropriate targets to be attacked.

Battlespace sensing (from platforms, drones or forces) will be incorporated into operations planning and execution.  Environmental information (e.g., weather and terrain) will be augmented with information from battlespace sensors.  All sources of information will be integrated into modeling and simulation to facilitate an understanding of the potential impacts of various courses of action.

BA is the key to increasing the reach, persistence, and agility of our military capabilities while increasing the range of military options available.  BA supports and is supported by the other functional concepts.  BA enables Joint C2, Force Application, and Protection to bring combat power to bear at critical points, avoid enemy denial and deception, break-through or circumvent anti-access and area denial strategies, and thwart enemy attempts to harm U.S. interests worldwide.  BA is also a key contributor to Focused Logistics.  Focused Logistics leverages the rapid and continuous alternative forecasting of BA to bring the right personnel, supplies, and assets in the right quantities to the right place at the right time.

1.4 Assumptions and Risks

1.4.1 Assumptions

The following assumptions apply to BA:

· BA will continue to be led by highly qualified specialized experts in leadership roles (e.g., the J-2).

· Extensive capabilities will be provided by national intelligence organizations.

· Intelligence needs of the combatant command and subordinate joint forces will be satisfied by organizations like an operational-level Joint Intelligence Center (JIC).

· Within a combatant command’s intelligence organization, a J-2X will coordinate all human intelligence (HUMINT) and counterintelligence (CI) activities.

· A Joint Intelligence Support Element (JISE) will augment subordinate Joint Force Commanders with theater intelligence production resources.

· Advances in technologies (including sensors, processors, and communications) will provide the Department of Defense (DoD) with opportunities to transform BA capabilities.

· Doctrine, tactics, techniques and procedures, along with organizational structures will be reexamined and modified.

· DoD investments in global communications capabilities must provide the requisite infrastructure for successful implementation of this concept.

1.4.2 Risks

BA will provide warfighters with an unprecedented degree of information and flexibility.  However, there are also risks particularly in the realm of information assurance.  

· Eliminating echelons – Although digitization promises to use modern IT to create a integrated view of the battlespace for all forces at all command levels, real time sensor-to-shooter architecture associated with digitization may eliminate some intermediate command echelons from the decision process and increase top-down command centralization.
· Centralized Control – Military personnel at the tactical level have less time to interface with BA systems and nodes than those conducting operations from remote command posts.  Consequently, with their superior view of the overall battle situation, upper echelon commanders could be prone to exercising more centralized control over subordinates, potentially reducing their flexibility and effectiveness to rapidly exploit tactical opportunities in the battlespace.

· Re-aligning technologies – BA must accommodate less capable (analog or legacy) command and control systems. Differences in the way digital and non-digital forces can be employed raise questions about the proper division of jurisdictions between the coalition partners and U.S. forces equipped with legacy equipment that may have divergent capabilities.
· Over dependence on digital technology – With the heavy reliance on digital technology a deliberate and focused cyber attack could be disastrous, digitization could degrade decision-making ability among tactical leaders. Over-reliance on screens could degrade traditional warfare skills such as navigating and calling for fire that will become rusty as digital equipment automates navigation and target-acquisition processes. Digital technology could create indecisive leaders overwhelmed by data they have not been trained to assimilate.  Personnel could become so dependent on their screens that they lose the ability to infer information from environmental clues.  

· Loss of the Network. - If the network is temporarily or permanently disabled, commanders and warfighters will still be expected to conduct operations. Tactics, techniques and procedures for such contingencies will be critical for normal military operations.

· Heavy reliance on civilian support personnel/infrastructure – The complexities of maintaining and operating BA-related IT systems, particularly during field deployments, will necessitate increased reliance on highly trained civilian technicians.  Such technicians have become indispensable on the digital battlespace, both for training and equipping forces, as well as for keeping complex digital systems operational.

Chapter 2.  Description of the Military Problem

This chapter describes the military problem in terms of the BA mission area in the 2015 timeframe.  The first section describes the envisioned changes to friendly operations that will drive BA capabilities to support these new operational concepts.  The second section describes the anticipated changes in adversary capabilities and operations that will necessitate alterations in BA capabilities. 

2.1 Friendly Operational Drivers for BA

The following sections describe friendly operational changes envisioned from the present through 2015.

2.1.1
Fighting First for Information and Decision Superiority (IS/DS)

Future U.S. forces will fight first for ensuring that friendly force commanders have superior information (e.g., more accurate, more timely, more secure) than the adversary.  Information superiority leads to decision superiority through world-class training and decision aids for the friendly forces.  There are many implications for BA in fighting first for IS/DS.  The first is that to be effective our BA must “win the sensor war.”  Friendly sensors must be able to surveil the battlespace with greater fidelity than adversary sensors.  Likewise, friendly information analysis must be superior to adversary analysis.

2.1.2
Increase Speed of Command

Future friendly forces are expected to be expeditionary, lighter and more agile.  These forces are to defeat potentially numerically superior forces by operating inside the adversary’s decision cycle.  The implication for BA is that the information required for decision making must be available quickly and in a format that the blue decision maker can use to increase the speed of command which requires closer integration between intelligence and operations and coalition partners.

2.1.3
Work with Dispersed Forces

In 2015, friendly forces will consist of more lethal individual elements which will be distributed across the battlespace.  These forces will be distributed across the battlespace.  Dispersed forces refer to both a spatial and temporal aspect.  The implication for BA is that it must be able to reach across and represent the battlespace for these non-contiguous forces. Another implication for BA is that Friendly forces, in an effort to achieve greater deploy-ability, agility and flexibility may make the decision to trade physical protection (armor) for protection provided by greater battlefield situational awareness.  This is an extremely important point and responsibility placed on BA, especially with respect to sensing.  Dispersed forces imply the need for a broader variety of sensors in a broader variety of locations.  Because forces will be dispersed in time, BA will be required to include the capability to forecast probable future states of the battlespace (e.g., likely enemy courses of action, weather).  Also, BA must have a given level of robustness to ensure that the forces are able to act independently in the fluid twenty-first century battlespace.  Military objectives are accomplished through the adaptive employment of multiple means that might not be individually discernable to the adversary commander, but the combination of these multiple means results in the defeat of the adversary.  The implication for BA is that the networked force must have shared Information to synchronize the disparate effects to accomplish the desired military objective.

Dispersed forces and decentralized execution will require the ability to track U.S., allied, and coalition forces throughout the battlespace.  The friendly picture must be real-time and accessible to all friendly forces.  The increasing capabilities of smaller force packages will drive the need to greater granularity in tracking friendly forces.  Additionally, the use of weapons with greater stand-off distances will require more accurate and timely information concerning the location of friendly forces.  Accurate and timely information concerning friendly force movement and activity is a key factor in achieving decision superiority.”

2.1.4 Coalition Environment

Our nation reserves the right to act both preemptively and unilaterally.  However, history demonstrates that few conflicts are resolved through unilateral action.  Sharing BA information with coalition and allied partners is a future challenge that will require sophisticated applications able to protect classified data across domains and security levels.

2.1.5
Dynamically Self-Synchronize 

U.S. forces will be able to deploy to the target area independently and configure themselves into a fighting force dynamically.  Each component will understand the location, capabilities, and requirements of the other friendly forces, to include coalition and allied forces, in its area of concern.  The implication for BA is that the forces are aware of their own status, capabilities and needs as well as the status, needs and capabilities of the other forces in the battlespace.  BA must provide that information, but the information systems that provide situational awareness to the Commander, must be redundant and stable enough to sustain the tempo of operations during equipment and/or system casualties, and be secure enough to prevent enemy intrusion and/or deception.

2.1.6
Compress the Levels of War

Compressing the levels of war is another way of saying that information that was traditionally only available at higher echelons will be available to lower levels.  The implication for BA is that information must be available to the lowest level units and individuals.  The BA architecture must allow for interactions between sensors, analysts, and commanders at all levels to ensure battlespace success.  The BA architecture not only must project the effects of US actions and activities upon and adversary, but also the cultural implications and ramifications upon the population among which the US forces operate.  Tactical actions can have strategic effects; so, tactical units require information that was formerly available only at the strategic level.

2.2 Adversary Drivers for BA

Potential adversaries will develop new capabilities to counter U.S. capabilities.  This section describes some of these trends and their implications for friendly BA.

2.2.1
Making the Fight Urban

Potential foes note the difficulties associated with urban fighting and the U.S. constraints with regard to world opinion, acceptable collateral damage, etc.  The implications for BA are that the sensor suite in 2015 must include sensors that can be effective throughout an urban environment.  Additionally, sensors and analysis must be able to pick out potential targets from non-combatants and identify friendly forces.  Sensors and analysis must be able to separate out threats such as explosives from the backdrop of routine industrial chemicals.

2.2.2
Weapons of Mass Destruction and Means of Delivery (WMD/M)

The trend is for WMD /M proliferation, acquisition, development and use to continue; and for the U.S., its friends and allies to employ preemptive military operations to combat WMD/M.  In addition, Joint Forces will likely be exposed during operations, especially urban operations, to toxic industrial chemicals and materials (TIC/TIM).  The implications for BA are clear: new sources and methods must be developed and used to detect, identify, discriminate, and track TIC/TIM, WMD/M materials, technology and expertise.  The new sensors and analysis techniques must be able to continually provide information about the chemical, biological, radiological and nuclear situation in the air, water, on land, on personnel, equipment or facilities.  This capability includes the need to detect, identify and quantify those WMD hazards in all physical states.  The sensor net must operate in such a way as to be useful throughout the spectrum of peace and war in detecting WMD / M.

2.2.3
Camouflage, Concealment & Deception (CCD)

Potential adversaries are becoming adept at hiding from and spoofing U.S. intelligence.  The trend toward CCD will continue.  Future BA must develop new capabilities that operate in new zones that are more difficult to counter with CCD.  Collected data must be fused with other information to make CCD prohibitively expensive.  Sensors and analysis must be used to look for other indicators of enemy capabilities, vulnerabilities, and intentions when the adversary employs CCD. Where information gaps exist, full-spectrum ISR will seek to provide persistent surveillance of leadership figures, facilities, proliferation mechanisms and high-value forces in the face of increasingly sophisticated adversary denial and deception efforts.  ISR efforts must be persistent across time, seamless across key geographic regions, take advantage of the most capable collection platforms, gather data across the information spectrum and benefit from cooperation and timely cross-cueing of national agency, overhead and sensitive reconnaissance assets.  

2.2.4
Dispersed Organizations

The proliferation of technology (particularly communications technology) and adaptive, dispersed organizations have enabled adversaries to threaten U.S. interests worldwide from dispersed locations.  Terrorist and criminal non-state organizations, coordinating through diffuse, temporary networks, can attack without the intelligence observables associated with a nation-state adversary.  Sensors alone are insufficient.  New information systems must be developed that improve upon existing systems and techniques within the Intelligence Preparation of the Battlespace (IPB) process during planning to better analyze, determine and wargame against potential enemy courses of action, and provide rapid assessment of enemy actions during execution.. The implication for BA is that the sensors (both human and technological) must be able to detect illusory signals across a number of traditional and non-traditional phenomenologies in order to identify, localize and track adversaries.  That may mean penetrating enemy organizations.  That may mean invasive sensors throughout potential urban sanctuaries.  Sensors alone are insufficient.  The U.S. must develop new data fusion and analysis techniques to identify patterns and see the implications of adversarial actions.

2.2.5
Countering U.S. Military Pillars

During the period 1990-2002, the U.S. relied heavily on four advantages to defeat adversaries: stealth, worldwide positioning systems, strategic mobility, and night operations.  Now potential adversaries are threatening these pillars of pre-eminence.  Adversaries are developing sensors allowing for night operations.  Potential enemies are developing counters to U.S. strategic mobility such as new mines, capabilities to attack U.S. infrastructure, etc.  Hostile countries are working on counter-stealth sensing and analysis techniques.  Potential adversaries are actively developing and selling counter geo-positioning technology.  The implication for the BA Functional Concept is that future BA must anticipate and overcome these challenges.  New sources and methods must be developed to detect and characterize counters and identify vulnerabilities in these counters.  

2.3 Changes to the Environment that Affect BA

The battlespace environment is changing rapidly, and new technologies and emerging trends will continue through 2015 and beyond.  BA must be prepared to work in this new environment.

2.3.1 Cyber Domain

The proliferation of emerging technologies will continue and accelerate.  The U.S. military and homeland infrastructure face daily attacks in the cyber-realm ranging from actual operations designed to injure or destroy capabilities to intelligence gathering through the cyber domain.  Future BA must include sources and methods that allow for the detection of hostile actions as well as identifying adversary capabilities and forecasting adversary intent in the cyber realm.  Future information systems must provide the commander with adequate Computer Network Attack and Defense (CNA/CND) capabilities in order to meet the growing cyber threat and when necessary attack enemy critical vulnerabilities in order to more decisively defeat the enemy, while providing enhanced security to our own critical systems.

2.3.2 Small Scale Domain

Micro-scale technology and to a lesser extent, nano-technology have the potential to begin impacting military operations by 2015.  Current BA lacks the fidelity to identify and characterize threats in these small domains.  The implication for BA is that new sensors and analysis techniques must be developed to detect these threats.

Chapter 3.  Description of the BA Functional Concept

At its core, BA represents harnessing the power of the networked force and ensuring that commanders at all levels have the information they need to make decisions inside the adversary’s Observe-Orient-Decide-Act (OODA) loop.  By working inside the enemy’s decision-making cycle, the friendly commander can counter enemy actions and take advantage of enemy vulnerabilities before the adversary has a chance to react.  The networked force will feature:

· Specialized experts, 

· Extensive capabilities provided by national intelligence organizations, 

· Augmentation of subordinate Joint Force Commanders with theater intelligence production resources (JISE),

· A J-2X controlling and coordinating all HUMINT and CI collection activities, 

· A JISE augmenting subordinate Joint Force Commanders with theater intelligence production resources, and

· Service Intelligence Centers are authorized to conduct direct support of deployed forces.
The following briefly captures the BA organizational relationships envisioned in 2015 and supported by the functional capabilities (addressed in detail below).

J-2:  The combatant command J-2 (or designated specialized expert, serving in a command role) will assist the commander in developing strategy, planning theater campaigns, and organizing the command relationships of theater assets, particularly intelligence assets, for effective joint and unified multinational operations.  Additionally, the J-2 will remain responsible for determining the requirements and direction needed to ensure unity of the intelligence effort supporting the commander’s objectives.

The J-2 will provide higher echelons, up to and including the National Military Joint Intelligence Center (NMJIC), and subordinate commands with a single, common, coordinated, all-source intelligence picture by applying national intelligence capabilities, employing joint force intelligence resources, and identifying and integrating additional intelligence resources such as the JIC and component command intelligence assets, and fusing information derived from law enforcement/CI organizations.  The joint force J-2 will rely on both theater and national intelligence organizations for support in order to provide the Joint Force Commander (JFC) with the most accurate intelligence possible.  

National Intelligence Organizations:  This concept expects the joint force J-2 will continue to take advantage of the extensive capabilities provided by national intelligence organizations.  Additionally, these organizations (consult Joint Publication 2.0 for a list of them) will continue to exist but in some cases, due to enhanced capabilities outlined below will provide much improved support.  The J-2 must understand the organization, production responsibilities, and expertise resident in the various national intelligence agencies and supporting intelligence federation partners in order to exploit their capabilities efficiently.  The resources of the NMJIC and the Defense Intelligence Agency (DIA) Operational Intelligence Coordination Center (OICC), national intelligence agency command representatives, crisis intelligence federation partners, United States Joint Forces Command (USJFCOM) quick reaction teams (QRTs), and National Intelligence Support Teams (NISTs) will provide the means to integrate national intelligence capabilities into a comprehensive intelligence effort designed to support the joint force.   New technology (argued for in this concept) facilitates collaborative analysis and production between J-2 resources and national intelligence capabilities, which may blur traditional distinctions between joint force and national-level intelligence.  

JIC:  On behalf of the J-2, the primary responsibility of the JIC will be to ensure that the intelligence needs of the combatant command and subordinate joint forces are satisfied.  The JIC will continue to be directly responsible for providing the combatant command and subordinate joint force with a single, common, coordinated intelligence picture by fusing national and theater intelligence, and law enforcement/CI information, into all-source estimates and assessments.

J-2X:  To keep the joint force J-2 informed on all HUMINT and CI activities conducted in the joint force operational area; the J-2 will maintain a J-2X capability responsible for coordinating all HUMINT and CI activities.

Subordinate J-2:  To respond with appropriate support to the creation of a subordinate JFC, a subordinate J-2 will be detailed.  A subordinate joint force intelligence element will support a subordinate JFC’s J-2.  This element will possess at minimum a core element of analytical and administrative capabilities (based on the situation and mission) and be responsible for planning and directing the overall intelligence effort on behalf of the subordinate JFC J-2.

JISE:  The subordinate joint force will be augmented with theater intelligence production resources, organized into a JISE under the supervision of the joint force J-2.  Capabilities of the JISE will include order of battle (OB) analysis, identification of adversary centers of gravity (COGs), analysis of adversary command, control, communications, and computers (C4), targeting support, collection management, and maintenance of a 24-hour indications and warning watch I&W.

Having outlined briefly the BA organizational relationships foreseen in 2015, in this context, let us now examine the BA functional concept itself.

Information has unique characteristics (i.e., latency, context, and synergy) that drive requirements for the BA functional concept.  Latency means that the value of information tends to decrease with time, and this means that information must be made available and shared as soon as possible.  BA will include information fusion at the earliest possible points.  Context refers to the concept that raw data is not equivalent to information.  Data has no value until the data has been put into a context that enables decision-making.  Also, information is synergistic in that particular information becomes more valuable when considered in light of other, related pieces of information.  To be effective BA will include automated data tagging to enable rapid searching of stored databases as well as data correlation.   

Intelligence is a major component of BA, but the two are not synonymous.  While intelligence focuses on adversary intent, disposition, and capabilities, BA creates a basis for the commander’s understanding of the entire battlespace to include friendly forces. 

Traditionally, intelligence included: IPB, situational awareness (SA), support to targeting, battle damage assessment (BDA), and indications and warning (I&W).  These functions remain crucial, but are integrated and enhanced under the new concept.

BA has several functional activities (see figure 3.1 below).  These are occurring simultaneously throughout the battlespace and interacting with each other on a distributed, ubiquitous network.  It is through these functional activities, the organizational relationships outlined above and the unique characteristics of information that we will present the BA functional concept below.

[image: image2.emf]Command & Control 

of BA Assets

•

Synchronize ISR with 

Operations

• Task & dynamically re-

task assets

• Monitor/track assets & 

their activities

• Planning

• Assessing

Observation & 

Collection

• Gain Access  (I.e., remote or 

intrusive) 

• Surveil broad areas 

synoptically

• Focus/stare on targets of 

interest

• Find, identify and track 

• Measure & monitor 

environmental conditions 

Interface with 

Decision Makers: 

Policy & Warfighters

• National-Policy

• Combat Commanders

• Operations Centers

• Platforms

• Individual Decision-makers

Ubiquitous

Network

Orient & Assess

• Recognize targets 

automatically

• Employ human resources

• Employ open source 

resources 

• Distributed processing

• Data fusion

• Analyst collaboration

• Distributed archive

• Collaborate between analytic 

centers

• ID Red patterns of behavior

• Defeat denial & deception

Modeling, Simulation & 

Forecasting

• Auto-populate models & 

simulations

• ID enemy courses of action

• Integrates Red & Blue data

• Information on cultures, 

social issues and resources

Knowledge 

Management

• Smart pull/push information

• Share plan visibility

• Allow producer interactions

• Maintain an open archive

Command & Control 

of BA Assets

•

Synchronize ISR with 

Operations

• Task & dynamically re-

task assets

• Monitor/track assets & 

their activities

• Planning

• Assessing

Command & Control 

of BA Assets

•

Synchronize ISR with 

Operations

• Task & dynamically re-

task assets

• Monitor/track assets & 

their activities

• Planning

• Assessing

Observation & 

Collection

• Gain Access  (I.e., remote or 

intrusive) 

• Surveil broad areas 

synoptically

• Focus/stare on targets of 

interest

• Find, identify and track 

• Measure & monitor 

environmental conditions 

Observation & 

Collection

• Gain Access  (I.e., remote or 

intrusive) 

• Surveil broad areas 

synoptically

• Focus/stare on targets of 

interest

• Find, identify and track 

• Measure & monitor 

environmental conditions 

Interface with 

Decision Makers: 

Policy & Warfighters

• National-Policy

• Combat Commanders

• Operations Centers

• Platforms

• Individual Decision-makers

Interface with 

Decision Makers: 

Policy & Warfighters

• National-Policy

• Combat Commanders

• Operations Centers

• Platforms

• Individual Decision-makers

Ubiquitous

Network

Orient & Assess

• Recognize targets 

automatically

• Employ human resources

• Employ open source 

resources 

• Distributed processing

• Data fusion

• Analyst collaboration

• Distributed archive

• Collaborate between analytic 

centers

• ID Red patterns of behavior

• Defeat denial & deception

Orient & Assess

• Recognize targets 

automatically

• Employ human resources

• Employ open source 

resources 

• Distributed processing

• Data fusion

• Analyst collaboration

• Distributed archive

• Collaborate between analytic 

centers

• ID Red patterns of behavior

• Defeat denial & deception

Modeling, Simulation & 

Forecasting

• Auto-populate models & 

simulations

• ID enemy courses of action

• Integrates Red & Blue data

• Information on cultures, 

social issues and resources

Modeling, Simulation & 

Forecasting

• Auto-populate models & 

simulations

• ID enemy courses of action

• Integrates Red & Blue data

• Information on cultures, 

social issues and resources

Knowledge 

Management

• Smart pull/push information

• Share plan visibility

• Allow producer interactions

• Maintain an open archive

Knowledge 

Management

• Smart pull/push information

• Share plan visibility

• Allow producer interactions

• Maintain an open archive


Figure 3-1:  The Joint BA Functional Concept

The next section describes the BA functional activities and their relationship to decision-makers in more detail, and the final section of this chapter contains a scenario that illustrates how the activities work together to produce BA.

3.1 Battlespace Awareness Functional Activities

Interface with Decision Makers – BA begins and ends with the decision maker.  The decision maker interface is the most critical linkage in the BA Functional Concept.  Decision makers will have unique profiles that contribute both to security and understanding.  On the security side, user identification and authentication (including biometrics where appropriate) will help to ensure that only authorized users have access to the BA information.  From an understanding side, BA will include smart queries that take into account past behaviors and information requests from a particular decision maker.  The BA information displays will be tailor-able in terms of content and format.  Under this Functional Concept, developers are driven to use innovative human system integration to not only counter information overload and clutter, but also enhance situational awareness and accelerate refined decision-making.  

The BA interface will provide important and relevant data and information to the Collaborative Information Environment (CIE) that will in turn serve as the primary source for data, information and collaboration as required for commanders and their staffs and all other friendly entities in the Area of Responsibility (AOR). 
Decision makers will use the BA interface as a major source of the data they need.  When the decision maker queries the interface, it will be able to draw from multiple input sources via the ubiquitous network.  When the data is available, the data will be sent directly back to the decision maker in an understandable, actionable format.  When the information is not available, requirements will automatically be generated for the collection and analysis BA functional activities.

Operations decision makers and intelligence decision makers will work together in an integrated environment.  The shared operating picture, as the visual “integrator” of battlespace data, will provide foundational support to decision making as the visual “integrator” of data.  This will include “drill down” for additional information on displayed objects.  Information will have a geo-spatial component so that the decision-maker is always aware of where a particular piece of information applies in the battlespace.  Intelligence and operations will share a common data space that will be used to generate plans and courses of action, and structured to communicate decisions to appropriate users (e.g., overlays, operational graphics).
,
,
 

Through shared visibility between operations and intelligence, operations will possess a precise view of the degree to which BA supports operational activities synchronously, and BA will have real-time insight into operational changes occurring in both the planning and execution environments.   The synchronization tool presents planning and execution with the ability to monitor and predict the degree to which BA synchronization supports the opportunity to conduct operations with shoot-look-shoot planning efficiencies.  This interactive module will manage the planner’s expectations for assessment, allowing for dramatic increases in the effective level of support through operations synchronization with intelligence (i.e., allow operations planners to change times on target, change assessment standards, change tactical awareness asset allocation).

Command and Control (C2) of BA Assets – BA is generated through C2 of BA assets.  Effective C2 of ISR assets contribute directly to the agility of those assets--including effective ISR employment.  This enables the commander to quickly task and dynamically re-task ISR assets in response to changing conditions in the battlespace.

C2 of BA assets will be aided through a series of automated tools.  BA assets will include highly netted arrays of sensors, data fusion devices, processing units, etc.  These tools will depict the degree to which BA assets are flexible and the degree to which a resource may be useful (i.e., possesses a probability of collecting meaningful observable information about the activity or target data hand).  They will also depict the degree to which their activities will likely satisfy what they are trying to do (i.e., a probability of detect, track, etc.).  These tools will work in both planning and execution environments, with the execution-planning tool for C2 of BA Assets constantly updating the planning tool.  BA asset commanders will give mission directives that will be translated into specific operating instructions for the personnel and equipment that make up the BA assets.  With shared operations and intelligence plan and execution visibility (at the data level), C2 of BA Assets will be able to dynamically synchronize with changing operations, thereby saving enormous collection and exploitation resources (that would have exploited against things not struck when plans changed).

Observation & Collection – Observation and collection occurs throughout the battlespace from traditional ISR collectors (such as satellite constellations, airborne and proximate sensors, human intelligence (HUMINT)), to non-traditional sensing and collection sites (such as commercial and open sources).  Each of these entities represents a node in the BA grid.  Nodes will provide information to the grid and draw information as required from the grid.  Every infantryman in the field is a potential sensor for BA, and the F-22’s targeting radar gives an extremely fine-grained depiction of the battlespace.  By utilizing the collection capability of all possible nodes, the reach, robustness and persistence of the entire sensing network are greatly enhanced to create a pervasive, detailed understanding of the battlespace.  

One of the core challenges for future sensors and collection methods is that adversaries will continue to adapt to our traditional capabilities.  Adversary adaptations have taken a number of forms.  These include: 

· Mobile operations (exploiting sensor-to-shooter and intelligence analysis time lags); 

· Underground operations, activity scheduling, decoys, emission control, Operational Security (OPSEC)-related signature control, and other Denial and Deception (D&D) operations; 

· Extensive use of increasingly sophisticated, multi-mode camouflage and concealment; 

· Use of active counter-measures (e.g., peacetime “collision” with reconnaissance aircraft, SAM radar illumination and firings); and, 

· Shifting the design of their forces to capabilities that inherently present few signatures useful to traditional sensors (e.g., biological warfare, suicide bombing and related terrorist operations).  

The BA Functional Concept anticipates the deployment of new Measurement and Signatures Intelligence (MASINT) sources and methods that use new physical principles or processing approaches to defeat the adversary’s use of D&D, camouflage, and low-signature operations.  This concept calls for a redistribution of sensing platforms, including clandestine, proximate, highly distributed, and unmanned systems.  This redistribution will tend to make the overall sensor grid more robust against active counter-measures, and harder for the adversary to identify, assess and formulate passive counter-measures.  The BA functional concept anticipates a tighter marriage between BA system-of-systems to U.S. counter-fire capabilities that will suppress adversary attacks on sensor platforms while simultaneously defeating his electronic, optical and other sensor counter-measures.

The BA Functional Concept requires significant use of autonomous sensing (from any number of manned, unmanned or deployable systems and platforms) to dramatically extend persistence and reach.   For several cases across the ROMO (e.g., Stability and force protection operations in urban areas), a variety of sensing phenomenologies (acoustic, biometric, iris-scanning, video and infra-red sensors, and others), both overtly and clandestinely placed and netted may be the most elegant solution to conducting operations (or simply existing) in urban and potentially hostile areas.  In this case, a model of the urban area (i.e., SimCity) overlaid by rules related to target signatures that could be overlaid with various sensors could produce a sensing package required for cross-cued netted sensing such that a particular target operating in the netted area would be tracked for the entire duration.  The sensors will “crawl” (self-deploy) to their predetermined destinations and “announce” (comm. check) their deployment.  They will posses the ability to cross-cue each other and report to users.  This packaged sensing would, for example, “catch” a whiff of explosive material entering the urban area and “track” the material throughout the area, while reporting this track to users.  
In addition to the application of new technologies and techniques, many of the BA’s targets of interest will require HUMINT to acquire the desired intelligence.  Determining the intent of global terrorist organizations and other non-state and international criminal entities is nearly impossible without the use of human agents.  Human intelligence must focus on gaining access and insights into the most difficult "targets," e.g., terrorist cells, hard and deeply buried targets, closed regimes, WMD / M and weapons of mass effects development efforts, and deployment plans.  

Effective human intelligence will enable better positioning of technical collection systems, and human agents will be used in concert with other collection means (such as, planting proximate sensors, tagging targets of interest) to increase the effectiveness of both HUMINT and the other collection means. HUMINT intelligence reporting will be placed on the network to allow access by decision makers throughout the battlespace, and integrated into situational awareness displays to provide joint forces with battlespace visualization. Once cued on a ‘target’ of interest, seamless machine-to-machine interfaces amongst technical collection systems will help ensure no activity of interest goes unnoticed or unanalyzed.   

To create an agile, persistent sensor grid for BA, sensors will become more programmable (i.e., changing on-board filtering characteristics, spectrum, etc.), and some sensors will be tuned in real-time to look for specific unique target signatures in the battlespace.  These real-time, adaptive sensors will be deployed in weapons systems as well as in traditional collection assets.
 Similarly, where operations cannot readily be synchronized with collection, drones (both launched separate from the weapon delivery platform and from captive carry) will present the most effective and cost-efficient method for assessing battle damage.
Industry is a partner in national security with the DoD.  BA assets will have the capability to tap into the commercial resources, including: communications, collection of unclassified open source information, data mining, computer network exploitation, new visualization modalities and data analysis techniques. 

The environment is a key input into BA.  The environment includes: weather, cloud cover, vertical temperature profile, humidity, wind, precipitation, soil moisture, ice cover, sea ice, electron density profile, vegetation and terrain
, but it also includes significant social aspects such as cultural, political situation, etc. and resources such as water, energy sources, infrastructure, etc.  BA includes salient environmental factors, tracks them in real-time, and fuses this information with other sources of intelligence to create a comprehensive picture of the battlespace as well as to anticipate the impact of military operations on the environment.  This data will be thoroughly linked with operational assets, decision-making and forecasting tools that a change or update that has a potential impact on an operational activity will alert the relevant decision authority at each echelon to the perturbation.  For example, data collected that indicates a cloud is entering the zone where an operational activity is scheduled to take place (be it a collection activity or a visual limited strike activity) would digitally search out what activities may be perturbed and present this to relevant decision makers.

Orient & Assess – BA assets will include sensor fusion, cross-cueing and tip-off capabilities.  Even the lowest level tactical units will have access to sensor data, and these units will use the data from those sensors to assess the situation.  The analysis from these low-level analyses will be captured and stored for potential use by higher echelon analysis.  At higher echelons, data will be fused from progressively more diverse sources.  Cross-cueing and tipping will be the norm.  As new sensors enter the battlespace, they will be integrated into the sensor grid.  Multiple sensor readings (including visual readings by personnel where appropriate and available) will be used to locate and discriminate targets and identify items of interest.  Subscribers will enjoy the benefit of fusion simply by subscribing.

A key concept in the orient and assess activity is sharing of information and collaboration during the analysis function.  The Functional Concept envisions this occurring at three levels.  At the basic information analysis level, there will be distributed processing.  Idle processors in one portion of the net will be tasked to provide analytic support to areas of operation that need additional help.  At the individual level, analysts will dynamically collaborate using tools to share information in understandable forms.  At the analysis center of excellence level, centers will perform federated analysis (e.g., the National Security Agency could perform highly detailed analysis on the signal aspects of adversary target while the Defense Intelligence Agency correlates that analysis with the results of recent HUMINT findings about the target).  Again, subscribers to finished intelligence will receive the intelligence simply by subscribing to it.

Some data will be made available to the ubiquitous network as soon as it is collected.  However, much of the data coming from sensors will require processing to make it usable. Processing will occur throughout the battlespace and in the support bases outside the area of operations.  Unique and innovative types of processing will be used to thwart adversary attempts at D&D and to extend the value of existing sensors.  Additionally, parallel processing can occur at distributed sites leveraging the strengths of various processing platforms (including humans) and speeding up analysis.

Not all data collected will be processed immediately, and much information will be gathered that is not critical to the operation at hand.  Being able to analyze a scene over a period of time can reveal much about activities in and the status of an area.  Technologies such as change detection will become routine activities to create timely, quality BA.  

Through replication over the Ubiquitous Network, the strategic and operational intelligence communities will be able to subscribe to ground “tracks” (rather than today’s limited ability to only receive periodic, force-level updates).  This National Exploitation of Tactical Capabilities (NETCAP) will allow distributed organizations to “tune” to the most detailed tactical level of operational data that they need to visualize.  For example, a shared tactical view observed through replication in real-time by strategic and operational intelligence centers of excellence (rather than held in a stove-pipe) will enable those assets to more meaningfully support the warfighter, perhaps recognizing potential tactical vulnerabilities or strategic culminating opportunities.  

Forecasting, Modeling, and Simulating – Rapid and continuous forecasting of potential adversary courses of action begins with the current location and state of adversary and Friendly assets, integrates knowledge of adversary intent (derived from adversary history, HUMINT, SIGINT, etc.), and forecasts plausible future states of the battlespace using feasibility constraints, and behavioral and physical science based algorithms embedded in simulation.  The goal of this analysis is to identify the need for specific proactive and reactive efforts, to provide support for choices among alternative courses of action, and provide insights into the effectiveness of the chosen alternative.
  Rapid and continuous alternative forecasting increases the Joint Force’s agility by allowing commanders to position assets to limit risk while allowing for the best support of future operations.  Application of this capability will allow commanders and staffs to train for future operations using realistic data on enemy and own dispositions and capabilities.  The component systems will include accurate models for terrain and weather effects worldwide.  Forecasting models and procedures will also incorporate information on cultures, social issues and resources.  For example, a commander with a mission in a particular area will be able to quickly identify holy sites, acceptable social customs, and critical resources as well as dominant terrain and enemy force disposition.  This Functional Concept anticipates the use of systems that will record the reactions of the commander to various simulated and training environments.  This information will be used to aid in forecasting of logistics and force requirements for future operations.

Knowledge Management (KM) – Knowledge management under BA embodies organizational processes that create synergistic combination of data-processing capacity of information technologies with the creative and innovative capacity of human beings.
  Software brokers will help manage information across the network.  

The BA Functional Concept envisions the synergistic use of both software and humans working together to generate information faster and more accurately than could be accomplished by humans alone.  Software brokers/agents will perform filtering functions and highlight items that they have been charged to monitor as well as anomalous observations that might indicate changes in enemy dispositions and intent.
  

Ubiquitous Network – The key enabler for BA will be the ubiquitous network.  The ubiquitous network will ensure that the BA nodes have access to information that: is precise, can be obtained in a timely fashion, of high quality, can be shared with cognizant decision-makers (both U.S. and coalition) at appropriate classification levels, and is secure from adversaries
.  Information precision refers to the degree that the decision-maker is able to receive information that is relevant, appropriate, and in an understandable form.  Timeliness measures the time between the desire for the information and the receipt of the information by the decision-maker.  Sharing describes to what extent the information can be shared both in terms of the exportability of its content and form as well as the existence of shared policy, procedures, protocols and infrastructure to move information within the networked force.

Security is a particular concern for those reliant on BA.  In this Functional Concept security describes the level to which the information has been safeguarded from the adversary and the level to which the information is protected from malicious tampering.  Security in BA also includes monitoring of information requests to identify and mitigate potential insider threats as soon as possible.  Security will include content based information assurance that includes: workstation-embedded encryption that is content-/role-based instead of channel-based; encryption and local key management in trusted silicon on a Security Card; biometric templates and User Security Attributes stored on a local database; identification and authentication (I&A) based on the DoD Common Access Card (CAC) augmented with biometrics; interoperability with legacy links; and user-friendly document marking and electronic file labeling for both security and release-ability.
  BA will include a multi-layered defense system that includes both detection and response options for cyber attacks.

One of the key aspects of the ubiquitous network for BA is a set of standards making all DoD systems addressable & accessible, and developing a set of machine-understandable information templates (referred to as ontologies by the information technology community).
  This will facilitate sensor-to-shooter connection in a highly fluid environment where some weapon systems may be operating at light speed.

Friendly Force Tracking – The BA Functional Concept recognizes the need for the commander to have a complete picture of the battlespace, to include friendly forces.  This complete picture, shared throughout the battlespace contributes to the force’s ability to self-synchronize and allows the U.S. and its allies to avoid fratricide.

3.2 Illustrative Scenario

The following scenario provides an example of the BA Functional Concept in action.  

The government of a rogue country underwent a coupe approximately five years ago.  The previous democratic government has been replaced with a theocracy that is hostile to U.S. interests.  The country has a low standard of living for its citizens, but the government has focused considerable resources into modernizing its military capabilities.  Capitalizing on mineral wealth this country has been acquiring capabilities to counter U.S. military strengths.  In particular, the country has developed credible counter-stealth technologies.  They have also bought night vision devices and conducted extensive training with them.  The country recently acquired sophisticated anti-GPS weapons.  The government has placed considerable emphasis on deliberate deception and denial operations, effectively countering traditional U.S. space and aerial surveillance assets.

The President has been briefed that this adversary country has acquired fissile material and have constructed nuclear separation facilities.  It is estimated that they will have weapons grade fissile material within three months if nothing is done to counter the threat.  The President believes that it is in the best interest of the U.S. and for the greater stability of the region to engage in a pre-emptive strike on the WMD facility.

Recognizing the U.S. policy of pre-emption, the adversary has deployed a networked, adaptive sophisticated air defense ring around the WMD production sites and related delivery sites, and has publicly threatened to launch biological and chemical weapons against neighboring countries friendly to the U.S. if the U.S. takes military action against its WMD / M assets.  

The adversary also seeks to turn the court of public (both U.S. and world) opinion against the U.S. administration and will employ terrorist and suicide bombers to attack U.S. vulnerabilities.

The U.S. operation will involve the forcible insertion of a joint ground force from the sea, simultaneous with special force operations engaging WMD-equipped missile launchers that might be fired against airfields and ports used by the U.S. in the Theater of Operations (TO).  

In this case, the BA initial priorities are:

· Finding and targeting a variety of mobile threats (e.g., missile launchers, mobile long-range air defenses, covert and mobile Reconnaissance, Surveillance and Target Acquisition (RSTA) assets, submarines, mechanized forces which may attempt to maneuver against U.S. invasion forces),

· Characterizing the deployment of adversary mine fields,

· Awareness of adversary patrols and internal security forces which may engage the U.S. Special Operations Forces (SOF).

The Secretary of Defense (SecDef) is aware of the challenges surrounding the operation and requested a briefing by the Geographic Combatant Commander (GCC).  The plan briefed to the SecDef centered on target detection and shortening the time-cycle for target engagement.  The general approach was to find and attack targets quickly.  The operations concept called for a variety of time-critical strike cells, automation aides for strike planning, and distributed collaboration systems to greatly shorten the engagement cycle, coordinate actions across the force, and accelerate strikes on time-urgent targets.  

The SecDef also expects the adversary’s forces to make excellent use of deception.  (Strike limitations in the Kosovo air war provide an excellent example of the combined effects of modest air defenses, adverse weather, and competent use of urban cover.)

The SecDef asked the GCC to brief again in three days with a plan that could counter the specific adversary strengths.  The GCC developed such a plan, but it would require near constant surveillance and real-time tracking of adversary C4ISR assets and WMD launchers.

The GCC J-2 realized that one component in BA would be engaging tracks rather than locations.  Conceptually, placing mobile ground targets under continuous, surveillance and track would allow the ground mobile strike community to strike potential targets at any time (e.g., missile launchers prior to launch) rather than wait for a detected event (e.g., ICBM launch) before striking.

The key capability needed to support this concept was a high-confidence, continuous tracking of high-value ground mobile threats.  The advent of high-altitude, long-endurance unmanned aerial vehicles (UAVs) equipped with new, more precise radars, space surveillance assets, micro-UAVs with EO/IR sensor payloads, and new information fusion technology provided such a capability.  

Prior to hostilities, the SecDef authorized several preparatory actions designed to increase the granularity and coverage of BA for the TO.  Proximate sensors were placed via clandestine means throughout the TO around critical enemy C2 and WMD / M assets.  Unmanned ISR assets were brought to bear in the TO, providing real-time, continuous surveillance of the entire theater.

Via the ubiquitous network, the data from the sensor net was quickly turned into actionable information.  The motto for the intelligence personnel in the TOO was “find once, track always.”

The first shots fired in the conflict were not fired against enemy regular military forces.  The adversary forces attempted a suicide bombing of a U.S. coalition member’s embassy, but the proximate sensors detected the nitrates in the vehicles and the offending vehicles were destroyed.

The J-2 was able to provide significant real-time assistance to the SOF.  The SOF was able to do detailed planning based on the comprehensive and timely information available.  During execution, the improved BA was able to alert the SOF of incipient “collisions” with adversary units, and the knowledge management function of BA was able to detect movement patterns, “hot zones” and “safe areas” for SOF movements.  Furthermore, the BA system-of-systems proved truly persistent in its surveillance, and the forces were able to track the critical threats (e.g., missiles, WMD) “from birth to death.”  I.e., from garrison or peacetime “hide” to their wartime deployment and dispersal sites – and therefore were capable of cueing the SOF force to its quarry.  As the information obtained by the SOF force itself is part of the total BA system, any negative information or data regarding other targets was funneled into the BA process for fusion and dissemination as part of the refined battlespace picture.

Battle damage assessment was a critical portion of the conflict.  By providing continuous surveillance of critical targets, strike assets were used more effectively, avoiding multiple sorties against targets that were already destroyed or neutralized.

Even the improved BA did not guarantee unlimited ISR assets.  Fortunately, with rare exceptions, other types of assets (e.g., tactical UAVs) and other types of sensors could be dynamically re-tasked to cover potential holes in coverage.

The conflict demonstrated a key strength of U.S. BA infrastructure and capabilities.  While more fused information was available at lower levels than ever before, the U.S. still retained its world-class expertise at national intelligence centers and combat support agencies.  When a tactical COMINT asset detected unusual in-band radio activity, that information was recorded and forwarded to the National Security Agency where a top analyst was able to determine that a new, dynamic adversary C4ISR node caused this.

When the President authorized the strike order, the GCC was ready.  The Joint Forces unleashed simultaneous sea, land, air, and space-based attacks against the adversary forces.  The enemy C2 was the first casualty, and all of the missile launch assets were neutralized within the first several minutes of the conflict.

Drones and other untended ISR assets were able to detect adversary leadership attempting to exfiltrate into neutral countries.  U.S. SOF was able to intercept them.  They will be brought to justice and trial.

Chapter 4.  Battlespace Awareness Capabilities

This chapter describes the core capabilities for BA.  The BA capabilities are based on the BA activities described in the last chapter.  The first five capabilities are operational capabilities and the last three are enabling capabilities.

4.1 Operational Capabilities

Operational capabilities are those abilities and means used in the operational battlespace to accomplish BA missions in real-time.

4.1.1 Command and Control of BA Assets

This is the ability to exercise appropriate, effective, and agile C2 of BA assets.  The commander must be able to exercise C2 of BA assets worldwide under a range of conditions.  The C2 structure must be modular and tailor-able in order to fit with a variety of organizations across the range of military operations.  A critical part of this capability is being tightly coupled with the operations processes.  The following contributing capabilities are critical for the future C2 of BA assets.

Synchronize ISR with Operations – Intelligence and operations must operate synergistically in the future battlespace.  To achieve the levels of dynamic synchronization and speed of command envisioned by military planners, operations and intelligence activities will have to be planned concurrently and comprehensively taking into account each other’s needs and capabilities.

Task & dynamically re-task assets – The new BA Functional Concept does not guarantee unlimited BA assets.  Future commanders will need the latitude to make meaningful trade-off decisions between information gathering missions and have the ability to dynamically to direct the use of specific collection assets and resources to satisfy collection requirements and to re-task BA assets to perform higher priority missions.

Monitor/track assets & their activities – It is not enough to identify assets.  To maintain maximum flexibility for future commanders, BA must allow for real-time tracking of assets of interest and to maintain awareness and orchestrate intelligence resources in time and space to meet operational requirements

Plan – BA C2 organizations must be able to accurately plan BA operations.  This includes but is not limited to: developing a plan for collecting information from all available sources to meet intelligence requirements; assisting Joint Force Commanders in determining and prioritizing their intelligence requirements; and determining the suitability and capability of the ISR resources to contribute to and satisfy the information requirements.

Assess – BA C2 must be able to assess the results of BA operations and make future plans based on that assessment.

4.1.2 Execute Collection 

This is the ability to detect, identify, characterize, and track items, activities, and events worldwide of interest to the decision-makers and policy-makers that rely on military BA.  Observe and collect covers the range of detection, identification, characterization, and tracking from items such as WMD / M, technology and expertise through political events of military significance.  This capability includes persistent observation, reconnaissance, and information collection from both open and clandestine sources.  The following contributing capabilities are critical for observation and collection.

Gain Access – Friendly sensors (both human and technological) must be able to gain access to the information.  This ranges from penetration of enemy organizations to invasive sensing to operating outside of anti-access areas to gather the needed information.  A key part of this capability is the ability to position existing sensors in addition to the creation of new sensing opportunities, e.g., recruiting human intelligence sources.

Surveil broad areas synoptically – Multiple sensors must be able to monitor areas simultaneously to counter CCD operations.  Potential adversaries must not be able to hide when overhead sensors lose contact.  We must have the capability to detect once and track forever.

Focus/stare on targets of interest – In addition to looking at broad areas for items of interest, there are some targets that will require specific attention.  BA must have the flexibility to pay close attention to critical targets.

Find, identify and track – This is the key capability for sensing and observation.  BA must be able to give accurate information about targets of interest as needed by friendly decision makers.  Once a target is found, BA must continue to monitor the target.

Employ human resources – The trend toward smaller, more dispersed organizations puts a premium on our ability to use human resources to gather information and work inside these organizations.

Employ open source resources – World news services and the Internet have penetrated large tracts of the world.  Friendly BA must take advantage of these open sources to both augment and supplement covert collection capabilities.

Measure & monitor environmental conditions – Friendly forces must have the latitude to act worldwide in greatly varying conditions.  Being able to accurately describe the operating environment will be critical for future military success. 
4.1.3 Exploitation and Analysis

This is the ability to use open and protected methods to discern: patterns, opportunities, and vulnerabilities, and characterize information in order to facilitate superior decision-making.  This capability is a combination of both the ability to conduct detailed, in-depth analysis of very specific phenomenology and the ability to fuse information from a wide variety of sources in order to create valuable insights and actionable, relevant information.  This includes increasing friendly understanding of the capabilities, intentions, and plans of global actors to allow leaders to employ appropriate focused action.  This area also includes support to broader friendly capabilities such as information operations.  The following contributing capabilities are critical for the analysis of intelligence information.

Recognize targets– New weapon systems will be faster and more lethal than today’s systems.  Friendly forces will need the capability to identify threats in real-time using automatic target recognition.

Distribute processing – The ability to collect is going up exponentially while the ability to process is going up linearly.  By offering the ability to process information using spare processing capabilities throughout the net, the BA Functional Concept envisions closing some of the gap between collection and analysis capabilities.

Information fusion – BA will include the capability to fuse data at lower levels to include the collection platform.

Enable analyst collaboration – Analysts will be able to collaborate in real-time across organizations.

Conduct distributed archive – To provide both timeliness and persistence, archives will be maintained at various locations on the ubiquitous information grid.

Collaborate between analytic centers – Just as individual analysts will be able to collaborate, organizations and analytic centers will be able to work collaboratively to provide superior collective analysis.

ID adversary patterns of behavior – A critical capability is to identify adversary patterns in order to forecast viable enemy courses of action.

Defeat denial & deception – The trend for adversary use of CCD will continue.  Future BA must be able to defeat CCD to provide actionable information to decision makers.

4.1.4 Model, Simulate and Forecast

This is the ability to utilize BA information to create an environment that allows for modeling, simulating, and forecasting in order to increase understanding, increase confidence, and decrease risk for decision-makers and military personnel.  Modeling, simulation, and forecasting activities range from accurate and timely weather predictions through support of operational rehearsals, training exercises, and military education.  The following contributing capabilities are critical for modeling, simulation, and forecasting.

Auto-populate models & simulations – Both from a training and analysis standpoint, the data available drives the quality of the product.  In the future, BA assets must automatically update databases with the most accurate and current information.

ID enemy courses of action – Future models and simulations will allow the friendly analyst to determine feasible enemy courses of action and quickly determine which courses of action are most likely and what the indications and warnings are that would point toward those courses of action.

Integrate adversary & Friendly data – To provide maximum usefulness, BA should include both adversary and friendly data.

Include cultures, social issues and resources – BA must be able to provide value added both in and outside of combat operations.  Cultural, social and resource information aids commanders in working across the spectrum of military operations.

4.1.5 Manage Knowledge

This is the ability to: store, retrieve, filter, synergistically combine, and display information from a variety of sources in context in order to ensure that the right information reaches the right decision-maker in an actionable format in order to support superior decision-making.  Knowledge management includes horizontal and vertical integration of information from sensors, analytic centers, and decision-makers.  The following contributing capabilities are critical for knowledge management.

Smart pull/push information – Information will be sent in some cases, but decision makers will have access to a wide variety of information based on smart queries and availability of information on the ubiquitous network.  This includes ensuring the information that is in an appropriate and understandable format for the user.

Share plan visibility – Friendly forces will share planning information and contingency development information to organizations to plan quickly and develop robust, synergistic plans.

Allow producer interactions – One of the strengths of future BA is the reduction in the stove piping of information.  Producer interactions include individual collaboration as well as cross-cueing, cross-tipping, etc.

Maintain an open archive – The nature of information is that it is both synergistic and contextual.  As new information comes in, it is critical that analysts and agents be able to access past information to derive maximum benefit from the current findings.

4.2 Enabling Capabilities

Enabling capabilities are those abilities and means necessary to enable the functioning and persistence of the BA operational capabilities.  Enabling capabilities are the purview of the planners, the programmers, and Doctrine, Organization, Training, Materiel, Leadership, Personnel, and Facilities (DOTMLPF) developers.

4.2.1 Integrate BA Network

This is the ability to integrate and enhance the BA network to include both open and covert assets in order to facilitate the rapid, accurate, and secure transmission of information to appropriate nodes in the ubiquitous network.  The following contributing capabilities are critical for the future C2 of BA assets.

Allow for quality BA information flow – Vast quantities of information are useless or harmful unless that information is accurate.

Allow for timely BA information flow – The value of information decreases with time.  The future BA architecture must ensure that relevant information is available to decision-makers as soon as possible.

Allow for secure BA information flow – To act as an edge, friendly information must be kept from the enemy.

Allow for ubiquitous BA information flow – Collapsed levels of war and a worldwide mission necessitates that BA is available on-demand worldwide.

Allow for rapidly deployable BA network – BA must be as flexible or more flexible than other aspects of future friendly operations.

4.2.2 Rapidly Infuse Technology

This is the ability to rapidly and easily infuse technological advances into BA design and structure.  The design should anticipate future technological developments and the BA community should be flexible enough to incorporate these developments as they mature and become available.  The following contributing capabilities are critical for rapid infusion of new technology.
Allow for rapid insertion of new technology – This includes both physical and software technological improvements.

Allow for rapid restructuring of BA structure – This includes both the physical and virtual structure of the BA activities.

4.2.3 Recruit, Retain, and Train World-Class BA Personnel

This is the ability to recruit, retain, and train the pre-eminent BA personnel in the world.  This is important in all BA areas from recruiting, retaining, and training world-class HUMINT personnel capable of working in any culture or setting worldwide to technical personnel who are experts in emerging technological areas from nano-technology to quantum encryption. Although this concept clearly calls for foreseen technological enhancements addressed above, the level of personnel committed to gaining and maintaining BA is not likely to be diminished.  Artificial intelligence and sensor netting will only enhance BA personnel’s efficiency, not take their place.  The nation will continue to require strategic, operational and tactical intelligence professionals operating in centers of excellence and attached to operational units alike.  The following contributing capabilities are critical to recruit, retain, and train world-class BA personnel.
Recruit high quality, needed BA personnel – This includes entry, mid-career and senior recruitment as well as recruitment internal and external to the DoD.  It would include such activities as academic and industry partnering.

Retain high quality, needed BA personnel – It is critical that the DoD retains access to its most important asset, DoD and partner personnel.

Train high quality, needed BA personnel – This includes both initial and periodic re-training of personnel.

Increase the diversity, skill base of BA personnel – Emerging technologies and ethnically diverse areas will require that future BA personnel cover a wide range of technical competencies and cultural understanding.  Additional sources include industry and academia through contracts or consulting.

Chapter 5.  BA Assessment Methodology & Attributes

To properly evaluate the capabilities and attributes of BA, there must be an analytical methodology and a coherent set of metrics available to enable analysts to accomplish a meaningful comparison of systems and architectures. A simple evaluation structure should be assembled to allow for the cross comparison of programs which are of Joint Interest or Impact. This structure then serves as the foundation for the later expansion of analysis techniques and metrics to allow for the detailed analysis of the performance of whole BA architectures.

Battlespace Awareness Attributes

The capstone attributes are easily categorized into two classes: attributes for Information (Precision, Quality, Security, Timeliness, and Sharing) and attributes for qualities associated with the conduct of Operations (Reach, Persistence, Agility, and Spectrum). It should be noted that the discussion of operations includes the assumption that the system is able to deliver its intended affect, i.e., collecting information, etc. This categorization allows for the evaluation of sub-metrics for all BA programs, initiatives, and systems.

5.1 Information Precision, Quality, Security, Timeliness, & Sharing

These aspects of information are enablers for the remaining four-capstone attributes.  Precision refers to the degree that the decision-maker is able to receive information that is relevant, appropriate, and in an understandable form.  Quality measures the level of accuracy and confidence associated with the information.  Security describes the level to which the information has been safeguarded from falling into adversary hands.  Timeliness measures the time between the desire for the information and the receipt of the information by the decision-maker.  Sharing describes to what extent the information can be shared both in terms of the exportability of its content and form as well as the existence of shared policy, procedures, protocols and infrastructure to move information within the networked force.  Note that the components enabling C4ISR, e.g., sensors, or C2 systems, can be evaluated in terms of Reach, Persistence, Agility, and Spectrum.  Command and control and leadership are all encompassed by these Information metrics.

5.2 Reach of Operations

Reach is a measure of where and when effects can be applied within the desired area of influence.  Reach includes a raw distance component, but it is much more than that.  It also involves the capability to achieve effects in urban environments and in the reaches of space.  Reach describes an effects ability to be used during day or night.  Reach is also a measure of when effects can be applied across the continuum of peace to crisis to full-blown war.  Long endurance Unmanned Vehicles add to the Reach of U.S. forces, as do orbital-based sensors.  Enablers such as Joint Logistics Over-the-Shore (JLOTS) that allow U.S. forces to be introduced into an area of operations via a beach add to Reach.  A major part of USTRANSCOM responsibilities are to add to the Reach of U.S. forces.

5.3 Persistence of Operations

Persistence, with respect to a system, has two major aspects: survival and staying power.  To be persistent, the system first has to survive in the environment in which it operates.  The survival aspect includes items such as hardening versus Electromagnetic Pulse (EMP), the ability to survive in a hard vacuum, etc.  If the system and its associated effect are survivable, then one can include a measure of temporal endurance as in "persistent ISR."  The temporal endurance aspect includes factors such as reliability, logistics support required, battery/energy supply lifetime, etc.  For example, giving unattended sensors long-duration power supply may enable them to function without maintenance or servicing throughout an operation.

Persistence is similar to but different than Reach.  Reach is a measure of the ability to use a system at a particular time and place while Persistence describes the ability of the system to exist in the environment, while delivering its intended effect.  For example, the SR-71 Blackbird had the “reach” to cover any target in a theater of operation with its sensors; however it lacked “persistence” to stay over a particular area of interest.

5.4 Agility of Operations

Agility is a quantification of the capability to re-direct. There are three aspects to agility, speed of effect, speed of redirection, and discrimination of effect.  Speed of effect refers to how quickly a system’s effect can be brought to bear.  Speed of redirection describes the ability to retarget a particular effect.  Discrimination describes the ability to narrow the operation or application of effects to only influence precisely defined targets.  Reducing the circular error probable on munitions, as an example, increases discrimination.  Adding Identification Friend or Foe (IFF) capability to a weapons platform increases discrimination.  A rotary wing aircraft has considerable agility in that it can change missions with little to no warning to conduct directed attacks in a new location.  On the other hand, an Intercontinental Ballistic Missile (ICBM) is not very agile.  The Landing Craft, Air Cushioned (LCAC) increases the Agility of U.S. Marine landing forces.  The introduction of jet-powered aircraft during the Korean War was a large boost in the tactical Agility of U.S. air forces.

5.5 Spectrum of Operations

Spectrum describes the ability to use a variety of system effects (potentially simultaneously) to achieve a particular objective.  For example, the Department has a broad range of operations when it can destroy an electrical production plant by: aerial manned attacks, aerial unmanned attacks, direct action by clandestine operatives, sabotage by U.S. sympathizers, cyber-attacks, attacks by conventional ground forces, etc.  An example of limited range would be a situation where the only sensors available to cover a geographic area are space-based Electronic Intelligence (ELINT) sensors.  The worst case for range is when there is no way to achieve the desired effect such as is currently the case for detecting the enemy’s "smart dust" nano-sensors.  Spectrum is the heart and soul of joint operations where the various Services bring their own effects to the battlespace and work together in a synergistic manner achieving results that none of the Services could achieve independently.

Chapter 6. Conclusion

The dawning of the 21st Century presents the U.S. warfighter with a historic set of challenges and opportunities.  The evolving threat presents us with new challenges.  The Global War on Terrorism requires us to confront a foe that is technologically savvy and works from a dispersed network.  Advances in technology will continue to provide opportunities to enhance the synthesis and dissemination of Intelligence, Surveillance and Reconnaissance (ISR) data.  Battlespace Awareness (BA) is the key to increasing the reach, persistence, and agility of our military capabilities while increasing the range of military options available including allied and coalition options.  

BA enables Joint C2, Force Application, and Force Protection to: bring military means to bear at critical points; allowing commanders to make operational decisions more efficiently; avoid enemy denial and deceptions; break-through or circumvent anti-access and area denial strategies; and, thwart enemy attempts to harm U.S. interests worldwide.

BA is a key component to Focused Logistics.  Focused Logistics leverages the rapid and continuous alternative forecasting of BA to bring the right personnel, supplies, and assets in the right quantities to the right place at the right time.

This functional concept document is not designed to be the end of the development process.  Rather this document forms the beginning of the process for thinking about BA in new ways.  BA Functional Concept will influence subsequent concept development and will lead to force development guidance that could result in DOTMLPF changes.  Further experimentation, assessment, refinement, and practical application in operational settings will lead to a future BA doctrine that “helps us build the decisive power we will need to win the wars of the future.”

Appendix A:  Application of Joint Operating Concepts

A.1 Major Combat Operations

Major Combat Operations features a requirement to know enemy intentions.  This is true for Homeland Security, Strategic Deterrence, and Stability Operations alike.  The transformational quality that will significantly enhance Major Combat Operations will leverage reciprocation from execution operations into intelligence that has not hitherto existed.

MCOs achieve objectives by removing an adversary’s ability to conduct military operations and creating acceptable political conditions for the cessation of hostilities and the imposition of U.S. will.  At the direction of the President, the Joint Force will simultaneously “swiftly defeat” two efforts, and, if necessary, win one of those efforts decisively.  MCOs are conducted in a campaign consisting of sequential, parallel and simultaneous actions distributed throughout the physical, information and cognitive domains of the global battlespace.  Operations will attempt to sustain an increased tempo, placing continuous pressure on the adversary, and will harmonize military action with the application of other instruments of national power.  The campaign is designed to dismantle an adversary’s system of offense and defense, preempt their freedom of action, destroy critical capabilities and as rapidly as possible isolate enemy forces.  Thereby, the joint force will deny the adversary sanctuary, the ability to maneuver and reconstitute, and defeat or destroy them through the integrated application of air, ground, maritime, space and information capabilities. 

Table A-1: Comparison of BA Functional Concept Capabilities to 

Major Combat Operations Joint Operating Concept Capabilities Requirements

	MCO Ref.
	MCO Capability / Attribute
	Relevant BA FC Capability

	Fluidity

SYNOPSIS OF THE CENTRAL IDEA
	“…the ability to readily adapt, shift forces, and redirect operations; the ability to seek out, create, and exploit opportunities and adversary vulnerabilities; and the ability to engage, or appear to engage, an adversary in every dimension…”
	· All

	Coherence

SYNOPSIS OF THE CENTRAL IDEA 
	“Ensuring that all available elements of the combined force are “in phase,” or coherent, creates synergy and synchronization that result in increased combat power.”
	· C2 of BA Assets

· Manage Knowledge

· Integrate BA Network

	Unity of Purpose

SYNOPSIS OF THE CENTRAL IDEA
	“The MCO JOC is predicated upon a globally integrated network that links our military forces, all relevant agencies, and coalition partners; facilitates collaboration and shared understanding; and serves as an integrating mechanism to achieve unity of action.”
	· Integrate BA Network

· Manage Knowledge

	Knowledge- Enhanced and Decision Superiority

SYNOPSIS OF THE CENTRAL IDEA
	“…ability to sense, understand, decide, and act more soundly and more quickly than increasingly capable and creative adversaries…”
	· All



	MCO Ref.
	MCO Capability / Attribute
	Relevant BA FC Capability

	Description of the Military Problem


	“The information age model must address differences in the capabilities required to deal with the less likely near-peer scenario, and the more adaptive and flexible forces required to deal with the more likely non-peers who will avoid our strengths and challenge us through non-traditional methods.”
	· All; capable of sensing, analyzing, forecasting, and providing knowledge regardless of the adversary

	Description of the Military Problem
	“…integrate the physical (air, land, sea, and space), information, and cognitive domains into a singular battlespace, optimized by the integration of global intelligence, surveillance, and reconnaissance…”
	· Observe & Collect

· Analyze Intel

· Manage Knowledge

· Integrate BA Network

All dimensions and domains



	Effects Based Approach

MAJOR COMBAT OPERATIONS
	“…systemic, examining and leveraging relationships within and between friendly, adversary, and other forces…”

“…comprehensive, incorporating and integrating all available resources… including the political, military, economic, social, infrastructure, and information (PMESII) spheres…”

“…human-centric, focusing on the immutable nature of the human leader, decision-maker, and warfighter (friendly, adversary, and neutral).”
	· Observe and collect

· Analyze Intel

· M&S/Forecast

· Manage Knowledge

· Recruit, Retain, Train

Requires detailed information on all aspects of PMESII,

including detailed information on decision making aspects of adversary leadership



	Achieving Decision Superiority

MAJOR COMBAT OPERATIONS
	“Superior knowledge of the battlespace, our own capabilities, and the adversary…”

“…ability to sense, understand, decide, and act quicker than a capable and creative adversary is fundamental to future combat operations and our ability to create coherent effects throughout the global battlespace.”

“A decision superior force organized and designed to operate within a networked and collaborative environment must acquire high fidelity and timely intelligence of the adversary’s decision cycle and supporting information systems and processes.”
	· All

Specifically addresses need for detailed information regarding adversary decision cycles, information systems, and processes.  Support to IO.

	Achieving Decision Superiority

MAJOR COMBAT OPERATIONS
	“The ability to detect, acquire, characterize, identify, and track items, events, and/or activities of interest in the physical domain, as they occur, provides many of the critical information elements essential for decision superiority.”

· “Persistent surveillance of the physical domain and integration of surveillance capabilities across all human and technical intelligence disciplines provide these critical information elements.”

“…high fidelity intelligence collection against adversary information systems and decision-making processes in the information domain…”

· Near-real-time and real-time monitoring of friendly (and adversary??) information networks…”

“Sensing in the cognitive domain requires extensive knowledge of the adversary culture, thought processes, and world view.”

· “...requires knowledge and understanding of how the adversary perceives the world, his information systems, decision-making processes, social and religious mores, and his goals and objectives.”


	· All

Heavy emphasis on information operations and the essential aspect of cultural intelligence


	Achieving Decision Superiority

MAJOR COMBAT OPERATIONS
	“Access to the right information, at the right place, at the right time, in the right presentation format…”

“…requires responsive knowledge management processes that can transform massive amounts of data into useable knowledge.”
	· Manage Knowledge

· Integrate BA

· Analysis of Intel

· M&S/Forecasting



	MCO Ref.
	MCO Capability / Attribute
	Relevant BA FC Capability

	Conducting Operations

CREATING COHERENT EFFECTS
	· Adaptive Capacity

“…emerges from a culture that promotes and embraces flexibility, trust among leaders and organizations, constant learning and improvement, and decentralized execution.”

· Operational Durability

“…results from highly trained forces that are capable of operating effectively regardless of threat, mission, and environmental conditions.”
	· Recruit, Train, Retain

	Gaining and Maintaining Access to the Battlespace

Conducting Operations

CREATING COHERENT EFFECTS
	“Access to the battlespace from all dimensions, including space and cyberspace, by U.S. and coalition forces contributes to the Commander’s freedom of action essential to conduct operations in pursuit of his objectives.”
	· Observe and Collect

· Infuse Technology

	Achieving Access Through Dimensional Superiority

Conducting Operations

CREATING COHERENT EFFECTS
	“Land, sea, space, and information superiority are essential…”

“Multi-layered sensors and a robust C4ISR architecture facilitate dimensional superiority and provide the Commander battlespace awareness throughout the networked force.”
	· Observe and collect

· Manage Knowledge

· Integrate the BA Network



	Expeditionary Basing

Conducting Operations

CREATING COHERENT EFFECTS
	“…key part of our MCO culture that emphasizes strategic and operational agility, responsiveness, and flexibility.”

“These forward operating bases are designed deliberately to be temporary, lean, mobile (uploaded and ready for displacement), modular, and networked for C4ISR and protection.”

	· C2 of BA Assets

· Integrate BA Network



	MCO Ref.
	MCO Capability / Attribute
	Relevant BA FC Capability

	Rapid and Global Employment

Conducting Operations

CREATING COHERENT EFFECTS
	“To be rapidly and globally employable, situational awareness and understanding of both the friendly and threat situation must be achieved and maintained.”
	· All

	Distributed and Simultaneous Operations

Conducting Operations

CREATING COHERENT

EFFECTS
	“The probability of conducting MCO in a complex, urban environment is high since a determined, or desperate, adversary seeks refuge in large sprawling cities to hide, to discourage U.S. involvement, and to reconstitute.”

· “…acquiring and producing time-sensitive, all-source, and actionable intelligence are critical in an urban environment.”
· “Identifying the threat sources of power (command and control apparatus, military, financial, political, psychological, etc.) is crucial.”

	· All, but

Heavy emphasis on the ability to perform BA in a complex urban environment.  Again refers to important nature of cultural intelligence.

	Protection

CREATING COHERENT EFFECTS
	“The fight for decision superiority must extend to the realm of the terrorist or special operations threats to forces, facilities, and critical infrastructure.  The requirement for providing commanders with knowledge and advanced warning of such threats and intentions is a common protection function supporting both the MCO and Homeland Security JOCs, and demands a coherent approach without seams.
	· Observe and Collect

· Analyze Intel

· M&S/Forecast

· Manage Knowledge

· Integrate BA Network
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A.2 Stability Operations

Stability operations are military operations in concert with the other elements of national power and multinational partners, to maintain or re-establish order and promote stability.  These consist of global and regional military operations that establish, shape, maintain and refine relations with other nations.  Included are operations to ensure the safety of American citizens and U.S. interests while maintaining and improving the U.S. ability to operate with multinational partners to deter hostile ambitions of potential aggressors.  Stability operations help ensure unhindered access by the U.S. and its allies to a global economy.  These operations may include a wide array of tasks from combat operations - in order to remove isolated pockets of resistance, to peace enforcement, or security cooperation activities.

Table A-2: Comparison of BA Functional Concept Capabilities to 

Stability Operations Operating Concept Capabilities Requirements

	SO Ref.
	SO Capability
	Relevant BA FC Capability
	What is required from BA to fulfill this capability?

	Synopsis of the Central Idea

	“…will conduct simultaneous and distributed stability and combat operations.”

“…will provide security (civil and military) and appropriate humanitarian assistance, governance, restoration of essential services, and other reconstruction assistance until the security environment permits civilian (indigenous and international) access to perform their duties.”


	· All


	SO requires monitoring of the environment by BA assets to immediately suppress areas of unrest and forecast the intentions of “key spoilers”.  A networked collaborative environment will allow multinational and/or interagency planning and execution.



	Shared Vision


	“…must articulate, in unambiguous terms, the effects and expectation required of subordinate units to realized success.”
	· Manage Knowledge

· Integrate BA Network
	SO requires a CIE between all relevant players to ensure proper understanding and execution of the commander’s intent.



	Unity of Effort


	“Concurrent, collaborative, and integrated civil-military planning for stability, reconstruction, and war fighting is key to success.”

“A coordinated planning process supported by a collaborative information environment (CIE) provides a means for information sharing, effective simultaneous and synergistic planning, and execution of combat and stability operations.”


	· Manage Knowledge

· Integrate BA Network
	SO requires a CIE between all relevant players to ensure proper execution of the commander’s intent.

	Joint Interagency Coordination Group (JIACG)


	“…ensures timely decision-making and civil-military organization, collaboration, and coordination for planning and management to achieve unity of effort.”

“…will operate in a network-centric environment enabled by the CIE in order to conduct distributed operations, either sequentially or concurrently, with other stability and reconstruction activities or combat operations.”


	· Manage Knowledge

· Integrate BA Network
	SO requires an integrated network for civil-military information sharing for planning and executing stability, reconstruction and combat operations.

	Cultural Intelligence


	“…will supplement human intelligence and enable U.S. forces to sense, understand, decide and act faster than the adversaries.”

“…will infuse planning with a realistic context for operational planning and execution support.”

“…will assist in dealing with the certainty of spoilers and other regional issues from planning through execution.”


	· All


	Cultural intelligence requires the ability to compile information from a variety of sources, which will help U.S. forces to better understand and predict enemy intentions.

	Agile Force


	“…essential in order to flex between combat and stability operations.”

“…will rapidly adjust force size and mix…”


	· C2 of BA Assets

· Manage Knowledge

· Integrate BA Network


	SO requires access to information from quick reacting BA assets, which will drive how the JTF operates.

	JTF-Civil Reconstruction


	“…will lead planning organizing, and executing stability operations for the combatant commander.”

“…will constitute all the functions of civil affairs as well as coordinate security, restoration of services, law enforcement, information operations, PSYOPS and the like.”

“…must be organized, trained, and equipped to apply sufficient pressure to dampen political violence, reduce the intensity of conflict, and establish an environment of security conducive to settlement through political, economic, military, informational, or other means at the disposal of the joint force.”


	· All
	JTF-Civil Reconstruction performs a wide range of tasks requiring highly trained personnel to monitor the battlespace and to observe and forecast potential threats.  Coordination in a network-centric environment will allow for timely information exchange, which is required as the shift between military and stability operations is frequent.

	Pg. 2
	“...ensure the safety of the U.S. and multinational civil-military force,”

“…ensure unhindered access for reconstruction,”

“…establish, shape, maintain, and refine U.S. relations with other nations,”

“…maintain and improve U.S. ability to operate with multinational partners to deter hostile ambitions.”

“…re-establish or maintain order,”

“…support freedom, democracy and free enterprise,”

“…protect basic human rights while guaranteeing political and economic freedom.”


	· All
	JTF-Civil Reconstruction performs a wide range of tasks requiring highly trained personnel to monitor the battlespace and to observe and forecast potential threats.  Coordination in a network-centric environment will allow for timely information exchange, which is required as the shift between military and stability operations is frequent.

	Context

	“Stability operations serve to … deter aggression, and help relieve sources of instability before they can become military crises.”

“Engagement activities, including information sharing and contacts between our military and the armed forces of other nations, promote trust and confidence and encourage measures that increase our security and that of our allies.”

“Military stability operations must be able to help shape the political environment and capitalize rapidly on a combat victory.”

“…to maintain or establish order and promote stability, deter hostile ambitions of potential aggressors, and ensure unhindered access by the U.S. and its allies to a global economy through coordinated application of joint military coalition and interagency power.”


	· Manage Knowledge

· Integrate BA Network


	SO requires a CIE for information sharing purposes with coalition members, interagency players.

	Stability Operations

Stability Operations


	“…be capable of enabling and facilitating the transition of civil security, humanitarian assistance, governance, and reconstruction operations to civilian authorities ...”

“…to establish and maintain a safe and secure environment in order for civil agencies to conduct stability and reconstruction tasks.”

“Tasks range from suppression of threat activity (pre-hostility prevention), battlespace preparation (pre-MCO hostilities), and maintaining a secure environment (post-hostility policing), to long term training and outfitting of indigenous forces.”

“In order to control the spoilers the joint force may use a mix of capabilities for coercion, inducements, and socialization of the population and leadership in the target area.”


	· C2 of BA Asset

· Observe and Collect Information 

· Analysis of Intelligence

· Manage Knowledge

· Integrate BA Network

· All
	SO requires the ability to integrate and share information gathered from multiple sources to protect entities that conduct stability and reconstruction tasks.

SO requires monitoring of the environment by BA assets to immediately suppress areas of unrest and forecast the intentions of “key spoilers”.  A networked collaborative environment will allow multinational and/or interagency planning and execution.



	Integration of Joint Operating Concepts with Functional Concepts

Battlespace Awareness


	“In stability operations, the sensors needed for awareness will most likely be somewhat different than those for combat; or at least the application of the sensors will change.”

“There will be need for more detailed HUMINT: more, smaller, and stealthier remote listening devices, more environmental sensors, and different types of analysis.”

“SO JOC will leverage technology improvement to expand the portfolio of tools for stability operations.”
	· Rapidly Infuse Technology

· Recruit, Retain, and Train World-Class BA Personnel


	SO will require new technology and training procedures to employ sensors.  New analysis techniques will also be required as the application of sensors change, combat versus SO.



	
	“The Joint C2 and BA concepts will provide the means for the GCC to ensure that his SO forces are able to participate in the “shared understanding” of the regional battlespace and are fully networked, so that the planning and management of stability operations are seamless and simultaneous with planning of combat operations.”

“…the ability to rapidly respond in the early stages of an imminent or ongoing crises.”


	· C2 of BA Assets

· Observe and Collect Information 

· Manage Knowledge

· Integrate BA Network
	SO units need to be linked in a collaborative environment to increase regional situational awareness and to plan and operate against the threats.

	Initial List of Potential Required Capabilities

	“Automated De-classification Filter Software to enhance rapid information sharing with coalition members, interagency players, and NGOs.”

“Self-sustained, self-protecting ground forces.”

“Increased Force Protection capabilities in Friendly/Red Force tracker (I-CROP) capabilities, Real-Time threat warnings broadcast system, CBRNE/Disease Non-Battle protection, JTAMD, and automated diagnostic medical capabilities.”
	· Manage Knowledge

· Integrate BA Network

· Manage Knowledge

· Integrate BA Network

· Infuse Emergent Technology

· Observe and Collect

· Analysis of Intelligence

· Model, Simulate and Forecast

· Manage Knowledge

· Integrate BA Network 

· Infuse Emergent Technology


	SO requires a CIE for information sharing purposes with coalition members, interagency players and NGOs.

Ground forces performing SO require access to an integrated network of sensor data to anticipate potential threats.

SO requires the ability to integrate and share information gathered from multiple sources to protect forces.




A.3 Strategic Deterrence

Strategic Deterrence is defined as the prevention of adversary aggression or coercion threatening vital interests of the United States and/or our national survival. St rategic deterrence convinces adversaries not to take grievous courses of action by means of decisive influence over their decision-making..

Strategic Deterrence provides the President with a range of military options and capabilities intended to deter aggressors while requiring only modest reinforcement of forward-deployed and stationed forces from outside the theater.  Strategic Deterrence includes joint counter-proliferation, defense against weapons of mass destruction, overseas presence, peacetime military engagement, and nuclear and non-nuclear strike capabilities enhanced by global intelligence.

Based on the Strategic Deterrence Operating Concept, knowing the intentions of a potential enemy will be critical.  Strategic deterrence intelligence takes two forms.  The first is the underlying information regarding adversary decision-makers’ perceptions of benefits, costs, and consequences of restraint on which deterrence operations are based.  The second is the operational intelligence information about adversary assets, capabilities, and vulnerabilities required to conduct credible and effective deterrence operations. Because strategic deterrence is a full spectrum campaign conducted predominantly in peacetime, many crucial elements necessary to fully characterize potential adversaries need to be given a higher collection priority than has been traditionally associated with non-crisis periods. 

Increased collaboration with government and non-government agencies to deter, dissuade and defeat adversaries of tomorrow.

Table A-3: Comparison of BA Functional Concept Capabilities to 

Strategic Deterrence Operating Concept Capabilities Requirements.

	SD Ref.
	SD Capability / Attribute
	Relevant BA FC Capability
	What is required from BA to fulfill this capability?

	Overall SD Objectives
	1. The ability to defend against unprovoked attack, provide responsive global delivery of intended cost imposition effects, and possess the clear-cut ability to combine these capabilities to dominate an escalating conflict.

2. Direct capabilities required for strategic deterrence include the ability to carry out:  force projection ops, including the capability to decisively defeat regional aggression; kinetic and non-kinetic Global Strike ops, including the possible employment of nuclear weapons; active and passive defense measures; strategic deterrence IO; influence operations; space control.
	Both 1. and 2. will require the following BA FC Capabilities:

· C2 of BA assets

· Observe and Collect

· Analysis of Intel

· M&S, Forecast

· Manage Knowledge

· Integrate BA Network

· Infuse Emergent Technology

· Recruit, Retain, Train
	The actions necessary to support the overall SD capabilities would require monitor, tasking, and integration of intelligence collected from airborne/national collection assets, analysis of a given adversary, to include predictive analysis on adversary intentions, goals, objectives, interagency cooperation, planning for possible operations should SD fail. 

	Necessary Capabilities and Attributes
	
	
	

	Global SA
	1. The ability to conduct effective battlespace awareness of the spatial and temporal domains in support of national objectives
2. The ability to conduct effective battlespace awareness of the adversary cognitive domain (strategic deterrence intelligence and assessment)
3. The ability to identify and profile adversary senior leadership
4. The ability to identify adversary value structures and high-value assets
5. The ability to accomplish data-mining on disparate government databases
6. The ability to translate foreign language information in near-real time
7. The ability to maintain robust targeting databases for planning purposes
8. The ability to identify nature of/location/origin/ownership/support capabilities/employment source for WMD/E

9. The ability to discriminate and surveil mobile targets of interest

10. The ability to integrate C4ISR and Joint C2 activity via networked operations  

1. 
	· C2 of BA assets

· Observe and Collect

· Analysis of Intel

· Forecast

· Manage Knowledge

· Integrate BA Network

· Infuse Emergent Technology

· Recruit, Retain, Train
	The actions necessary to support the Global SA aspects of SD would include:  continuous monitor and tracking of assets (airborne/national/HUMINT), regional analysis, predictive analysis, operational planning, and interagency cooperation, tracking of friendly and red forces.

	Joint C2
	1. The ability to conduct friendly force tracking and status monitoring
2. The ability to dynamically conference senior civilian leadership/CJCS/COCOMs/Service Chiefs/JFCs via electronic means
3. The ability for senior U.S. leadership to directly communicate with fielded forces/initiate weapons employment with minimal intervening support
4. The ability to conduct adaptable and flexible command and control from course of action development through selection and execution
5. The ability to conduct enduring Joint C2 activities across the range of military operations and threat environments (to include WMD/E) in support of senior national and military leadership


	· C2 of BA Assets

· Observe and Collect

· Analysis of Intel

· Manage Knowledge

· Integrate BA Network

· Infuse Emergent Technology
	The actions necessary to support the C2 aspects of SD would include:  monitoring and tracking of collection assets, ensuring commanders have the most accurate information in a timely fashion.

	Overseas Presence
	1.  The ability to maintain responsive forward stationed/forward deployed combat expeditionary forces
	· Observe and Collect

· Analysis of Intel

· Manage Knowledge

· Infuse Emergent Technology
	The actions necessary to support Overseas Presence aspects of SD include:  sharing applicable intelligence with allies/coalition partners, sharing new technologies when applicable, monitoring the allies region so that if action becomes necessary, ONA is already established, share in ops planning when applicable.

	Allied Military Cooperation and Integration
	1. The ability to form responsive coalitions to counter adversary aims
2. The ability to implement coalition actions to an equal degree of rapidity and unity of effort as compared to unilateral action
	· Observe and Collect

· Analysis of Intel

· Manage Knowledge

· Infuse Emergent Technology
	The actions necessary to support the Allied Military Cooperation and Integration aspects of SD include:  sharing applicable intelligence with allies/coalition partners, sharing new technologies when applicable, monitoring the allies region so that if action becomes necessary, ONA is already established, share in ops planning when applicable.

	Nuclear Strike 
	1. The ability to destroy or neutralize adversary WMD/E
2. The ability to destroy adversary leadership and command and control
3. The ability to destroy adversary critical industries/resources/means of political organization & control
4. The ability to destroy hard and deeply buried facilities
5. The ability to target and destroy location uncertainty targets
6. The ability to reconstitute nuclear weapons production and testing infrastructure

7. The ability to achieve tailored weapons effects (limit collateral damage and/or enhance lethality)

1. 
	· C2 of BA Assets

· Observe and Collect

· Analysis of Intel

· Forecast

· Manage Knowledge

· Integrate BA Network

· Infuse Emergent Technology

· Recruit, Retain, Train


	The actions necessary to support the Nuclear Strike aspects of SD include:  monitoring a region with potential WMD capabilities, analysis of intent/will/capability of adversary to use WMD, sharing of information with allies/coalition partners when necessary/applicable, constant monitoring of known adversary nuclear sites, ops plan for WMD attack should one occur (sharing of this intelligence with allies/coalition partners if necessary/applicable).



	Force Projection
	1. The ability to project U.S. military power globally
2. The ability to conduct major combat operations across all operational domains
3. The ability to defeat adversary anti-access strategies
4. The ability to deny adversary sanctuary from U.S. attack ops
5. The ability to conduct military operations subsequent to WMD/E employment
6. The ability to limit adversary damage to U.S./allies/noncombatants

7. The ability to rapidly position forces and focus efforts in areas of crisis or potential conflict 

8. 
	· C2 of BA Assets

· Observe and Collect

· Analysis of Intel

· M&S, Forecast

· Manage Knowledge

· Integrate BA Network

· Infuse Emergent Technology


	The actions necessary to support the Force Projection aspects of SD include:  analysis of potential regional hot spots, WMD monitoring, planning for rapid reaction, planning for phased operations.  Monitoring and tracking collection assets would automatically be part of this.

	Global Strike
	1. The ability to conduct limited-duration, extended-range precision kinetic and non-kinetic attacks in support of national objectives
2. The ability to defeat adversary anti-access strategies
3. The ability to deny adversary sanctuary from U.S. attack ops
4. The ability to integrate in-theater and global forces/capabilities
5. The ability to plan & conduct independent operations with minimal outside support and/or redundancy
6. The ability to support real-time weapons command/targeting/retargeting/disarm/disablement
7. The ability to minimize collateral damage
8. The ability to conduct simultaneous attacks against target classes/categories
9. The ability to demonstrate Global Strike capabilities openly to friends and adversaries alike
10. The ability to maintain covert Global Strike capabilities to assure allies and dissuade adversaries

11. The ability to conduct effective computer network attack

1. 
	· C2 of BA Assets

· Observe and Collect

· Analysis of Intel

· Forecast

· Manage Knowledge

· Integrate BA Network

· Infuse Emergent Technology


	The actions necessary to support the Global Strike aspects of SD include:  ops planning, regional analysis and predictive analysis, ISR coverage of high-tension regions or regions with possible flare-ups.  Planning for phased ops in order to “ramp up” operations if necessary.

	Active and Passive Defenses


	1. The ability to maintain a robust Homeland Security posture
2. The ability to conduct global ballistic missile defense
3. The ability to conduct global cruise missile defense
4. The ability to integrate active defenses with offensive counterforce operations
5. The ability to reduce U.S. vulnerability to attack through passive defense measures
6. The ability to prevent or seriously limit damage through passive defenses and CBRNE consequence management
7. The ability to sustain critical infrastructure in face of adversary attacks
8. The ability to disperse U.S. forces to decrease target concentrations
9. The ability to harden joint force systems against WMD/E 
10. The ability to achieve interoperability and functional redundancy

11. The ability to achieve information assurance and provide effective computer network defenses


	· C2 of BA Assets

· Observe and Collect

· Analysis of Intel

· M&S, Forecast

· Integrate BA Network

· Infuse Emergent Technology

· Recruit, Retain, Train
	The actions necessary to support the Active/Passive Defenses aspects of SD include: continuous monitoring of nations capable of launching a missile attack against the U.S., analysis of intentions of adversaries who may launch a missile attack, monitoring of potential areas of operations that are non-permissive environments or may become non-permissive, current training for monitoring possible missile launches.

	SD and IO
	1. The ability to inform adversaries explicitly of U.S. national interests and intentions
2. The ability to communicate U.S. confidence in our ability to limit damage to ourselves and our allies
3. The ability to communicate to adversaries their vulnerability to U.S. attack
4. The ability to provide adversaries with terms and conditions for compliance
5. The ability to communicate with or persuade non-leadership adversary elites
6. The ability to conduct one- and two-way multiparty communications with a flexible, changing target audience
7. The ability to efficiently and effectively communicate in the adversary's native language

8. The ability to maintain robust electronic warfare capabilities

	· C2 of BA Assets

· Observe and Collect

· Analysis of Intel

· Forecast

· Manage Knowledge

· Infuse Emergent Technology

· Recruit, Retain, Train
	The actions necessary to support the IO aspects of SD include:  analysis of adversary vulnerabilities, ONA, planning for IO ops, current training as new IO technologies enter as part of the U.S. military arsenal.



	Inducement Operations
	1. The ability to provide shared early warning of aerospace/WMD attack to both friends and adversaries as needed
2. The ability to seamlessly create and modify ad hoc warning networks
3. The ability to secure adversary WMD and accomplish de-weaponization
4. The ability to transport and deliver direct compensation or other support to individual adversaries as appropriate
5. The ability to communicate U.S. restraint and intent when in pursuit of limited objectives

6. The ability to provide safe passage of personnel and material


	· C2 of BA Assets

· Analysis of Intel
	The actions necessary to support the Influence Operations aspects of SD are not primarily BA FC capabilities.  In regards to the last SD capability, planning would be necessary for ops, and analysis of the area the ops may take place in would be necessary.  The other two capabilities are out of the realm of this particular FC.

	Space Control
	1. The ability to provide assured U.S. access to space
2. The ability to proliferate space, link, user, and terrestrial segments 
3. The ability to leverage low-cost production and miniaturization within space systems
4. The ability to harden/disperse/camouflage ground segments
5. The ability to provide robust space system electronic links
6. The ability to provide unambiguous indications of deliberate attack/environmental failures/onboard anomalies for on-orbit satellites and associated C2
7. The ability to maintain continuous whole-earth coverage from a space vantage point
8. The ability to automate interfaces within disparate space system elements
9. The ability to rapidly reconstitute on-orbit satellite capabilities
10. The ability to provide production-line methods for satellite/launch vehicle/C2/user segments
11. The ability to ensure dual-use compatibility for Global Strike and responsive space-lift capabilities
12. The ability to integrate land/air/sea/space/information systems to achieve space situational awareness
13. The ability to deceive/disrupt/deny/degrade/destroy adversary space systems
14. The ability to limit collateral damage to the space environment and/or third-party systems
15. The ability to achieve reversible negation effects on space systems

	· C2 of BA Assets

· Observe and Collect

· Analysis of Intel

· Integrate BA Network

· Infuse Emergent Technology
	The actions necessary to support the Space Control aspects of SD would require monitoring of our national assets, analysis of adversaries who might attempt to use IO to destroy or degrade a constellation, upgrades for protective measures for our constellations.


A.4 Homeland Security

The events of 11 September 2001 (9-11) brought to light the need to change our primary national security focus, namely to prepare for and respond to transnational threats from non-state actors against the United States.  As a result of attacks against the homeland, U.S. national security policy and strategy took on a new focus – defense of the homeland in the context of a national defense strategy to assure our allies, dissuade potential adversaries form developing threatening capabilities, deter threats to us and our friend and allies, and decisively defeat our adversaries.

Defense of the homeland traditionally includes mission and activities like those assigned to the North American Aerospace Defense (NORAD) organization.  NORAD supports the mission of homeland defense from ballistic missile attacks, long-range bomber attacks and similar external nation-state air and space based attacks.  However, the definition of this mission expanded with the 9-11 attacks to include terrorism on U.S. territory as well as cyber warfare.  The expansion, or redefinition, of the threat to the homeland is not completely new, but the emphasis for preparing and responding to the threat has taken on urgency.  

The challenge of adding BA support for homeland defense to existing requirements lies in adapting existing capabilities quickly and decisively in response to the surprise of event promulgated by non-state actors.  In addressing this challenge, there is a need to provide globally available BA capabilities that that can provide close and clandestine access and coverage of potential threats, both internal and external.  Such a capability will, of necessity, need to be persistent in nature, providing surveillance, tracking and rapid engagement support of those adversary forces and capabilities.

Table A-4: Comparison of BA Functional Concept Capabilities to 

Homeland Security Joint Operating Concept Capabilities Requirements.

	HLS Ref.
	HLS Capability / Attribute
	Relevant BA FC Capability

	Missions
	Defense which is "proactive, externally focused and conducted in depth by layering integrated military and interagency capabilities
	· Command and Control of BA Assets

· Integrate BA Network

· Manage Knowledge

· Observe and Collect Information 

	Missions
	[Combined] Ability to detect, deter, defeat, or nullify hostile [air, missile, space, land, maritime threats against U.S. territory, domestic population, and critical infrastructure.
	· Observe and Collect Information 

· Analysis of Intelligence Information

	Missions
	Cyber Defense:  All defensive information operations taken to detect, deter, defeat, or nullify hostile cyber threats against DoD assets and defense critical infrastructure.
	· Attribute 5.1: Information Precision, Quality Security, Timeliness, & Sharing

	Synopsis/Strategic Concept

DESIRED FUTURE CAPABILITIES
	Provide defense using integrated operational and tactical offensive and defensive measures to protect the U.S. Homeland from external threats and aggression.  [Forward Regions/The Approaches/The Homeland] See Comment 4)

· Forward Regions:  detect and prevent threats and aggression to the U.S. before they can directly threaten the Homeland.

· The Approaches: Military operations will focus on detecting and defeating transiting threats... DoD will focus on surveillance and reconnaissance, active missile defense, air defense, and maritime 
	· Command and Control of BA Assets

· Integrate BA Network

· Manage Knowledge

· Observe and Collect Information 

· Analysis of Intelligence Information

	HLS Ref.
	HLS Capability / Attribute
	Relevant BA FC Capability

	Synopsis/Strategic Concept

DESIRED FUTURE CAPABILITIES
	· Interdiction.

Homeland Security: DoD would conduct military missions such as ballistic missile defense (BMD), combat air patrols, or maritime defense operations.


	

	Necessary Capabilities and Attributes
	Detect and prevent potential threats to the Homeland as they arise in the Forward Regions
	· Observe and Collect Information 

· Command and Control of BA Assets



	Necessary Capabilities and Attributes
	Detect and defeat ballistic missile attacks on the Homeland
	· Observe and Collect Information 

· Command and Control of BA Assets



	Necessary Capabilities and Attributes
	Detect and defeat airborne threats to the Homeland.
	· Observe and Collect Information 

· Command and Control of BA Assets



	Necessary Capabilities and Attributes
	Detect and defeat hostile space system threats to the Homeland. 
	· Observe and Collect Information 

· Command and Control of BA Assets



	Necessary Capabilities and Attributes


	Detect and defeat maritime threats to the Homeland.
	· Observe and Collect Information 

· Command and Control of BA Assets



	HLS Ref.
	HLS Capability / Attribute
	Relevant BA FC Capability

	Necessary Capabilities and Attributes


	Protect and defend DoD physical and cyber critical infrastructure in the Homeland.
	· Observe and Collect Information 

· Command and Control of BA Assets

· Attribute 5.1: Information Precision, Quality Security, Timeliness, & Sharing

	Necessary Capabilities and Attributes
	Project power to defend the Homeland.
	· Command and Control of BA Assets

· Observe and Collect Information 

· Analysis of Intelligence Information

	Necessary Capabilities and Attributes
	Prepare for and mitigate the effects of multiple simultaneous CBRNE events.
	· Command and Control of BA Assets

· Attribute 5.3: Persistence of Operations.



	ENABLING CAPABILITIES
	The ability to develop and maintain situational awareness throughout the HLD/CS/EP operating environment.


	· Observe and Collect Information 

· Analysis of Intelligence Information

· Manage Knowledge

· Integrate BA Network

· Rapidly Infuse Technology (p.36) Attribute 5.1: Information Precision, Quality, Security, Timeliness, &Sharing

· Attribute 5.3: Persistence of Operations. 



	HLS Ref.
	HLS Capability / Attribute
	Relevant BA FC Capability

	ENABLING CAPABILITIES
	The ability to develop and maintain a robust, redundant, secure, decentralized, distributed, collaborative, and interoperable command, control, communication, and computer (C4) system and process.
	· Command and Control of BA Assets

· Manage Knowledge

· Integrate BA Network

· Rapidly Infuse Technology

	ENABLING CAPABILITIES
	The ability to apply force selectively and precisely in order to achieve the desired effect wherever and whenever required using the full portfolio of available capabilities.


	· Command and Control of BA Assets

· Observe and Collect Information 

· Analysis of Intelligence Information

· Model, Simulate and Forecast

· Integrate BA Network

	ENABLING CAPABILITIES
	The ability to provide full protection for DOD forces, assets, installations, and critical defense infrastructure.
	· Command and Control of BA Assets

· Observe and Collect Information 

· Analysis of Intelligence Information

· Model, Simulate and Forecast

· Integrate BA Network

	JOINT FORCE ATTRIBUTE
	Fully Integrated – All DOD component capabilities are born joint and are able to integrate into a focused effort with a unified purpose.
	· Command and Control of BA Assets

· Manage Knowledge

· Integrate BA Network 

	JOINT FORCE ATTRIBUTE

	Expeditionary – Rapidly deployable, employable, and sustainable throughout the global battlespace regardless of anti-access, or area-denial environments, and independent of existing infrastructure.
	· Command and Control of BA Assets

· Observe and Collect Information 

· Integrate BA Network

· Attribute 5.2: Reach of Operations
· Attribute 5.3: Persistence of Operations


	HLS Ref.
	HLS Capability / Attribute
	Relevant BA FC Capability

	JOINT FORCE ATTRIBUTE
	Networked – Linked and synchronized in time and purpose – allowing dispersed forces to communicate, maneuver, and share a common operating picture.  
	· Command and Control of BA Assets

· Observe and Collect Information 

· Manage Knowledge

· Integrate BA Network

· Attribute 5.1: Information Precision, Quality, Security, Timeliness, & Sharing

	JOINT FORCE ATTRIBUTE
	Decentralized – Uses collaborative planning and shared knowledge to empower subordinate commanders to compress decision cycles.
	· Command and Control of BA Assets

· Observe and Collect Information 

· Analysis of Intelligence Information

· Model, Simulate, and Forecast

· Manage Knowledge

· Integrate BA Network

	JOINT FORCE ATTRIBUTE
	Adaptable – Trained and ready forces that are tailorable and scalable, prepared to quickly respond to any contingency.  
	· Recruit, Retain, and Train World-Class BA Personnel

· Attribute 5.4: Agility of Operations
· Attribute 5.2:  Reach of Operations

	JOINT FORCE ATTRIBUTE
	Decision Superior – Gain and maintain information superiority to allow the force to shape the situation or react to changes.  
	· Command and Control of BA Assets

· Observe and Collect Information 

· Analysis of Intelligence Information

· Model, Simulate and Forecast

· Manage Knowledge

· Integrate BA Network

· Rapidly Infuse Technology

· Attribute 5.4: Agility of Operations


	HLS Ref.
	HLS Capability / Attribute
	Relevant BA FC Capability

	JOINT FORCE ATTRIBUTE
	Effective
 – The ability to bring to bear the effects required to dissuade, deter, defeat, or if necessary mitigate the effects of an attack (for example, lethal or non-lethal force, information operations, military presence, decontamination, etc.) in a timely manner while minimizing collateral effects.
	· Command and Control of BA Assets

· Observe and Collect Information 

· Analysis of Intelligence Information

· Manage Knowledge

· Integrate BA Network

· Attribute 5.1: Information Precision, Quality, Security, Timeliness, & Sharing 


References:  

1. Department of Defense Homeland Security Joint Operating Concept (Pre GO/FO Coordination Draft, 5 September 2003, v0.23

2. BA Functional Concept (October 2003 Draft)

Comments:

1. Ref. DoD HLS JOC (pg. 5):  The DoD HLS JOC describes how the future Joint Force will plan, prepare, deploy, employ, and sustain forces and/or capabilities in support of Homeland Security (HLS), Civil Support (CS), and Emergence Preparedness (EP) in the 2015 timeframe.  

2.  Ref. DoD HLS JOC (Purpose: pg. 4) The DoD HLS JOC focuses on the strategic and operational levels of operation, and fosters the horizontal and vertical integration of HLS applications inherent in Joint Functional Concepts, Service Operating Concepts, and enabling concepts; support programmatic decisions, and provides a detailed conceptual perspective for joint experimentation and assessment activities.  

3.  Ref:  DoD HLS JOC (pg. 9: Missions to be Accomplished) states that "Successful accomplishment of DoD's HLS responsibilities is predicated upon the determination of required doctrine, organization, training, materiel, leadership, personnel and facility (DOTMLPF) capabilities, and the implementation of command, control, communication, computers, intelligence, surveillance, and reconnaissance (C4ISR) constructs to facilitate the synchronization of these capabilities..."

4.  Ref DoD HLS JOC (pg. 11) DoD HLS JOC divides how DoD missions will be performed in each region to produce a layered and comprehensive defense of the U.S. Homeland.  These key regions consist of The Forward Regions (foreign land areas and sovereign airspace and waters outside the homeland), The Approaches (a conceptual region extending from the limits of the Homeland to the boundaries of the Forward Regions that is based on situation-specific intelligence-  "once intelligence has indicated that a threat is en route to the Homeland from a foreign point of origin, it is considered to be in the Approaches....” The Homeland is a physical region that includes landmasses of continental U.S., Alaska, and Hawaii; U.S. territories and possessions in the Caribbean Sea and Pacific Ocean, and the immediate surrounding sovereign waters and airspace.   

5.  Ref DoD HLS JOC (pg. 16) Battlespace Awareness is defined as "the ability of the Joint Force Commander to understand the operational environment and the adversary."  To ensure DOD can dissuade, deter, and defeat threats to the Homeland, the Joint Force Commander should have a comprehensive understanding of the battlespace (within the limits set by law), including the capability to detect the full range of threats – conventional and unconventional – enabled through an interlocking field of sensors with deep reach and remote surveillance capability fused with national-level intelligence collection and analysis to provide common situational awareness across the spectrum of participants for all domains in the operating environment (air, space, land, maritime, and cyber).

6.  Ref DoD HLS JOC (pg. 16) Command and Control is defined as "the exercise of authority and direction by a properly designated commander over assigned, non-assigned, and attached forces in the accomplishment of the mission.  To ensure DOD can meet its HLS responsibilities, the Joint Force Commander should, leveraging battlespace awareness, develop multiple courses of action, recommend the best course of action, and direct force employment using a decentralized, networked, and collaborative C4ISR capability that facilitates rapid speed of command and connectivity with all relevant parties (Joint, Interagency, state and local, and Multinational).

Appendix B:  Crosswalk with Other Functional Concepts

It would not be an exaggeration to state that BA provides the basic underpinnings of all the emerging Functional Concepts.  Conflict and even operations other than war are human efforts pitting two or more thinking intellects against each other.  The side that has better awareness and understanding of the environment and players in which the contest occurs possesses a significant advantage.

Joint Command and Control At the heart of Joint Command and Control (JC2) is enabling the ability for decisions to be made faster, more efficiently, with a higher degree of confidence, and for those decisions to be transmitted throughout the force in a time and manner that allows effective and timely execution.  As stated previously, an essential component of efficient and informed decision-making is high-fidelity BA.  The pace and tempo of future operations, combined with the expanding battlespace in all dimensions demands that BA expand and improve.

Force Application If JC2 is about decision-making and communicating decisions, Force Application pertains to the efficient and effective execution of those decisions.  Once again, the increased tempo and complexity of operations, repeatedly and rapidly massing effects in time and space, demands a clear and complete understanding of the battlespace within which those actions are to occur.  A clear understanding of the adversary and environment facilitates decisions regarding fires, maneuver, or the combination of both.  A clear understanding of friendly force locations and activities facilitates the execution of those decisions and helps decrease the possibilities of fratricide.  At the heart of Force Application is the ability for our forces to dictate the time, place and outcome of engagements and the avoidance of surprise or reactive operations.

Protection While force Application concerns own force effects and actions on the enemy, Protection focuses on detecting, deterring, limiting, and recovering from adversary actions against our forces.  Again, robust BA contributes to enhanced warning of threats and provides sufficient time for actions to occur to either eliminate or limit those threats.  Even when the fog and friction of war result in unwanted and undetected enemy effects on our forces, BA can contribute to effective reaction to and recovery from those effects.

Focused Logistics At the macro level, global operations, the rapid assembly and deployment of forces, and decreasing timeframes between deployment and employment require accurate and complete BA.  The ability to deliver supplies and services, where they are needed and when they are needed, requires a robust means to track and monitor widely dispersed forces and the huge amount of supplies and assets required to sustain them.  Logistics and Combat Service Support (CSS) elements may often operate in un-controlled battlespace, requiring that they have the same level of awareness regarding threats and terrain that combat elements require.

Appendix C: Capabilities-based Analysis Methodology

The current world situation does not lend itself to the old threat-based methods of determining the requirements for the Joint force. To meet the needs of the emerging uncertainty in the world, the Joint force must be supported by analytically determined capabilities that grant the maximum flexibility in the application of military resources. Therefore, the BA Functional concept will be supported by a capabilities-based analysis methodology that will allow the user to analyze the portfolio from a top-down perspective to determine if the future needs of the force are being met. This methodology is a decisive change from the bottom-up threat and requirements based methodologies of the past.
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Figure C-1: Capabilities-Based Methodology

In addition, critical thinking in order to implement the changes mandated by CJCSI 3170.01C and CJCSM 3170.01 must support the Joint Warfighting Capabilities Assessment process. The Joint Capabilities Integration and Development Systems (JCIDS) will require BA JCB Working Group and the underlying Functional Capabilities Board for Intelligence (FCB-I) to conduct assessments of the Service and Joint programs to determine if there are gaps, duplication, or overlaps in the desired capabilities. In order to do this, an analytical methodology in support of the BA JCB Working Group is necessary. This methodology will take into account the current national level guidance, emerging technology, lessons learned from current operations and Joint experimentation, and the acknowledged drivers of the intelligence arena. These factors will then be used to examine the evolving service and Joint programs to determine their fit against the desired capabilities of the end-state Joint force.
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Figure C-2: FCB-I Working Group Support Analysis Methodology

Metrics become key in accomplishing this type of program analysis. The metrics that are chosen to evaluate BA must be reflective of the broad overarching guidance that summarizes the desired national capabilities. These metrics exist in many forms. The discussion that follows has been extracted from preliminary work of the Joint C4ISR Decision Support Center, in the Program Synchronization Initiative (PSI)
. This initiative postulates an overarching set of ISR-related capstone metrics that capture the necessary functionality of the BA community. These capstone metrics are then further decomposed into specific metrics, which can be applied against systems and programs for analysis.

The five-capstone attributes are:

1. Information Precision, Quality, Security, Timeliness & Sharing

2. Reach of Operations

3. Persistence of Operations 

4. Agility of Operations 

5. Spectrum of Operations

These capstone attributes allow the analyst to consider all the aspects of a given system as they present themselves. This forms a consistent methodology of analytical approach for BA systems of interest.  The capstone attributes are further defined in Chapter 5, Battlespace Awareness Functional Concept.

Appendix D: Battlespace Awareness Metrics

This appendix describes the BA metrics framework.

The BA attributes can be arrayed against the capabilities to form an evaluation framework, in matrix form (see figure D-1, below). This matrix can then be populated with metrics for each of the systems, initiatives, programs, or even proposed organizations. This schema will allow the analyst to selective tailor the analysis metrics to those that are most revealing for the study or evaluation purpose, and best matched against the system or object being evaluated.
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Figure D-1 Battlespace Awareness Metrics Matrix

(Note that capabilities are on the left side, attributes of those capabilities are listed along the top, and the cells at the intersection of the rows [capabilities] and columns [attributes] contain the quantifiable metrics that show to what extent attributes are being achieved to arrive at real capabilities.)

In populating the matrix, the analyst may select from a variety of metrics, which represent the attributes, which are appropriate and assigned to the system or program of choice. A sensor system and data base system might have different numbers of metrics in each cell, and some cells are not applicable for certain BA applications.  The methodology allows for maximum flexibility in the assignment of metrics. 

The following metrics serve as examples of the types of metrics that would be used for specific systems.

C2 of BA Assets:

· Error rate on orders given to BA assets [Quality]

· Latency from issue of order to receipt by BA asset [Timely]

· Latency from issue of order to action by the BA asset [Agility]

· Number of alternative means of communicating C2 to BA asset [Spectrum]

Observe & Collect

· What fraction of the Hardened Deeply Buried Targets can be identified? [Precision]

· Percent of targets identified within time frame to target [Timely]

· Number of BA assets (by type & location) mission ready [Persistence]

· Number of alternative phenomenologies that can be used to obtain a desired piece of information [Spectrum]

· Minimum radiation level to detect nuclear source [Precision]

· Alpha and beta error rates for sensor [Quality]

· Hardening measure for sensor to EMP [Persistent]

· Number of sensor systems with security patches applied [Secure]

Analysis of Intel

· Fraction of correct conclusions [Quality]

· Time from tasking to delivery of intelligence product [Timely]

· Time to set-up new analysis cell [Agility]

· Number of disciplines represented by analysts [Spectrum]

· Number of analysts with the same discipline (by location) [Persistence] 

M&S, Forecast

· Number of data elements filled in training database [Precision]

· Fraction of correct forecasts [Accuracy]

· DTED level of terrain data in simulation [Precision]

· Time from model start to results [Timely]

· Time to set-up simulation [Agility]

· Number of different scenario types available to run [Spectrum]

Manage Knowledge

· Number of formats that information (by type) can be transmitted in [Spectrum]

· Information storage capability  [Spectrum]

· Time to retrieve data query [Timely]

· Fraction of systems using point to point encryption [Secure]

· Error rates for information [Quality]

· Number of systems able to exchange information in a particular format [Share]

· Geographic distribution of systems in the BA network [Reach]

Integrate BA network

· What fraction of BA nodes on are on the network [Share]

· Geographic distribution of BA nodes on the network [Reach]

· Fraction of BA nodes using point to point encryption [Secure]

Infuse Emergent Technology

· Length of time from initial exploration of technology to inclusion in operational capacity [Timely]

· Percentage of new technologies used in (specified) operational setting bench-tested for security [Secure]

· Level of Information System Interoperability rating for technology [Share]

Recruit, Retain, Train 

· Skill levels of linguists (by language) [Quality]

· Number of languages with qualified linguists [Spectrum]

· Number of linguists with up to date polygraph [Security]

· Number of ethnicities covered by field operatives [Spectrum]

· Average time to retire demographics for BA personnel (by specialty and grade) [Persistence]
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Appendix F:  Glossary

Age of Data – A time interval that begins at the time a target, threat, object, emission, activity, or environment observable is observed and collected or updated by an intelligence source.  It ends at the time of receipt by the user.

Area of Influence – A geographical area wherein commanders are directly capable of influencing operations, by maneuver or fire support systems, normally under their command or control.

Circular Error Probable – An indicator of the delivery accuracy of a weapon system.  It is used as a factor in determining probable damage to a target.  It is the radius of a circle within which half of a missile’s projectiles are expected to fall, independent of the target location.

Collaborative Information Environment  – While, as a concept, the CIE encompasses the entire Joint C2 collaborative environment, many systems are not a part of the core CIE system, but are accessed via the core CIE. The collaborative information environment provides tools and protocols to enable the sharing of quality information among and across disparate organizations. A shared tailor-able view of the battlespace provides the ability to share information in near real-time, facilitates the formation of cohesive teams of joint, interagency, and multinational partners and is an enabler of the collaborative decision-making process. The CIE consists of five key elements:  infrastructure, people, architecture, rules and information.

Continuous – An “age of data” term describing information that is seconds to minutes old.

Essential Elements of Information – The critical items of information regarding the enemy and the environment needed by the commander at a particular time to relate with other available information and intelligence in order to assist in reaching a logical decision. (Joint Pub 1-02).

Joint Intelligence, Surveillance and Reconnaissance Effectiveness Repository (JISR) – An envisioned collection of information on the effectiveness of various ISR sensors cross-reference to information requirements.  This repository designed to be used as a BA management tool to select the appropriate assets for particular collection missions. 

Mission Planning – Compiling and detailing execution data for carrying out guidance contained in the operations plans.  Tasks include selecting and assigning specific targets to specific attack assets, establishing routes to and from the objective area (and associated threat profiles along those routes), setting launch times for sorties, etc.

Producer Interactive Network – A network that allows collectors and BA analysts to interact allowing cross-cueing, cross-tipping and collaboration resulting in synergistic gains in the value of the intelligence produced.

Quantity – The required number of targets planned for capture or destruction geographically sized and distributed for collection purposes among point targets, LOCs, DSA, and broad areas that are correlated to the commanders’ operational tempo (i.e., threat encountered, level of conflict, and battle management/execution tasks).

Target – For operational purposes, a geographical area, complex, or installation planned for capture or destruction by military forces (Joint Pub. 1-02) (e.g., armored units, airfields, port facilities, defensive position, etc.)  For collection purposes, an area, complex, or installation is divided into specific points, LOCs, and DSAs.

Terrain Environment – The natural and manmade features, relief, potential obscurants, etc., for the target area and ingress and egress routes.

Timeliness – The time in minutes or hours from the operational commander’s request for information (RFI) to receipt of the information by that commander.

Track – Sufficient to provide a series of accurate geolocations or positions on a target or object of interest that permits continuous or near-continuous determination of its velocity, heading, altitude (if airborne), and distance from point of origin.

Weather – The current or predicted weather and visibility conditions for the target area and ingress and egress routes.

Appendix G:  Acronym List

BA

Battlespace Awareness

BDA

Battle Damage Assessment

BW 

Biological Warfare

C2 

Command and Control

C4ISR
Command, Control, Communications, Computers, Intelligence, Surveillance and Reconnaissance

CBRNE 
Chemical, Biological, Radiological, Nuclear and Enhanced high explosives weapons

CCD

Camouflage, Concealment & Deception

CI

Counterintelligence

CIE

Collaborative Information Environment

CM

Collection Management

CW

Chemical Weapons

DCGS

Defense Common Ground System

DIA

Defense Intelligence Agency

DoD

Department of Defense

DSA

Directed Search Area

GPS 

Global Positioning System

HLS

Homeland Security

HQ 

Headquarters

HUMINT 
Human Intelligence

I&W 

Indications & Warning

ICBM

Inter-Continental Ballistic Missile

IMINT

Imagery Intelligence

ISR

Intelligence, Surveillance and Reconnaissance

JCIDS
Joint Capabilities Integration and Development System

JFACC 
Joint Force Air Component Commander

JFC

Joint Force Commander

JIC

Joint Intelligence Center

JISE

Joint Intelligence Support Element

JROC

Joint Requirements Oversight Council

JTF

Joint Task Force

JWCA 
Joint Warfighting Concepts 

LOC

Line of Communication

MASINT
Measurement Intelligence

MCO 

Major Combat Operations

NETCAP 
National Exploitation of Tactical Capabilities
NIST

National Intelligence Support Teams

NMJIC 
National Military Joint Intelligence Center 

NSA

National Security Agency

NSSA

National Security Space Architect

OICC

Operational Intelligence Coordination Center

ONA

Operational Net Assessment

OSINT 
Open Source Intelligence

PMESII
Political, Military, Economic, Social, Infrastructure, Information

QRT

Quick reaction teams

GCC 

Regional Combatant Commander

RFI 

Request for Information

ROMO
Range of Military Operations

SA 

Situational Awareness

SD

Strategic Deterrence

SecDef 
Secretary of Defense

SIGINT
Signals Intelligence

SO

Stability Operations

UAV 

Unmanned Aerial Vehicle

USJFCOM
United States Joint Forces Command

WMD 

Weapon of Mass Destruction

WMD/E 

Weapon of Mass (Destruction or Effect)

WMD/M

Weapon of Mass Destruction and Means of Delivery
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