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EXECUTIVE SUMMARY

Combatant Commanders (COCOM) consistently identify persistent Intelligence, Surveillance, and Reconnaissance (ISR) as a capability gap in their Integrated Priority Lists (IPL).  This Joint Integrating Concept (JIC) describes an approach for addressing this shortfall through improving planning and direction of ISR assets in the 2014-2026 timeframe.  This improvement will result in better unity of ISR efforts in support of the Joint Force Commander’s (JFC) campaign plan.
JFCs will continue to face a wide range of traditional, disruptive, irregular, and catastrophic challenges from state and non-state actors.  From among the many challenges across the Range of Military Operations (ROMO), priority missions are likely to include:  finding, fixing, and tracking individuals or small groups that employ sophisticated denial and deception techniques, locating dispersed, mobile and/or deeply buried weapons of mass destruction (WMD) facilities and delivery systems, and monitoring any area on the globe sufficiently enough to detect and correctly interpret meaningful changes in an adversary’s status.  
This JIC proposes to improve persistence through integrated, synchronized management in the planning and direction of ISR assets to the benefit of the Joint Force Commander.  Five enabling capabilities are needed to implement this concept:

· Integrated planning and prioritization of information needs

· Multi-level tasking of ISR assets 
· Global visibility of information needs and ISR assets
· Automated interfaces

· Training and education of ISR managers, operators and analysts

While acknowledging the importance of improving the entire ISR Enterprise to gain persistence, this JIC deliberately focuses on planning and direction.  It does not propose new sensors and platforms, centralized collection management or better ways to process, exploit, analyze and distribute sensor data, information, and finished intelligence.
Assumptions:

· A Net-Centric Operating Environment (NCOE), as defined in the NCOE JIC exists and  facilitates evolving Core Enterprise Services to include data/information discovery, access and storage, security, messaging, and collaboration capabilities
· Joint Forces will conduct operations in complex, anti-access, and denial and deception environments

· Requisite Command and Control (C2) is established among the theater and national ISR platforms, sensors, exploitation nodes and communications networks.

Finally, this JIC provides a means for the JFC to develop an overarching ISR strategy that lays out the tasks, conditions, and standards necessary to implement the concept.  These will form the basis for a capabilities based assessment to more thoroughly explore the concept, identify gaps in needed capabilities, and propose potential solutions.

1.  PURPOSE

The purpose of this JIC is to provide an operational-level description of how improvements to ISR planning and direction can provide the JFC with increased persistence in observation and collection against elusive targets of interest across the ROMO.  This JIC addresses the need for persistent ISR as identified in COCOM IPLs.  Additionally, this document responds to national directives and strategic guidance that call for persistent ISR, including:

· Capstone Concept for Joint Operations (CCJO) mandating the need of the joint force to operate more coherently countering terrorist, insurgency and WMD.  
· 2006 QDR direction to establish an “unblinking eye” over the operational environment through persistent surveillance
· Transformational Planning Guidance for intelligence capabilities that persist across all domains and supply near continuous access to our most important intelligence targets.
The concept seeks to improve persistence through integrated, synchronized management of planning and direction of the ISR Enterprise, including all intelligence disciplines, such as human intelligence (HUMINT), imagery (IMINT), signals (SIGINT), measures and signatures (MASINT), open source (OSINT), as well as non-traditional ISR collection capabilities.   

2.  SCOPE 
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Figure 1 – The Intelligence Process

2. A.  Introduction

Figure 1 portrays the intelligence process as depicted Joint Publication 2-01.  Functionally, the scope of this JIC is the planning and direction of ISR assets in pursuit of the JFC’s operational objectives.  While acknowledging the importance of improving the entire ISR Enterprise to gain persistence, it deliberately focuses on planning and direction.  It does not address the technical capabilities of individual sensors, processing and exploitation of sensor data, analysis and production of intelligence products, or the dissemination of data, information, and finished intelligence.  While it is not possible, or appropriate to divorce other elements of the intelligence process, other processes are mentioned only as they relate or respond directly to integrating ISR planning and direction processes.  It should also be noted that within this document, global visibility will provide a mechanism to enhance dissemination of information and provide for real-time feedback to the commander, but does not comprehensively address the processing and exploitation section of the intelligence cycle.

It would be highly prudent for DoD to investigate the other elements of the ISR process to fully realize persistence in ISR activities.  For example, the development of a Persistent ISR: Collection JIC is needed to focus on the sensor capability requirements and the need to address protection and survivability aspects of the sensors.
Nothing in this document should be construed as infringing upon the Combatant Commander's Collection Management Authority (CMA) to manage and employ the ISR assets which are organic to his assigned forces, or allocated to him from national level for employment in his theater of operations.  To the contrary, the thrust of this document is intended to bolster the ability of the Regional Combatant Commander to more effectively employ ISR.

Operationally, this JIC focuses on specific JFC missions that cover the expected ROMO in the 2014-2026 timeframe; these missions will require persistence to find, identify, track and determine intent of elusive adversary targets.  Adversaries will exercise sophisticated denial and deception techniques and will use complex environments to their advantage.

Organizationally, this JIC focuses on the JFC and his mission in the overall context of global ISR asset availability.  Thus, this JIC seeks to improve the JFC’s ISR performance in a global context that considers all intelligence needs, from the national strategic level to his tactical subordinates.  With this global perspective, and within physical and policy constraints, this JIC seeks a more effective alignment of ISR assets to information needs.
2. B.  Relationship to Other Concepts

2. B. 1.  Joint Operating Concepts

All Joint Operating Concepts:  Major Combat Operations, Homeland Defense and Civil Support, Military Support to Stabilization, Security, Transition and Reconstruction Operations, and Deterrence Operations depend to varying degrees upon a persistent ISR Enterprise extending across the entire ROMO.  It is a key enabler for JFC decision making.  The intelligence estimate and the answers it provides to Commander’s Critical Information Requirements (CCIR), Priority Intelligence Requirements (PIR), and Essential Elements of Information (EEI) provide the foundation for operational and tactical actions.  

2. B. 2.  Joint Functional Concepts

Battlespace Awareness (BA)

A successful ISR Enterprise enables comprehensive BA and the capability to conduct persistent ISR collection greatly increased the odds of ISR success.  The ultimate measure of the success of an ISR campaign is whether it provides the JFC with the right information at the right time to make sound tactical and operational decisions.  It allows the JFC to predict future enemy activities and influence the enemy's decision cycle into taking action favorable to friendly operations.  Intelligence Process activities correspond directly to Tier II Joint Capability Areas (JCA) organized under the BA Tier I JCA and further articulated in the BA Joint Functional Concept.  JFC demands to achieve persistence on the battlefield are one of the primary goals of the enterprise.

Joint Command and Control (C2)

The persistent ISR Enterprise facilitates, and is facilitated by C2.  The results of persistent ISR activities provide the JFC operational and tactical decision-points.  However, Operations DESERT STORM and IRAQI FREEDOM taught us that the speed at which ground forces advanced far exceeded the rate of production for certain types of intelligence.  As a primary input to the decision-making process; joint C2 using CCIRs, PIRs, and EEIs should drive the activities of the ISR Enterprise.  A persistent ISR Enterprise allows JFCs the opportunity to better influence the responsiveness of the intelligence process via dynamic visualization and feedback mechanisms to ensure collection capabilities can be allocated/reallocated as needed.
Net Centric Environment (NCE)

The persistent ISR Enterprise cannot exist without a trusted NCE.  The NCE is a framework for human and technical connectivity and interoperability allowing users and mission partners to share the information they need, when they need it, in a format they can understand and act upon, and protects information from those who should not have it.  The continued development of the NCE facilitates the integration of ISR collection resources, cross-cueing, and fusion of multi-INT/multi-source information, and timely visualization of that information to JFCs.  Additionally, the information sharing capabilities of a NCE will promote interaction and convergence of various ISR reports into single actionable products available to anyone, at any time.  This environment will set and enforce data standards and security protocols that all ISR information must adhere to, and will drive the development of future capabilities toward conformity within those standards.  NCE will leverage standards from approved sources such as Networks and Information Integration (NII), National Security Agency (NSA), National Geospatial Intelligence Agency (NGA).
2. B. 3.  Joint Integrating Concepts

The Net-Centric Operational Environment (NCOE) JIC and C2 JIC are the implementation directives for their corresponding functional concepts via specified tasks, conditions, and standards.  Fully integrating the ISR Enterprise to achieve persistence means adherence to NCOE principles of knowledge management, network management, and information assurance as well as C2 principles of Unity of Command and Accountability of Commanders.  The ISR Enterprise relies heavily on the capabilities inherent in the NCOE and C2 concepts to provide a pervasive communications environment, and to synchronize execution of operations.
2. C.  Assumptions

The Persistent ISR JIC assumes:

· Existence of a NCOE as defined in the NCOE JIC, which will facilitate evolving Core Enterprise Services to include data/information discovery, access and storage, security, messaging, and collaboration capabilities
· Joint Forces will be required to conduct operations in complex, anti-access, and denial and deception environments

· Requisite Command and Control (C2) is established among the theater and national ISR platforms, sensors, exploitation nodes, and communications networks. 
3.  STATEMENT OF THE MILITARY PROBLEM 

During the 2014-2026 timeframe, the JFC will be endeavor to counter both state and non-state actors, drug cartels, terrorist organizations, or anyone else who desires to do harm to America and her allies.  From across the ROMO, high priority JFC missions are likely to include:  

· Detecting, identifying, tracking, and targeting intelligent and responsive adversaries that employ sophisticated denial and deception techniques in complex operational environments
· Determining adversary organizational structures, capabilities, plans, and intentions
· Observing any area on the globe to detect and correctly interpret meaningful changes in environmental, cultural, and adversary activities. 
The need for persistence implies a need to detect, identify and characterize change in the structure, status and behavior of an elusive target.  Persistent ISR is the ability to provide the JFC with access to the target with the timeliness and precision required to achieve objectives.  The capability for conducting Persistent ISR against time-sensitive or sporadic enemy activity significantly increases the likelihood that the JFC will obtain the intelligence information required to achieve objectives.  The rate of detectable change generated by an object being observed will drive update rates at which the ISR process will be required to operate.  Targets described above, such as individuals or vehicles, change location rapidly, driving the need for a high degree of persistence that is currently lacking.  Furthermore, when the target uses denial and deception, and hides in complex environments, he essentially lowers the strength of his detectable signatures relative to his environment.  This amplifies the need for persistence in order to detect more subtle changes.  The nature of the JFC’s objective will also affect the requirement for persistence.  If the objective is to determine the general location of an individual, then a lower update rate may be acceptable.  On the other hand, if the objective is to closely monitor or target a moving target, then there will be a premium for persistence to ensure up-to-date information.  
4.  SOLUTION

4. A.  Central Idea
The central idea of this JIC is that persistence against an elusive target can be increased through the integrated, synchronized management of ISR planning and direction.  Planning and direction is a Tier II joint capability within the Battlespace Awareness JCA.  It is the ability to develop intelligence requirements, coordinate and position the appropriate collection assets, from the national to the tactical level to ensure robust situational awareness and knowledge of intended domains is gained.  The integrated, synchronized management of planning and direction is achieved through five enabling capabilities:  integrated prioritization, multi-level tasking, global visibility, automated interfaces, and capable collection managers.
The foundation for integrating ISR planning and direction is the information network, including the appropriate ISR services and applications oriented toward the JFC’s needs.  The global scope of the network is the key enabling function.  By combining global visibility of available information and intelligence needs with the tools to maximize platform/sensor/target management, the network will improve efficiency and maximize persistence.  Inherent within this concept is the idea of integrating and synchronizing a mix of sensing systems and platforms rather than relying on a single system. This concept therefore envisions complete coverage (both spatially and temporally) available from the entire mix of sensor systems and their associated processing and exploitation capabilities.  The second concept embedded within this concept is the ability to capture the activity/information as it occurs rather than forensically reconstructing after the fact.  This requires the ability for the JFC to adjust collection priorities (including revisit rates) of the entire collection suite to a level appropriate to the activity of interest.  Individual sensors, platforms and exploitation nodes will become more efficient as part of an integrated system.  Implementing this fully integrated ISR Enterprise will result in improved persistence, and ultimately better ISR for the warfighter.

4. B.  Capabilities
The integrated, synchronized management of ISR planning and direction is achieved through five enabling capabilities: 
· Integrated Planning and Prioritization -- Establish a multi-level priority system allowing collection assets at different echelons to understand how to respond to collection requests

· Multi-level Tasking -- Enable taskings to flow down echelon as readily as they flow up-echelon to allow any asset with relevant capacity satisfy the collection requirement  
· Global Visibility -- Provide virtual visibility, via automated toolsets, into the tasking, status, and capabilities of all ISR assets to those responsible for their real-time management and near-term planning
· Automated Interfaces -- Enable rapid machine-to-machine interactions that provide multi-INT, multi-asset data on high priority intelligence problems

· Training and Education -- Provide operators, intelligence analysts, and collection managers with a greater understanding of the capabilities of all ISR systems and how they can be applied to various intelligence problems  

The development and implementation of these capabilities may require adjustment to the authorities associated with planning and direction; however, this concept does not advocate centralized management or changes in asset ownership.  Rather, it argues for new capabilities that will allow JFCs, as well as other ISR Enterprise stakeholders, to leverage the full-spectrum of ISR capabilities to solve the highest priority problems.  The situational awareness that results from global visibility allows expert collection managers to influence the ISR Enterprise to the benefit of the JFC.  Moreover, integrated prioritization, multi-level tasking, and automated interfaces create a flexible enterprise that can rapidly concentrate an optimal mix of ISR assets in order to gain persistence.
4. C.  Illustrative Vignette

The purpose of the illustrative vignette is to describe how the central idea and enabling capabilities apply within a realistic context to improve persistence for the JFC.  This vignette is based on the  DOD Analytic Agenda scenario baseline, The Global War on Terrorism (GWOT) and Related Operations, as described in the Scenario Data:  Illustrative Baseline Security Posture for 2012, Multi-Service Force Deployment (U).
Situation:  In the 2014-2026 timeframe, the U.S. is still waging war on terrorist networks and organizations.  In executing the Global War on Terrorism, one of the most important and enduring tasks is to apply appropriate elements of national power to sever links between terrorist networks and their state and/or non-state sponsors.  When military elements are necessary, the joint force will take direct action in a deliberate, sequential manner and maintain the initiative.  Crucial enablers are forward-deployed, proactively-employed Special Operations Forces (SOF) conducting joint intelligence preparation of the operational environment (JIPOE), pre-crisis activities, and advance force operations (AFO) while leveraging conventional forces as appropriate and available. JFCs around the globe continue to conduct operations against terrorist organizations.  Communications systems and ISR objectives include integrating national, theater, and unit communications, and ISR capabilities in support of Theater Security Cooperation (TSC) activities and related operations.  Specific communications and ISR objectives include:

· Maintaining a collaborative information environment aimed at using all instruments of national power to track regional and global terrorist organizations, activities, networks, and resources

· Integrating the above capabilities with allies to deny further sponsorship, support, and sanctuaries by pressuring state sponsors

· Producing predictive analyses that track conditions terrorists may exploit to support proactive international community strategies

· Maintaining sensing strategies that identify and neutralize terrorist threats as early as possible

Integrated Planning and Prioritization.  JFCs develop CCIRs specific to their areas of responsibility (AOR).  Contingency planning cells convened to develop ISR collection plans must consist of knowledgeable, authoritative members of all organizations contributing intelligence collection and analytical capabilities to the JFC's effort.  JIATF liaisons, an integral part of the planning process, must have the area knowledge, technical connectivity, and authority to commit collection capabilities on behalf of their parent organizations.  Archived terrorist organization and network information must be readily available to the JFC's intelligence staff so that it can be merged with newly developed PIRs and EEIs to achieve commander's intent without adversely impacting other governmental entities supporting the same operation.  Properly merged and prioritized PIRs and EEIs can mitigate known shortfalls in resource capability and availability and become the foundation of an integrated ISR collection plan developed in concert with global priorities.

As JFC planning cells generate PIRs and EEIs from CCIRs, the ISR Enterprise provides a place to post these information requests and give global visibility simultaneously to other commands.  ISR collection managers at component, JTF, COCOM and National levels have visibility into all requirements that global ISR resources are potentially able to satisfy.  Based upon prioritization and asset availability, these requirements are allocated to the asset mix that most effectively satisfies the need and optimizes the total performance of the enterprise.
For example, USCENTCOM posts AOR-specific PIRs and EEIs on terrorist organizations and activities to a world-wide requirements database making them available to other JFC staffs and intelligence organizations.  As USEUCOM executes its TSC plan and utilizes the ISR resources allocated to its AOR, it does so with awareness of USCENTCOM intelligence interests.  Multiple sensors from multiple intelligence disciplines feed data to the ISR Enterprise based on USEUCOM intelligence requirements; global databases also allow for potential cross-cueing in support of USCENTCOM information interests as well.  Even though the bulk of JIATF liaison parent organizations control national assets, they too are aware of USCENTCOM intelligence interests.  If an ISR resource, regardless of ownership posts information on USCENTCOM PIRs or EEIs, the ISR Enterprise immediately posts the finding for consumption by all analysts who have validated need for the information.
Multi-level Tasking.  Dynamic vertical and horizontal tasking of ISR resources based on cross-cueing from other intelligence systems is a goal of the ISR Enterprise.  Rapid re-tasking enhances the possibility of fixing and tracking a target.  Managing an ISR Enterprise consisting of intelligence systems cueing other intelligence systems, regardless of which discipline, domain, or organization they belong, is a means to enable, and ultimately ensure continued target tracking for as long as the JFC desires.  Using the scenario described above, the old intelligence process would consume valuable time in tasking other assets once a surveillance and reconnaissance resource provided initial contact information.  For example, a manned reconnaissance aircraft receives a SIGINT tipper on a terrorist target intending to emplace an IED on a road used by US forces.  The aircraft passes that information to an air operations center (AOC) where a decision is made to task (or retask) an unmanned aerial system (UAS) to detect, identify and track the terrorist.  During the time it took to communicate, assess and task, the terrorist target could easily install the IED and blend into the urban environment prior to the other sensor arriving on station.  The exact location of the IED would remain unknown to the JFC.

The more persistent ISR Enterprise emphasizes cross cueing of various sensors to create a more effective system; for example, HUMINT can cross-cue ground/airborne collection assets and vice versa.  Similarly, airborne SIGINT indications and warning (I&W) or ground based sensors assets can dynamically cross-cue an unmanned aerial vehicle (UAV) in-flight to continue collecting and tracking while simultaneously informing the AOC of the action.  The global visibility of ISR resource status and activity provided by the ISR Enterprise and the global prioritization allows dynamic re-tasking.  As the collection system combines various intelligence disciplines, a more complete targeting picture is provided for further collection or potential interdiction of the terrorist target.  
Global Visibility.  Global visibility of JFC information needs, intelligence databases, and ISR sensor status and availability is the key enabler for integrated planning, prioritization, and multi-level tasking.  Since a picture is worth a thousand words, if the JFC can "see" a prioritized requirements deck; the location, tasking, and status of his surveillance and reconnaissance collection capabilities; and what requirements have been satisfied or not from a user defined common operating picture, it stands to reason that the JFC can also reduce redundant collection activities; retask or recommend retasking of resources to areas with little or no coverage; and  increase or decrease the amount of collection time spent on targets as he sees fit.  Without the near-real-time visibility, the JFC can only respond to reports, usually after the fact.  The sooner the JFC can execute or adjust his ISR plan, the sooner he is able to formulate his strategies for achieving mission objectives.  Collection managers respond faster to CCIRs when they have visibility of all JFC information needs, all available archived intelligence information on the AOR, and visibility of the status and locations of ISR sensors assigned worldwide.  It is within this aspect that the COCOM will have a critical need for advanced, automated tools to enable major functional activities in the ISR Enterprise.  In turn, organizations around the world can respond appropriately to JFC needs sooner when the terrorist organizations and network CCIRs (later PIRs and EEIs) appear on their user defined common operating pictures.

There is a critical need for advanced, automated tools to enable major functional segment for the ISR Enterprise to meet the complex and expanding ISR demands.  It will be the automated tools developed for the intelligence collection manager and the intelligence staff that provide the mechanism and means to control and act on timely information from the ISR Enterprise and to effectively utilize the global visibility enabling capability.  The information collected by the manned airborne SIGINT collectors and UAV described above is fed directly into the global visualization capability of the ISR Enterprise.  Established common data standards are a key facilitator of this process, allowing the rapid passing of data and information into the NCOE.  Legacy systems require data translators to manipulate information into useable formats that can be transported by the NCOE, costing valuable time.  The NCOE framework provides established security protocols to overcome multi-level security bottlenecks.  National assets also populate the globally visible ISR Enterprise data warehouse, making the information available to the JFC and his staff.
Automated Interfaces.  In the flood of information entering the ISR Enterprise global visualization tool from a multitude of ISR resources, planners and intelligence analysts may not be aware of the significance of some of the data and could miss timely posting opportunities buried under a pile of generic, unimportant information.  Again, the terrorist target attempting to emplace an IED is lost due to the information overload being placed on the intelligence analyst(s).  To prevent this, the ISR Enterprise provides automated tools that facilitate the rapid processing and exploitation of multi-discipline, multi-domain information, developing it into decision-making intelligence products.  Machine-to-machine links promise to shrink the sensor-to-shooter time cycle and speed air-to-ground attacks on fleeting high value targets by replacing cumbersome and time-consuming human interfaces.  The global visualization tool, based on the global planning priorities and local JFC CCIRs, PIRs, and EEIs, automatically notifies the intelligence analyst of terrorist activity.  At a glance, the intelligence analyst can more rapidly determine what other assets are nearby and recommend changes accordingly to continue tracking the potential target.  Using all intelligence resources available, the analyst coordinates operational activity with the planning and operations staff.  Terrorist activities are monitored and tracked while the JFC commander makes decisions on blue force applications against the situation.  In some cases, predetermined rules of engagement will authorize the immediate tactical engagement of the target.  In other cases, the operational decision to continue tracking the target to determine IED production facilities might be warranted.

Training and Education.  Finally, with a new ISR Enterprise achieving rapid prioritizing and re-tasking of assets, and cross-cueing of information from all intelligence disciplines/domains to the JFC in a global manner, operational planners and intelligence analysts must be adequately trained and educated to properly apply these new capabilities.  Before the JFC and his staff begin to develop the requisite CCIRs, PIRs, and EEIs responding to GWOT objectives, the personnel that comprise the ISR Enterprise have been engaged in continuing education, training and understanding of ISR collection capabilities.  Specific areas of instruction include steady-state and crisis information needs of JFCs, Agencies, Services, and senior leadership; capabilities and availability of various ISR sensors world-wide; and basic knowledge of the intricacies of each of the intelligence disciplines as they apply to different environments.  No operator/analyst can be or should be an expert in surveillance and reconnaissance capabilities across the board.  However, while the IC does an excellent job of training individuals, more emphasis needs to be placed on "collective training," the training of entire organizations to be more responsive to the information requirements levied by a more dynamic threat.   
4. D.  Tasks, Conditions, and Standards

The five enabling capabilities can be decomposed into fundamental tasks for the purpose of capabilities based assessment (CBA) using the Joint Chiefs of Staff Universal Joint Task List (UJTL).  The UJTL provides a menu of tasks in a common language that when combined with Service and Agency task lists provides the basis for execution of national guidance.  The UJTL also provides a starting point for the refinement of existing tasks, conditions, and standards as well as the development of new tasks required to better integrate ISR planning and direction.
A task is an action or activity assigned to an individual or organization to provide a capability.  Task descriptions identify what is to be performed in common terminology; they do not address how or why tasks are to be performed, or even who will perform the tasks.  

A condition is a variable of the operational environment that may affect task performance.  Physical conditions pertain to the material environment:  weather, climate, geography, and terrain.  Military conditions are those characteristics of the equipment upon which the performance of desired military functions depend.  These include physical and operational characteristics, but not technical characteristics.  Civil conditions are those characteristics that describe political and civilian conditions such as cultural identities, religious influences and governmental ideologies.  

A standard is a quantitative or qualitative measure for specifying the levels of performance of a task.  The following narrative outline is organized with an explanation of the capability required, followed by a listing of the specific tasks (with associated conditions and standards) necessary to achieve the capability.

· Task:  Develop integrated PIRs and EEIs based on CCIRs, and prioritize required ISR tasks

· Conditions:  regardless of mission, target or environment, virtual availability, within established planning timelines and security protocols

· Standards:  % of JFC intelligence staffs submitting intelligence requirements for global prioritization; speed of accomplishment in near-real-time; 100% accuracy of translation; user friendliness of virtual displays

· Task:  Integrate and prioritize locally generated information requirements horizontally across various JFCs

· Conditions:  globally; virtual availability, within established planning timelines and security protocols

· Standards:  % JFC intelligence staffs submitting intelligence requirements for global prioritization; % of IC members and JFCs integrated into global prioritization process; speed of prioritization accomplishment; 100% accuracy of translation, user-friendliness of virtual displays

· Task:  Integrate locally and regionally prioritized information requirements vertically through the chain of command and in coordination with supporting agencies

· Conditions:  globally, virtual availability, within established planning timelines, policy guidelines, security protocols and interagency processes

· Standards:  % of JFC intelligence staffs submitting intelligence requirements for integration with supporting agencies; % of IC members and COCOMs integrated into global prioritization process; speed of prioritization accomplishment; 100% accuracy of translation; usability of virtual displays

· Task:  Allocate ISR collection assets 

· Conditions:  globally, virtual availability, within prioritized requirements guidelines, within asset availability guidelines

· Standards:  % of collection requests validated; % of validated requests satisfied by ISR assets

· Task:  Provide visibility of ISR collection resources

· Conditions:  globally, virtual availability; within available bandwidth and established security protocols

· Standards:  100% system availability; # of allocated assets in database:  % of IC planning cells receiving global visibility display status, % of JFC Joint Intelligence Operations Centers receiving global visibility display status; % of non-traditional ISR capabilities included

· Task:  Provide visibility of information/intelligence requirements, and collected data indicating requirement satisfaction

· Conditions:  globally, virtual availability, within established planning timelines, available bandwidth, and security protocols

· Standards:  % of different ISR sensor types displayed; % of collected information accessible by any commander, intelligence analyst, or intelligence planner at any time; 100% system reliability, time between collection and posting (latency calculation—seconds/minutes), # of automated notifications to intelligence planner or analyst based on globally prioritized PIR

· Task:  Provide automated, machine-to-machine connectivity 

· Conditions:  globally; within established common data standards and security protocols 

· Standards:  % of legacy systems connected; time to automatically merge data feeds from intelligence domains into global visualization system (latency calculation—seconds/minutes); time to manually merge data feeds from latency sensors from intelligence domains into global visualization system (latency calculation—seconds/minutes), % of sources and disciplines merged

· Task:  Develop Joint/Interagency ISR Education Plan

· Conditions:  within established joint training guidelines and security protocols

· Standards:  # trained instructors available; amount of training materials available; % of IC agencies utilizing training

· Task:  Implement Training Plan

· Conditions:  as part of initial employment in-processing (military and civilian)

· Standards:  # of personnel trained to established standard, quality and quantity of refresher opportunities
5.  RISKS 

There are risks associated with this concept.  Overall, the risk of not integrating collection management strategies for the ISR Enterprise will at the very least do nothing more than compound existing problems.  For example, we continue to field more and more collection capabilities with little regard for how they "plug-in" to the ISR Enterprise as a whole.  This activity will continue to overwhelm an already undermanned intelligence force with a deluge of information that is at best duplicative and/or unnecessary.

There is additional risk in only partial implementation of this concept.  Many intelligence reform initiatives fail because organizations try to make sweeping changes without strong management of the underlying architecture.  Integrating the collection management processes of the ISR Enterprise is worth the effort; however, it cannot solely rescue enterprise architectures already in disarray.  It will be difficult to stay the course in implementing architectural design of the enterprise, enforcing data standards, and managing system process governance.

There is also risk with leveraging multiple organizations and agencies.  As with any endeavor, it is more successful to have all involved and affected by the system to desire and see benefit from the changes to the system.  Any organization that is part of the ISR Enterprise but does not become involved or concerned with the desire to see the system succeed may jeopardize the overall potential capability of the system.  The persistent ISR Enterprise as described in this concept is only as good as the sum of its parts.

The assumption of the existence of an NCOE which will facilitate Core Enterprise Services, to include data/information discovery, access and storage, security, messaging and collaboration capabilities must be reemphasized.  Culture, C2, and Policy concerns aside, lack of a protected infrastructure that allows, automated exchange of information, across domains and across disciplines, in near-real-time renders this concept moot.
6.  IMPLICATIONS

Potential implications in implementing this concept include:
· Promoting a mindset that the more accurate and precise the enterprise gets, the more that will be expected of the ISR community to ferret out even more elusive targets, with even less margin for error, within even tighter rules of engagement

· Implying an ever growing disparity between the weight of effort of ISR functions vs. operational functions
· Further increasing demands on low density/high demand assets and personnel already in short supply

· Requiring dependence on integration of ISR capabilities from coalition partners.  This concept concentrates on setting a course for the United States ISR capabilities.  Integration of coalition partners, while a necessary function, presents a unique set of problems and circumstances not addressed by this document.
Finally, as some level of acceptable persistence over the Battlespace is achieved to support the JFC, some limitations and deficiencies in capabilities will likely remain in the ISR Enterprise:
· It does not attempt to achieve “perfect intelligence”

· It will produce a more informed decision maker, not necessarily a better one

· It should improve long standing management processes, policies, and procedures

· It may require a shift in asset "control" that supports a global enterprise management construct

· It should foster more efforts towards integration, collaboration, and compromise as new capabilities are inspired and developed.
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7. B.  ACRONYMS

AFO



Advance Force Operations

AOR



Area of Responsibility

BA




Battlespace Awareness

BFT



Blue Force Tracking

C2




Command and Control

C3




Command, Control, and Communications

C4




Command, Control, Communications and Computers

CBA



Capabilities Based Assessment

CBP



Capabilities Based Planning 

CCDD



Cover, Concealment, Deception, Denial

CCIR



Commander’s Critical Information Requirements

CCJO



Capstone Concept for Joint Operations

CDS



Common Data Standards

CIA



Central Intelligence Agency

COCOM


Combatant Command
DBA



Dominant Battlespace Awareness

DEA



Drug Enforcement Agency 
DHS



Department of Homeland Security

DIA



Defense Intelligence Agency

DNI



Director of National Intelligence

DOD



Department of Defense

DOE



Department of Energy

DOS



Department of State

DOTMLPF    
Doctrine, Organization, Training, Materiel, Leadership and Education, Personnel, Facilities

EEI



Essential Elements of Information

FA




Force Application

FBI



Federal Bureau of Investigation

FCB



Functional Capabilities Board

FL




Focused Logistics

FM




Force Management

FAA



Functional Area Analysis

FNA



Functional Needs Analysis

FSA



Functional Solution Analysis

GH




GLOBAL HAWK

GWOT



Global War on Terrorism

HI




Horizontal Integration

HLS



Homeland Security

HUMINT


Human Intelligence

IC




Intelligence Community

IED



Improvised Explosive Device

IMINT



Imagery Intelligence

IPL



Integrated Priority List

ISR



Intelligence, Surveillance, and Reconnaissance

I&W



Indications and Warning

JCA



Joint Capability Area

JFC



Joint Force Commander

JIATF



Joint Interagency Task Force

JIC




Joint Integrating Concept

JIPOE



Joint Intelligence Preparation of the Operational Environment

JOpsC



Joint Operations Concepts

JP




Joint Publication

JROC



Joint Requirements Oversight Council

JTF



Joint Task Force

LD/HD


Low Density/High Demand

LOC



Lines of Communication

LOE



Limited Objective Experiment

MASINT


Measures and Signature Intelligence

MCO



Major Combat Operations

MLS



Multi-level Security

NCE



Network Centric Environment

NCOE



Network Centric Operating Environment

NGA



National Geospatial Intelligence Agency

NRO



National Reconnaissance Office

NSA



National Security Agency

OPE



Operational Preparation of the Environment
ONIR



Overhead Non-imaging Infrared

OSINT



Open Source Intelligence

PIR



Prioritized Intelligence Requirement

PNT



Positioning, Navigation, and Timing

POTUS


President of the United States

RJ




RIVET JOINT

ROMO


Range of Military Operations

SATCOM


Satellite Communications

SCI



Sensitive Compartmented Information

SD




Strategic Deterrence

SIGINT


Signals Intelligence

SJFHQ



Standing Joint Force Headquarters

SO




Stability Operations

SOF



Special Operating Forces

TPED



Tasking, Processing, Exploitation, and Dissemination

TREAS


Department of the Treasury

TSC



Theater Security Cooperation

UAV



Unmanned Aerial Vehicle

UAS



Unmanned Aerial System

UJTL



Universal Joint Task List

USCG



United States Coast Guard

USD (I)


Undersecretary of Defense for Intelligence

WMD



Weapons of Mass Destruction

7. C.  GLOSSARY

Capability:  the ability to execute a specified course of action.  (A capability may or may not be accompanied by an intention)  

Capability Based Assessment:  the portion of the JCIDS analysis that identifies capability and supportability shortfalls, gaps, and redundancies on specific capability needs.  CBAs generally consist of three parts:  the Functional Area Analysis (FAA), Functional Needs Analysis (FNA) and the Functional Solution Analysis (FSA).  Results of FAA and FNA are documented in the Joint Capabilities Document. 
Collection Management Authority: Constitutes the authority to establish, prioritize, and validate theater collection requirements, establish sensor tasking guidance, and develop theater collection plans. 
Collection Operations Management: The authoritative direction, scheduling, and control of specific collection operations and associated processing, exploitation, and reporting resources.

Condition:  a variable of the operational environment that may affect task performance.  Physical conditions pertain to the material environment:  weather, climate, geography, and terrain.  Military conditions are those characteristics of the equipment upon which the performance of desired military functions depend
Discipline:  a branch of knowledge; as used in this document, discipline refers to a particular type of intelligence:  HUMINT, IMINT, SIGINT, MASINT, OSINT, etc.  

Domain:  a location environment; as used in this document, domain refers to either maritime, aerospace, terrestrial, etc.

Joint Force Commander:  A general term applied to a Combatant Commander, sub-unified commander, or joint task force commander authorized to exercise combatant command or operational control over a joint force.  
Intelligence Community:  a federation of executive branch agencies and organizations that conduct intelligence activities necessary for conduct of foreign relations and protection of national security including:  CIA, DIA, NRO, NSA, NGA, State Dept, Treasury, DHS, DEA, FBI, Energy, Service Intel Organizations (Army, Navy, Air Force, Marines, Coast Guard).
Intelligence, Surveillance, and Reconnaissance (ISR):  an activity that synchronizes and integrates the planning and operation of sensors, assets, and processing, exploitation, and dissemination systems in direct support of current and future operations, an integrated intelligence and operations function.
Integrated Management:  Creation of a military force that operates by engaging as a whole through processes including, but not limited to:  strategic planning, setting objectives, managing resources, deploying human and technical assets needed to achieve objectives, and measuring results.

ISR Enterprise:  Those defense organizations, resources, and personnel assigned responsibilities for executing any part of the intelligence mission.  The ISR Enterprise includes a core set of organizations and resources that have intelligence as a primary function.  The ISR Enterprise may include other resources providing information of intelligence value under command and control arrangements specified by the Combatant Commander, JFC, or subordinate/component commander.

ISR Resource:  Any asset that collects, processes, exploits, analyzes, or manages data that is used within the intelligence process.  These resources are not necessarily "intelligence" resources, and may have a primary mission other than intelligence.

Low Density/High Demand:  LD/HD assets are defined as certain limited assets/forces with unique mission capabilities stressed by continual high OPTEMPO because of JFC requirements. Assets are governed by steady-state and surge capabilities defined in the Global Military Force Policy (GMFP). Steady-state is defined as the maximum peacetime deployment capability that can be sustained indefinitely with no adverse impact. Surge is defined as an additional level of deployment that can be sustained for a limited period with some adverse impact. (After a period of surge, a defined recovery period at or below steady-state is required.)  The SecDef must approve any deployment that forces an LD/HD asset into surge status.

Persistence:  the length of time a sensor can provide continuous coverage of a location, target, or activity of interest.  The JFC's desire for persistence is founded upon his inability to satisfy CCIRs, PIRs, or EEIs, with the current ISR Enterprise due to problems or obstacles generated by friendly and/or adversary actions or capabilities.  What constitutes persistence varies significantly dependent upon JFC mission objectives, operating environment, and target type.  

Standard:  quantitative and qualitative measures for specifying the levels of performance of a task.    

Task:  an action or activity (derived from an analysis of the mission and concept of operations) assigned to an individual or organization to provide a capability.    

7. D.  TABLE OF CAPABILITIES
	JIC Capability Number
	Capability
	Task
	Standard
	Associated JOC Effect or JOC/JFC Capability

	ISR-001C
	Planning and Direction.  The ability to develop intelligence requirements, coordinate and position the appropriate collection assets, from the national to the tactical level, to ensure robust situational awareness and knowledge of intended domains is gained.

	ISR-001T Develop integrated PIRs and EEIs based on CCIRs, and prioritize required collection tasks locally 

	ISR-001S

% of JFC intel staffs submitting intelligence requirements for global prioritization 
ISR-002S 

speed of accomplishment

ISR-003S

100% accuracy of translation
ISR-004S

usability of virtual displays 
	CCJO2.0-001C:  Within the conceptual Battlespace the JFC orchestrates military actions with a continuous operations cycle of planning, preparing, executing, and assessing…
HLS1.0-001C:  describes how the future Joint Force will plan, prepare, deploy, employ, and sustain the force in detecting, deterring, preventing, and defeating attacks against the Homeland
MCO1.0-001C:  Conduct planning in a collaborative environment; deploy a robust, pervasive, dynamically tailored, and high-fidelity ISR system 

SO1.0-001C:  Truly integrated, multi-agency planning, preparation, and execution are hallmarks of future stability operations.  
SD1.0-001C:  Our planning must explicitly recognize that it is critically important to determine what “we know we don’t know”. Because strategic deterrence is a full spectrum campaign conducted predominantly in peacetime, many crucial elements necessary to fully characterize potential adversaries need to be given a higher collection priority than has been traditionally associated with non-crisis periods. 

 BA1.0-001C:  BA C2 organizations must be able to accurately plan BA operations.  This includes but is not limited to: developing a plan for collecting information from all available sources to meet intelligence requirements; assisting Joint Force Commanders in determining and prioritizing their intelligence requirements; and determining the suitability and capability of the ISR resources to contribute to and satisfy the information requirements.

JC21.0-001C:  Develop a plan to execute the selected course of action 
FM1.0-001C:  Planning answers the question:  how synchronized?  



	JIC Capability Number
	Capability
	Task
	Standard
	Associated JOC Effect or JOC/JFC Capability

	ISR-001
	Planning and Direction.  The ability to develop intelligence requirements, coordinate and position the appropriate collection assets, from the national to the tactical level, to ensure robust situational awareness and knowledge of intended domains is gained

	ISR-002T

Integrate and prioritize locally generated information requirements horizontally across various JFCs
	ISR-005S

% JFC intel staffs submitting intelligence requirements for global prioritization 

ISR-006S

% of IC members and JFCs integrated into prioritization process

ISR-007S

speed of prioritization accomplishment 

ISR-008S

100% accuracy of translation 

ISR-009S usability of virtual displays 
	


	JIC Capability Number
	Capability
	Task
	Standard
	Associated JOC Effect or JOC/JFC Capability

	ISR-001C
	The ability to develop intelligence requirements, coordinate and position the appropriate collection assets, from the national to the tactical level, to ensure robust situational awareness and knowledge of intended domains is gained.
	ISR-003 

Integrate locally and regionally prioritized info requirements vertically through the chain of command and in coordination with supporting agencies
	ISR-010S

% of JFC intel staffs submitting intelligence requirements for integration with supporting agencies 

ISR-011S

% of IC members and JFCs integrated into global prioritization process

ISR-012S

Speed of prioritization accomplishment

ISR-013S

100% accuracy of translation

ISR-014S

Usability of virtual displays


	


	JIC Capability Number
	Capability
	Task


	Standard
	Associated JOC Effect or JOC/JFC Capability

	ISR-001C
	Planning and Direction.  The ability to develop intelligence requirements, coordinate and position the appropriate collection assets, from the national to the tactical level, to ensure robust situational awareness and knowledge of intended domains is gained
	ISR-004T 

Allocate ISR collection assets worldwide


	ISR-015S

% of collection requests validated

ISR-016S

% of validated requests satisfied by ISR assets


	

	
	
	ISR-005T

Provide visibility of ISR collection resources
	ISR-017S

100% system availability

ISR-018S

# of allocated assets in database

ISR-019S
% of IC planning cells receiving global visibility display status

ISR-020S
% of JFC Joint Intelligence Operations Centers receiving global visibility display status

ISR-021S
% of non-traditional ISR capabilities included
	


	JIC Capability Number
	Capability
	Task


	Standard
	Associated JOC Effect or JOC/JFC Capability

	ISR-001C
	Planning and Direction.  The ability to develop intelligence requirements, coordinate and position the appropriate collection assets, from the national to the tactical level, to ensure robust situational awareness and knowledge of intended domains is gained
	ISR-006T 

Provide visibility of info/intel requirements, and collected data indicating requirement satisfaction


	ISR-022S
% of different ISR sensor types displayed

ISR-023S
% of collected information accessible by any CDR, intel analyst or intel planner at any time

ISR-024S
100% system reliability

ISR-025S 
Time between collection and posting (latency calculation—secs/mins)
ISR-026S
# of automated notifications to intelligence planner or analyst based on globally prioritized PIR


	


	JIC Capability Number
	Capability
	Task


	Standard
	Associated JOC Effect or JOC/JFC Capability

	ISR-001C
	Planning and Direction.  The ability to develop intelligence requirements, coordinate and position the appropriate collection assets, from the national to the tactical level, to ensure robust situational awareness and knowledge of intended domains is gained
	ISR-007T 

Provide automated, machine-to- machine connectivity 


	ISR-027S
% of legacy systems connected

ISR-028S
Time to automatically merge data feeds from intelligence domains into global visualization system (latency calculation-secs/mins)

ISR-029S
Time to manually merge feeds…

ISR-030S 
% of sources and disciplines merged


	

	
	
	ISR-008T

Develop Joint/Interagency ISR education plan
	ISR-031S
# of trained instructors available

ISR-032S
Amount of training materials available
ISR-033S
% of IC agencies utilizing training 
	


	JIC Capability Number
	Capability
	Task


	Standard
	Associated JOC Effect or JOC/JFC Capability

	ISR-001C
	Planning and Direction.  The ability to develop intelligence requirements, coordinate and position the appropriate collection assets, from the national to the tactical level, to ensure robust situational awareness and knowledge of intended domains is gained
	ISR-009T 

Implement training plan 


	ISR-034S
# of personnel trained to established standards
ISR-035S
Quality and quantity of refresher opportunities


	


8.  PLAN FOR ASSESSMENT

8. A.  LIMITED OBJECTIVE EXPERIMENT

Director, Joint Staff Memorandum 910-05 directed United States Strategic Command (USSTRATCOM) to develop the Persistent Intelligence, Surveillance, and Reconnaissance (ISR) Joint Integrating Concept (JIC) in support of future needs of the Joint Force Commander (JFC).  The JIC describes the capabilities and associated tasks, conditions, and standards required to solve the JFC's military problem of achieving persistent ISR effects against a range of adversaries in the 2014-2025 timeframe.  

USSTRATCOM, in partnership with Joint Staff-J2P (JS-J2P) and United States Joint Forces Command (USJFCOM), executed a Limited Objective Experiment (LOE) at the Lockheed-Martin Center for Innovation on 31 January – 2 February 2006 in Suffolk, Virginia to:

· Further define and refine the Persistent ISR concept

· Provide focus for a follow-on Capabilities-Based Assessment (CBA)

This After Action Review presents the findings of the LOE and makes the following recommendations for the JIC and the CBA.

For the Persistent ISR JIC:

· "Persistence" is a measurable attribute that is comparable across a set of scenarios.  Because the definition of persistent ISR has not been formally established within the Intelligence Community, the JIC must clearly describe the attributes associated with persistence

· The JIC should focus on transforming the intelligence community from a paradigm of sensor and data ownership to one of sensor and data access  

For the CBA:

· The emergent hypothesis of the Persistent ISR JIC LOE is that integrated management of ISR assets and information can result in improved persistence throughout the Task, Collect, Process, Exploit, Disseminate (TCPED) process

· The tasks, conditions and standards needed to achieve persistence depend on the target type, the operating environment, and warfighter objectives.  The CBA must evaluate persistence in the context of a set of scenarios that span the target types, environments, and warfighter objectives of future operations 

· The CBA must consider tasking authority, automatic cross-cueing of sensors and platforms, and automatic fusion of data

· The CBA must focus on lowering legal, policy, and cultural barriers  
8. B.  RECOMMENDATION FOR FURTHER ANALYSIS
Joint Staff J2P will produce the CBA Study Plan for submission to the JROC and will be coordinated with the submission of this JIC.

A detailed CBA, in accordance with CJCSI 3170.01E, will be conducted to develop this Persistent ISR Joint Integrating Concept in more detail.  The CBA will include a Functional Area Assessment (FAA) to refine the framework of capabilities and tasks, identified in section 4 of this concept, needed to improve Persistent ISR.  A Functional Needs Analysis (FNA) will overlay current and programmed capabilities onto this framework to identify which of those capabilities that will require new solutions.  Finally, a Functional Solutions Analysis (FSA), likely conducted by the appropriate Service, will identify promising solutions across the DOTMLPF spectrum to fill these capability gaps.

The CBA will leverage previous work, as appropriate, to maximize effectiveness and prevent redundancy of effort.  It will consider lessons learned form real world operations, results of other studies, analyses, exercises and experiments.  The CBA will apply a variety of analysis techniques, such as collaborative decision-making, modeling and simulation, and wargaming to determine the capability gaps, identify promising solutions, and evaluate the operational value of these solutions.  The CBA will tap the expertise of all relevant parts of the IC to ensure the broadest consideration of needs and solutions.  Where appropriate, solutions identified through the CBA process will be incorporated into joint experimentation for further evaluation.
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