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PREFACE
The Multinational Interoperability Council (MIC) is an operator-led multinational forum that addresses the core issues affecting coalition interoperability such as policy, doctrine, planning, experimentation, and networking. The MIC identifies issues and articulates actions which, if nationally implemented, would contribute to more effective coalition operations. While the MIC’s initial work was focused on resolving information interoperability challenges, the scope of the MIC has expanded to cover other strategic and operational issues such as the interagency aspects of coalition operations. Multinational Interoperability Working Groups (MIWG) within the MIC are functionally organised around Operations, Policy and Doctrine, Logistics, Medical, Networking, and Concept Development and Experimentation (CD&E), as well as a Capstone MIWG that performs an oversight and integration role. MIWGs are comprised of staff officers and officials from each of the member nations: Australia, Canada, France, Germany, Italy, the United Kingdom, and the United States.
Following the MIC Principals meeting in December 2003, the Capstone MIWG tasked the CD&E MIWG with preparing a concept paper describing the desired functional capabilities for a Coalition Information Exchange Environment in the year 2008. This guidance resulted in the publication of a technology-centric document. During the March 2005 MIC MIWG meetings, the Capstone MIWG revised the tasking and asked the CD&E MIWG to expand the paper to provide a more conceptual basis with regard to the capabilities required in a future coalition operating environment. Version 1.0 of the Coalition Information Exchange Environment, approved by the MIC Principals in June 2005, captured this guidance. Since publication of Coalition Information Exchange Environment Version 1.0, numerous lessons learned from United States Joint Forces Command’s Multinational Experimentation series, as well as new command, control and information sharing concepts, joint and multinational exercises, and real-world operations, have greatly impacted the view of future coalition operations. This version of the Future Coalition Operating Environment (formerly the Coalition Information Exchange Environment) incorporates some of these lessons and ideas by outlining the key capabilities required of MIC nations to successfully operate within future coalitions. The realisation of this concept may lead MIC nations to incorporate new technologies, organisational constructs, procedures, and ideas and innovate across all capability categories.

Future Coalition Operating Environment: Interoperability Challenges for the Future was developed by pulling key trends, ideas, and capabilities directly from MIC nations’ existing strategic and operational documents that address issues related to coalition operations. The framework for this document is loosely based on the standards outlined in the United States’ Chairman of the Joint Chiefs of Staff Instruction 3010.02B, The Joint Operations Concepts Development Process. Additionally, the chapter entitled Vision for Future Coalition Operations is based primarily on the Capstone MIWG’s concept paper, Coalition Environment – Waypoint 2008.
By significantly expanding the role of this document over its previous version, it became apparent that the CD&E MIWG would be unable to thoroughly address all of the issues related to future coalition interoperability. Future editions of this paper will have the opportunity to refine these concepts.  The current authors offer the following for consideration as areas of further study:

· A more refined description of this document’s relationship to other MIC strategic documents and how it will be used to support the MIC Gap Analysis;

· A more comprehensive treatment of the future coalition operating environment including global trends, variables, strategic shocks, and alternative futures;

· A more coherent and conventional framework for the functional areas identified in Part II of this document (e.g., DOTMLPF, Tier 1 Joint Capability Areas, etc.).

EXECUTIVE SUMMARY
PURPOSE

This document envisions the future operating environment for the purpose of informing strategic and operational level interoperability development (Part I—Context) and identifies the key functions and capabilities likely required to operate effectively within a future coalition (Part II—Application). Within the MIC, this document informs internal strategy development and the Biennial Gap Analysis.  It is meant to stimulate thoughtful debate and serve as a catalyst for the presentation and consideration of interoperability ideas. National militaries and agencies may also use Future Coalition Operating Environment: Interoperability Challenges for the Future to influence their own future concepts and doctrine and to assess potential integration requirements and opportunities within their organisations.

SCOPE

This document provides a framework for enhanced interoperability in the anticipated future coalition operating environment of five years and beyond based on the lead nation principle at the operational and strategic levels of coalition employment. It outlines the key functions and capabilities MIC nations may need when conducting future coalition operations, focusing on Force Preparation, Logistics, Medical Support, Knowledge Advantage/Net-Centricity, Comprehensive Approach, Command and Control, and Plans and Operations across the entire range of military operations. It also identifies the increasing need for interaction and coordination with other government agencies and non-governmental organisations.

VISION FOR FUTURE COALITION OPERATIONS

The MIC’s conceptual vision for future coalition operations is based on the projected future coalition operating environment and provides the following lines of development as capability guidance:

· Leadership Development. Focused leadership development on coalition decision-making with emphasis on national, intragovernmental, international organisations, non-governmental organisation, and private voluntary organisation involvement;

· Education and Training. A practical education and training programme which emphasises multinational and interagency aspects of coalition operations; 

· Doctrine. Common and shared operations doctrine among MIC nations;

· Logistics. Force preparation, deployment, and sustainment infrastructure capability and capacity that facilitate successful coalition operations;
· Knowledge Advantage. Knowledge advantage through common situational awareness and understanding at all levels by implementing a means to effectively tailor and rapidly update individual information requirements;  

· Shared Situational Awareness. Command systems and procedures that promote continuous shared understanding of mission, intent, guidance, and progress;

· Organisational Constructs. Flexible, adaptive, and agile organisational constructs which facilitate information sharing and knowledge generation;

· Planning. System, procedural, and organisational constructs that facilitate rapid, continuous, and near simultaneous planning.

FUTURE COALITION OPERATING ENVIRONMENT

The projected future coalition operating environment is characterised by six underlying long-term trends. These trends have implications with regard to the conditions for future security policy as well as for the design and employment of military forces. Though such trends evolve somewhat predictably, coalition forces must also be postured for embedded strategic shocks that may significantly alter the pace and/or trajectory of these global inclinations.  
· Natural Resource Trends. Competition for strategic resources may increase due to a growing global appetite and decreasing availability. Industrialised nations will continue to research alternative energy sources while being actively engaged in securing resource-rich regions and corresponding lines of communication. Climate change may be exacerbated by continued economic development and urbanisation, creating shortages of food and fresh water. Several potential changes in the global climate are expected to occur in the coming years.
· Demographic Trends. The current global population of 6.5 billion people will grow on average 1.2 percent per year, reaching 8.2 billion individuals by 2030. Half of the expected growth will take place within the world’s eight most populous nations (China, India, United States, Pakistan, Bangladesh, Nigeria, Ethiopia, and Democratic Republic of Congo).  Of particular importance, will be a general trend toward urbanisation.  By 2030, greater than 60 percent of the world’s population is expected to live in urban areas. Mass movements of humanity may result in political and social strains within and among developed and developing nations.  

· Cultural Trends. Culturally- and religiously-motivated movements are emphasising ethnic particularities and the preservation of independence and cultural traditions. This increasing trend towards cultural fragmentation based upon sub-cultural identities may clash with opposing movements attempting to force unification.  Certain regions may witness a growth in fundamentalist groupings because of political and economic orientations. (i.e., largely authoritative governments, social and economic imbalances, widespread corruption, religious fundamentalist movements, etc.). These countries may increasingly rely upon their diaspora communities in Europe and other regions to influence other governments and populations.

· Social and Political Trends. A predominant socio-political trend will be a dynamic tension between the continuing struggle for democratisation and the desire to maintain alternative systems of governance.  The multi-polar world, consisting of existing and rising superpowers, may become more predominant. Its manifestations may range from cooperative to confrontational, leaving it undetermined whether this multi-polarity will lead to more or less international stability and order. Non-state actors, fueled by their technological and economic means, will possess capabilities to challenge existing governments.

· Economic Trends. Economic development will remain the primary impetus for globalisation. The dynamics of the global economy will depend on whether the trend towards blurred economic boundaries continues or whether a resurgence of strong nation-states will forge a return to traditional nation-state economic relationships (i.e., a global economy versus global governance). Another trend includes the regionalisation of trade and investments in an effort to protect and strengthen regional equities. Complementing such economic global trends are sectoral changes such as continued weakening of the industrial sector and a strengthening of the service sector.
· Science and Technology Trends. The future of information and communication technologies is characterised by continued progress with respect to global coverage and network density. Advancements in micro-processing, software engineering, data storage, semi-conductors, and other new technologies will lead to increased speed, automation, miniaturisation, and autonomy of systems.  Major advancements can be expected in the fields of nanotechnology and environmental, energy-related, biological, optical, and sensor technologies. Research and development may continue to migrate to areas outside traditional European and North American regions, specifically to Asia.
INTEROPERABILITY CHALLENGES

The future coalition operating environment will be as volatile, uncertain, complex, and dynamic as it is today, if not more so, driven by the ascendant global trends previously discussed. In light of the MIC’s Vision for Future Coalition Operations and the likelihood that MIC nations will increasingly operate with interagency and non-governmental organisations, these trends create several interoperability challenges for coalition nations. These coalition interoperability challenges include:

· Compatibility. Facilitate the compatibility of organisations, doctrine, training, technology, and equipment standards among coalition militaries; 

· Capabilities Integration. Improve awareness of the disparate operational force capabilities and degrees of interoperability among nations and integrate these capabilities in a cohesive manner that supports coalition objectives;

· Information Sharing. Improve information sharing among national military systems within the constraints of national policy;

· Interagency Coordination. Establish policies, procedures, organisations, and systems to facilitate successful interagency coordination and synchronisation.

KEY FUNCTIONS IN THE FUTURE COALITION OPERATING ENVIRONMENT

Key functions required to successfully address the challenges of the future coalition operating environment are organised into areas as outlined in the MIC Strategic Plan:

· Force Preparation. Specifically, enhanced functions will be required within the following sub-areas: Personnel and Leader Development; Force Integration and Cultural Awareness; and Training and Exercises;

· Logistics. Specifically, enhanced functions will be required within the following sub-areas: Logistics Forces; Logistics Concepts, Policies, and Doctrine; Logistics Information Management; Logistics Command and Control; and Deployability, Sustainability, and Redeployment;
· Medical Support. Specifically, enhanced functions will be required within the following sub-areas: Medical Standards; Medical Logistics; Medical Information Management; Medical Intelligence; and Critical Care;

· Knowledge Advantage/Net-Centricity. Specifically, enhanced functions will be required within the following sub-areas: Knowledge Management; Knowledge Architecture; Network Security/Information Assurance; Collaboration; and Situational Awareness;

· Comprehensive Approach. Specifically, enhanced functions will be required to address the integration and coordination of plans and actions across government departments within and across nations at both strategic and operational levels;

· Command and Control. Specifically, enhanced functions will be required within the following sub-areas: Command Development; Mission Command; Planning; and Situational Awareness;

· Plans and Operations. Specifically, enhanced functions will be required within the following sub-areas: Doctrine; Collaboration; Effects-Based Operations; Synchronisation; Information Operations; and Execution.

CONCLUSION

Existing functions within the areas of Force Preparation, Logistics, Medical Support, Knowledge Advantage/Net-Centricity, Comprehensive Approach, Command and Control, and Plans and Operations require specific improvements. Such developments must be oriented not only upon individual spheres, but on the seamless integration required in an increasingly interdependent environment. This paper attempts to capture a vision of the future coalition operating environment and provides a summary of desired capabilities.  The fundamental risk of not progressing towards interoperability in these functional areas is coalition forces that are ill-equipped and ineffective against the challenges they may face in the world to come.

PART I—CONTEXT

1. Purpose

This document envisions the future operating environment for the purpose of informing strategic and operational level interoperability development (Part I—Context) and identifies the key functions and capabilities likely required to operate effectively within a future coalition (Part II--Application). Within the MIC, this document informs internal strategy development and the Biennial Gap Analysis.  It is meant to stimulate thoughtful debate and serve as a catalyst for the presentation and consideration of interoperability ideas. National militaries and agencies may also use Future Coalition Operating Environment: Interoperability Challenges for the Future to influence their own future concepts and doctrine and to assess potential integration requirements and opportunities within their organisations.

2. Scope

This document provides a framework for enhanced interoperability in the anticipated future coalition operating environment of five years and beyond based on the lead nation principle at the operational and strategic levels of coalition employment. It outlines the key functions and capabilities MIC nations may need when conducting future coalition operations, focusing on Force Preparation, Logistics, Medical Support, Knowledge Advantage/Net-Centricity, Comprehensive Approach, Command and Control, and Plans and Operations across the entire range of military operations.
 It also identifies the increasing need for interaction and coordination with other government agencies and non-governmental organisations.

3. Vision for Future COALITION operations

To be successful in the complex and shifting operational environment anticipated in the future, coalition forces must improve the speed and quality of decision-making and enhance their unity of effort. The future coalition operating environment must be one in which interoperability has been contemplated and addressed well in advance. Action must be taken in fields including interoperable capabilities investment, common doctrine development, and coalition planning, exercises, and experimentation.

Future coalition operations may have to employ all instruments of national power to achieve desired outcomes across the range of military operations. This may require a comprehensive and effects-based approach that includes knowledge development, mission planning, operations, and assessment. Such a method must be developed, understood, exercised, and technically- and legally-enabled. Underpinning this approach will be the ability to operate as a united, net-enabled force—a force which is interconnected, interoperable, and able to share battlespace awareness with host governments, non-MIC militaries and other agencies, international organisations, and non-government and private voluntary organisations. Standardised data definitions, metadata, protocols, operating procedures, tactics, techniques, and procedures, and unclassified software can enable enhanced interoperability. Commercial off-the-shelf or government off-the-shelf web and basic core services can lead to lower costs and shorter development and acquisition timelines.  Greater use of these readily available products should be a common denominator in future multinational systems and software acquisitions.  Security access, reliability, and vulnerability challenges must be addressed as reliance on commercial off-the-shelf and government off-the-shelf products increases.
Future coalitions must be able to conduct rapid mission and end state analysis for the purpose of generating commander’s guidance and enabling decentralised execution, while employing compatible doctrine, command, and operating concepts. The ability to share information in a collaborative environment and to quickly adapt to changing situations continues to be essential. MIC nations aim to establish compatible processes and complementary capabilities in the areas of coalition Force Preparation, Logistics, Medical Support, Knowledge Advantage/Net-Centricity, Comprehensive Approach, Command and Control, and Plans and Operations. Thus, the conditions necessary for success in the future coalition operating environment revolve around a coalition organisation characterised by information flows that are not unduly constrained, where the key parts of the organisation share battlespace awareness, and where acts of individual parts may be self-synchronised. 

A lead nation coalition capability to deliver timely and precise coalition effects, in all terrains, including urban environments, and against unpredictable and adaptive adversaries, must also be developed. To this end, legal, cultural, and other impediments to information sharing, intelligence gathering, and dissemination across mission partners must be resolved.  Continued use of North Atlantic Treaty Organisation (NATO) doctrine among MIC nations is seen as an important enabler.

To effectively move towards the MIC vision outlined above, the following lines of development, at a minimum, must be addressed:

· Leadership Development. Focused leadership development on coalition decision-making with emphasis on national, intragovernmental, international organisations, non-governmental organisation, and private voluntary organisation involvement;

· Education and Training. A practical education and training programme which emphasises multinational and interagency aspects of coalition operations; 

· Doctrine. Common and shared operations doctrine among MIC nations;

· Logistics. Force preparation, deployment, sustainment, redeployment, and reconstitution capability and capacity that facilitate successful coalition operations;
· Knowledge Advantage. Knowledge advantage through common situational awareness and understanding at all levels by implementing a means to effectively tailor and rapidly update individual information requirements;  

· Shared Situational Awareness. Command systems and procedures that promote continuous shared understanding of mission, intent, guidance, and progress;

· Organisational Constructs. Flexible, adaptive, and agile organisational constructs which facilitate information sharing and knowledge generation;

· Planning. System, procedural, and organisational constructs that facilitate rapid, continuous, and near simultaneous planning.

4. Future Coalition Operating Environment

This document utilises a strategic trends approach for envisioning the future coalition operating environment.  This approach goes beyond merely identifying the likely future military threats against which coalition forces will have to posture.  Rather, it seeks to identify key developments across the geopolitical landscape that will shape the wider context within which coalition forces may have to operate.  Defence decisions about how to posture in relation to these issues are considered over time, with the appropriate balance of judgment and risk, and take time to form and implement.  This is appropriate, considering that the consequences of these strategic decisions tend to endure for some while.

Trends in the future coalition operating environment are arranged into the following six general categories: Natural Resources, Demographic, Cultural, Social and Political, Economic, and Science and Technology. These six trends intertwine in various combinations to create mounting challenges for future coalition operations and have implications with regard to the conditions for future security policy, as well as for the design and employment of military forces. Although such trends evolve somewhat predictably, coalition forces must also be postured for embedded strategic shocks that may significantly alter the pace and/or trajectory of these global inclinations.  

4.1. Natural Resource Trends

Sustained global development will involve a delicate balance between the physical/ecological limitations of natural resources and the desire among numerous government and non-government institutions to utilise those resources for economic growth. Access to resources and stable pricing will continue to be a primary concern for these institutions. Competition for strategic resources may increase due to a growing global appetite and decreasing availability. Currently, the global demand for oil is increasing an average of 1.7 percent annually with resources estimated to last approximately 40 more years.  Peak oil production is expected to occur between 2010 and 2020, with natural gas production crowning 10-20 years later. Additionally, world-wide supplies of uranium for nuclear power are currently estimated to last until 2060. Industrialised nations will continue to research alternative energy sources while being actively engaged in securing resource-rich regions and corresponding lines of communication.
Climate change may be exacerbated by continued economic development and urbanisation, creating shortages of food and fresh water. The increasing likelihood of droughts in Australia and New Zealand, flooding in Latin America and Europe, coastal erosions and hurricanes in North America, and desertification in parts of Africa may create a cascade of natural resource issues. Demographic trends and water shortages could merge to create a growing number of people without sufficient access to fresh water. The number of nations facing water shortages (currently, North African, Near and Middle Eastern nations) is expected to increase from thirty-one up to forty-eight (including India and Northern China), impacting up to 35 percent of the global population. Additionally, increased mono-cultural agriculture practices, deforestation, intensified livestock breeding, and over-fishing of oceans and rivers may threaten global food production. 

Security policy and military capability implications:

· Environmental and resource developments may widen the distance between locations of origin and consumption for fossil energies and food. As a consequence, the associated means and lines of communication could become increasingly important strategically;

· Military forces may be called upon to lead peacekeeping or peace enforcement initiatives including securing global lines of communication associated with critical resources;

· Potential for flooding in littoral and riverside areas may necessitate coherent preventive measures, as well as posturing for disaster relief;

· Natural disasters, coupled with governance structures ill-designed to absorb environmental pressures, particularly in less-developed countries, may increase the likelihood for military employment at the lower end of the range of military operations;

· Potential for conflict due to uneven distribution of resources, environmental hardships, and a lack of socio-economic prospects is likely to be most significant in an area stretching from Africa, to the Near East, and into Central Asia; parts of Central and South America may also be impacted;

· Increasing water and food shortages, in combination with environmental problems and effects related to global climate change, will likely cause significant migration movements worldwide;

· Confluence of demographic and natural resource trends increases the potential for open conflict both within societies and nation-states as well as between societies and nation-states.

4.2. Demographic Trends

The current global population of 6.5 billion people will grow on average 1.2 percent per year, reaching 8.2 billion individuals by 2030. This trend will most likely be nonlinear due to possible variations as a function of changing fertility rates and epidemics, most prominently HIV/AIDS. Half of the expected growth will take place within the world’s eight most populous nations (China, India, United States, Pakistan, Bangladesh, Nigeria, Ethiopia, and Democratic Republic of Congo). The population among industrialised nations is expected to remain constant at 1.2 billion in combination with an increasing life expectancy. Due to low/negative population growth, developed areas such as Western Europe and Japan will likely be challenged to maintain economic productivity, to provide the promised level of social support to their ageing populations, and to provide enough manpower for their armed forces. China may also see a significant ageing in its population as the one-child policy continues to take hold. The strongest absolute population increases will likely occur in India, while the strongest relative increases will likely be seen in Sub-Saharan Africa, Northern Africa, and the Near and Middle East. It will be very difficult for regional labour markets and economies in these parts of the world to absorb the coming “youth bulge” of 15 to 29 year-olds (approaching 40-50 percent of some populations). Of particular importance, is a general trend toward urbanisation. By 2030, greater than 60 percent of the world’s population is expected to live in urban areas. Most of the increase in world population will be attributed to huge and growing mega-cities and migration from less-developed to more-developed regions of the world.  Mass movements of humanity may result in political and social strains within and among developed and developing nations.

Security policy and military capability implications:

· Increasing risk of humanitarian catastrophe caused by a mixture of climate change, resource pressures, uneven distribution of wealth, potential pandemic disease, and the inability of authorities to fully cope with population growth and urbanisation, the scale of which would likely require military support to civil authorities;

· Increasing potential for conflict as a consequence of a growing global populace, especially in developing regions and countries with large numbers of disenfranchised youth;

· Increasing potential for combat in urban areas;

· Increasing need for military capabilities and capacities that span the entire range of military operations in order to provide political leaders both proactive and reactive military options in the face of demographic challenges.

4.3. Cultural Trends

The effects of globalisation such as omni-present media, changes in the social fabric of populations, and urbanisation have already triggered culturally- and religiously-motivated movements at local and regional levels. These cultural and religious movements emphasise ethnic particularities and the preservation of independence and cultural traditions. The increasing trend towards cultural fragmentation based upon sub-cultural identities may clash with opposing movements attempting to force unification. Certain countries may witness a growth in fundamentalist groupings because of political and economic orientations (i.e., largely authoritative governments, social and economic imbalances, widespread corruption, religious fundamentalist movements, etc.). These countries may increasingly rely upon their diaspora communities in Europe and other regions to influence other governments and populations. Existing mechanisms of crisis management, arbitration, conflict prevention, and containment may be insufficient to overcome the security challenges associated with current cultural trends. Revisions to these mechanisms may require changes that address the fading distinction between war and peace, the legal status of non-state actors, and the means to effectively deter terrorists, suicide attackers, and religious extremists.
Security policy and military capability implications:

· Non-state actors will likely use non-military, asymmetric methods, and irregular warfare to advocate change;

· Organised armies will likely continue to have difficulty responding effectively to violence perpetuated by non-state actors. 
· Concepts that address national and transnational political and religious fundamentalism must be synchronised among coalition partners;

· Multinational collaboration tools that identify and interdict the global financial and logistical support of radical non-state actors are needed;

· Accepted universal and humanitarian legal standards must rapidly evolve to provide coalition militaries the appropriate authorities to contend with non-state actors (e.g., Law of Armed Conflict).
4.4. Socio-Political Trends

A dominant socio-political trend will be a dynamic tension between the continuing struggle for democratisation and the desire to maintain alternative systems of governance. Democratic criteria other than free elections and a representative government should be taken into account when assessing governments around the world (e.g., basic human rights, accountability of public officials, good governance, status of women, status of minorities, responsiveness to needs of the populace, etc.). Such an expanded assessment would account for the various levels of social development that exist across the globe. Less-developed countries will continue to face intra-societal and inter-societal changes and may progress at different paces. Tendencies toward modernisation and individualisation will contrast with traditional structures and could produce varying results that span all social functions.

Politically, the multi-polar world, consisting of existing and rising superpowers, may become more predominant. Its manifestations may range from cooperative to confrontational, leaving it undetermined whether this multi-polarity will lead to more or less international stability and order. Non-state actors, fueled by their technological and economic means, will possess capabilities to challenge existing governments. Security will likely be a growing business, as corporations and governments operate in dangerous areas with a concomitant expansion of security risks.  

Security policy and military capability implications:

· Prominent fault lines between disparate societies exist along Europe’s southern/southeastern borders;

· Imbalanced intra-societal and inter-societal developments may drive migration as a consequence of the gap between winners and losers of modernisation;

· Emerging new forms of security provision by non-state actors may possibly challenge existing political structures (notably outside the area of influence of the superpower states);

· Military and non-military interventions by the international community in failed and rogue states will increasingly focus on creating a basic security framework while promoting civilised developments.

4.5. Economic Trends

Economic development will remain the primary impetus for globalisation. The dynamics of the global economy will depend on whether the trend towards blurred economic boundaries continues or whether a resurgence of strong nation-states will forge a return to traditional nation-state economic relationships. (i.e., a global economy versus global governance). The increasing complexity and speed of the global economic system combined with limited resources and markets may provide more significance to economic and resource alliances and blocs. Competing for access to markets and influence is increasingly becoming a joint governance-business issue, while traditional and international economic mechanisms are less effective. Another tendency includes the regionalisation of trade and investments in an effort to protect and strengthen regional equities. Complementing such economic global trends are sectoral changes such as continued weakening of the industrial sector and a strengthening of the service sector. Changes are also underway within specific sectors that indicate an increasing need for a technically-savvy work force and a shift towards functionally-organised structures (most notably, infrastructure, information, and communication services).

Security policy and military capability implications:

· Potential for opportunities as well as risks concerning the continued globalisation of the economy;

· Possible marginalisation of individual economic, social, and political actors, including a potential for reactive violent behaviour;

· Conflict prevention and management will require innovative risk mitigation tools;

· Extreme environments (i.e. space, deep underground, deep ocean, and polar regions) are increasing in economic, and therefore strategic, significance.
4.6. Science and Technology Trends

The future of information and communication technologies is characterised by continued progress with respect to global coverage and network density. Access will predominantly be established by use of mobile hardware. Advancements in micro-processing, software engineering, data storage, semi-conductors, and other new technologies will lead to increased speed, automation, miniaturisation, and autonomy of systems. Environmental and energy-related technologies will progress with regard to water purification, recycling, climatisation, and regenerative energy supply/energy saving concepts (e.g., solar power, wind power, bio-mass, etc.). Additionally, electrical energy will be used increasingly to support mobility and weapon systems operation. Major breakthroughs can be expected in the areas of biological and genetic technology. Their application will most likely have a significant impact on medicine, public health, containment of environmental risks, and agricultural productivity rates. Improved optical technologies (e.g., holographic imaging) will potentially be key enablers for a wide array of applications, such as sensors, information technology, manufacturing, and quality control. Optical device miniaturisation will most certainly depend on foreseeable improvements regarding micro-systems and nanotechnology. Additionally, nanotechnology may lead to a greater understanding of self-organising structures and functioning principles of biological systems, potentially leading to the development of new materials.

Research and development may continue to migrate to areas outside traditional European and North American regions, specifically to Asia. This could lead to an increase in unwanted technology transfer and the proliferation of dual-use technologies for use by adversaries. Many state and non-state entities are developing highly sophisticated information and cultural warfare capabilities.  These organisations are exploiting the pervasiveness and pliability of digital information to gain commercial or political advantage. 
Security policy and military capability implications:

· Science and technology have significant potential to overcome current global challenges, including malnutrition and energy availability;

· Innovations will emphasise information technology, miniaturisation, automation, and materials which create the risk of unwanted proliferation and adversary access to chemical, biological, radiological, and nuclear weapons and materiel;

· Balancing technological access and dependencies between developed and less-developed societies will require enhanced risk mitigation strategies and capabilities;

· Science and technology research and development funding may continue to vary significantly among nations, thereby widening the technology gap between developed and less-developed societies;

· Deliberate and opportunistic hacking and network manipulation will likely persist as a threat to military information systems;

· Adversary asymmetric attack capability will likely increase and expand across the range of military operations.

5. Interoperability challengeS

The future coalition operating environment will be as volatile, uncertain, complex, and dynamic as it is today, if not more so, driven by the ascendant global trends previously discussed. In light of the MIC’s Vision for Future Coalition Operations and the likelihood that MIC nations will increasingly operate with interagency and non-governmental organisations, these trends create several interoperability challenges for coalition nations. These coalition interoperability challenges include:

· Compatibility. Facilitate the compatibility of organisations, doctrine, training, technology, and equipment standards among coalition militaries; 

· Capabilities Integration. Improve awareness of the disparate operational force capabilities and degrees of interoperability among nations and integrate these capabilities in a cohesive manner that supports coalition objectives;

· Information Sharing. Improve information sharing among national military systems within the constraints of national policy;

· Interagency Coordination. Establish policies, procedures, organisations, and systems to facilitate successful interagency coordination and synchronisation.

By focusing current multinational efforts upon particular interoperability challenges, the likelihood of influencing that environment advantageously to meet future coalition objectives is increased.  The challenges identified above are focal points upon which to orient multinational capabilities development to ensure coalition forces are postured to meet the challenges of the future.

6. Conclusion

Part I of this document establishes the context for future coalition operations and suggests that MIC nations will be participating in operations that span the full range of military operations. Trends that characterise the coalition operating environment of five years and beyond possess inherent risks, but also new possibilities for overcoming present day challenges. Environmental trends reflect global climate change, natural disasters, and the increasing importance of extreme environments. Other trends, associated with the behaviours of individuals or isolated groups, are driven by proliferation activities, religious fundamentalism, and non-state political movements. Finally, large-scale regional trends, such as demographic unrest, migration pressures upon the global economy, and turmoil erupting out of failed or rogue states, will likely impact entire societies and large portions of the global populace.  Operating within the future environment created by these trends will require MIC nations to focus development efforts upon the four interoperability challenges: Compatibility, Capabilities Integration, Information Sharing, and Interagency Coordination.  

Part II of this document will identify the key functions and capabilities likely required to operate effectively within a future coalition.  Descriptions within these functional areas will serve as departure points for the MIC’s Biennial Gap Analysis and are offered as potential beacons for interoperability development.
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PART iI—APPLICATION

1. Key Functions in the Future Coalition Operating Environment

Part I of Future Coalition Operating Environment: Interoperability Challenges for the Future provided the context in which future coalition operations will likely be conducted.  Part II describes in detail the key functions required by nations to realise the MIC’s vision for the future and to successfully operate in that anticipated coalition operating environment.  These desired functions are organised along the areas outlined in the MIC Strategic Plan: Force Preparation, Logistics, Medical Support, Knowledge Advantage/Net-centricity, Comprehensive Approach, Command and Control, and Plans and Operations. Each section contains a brief description of the functional area and identifies the primary drivers based upon the MIC’s lines of development (Part I, Section 3—Vision for Future Coalition Operations) and the associated challenges these functions are intended to help resolve (Part I, Section 5—Interoperability Challenges).  The remainder of each section describes critical sub-areas for each functional area and the associated capabilities within those sub-areas likely required by future coalition forces.

1.1. Force Preparation

Force preparation includes the training, education, and force development functions required to prepare a national force for operations in the future coalition operating environment.  This section identifies desired Force Preparation functions under the following sub-areas: Personnel and Leader Development; Force Integration and Cultural Awareness; and Training and Exercises.  
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1.1.1. Personnel and Leader Development. Command of coalition forces in the future coalition operating environment will require more sophisticated command and leadership skills oriented upon coalition operations.  Leaders will be required to have a high level of expertise and understanding of their nation’s—and potential partner nation’s—political and military decision-making processes.  More broadly, coalition personnel must possess enhanced intellectual capabilities, skills, and motivation in order to be successful in the operating environment of the future.  Recruiting and retaining these quality leaders and personnel will remain a continuous challenge.

Future coalition forces will likely require the ability to:

· Think in terms of continuous, vice sequential, operations;

· Lead collaborative, virtual teams utilising innovative methods and styles;

· Lead widely dispersed, disparate forces to conduct operations while maintaining command and control via expanded and continuous commander’s intent;

· Achieve balanced commander involvement, given the quantity and quality of available information (i.e., balanced centralised control and decentralised execution);

· Conduct operations within a sophisticated public media environment that possesses current information on positions, events, and movements;

· Possess a general understanding of enterprise information systems and processes;

· Maintain proficiency in primary warfighting functions through easily understood, user-friendly systems;

· Recruit and retain quality personnel in an increasingly competitive employment environment.

1.1.2. Force Integration and Cultural Awareness. Coalition operations require culturally-attuned and coalition-oriented personnel. Globalisation, information technology, and growing interconnectedness have vastly increased the potential impact of every action in an operational area.  This enhanced connectivity has implications for operating alongside other coalition partners in unfamiliar regions of the world. Coherent operations require an understanding of each other’s capabilities, motivations, and perspectives.

Future coalition forces will likely require the ability to:

· Host expanded exchange programmes with potential coalition partners;

· Conduct command post exercises, field training exercises, “table top” exercises, courses, and education with the aim of facilitating trust among coalition staffs and engendering confidence in common concepts, procedures, and terminology;

· Distribute knowledge of operational procedures using an electronic learning and wargaming environment.

1.1.3. Training and Exercises. Coalition training and exercises provide the skills and force integration necessary to achieve interoperability. Success in coalition operations is dependent upon the bonds of trust and respect between partners. Such relationships are fostered by training to overcome issues that arise in coalition operations due to cultural differences and by integrating common requirements into national military education and training curricula.

Future coalition forces will likely require the ability to:

· Understand and utilise information technology and systems;

· Understand capabilities, limitations, and strengths of coalition planning, decision-support, and intelligence tools;

· Educate, train, and exercise large groups of geographically distributed people in a collaborative, virtual environment;

· Certify and track training and education for the purpose of designating subject matter experts and developing common equipment, governance, doctrine, etc.

· Control and integrate planning using a process model;

· Rehearse operations in near real-time by linking information networks with modelling and simulation systems;

· Assess and manage risk in an information- and time-constrained operational environment;

· Operate as a knowledge-based workforce with enhanced knowledge management skills;

· Analyse and measure desired effects, permitting near real-time plan assessment.

1.2. Logistics

Future coalition logistics capabilities must support forces that are fully integrated, expeditionary, networked, decentralised, adaptable, and increasingly effective. Future logistics functions must also support coalition force operations that are continuous and distributed across the full range of military operations. This section identifies desired Logistics functions under the following sub-areas:  Logistics Forces; Logistics Concepts, Policies, and Doctrine; Logistics Information Management; Logistics Command and Control; and Deployability, Sustainability, and Redeployment.
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1.2.1. Logistics Forces. Providing robust and responsive logistics support to coalition operations is dependent upon a foundation of highly trained, well-equipped logistics personnel with the appropriate training to operate within a coalition. Improving their availability and usability across the range of military operations will provide coalition commanders the logistics support required for effects-based coalition operations. 

Future coalition forces will likely require the ability to:

· Deploy combat service support forces able to sustain the full range of military operations;

· Rapidly deploy multi-role and mission-tailored combat service support forces globally utilising multi-service support capabilities;

· Access national and/or multinational logistics support capabilities to sustain the full range of military operations using logistics lead nation or logistics role specialist nation concepts, host nation support, and national and/or multinational contracting solutions;

· Provide logistics support for stabilisation operations and military support to reconstruction efforts.

1.2.2. Logistics Concepts, Policies, and Doctrine. Well-coordinated and synchronised logistics concepts, policies, and doctrine are important for enhancing the MIC’s logistics posture and supporting the full range of coalition operations.  Seeking and implementing multinational logistics solutions through coalition frameworks such as multinational integrated logistic units, mutual support, and other arrangements will be critical to aligning logistical efforts.

Future coalition forces will likely require the ability to:

· Synchronise logistics concepts, policies, and doctrines with other multinational logistics planning bodies;

· Operate using common and interoperable standards, procedures, equipment, and training and exercise requirements, including the exploration of new support technologies;

· Deliver logistics support for likely or emerging contingencies using effective and responsive multinational logistics arrangements;

· Utilise a legal framework that supports likely or emerging contingencies;

· Develop legal arrangements required for deployment, transit, and logistics support during planning and conclude them prior to plan activation;

· Conduct logistics support for deployment, sustainment, redeployment, and reconstitution using a coordinated, multinational approach;

· Conduct logistics support in accordance with host nation support requirements and arrangements.

1.2.3. Logistics Information Management. Improving the overall logistics information management architectural framework is crucial to generating effective and responsive coalition logistics command, control, and communication capabilities and arrangements in support of coalition operations. 

Future coalition forces will likely require the ability to:

· Provide logistics decision-making support at the strategic and operational levels;

· Conduct logistics information sharing and analysis during planning and execution;

· Access a shared electronic library of logistics-related documents to include agreements, doctrine, memorandums of understanding, mutual support agreements, implementing arrangements, and technical arrangements;

· Ensure visibility, where appropriate, of the requirement and status of available assets.

1.2.4. Logistics Command and Control. Logistics support in the future coalition operating environment will require agile, responsive organisations. Enhancing logistics command and control structures is necessary to improve our ability to plan for, manage, and deliver logistics for the full range of possible missions throughout all phases of an operation. 

Future coalition forces will likely require the ability to:

· Provide support using a frameworks of robust, effective, and responsive logistics command and control structures at strategic, operational, and tactical levels.

1.2.5. Deployability, Sustainability, and Redeployment. Coalition forces must have the logistics support that enables timely deployment wherever they are needed.  These robust, multi-role, and balanced coalition forces must be capable of operating away from home territory. Deployability, sustainability, and redeployment efforts must focus on coalition solutions and the optimisation of national support elements, as well as commercial and industrial means.

Future coalition forces will likely require the ability to:

· Enable effective deployment and redeployment, utilising all modes of transport, both military and commercial;

· Access and utilise strategic lift assets in a timely manner to support the full range of coalition operations;

· Coordinate and synchronise deployment, reception, staging, onward movement and integration of personnel, equipment, materiel, and support enablers;

· Operate far from home territory with little or no host nation support for extended periods;

· Provide continuous sustainment for deployed coalition forces.

1.3. Medical Support

Future coalition medical functions must support forces that are fully integrated and expeditionary. These medical functions must complement coalition force operations that will likely include an increased focus on humanitarian assistance and disaster relief.  Such environments will demand close cooperation with non-governmental and civilian medical agencies. Additionally, the varying degrees of medical capabilities and capacities that exist among coalition partners must be taken into account during the planning process.  This section identifies desired Medical Support functions under the following sub-areas: Medical Standards, Medical Logistics, Medical Information Management, Medical Intelligence, and Critical Care.
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1.3.1. Medical Standards. Providing quality, effective medical support for future coalition operations will require a foundation of standardised principles and practices. A standard of impartiality among medical practitioners is foremost in this goal. Medical aid must not distinguish between patients of different nations and must be based upon the needs of the patient regardless of his or her origin. Medical support for any operation should apply standards acceptable to all participating nations with the goal of providing care that matches national peacetime standards as much as possible. Naturally, these standards must be balanced against the anticipated or existing mass casualty situation. Additionally, the clinical condition of a patient will be the key criterion in determining priority for evacuation or treatment. A coalition standard triage system is necessary for codifying clinical timeline principles regardless of the provenance of concerned patients. In cases where patients exceed due recovery time or require care that extends beyond the capability of the coalition medical system, they should quickly be transferred to their respective national medical service.

Future coalition forces will likely require the ability to:

· Employ a standard of impartiality regarding the care afforded patients from different nations;

· Apply medical standards that are acceptable to all participating nations and match national peacetime standards as much as possible;

· Provide medical support using a standard triage system that codifies clinical timeline principles;

· Quickly transfer patients that exceed due recovery time or require care that extends beyond coalition medical capabilities to their respective national medical service.

1.3.2. Medical Logistics. The complexity of the future coalition operating environment will demand a responsive medical system underpinned by an established medical supply chain management system.  National medical support contingents must deploy with pre-coordinated quantities of medical supplies to support multinational coalition elements as identified by medical planners and reconnaissance teams.  Nations should utilise medical materials, particularly blood and blood products, according to internationally-recognised quality assurance standards.  Lastly, to ensure a continuous flow of medical supplies, medical planners must lead and integrate efforts for re-supply with other coalition partners through their national authorities.

Future coalition forces will likely require the ability to:

· Ensure continuous medical support using an established medical supply chain management system;

· Deploy medical support elements with pre-coordinated quantities of medical supplies;

· Utilise uniform medical materials as determined by internationally-recognised quality assurance standards;

· Synchronise national efforts for medical re-supply.

1.3.3. Medical Information Management. Technological advances have the potential to enable unprecedented information sharing for medical purposes. By utilising compatible telemedicine and teleconsultation technologies to augment deployed medical forces, high-demand/low density specialists can provide life-saving expertise from geographically displaced locations. The networks that could support such connectivity could also be used to enable in-theatre medical personnel to access patient information globally, monitor patient status and location throughout the duration of medical evacuation, and share global medical surveillance data.

Future coalition forces will likely require the ability to:

· Utilise compatible telemedicine and teleconsultation technologies;

· Conduct real-time medical information sharing;

· Share global medical surveillance data;

· Access patient medical information from in-theatre;

· Monitor and manage patients and their location within the coalition medical support system and beyond into national medical systems without loss of visibility.

1.3.4. Medical Intelligence. Medical intelligence will be one of the most demanding fields of future operations. Knowledge of natural, and possibly deliberate man-made medical threats, must be widely collected. Actively monitoring the coalition force for medical hazards is critical for preventing epidemic disease and maintaining the potency of the force. Effectively preventing and containing medical threats demands that medical intelligence be included in the commander’s routine decision-making process.
Future coalition forces will likely require the ability to:

· Actively monitor external and internal medical threats to coalition forces;

· Collect and share medical intelligence with other coalition partners;

· Rapidly react to prevent or contain medical threats to coalition forces;

· Include medical intelligence as part of the commander’s routine decision-making process.

1.3.5. Critical Care. Frontline emergency care must be a priority in order to provide efficient medical support for coalition forces.  Emergency care is the crucial starting point in the chain of evacuation.  Follow-on critical care may likely require surgery, in which case, a balanced layout of highly mobile, field-oriented surgical facilities and rear echelon, specialised facilities will be required. A well-integrated medical evacuation system and competent treatment facilities for critical care patients are needed in order to preserve lives and sufficiently support coalition troops.

Future coalition forces will likely require the ability to:

· Provide frontline emergency care and efficiently evacuate wounded coalition troops to follow-on critical care facilities;

· Establish highly mobile and medically-capable surgical facilities near frontline operations;

· Establish less mobile surgical facilities in rear echelon areas with the capacity to provide more specialised patient care.

1.4. Knowledge Advantage/Net-Centricity

MIC nations operating in the future coalition operating environment must have rapid access to relevant, accurate, and timely information. Coalitions must also have the ability to create and share the knowledge required for decision superiority within an environment containing unprecedented quantities of operational data. To achieve decisive levels of shared knowledge and technical connectivity, a net-centric operations environment will provide coalitions with pervasive knowledge through full integration of knowledge management, network management, and information assurance.  This section identifies desired Knowledge Advantage/Net-Centricity functions under the following sub-areas: Knowledge Management; Knowledge Architecture; Network Security/Information Assurance; Collaboration; and Situational Awareness.
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1.4.1. Knowledge Management. Managing knowledge in an effective and timely manner is crucial to achieving knowledge advantage within a coalition environment.  Two levels of knowledge databases, differentiated by timeliness standards, are required. A strategic/operational level database would be used for planning future operations and for managing ongoing operations. Additionally, a tactical level database would offer resilient and tailorable joint, interagency, and multinational information that provides a real-time and accurate depiction of the situation in the operational area of interest. Knowledge advantage is achieved by exploiting these databases through direct interactions between knowledge producers and knowledge users. These interactions may be organised through knowledge management activities such as communities of interest and supported using collaborative tools.

Future coalition forces will likely require the ability to:

· Share, access, and store information across strategic and operational domains;

· Obtain a comprehensive characterisation of all aspects of an operation (i.e., a network assessment) to include planning-related data, capabilities, restrictions, constraints, system connectivity, and interoperability information;

· Tailor joint, interagency, and multinational information displays to provide a real-time and accurate depiction of the operational area of interest;

· Fuse strategic level inputs such as intelligence and environmental information and operational level inputs from each of the environmental components (maritime, land, air, special forces, and logistics) into a tactical level common operating picture;
· Support tactical agility, effects orchestration, self-synchronisation, and distributed decision-making using a common operating picture.

1.4.2. Knowledge Architecture. Coalition building demands the development of information sharing and disclosure policies that support the development of integrated knowledge databases. Because each coalition will be unique in its structure and composition, access to information will depend on pre-crisis relationships between nations. The requirement for future coalitions to identify, store, and exchange information means applications must support pulling information from other communities of interest and help users to visualise, interpret, or render it into the operational display. Knowledge architectures, therefore, must be designed with interoperability as a foremost consideration.

Future coalition forces will likely require the ability to:

· Employ enterprise resources to process information;
· Classify and route information using secure data labelling;

· Process and decipher data with varying levels of fidelity, time, and accuracy more rapidly;

· Share information with attributed sources, ensuring entity attributes are suitable for fusion in multiple applications;
· Share and access information on demand in a secure manner among multiple communities of interest and coalition partners;
· Rapidly review and comprehend large quantities of data via enhanced human-machine interfaces;

· Capture, create, and display information with local tools while disconnected from the enterprise;

· Process information locally in the absence of continuous access to enterprise resources in order to reduce transmission requirements;

· Provide configurable, intelligent, locally-resident processing resources;

· Integrate blue/red data and fuse high-level grey/white/interagency/coalition data;

· Enable rapid configuration and modification of new and existing applications;

· Filter data and pass useable information directly to the warfighter using automated software agents;
· Exploit a common lexicon that uses NATO terminology wherever possible. 
1.4.3. Network Security/Information Assurance. In the future, information providers, processors, and consumers will likely be increasingly targeted with spoofing, masquerading, disclosure, data modification, system behaviour modification, and denial-of-service attacks. Similarly, information transactions between nodes may be targeted for eavesdropping, service denial, in-transit data modification, information misrouting, and traffic analysis. The net-centric operations environment must have the ability to defend against all such cyber attacks. Moreover, with new threats emerging as old ones continue to evolve, the net-centric operations environment’s information assurance strategy must proactively and continuously evaluate enterprise vulnerabilities.

Future coalition forces will likely require the ability to:

· Establish shared situational awareness across multiple domains;

· Provide timely information authentication and identity verification for senders and receivers;
· Operate using command and control systems and networks that are secure (i.e., able to exchange classified information), reliable, resilient, self-healing, and robust;

· Protect network information from attack (e.g., spoofing, masquerading, disclosure, data modification, system behaviour modification, denial-of-service, eavesdropping, in-transit data modification, information misrouting, traffic analysis, etc.) and unauthorised access while remaining continuously accessible by authorised users;
· Provide full spectrum information protection (i.e., from network node generation, through storage, processing, and cataloging, to distribution);
· Provide coalitions with assured mission management, guaranteed information sharing, confidentiality, and integrity/non-repudiation capabilities in support of enterprise network information and services.
1.4.4. Collaboration. Collaboration requires simultaneous use of applications and processes between two or more users performing a warfighting process. Applications must be available to all users and distributed across the net-centric operations environment to enable collaborative processes such as planning, logistics movement, targeting, execution, or other time-sensitive, inherently collaborative processes. Superior decision making requires applications that offer alternative course of action support, enhanced insight, or presentation of information entities that are beyond unaided human cognition. These applications optimise the ability of the warfighter to quickly assess the situation and alternative courses of action.

Future coalition forces will likely require the ability to:

· Provide data access across multiple communities of interest and between disparate databases;

· Ensure continuous, ubiquitous, and scalable access to the information enterprise;

· Utilise the collaborative information environment through custom user interface; 

· Provide synchronisation between multiple applications with simultaneous user interaction;

· Present data from multiple enterprise sources in intelligible, timely, and fused format;

· Provide adaptive, distributed, cooperative, and collaborative decision-making and planning;

· Conduct time-sensitive course of action analysis using authoritative data (both raw data and processed data);

· Conduct distributed, collaborative, systematic, on-demand creation and revision of executable plans, with up-to-date options;

· Identify selection criteria and assess alternatives to decisively control operational situations through automation in exchange, fusion, and understanding of information;

· Configure smart agents and user displays to execute predictive analysis within a functional area.

1.4.5. Situational Awareness.
 Knowledge managers need to anticipate and satisfy the coalition force commander’s knowledge requirements.  When all users have the same fused view of the battlespace and have the applications to interpret the data, they are empowered to achieve shared understanding and shared situational awareness.  A network capable of fusing and interpreting data to create a common operational picture for coalition forces will assist in aligning efforts to achieve coalition objectives.

Future coalition forces will likely require the ability to:

· Share data in real-time, while the applications that process that data should work in near real-time;

· Fuse data from multiple data sources (sensors, reporting sources, etc.);

· Fuse, present, and interpret operationally relevant data (e.g., location/ status/intentions of friendly, hostile, and neutral forces, current and forecast weather, terrain data, facilities, intelligence, political/diplomatic information, media reports, etc.) to help users comprehend multiple battlespace perspectives (e.g., blue, red, neutral, etc.);

· Establish a shared geospatial operational picture with supporting data in a cognitive format tailored to the user’s role, mission, contextual relevance, and security constraints;

· Achieve shared situational awareness using geospatial and time-centric displays of enterprise-wide data;

· Provide access, collation, and display of common operational picture information at source-level accuracy for tactical users;

1.5. Comprehensive Approach

Future coalition operations utilizing the comprehensive approach will require an enhanced ability to integrate and coordinate the plans and actions across government departments both within and across nations at strategic and operational levels. Use of the effects-based comprehensive approach MIC nations requires close cooperation with the interagency community. Ideally, this cooperation should rely on habitual relationships based on trust and confidence with appropriate organisations and agencies in order to respond to crises rapidly and efficiently.  The diverse nature of crises makes it extremely difficult to foresee every possible combination of interagency relationships that may be required. Therefore, it may be necessary to pull together ad hoc organisations to address specific issues. Success in these situations will depend upon trustful relationships previously established through participation in training and exercise events involving MIC nation military and interagency partners. 
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Future coalition forces will likely require the ability to:

· Understand the roles and missions of both other-governmental and non-governmental organisations within the area of operations;

· Utilise common terminology with interagency and other key partners in order to facilitate coordinated discussions in crisis situations;

· Share information with interagency partners via coordinated pre-crisis arrangements;

· Account for the likely presence of international, national, and non-governmental organisations, each possessing their own goals, methods, and perspectives;

· Establish formal organisations that integrate military, other-governmental, and non-governmental agencies (e.g., the Multinational Interagency Group, NATO’s Civilian Advisory Group, and Civil-Military Operations Centers, etc.). 

1.6. Command and Control

Command and control is the ability to exercise authority and direction by a properly designated commander over assigned and attached forces in the accomplishment of a mission.  A commander normally performs command and control functions through the arrangement of personnel, equipment, communications, facilities, and procedures to plan, direct, coordinate, and control forces and operations.
  This section identifies desired Command and Control functions under the following sub-areas: Command Development; Mission Command; Planning; and Situational Awareness.
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1.6.1. Command Development. Command development is defined as the process of defining and improving the various options for command models (unified, federated, hierarchical, etc.).  The type of command arrangement will vary by situation, but the MIC supports the concept of the lead nation arrangement.  Specific command arrangements under the lead nation should follow NATO doctrine whenever possible.

Future coalition forces will likely require the ability to:

· Tailor command arrangements to specific situations using the lead nation construct;

· Employ standard NATO command and control doctrine.

1.6.2. Mission Command. Mission command is the ability to exercise authority and direction by a properly designated commander over assigned and attached forces in the accomplishment of a mission.  The key requirements for successful mission command include unity of effort, freedom of action, trust, mutual understanding, and timely and effective decision-making.  In most cases, mission command, with its principle of devolved responsibility, will be essential for future coalition operations in an increasingly complex and diffuse operating environment. 

Future coalition forces will likely require the ability to:

· Develop clearly stated strategic end state and objectives, developed through consensus by the lead nation, and articulated through the commander’s intent;

· Quickly establish and tailor command structures to the mission across the force and within the staff and create processes that will facilitate horizontal and vertical collaboration;

· Select from a menu of alternative schemes for organising components and defining command relations, with associated guidance on when and how to apply them; 

· Establish and maintain unity of command within a coalition force and unity of effort with mission partners;

· Delegate authority and provide guidance for mission planning and execution to subordinate commanders as appropriate;

· Share commander’s intent early and often in the planning process to enable parallel planning and self-synchronised execution; 

· Collaboratively conduct mission analysis;

· Promulgate initial commander’s intent and guidance, including operational objectives, to subordinate echelons and staff and ensure it is understood;

· Update commander’s intent and guidance, as required, and ensure it is understood;

· Direct action through mission-type orders to subordinate echelons; 

· Exercise effective command and control of an interdependent coalition force in rapidly changing scenarios involving complex, distributed, simultaneous, or sequential operations, often with other agencies and non-traditional nations;
· Communicate across hierarchical structures for the development of confidence and understanding within the coalition;
· Effectively integrate disparate capabilities from a variety of sources into a cohesive force.

1.6.3. Planning. Planning possesses both strategic and collaborative aspects.  Strategic planning is the process of planning across a coalition operation using all instruments of national power to achieve a strategic end state. This capability involves an effects-based approach that directly ties offensive actions to campaign objectives, drawing on global resources and considering global consequences. Collaborative planning is the process of coalition planning at the strategic and operational levels on a distributed basis to achieve a defined end state. Planning must be conducted with the collective knowledge of the decisions and plans of others to produce coherent execution. 

Future coalition forces will likely require the ability to:

· Form collaborative planning teams across components, missions, functions, and geographic locations;

· Employ collaborative tools that allow planners, even when globally dispersed, to work together in a virtual problem space to understand a common problem and devise a solution;
· Develop plans in real-time as the collective product of distributed planning team members and make planning information available to all users across the system;
· Conduct distributed, collaborative planning under severe time constraints; 

· Collaboratively develop, analyse, and select courses of action, branches, and sequels;

· Collaboratively develop operational plans that span the entire range of military operations;

· Synchronise multiple operations in time and space within a coalition campaign plan;

· Assess the suitability of a plan through distributed wargaming and mission rehearsal prior to execution.

1.6.4. Situational Awareness. An integral component of the future coalition operating environment is a seamless, secure, and robust network of national command and control information systems that provide high fidelity shared situational awareness.  The ability to bring all coalition partners up to a level where shared situational awareness can be achieved may make it possible to redefine the basic tenets of authority and responsibility in an era of flexible, adaptive, and agile organisational constructs. Maintaining adequate situational awareness requires access to a common operating picture that presents current and forecast information on adversary and friendly forces, neutral elements, the environment, and geospatial information. This common operating picture is built through access to both processed and raw data from sensors, agents in the field, and other sources, and through the eventual collaborative analysis and assessment of this data. Situational awareness, transformed into knowledge through synthesis, experience, and collaboration enables situational understanding.

Future coalition forces will likely require the ability to:

· Share classified information with trusted traditional and non-traditional coalition partners in a timely manner;

· Present tailored, relevant, synthesised, actionable information to promote common understanding;

· Collaboratively develop and share understanding of regional/local diplomatic, political, economic, and cultural factors;

· Collaboratively conduct comparative, multi-disciplinary assessments of adversary strengths and vulnerabilities;

· Access and integrate intelligence information and forecasts, including adversary, neutral, and non-combatant information, and collaboratively assess and share implications;

· Access and integrate information on location, identity, status, capabilities, and limitations of friendly forces (i.e., blue force tracking) and collaboratively assess and share implications;

· Access and integrate geospatial and environmental information and forecasts and collaboratively assess and share implications;

· Access subject matter expertise via reach-back.

1.7. Plans and Operations

Coalition operations in the future will involve both kinetic and non-kinetic activities across the range of military operations.  Drawing upon global resources and considering the tactical, operational, and strategic consequences of their actions, commanders will plan and execute complex regional operations using widely distributed and interdependent coalition forces.  These operations will normally involve government and non-government organisations. This section identifies desired Plans and Operations functions under the following sub-areas: Doctrine, Collaboration, Effects-Based Operations, Synchronisation, Information Operations, and Execution.
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1.7.1. Doctrine. Doctrine offers a common perspective from which to plan and operate and fundamentally shapes the way military forces think, train, plan, and execute operations.  Coalition doctrine should allow a seamless transition from routine to crisis operations.  The lead nation may choose to have the coalition use its own established doctrine, however, the MIC recommends that, where feasible, NATO’s Allied Joint Doctrine be used for coalition operations.

Future coalition forces will likely require the ability to:

· Accommodate planning group membership that is agile and transferrable, matching the skills, knowledge, and experience necessary to rapidly adapt in a dynamically changing environment;

· Employ doctrine that redefines the basic tenets of authority and responsibility to meet the needs of multinational, collaborative, and virtual planning teams (e.g., team leadership, roles and responsibilities, etc.);

· Employ doctrine that outlines collaboration procedures;

· Employ doctrine that specifies the level of detail required for coalition operations planning;

· Employ doctrine that emphasises dynamic processes of learning and methods for sharing best practices;

· Employ multi-domain security doctrine that enables participation and sharing of knowledge with coalition partners and intragovernmental and non-governmental organisations;

· Employ disclosure policies that are flexible and tailored to evolving coalition environments;

· Employ knowledge management doctrine.

1.7.2. Collaboration. Coalition effects are facilitated by networking national information systems across all levels of the coalition, thus enabling broader and faster information sharing. Along with technical advances in networking, forces must train and exercise in networked environments, potentially under innovative, non-traditional organisational constructs.  Robust networks will allow reach-back to subject matter experts, distributed staffs, and forward commanders to rapidly collaborate and develop updated courses of action oriented upon the current operational environment.

Future coalition forces will likely require the ability to:

· Share information across networked national information systems at all levels;

· Train and exercise in networked environments using experimental organisational constructs;

· Link rear-area subject matter experts, distributed staffs, and forward commanders to update operational plans based upon the current operational environment.

1.7.3. Effects-Based Operations. Coalition forces may conduct future operations utilising an effects-based approach to operations.  An effects-based approach will  likely involve the integration of all instruments of national power at the strategic level. This will necessitate interfacing with other government agencies and departments, international organisations, and non-governmental organisations. Such relationships also require vertical connections that traverse the strategic, operational, and tactical levels of organisation to ensure that all actions are integrated and coordinated.  

Future coalition forces will likely require the ability to:

· Access, share, and rapidly exchange information between all coalition partners;

· Interact both vertically and horizontally with coalition partners and other organisations in the area of operations.

1.7.4. Synchronisation. A shared understanding of the tasks and the means by which they will be achieved is paramount to success in coalition operations. Common and shared planning processes and procedures, using common terminology at the strategic, operational, and tactical levels are key enablers for coalition planning and enable effective synchronisation and coordination of operations.

Future coalition forces will likely require the ability to:

· Synchronise efforts via a shared understanding of required coalition tasks and capabilities;

· Utilise common planning doctrine;

· Utilise common terminology with coalition and other key partners at strategic, operational, and tactical levels.

1.7.5. Information Operations. Information Operations is a military function that provides advice and coordination regarding activities affecting information and information systems XE "Information Systems" , including system behaviour and capabilities, in order to create desired effects. Information Operations coordinates activity and is not a capability in its own right. It advises planning, execution, and assessment of military operations from a comprehensive and systemic understanding of the information environment, considering all capabilities and activities able to create effects. Information Operations’ potential to generate effects is limited only by imagination, availability, policy and doctrine, and international law. 

In modern societies, the information factor has evolved to become a decisive element of security-related activities.  Information Operations are paramount to all areas of activity, as each and every action may affect the information environment. Understanding the strategic security environment, including the information environment, is the most essential prerequisite for crisis/conflict prevention and resolution. Effective and efficient crisis management requires integrated analysis, planning, execution/management, and assessment/evaluation, as well as continuous consideration for the information factor.
Future coalition forces will likely require the ability to:

· Incorporate Information Operations into the analysis, planning, execution, and assessment of military operations based upon a comprehensive and systemic understanding of the information environment;
· Contribute to the development and implementation of a multinational interagency information strategy within a comprehensive and effects-based approach;
· Organise Information Operations staffs in a way that allows cross-functional activity and participation in all primary staff functions including analysis, planning, execution, and assessment of operations;
· Integrate and synchronise public affairs and Information Operations functions consistently at all levels to ensure uniformity in messaging to outside audiences and to promote overall effectiveness and credibility of the campaign.
1.7.6. Execution. Coalition forces must be prepared to execute both kinetic and non-kinetic operations.  Precision strike capability that limits civilian and collateral damage will likely be an increasingly prominent criterion for force employment.  Coalition commanders must have visibility of member nations’ lethal and non-lethal capabilities to effectively employ them in future operations.  An essential aspect of an effects-based approach is the ability to assess the overall effectiveness of the actions being taken.  This can be accomplished by developing measures of effectiveness that assess desired effects and measures of performance that evaluate execution.

Future coalition forces will likely require the ability to:

· Maintain visibility of coalition member capabilities and integrate them in a cohesive manner that supports coalition objectives;
· Conduct effects-based operations using appropriate combinations of kinetic and non-kinetic capabilities;

· Achieve desired effects while minimising civilian and collateral damage;

· Evaluate operational execution and assess desired effects.
2. Conclusion

Successfully addressing the interoperability challenges identified in Part I will require MIC nations to synchronise and link all instruments of national power within coalition frameworks. Capabilities that will enable these efforts must provide enhanced situational and cultural awareness, effective collaboration for strategic and operational planning, and coordinated execution and assessment of operations. Procedurally and technologically, this will require networking capabilities that facilitate an effects-based approach to operations, as well as improved interagency coordination and integration. Existing capabilities within the functional areas of Force Preparation, Logistics, Medical Support, Knowledge Advantage/Net-Centricity, Comprehensive Approach, Command and Control, and Plans and Operations require specific improvements. Such developments must be oriented not only upon individual spheres, but on the seamless integration required in an increasingly interdependent environment.
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Force Preparation Drivers


Associated MIC Lines of Development (reference Part I, Section 3):


Leadership Development. Focused leadership development on coalition decision-making with emphasis on national, intragovernmental, international organisations, non-governmental organisation, and private voluntary organisation involvement;


Education and Training. A practical education and training programme which emphasises multinational and interagency aspects of coalition operations; 


Doctrine. Common and shared operations doctrine among MIC nations.


Associated Interoperability Challenges (reference Part I, Section 5):


Compatibility. Facilitate the compatibility of organisations, doctrine, training, technology, and equipment standards among coalition militaries; 


Capabilities Integration. Improve awareness of the disparate operational force capabilities and degrees of interoperability among nations and integrate these capabilities in a cohesive manner that supports coalition objectives;


Interagency Coordination. Establish policies, procedures, organisations, and systems to facilitate successful interagency coordination and synchronisation.





Logistics Drivers


Associated MIC Lines of Development (reference Part I, Section 3):


Education and Training. A practical education and training programme which emphasises multinational and interagency aspects of coalition operations; 


Doctrine. Common and shared operations doctrine among MIC nations;


Logistics. Force preparation, deployment, sustainment, redeployment, and reconstitution capability and capacity that facilitate successful coalition operations;


Shared Situational Awareness. Command systems and procedures that promote continuous shared understanding of mission, intent, guidance, and progress;


Organisational Constructs. Flexible, adaptive, and agile organisational constructs which facilitate information sharing and knowledge generation;


Planning. System, procedural, and organisational constructs that facilitate rapid, continuous, and near simultaneous planning.


Associated Interoperability Challenges (reference Part I, Section 5):


Compatibility. Facilitate the compatibility of organisations, doctrine, training, technology, and equipment standards among coalition militaries; 


Capabilities Integration. Improve awareness of the disparate operational force capabilities and degrees of interoperability among nations and integrate these capabilities in a cohesive manner that supports coalition objectives;


Information Sharing. Improve information sharing among national military systems within the constraints of national policy;


Interagency Coordination. Establish policies, procedures, organisations, and systems to facilitate successful interagency coordination and synchronisation.





Medical Support Drivers


Associated MIC Lines of Development (reference Part I, Section 3):


Education and Training. A practical education and training programme which emphasises multinational and interagency aspects of coalition operations; 


Logistics. Force preparation, deployment, sustainment, redeployment, and reconstitution capability and capacity that facilitate successful coalition operations;


Shared Situational Awareness. Command systems and procedures that promote continuous shared understanding of mission, intent, guidance, and progress;


Organisational Constructs. Flexible, adaptive, and agile organisational constructs which facilitate information sharing and knowledge generation.


Associated Interoperability Challenges (reference Part I, Section 5):


Compatibility. Facilitate the compatibility of organisations, doctrine, training, technology, and equipment standards among coalition militaries; 


Capabilities Integration. Improve awareness of the disparate operational force capabilities and degrees of interoperability among nations and integrate these capabilities in a cohesive manner that supports coalition objectives;


Information Sharing. Improve information sharing among national military systems within the constraints of national policy.





Knowledge Advantage/Net-Centricity Drivers


Associated MIC Lines of Development (reference Part I, Section 3):


Knowledge Advantage. Knowledge advantage through common situational awareness and understanding at all levels by implementing a means to effectively tailor and rapidly update individual information requirements;


Shared Situational Awareness. Command systems and procedures that promote continuous shared understanding of mission, intent, guidance, and progress;


Organisational Constructs. Flexible, adaptive, and agile organisational constructs which facilitate information sharing and knowledge generation.


Associated Interoperability Challenges (reference Part I, Section 5):


Compatibility. Facilitate the compatibility of organisations, doctrine, training, technology, and equipment standards among coalition militaries; 


Capabilities Integration. Improve awareness of the disparate operational force capabilities and degrees of interoperability among nations and integrate these capabilities in a cohesive manner that supports coalition objectives;


Information Sharing. Improve information sharing among national military systems within the constraints of national policy;


Interagency Coordination. Establish policies, procedures, organisations, and systems to facilitate successful interagency coordination and synchronisation.





Comprehensive Approach Drivers


Associated MIC Lines of Development (reference Part I, Section 3):


Leadership Development. Focused leadership development on coalition decision-making with emphasis on national, intragovernmental, international organisations, non-governmental organisation, and private voluntary organisation involvement;


Education and Training. A practical education and training program which emphasises multinational and interagency aspects of coalition operations; 


Organisational Constructs. Flexible, adaptive, and agile organisational constructs which facilitate information sharing and knowledge generation;


Planning. System, procedural, and organisational constructs that facilitate rapid, continuous, and near simultaneous planning.


Associated Interoperability Challenges (reference Part I, Section 5):


Information Sharing. Improve information sharing among national military systems within the constraints of national policy;


Interagency Coordination. Establish policies, procedures, organisations, and systems to facilitate successful interagency coordination and synchronisation.





Command and Control Drivers


Associated MIC Lines of Development (reference Part I, Section 3):


Doctrine. Common and shared operations doctrine among MIC nations.


Knowledge Advantage. Knowledge advantage through common situational awareness and understanding at all levels by implementing a means to effectively tailor and rapidly update individual information requirements;  


Shared Situational Awareness. Command systems and procedures that promote continuous shared understanding of mission, intent, guidance, and progress;


Organisational Constructs. Flexible, adaptive, and agile organisational constructs which facilitate information sharing and knowledge generation;


Planning. System, procedural, and organisational constructs that facilitate rapid, continuous, and near simultaneous planning.


Associated Interoperability Challenges (reference Part I, Section 5):


Compatibility. Facilitate the compatibility of organisations, doctrine, training, technology, and equipment standards among coalition militaries; 


Capabilities Integration. Improve awareness of the disparate operational force capabilities and degrees of interoperability among nations and integrate these capabilities in a cohesive manner that supports coalition objectives;


Information Sharing. Improve information sharing among national military systems within the constraints of national policy;


Interagency Coordination. Establish policies, procedures, organisations, and systems to facilitate successful interagency coordination and synchronisation.





Plans and Operations Drivers


Associated MIC Lines of Development (reference Part I, Section 3):


Doctrine. Common and shared operations doctrine among MIC nations.


Knowledge Advantage. Knowledge advantage through common situational awareness and understanding at all levels by implementing a means to effectively tailor and rapidly update individual information requirements;  


Shared Situational Awareness. Command systems and procedures that promote continuous shared understanding of mission, intent, guidance, and progress;


Organisational Constructs. Flexible, adaptive, and agile organisational constructs which facilitate information sharing and knowledge generation;


Planning. System, procedural, and organisational constructs that facilitate rapid, continuous, and near simultaneous planning.


Associated Interoperability Challenges (reference Part I, Section 5):


Compatibility. Facilitate the compatibility of organisations, doctrine, training, technology, and equipment standards among coalition militaries; 


Capabilities Integration. Improve awareness of the disparate operational force capabilities and degrees of interoperability among nations and integrate these capabilities in a cohesive manner that supports coalition objectives;


Information Sharing. Improve information sharing among national military systems within the constraints of national policy;


Interagency Coordination. Establish policies, procedures, organisations, and systems to facilitate successful interagency coordination and synchronisation.
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