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ABSTRACT

The specific aims of this research is to develop theories, methodologies, tools, and implementable solutions for modeling, analyzing,
designing, and securing information networks against information-based attack. Accomplishments during the current reporting period are
documented in 49 publications and 1 patent application and include: New methods for the optimization of complex systems;
simulation-based methods for real-time decision making; proof-of-concept implementations of solutions for malware spreading and wireless
data-link security; a feedback control approach for defense against DDoS; randomized protocols for managing the performance vs. security
trade-off in wireless networks; automated Red Teaming tools and intrusion traceback methods for mobile ad-hoc wireless networks; a new
dynamic Bayesian network based approach for detection and estimation in networked environments; and an adaptive defense architecture
for fast spreading internet worms. Plans for the coming year will focus on further exploration of optimization, feedback and randomness in
security; continued development of methods for security assessment, particularly in wireless settings; completion of the dynamic Bayesian
framework for detection and estimation in networks; and a continued exploration of vulnerabilities and methods for military enterprise
networks. These efforts will contribute new understanding and new approaches for securing and managing distributed, decentralized
command and control systems.
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« Early detection of distributed network attacks. If we look at the incidence curve of an attack, we see that
early detection can make a big difference in being able to prevent a large amount of damage. Such an attack
can only be detected in distributed way. Limited evidence is available at individual nodes. A single node may
have enough evidence to make it “slightly suspicious”, but not enough to initiate a response. However, when
many nodes are slightly suspicious their beliefs can be integrated to produce a high level of suspicion. The
problem we have studied is: how can small distributed pieces of evidence be combined in a coherent way? Any
algorithm for doing this must be fully distributed and cannot rely on centralized control.

« A systematic analysis of vulnerabilities (possible attacks) on wireless ad-hoc routing protocols.
Bbased on this analysis, the development of intrusion detection algorithms for mobile ad-hoc networks
(MANETS).

« An Extensible Environment for Evaluating Secure MANET. We propose a software framework for a
development and testing environment to automate the complex process of developing and evaluating secure
MANET (mobile adhoc networks) in real systems. This process involves careful design of attack test cases and
security countermeasures, as well as meaningful performance measurements to evaluate both the impact of
attacks and the performance of security solutions. We also describe a system implementation in the secure
MANET routing domain. This environment includes the following three major features. First, the environment is
built upon a wireless network emulation tool to support repeatable experimentation. Second, it adds an attack
emulation layer with necessary API for easy development and execution of attack test cases. Third, the
extensible attack library includes a full set of basic attacks at its core and a way to compose complex attacks
from the atomic elements. We show the development of an Intrusion Detection System (IDS) as a case study.
The platform can greatly facilitate the development of security solutions on MANET.




Secure key exchange in wireless environment and the manageable security infrastructure. We
proposed a very counter-intuitive secure key exchange scheme which utilizes physical layer properties. It
provides extra gain on security performance and can defend any future technology advancement. The
theoretical analysis for the basic scheme is accomplished. We are now designing and implementing
experimental environments to verify this scheme as well as to measure its practical performance. We also plan
to expand this novel idea to related areas of interests. For manageable security infrastructure, we are
researching on the hieratical topology. The technology feasibility and scalability are most concerned parts during
our research. We achieved a conclusion that once the topology is not favorable to management, there is no
security could be implemented. Our proposed solution would explicitly include segmented management
capability instead of irresponsibly bet all security on the peer-to-peer fantasy.

Enhance our prototypes for the two security solutions, ProgramID and SPRiING, and educate public
about security awareness in Internet and computer usage. Based on the feedback from last year's survey
and experiments on the prototypes among our undergraduate and graduate students, we improved the
implementation of our prototypes. Our study demonstrated the effectiveness of the ideas and testified the
feasibility of the implementations. We went to K-12 schools, public and private, to teach user safety of Internet
and computer. We also take the opportunity to attract high school girls into the field of information technology.

Defending against Distributed Denial-of-Service (DOS) attacks. We chose to concentrate on DoS attacks
because they are among the simplest to generate, yet have proven extremely hard to protect against. No
automatic means of protection exist for such attacks; instead, network operators are forced to track and
manually analyze traffic flows and performance data in order to locate the source(s) of an attack and counteract
it. Conventional means of protection (e.g., firewalls) cannot stop a DoS attack. Moreover, emerging networks
(including wireless and ad hoc) are likely to be even more vulnerable to this form of attack. We have sought to
develop effective, simple strategies for automatically detecting and reacting to DoS attacks, particularly those
that are launched in a distributed fashion (i.e., from multiple sources).

Randomized policies for exploiting the security-performance tradeoff in wireless networks. We have
addressed the issue of using randomized network operating policies for security purposes. The motivation
comes from observing that a random deviation from an optimal network operating policy (e.g., for routing or
scheduling), while obviously reducing the level of performance, also reduces the effect of attacks because it
makes network behavior less predictable to an attacker. A key issue then is to quantify this tradeoff and explore
whether it can work to our advantage. We have determined that at least in some simple tractable cases this
tradeoff is such that while performance is relatively insensitive to random deviations from a known optimal policy
under normal conditions, it is significantly better under attack. We have pursued this line of research in wireless
networks which are notoriously vulnerable to simple attacks when operating with deterministic routing policies
(i.e., policies where source nodes send data through one or more fixed paths).

Developing appropriate abstraction models for fast decision-making. One of the difficulties in controlling
large-scale networks is that their analysis becomes highly complex. Even when employing discrete event
simulation methods, the need to track the dynamics of the network on an event-by-event basis results in
prohibitively low processing speeds. When real-time decisions are needed (which is typically the case when an
attack occurs) this slows down any decision-making process. We have worked towards developing models at
the “right” abstraction level in the sense that the essential features of the network behavior are captured while
maintaining a desirable level of simplicity.

Automated Red Teaming for Mobile Ad-Hoc Networks (MANETs). S-MobiEmu, an extensible
environment for evaluating security technologies for MANETS is developed. S-MobiEmu is based on MobiEmu,
an emulation environment for MANETs. S-MobiEmu implements a set of basic attacks, which can be combined
to implement complex attack scenarios. S-MobiEmu also includes a library of performance measures. We have
used S-MobiEmu to build a test environment for evaluating intrusion detection algorithms for MANETs (see
Zhang, Huang, and Lee, 2005). This work shows that it is possible to build an extensible and comprehensive
environment for evaluating proposed MANET security solutions. Key advantages of S-MobiEmu are: (a) it is an
emulation environment, and as a result, any upper layer applications can run on it without changes; (b) it has an
extensive set of basic attacks and can easily be combined to implement more complex attack scenarios; and (c)
it has a set of comprehensive security performance measures.

Intrusion trace back in MANETs. In addition to the above work, we developed intrusion trace back
techniques for MANETS. In our protocol, a node can query its neighbors about a packet involved in an attack.
Each neighbor checks this packet against record of received packets. If there is a match, the neighbor continues
the trace back via queries to its neighbors, and so on back towards the source. The innovative feature of our



protocol is the use of a Bloom filter for maintaining information about received packets. A Bloom filter is a
probabilistic data structure used to test whether or not an element is a member of a set. While they risk false
positives, Bloom filters have a strong space advantage over other data structures. While other data structures —
such as search trees, hash tables, arrays, or linked lists — can require storing the packets themselves, a Bloom
filter can require the storage of only a few bits per element (the number of bits depending on the desired false
positive rate). This compact storage makes the Bloom filter ideal for storing packets in high-speed networks.
Another advantage of the Bloom filter is that the time needed to check whether an item is in the set is a fixed
constant that is completely independent of the number of items already in the set. In hardware the Bloom filter
can be parallelized. We showed that for several important classes of attacks, our simple Bloom filter based trace
back protocol is able to locate an attacker or victim to its immediate neighborhood (see Huang and Lee, 2005).

Advanced Bayesian networks for distributed monitoring, vulnerability assessment, and dynamic
defense. Effectively detecting network security attacks cannot be done by nodes acting independently of each
other. The nodes must communicate with each other in order to monitor the state of the network as a whole.
We have developed an object-oriented Bayesian network model for detecting attacks. The model has three
layers: the individual node layer, which uses intrusion detection systems to help detect the state of individual
nodes; the subnet layer that combines information from the individual nodes to detect attacks on a site; and the
network layer, which combines all the information to detect attacks on the network as a whole. The key problem
is state estimation: to estimate the current state of the network based on the collective evidence from all nodes
in the network.

In earlier work (Crick and Pfeffer, 2003), we developed an initial approach to the state estimation problem. The
approach was based on belief propagation — each node of the network would send a message to its neighbors
summarizing its own beliefs, and then nodes would combine the messages received from neighbors to update
their beliefs. We demonstrated that this approach is robust. However it is inadequate for network monitoring
because it does not take into account the dynamics of the system — the fact that the state of the network at one
time point is closely related to the state at the previous time point. In order to perform effective state estimation
in dynamic environments, it is necessary to model system dynamics and integrate evidence from the past
together with current observations in forming beliefs.

In later work (Pfeffer and Tai, 2005), we have developed a new approach to distributed, asynchronous state
estimation that does take into account system dynamics. The approach is again based on belief propagation.
However, to ensure that evidence from different time points is integrated, each node maintains a history of its
instantiations at different points in time. Each of these historical instantiations is involved in the message
passing process.

For the representation we use Continuous Time Bayesian Networks. These models represent the dynamics of
the system in continuous time and can be used to compute changes in the state of the system over any time
interval. This is important because the nodes update asynchronously, and the time between updates of a node
can be arbitrary. We developed algorithms for computing beliefs at all the nodes in the network. These
algorithms require converting the representation of Continuous Time Bayesian Networks into that of discrete-
time Dynamic Bayesian Networks in order to perform the belief propagation. We have proposed two methods
for performing this conversion.

Our experimental results are very promising. We have compared our approach with an existing approach to
state estimation called Factored Frontier. Factored Frontier is a synchronous algorithm; therefore it is not suited
for network monitoring. Nevertheless it provides the closest point of comparison since our framework is the first
asynchronous monitoring framework for Bayesian networks. One might expect that because Factored Frontier
is synchronous, its monitoring accuracy will be better than our asynchronous algorithm. In fact the opposite is
true: our algorithm significantly outperforms Factored Frontier. An important next step in our research is to
understand why this is so.

Internet Worm Detection and Defense. We have developed efficient algorithms for detecting fast spreading
Internet worms and corresponding adaptive methods for defense against them. These methods are described in
publications in IEEE/ACM Transactions on Networking and prestigious network security conferences. We also,
jointly with AT&T researchers, filed a patent application on our adaptive malware detection and defense method.
Some of this design is described in (Zou, Duffield, Towsley, and Gong, 2005).

Technologies for wireless mesh networks. Over the past year we started work on two new areas related to
wireless networks. The first involves the use of ad-hoc sensor networks for intrusion detection and area
coverage (Chen, Bai, Xia, and Ho). The second involves a study of wireless mesh networks. Wireless mesh



networks is a new technology with both military as well as civilian application. Because they are so flexible,
wireless mesh networks are expected to become very important. But as they become more important, they
could also well become the most vulnerable part of a network. Assessing the vulnerability and reducing the
vulnerability of such networks will present significant challenges, some of which we have begun to investigate.

Since security is often at odds with performance, we propose that one should boost network performance at the
same time that security is being tightened. Particular ideas that we are exploring in this direction include (a)
using multipath TCP to improve the performance of wireless mesh networks and wireless communication
security; (b) using TCP relay to improve the efficiency and reliability of wireless mesh networks; (c) using
physical layer features to provide secure key exchange among authorized users and form testable perimeter
protections.

(5) Summary of the most important results

The broad objectives of this research project are to address both short-term and long-term information network
security issues. Short-term issues relate to making today’s information networks more secure. Long-term issues
relate to how to design secure information networks from scratch when one has the option to do so, as, for example,
when an ad hoc network is assembled for a specific military operation. To address these broad objectives our
research centers on the development of methodologies, tools, and implementable solutions for modeling, analyzing,
designing, and securing information networks against information-based attack. The intent of these tools and
solutions is to provide three basic services: A measure of the overall level of security to allow network administrators
to determine when a security problem exists; Identification of actual, possible, or potential areas of vulnerability to
allow network administrators to pinpoint where security problems exist; and methods for improving security posture
with static and dynamic resource allocation to allow network administrators to determine how to respond to security
incidents and threats. Traditionally these vulnerability assessment services were provided by human penetration
testing (Red Teams). However, the many drawbacks of Red Teaming (cost, invasiveness, lack of continuous real-
time protection, bias due to the team’s experience, and the risk of damage and system compromise) motivate the
development of automated and real-time self-diagnosis. Our approach is based on the extension of systems
engineering and control theoretic tools to the security domain; the identification and exploitation of architectural
structures that facilitate security modeling testing and management decomposition; the application of optimization and
feedback control to complex security problems; and the determination of the fundamental theoretical limits to
performance and security in complex systems.

During this research project, we have accomplished much towards accomplishing the above research objectives.
Specifically, we have demonstrable results — documented in 2 book chapters, 31 journal articles, and 56 conference
papers, extensive simulation-based data, and demo software — in the following areas,

e An attack analysis approach for MANET: The first step is to identify the normal and anomalous basic events in
ad-hoc routing. The specification of the routing protocol is then expressed as a finite-state automaton in terms of
normal basic events in routing operations. The next step is to define taxonomy of possible attacks on authenticity,
confidentiality, integrity, and availability to analyze the anomalous basic events will be resulted from each attack.

Based on the attack taxonomy, an intrusion detection system can be constructed as follows. There are attacks
that can be detected as violations of the specification of the routing protocol and the anomalous basic events are
events that are not allowed in the finite-state automaton. Other attacks result in abnormal sequences or frequency
of legitimate basic events. For these attacks, a machine-learning based approaches is used to train a normal
profile to detect such anomalies.

We applied the above attack analysis approach and developed intrusion detection algorithms for two routing
protocols: AODV and OLSR. The results showed that our systems can detect most of attacks (known to date) with
above 85% detection rate and below 5% false alarm rate.

¢ Vulnerability modeling: We have identified plausible attack scenarios and developed models for specific types
of attacks including cascading propagation of Internet worms, email viruses, and congestion (Denial-of-Service
attack). The Internet worm and virus models are actually based on the graphical MIMIC (Modular Interconnection
of Markov Interacting Chains) framework described in our original proposal. With these models we can detect
when a network is under attack and we can devise strategies for mitigating the attack. We have also identified
specific vulnerabilities, including vulnerabilities in email power-law topologies, wireless data channels, and routing



in ad-hoc wireless protocols. To combat these vulnerabilities, we are devising specific detection and response
techniques.

Data Mining: The evidence for network attacks resides in the data stored in the network and flowing over the
links of the network. We have explored many sensor technologies and sensor fusion technologies for mining and
extracting attack indicators from network and host data. Key results include intrusion and misuse detection
methods for both wired and wireless infrastructures and an advanced Bayesian framework for network-wide
monitoring and detection.

Threat Modeling: Because the number of possible attacks on a network is huge (and ever-growing), the models
and methods we have developed have focused not on individual attacks but rather on different attack scenarios,
e.g., Internet worms and viruses, denial-of-service attacks, and routing protocols in ad hoc wireless networks.
This allows for the design of proactive methods effective against broad classes of individual attacks and
vulnerabilities, both known and yet to be exploited.

Resource Allocation/Feedback Control: We take the novel view of network security as an optimization and
feedback control problem to allocate security resources and mete out response to attacks with a degree of
aggressiveness that adapts to attack severity. Given that many attacks (e.g., worms, viruses, denial-of-service)
simply cannot be effectively detected or mitigated by human operators, the models and methods we are
developing are designed with the ultimate purpose of devising approaches capable of real-time automated
response.

Performance and Security Limits of Complex Systems: Our work on the No Free Lunch Theorem (NFLT)
demonstrated that there are fundamental limits to the performance and security of increasingly complex systems.
One key conclusion from this work is that system complexity is closely tied to its structure and architecture. Thus,
this theoretical foundational research reinforces practical conclusions reached via experience. For example,
many schemes that do not scale up well can be made more scalable when used on subunits of a hierarchical
structure (divide and conquer is the only antidote against exponential growth). Another key conclusion from the
NFLT is the need for simple decentralized solutions (emphasis on simple) to complex system problems (versus
single all-encompassing grand solutions). This is a conclusion reinforced by the many successful examples of
simple strategies for “coping with complexity” found in nature (e.g., swarm intelligence of insect colonies,
robustness of immune systems) and in everyday human societies (e.g., social trust networks).

General Defense Strategies in Networked Systems: In a network consisting of a large number of agents (e.g.,
users, computers, routers), simple actions by each individual agent can lead to a gradual reduction in overall
network vulnerability. We refer to this as the “think global, act local” (TGAL) principle. In (Ho, Pepyne, Zhao,
Liu, Yu and Dukes, 2004) we explored one such TGAL idea by showing how a simple change in the behavior of
even a fraction of the users on a large network can lead to a gradual global improvement in the resistance of the
network to software vulnerability exploits (e.g., malicious email attachments). The basic idea is to give users a
simple means to control what programs are allowed to run on their personal computers. By giving users the
capability to identify and regulate what programs run on their computers, we put in place the basis of an
infrastructure through which users acting locally in a completely decentralized way can produce a gradual
improvement in the global security of a network. A practical demonstration is implemented in (Ho, Pepyne, Zhao,
Liu, Yu and Dukes, 2004). General questions remain about the most effective ways to get the local actions of
individuals to multiply to have measurable system level global effect. This is both a problem dependent and
architectural issue that we will continue studying in our research towards more defendable architectures.

Dynamic Detection and Mitigation of Internet Worms and Viruses: Worms and virus attacks have rapidly
become one of the biggest threats to network security. While early worms and viruses were largely nuisances
because they did not carry destructive payloads, this has changed, with worms and viruses now installing
spyware and backdoors that attackers later use for remote monitoring and exploitation. As our information
infrastructures continue to converge, another danger of worms and viruses is that their effects are spreading over
to disrupt other essential services such as ATM machines, 911 emergency services, and in one case a nuclear
power plant SCADA system. There have also been changes in worm and virus “technologies”, such as the new
generation of “flash” worms that can spread throughout the Internet, not in hours as was the case just a few years
ago, but in minutes as with the “SQL Slammer” worm of 2003. The potential for worms and viruses to rapidly and
severely disrupt our civilian and military infrastructures is clear. Moreover, the extremely rapidity with which
worms and viruses can spread across management domains makes it clear that manual intervention by network
administrators to control worms and email viruses is simply not possible, making quick-acting automated
approaches essential to information infrastructure protection.



In addressing the threat of worms and viruses, our goal is to develop strategies capable of providing accurate and
timely defense for individual (local) networks on one hand and to supply high-quality alert data for global (Internet)
detection/mitigation systems. Using concepts from systems and control theory, we have developed dynamic
models for the spread of Internet worms and email viruses. Based on these dynamic models we have proposed a

Kalman filtering based approach for the early detection of the “outbreak” of Internet worms. Once detected, we

have devised a feedback control approach involving “dynamic quarantine” to mitigate (slow or stop if possible) the

worm’s continued spread.

% A modeling study of email worm propagation on the logical network defined by email address relationships.
We find that while email worms spread more quickly on a power law topology than on a small world topology
or a random graph topology, immunization defense is more effective on a power law topology than on the
other two (C.C. Zou, D. Towsley, and W. Gong, 2004).
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*

Presentation of a “Firewall Network System” to protect military enterprise networks from infection by scan-
based worms. The basic idea of the Firewall Network System is to impose a hierarchical structure on an
enterprise network and then quarantines worms by blocking the worm scanning and infection traffic from
going across the major subunits in the hierarchy (C.C. Zou, D. Towsley, and W. Gong, 2004).

« Proposal of a user-based feedback email worm defense system for protection of enterprise networks from
infection by mass-mailing email worms (C.C. Zou, W. Gong, and D. Towsley, 2004).

< Development of a worm detection algorithm based on local victim information. This algorithm first detects a
host with infection-like activities, and then analyzes the scanning behavior of the host to determine if it is
indeed a worm victim (Gu et al. 2004).

% Development of a honeynet system to automatically record suspicious events, analyze alerts using logistic
regression to detect worms, and capture worm code for signature extraction. Experiments on simulations and
data of actual worm outbreaks (e.g., Blaster) show that our approaches can detect new (zero-day) worms
more accurately and faster than existing algorithms (Dagon et al. 2004)

« Development of an analytical model of worm propagation and a large-scale packet-level worm simulation
environment to evaluate the effectiveness of worm detection and response strategies. (Gu et al. 2004; Riley
et al. 2004)

An automated feedback control-based defense strategy for Distributed Denial-of-Service Attacks: Our
work initially focused on developing models of a typical DoS attack and exploring the use of simple feedback
control mechanisms for minimizing their effect and subsequently tracking down their source(s). This approach
eventually led to an explicit defense scheme (Wu and Cassandras, 2005) based on the following steps:

Step 1: Detect when there is a potential DoS attack at a “victim node” by sensing that a buffer exceeds some
threshold T1. At this point, the flow with the most packets in the buffer is labeled as a “suspect flow”.

Step 2: The victim informs the immediate upstream node where the suspect flow is coming from. This upstream
node then processes suspect flow through a “virtual queue.” Packets in this virtual queue are transmitted to the
victim node with probability p1 and are otherwise held. This decreases the flow rate of suspect packets by a
factor p1.

Step 3: If the high flow rate is not due to an attack, then normal congestion control mechanisms will signal the
packet sources to slow down and the buffer content at the “victim node” will begin to decrease. If this occurs and
the content drops below some threshold T2, the system resets to a “normal” mode.

Step 4: If there is a real DoS attack (i.e., the attacking nodes do not respond to congestion control messages),
then the “virtual queue” will build up. When a threshold V1 is exceeded, this node informs the immediate
upstream node where the suspect flow comes from and a procedure similar to that described above is initiated.
Through this “pushback” mechanism, the node(s) where the attack originates is eventually identified and cut off.

This scheme has the benefit of promptly preventing buffer overflows, thus protecting innocent flows from
excessive packet losses. It also identifies the node responsible for the attack and can do so for multiple
distributed attacks, one at a time. We have also investigated implementation implications of this approach and
means of adjusting the critical control parameters mentioned above: T1 and T2 at the victim node, and (pi, Vi) for



all upstream nodes i = 1,2,... This can be accomplished using Perturbation Analysis (PA) and Stochastic Fluid
Models (SFM) as described elsewhere in the report.

Stochastic Fluid Models (SFM) for fast decision making: Stochastic Fluid (or Flow) Models (SFMs) provide an
alternative framework to detailed packet-by-packet modeling techniques. In a SFM, we view the movement of
packets as a “flow” but we also treat the corresponding flow rate as a random process. This approach provides a
very promising modeling framework for complex networks that not only accelerates simulation by orders of
magnitude, but it also facilitates the use of network management methods that can be implemented in a real time
setting (Panayiotou, Cassandras, Sun, and Wardi, 2004; Yu and Cassandras, 2005).

SFMs facilitate the use of Perturbation Analysis (PA) methods that were originally developed for detailed
queueing network models. PA methods efficiently and non-intrusively extract sensitivity information from observed
data in a network; this information can then be combined with standard stochastic gradient-based optimization
schemes to continuously adjust network parameters so as to optimize (or at least constantly improve) specific
quality of service metrics. In the case of the feedback-based defense mechanism against Distributed DoS attacks
that we have developed (described elsewhere in this report), the use of SFMs and PA provide the means for fast
and simple sensitivity estimation of performance with respect to various controllable parameters (Wu and
Cassandras, 2005). In more general settings, we have demonstrated how PA sensitivity estimators can be
derived and have established their unbiasedness properties in multiclass settings (Cassandras, Sun, Panayiotou,
and Wardi, 2003; Sun, Cassandras, and Panayiotou, 2004a), in multi-node models (Sun, Cassandras, and
Panayiotou, 2004b), and in networks with feedback control which was never possible in traditional queueing
models (Yu and Cassandras, 2004; Yu and Cassandras, 2006).

Randomized policies as a defense mechanism to computer/network attacks: We have shown that in some
simple tractable cases randomizing network operating policies (e.g., for routing purposes) causes minimal
performance degradation under normal conditions, while performing significantly better under attack. We have
thus tackled the problem of determining optimal randomized routing policies for a class of wireless networks in
order to provide protection against attacks that can compromise a node and then easily falsify cost information
used by common routing protocols. For example, a “sink-hole attack” compromises a node and broadcasts a fake
low cost to neighboring nodes, thus enticing all such nodes to route packets to it. The neighboring nodes in turn
broadcast the low cost of the compromised node to their neighbors and the end effect is that this node acts as a
sink hole for all packets while also draining the energy of the wireless nodes. In order to reduce the effect of such
attacks, probabilistic routing is an attractive alternative, since this makes it difficult for attackers to identify an
“ideal” node to take over. We have developed such a randomized routing policy for wireless sensor networks
where the objective is to maximize the lifetime of the network. We have shown (Wu and Cassandras, 2005) that
there exists an optimal policy consisting of fixed routing probabilities which may be obtained by solving a set of
relatively simple nonlinear programming problems.

Over the last year of the project, our work increasingly focused on the class of wireless sensor networks which
have rapidly proliferated and whose importance to both the military and civilian domains is quite obvious. Our
most recent work has focused on such networks with real-time constraints and we have been able to develop
simple algorithms for operating such networks and guaranteeing that these real-time constraints are not violated
(Miao and Cassandras, 2007; Mao, Cassandras, and Zhao, 2007).

Intrusion detection and defense in wired and mobile wireless settings: Because human behavior shows
much regularity, activities on computer networks also show much regularity. Learning these regularities and
detecting deviations from these regularities can identify attacks and misuse. This is the goal of intrusion and
misuse detection. Particular focus areas during this past reporting period have been on insider attack and Mobile
Ad-Hoc Networks (MANET).

Insider attack, where authorized users (employees), maliciously misuse a system to cause disruption or to
disclose secret information or steal information assets presents a substantial threat to the military and companies
such as banks. In (Pepyne, Hu, and Gong, 2004) we proposed a novel misuse detection scheme based on
queueing theory and logistic regression to detect insider attack in a class of users such as bank tellers that we call
“transaction-based” users. For this class of users, normal behaviors are well defined and quite specific, which
allows for the creation of user profiles against which a users behavior can be compared and evaluated for
anomalies with high reliability.

The new “network centric” military is making increasing use of MANETSs as is civilian emergency response. A
major problem in MANETS is protecting the routing protocols — corrupt the routing protocols and there is no way
for information to find its way from source to destination through the network. (Huang and Lee, 2004) develops a



new framework for detecting routing anomalies in MANETs. In our framework, we begin with the idea that any
attack in MANETSs can be expressed as some combination of basic anomalous events. Thus, we first define a
taxonomy of anomalous basic events. We then model the normal behavior of routing protocol operations using
an Extended Finite State Automata (EFSA) model. The statistical and temporal features on the states and
transitions of the EFSA are constructed using a machine learning approach. The EFSA is then employed to
detect anomalous basic events that directly violate the statistical and temporal specifications that the model
defines.

Advanced Bayesian networks for distributed monitoring, vulnerability assessment, and dynamic defense:
It is becoming evident that very few of the more sophisticated attacks in information networks can be detected or
effectively handled by individual network nodes acting alone. Rather network security is a collaborative effort, or
as they say “it takes a village.” To address this there is a critical need for distributed monitoring and detection
methods.

Using advanced concepts in Bayesian networks, we are developing a novel object-based probabilistic reasoning
framework for propagating and fusing noisy belief alerts from multiple distributed security sensors in information
networks. We have designed a three-layer network to integrate network-wide information and provide early
detection of attacks. At the lowest level, information from multiple intrusion detection systems at a single node is
integrated, to form a higher-level belief about the probability of an attack on the node. On the middle level,
information from multiple nodes in a subnet is integrated, to detect coordinated attacks against a site. On the
highest level, network-wide information is integrated to form beliefs about the network as a whole.

In this framework each participating node maintains a belief (probability distribution) about the security state of the
network. The entire network forms a very large-scale, highly distributed Bayesian network. In addition, because
the state of the network changes dynamically, the Bayesian network must take into account dynamic information.
To accomplish this, we have developed a new, distributed, form of dynamic Bayesian networks called
asynchronous dynamic Bayesian networks. These are networks that are fully distributed and take into account
the system dynamics. Each node updates its beliefs asynchronously. Beliefs are updated based on local
information at the node, the previous state of the node and system dynamics. Beliefs are then propagated to the
neighbors of the node, which take them into account in forming their own beliefs. At any point in time, the set of
beliefs at all the nodes approximates the probability distribution over the current state of the network, given all the
observations that have occurred so far.

In previous work, we developed a static version of this framework that does not take into account system
dynamics. Our work laid a solid foundation for distributed monitoring by demonstrating the belief propagation
approach in an asynchronous, heterogeneous setting. Our results have shown that the method is robust to
random node failures and is capable of tracking rapid changes in environmental conditions (C. Crick and A.
Pfeffer, 2003). The next step in analyzing asynchronous dynamic Bayesian networks is to determine whether
they enjoy the same good robustness and convergence properties.

A manuscript of a book on Ordinal Optimization - result of a 14 year study of a new approach to
optimization. See also previously submitted summary.

A probabilistic approach to solve early detection of distributed network attacks. We have developed a new
multi-tiered framework using Bayesian networks. The framework operates at three levels: the single-node level,
the subnet level, and the network level. The single node level involves local monitoring such as intrusion
detection. The result of the network at the single node is a local probability of intrusion. The subnet level
combines evidences at the individual nodes, and is centralized. The network level is fully distributed and takes
into account information from all the nodes and subnets.

We have developed a new framework for distributed reasoning about beliefs, called Asynchronous Dynamic
Bayesian Networks (ADBNs). In an ADBN, the joint probability distribution over the entire state of the network is
decomposed locally in terms of individual probability distributions of nodes.

Inference, which is fully distributed and asynchronous, is based on message passing. Each node sends
messages to neighboring nodes summarizing its beliefs about the state of the network. Nodes integrate
messages from neighbors to form new beliefs. The algorithm works using a continuous representation of time: no
fixed time step needs to be used. We have found that ADBNs are much more accurate than corresponding
synchronized algorithms, even though the synchronized algorithms have the advantage of utilizing a centralized
clock.
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