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The TAC CP, lacking communications and appropriate staff, is not

a true alternate to the Main CP. An Alternate CP, a mirror image
of the Main CP and dispersed into cells, is recommended for con-

tinuity of command and control.
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CORPS COMMAND POST ARCHITECTURE FOR THE 1986-1990
INTEGRATED BATTLEFIELD--A VULNERABILITY ANALYSIS, by Major
John R. Bondanella, USA, 172 pages.

This study estimates that the 1986-1990 European battle-
field will be integrated (characterized by nuclear and con-
ventional weapons). Current doctrine is reviewed, vulner-
ablilities to nuclear weapons are identified, and solutions
to reduce vulnerabllities are proposed.

Investigation reveals primary causes of vulnerabilities are
lack of dispersion and of true redundancy. Proposed solu-
tions are to disperse Main CP into cells and separate them
by two lethal radii of 100 kiloton wearpon, using "Minimum
Safety Distance" rather than "Latent Lethality" tables. Cal-
culations consider cumulative rather than single dose of nu-
clear radiation. Recommended cell dispersion is 20 kilome-
ters.

The TAC CP, lacking communications and appropriate staff, is
not a true alternate to Main CP. An Alternate CP, a mirror
image of the Main CP and dispersed into cells, is recommend-
ed for continuity of command and control.

Intelligence communications and nuclear release systems ter-
minate at TAC CP, corps and division artillery for redundan-
cy and timely targeting.

Spread spectrum techniques used by DARPA's packet radio sys-
tem provide complex communications required by widely dis-
persed, redundant, and highly mobile cells. Variation of
Josephson junction switches might reduce electromagnetic
pulse effects.
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CHAPTER 1

THE PROBLEM AND ITS SETTING

Section I. STATEMENT OF THE PROBLEM

This research estimates that the 1986-1990 European
battlefield will most likely be integrated ( i.e., character-
ized by the use of nuclear weapons in addition to conven-
tional weapons), identifies the vulnerabilities of current
corps command posts on the integrated European battlefield,
and identifies proposed solutions which can be used in
reducing the vulnerabil.ty of corps command posts on the

1986-1990 integrated European battlefield.

Section II. THE SUBPROBLEMS

There are four subproblems which were researched.

1. The first subproblem was to determine whether
the battlefield would most likely be characterized by the use
of conventional weapons only or by the use of nuclear
weapons in addition to conventional weapons. This was
accomplished by reviewing literature written by Soviet,US,
and NATO proi'essional military and political authors.

' 2. The second subproblem was to determine
to what degree command post architecture and doctrine are

based on a consideration of nuclear effects. This was
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accomplished by reviewing US Army doctrinal literature and A
selected organizationalprocedures concerning division and

corps command post architecture, operations, and deployment.

Command post concepts of the United Kingdom, France, West

Germany, and the Soviet Union were reviewed to determine if

there were any significant features, different than those

of the US Army's command posts, which consider the effects

of nuclear weapons.

3. The third subproblem was to identify the vulrer-
abilities of current US corps command posts on the integrated %
battlefield. Charts, tables, and analytic equations were
used to calculate the effects of nuclear radiation, over- ;
pressure from blast, thermal radiation, and electromagnetic
pulse on hypothetical command post deployment based on
current US Army concepts. Selection of nuclear effects data
was based on an estimate of the most likely nuclear weapons
to be used by the threat forces. _

4, The fourth subproblem was to identify proposed
solutions which could be used in reducing the vulnerability

of corps command posts on the 1986-1990 integrated European

battlefield. %

Section III. THE HYPOTHESES ‘

1. The first hypothesis is that the 1986-1990
European battlefield will most likely be integrated (i.e.,
characterized by the use of nuclear weapons in addition to

conventional weapons).
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2, The second hypothesis is that current corps
command posts are not designed to be survivable on the
integrated battlefield.

3. The third hypothesis is that current corps
command posts would not be survivable and effective on the
integrated battlefield based on vulnerabilities to the
effects of nuclear weapons.

L, The fourth hypothesis is that there are solutions
which can be used in reducing the vulnerabilities and enhan-
cing the effectiveness of corps command posts on the 1986-1990

integrated European battlefield.

Section IV. SCOPE

The effectiveness of any command, control, and commu-
nication system (CB). whether military or civilian, is depen-
dent on four major variables: personnel to operate the sys-
tem; equipment to facilitate operations; procedures by which
information will be operated on; and actual employment (de-
ployr~.t) of personnel, equipment, and procedures in a given
situation.1 The military command, control and communication
system differs from a civilian system because the given sit-
uation involves deployment on a hostile battlefield and the
system's ultimate effectiveness is measured by physical sur-
vival rather than economic "survival”. The manner in which
the military system is deployed can influence the probability
of discovery by enemy target acquisition means. The

"signature" of this deployed system provides information to

OIS S W B e # T




enemy intelligence elements, leading to identification, loca-
tion, and then to some determination that this is a target
worth attacking by some weapon system. The type of enemy
weapon, the actual physical deployment of the 03 facilities,
and the nature of the ¢3 equipment influence the outcome of
the enemy attack. Combat developers cannot specify in ad-
vance, but can estimate, the type enemy weapon to be employ-
ed; however, they can specify how forces should be deployed
and how equipment will be designed. By doing so judiciously,
the combat developer can strive to reduce the enemy's prob-
ability of target acquisition and limit the effectiveness of
the weapons which the enemy will most likely use.

Actual deployment is governed by battlefield condi-
tions at the time of deployment and by the design'of equip-
ment which is available for deployment. Judgement of battle-
field conditions is made at the time of actual deployment.
However, equipment design is based on expected battlefield
conditions (intelligence estimates of enemy unit deployment
weapon systems) and on concepts of assumed friendly deploy-
ments.

This research does not address personnel manning the
system nor detailed standing operating procedures. A mili-
tary organization changes procedures based on the personality
of the commander and the capabilities of staff members, fac-
tors which are in constant flux. More enduring are the enemy

threat, the equipment which supports the unit, and the ter-

rain on which the battles will be fought.
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This research focuses on improving survivability by
identifying criteria for command post architecture based on
a set of developed battlefield conditions and on concepts of
assumed deployments. It should lead the way to preferred de-
Ployment concepts and practices, and it should suggest design
of a system to support these concepts in terms of organiza-
tion, equipment capabilities, and a foundation for'equipment

procurement quantities.

Section V. LIMITATIONS

1. This research is based on historical studies, an-
alytic studies, US Army current and proposed doctrine, and
unclassified estimates of the threat to US Army forces in
Europe. It is not based on empirical research designed by
the author to test proposed doctrinal criteria. Where such
data are available from other studies, they are included.

2.‘ Command post structure is examined only as it
pertains to battle in Europe to D+60 days.

3. Proposed command post Jdoctrine is based on corps
in the defense only, assuming that US forces in Europe act
consistent with the overall alignment of NATO as a defensive
rather than offensive organization. It is assumed that US
offensive operations will be limited to not more than div;
sion size, and they will be controlled by a corps as it would

be configured for defensive operations.




Section VI. ASSUMPTIONS

1., The corps will continue to be the focal point
for initiating tactical nuclear requests based on military
| considerations. Use of tactical nuclear weapons based on
political considerations will be initiated by political de-
cision makers.
2. There will be no major technological break-
through which results in deployment of enemy weapons with
greater destructive power than current state-of-the-art

nuclear weapons. This does not preclude the case where

more efficient nuclear weapons may be deployed.

Section VII. IMPORTANCE OF THE STUDY

Command and Control Problems
US Secretary of Defense Brown has recognized that C3

overall improvements, including those of war headquafters.
are required to insure the success of the NATO Long Term
Defense Program. Secretary Brown's report to the Congress

in 1979 states that C3 initiatives "...emphasize the achieve-

g ment of survivability of essential command and control func-

3 ; KR, L

tions for US force management at lower levels of conflict... f

. (and) in multinational operations in support of alliance
commitments."2
The Organization of the Joint Chiefs of Staff cited

six topics of speclal interest for 1980. Command, control, ;

and communications systems are cited under both the topics

R TR ot
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dealing with the NATO improvement programs and with general
purpose forces. In both topical areas, the objective is to
attain improved, secure, survivable, and where appropriate
automated tactical 03 in the mid- and long-terms. This is
necessary so that the theater 03 system can "...be responsive
to requirements for intelligence collection, analysis, se-
lection of military options, and force direction." A re-
quirement also exists for these systems to be interoperable

with similar systems of the NATO allies.3

Focus_on the Corps

The corps command post in Europe is important for

. two reasong--

1. 1Its survivability may have a major influence on
the control and employment of tactical nuclear weapons.
2., It is the focal point for integration of the air-

land battle against Warsaw Pact army second-echelon divisions.

Integrated Battlefield

This research addresses operations on an integrated
battlefield, i.e., one which will be characterized v the
use of both conventional and nuclear weapons. The US Army
Combined Arms Combat Developments Activity is currently con-
ducting a study concerning survivability of command posts
only in a conventional environment.u The reported use of
chemical weapons by the Soviet Union in the summer of 1979

and in January 1980 is an indication the Soviets will use

the type of weapons it deems necessary to maintain its
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superiority on the battlefield.5 The willingness of the
Soviet Union to use non-conventional weqpons is discussed in

Chapter 3.

i 0 Budgetting Tmpacts
Criteria for corps command post architecture may

lead to new organizational structures with equipment, per-
sonnel, and functional requirements different than the re-
quirements currently in the US defense program. These dif-
ferences'may be both qualitative and quantitative and will
therefore have some impact on the programs contained in the
current Army Program Objectives Memorandum (POM). The POM
published in May 1980 will address forces, dollars, and man-
power resources for the current fiscal year (1980), the budg-

et fiscal year (1981), the program fiscal year (1982), and

the four fiscal outyears (1983 to 1986).6 The Department of

Defense Five Year Defense Plan addresses the dollar and man-
power resources and the forces for the five year POM (Program
year and four outyears) and the forces for three fiscal years
beyond the POM (1987, 1988, 1989).7
The programs contained in the FY 80 defense budget

concentrate on improving the effectiveness in combat of spe-
cific C3 hardware systems and somewhat their reduced vulner-
ability to electronin warfare, but they do not really address

the vulnerability/survivability of the deployed command post

. 8
in its entirety. Any changes to command post architecture

AP L = 4 m
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which affect Army programming and budgeting must be incorpd-

-

rated into the programming documents early enough to allow
the actual change in deployed forces to occur in 1986,
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CHAPTER 2

BACKGROUND

Section I. THE US PERCEPTION OF THE BATTLEFIELD

Higt Perspectiv

The US Army designs its force consistent with the
overall political strategy for the country. While the Army's
plans and programs may reflect consistency with national

strategy at the macro level, there may be a time lag at the

micro level due to length of time to field necessary equip-

ment. The US Army's perception of the tactical battlefield
has changed several times in the past twenty-five years.
This can be readily observed by looking at the organization
and tactics of the division while considering the national
gstrategy.

1. 1956-1961. President Eisenhower's nuclear strat-
egy was one of "Massive Retaliation" based on the United
States' strategic and tactical nuclear supremacy over the

~ ; A
! The US Army perceived the battlefield as /

Soviet Union.

primarily nuclear, and therefore implemented the Pentomic ! T
Division concept. This concept was developed to provide an ;%
organization which could effectively command and control tac- §
tical units under nuclear battle conditions of wide disper- , g
sion, rapid movement, decentralized operations, and defense g 5
in depth.2 ~§

11 %
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2, 1962-1968., Presidents Kennedy and Johnson ad-
here to a policy of "Flexible Response" based on the pos-
8ibility of the US having to fight on a variety of battle-
fields around the world, elther nuclear or conventional.
During these years, the Soviet Unlon also achieves strategic
parity with the US.? The US Army implemented the ROAD (Re-
organization Objective Army Divisions) concept, based on a
triangular division prepared to fight under either conven-
tional or nuclear conditions. A division was structured so
that it could be rapidly tallored for employment in a variety
of situations.u This concept was demonstrated by deploying
divisions to Vietnam in different configurations.

3. 1969-1977. Presideﬁts Nixon and Ford follow a
"Strategy for Peace" which is based on sufficlent quality
and quantity of strategic 3uclear weapons and on the willing-
ness to use those weapons if needed; this strategy provides
for "Realistic Deterrence" of nuclear war.5 The US Army con-
tinued to fight in Vietnam until 1973, paying little atten-
tion to the European battlefield. During 1976, the Army pub-

lished Field Manual 100-5, Operations, which directed the

Army to be prepared to fight an "Active Defense" oriented
primarily on the conventional battlefield in Eurppe.6
L. 1977-1979. President Carter is dedicated to in-
suring the viability of NATO and strongly supports the NATO
Triad--conventional, theater nuclear, and strategic nuclear
forces--in a NATO Long-Term Defense Program.7 This policy

shows commitment to NATO allied countries who "...consider

- P
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a credible threat of escalation as an indispensable element
of the NATO deterrent." 8 The US Army continued to train and
organize to fight on a conventional battlefield under the
guidance of Field Manual 100-5,

Projected Trends

1. 1980-1986. The strategic policies of the US can-
not be predicted with high confidence due to the turmoil in
Iran and a Soviet presence in Afghanistan, which may lead to
future iﬁvolvement of the US in these and other areas in the
Mideast which may affect the US national interest. The US
Army programs are still being formulated for success on the
conventional battlefield under the guidance of Field Manual
100-5. Material acquisition and tactical organizations are
being developed to be fielded as part of "Division 86," a
force which ls designed primarily for conventional opera-
tions.9

2, 1987-1990. The strategic policles cannot be pre-
dicted with high confidence due to major near-term problems
in the US-Soviet Union power relationship discussed above.
The US Army may shift to a force designed to operate on the
integrated battlefield, i.e., one characterized by both con-
ventional and ngclgar weapons. A change in the US Army's
perception of the b;ttlefield has been demonstrated recently
by the US Army Chief of Staff. In April 1980, he stated that
tactical doctrine concerning general operations should more
fully explain the nature of operations on the integrated

hattlefield. 10 This will be discussed further in Section IV.

SR 2
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The eventual outcome of this direction is dependent on the
degree to which this doctrine is used in formulating Army

planning, programming, and budgeting policies.

Section II. GENERAL OPERATIONS ON THE INTEGRATED BATTLEFIELD

General
The US Army has oriented the majority of its training

and development to the fight on the conventional battlefield
in Europé. This is evident when reviewing both current and
proposed doctrinal manuals concerning division and corps level
operations, and is reinforced by statistics concerning the de-

cline of professional articles dealing with tactical nuclear

warfare (see Table 2-1). There are techn’.cal manuals and

field manuals dealing with the effects of nuclear weapon em-
ployment, but they discuss primarily individual protective
measures rather than unit tactical operations. Although the
threat force is described as being nuclear-capable, a balanced
appreciation of this threat is not portrayed. This is more

fully discussed below.

Current Doctrinal Manuals

1. Field Manual 100-5, Operations is the manual which
sets the tone for training and combat developments. There are
a total of ten pages in the manual which address nuclear wea-
pons or opera‘tions.11 Four of these pages discus: approvai
for release procedures and planning for friendly nuclear wea-

pons employment; three pages discuss nuclear weapons effests
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QUANTITY OF ARTICLES
CONCERNING TACTICAL

f PUBLICATION YEARS NUCLEAR WARFARE
?
| . Military Review 1950-59 164
| | 1960-69 46
1970-78 13

Air University

Periodical

Index 1950-59 520
1960-69 | 332
1970-78 ' 204

Source: John P. Rosa, US ARMY NUCLEAR DOCTRINAL DEVELOPMENTS:
THE NUCLEAR BATTLZFIELD, 1945-1977, unpublished Ph.D.
dissertation, University of Southern California, Los
Angeles, California, January 1978, p. 310, quoted in :
William D. Brown, "Whatever Happened To...Tactical l :
Nuclear Warfare?" Military Review, Vol LX, No 1, : 5
January 1980, p. 47. §

Table 2-1. Statistics concerning Professional Military o
Articles ;
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in general; and two pages discuss trends in nuclear weapons.
Onlnghge is devoted to "The Nuclear Battlefield". The man-
ual contains forty-four pages concerning the conventional |
battlefield, discussing "How to Fight", "Offense", and

"Defense".12

perspective when reading the introduction to Field Manual

The significance of this page count is put into

- 100-5 (Note: underlining is the author's):

This manual sets forth the basic concepts of US
Army doctrine. These coéncepts form the foundation

for what is taught in our service schools, and the
guide for training and combat developments through-

out the Army. FM 100-5, the capstone of the Army's
system of field manuals, covers the relationships
among operations.

2. Field Manual 71-100, Armored and Mechanized Di=-
vision Operations contains very sketchy information about
the nuclear battlefield. It is oriented more on how nuclear
weapons support operatiors rather than how units ought to

1k Chapter 3, "Preparation

operate under nuclear conditions.
for Combat Operations”, is nineteen pages long and contains
only two short paragraphs concerning nuclear weapons. Those
paragraphs are in the field artillery section and basically
state that tentative nuclear targets should be developed by
the diviéion.15 The section on threat, Chapter 2, "The
Enemy in Modern Battle," devotes twenty-two pages to dis-
cussing threat tactics, organizations, and weapons systems.
That chapter has nine sentences that discuss enemy nuclear

weapons, and one sentence that states the friendly commander

should take certain measures to protect his troops:

T M T TR S ST g g s
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If the enemy is likely to use nuclear, chemical,

or bilological weapons, it is necessary to prescribe

a mission oriented protective iosture (MOPP) for the

division...For further discussion of MOPP, see FM 21-

4O, NBC Defense.
Field Manual 21-40 will be discussed separately below, but
it is important to note here that the reference to MOPP in
Field Manual 71-100 is erroneous for operations in a nuclear
environment., Field Manual 21-40 defines MOPP as a "...system

of protection against chemical agents...in chemical warfare
n18

to facilitate mission accomplishment. (Notet underlining
is this author's)
It is interesting to note that the threat chapter in

Field Manual 71-100 discusses the difference in time of

- flight between the Soviet Sagger antitank missile (25 sec-

onds) and that of the US TOW antitank missile (16 seconds).l?
However, that manual does not mention the fact that the Sovi-
et FROG rocket is nuclear capable, although it does show four
FROG launchers in a FROG battalion of the threat tank division
and an unspecified number (presumable four) in a FROG battal-
ion of the threat motorized rifle division. The manual goes
to great lengths to compare threat versus US weapons systems
at the battalion/task force level, but does not compare nu-
clear capability at the division level.20 This is a signif-
icant shortcoming, because a comparative division listing is
possible at the unclassified level showing US nuclear artil-

lery capability (155 mm howitzers and 8-inch guns) versus

threat nuclear artillery capability (Soviet FROG rocket and
21, 22, 23, 24

almost no nuclear-capable field artillery.
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3. Ixaining Circular 101-5, Control and Coordination
of Division Operations mentions nuclear operations only from
the standpoint of controlling friendly nuclear fires and from
a historical perspective in the development of command posts
in 1956 and 1960.29

4, Field Manual 21-40, NBC Defense offers some prac-

tical guidelines to follow before, during and after a nuclear
attack. It is heavily oriented toward operations in a chem-
ical environment, which is evidently viewed as the mo..t
likely threat. It does provide better operational consider-
ations than either Field Manual 100-5 or Field Manual 71-100.
The manual never addresses the existence of electromagnetic
pulse (EMP) and consequently provides no information con-
cerning EMP effects on communications-electronics equipment,
a vital factor on the nuclear battlefield.26 Chapter 7,
"Tactical Application of NBC Defense Procedures," discusses
the impact of weather and terrain on nuclear weapons effects
in general, troop sagety when employing friendly nuclear
weapons, and special considerations in the defense and re-
trograde. Chapter 9, "NBC Defense Considerations in Special
Operations,"” discusses NBC effects in special situations
such as airborne and air assault operations, mountain oper-
ations, military operations in built-up areas, and other
special environments. This manual recognizes the possibil-
ity of operations on the nuclear battlefield. Although it

is mainly directed at individual protection, it does high-

light many areas to be considered when planning for unit

o Y e 2o
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operations in a nuclear environment. Most of this informa-

tion appeared in Field 00-30 (Test), Tactic
clear Operations, which has been awaiting final publica-

tion since 1971. Apparently the US Army found that it was
not necessary to publish a separate manual on nuclear oper-

ations, but rather to incorporate the majority of its con-

tents into Field Mapual 21-40.27

Draft Doctrine
‘1. Field Manual 100-30 (Test), Tactical Nuclear Op-

erations is a test manual (a published draft) which has been
" mostly incorporated into Field Manual 21-40. The manual, in

existence since 1971, apparently will never be published as

a separate document, but it does contain one significant as-
pect of tactical nuclear operations that was not incorporat-
ed into Pield Manual 21-40, The manual is the only source
which was found during this research that provides time esti-
mates for the possible length of tactical nuclear operations.
There is a most likely time of 30-60 days, and a probable

28

maximum time of 120 days. No explanation for these times

is provided, such as depletion of the nuclear weapons stock- '

pile (friendly or enemy), lack of personnel replacements, 5 f%
total destruction of all forces, escalation to strategic nu-

clear war, etc.

2. Field Manual 101-5 (Draft), Staff Organization
and Operations is not a tactical manual in that it does not

describe the manner in which units are employed on the bat-

tlefield, but rather it addresses the manner in which staffs
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interact within their own organization. The manual is some-
what abstract from the battiefield, in that it is a "...gulde
for staff operations during both peace and war."29 It does
not take into account the intensity of war,but rather pro-
vides a schematic-type description of how entire staffs fit
together. The personality of the commander and individual
staff officers, together with the particular combat situation,
affect the way in which staffs actually function. The impor-
tant aspect that should be emphasized here is that this manu-
al does not distinguish between peace and war nor between nu-
clear and conventional conflict, yet it claims to provide
specific guidance for command post operations, movement plan-
ning, and battlefield information reporting in a tactical sit-
uvation. The manual's treatment of command post operations
will be discussed in Chapter 4 below.

The sections on "movement planning" and "battlefield
information reporting” lack any indication that the integra-
ted battlefield was considered in formulating doctrine.

Annex F, "Movement Planning," states that it "...de-
scribes the detailed planning and preparation necessary for

»30 The section on planning says that the

a movement...
"...planning necessary prior to the operation depends on..."
the mission, the enemy, the terrain, and the time available.
Although many subsets of data are listed under each of these
factors, there is no mention of the planner examining the

area through which movement will occur to determine if there

is nuclear residual radiation present, if obstacles ha&e been

: . .:": "" . .
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oreated by a nuclear blast (cratering, tree blow-down, rub-
ble in cities). Although the section on route reconnaissance
specifies that there should be a determination of "...capac-
ities of underpasses and bridges, location of culverts, fer-
ries, and fords; and ldentifies critical points and obsta-
cles," it falls to consider radiation contaminated areas as
being vital.31 "Critical points" are discussed in the same
paragraph as those points which involve congestion or require
specific security measures. The section on assembly areas
takes inot consideration "rgnge of enemy light artillery,"
"overhead concealment", "cover from direct fire", and "space
t.,n3?

for dispersion of vehicles, personnel, and equipmen

The manual does not suggest checking for nuclear radiation.

It does not state that requirements for protection from
other effects of nuclear weapons may be different than cover
from direct fire and overhead concealment from observation.
To be fair, the requirement for dispersion may consider the
effects of nuclear weapons, but it is doubtful that the read-
er of Field Manual 101-5 (Draft) would infer this.

Appendix H, "Commander's Battlefield Information Re-
porting System (CBIRS)" does not appear to consider the in-
tegrated battlefield. It states: "The CBIRS limits reported

) information to items which most clearly describe the combat
status of a unit."33 Although the CBIRS-prescribed reporting
formats consider "...information on which the battle turns--
weapons, ammuhition. people, and fuel}..", there is no men-

34

tion of Radiation Status of the unit. Since Radiation
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Status measures the cumulative dose received by a unit, it
may be more influential in deciding a unit's combat status
than the personnel shortage of the unit. CBIRS appears to
be geared toward a number count of personnel, rather than the
fitness of those personnel to fight. Line 4A, "Mission
Status," of this report is a listing of the unit's tactical
operation posture, i.e., attack, withdraw, etc., It does not
address the degree of risk of further exposure toAradiation.

The manual does address nuclear duties for the Chem-
ical Officer, who supervises planning for various NBC de-
fense measures. Among these duties is to supervise planning
for radiation dose status and NBC reconnaissance.35 What the
manual does not say is that the US Army has no tactical device
to measure initial radiation received, only the residual radi-
ation being received at less than 500 rad. If the dosimeter
needle reads off the scale beyond 500 rad, one must assume
that one has an uncalibrated meter or that one has already
received a fatal dose of radiation.

3. Fleld Manual 11-92 (Advance Co Combat_Commu-
nications within the Corps does not mention or consider nu-
clear warfare. Although there are nine pages devoted to
"electronic warfare", there is no mention anywhere of the
effects »f nuclear weapons on communications, especially from
electromagnetic pulse and from degradation of radio wave pro-

pagation due to the nuclear fireball and radiatiqn.36

P
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' e - Combat Co ications wit
the Division has an outstanding discussion featuring the

effects of nuclear weapons on communications systems.37 The

manual discusses vulnerability of communication devices by

type and by frequency to the effects of slectromagnetic

pulse and explains how to protect equipment from these effects

by proper planning. It also discusses the nature and duration

of blackout of radio wave propagation by type of dburst, type

. of communications equipment, and frequency bands. Thils is

the best treatment of the nature of the nuclear battlefield

when compared to all the other manuals reviewed in this re-

Search.

Section III. . INADEQUACY OF COMMAND POST
DOCTRINE FOR INTEGRATED BATTLEFIELD

F; The current and draft doctrinal manuals reviewed in

gg Section II above contain very little informatlion concerning
' the integrated battlefield in general. The two manuals which

provide detailed doctrinal guidance on division or corps com-

mand post operations are Field Manu 1-5 (Draft 5 S
Organization and Operations and Iraining Circular 101-5, % %
Control and Coordination of Division Operations. A proposed {

\ document, Training Cipcular 101-15, Control and Coordination

of Corps Operations was circulated in draft form several
times during 1976 and 1977, but has since been taken out of

circulation by Headquarters, Training and Doctrine Command. i

The earlier drafts of Training Cipcular 101-19 appeared
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simllar in format and content to Training Circular 10i-5. For

that reason, it may be inferred that both manuals were based
on the same principles, i.e., operations on the conventiocnal

battlefield in Europe.
| ) Field Mapual 101-5 discusses command post operations

in general, but does not refer to operations on the integrated

battlefield. Training Circular 101-5 views survivability of

the command post in terms of being "...further to the rear,

out of enemy artillery range..." and also discusses reduced

38 These are

vulnerability to electronic countermeasures.
valld issues on the conventional battlefield, but the manual
does not discuss the issues on the integrated battlefield.
One such issue affecting command post operations is the vul-
nerability of qommunications-electronics equipment to the
electromagnetic pulse (EMP) effects of nuclear weapons.

Field Manual 11-90 discusses protective measures against EMP
effects. However, Field Manual 101-5(Draft) does not discuss
EMP effects nor does it assign any staff responsibility for
supervising protection against EMP effects. One might expect

to find such supervision listed in the duties of the'communi-

cations-electronic staff officer's area of responsibility,

but it does not appear in Field Manual 101-5 (Draft).
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Section IV. CURRENT ARMY ACTIONS TO IMPROVE COMMAND POSTS
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The Army has conducted or contracted for many studlies

concerning command and control and command post structure.
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Many of these studies concern 1mplohenting automated systems
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to solve problems with command and control. The more note-
worthy studies are discussed below. There are some on-going
studies which address organization, structure, and procedures,

in addition to hardware systems, to solve the various surviv-

ability problems in command and control. These studies have
tended to view the battlefield in terms of conventional war-
q fare only, but there has been some recent effort toward exam-

ining command and control on the integrated battlefleld.

Recent Studies
1. Army Battlefield‘lntegface Concept 1979 (ABIC 79)

‘ (U) is a document published by Headqu#rteps. Department of the
Army.uo This document displays the requifemenf for interfaces
among various automated systems at corps and‘below. and between
those systems and the ones at echelons above corps. This is

an excellent document to relate functional information ex-

change requirements, mostly automated, to hardware and soft-

ware developments. ABIC 79 lists interfaces among those sys-

R

tems based on the requirements identified in existing material

acquisition documents. The ABIC does not : include require-

ments, although it does provide an extremely good framework

within which gome future. requirements can be identified. It L

specifies the unit level to which a system is fielded, i.e., ;
..corps, division, etc. However,,it does not always show how |

.tﬁe gystem is deployed, i.e., at corps main command post,

corps tactical command post, at least "x" kilometers from

divigsion main command post, etc. Since this document is
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classified CONFIDENTIAL, it will not be discussed in detall 4
in this thesis. There are portions which are UNCLASSIFIED,
and these are addresasnd in this study where appropriate.

2. 0 ontro ter P AC4MP) (U
is a document which ildentifies problem areas in command and
control and suggests some solutions for those problems.41 It
proposes solutions in terms of system architectures for com-
mand post structure and functions during the near- and mid-
terms. This document discusses alternative architectures,
costs, and benefits of differing d¢ommand post structures pri-
marily in a conventional environment. Command post facilities
are designed based on an analysis of conventional (non-nuclear)

munitions effects against those facilities. The study did

address some options for architecture based on a nuclear

threat, but these options remained in draft form and were not

incorporated in the final document.42 Thisdraft -document sug-

gests that the Army examine different concepts of Bperation

in additionto examining the traditional areas of mobility and

hardening to improve survivability on the nuclear battlefield.

This study is classified SECRET-NOFORN and will not be dis-

cussed in detaill; unclassified portions are discussed. {
Nuclear Survivabilit nerabiljty Assessment

for Army Tactical Command Posts/Units (U) examines factors

which may impact on command post deployment at different

levels of comma.nd.)"'3 This study examined current command post
concepts and did not look at varying modes of operation; it

focused on mobility and dispersion. i é
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On-going Studles
1. Command Post Countersurveillance Analvsig is a

3 study being done by the US Army Combined Arms Combat Develop-

ments Activity (CACDA). It is an attempt to determine how
vulnerable command posts are to threat survelllance and what

must be done to decrease such vulnerability.uu This study.

T T s b e i
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assumes that the battlefisld will be conventional and there-
fore uses conventional weapons effectiveness in determining
the damage to a command post resulting from enemy attack.us

2., Corps 86 is a study being conducted by CACDA to

determine the best corps headquarters structure for 1986.

The focus is on developing corps tables of organization and

equipment (TOE), considering missions, new automated command
and control systems, new weapons systems and organizations : 1
in Division 86, and survivability of corps command posts.u'6 '
This study is considering corps command post operations on
the integrated battlefield.
3+ Army Chief of Staff General Meyer stated in his

April 1980 White:Paper that doctrine concerning operations on
the integrated bgttlefield must be "aggressively defined" and

included in traiﬁing cdntinually.u7 He stated that there

must be improvements in the communications systems between

B

target acquisition systems, targeting cells at division,

corps, and echelons above corps, and the nuclear delivery units.
After the nuclear doctrine is defined, it "...must be accom-
panied by the necessary force structure, equipment, supplies,

and training to provide credible cleter‘::'ence."u'8
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Section V. CONCLUSIONS

Integrated Battlefield

A literature search revealed that doctrine concern-

. ’ ing "How to Fight" and general operations on the integrated
battlefield is absent from current docrinal manuals. Al-
SE though there have been references available concerning the

integrated battlefield, these have been omitted from the

E* current and draft manuals on general operations.

Command Posts of the Integrated Battlefield

| ) There is a definite lack of doctrine concerning com-
; mand post structure and deployment on the integrated battle-
field. Until the Army Chief of Staff's White Paper in April

1980, most on-going studies have been focusing on command

post survivability on the conventional battlefield.
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CHAPTER 3

THE NATURE OF THE 1986-1990 BATTLEFIELD

Section I. NUCLEAR VERSUS CONVENTIONAL BATTLEFIELD

General

The literature review in Chapter 2 revealed that the
US doctrinal literature for general operations is not seri-

ously based on the probability of nuclear weapons employment.

The employment of nuclear weapons, by either the Warsaw Pact
or NATO, is not a question of "If" but rather "When?". So-
viet énd NATO authors discuss the likelihood of employing

nuclear weapons in Central Europe during a Warsaw Pact-NATO -
conflict. These authors generally explore the alternatives - | ;
of employing nuclear weapons first at the initiation of war
as opposed to some point after the war starts. They present ; j
rationale, based on theoretical wargaming of the various op- o

tions, concerning whether the Soviets or NATO would be the

first to use nuclear weapons. They try to determine which i

factors would force a country into using tactical nuclear

weapons and which would serve as a deterrent to nuclear wea- 3
pons employment. In any case, many authors conclude that a |
Warsaw Pact-NATO confrontation in Europe would most likely 4
result in employment of tactical/theater nuclear weapmns.

This use would occur either at the start of war as a pre-~
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emptive measure or within a very short time after the war
starts. The Soviets would most likely try to gain the ini- i
tiative, while NATO would try to maintain a viable defense.

. Soviet Intent .
1. In the 1960's and 1970's, the Soviet Armed Forces

underwent a series of fundamental changes in organization and
equipment. A group of high ranking Soviet officers and gen- ;
erals authored a book which describes these changes as a

"revolution in military affairs." That book was issued in

the Soviet Officer's Library series.1 The Soviet's reorgan- i
ization was "...based upon equipping the services of the
armed forces with the appropriate nuclear weapons..." needed E
to wage nuclear war.2

2., The US Army's doctrine, as portrayed in Chapter
2, changed from the basic concept of an all nuclear battle-
field in 1956 to the concept of a conventional battlefield
in 1976 (as shown in Field Manual 100-5). The Soviet doc-
trine has not swung quite so far. Manfred Woerner, Chairman
of the Defense Committee in the Federal Republic of Germany

Bundestag (Parliament), has reviewed a variety of analyses

T

concerning the Soviet's greatly improved conventional cap- %

ability and their large number of discussions and exercises
of "conventional only" battles. He concluded that "...the

equipment and training of Warsaw Pact forces, as well as pre-

vailing Soviet military doctrine, continue to emphasize the ‘.

a
2

3
¥:

e

concept of a fully integrated conventional and nuclear

offensive."3 This view is shared by Colonel Graham Vernon,
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. s kbl

US Army, who is currently a Senior Research Fellow in the
National Defense University and the former Defense Army Atta-
che in Moscow (1975-1977).“ An officlal US Army intelligence
position in 1977 stated that Soviet doctrine does not ques-

tion whether war will be nuclear or conventiorial, but rather

states there may be a "temporary" conventional phase followed

by a phase characterized by the integration of nuclear with
5

AT T TR g g

conventional operations.

Section II. IMPACT ON COMMAND POST DESIGN

S LA it
OIS

.,.A.<

General S

The timing of first nuclear use has little impact on

command post design criteria, and will not be discussed fur-
ther. The high probability that the battlefield will be | ]
characterized by nuclear weapon use does have an impact on
command post design criteria. Looking at the conventional
battlefield only may lead to some shortfalls in the future.

It is easier to go from an Army designed for operations on

an integrated battlefigld to conventional operations than it
is to go in the reverse direction. There is no intent to i i
sound the "doomsday trumpet" but rather to approach the

battlefield as the Soviets have declared they will operate

in any confrontation with NATO, i.e., using nuclear opera-

R '
L N

tions in the theater if appropriate.6

S ¥

Conve (o) Th %
If the battlefield will most likely be conventional,
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then the threat to corps command posts is basically from
radicelectric combat, air strikes, conventional field and
i rocket artillery, and attack by ground troops. This conven-
tional threat then leads to the assumption that a command
post can be reconstituted in a sho;t tiﬁe. Attack by con-
ventional weapons would not usually result in total destruc-
tion of the command post due to the physical limits on:
a. quantity of weapons that can be delivered during
a given time.
b. the physical limits of the weapon's destructive
power against the susceptible elements within the lethal

bursting radius from the point of impact.

Integrated Threat
If the battlefield will most likely be characterized

by the appearance of both conventional and nuclear weapons
(the integrated battlefield), then the threat to corps com-
manu posts is basically from the effects of nuclear weapons.
The nuclear threat leads to the assumption that a command

post cannot be reconstituted in a short period of time. An

attack by nuclear weapons could usually be expected to result
in the complete destruction of an area target such as a com-
man- pAst ' currently configured. This is due to the wide
limit of destructive power in the lethal area radius from

the point of detonation.

Afciliaigined L 0 Cuor #RE Tt

Impact on iasim
The assumption of conventional versus integrated

battlefield may lead to different conclusions concerning the
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design of a survivable corps command post for 1986 to 1990.
The Command Post Countersurvelllance Analysis teing conduct-
ed for the US Army Combined Arms Center assumes that the bat-
tleflield will be conventional and therefore uses conventione-
al weapons effectiveness in determing the damage to a com-
mand post resulting from enemy attack.7 Such a study will
lead to certain design factors of command posts when consid-
ering such criteria as:

"a. Acceptable threshholds of signature--will a con-

_ ventional artillery battalion fire on a target based on data
1 with target location error greater than 200 meters?

! b. Degree of hardness--should a command post be

protected from a direct hit or from fragmentation of artil-

lery rounds or bombs?

¢. Amount of dispersion--should the command post be
dispersed enough to avoid unacceptable damage from the
effects of a conventional airstrike of a certain length

and width?

An analysis based on an integrated battlefield will
lead to different design factors because different questions

will be asked when considering such criteria as: i
a. Acceptable threshhold of signature--a target

location error not much greater than one kilometer has

little effect on targeting when considering that one SCUD

missile with a nuclear warhead has a lethal radius against

troops in the open of 10.5 kilometers.8
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b. Degree of hardness--protection brom blast,
thermal and nuclear radiation, electromagnetic pulse effects. g
c. Amount of dispefsion--same factors as stated in A

"a" above.

A more detailed discussion of nuclear weapons effects on

command post design will be discussed in Chapters 5 and 6.

Section III. ANTICIPATED ENEMY OPERATIONS

i ‘The Soviets plan for a battlefield which is charac-

terized by employment of nuclear weapons by either side.9

oot g e ey

They base their operational planning (army, front) on the

assumption that tactical nuclear weapons will be employed

during some stage of a major battle in Central Europe. At
the strategic level, they believe that they must conduct
blitzkrieg type operations by ground forces to secure NATO

0 The manner in which

territory and secure an early victory.1
this will be accomplished at the operational and tactical
! level is significantly different than it was during World j
War II under non-nuclear conditions.11 During the past five |

years, US doctrinal literature, with Field Manual 100-5 as

the model, centered on estimates that the Soviets would em-

Ploy the traditional World War II breakthrough operations,
with echelons massed in column as shown in Figure 3-1. 1In
this same time, some authors have discussed a "new" Soviet

tactic. This is referred to as the "daring thrust" or

Similar terms to indicate a series of small attacks across a

broad front rather than massed at a decisive point as in the
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Figure 3-1. Classical Soviet Breakthrough Concept
(Modification of Figure 2C, Savkin, p. 204)
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World War II model breakthrough.12 This "new" tactic is not
new, but has been published in concept for nuclear operations
in 1958 and has been cited in Soviet writings.la’ 13 Us
author fhillip Karber has reported that the statements of
Soviet Minister of Defense Lieutenant General Reznichenke,
Soviet Colonel Savelyev, and other Soviet authors changed
the presumption that a breakthrough invelving non-nuclear
weapons must be conducted in World War II style.lu I think
that these statements have been interpreted out of context,
and that the Soviet authors have used the assumption that
nuclear weapons will be used as a premise for their comments
about "daring thrust" tactics. When Reznichenko speaks a-
bout these tactics, he states that the "...powerful means

of suppression..." is the cause of the ".,..decisive charac-

ter of modern combat actions."15 Colonel Lobachev, former

commander of the Taman Guards Motor Rifle Division, wrote

an article in wnhich he stated that nuclear weapons were the

best means of suppression of the enemy.16 Therefore, the

citing of Reznichenko's article and others as implication

that these "daring thrust" tactics apply only to the con- i

ventional battlefield appears to be erroneous.

The Soviet tactic of conducting small attacks across
a. broad front should be considered only in conjunction with
nuclear weapcn employment. It is this tactic that allows a
force to mass in time rather than in space. Soviet Colonel s
V.Y. Savkin explains this and shows the tactic in a diagram

in The Basic Principles of Operational Art and Tactics.17 i
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A modified version of this diagram is shown in Figure 3-2
(Note: symbdlogy was changed, not the thought content of
disgram). The formation shown in Figure 3-2 portrays the
nassing of forces from the flanks and in the rear of the
enemy. The lIntent 1s that the maln attack is not so easily
identified until after the nuclear strike occurs and the
second echelon begins to converge on the main axis. This
helps maintain the factor of surprise, which the Soviets
feel strongly is neccesary for success, especially on the

integrated battlefield.18

While NATO forces are permanently
or temporarily incapacitated due to the nuclear attack on or
near the forward edge of the battle area (FEBA), the second
echelon will maneuver to exploit thé breakthrough at the
point of penetration caused by the nuclear attack,

Prior to the nuclear attack, the Soviets will con-
duct intense reconnaissa nce and surveillance of the area
to locate valuable nuclear targets, such as command and con-
trol centers, nuclear-capable delivery units, and reserve
forces in an attempt to destroy them.19 Additionally, Soviet
advance detachments in regimental strength.will be operating
up to 50 kilometers forward of their main body looking to
disrupt command and control centers, nuclear dglivery units,
and reserves.20 |

After the nuclear attack, exploiting forces can be

expected to deploy through contaminated areas within hours.

The Soviets have estimated that in a given area, after three

hours only 23% of initial radiation levels exists; after six

T — O i MO RS 3o Jrt e
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hours only 10% exists; and after ten hours only 6% exists.21

The Soviets train their personnel in the psychological and
physical aspects of operating in such a contaminated envi-
ronment. Troops are told that they will have to cross

ground with a high radiation level and that they must be

prepared even to fight on such ground, displaying the "high-

22

est form of heroism”"--self-sacrifics. All units will have

TP R ST

to "..,.carry out combat missions under conditions involving
mass destruction, flooding of terrain, fires, and contami-
nation of extensive areas..." due to nuclear weapon employ-

23

ment.

Section IV. SUMMARY OF ANALYSIS

1. The Soviets intend to fight an integrated battle

in Central Europe, whether or not they are the ones who
first use nuclear weapons on the battlefield.

2., The Soviets will use nuclear weapons to create
a breakthrough situation, rather than the traditional World
War ITI model, and will concentrate in time rather than in
space.

3. Soviet troops are given training to build their

confidence and commitment to fight on an integrated battle-

field in spite of the dangers of radiation contamination.
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Section V., CONCLUSIONS

A review of literature written by US, Soviet, and

NATO professional military and political authors revealed

¢ | the general intent of the Soviets to use tactical nuclear

weapons on the European battlefield. The results of this

H . 1 review support the hypothesis that the 1986-~1990 European
| battlefield most likely will be integrated, i.e., character-

ized by nuclear and conventional weapons.
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CHAPTER 4

e me g L,

PRESENT CORPS COMMAND POST DOCTRINE AND CONCEPTS

Section I. SUMMARY OF CORPS MISSIONS AND FUNCTIONS

The US Army corps is both an administrative and a

tactical headquarters which has the capability to control
- | up to five divisions and to provide the combat support and
‘¥ combat service support to those divisions.1 There are 367
people authorized for assignment to the corps headquarters
and headquarters company (HHC), but a total of about 700

people are normally deployed in and around the various corps

headquarters locations in the field.2 The US Army catego-
rizes a corps force as either a forward deployed corps or a
corps contingency force. The forward deployed corps is de-

scribed as being already fully established in a theater of

operations, nuclear capable, maintained in a high state of

readiness, and normally part of an allied force structure.

The corps operations within the assigned theater "...will be é
defensive in nature..." and the zorps will have well-defined %l

missions, areas of responsibility, and command relation- !

ships.3 A corps contingency force provides the ability for
the Army "...to respond to a short-duration, limiteu objec-

tive, limited war conflict in which US froces are deployed
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to an area where there is no existing US base of operations
(and)...operations are likely to be conducted in a nonactive
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nuclear environment..."' The two US Army corps in Europe

(V and VII Corps) are categorized as forward deploved corps.
It is this type of forward deployed corps which will be con-
sidered in this paper for operations on the integrated bat-
tlefield in Europe during 1986 to 1990.

The corps commander in Europe is responsible for
many functions during combat, both in tactics and in admin-
istration. Those actions which have an almost immediate
effect on the outcome of on-going combat are the employment
of nuclear weapons, integration of the air-land battle, com-
mitment of the corps reserve, and request for the commitment
of the army reserve from the NATO Army Group to which the
corps is assigned. The functions necessary to implement the
above actions in a timely manner are similar to those battle
management functions already identified as necessary for
Division 86: intelligence collection and analysis, opera-
tional planning, control of deployed forces and available
fire support. Those functions necessary to establish and
maintain the capability to implement the above actions
throughout the battle are force generation (analyze current
operations; fight the follow-on echelon: interface with high-
er headquarters) and force generation support (resource mon-
itoring; reconstitute systems and units; implement combat
service support allocation priorities).5

The most critical and most sensitive corps functions
on the battlefield will probably be those concerning the em-

ployment of nuclear weapons. Although many elements in a
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theater are involved in nuclear fire planning, the corps
commander is "...the focal point for planning the battle-
field use of nuclear weapons and originating requests for

6 The other functions

authority to employ nuclear weapons."
in the corps contribute information to the decision process
concerning the employment of nuclear weapons. Intelligence
collection and all-source analysis strive to give warning
of when and where enemy nuclear attacks will most probably
occur and where the best targets are for nuclear attack by
friendly units. Logistics priorities and allocations are
reviewed to support friendly nuclear offensive operations

or to speed recovery from effects of enemy nuclear opera-

tions. Artillery fire support and air support planners re-

allocate targets and ammunition supply rates, and monitor
status and location of friendly nuclear firing units. Op-
erations planners provide continuous strength and status
information concerning friendly units in contact and corps
reserves. If the enemy has already used nuclear weapons,
the electromagnetic pulse effects may have caused temporary
failure or permanent camage to communications equipment
critical to the control of friendly nuclear weapons; the

communications-electronics staff officer will have to ensure

procedures and personnel are available for rapidly repairing

or replacing damaged equipment.7
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Section II. US COMMAND POST DOCTRINE AND CONCEPTS

General

The current US command post doctrine and concepts
provide the starting point for determining whether changes
are necessary for a forward deployed corps in Europe during
1986 to 1990. This section describes the various type de-
ployments (Tactical, Main, and Rear Command Posts), physical
facilities for these command posts, degree of redundancy,
and depioyment on terrain. In many cases, there is no cur-
rent doctrine which provides exact details. Many details
are left to the discretion of the local commander to be pub-
lished either in operations plans (OPLANS) or in standing
operating procedures (SOP).8 Doctrine is cited where it
existgs. Much current doctrine concerning corps command posts
and corps operations in general is in draft form, and has
been for at least the past six years.9 In the combat devel-
opments process, doctrine (operational concept) is supposed
to be the formal basis for equipment and organizational de-

10

velopment. In the absence of such doctrine, practice or

current concepts will be described.

Type Deployments

The basic US Army corps command post (CP) deploy-
ments are referred to as the Main CP, the Tactical CP (TAC
CP), and the Rear cp.!! Dhe two US Army corps (V and VII
Corps) in Europe are currently using this three command post

12

system. The Main CP contains the majority of the function-

al elements of the staff required to analyze and control the
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battle through management of combat and combat support

forces. The TAC CP ls a smaller element than the Main CP

and is "...established to provide the commander a command
and control facility and staff assistance at a location
closer to his subordinate units."13 The Rear CP is reson-

sible for coordination of combat service support operations.

These organizations are discussed in more detail below. The
communications system to.. support them is described in Sec-

tion IV..

1. M&in CP. :f ‘-

?i a. Composition. The Main CP consists of approx-

%: imately 350-500 personnel and approximately 100 vehicles.lu

E.; These corps headquarters staff sections normally have the

majority of their personnel at the Main CP: Command Group, G2,
G3, G4, G5, Staff Engineer, Staff Weather Officer, Air Force
Air Support Operations Company ASOC), Nuclear Weapons Liaison

i e i S el e
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Element, Operations element of G1, Adjutant General support
element, Communications-Electronics Officer, Artillery Officer,
Speclal Security Officer, Liaison Officers to Corps, Corps
Headquarters and Headquarters Company.15 The heart of the

' Main CP is the corps tactical operations center (CTOC) con-

fi sisting primarily of the Command Group, G2, G3, Artillery

P

Fire Support Element, and the ASOC. The remainder of the Main _
CP is centered on the CTOC (see Figure 4-1). The personnel %
required to operate the Main CP (350-500) is in excess of the '
corps HHC table of organization and equipment (TOE), which

authorizes only 367 personnel. These additional personnel
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céme from other units attached or subordinated to the corps
headquarters in some form or another. The two largest sources
of personnel are the corps signal brigade and the combat
electronic-warfare intelligence (CEWI) group. For example,
the proposed CEWI group has approximately 100 personnel under
the direct supervision of the corps G2.16 Even though there
is no CEWI group actually in existence by approved TOE at
present, the majority of these personnel are currently work-
ing in the corps headquarters area and come from the corps
military intelligence detachment and the corps Army Security
Agency battalion.

b. Physical facilities. The location of the Main CP
is a function of SOP or OPLAN. The Main CP cannot be contin-
uously moved and still operate efficiently, so "...these com-
mand posts and their associated communications systems must
be hardened to withstand attack from enemy air or artillery."17
Doctrine suggests that command posts can be hardened by lo-
cating them in buildings, basements, caves, tunnels, and in
heavy bunkers, and that survivability of supporting communica-
tions equipment can be enhanced by using remote radios con-

18 The cur-

nected to the CP by underground cables and wires.
rent TOE for a corps HHC provides equipment for operations
from expansible vans on 5-ton truck chasis, from tents, and
from collective protective shelters; most of this equipment
can be placed inside a building for Operations.19
¢. Location on terrain. The selection of the Main

CP location is based on SOP or OPLAN, with actual location
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designated by the commander or his representative. Consid-
erations include "...access to routes to forward and rear
elements, good communications with senior and subordinate
units, together with cover, dispersion, and concealment for
various CP elements."zo
2. Tactical CP.
EQ | a. Composition. The TAC CP consists of approx-
E imately 60 personnel and 15-25 vehicles-.21 The personnel
1 quantity includes only those personnel operating full tme

at the TAC CP; the commander may augment those personnel with

additional personnel from Main CP if the situation warrants.

ST

A type TAC CP may be staffed as shown in Table 4-1. These
personnel quantities reflect almost an equal number of oper-

ating personnel (corps headquarters. staff) and communications
22

personnel from the supporting signal brigade.
b. Physical facilities. There is no doctrine
which specifically states low a corps TAC CP is configured
and deployed in a particular site. Field Manual 101-5 (Draft)
states that a TAC CP (it implies corps or division) "...must
be limited in physical size and electronic signature to help
conceal the CP and to insure it can displace rapidly when

necessary."z3 The same manual later states that the TAC CP

"..v8ize and electronic signature (should be)...no larger :

24

.than a brigade CP." The corps TOE provides three tracked

command post vehicles (M577), ostensibly for this purpose.25
The actual facilities used would be selected by the command-

er or published in SOP or OPLAN. In Europe, the TAC CP has
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QUANTITY
OF
FUNCTION PERSONNEL

%' , Corps TAC CP Staff Elementl
| Deputy Commander 2
‘ G2 6
G3 6
Fire Support Element 2
AG 2
MP 6
Maintenance 2
Mess L
Medic 2
HQ Commandant 2
Sub-total 34

%, Communications Support2
Platoon Command 2
Radioteletype y
1 Multichannel Radio 3
4 Radio-wire Integration 3
; Telephone 6
B Telecommunications Center 10
Sub-total 28
_______________________________ Total .82 ..
Note: Personnel Figures do no include augmentees from
Corps Main CP when TAC CP has control of the battle.

1. Source: Personal experience of author.

2, Source: Field Manual 11-92, passim.

Fopeitosaita o 0

Table 4-1, TAC CP Personnel
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b not‘been limited to the M577, but has been deployed in other
physical -facilitles, including bduildings, expansible vans,
and helicopters.26
¢. Location on terrain. Fileld Manual 101-5

(Draft) states that characteristics of the TAC CP site would
: include good communications between Main and subordinate
ﬁ (division) command posts and that it should be located near
| routes to these headquarters.27
'3+ Rear CP.

a. Composition. The Rear CP consists of approx-

imately 75.personne1.28

‘f . b. Physical facilities and locztion on terrain.
‘ Field Manual 101-% (Draft) states that the Rear CP is nor-
mally located close to the CP of the corps support command,
i% since both elements work in very close coordination. The

actual selection of a site is based on access to lines of

communications, availability of facilities for maintenance
and logistical operations, and good conditions for communi-

cations from the Rear CP to corps Main CP and to Corps Sup-
9

T AT e Sty RN e e Gr it e

port Command CP.2

Movement Procedures

There is some stress on displacing command posts

gr frequently to increase survivability.3° However, there is

no doctrine which describes how each command post displaces,

other than to state that it may te by bounds, by leap-froging

or by moving an entire CP at once.31 These procedures are
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usually based on the commander's preferences and on an indi-

Command

The corps is currently designed for command to be
executed from the Main CP. Ezch commander has his own style
for how he actually executes command. The mobile tactical CP
is intended to be used "...either as a forward tactical com-
mand post, a jump command post, or an alternate command post

when required."32

In practice, the TAC CP concept at corps
level is different than the TAC CP concept at division level.
In the division, command of current operations is intended to
be executed primarily from the division TAC CP.33 At the
corps level, the TAC CP takes control of the battle for short
periods of time when the Main CP is not operational due to
movement or damage.Bu or when the corps commander wants to
maintain closer control of a certain aspect of the battle in
a particular area.35 The TAC CP is normally designed to main-
tain command and control of a corps for 18-36 hours.36 For
example, during several field exercises conducted by VII

Corps in 1977-1978, the Main CP was ordered to move. A small
TAC CP augmentation staff was sent from the Main CP to the
TAC CP. Command was then passed to the TAC CP while the Main
CP deployed to its new location. When the Main CP was estabQ

lished at its new location, command was passed from the TAC

CP to the Main CP, and the TAC CP augmentation staff then

returned to the Main CP.
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Section III. FOREIGN ARMY COMMAND POST CONCEPTS

General

The current US doctrine for corps command posts was
described in Section II. In order to gain additional per-
spective in formulating criteria for a European deployed
US corps, the command post concepts of some other European
countries were reviewed. This is not an attempt to examine
the other countries' concepts in minute detail, but rather
to see if there are any substantial differences in concepts
which can be used advantageously in formulating US concepts.
The command post concepts of the United Kingdom, France,
West Germany, and the Soviet Union were reviewed and are
summarized in this section.

United Kingdom :

The ﬁfitish Army corps uses the terms Main and Rear
Headquarters (HQ) for its command post concept.37 The func-
tional staffs located at each of these headquarters are very
similar to fhe;US concept. When the Main HQ displaces, a
"Step-up HQ" ié used to provide continuity of command. The

Step-up HQ is a communications and skeletal staff element of

the Main HQ which moves in advance to the new Main HQ location

and establishes communications. It is then augmented by a

small activation party from the Main HQ and receives command
of the corps. Once command is passed to the Step-up HQ, the
augmented Step-up HQ becomes the new Main HQ and most of the

remaining elements at the former Main HQ deploy to this new

L
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Main HQ. The other remaining elements at the former Main HQ
are designated as the new Step-up HQ and they move to another
location to facilitate future displacement of the Main HQ
when necessary. There are other variations of this move-

38 The

ment, such as leap-frogging of Main and Step-up HQ.
corps commander may also form a small command group to op- -
erate independently for short periods; such a group wbuld

have adequate communications, primarily radio, with the di-

visions and the corps Main HQ.39

France
The French army corps uses a system of two principal

o The

corps command posts: a Forward CP and a Rear CP.
French Forward CP is organized similar to the US Main CP and
its functions are the same. When the Forward CP must move,
it sends a small staff and communications element to its new
location. This element, similar to the British Step-up HQ,
establiShes»interim communications while the Forward CP dis-
places to.its new location. The French Rear CP is similar
in organization and function to the US Rear CP. The French
corps eatablishes two special command posts as required.
These are:

1. The covering force CP. This is similar in func-
tion to the US Army Armored Cavalry Regiment (ACR) CP. It
is established temporarily when there is a covering force
mission to be conducted. Unlike the ACR, it has no regularly
assigned forces, such as subordinate squadrons. It consists

of corps headquarters staff personnel and communications

NN,
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assets to control whatever forces have been assigned the
covering force mission.

2. The Tactical CP. This CP is created temporarily
to allow the commander to more closely control certain phases
of the battle for a limited period of time. It is similar
in function to the US TAC CP, but does not use the Tacti-
cal CP as a jump CP. It is most similar to the small com-

mand group formed by the British corps in terms of function.

West Gefmanx

The Wes% German Army corps uses two command posts--
a Main and a Rear CP. They do not establish a corps tacti-
cal CP. The corps hegdquarters consists of about 880 peo-

ple.)"'1

The Main CP usually occupies buildings and displaces
infrequently. Communication is primarily by commercial tele-
phone lines, dedicated to military support, which are con-
nected to remcte radios; such radios may be up to 100 kilo-
meters away from the command post. The Main and Rear CP are
each organized into functional cells, which are dispersed
for survivability and are also connected by wire communica-
tions. The West German Army corps does not establish an
alternate CP as a separate facility, but uses the CP of a
designated subordinate headquarters when an alternate CP is

requireud.l"'2

Soviet Union

The Soviet ground forces require that each army

(Soviet equivalent of a US corps) deploy a Main CP and an

L R N S S SRR S
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Alternate CP '',..at a nuclear safe distance from each
other...and in continuous operation."43 The Alternate CP

is required by doctrine to be fully manned, but is sometimes
found at a reduced manning level. During lengthy moves, the
Main and Alternate CP would leap-frog along different routfs
while maintaining continuous contact with subordinates, ad;
jacent units; and higher headquarters. To enhance security,
the supporting radio-stations and special vehicles of a com-

Meoaae

mand post are dispersed at some distance at the halt.
ditionally, a Forward Command Post might deploy when neces-
sary to control operations by being closer to the battle or
when the Main CP is out of action or mov:'mg.l"'5 The Soviets
establish a Rear Services Control Point to control the com-

bat service support of the army.

Section IV. COMMUNICATIONS

General

This section addresses the doctrinal communications
which support the corps headquarters. Due to the nature of
command relationships in Europe with NATO, these other sys-
tems are also discussed. The US Army is currently writing
doctrine for echelons above corps. Existing communications
between army group (NATO Central Army Group (CENTAG) in the

case of V and VII US Corps) and the corps is mainly a func-

tion of OPLAN, SOP, and other command directives.
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Communications between the corps headquarters and
seleéted subordinate or adjacent headquarters is the func-
tion of the corps signal brigade. The type and capabilities
of the communications provided to the corps headquarters
will be discussed, rather than the organization of the corps

signal brigade.

Type Communications Within the Corps

.The corps currently has available a variety of com-
munications. These are voice telephone and radio, radiotel-
etype, multichannel radio and cable, and air and ground mes-
sengers. The multichannel network is the "backbone" of the
corps communications system, with radioteletype as the pri-
mary backup.u6 The multichannel system operated by the sig-
nal brigade has specific nodes at the'cofps Main CP and TAC
CP, and has a network of sixteen nodes located throughout
the corps area to provide various users access to the corps
command system. The systems serving the corps are shown

graphically at Figures 4-2 through 4-6.

Type Communications from Echelons Above Corps

The two US corps in Europe are under NATO command
during wartime. There is no doctrinal publication which
specifies what communications exist between the corps, their
NATO headquarters (currently CRNTAG), and the US theater
army headquarters to which the corps are assigned (US Army

Europe and Seventh Army (USAREUR) ). 1In practice, both
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? Source: Field Manual 11-92, p. 5-3.

Figure 4-2. Corps Command Multichannel Radio System

P T

T 7 gl e E R AP R AP =

e et e —

N R e T S T ST W ARG oS, Sy (T TR T R




63

MAINT
BN

70
| ADJACENT XXX
1 AREA FORWARD
NODE AREA
NODE

TO
ADJACENT

° & AREA
» 0 NODE
@
ADA
BTRY

TO
ADJACENT
AREA
NODE

?
23

oy

Key
~— Radio

~4—9- Cable (Pulse Code
Modulation)

w=lPp L48-Channel Radio

Source: Field Manual 11-92, p. 5-4.

Figure 4-3, Corps Forward Area Communications Node

B

r——



MRS o st LR

6l

Command Ops Net #1 Command Ops Net #2 Command Ops Net /#3

DRSO
BY¢
HQ

Ground

Liaison

Command Ops Net #5  Officer

w P
vy
e

GRE

@ 2
]

Command Ops Net #4 Ad jacent
ENGR Corps
BDE Net

BDE

Rdjacent
CoRps

Corps Arty Arty Liaison or Corps Arty
Command Fire Net Covering Force Net Fire Net

SEP .
' 8DE -‘l
Source: Field Manual 11-92

Figure 4-4. Type Corps Radioteletype Nets.

R M 2o gL R
@ O
x
- >
“
™M
‘




SUBSCRIBER

Figure 4-5,

65

AIRBORNE
RETRANSMISSION
U-21 Aircraft

CORPS
AREA
NODES
(SIXTEEN)

Key
Telephone Line

¢35 M RADIO

Source; Field Manual 11-92

Type Radio-Wire Integration Stations




T S I )

P A < 2o AU

TN v - "

P R

ENGR
BDE
S2

CEWI
Element

Source: Field Manual 11-92

Figure LP-6 °

Type FM Radio Nets

Airborne
Retrans-
mission

66

Note:

G2 and G3 would
be on separate

frequencies and
are Net Control
Stations




. F PR T R S T o ey
bl i et N e R i i e S

5 T AT T N P T e
[ glaliasioda RN L M Lt
R T S O ot R I e

ot ey P TN LT g

67

USAREUR and CENTAG normally cimmunicate with the corps by
network and point-to-point teletype landline circuits (some-
times using microwave radio links), radioteletype networks,
voice telephone networks, and ground messengers. There is

no current voice radio system between CENTAG and thg corps.
USAREUR has a voice broadcast radio system (Tactical Alert
Net) with the corps in garrison, but does not currently de-
ploy this capability during field exercises. Any intention

to use this voice network during hostilities would be in-
cluded in wartime OPLAN. These various networks are displayed

in Figures 4-7 through 4-8.

Communications Status

Much of the corps tactical communications in Europe
is 0ld in design, old in age, and insufficient in quantity.
MG Latham, Deputy Commander, VII Corps, recently stated at
an Army Operations Research Symposium that the corps needs
more communications assets, more secure FM radio nets, and
high-speed tactical teletype equipment. He also stated that
components of new command and control wystens being provided
to the corps are too large and are currently not being hid
well in the electromagnetic spectrum.u7 There are current
programs intended to update the corps communications. Two
TRI-TAC Program objectives for the Armed Forces are to achieve
interovperabioity among tactical communications systems and
other Department of Defense (DOD) telecommunications, and to
field new tactical communications in a timely manner which

use the most effective techr'xolog:)r.“'8 There are some NATO
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Source: Personal experience of author

Figure 4-8.
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communications improvements currently under study or being
implemented. For example, the Selected Employment Improve-
ment Program has been focused on the testing of new high-

speed communications systems between various NATO echelons

above corps and also at the corps/numbered air force level.

Section-V. NUCLEAR DEFENSE CONSIDERATIONS

There is very little discussion in any doctrinal 1lit-
erature éoncerning nuclear defense of corps command posts.
Planning of current tactical communications networks and com-
mand post structure virtually ignores the possibility of
nuclear war. This lack of doctrinal literature was described

in detail in Chapter 2. Corps-level training exercises in

Europe do not usually emphasize nuclear defense aspects:
therefore, there is virtually no documentation generally

available concerning nuclear defensive practices.

Section VI. US/NATO NUCLEAR RELEASE PROCEDURES

US national policy is that the authority for US armed
forces to use nuclear weapons will be given only from the

National Command Authority through the operational chain of

command. This authority (nuclear release) may be based on a
request from a corps commander or from any level above corps.
The request and the approval are transmitted through NATO
channels, since the NATO command structure forms the opera-

tional chain of command. See Figure 4-9. Advance planning 3

is done so that "packages" of nuclear weapons are developed

A

:
for employment of "...a group of nuclear weapons of specific §
i,
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yields for employment in a specified area, within a limited
timeframe, to support a tactical contingency."49 These plans
for nuclear weapons employment must be continuously refined
and updated in order to be effective. There is no doctrine
to describe the means of communications by which requests
and approval are transmitted; the actual means are based on
classified operations plans and regulations. It can be in-
ferred that these means can be any of the means shown in
Figure 4-8. Whatever means are used for release, Field
Manual 100-5 states that friendly troops must be warned of
the planned use. It further states that dissemination of the
warning "...requires an adequate and survivable command and

50

control system.

Section VII. SUMMARY OF ANALYSIS

Corps Command Post Doctrine
There is very little US Army doctrine concerning corps

command post structure. Whatever doctrine exists is still in
draft form and is very sketchy. Many of the practices for
establishing the structure and the deployment of corps com-
mand posts are based only on local SOP or OPLAN. The US Army
uses three command posts routinely--Main, TAC, and Rear. The
British and French use a Main and a Rear CP routinely, and
deploy a TAC CP only at selected times. The Soviets use a
Main, an Alternate, and a Rear CP, and deploy a TAC CP only

at selected times. The West Germans use a Main and a Rear CP,
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designate a subordinate headquarters as the site of an alter-
nate CP if one is required, and do not use a TAC CP. The
French, British, Soviets, and US all use a CP concept . that
has all elements of the Main CP in the same general area.

The West Germans use a cellular concept with communications

remoted up to 100 kilometers.

Combat Communications

Doctrine for combat communications within the corps
is based.on the deployment of corps command in the form of
three command posts--Main, TAC, and Rear. There is no doc-
trine for communications from echelons above the corps, es-
pecially from NATO headquarters, but such communications are

based on SOP or OPLAN.

Nuclear Defense Considerations

Detailed procedures for nuclear defense of the corps
command posts are currently not stressed in doctrinal liter-

ature nor in field training exercises in Europe.

QSZEATO'Nuclear Release Procedures

Authority for specific employment of nuclear weapons
is passed through operational command channels. The communi-
cations procedures for release are established by regulation,
SOP, and OPLAN rather than by doctrine. The successful im-
plementation of nuclear release authority requires survivable

command, control, and communications systems.




Section VIII. CONCLUSIONS

This review of US Army doctrinal literature and se-
lected procedures concerning division and corps command post
operations was conducted to determine the degree to which
they are based on criteria for survival on the integrated
battlefield. This review revealed that the Army's tactical
doctrine for corps command post operations on the integrated
battlefield is not adequately defined. 1In view of these find-
ings, it appears that one can partially accept the hypothesis
that current corps command pos*s are not designed to be sur-
vivable on the integrated battlefield. When considering nu-
clear effects only, they are not designed to be survivable.
When considering conventional effects only, they are designed

to be survivable.
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CHAPTER 5

INADEQUACIES OF COMMAND POSTS ON THE INTEGRATED BATTLEFIELD

Section I. NUCLEAR WEAPONS EFFECTS

General

This section discusses some effects of nuclear wea-
pons which would cause major damage to command post materiel
and personnel. The actual effects in a particular case may
differ from those discussed below, depending on levels of
protection and other factors. In general, the effects dis-
cussed below are statistically sufficient for planning pur-

poses.

Nuclear Radiation

1. Single dose esposure. Single doses of gamma or
neutron radiation cause varying effécts on personnel from
illness to death. High dose levels, such as exposure to
8000 to 18000 rad, would cause death between 1-2 days; this
is referred to as immediate permanent incapacitaticn. At
lower levels of exposure, such as 650 rads or more, personnel
would become functionally impaired within two hours and over
half of an exposed group would die within several weeks; this

is referred to as latent lethality.1

2, Cumulative dose exposure. Some personnel may be

exposed to radiation levels which are not in themselves harm-
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ful immediately as a single dose. However, radiation expo-
sure has cumulative effects on personnel. The US Army uses
guldelines to determine minimum safety distances from the
point of detonation in relation to risk levels to personnel
previously exposed to some level of radiation. These risk
levels are categorized as negligible, moderate, and emergen-
cy risk, and their effects are based on the previous expo-
gsure history of a unit or a person? Radiation exposure

states are shown in Table 5-1.

Thermal Radiation

This affects both materiel and personnel. Combusti-
ble organic substances may ignite, based on composition and
distance from the point of detonation. For example, tent
fabrics ignite at exposure to 13 calories of heat per square
centimeter (cal/cmz). Thus, tents would ignite at ranges
less than 3 kilometers (km) from the detonation of a 35 kilo-
ton (KT) weapon, and at less than 5 km from a 100 KT wea-
pon.3 Unprotected personnel may receive third degree burns
upon exposure to 6-9 cal/cm2 from a 100 KT weapon at ranges

less than 5 km.4

Air Blast
Damage to physical structures is caused by air pres-

sure which is expressed in terms of "pounds per square inch
(psi) of maximum overpressure." This effect varies with
range and yield. Concrete structures begin to collapse at

5

about 7 psi. Light trucks and vehicles may be overturned
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Total Past
Cumulative
Dose
(rads)

RES-0
RES-1
RES-2
RES-3

None

Up to 70

From 70 up %o 150
More than 150

Source: Field Manual 101-31-1, p. 63.

Table 5-1.

Radiation Exposure States.
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@t 5 psi, and light aircraft and helicopters can be severely

deamaged (depot maintenance required) at 2-3 psi.6

Electromagnetic Pulse (EMP)
This is an effect of electromagnetic radiation which

increases very rapidly to an extremely high level, then de-
cays. The characteristics of EMP vary by weapon yield and
height of burst. EMP can permanently destroy electronic
eqpipment by burning out circuit components through extremely
high voitage applied.in a short burst (20,000 volts per meter
within 3-6 km of the burst for tactical wea.pons).7 It can
cause temporary damage to electronics equipment by tripping

circuit breakers or erasing computer memories.8

Other Effects on Communications

Black-out of radio communications may occur, lasting
from seconds to hours, depending on the burst region and the
mode of communications. This black-out is due t¢ dust and
fireball caused by the burst, and by an ionized fegion which

affects radio-wave propagation.9

Section II. Inadequacies of Current Command Posts on the
Integrated Battlefield

General

This section discusses primarily the deployment of
the Main and TAC CP. The Rear CP, although its functions
are important, will not be discussed. However, much of the

discussion below could be applied to analysis of the Rear CP.
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Location of the TAC CP
Doctrine states that the TAC CP provides the command-

er a command and control facility closer to his subordinates.
In practice, this is construed to mean that the TAC CP is
located in or close to the avenue of approach in which the
enemy's main attack is expected to occur. On the convention-
al battlefield, this practice creates no real problem, since
the corps TAC CP is out of normal enemy artillery range, ex-
cept for FROG rockets and SCUD missiles with chemical and
high explosive (non-nuclear) warheads. If these weapons with
conventional warheads were used, they would probably not a-
chieve total destruction of the TAC CP. They are degraded
by target location error, delivery error, and lack of lethal-
ity to achieve total destruction of an area target. The com-
munications facilities would be the most likely parts of the
TAC CP to be acquired by enemy intelligence. However, on

the integrated battlefield the corps TAC CP on a main avenue
of attack may be more rapidly and accufately identified by
the enemy. The Soviets will be conducting intense reconnais-
sance and survelillance along the main attack axis to locate
command and control centers, nuclear-capable delivery units,

10 Soviet

and reserve forces in an attempt to destroy them.
forward detachments will be operating well forward of the
main body to exploit gaps formed by nuclear attack, presen-
ting a threat to command posts located along the main axis

11

of attack. If the current TAC CP is located and then at-

tacked by nuclear weapons, it will undoubtedly be totally

i
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destroyed. The current TAC CP normally would occupy an area
not larger than one square kilometer. It is designed to be
deployed in M-577, tents, and soft-skinned vehicles. Such

a target is within the probable minimum radius of damage of
a FROG rocket with a nuclear warhead (650 rad--latent lethal-
ity at 1459 meters).12 Figure 5-1 shows that the entire TAC
CP would be within the probable minimum radius of damage if
the FROG were to impact anywhere along the perimeter of the

TAC CP area.

Dispersion

The Main CP is typically dispersed in a 10 km X 10 km
area, as shown in Figure 5-2. On a conventional battlefield,
this may be sufficient dispersion for protection against the
effects of aerial attack or from SCUD missiles with chemical
or high explosive (non-nuclear) warheads. The Main CP is
usually located too far behind the forward edge of the battle
area (FEBA) to be attacked by any other conventional weapons
systems. However, on the nuclear battlefield, this disper-
sion may not be adequate. Radiation and blast effects will
be the predominant causes of destruction due to lack of
dispersion.

1. Radiation Effects. If the enemy locates the

"signal park" by signals intercept/radio direction finding,
he can compare this with available information, including
terrain analysis, aerial reconnaissance (radar, photography,
infrared) and other intelligence. He would most likely tar-

get areas in which signal, command post, and life/service
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Source: Field Manual 101-31-3, p. 4-17,
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Figure 5-2. Dispersal of Main CP.
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support areas might be located. He may not know which ele-
ments are located in the various target areas (except the
location of transmitting antennas and radars), but he would
probably consider this a valuable target for employment of
nuclear weapons. He may analyze the target area to deter-
nine the effectiveness of SCUD missiles and how many weapons
would be required to destroy the target. Nine to sixteen
SCUD 100 KT weapons would be required to cover the entire
target area with at least 500 rad initial) radiation (latent
lethality to exposed personnel).13 This is depicted in
Figure 5-3. The Soviet combined arms army and tank army,
elther of which might.oppose a US corps, contain a SCUD bri-
gade of three battalions with three SCUD missile launchers
each (total of nine missiles).ln The exact quantity of nu-
clear missiles in a SCUD brigade is not published in unclas-
sified literature, but it can be assumed that more than one

missile is available for each launcher. Thus, without much

}intelligence or targeting information, the Soviet combined

arms army or tank army commander has the capablility to at
least cover the target entirely with 500 rad (latent lethal-
ity to exposed personnel), or can cover at least half of the
target with 500 rad (latent lethality to personnel inside
concrete buildings) within his current missile assets with-
out seeking additional fire support from Frontal Aviation or
the Front's SCUD brigade. As more accurate intelligence and
targeting information becomes available, the required number

of missiles could be decreased zccordingly. The foregoing
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analysis assumes that the enemy would employ weapons with a

500 rad effect evenly throughout the areai however, this
targeting could be more selective. For example, map inspec-
tion might show clusters of buildings are located in the town
but very few bulldings outside the town. Therefore, the in-
tensity of weapons employed against the town as a target
might be larger than the quantities employed elsewhere. A
more likely number of missiles in this case would be deter-
mined to be only ten missiles or less, as shown in Figure
5-4, This is dependent also on topographic features, since
there may be more than one town in the 10 km X 10 km area,
or there may be terrain not suited for deployment, such as
0pén fields, extremely rough or swampy terrain, lakes, etc.
The US Army calculates that friendly troops should
be at certain minimum safety distances (MSD) from the intend-

ed detonation point (desired ground zero or DGZ) of friendly

‘nuclear weapons. These MSD vary, depending on the degree of

exposure which the friendly commander is willing to accept
for his troops. For example, Table 5-2 shows that if friend-
ly troops are warned and protected, then at least a range of
9900 meters from DGZ of a 100 KT weapon is required in order
to be exposed to no more than negligible risk effect levels
of radiation (0-70 rad). If they are at least 9000 meters
away, but less than 9900 meters, they will be exposed to mod-
erate risk levels (70-150 rad). If they are at least 4500
meters away, but less than 9000 meters, they will be exposed

to emergency risk effect levels (greater than 150 rad).15
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Protection Levul Degree of Risk

of Personnel Negligible Moderate Emergency
Unwarned, Exposed 23,300 21,600 14,000
Warned, Exposed 12,500 11,600 9,000
Warned, Protected 9,900 9,000 4,500
Notes:

1., All data is in meters.
2. This unclassified information is illustrative
only. It ls based on ranges from launch to point

of detonation of 5C-150 km. This is close to the
range of SCUD-B (165 km with nuclear warhead).

Source: Field Manual 101-31-3, p. 4-23.

Table 5-2. Minimum Safety Distance, 100 KT Weapon.
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This distance for each level of risk increases lif personnel
have been previously exposed to other risk effect levels, as
shown in Table 5-3.

2. Blast Effects. There may be some additional
personnel protection against nuclear radiation levels de-
scribed above by locating command posts inside buildings.
However, at a radius of 1680 meters from the detonation point,
maximum overpressure is about 14 psi. A maximum overpressure
of about 7 psil is sufficient to severely damage most concrete
buildings.16 For example, a multi-story (3-8 stories) rein-
forced concrete building with reinforced walls will begin to
collapse if it is closer than 1800 meters to the detonation
of a 100 KT weapon. A multi-story (3-10 stories) reinforced
concrete frame office-type building of earthquake resistant
construction will begin to collapse if it is closer than
about 1400 meters to the detonation of a 100 KT weapon.17
At these ranges (1400-1800 meters), exposed trucks can he
overturned, communications shelters, microwave towers and
dish antennas will be destroyed, the signal brigade's U-21

messenger aircraft on the ground will be destroyed.18

EMP Effects
The source region of EMP is generally located within
3-6 km from the burst.>? This will definitely have an ad-
verse effect on all communications within the 10 km X 10 km area

which are not properly shielded. This could occur in the area

of the corps Main CP if only four weapons are detonated at

3
:
|




Total Past
Radiation Cumulative Commanders Risk Guidance
Exposure Dose
State (rads) MSD MSD MSD
RES-0 None NEG MOD EMER
RES-1 Up to 70 NEG + 100m NEG MOD
RES-2 From 70
up to 150 NEG + 200m NEG + 100m NEG
RES-3 More than NEG + 300m NEG + 200m NEG + 100m
‘ 150

Minimum Safety Distance can be obtained by using this
table in conjunction with table 5-2. For example, if
a commeander wanted to maintain poderate risk and his
unit is at RES-2, then the appropriate MSD is obtained
by adding 100 meters to the MSD from table 5-2 for
Negligible risk, using the appropriate data for the
"Protection Level of Personnel". If personnel are
warned, exposed, then add 100 meters to 12,500 meters.

Source: Field Manual 101-31-1, p. 63.

Table 5-3. MSD Modification as a Function of Previous
Exposure.
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four different aimpoints as shown in Figure 5-5. If nuclear
weapons are detonated within 3-6 km of the CTOC or signal
park, both temporary and permanent damage will occur to
communications systems which are not properly shielded. The
temporary damage to signal propagation, lasting minutes to
hours, comes at tne very time when radio rather than wire
communications are most necessary to assess the status of
subordinate maneuver units, to determine the status of sub-
ordinate nuclear-capabie delivery unlts, and to coordinate
alr support using the air-ground operations system. In order
to use these systems, some command and control personnel must
also have survived the nuc!l!r attack and still be operation-
ally effective. A

ovement

On the intggrated battlefield, there will be contam-
ination from a’nuclear burst spread through falloun. The
corps HHC is responsible for radiological monitoring of the
area in which the corps headquarters operates. The instru-
ments usedy to measure radiation may be inoperable due to EMP
effects. If they are operating, they may be helpful in the
decisiod concerning how and where a CP ought to be moved.
Howeﬁfr, the ability of the CP to move is the critical aspect

that Heeds to be examined. The amount of radiological con-

tamination can be estimated with sufficient accuracy to sup-

port decisions, but the ability of personnel to execute those

decisions is dependent on a variety of factors. Some factors




Figure 5-5.

Minimum 3 kilometer
radius of EMP
generated by 2
100 KT Weapon

Effects of EMP generated from Four 100 KT Weapons.




- to consider are: availability of transportation, damage to

routes due to cratering, debris, and tree blow-down, and

passage through forested areas and cities which are burning

. due to thermal radiation. Seriously injured soldiers must be

tion. The corps HHC can move approximately 18% of its per-
sonnel and 30% of its equipment and supplies using one 1lift
by organic assets.zo It receives additional transportation
support from the corps support command. This might be timely
14 enough on the conventional battlefield, but in a nuclear en-
3 vironment, the lack of ability to move rapidly from a contam-
inated area into non-contaminated areas could be fatal. Cur-
rent use of standard Army buses for transportation might be

;Q good for conventional operations, but they would have extreme

difficulty in traversing the integrated battlefield with its

mass fires, debris, and tree blow-down.

Redundancy

If the Main CP were attacked successfully by nuclear

weapons, the TAC CP would have to assume command and control

of the battle, assuming the TAC CP were still operational.
The TAC CP, as currently configured, monitors the progress

v of the battle primarily by obtaining summaries of the friend-
ly situation and the intelligence situation frem the corps
Main CP. When the Main CP has command, the TAC CP does not
have a means to monitor the reports of subordinates. The

maneuver divisions report timely information concerning the

friendly situation and enemy operations to the corps Main CP

treated and evacuated, further straining available transporta-
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by secure voice on the multichannel radio system.

Intelligence collectors at corps and echelons above
corps provide timely targeting information to the corps G2,
who in turn passes it to the corps fire support element for
relay to the division fire support element or to the corps
artillery (LANCE battalion) using multi-channel voice radio.
In field conditions, there is not enough time to provide du-
plicate voice reporting to the TAC CP within the constraints
of existing personnel and communications assets. Intelli—-
gence flows from collection units and platforms to the corps
Main CP, either direct or through a collocated supporting
intelligence unit (CEWI group, ASA battalion, or military in-
telligence detachment). After intelligence reports are ana-
lyzed, the important aspects are provided to the TAC CP in
summary form. There are no direct coordination links between
intelligence collection management personnel at the TAC CP
and the collecting units/platforms outside the corps.

The corps G3 plans office develops contingency plans
or operations plans, then passes a copy to the TAC CP. The
TAC CP personnel are not usually involved in the planning
stages of any operation.

The air-ground operations system is operated from the
Air Support Operations Company (ASOC) at the Main CP. There
is currently no duplicate set of equipment with which the
ASOC can operate from the TAC CP.

The communications section below will describe the

communications which affect the exercise of command and con-

]
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trol from the TAC CP. Suffice it to say here that on the
conventional battlefield, the communication network of the
corps Main CP supports the TAC CP. On the integrated battleé
field, this communications support will most likely be cut.
The TAC CP 1is not a true alternate CP and therefore if the
Main CP is tota}ly destroyed, the TAC CP cannot perform all
of the Main CP functions. The TAC CP may have command of the
corps, but it will most likely will not have control of the

battle for long without the supporting communications.

Section III. COMMUNICATIONS

General

This section addresses.some of the more serious com-
munications problems to be encountered on the integrated
battlefield. It does not address detailed technical aspects
of communications employment, but rather the broad aspects of
survivability and continuity of operations supporting the com-

mand and control systems of the corps command posts.

Continuity ! 
1. TAC CP Communications. Current doctrine, current ¥

equipment, and documents addressing developmental systems all ‘é

have one thing in common--the communications provided to the -E
corps TAC CP are less than half of those provided to the Main
CP. If the Main CP is destroyed by nuclear attack, the TAC
CP physically does not have the communications assets to du-

plicate all the Main CP communications networks. For example,

B e e VG detier e L0 s
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sufficient tactical satellite (TACSAT) terminals (AN/TSC-85)
will be located to support the Main CP with two 96-channel
and one 24-channel systems; the corps TAC CP will have one
AN/TSC-93 used to establish one 12-channel system. Addi-
tiocnally, this one 12-channel system must go through corps
Main CP to communicate with adjacent corps, the air force
air-ground system, and most importantly, the missile head-
quarters controlling the nuclear capable LANCE battalion.21
This is ‘illustrated in Figure 5-6. The multi-channel relay
from the TAC CP to the Main CP is not even a dedicated relay
in this concept. During 1979, tests of the AN/TYC-39 ( ) (V)
Automatic Message Switching Central assumed that the TAC CP
would not be required to handle the same message volume as
the Main CP. The Main CP was provided 50-line message
switches, while the Jump CP (TAC CP) was provided one 25~
line switch.22
2, Termination of Circuits to Support Targeting.
There is no doctrine concerning the systems to support the
flow of intelligence from collection assets at corps level
and abc" : to the corps artillery and division artillery
assets in Europe. In general, intelligence communications
are established from collection agencies or systems to the
G2 at corps Main CP, who passes targeting information either

to the corps fire support element or to subordinate division

G2 for appropriate action. This process and information
flow is displayed in Figure 5-7. This is a time consuming

procedure and information concerning moving/highly mobile
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Using Satellite Communications 4
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targets may be obsolete by the time it arrives at the appro-
priate artillery firing battery. Considering NATO's small
yield ground nuclear weapons systems, and the political con-
straints on nuclear targeting, this time lag is unacceptable.
If the corps Main CP switch is destroyed, then targeting in-
telligence from echelons above the corps if effectively ter-
minated, since the TAC CP and the artillery systems receive
this information through that switch. In practice, there is
some multichannel redundancy provided by the corps area sig-
nal centers with schelons above the corps using alternate
routing for these systems. This is usually a procedural af-
fair to enable communications with the Main CP. If communi-
cations with the Main CP were out, then the flow would be
shifted to the TAC CP.

There is no such doctrinal redundancy currently for
corps intelligence assets, which report to the intelligence
facility supporting corps Mgin CP, such as GUARDRAIL, MOHAWK
SLAR, Photo, and Infrared, and QUICKLOOK. The CENTAG Tac-
tical Aerial Reconnaissance Results Reporting System termi-
nates at corps Main CP only: the communications system is a
"manual tape-relay" process from corps to divisions, as

shown in Figure 5-8.

Radio Direction Findigg (RDF)

RDF decreases in accuracy as range increases. How-
ever, the Soviets employ aircraft platforms for electronic

reconnaissance.z3 Therefore, they can find a US communica-
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tions site by flying within closer collection range than that
range from which ground based assets can collect. US signal
intelligence assets can intercept Soviet command, control,
and intelligence communications at ranges in excess of 50-
100 km, and can locate Soviet artillery, surface-to-surface
missiles, and air defense artillery at these ranges.zu This
same collection capability can reasonably be attributed to
the Soviet signal intelligence/electronic reconnaissance or-
ganizations, especially since they are using serial platforms.
Within three minutes, Soviet electronic reconnaissance organ-
izations can intercept, process, and target US radio trans-
missions lasting less than one minute.25 Due to the long
distance between the corps Main CP and the FEBA, air a?tack
is the only timely means available on the conventionaivbattle-
field to use against detected signal sitss supporting the CP,
On the nuclear battlefield, the same signal sites could be
attacke¢ with nuclear weapons delivered by SCUD missiles.
Thus, radio direction finding, even if not extremely accurate
at longer ranges, becomes more of a threat to the communica-
tions systems on the integrated battlefield. Targets can be
attacked with a high probability of success based on less
accurate positional data than that required for conventional

weapons systems.

Frequency of Movement
Signal sites supporting a corps Main CP do not usually
move more frequently than the command post. Field Manual
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11-92 (Advance Qgpxl states:

Those command posts which must transmit
frequently will have to move frequently in order to
survive; ideally within minutes of lonithy trans- o
missions if the CP is within enemy artillery range.

This prescription was undoubtedly written with the conven-
tional artillery range (30 km) in mind. The communication
support for the corps Main CP is out of this range, but it
is still within range of a SCUD missile (165 km nuclear,
280 km conventional).27 The corps Main CP makes continuous
radic transmissions and would be constantly moving if the
above prescription were followed. The corps CP cannot move
too frequently, since much of the supporting communications
equipment takes several hours to set up and tear down, ex-
cluding travel time. For the mean time to set up an AN/TYC-
39 switch and associated communications security equipment
is 3 hours, 30 minutes (assuming the communications node is

previously set up and fully operational prior to the arrival

of the AN/TYC-39. The mean tear-down time is 1 hour, 9 min-

28

utes. If two moves were made in one day, the system would

be operational less than 14 hours per day. D

Section IV. SUMMARY OF ANALYSIS P

Threat i
The most likely enemy weapon to be used against the % ;
corps Main CP on the integrated battlefield is the SCUD mis- ; I

sile with a 100 KT warhead or its replacement. The most
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% ! likely enemy weapons for use against the TAC CP are the
: FROG rocket or the SCUD missile.

TAC CP
2 1. The TAC CP located in a division sector and in

a main avenue of enemy approach is highly vulnerable to in-

: ; . tense snemy reconnalssance in this area on the integrated
% | battlefield.
? 2., The TAC CP provides no true alternate command

and control facility for the corps Main CP.

Ma P
If the Main CP, as currently configured, were at-

tacked by nuclear weapons of 100 KT yield, it would most

i

| likely be permanently destroyed (unable to perform its mis-

sion) due to a lack of dispersion and to a lack of protection

; from blast and nuclear radiation.

Communications

1. The communications system supporting the corps

is not sufficiently redundant to support the TAC CP and nu-

clear firing units with timely targeting intelligence from ; “é
collectors at corps and echelons above corps.

2. The radio direction finding threat to the com-
munications system supporting the corps is more dangerous

on the integrated battlefield, since nuclear weapons can be

- e RS
TR e B o

employed with target location data that is less precise than

that required for conventional weapons employment.

A RN e s A 0 SRR TR BRSO R



Cob S T T A

107

Effectiveness

Command posts may be made survivable dy dispersing,

but probablywould not be continuously effective to contrel
operations in a timely manner due to lack of proper commun-

ications support and redundancy.

TR

Section V. CONCLUSIONS

?he corps TAC and Main CP as currently configured
and deployed are nelther dispersed nor redundant enough to
survive a nuclear attack by SCUD missiles,or FROG rockets in
the case of the TAC CP. If a Maln or TAC CP were attacked
by SCUD missiles, the effects on personnel may not be 100%
killed, but the effects of blast overpressure on communica-
tions equipment and the effects of exposure to latent lethal-

ity (650 rad) levels of radiation would cause sufficient in-

capacitation of personnel that the command post could not
perform its mission--command and control.
This supports the hypothesis that current corps com-

mand posts would not be survivable and continue to be effec-

B R Y SPP

tive on the integrated battlefield based on their vulnerabil-

ities to the effects of nuclear weapons.
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CHAPTER 6

PROPOSED SOLUTIONS

Section I. GENERAL

The previous chapter highlighted some major areas

where the current corps command post concepts would be in-

R S o + 40 o) Tt o  PE, B =+ 4 ea e S M ae e

adequate on the integrated battlefield. This chapter de-

scribes the author's proposed solutions to those inadequa-
cies. The proposals address architecture of the command for %J
1986 to 1990. In the combat developments and materiel ac-

quicition processes, the first step in documenting an Army

requirement is to "...identify those mission elements for Ei

which existing or projected capability is deficient and to

identify opportunities for capability enhancement through

1 tnis

more effective and less costly methods and systems.”
documentation is required to be stated in "terms of the oper-
ational task to be accomplished...not in terms of capabilities

2 This

and characteristics of a hardware or software system."
chapter discusses the basic operational needs which form the

foundation for the identification of alternative system con-

cepts. In some areas, the need will be for procurement of
additional quantities of equipment already in develcument:

this is based on different organization and procedures than

those on which the existing procurement quantities are based.
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Section II. DESIGN AGAINST THE THREAT

The Threat

Design of a corps command post for operation on the
integrated battlefield should be based on the weapons systems
which present the most likely threat to the corps Main CP.
There are a variety of weapons which can be employed, depend-
ing on the tactical situation. The corps Main CP would most
likely be deployed about 70-100 km from the FEBA. Command
posts in‘this area are vulnerable to actions of long-range
reconnaissance patrols, guerillas, sabotage by partisans, and
forward detachments of the attacking army. If Soviet forward
detachments were operating that far forward and locate the
command post, the threat is basically from ground direct-
fire weapons systems (tanks, machine guns, small arms). If
enemy intelligence operations locate the CP, the enemy could
attack it with nuclear weapons delivered by tactical air-
craft or guided missiles. The Soviet forward detachments
would most likely be deployed tq depths greater than 50 km
after the Soviets delivered their nuclear weapons in order to
rapidly exploit the effects on NATO forces. In this case,
they do not represent a threat greater than that presented
by the nuclear weapons, since most of the damage would have
already occurred. If the Soviets decided to use air-deliv-
ered nuclear weapons, the targeted CP may have moved during
the time it takes to coordinate an air-delivered nuclear

attack between the combined arms armym the Front, and the

kY v - ‘
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tactical air army supporting the Front. The air defense pos-
ture of NATO forces may pose great risk to enemy alr forces
attempting to deliver a nuclear weapon on a target such as

a corps Main CP. The SCUD missile could be employed more
rapidly against a corps CP than an aircraft delivered nuclear
weapon. The Soviet army commander can employ the assets from
his organic SCUD brigade, eliminating the need for Front and
tactical air army coordination. Employing a SCUD missile
would not entail the risk to the Soviets that air-delivered

nuclear weapons would, i.e., loss of delivery aircraft.

SCUD Missiles

Employment of SCUD missiles against a corps Main CP,
an area target, would not require the pinpoint accuracy pro-
vided by aircraft delivery. There would be little or no
warning of an impending enemy missile attack, whereas enemy
aircraft could be detected at long ranges and engaged by air
defense weapons. The survivability.characteristics of a corps
Main CP should be designed to minimize the effects of the SCUD
missile(or its replacement) with a nuclear warhead. The nu-
clear weapons effects discussed in this chapter are based on
the capabilities of the SCUD missile. These capabilities are
derived from unclassified references and may not represent
the true capabilities of the SCUD missile or its potential
replacement on the 1986-1990 integrated battlefield. However,
they provide the basis for discussion of corps CP architec-

ture that is sufficiently accurate to highlight current de-
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ficlencies and initlate statements of operational needs bhased
on the Soviet nuclear threat. The SCUD missile's nuclear

warhead discussed in this paper is about 100 kilotons (K'I‘).3

Section III. DISPERSION

e , General

T P RS

Measures for defense against nuclear radiation and
blast effects are inadequate in the current corps command |
post docfrine. There have been some attempts at dispersing
1 the command post, such as remoting communications sites from
%; the CTOC. Howerer, if the distance between these remote
sites and the CTOC is less than two lethal radii of a
nuclear weapon, then both facilities can be attacked by
nuclear weapéns using a single aimpoint. An analytic
model developed by Sidney I. Firstman describes sites
dispersed by about 0.2 lethal radii as point targets.
3 Sites dispersed between 0.2 and 2.0 lethal radii can be

attacked as one target using a single aimpoint, although
multiple weapons mayube used to insure target defeat at a

. specified criterion. Attempts to disperse a command post

by 2 or 3 kilometers may reduce its vulnerability to target oy
aqquisition. but not necessarily reduce vulnerability

1 to nuclear weapons effects.

Defense against Blast Effects. A 100 KT nuclear weapon Z é

generates 7 psi maximum overpressure at approximately 2600 4

meters radius from peint of detonation. Concrete buildings

{
|
within this area will begin to collapse under these conditions. z
!
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If a CTOC communicatlions site complex were deployed in

bulldings, susceptibility to being targetted as a single
aimpoint with overpressure as the dominant effect can be
reduced by deploying these facilities at least 5200 meters
(2 lethal radii ) apart. If a CTOC-communications site
complex were deployed in tents and vehicles, the separation
distance increases. Light vehicles are affected adversely
at 5 psi maximum overpressure:  for a 100 KT weapon, one
lethal radius for 5 psi effects is 3200 meters. Separaticn
distance becomes 6200 meters. For the deployment illustrated
in Chapter 5, Figure 5-2, the CTOC-communications site
complex would.be within 2 lethal radii, but the life support

service support.area would be outside this area (Figure 6-1).

Defense against Radiation Effects. The lethal radius of nuclear

radiation ( greater than 500 rad) for a 100 KT weapon is
approximately 1800 meters. Two lethal radii are 3600 meters.
However, dispersion should not be based on this calculation
alone, since the two lethal radii calculation is merely
intended to present multiple aimpoints rather than a single i'ﬁ
aimpoint for the Main CP. A more appropriate calculation |
for dispersion would include the minimum safety distance (MSD).

MSD is a calculation normally used when a nuclear weapon Py
is to be employed by friendly forces. MSD is the sum of

the radius of safety for a specified degree of accepgabie
risk and vulnerability, and a delivery error buffer. Although
this is normally used when planning friendly strikes, dispersion

1
based on this calculation provides better protection for i

é

6

the command post since it includes an analysis of the risk

S
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Figure 6-1.

DA Pam 50-3.

Analysis of Current Corps Main CP using Two
Lethal Radii Calculations.
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faced by the commander for accepting troop exposure levels
bagsed on cumulative dosages. One cannot always expect <the
enenmy to find the exact center of a target, nor can one
expect that a weapon would detonate exactly at the desired
aimpoint. Use of the MSD calculation takes those factors
into account, but more importantly, use of MSD calculations
provides conaideration for previous exposure of the command
post personnel. Such an analysis might focus on the
"negligible risk" category for warned, protected personnel.
Since pefsonnel in a command post are not required to hold
key terrain or join battle with major enemy combat units,
there is little rationale for using "moderate" or "emergency"
risk categories. One lethal radius for negligible risk

to warned, protected personnel is 9900 meters. The corps
Main CP' life support service support area of Figure 5-2

is within one lethal radius using this criterion ( Figure 6-2).
Lethality at this level of exposure is based on cumulative
dose rather than on one single dose. This concept‘would
require dispersion of 19,800 meters in order to achieve

a two lethal radii separation. Such a concept isgs vital for
CP survivability because it focuses on cumulative dose.

If the personnel manning the CP are to remain effective
after more than one exchange of nuclear weapons, then
cumulative dose rather than single dose becomes the major
factor in dispersion. Many analyses of vulnerability to
nuclear weapons effects examine only a one-time exposure

to nuclear radiation. However, there will probably be

g s
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Sourcet Field Manual 101-31-3, p. 4-23,

Figure 6-2.

CTOC

3 km

7 km

SIGNA
PARK

117

SUPPORT/
SERVICE
SUPPORT
AREA

ma——————

Area is within one
of 100 KT Weapon with Aimpoint in Center
of CTOC.

N\ ' Area is within one MSD Radius (9900 meters)

D Radius (9900 meters)

) of 100 KT Weapon with Aimpoint in Center

of SIGNAL PARK.

One MSD Radius of 100 KT Weapon.

B e
o
B

PP TP R

I

a2

3
3
A




.

T | R SRR i

118

e i AN oY
£

several times when personnel manning the CP are exposed to

a sufficient level of radiation to be lethal when accumulated
over a short time. Dispersion based on "Minimum Safety ?A g
Distance" and "two lethal radii" calculations rather than |
on "latent lethality" calculations tends to decrease the
amount of exposure to which the CP as a whole is vulnerable,
while increasing the time over which the CP personnel can be

expected to function unimpaired.

Methods of Dispersion. Figure 6-3 illustrates the Main CP
dispersed using MSD calculated separation distances of two
lethal radli. This dispersion is deceiving, since command
and control would be seriously degraded if the communications
site alone were destroyed. If the CTOC area alone were
destroyed, off-shift CTOC personnel in the life support area
could still perform command and control functions, although
less efficliently, using only the communications equipment
located at the communications site. If the life support
service area were destroyed, CTOC and communications site
areas could still perform thelir missions, although somewhat
degraded. In order to increase the survivability of the
command and control system, the elements of the command post 3 i
need to be functionally dispersed. This dispersion can be
accomplished best by organizing small cells, much like the
West German Army corps uses, but at a much greater separation §
distance, A nuclear attack might destroy several cells, but 4

net the entire Main CP. Figure 6-4 provides a display of 3

selected cells illustrating MSD calculated separation distances
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Figure 6-3. Main CP dispersed by two MSD Radii (19.8 km)
Separation Distance, based on 100 KT Weapon.
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of two lethal radii;l This configuration provides enhanced
survivabllity of the entire CP-communications, operations,
intelligence, and service support.

There is a belisf that dispersed command posts may
detract from the staff's abllity to interact effectively.
This belief may be unfounded if the dispersed CP is well-
supported. III Corps has developed a dispersed-¢cell command
post cbncept at Fort Hood, Texas.8 Although the amount of
separation betwesn cells is usually less than one kilometer,
the III 6orps staff has accunulated some valuable experilence
concerning dispersed operations. The staff believes that
they are operating in a more coordinated atmosphere than
when they were all in the same facility.9 The corps uses
closed circuit television to present inter-cell briefings
to staff elements and to the commander: this system is
regarded by staff personnel as reliable in héeting their
needs. A significant increase in separation distances could
be acﬁieved By using radio-waves rather than cable for tele-
vision transmission. The current cable system also requires
a larger amount of time to emplace/displace than a radio-
wave based transmission system.

Section IV. REDUNDANCY
TAC CP vs TRUE ALTERNATE CP. The TAC CP was described in

Chapters 4 and 5 as a facility from which the commander
might direct the battle in a particular area for a short

period of time (less than 36 hours). It does not provide a
true alternate to the corps Main CP. The TAC CP, with its

. [
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limited commuwnications, 1ls not desisned to perlorm the
various missions which the Main CP performs. To increase

the survivability of the corps command and control system, a

true alternate CP rather than a TAC CP is required. This
) altarnate CP ought to be a mirror image of the Main CP and
ought to be dispersed in the same manner as shown in Figure

6-4, This true alternate CP would receive the same information

as the Main CP, therefore requiring the same type and quantity

i
v
[

of communciations as the Main CP. The Alternate CP would

thus be able to take control of the battle at any point

without complete loss of continuity. This would not only
occur in case of nuclear attack on the Main CP, but also if
the Main CP cells were to displace more frequently to rdduce

vulnerability to enemy target acquisition. A TAC CP close

to the division battle area in the enemy's main attack =zone
is not prudent. Such a deployment would expose the commander
and staff to unwarranted risk levels of nuclear radiation.
The same reasoning is valid for location of the Alternate CP,
An Alternate CP, outside the area of intense combat and
reconnaissance would be available to marshal forces required

to stop a penetration of the division.

Termination of Communijcations. A true AXYXernate CP would

1. require more communications than the current TAC CP. This

involves a change in equipment quantity authorizations. A
different concept to increase redundancy involves a major

change in procedures and equipment quantities. This concept

{s to terminate selected command, control, and intelligence

o a3 LR Tk, Wb 3] KT - e etk
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communications systems at echelons or units in addition to

R e

those places where they are currently terminated, ©This

should occur in intelligence targeting and in nuclear release.
1. Intelligence Targeting. Systems which commun-

icate intelligence targeting information should terminate .

at the corps artillery element and the division artillery

elements responsible for nuclear fires against the snemy in
a particular sector. Some intelligence collection systems
which can provide direct targeting information are auto-

mated or. semi-autometed. Information is sorted by geo-

s

graphic area and passed to the organization responsible for

firing missions (air or field artillery) into that area. An

= argument against such a concept is that the staff is by-

? ; passed and a commender loses his prerogative concerning

what targets should be fired upon. This argument is not

valid since they seldom tell the artillery which particular

targets should be fired upon. The field artillery sec-:

tion at the CTOC is given priority areas and type targets

as guldance. Artillery is fired based on the quality of : %
intelligence, considering availability of ammunition and '_é
artillery pieces. The commander's priority of fires is by .

area, type of target, and by unit to be supported. Intel-

ligence personnel could be located where intelligence &@
system communications terminate at the artillery organi- l

zations. The current system, shown in the Army Battlefield
Interface Concept (ABIC), connects two automated systems,

such as TACFIRE and selected intelligence systems, by remote } %

and probably manual interface.lo Figure 6~5 shows intell-
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Intelligence Flow Illustrated in ABIC 79.
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igence flowing in one channel from the corps all-source

R SR WRES-LEPRY

analysis section (ASAS) to division ASASAto division Tac-

tical Operations System (TOS) to division TACFIRE, then to
division field artillery systems. Figure 6-5 also shows a |
second channel of intelligence flowiné from the corps ASAS é

to corps TOS, to corps TACFIRE, to division TACFIRE, and

11

then to division field artillery systems. By sending

selected intelligence from the collecting system directly

e o e v A T e e T P ——

to TACFIRE, two things are accomplished:

(1) +timeliness of intelligence would be

[N

1 increased;
(2) most importantly, if the Main CP were

destroyed in a nuclear attack the artillery would still

have timely targets for nuclear fires. ;
A direct link (Figure 6-6) from remotely piloted vehicles |
to TACFIRE, such as described above, is illustrated in the

aBIC.?

2. Nuclear Release Authority. The same rationale
as described above could be applied to the system used for
release of nuclear weapons. The ABIC illustrates the flow
of command and control information. Figure 6-7 is based on

these illustrations. The command and control information

from automated systems at USAREUR and CENTAG flows to corps

T0S, then to division TOS, to TACFIRE, and then to the field

3

artillery system. One may argue that information from CENTAG

or USAREUR can be provided simultaneously to corps and to

the divisions through automatic switching in the network

~ Len u‘-":.'.»._-;.'t.:-';. e R S .
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(1) TACFIRE provides Remotely Piloted Vehicle with
mission tasking.

3 , (2) Remotely Piloted Vehicle provides fire mission
4 data through Quickfire channel

Source: ABIC, p. E-68.

Figure 6-6. Relationships between Remouely Piloted Vehicle |
and TACFIRE.
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supporting communigations facilities. A more direct and
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described above. However;\the current communication system
from EAC is routed to the_division through the corps Main CP
signal support facility. If this is destroyed, then the
information does not flow to the divisions from higher head-
quarters unless it is routed through an adjacent corps and
then into the corps area signal battalions's multichannel
system to the TAC CP éhd to the divisions. A link such as
this would not seem to be very timely or reliable during the
enemy nuclear attack or shortly thereafter under conditions

of massive disrupfibn and movement of command posts and

reliable communications system is required between CENTAG/
USAREUR, the corps Alternate CP, the divisions, and the field
artillery system for transmitting nuclear release messages in
a timely manner. This system would insure sufficient redun-
dancy to provide a higher level of confidence that the US
corps could employ its nuclear weapons as directed by higher

authority at a decisive point in the battle.

Section V.. Communications-Electronics Systems.

General. The preceding descriptions of dispersion and redun-

dancy require a type of communications system not in the

current US Army inventory. The current corps TOE does not

S

provide sufficient quantities or types of equipment for P
redundancy nor for the abllity to tie together a number of
corps célls scattered over a wide distance. There is some

equipment in use by non-US Army organizations and there are

several forms of technology being researched which can provide
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the type of communications required to support the concept

A e TS PN A

of a command post widely dispersed with sufficient redun-

e Tt st

dancy to greatly improve the survivability of the command
and control system. This section describes some of the means

. which could support the proposed command post architecture. '

Systems Used by Other Organizations
g 1. WAVELL. The British are fielding WAVELL, an

automatic data processing system for battlefield command and

control.. The WAVELL system is similar to the proposed US

e an e e eee e e

Army TOS in that it is a mobile computer based system that

operates at corps, division. and brigadg.13 _(Note: TOS as *
a specific hardware system hgs been dropped from US Army de-
velopment requirehents. but research and development is con-
tinuing on a follow-on system with much the same functions).

WAVELL is to be deployed throughout the 1st British Corps in
14

RETORT USRI

Germany in 1982-1983 as a second stage systenm. The first
stage consisted of installing WAVELL assets in 1978 to sup-

port operations and intelligence only in HQ, 1st British

Corps, the 2d Armored Division, two brigades, and in the

"Step-up" CP at corps and division. The corps and division ]

sets consist of processing, storage, and retrieval elements

S el D e 4

deployed in a U4-ton truck and the brigade sets are in a

three-quarter ton Land Rover. Visual display and printing

A Bl

units are remoted to a building, tent, or another vehicle. 1
The British experience during field exercises with WAVELL

since 1978 has been favorable. Information arriving at d'vi-

sion headquarters through manual input was inaccurate, con-
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tradictory between division and brigade command posts, and was
not timely. Information arriving through WAVELL was consis-
tent, timely, accurate, and easy to update. Use of WAVELL
has "...led to more flexible operations, better use of total
avallable resources, and better fall-back to altcrnativg head-
quarters."15 Such a system deployed in three-quarter ton
trucks could support the widely dispersed corps Main and Al-
ternate command posts. The major change to WAVELL desiired
for a US command post would be the ability to transmit and
display graphics. It is currently configured to display only

alpha-numeric data.

2. RITA. The French Army will start deploying the
RITA system in 1980.16 RITA is the Automatic Integrated -
Transmission Network, and will be employed from army thfgugh
brigade level. It is a meshed-type network consisting of
electronic automatic switching units connected by microwave
links, cables, and radio-wire integration. It will use both
pulse-code modulation and time-division multiplexing for
multichannel links between exchanges. RITA has a Network
Command Center which provides computer control of communica-
tions, displays network status, selects preferred points for
new communications sites when displacing, and selects fre-
quencies to be used in its links. This form of automated ‘
network control would be most beneficial in achieving the de-
sired redundancy between various dispersed cells of both the

Main and Alternate CP, especially if they move frequently.

This system is simila. in function to the series of tactical

et N e s ¢ s bt e
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communications equipment being developed by the US TRI-TAC
Progrum.'a Joint program chartered by the Department of De-
fense. The French system 1is currently in production and will
be fielded shortly, while the US system is still in the ini-
tial operational test stages.

Systems ”T ology in Development

1. Military Satellite Communications (MILSATCOM).
The Department of Defense is investigating improvement of the
current Defense Satellite Communications System (DSCS-II/III)
satellites to communicate with mobile ground and other ter-
minals supporting nuclear-capable organizations.17 One im-
provement in near-term systems is the addition of single-chan-
nel transponders (SCT) to DSCS-III and other supporting space-
craft., The SCT would be one-way devices used to transmit nu-
clear release messages. Research is focusing on developing
SCT systems which would have improved resistance to jamming
and lo probability of eneny intercept.18 Such systems would
operate at Extremely High Frequency (EHF), probably around
L5 Gigahertz. This system would require a new series of com-
munications equipment to be deployed as mobile ground termi-
nals, since current MILSATCOM terminals are operating in the
Ultra High F»-~uency (UHF) spectrum between 240 and 400
Megahertz.]r

2. Anarchy Band/Spread Spectrum Concepts. The an-
archy band co-. pt focuses on developing a communication re-

gulation system that will allow operation within a specific

.
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band, but without assigned channels or frequencies. The

concept known as spread spectrum communications is one in %
which a particular communication system would operate over «
a varioty of frequencies as those freguencies are available
rather on a predetermined frequency. The DOD Advanced Re-
search Projects Agency (DARPA) has developed a system to
operate tactically using the spread spectrum concept; the

20 Packet radio is a method

system is called packet radio.
of automatically transmitting volce and data in a packet of
data over any free channel avallable within a group of pre-
designated channels. Through internal query and control
systems, any packet not received properly at its intended
destination is automatically retransmitted. This concept is
based on an existing fixed-station network, called ARPANET,
which connects dozens of various computer installations a-
cross the US into virtually one network. A packet switching
network forwards packets from switch to switch using line

circuits or radio or satellite channels.21

DARPA is working
on a system to Integrated the various transmission means and
switching centers to service mobile tactical users. Differ-
ent network types--broadcast (all listeners can hear all
transmissions), seg};ﬁfg:icast (line-of-sight, store and
forward), non-broadcast (wire)--are made interoperable since
they are each necessary in some way to the tactical user.

The packet radio concepts provide efficient methods to support
widely dispersed command post cells. They also enhance sur-

vivability by providing a great degree of redundancy and high
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resigstance to Jamming. For example, a packet switch keeps
trying to send a packet until it has been successfully re-
ceived. At some point, a switch may determine that an in-
tended receiver is inoperable, oitger through destruction,
jamming, or movement: it will autoﬁatically reroute the pack-
et to a designated alternate recelver. The packet radio
system does not currently have a graphic transmit and dis-
play capability.

The spread spectrum techniques would more than ade-
quately support widely dispersed cells at both Main and Al-
ternate command posts. This function is not efficiently pos-
sible using current US Army TOE equipment and procedures.
This packet radio system could be avallable for the 1986-1990
corps command post. As of 1978, at least 28 radios had been
built by Rockwell International and delivered to the US gov-
ernment for testing.22

3. Fiber Optics Cable. Use of fiber optic cables
in place of metallic cables is being investigated. Communi-
cations using current fiber optic cables require repeater
stations for ranges in excess of eight kilometers. Advances
in fiber optics ancillary devices, such as receivers and am-
plifiers, are being researched to extend this distance in
excess of 50 km.23 Some advantages of fiber optic cables
over metallic cables are: reduced bulk, reduced electronic
signature, immunity to EMP, increased reliability, and in-

24

creased bandwidth. Especially important on the integrated

battlefield is the ability to operate at long ranges and the
immunity to EMP.
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4., Microelectronic 3Switches. Current Army solutions
to limiting the damage of EMP to communication-electronics
equipment require protective measures to be taken prior to
the nuclear detonation in most cases. DA Pam 50-3 lists
such measures as: shielding of various types (metal "cages"
around equipment; cables buried underground); proper circuit
layout; satisfactory grounding; and protective devices (ar-
resters, spark gaps, filters, circult breakers, and fuses).25
Field Manua) 11-50 lists specific methods to implement the
foregoing guidance. Such methods include: using highest fre-
quency possible, using horizontal polarized antennas, keeping
cable lengths short, using common grounds, disconnecting all
equipment not in use, and wrapping disconnected equipment in
foil. The methods which are safest are those which usually
work only with equipment that is not currently being operated.26
(Fig 6-8) A shortcoming with most current solutions is that
they may not prevent the effects of EMP because of the high
voltage (20,000 volts per meter) being generated in an ex-
tremely short amount of time (10 nanoseconds or ten billionths
of a second).27 Most of the grounding methods and protective
devices (fuses, filters, circuit breakers, etc) are intended
to prevent lightning from affecting communications-electron-
ics equipment. However, lightning has a relatively slow
bulld-up time and less voltage than EMP, as illustrated in
Figure 6-9. Thus, these methods and devices, which are de-
signed to operate efficiently against the effects of light-
ning, do not operate well against the effects of EMP. When
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EMP bu%lds up to approximately 20,000 volts per meter

in 10°° seconds (10 nanoseconds or 10 billionths of a
second).
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Lightning builds up much slower and to a lesser voltage,

Source: Field Manual 11-50, p. 4-15.

Figure 6-9., Comparison of EMP with Lightning.
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they are used, they must be used in connection with other
preventive measures.
Current switches, filters, fuzes, circult breakers,

and spark gaps are not able to operate faster than the EMP

buildup. However, the new microelectronic technology being

devaloped has the potential for providing the required high

speed switches. The state-of-the-art semiconductor switch

technology used in computers has been able to achleve a cycle

¥
]
by
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b
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i
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i

3 second).?? This is almost fast enough to switch the EMP vol-

time (one switching) of 12 nanoseconds (12 billionths of a

%; tage at 10 nanoseconds bulld-up time. The new microelectron-

ic technology is based on the "Josephson junction," a device

%l which can change state (switch) in as little as 6 picoseconds
;! (six trillionths of a second). This junction is based on the

superconductivity of the materials from which it is made and

on the "tunneling" of electronic chérges across an insulating

30 (The tunneling phunomenon is based on research

Eé barrier.
i conducted by Brian D. Josephson at Cambridge University in
1962). The Joserhson junction requires temperatures close to
absolute zero in order to achieve the 6 picoseconds switching
speeds.31 Such switches would enable communications-electron-

ics equipment to be operational and still be protected from ol

the effects of EMP. The switches could be built into power
connections, antenna connections, and in lead-ins to circuits.

Equipment would be operated normally and if EMP effects were

transmitted to the equipment, the Josephson junction switches ; §

would automatically route the voltage to a specific grounding
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circuit. Such switches also may be helpful in desimning
radiological monitoring instruments that would be EMP hard-

ened.

Employment of Josephson junctions would require cry-

ogenlc equipment for supercooling switches to the near-abso-

lute zero temperatures required for proper superconductivity

condition and heat dissipation caused by high wattage from

TR TS R

voltage currents concentrated in such small areas. Such cry-
ogenic equipment has been developed already to support the

operation of thermal imaging devices.

T e e

Section VI. PHYSICAL FACILITIES AND MOBILITY CONSIDERATIONS o

General

il d AR L n by e

The corps Main and Alternate command posts need to

te highly mobile but also structured to take advantage of
hafdened or semi-hardened facilities whenever possible. The
current TOE for corps HHC provides transportation assets for
a maximum of 18% organic mobility to move personnel and 30%
organic mobility to move supplies and equipment: of trans-

portation assets must be requested from the corps support D

command.

. Mobility

£ ot Lk s T

1. The service support of a widely dispersed head- g

quarters requires mobile teams to provide vehicular and com- 1

munications-electronics maintenance to the various cells. This

i
requires additional transportation assets devoted to or 4
[
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organic to ceorps HHC.

2. The cellular elements of the CTOC should have
organic transportation. Currently, the G2 and the GU4 staff
sections have over 30 personnel each, and yet each of these
gstaff sections is authorized one %-ton vehicle. These cells,
when dispersed, should be compact and operate from a small
number of organic vehicles designed for operational, commun-
ications, and life support functions. Microprocessors for
operations support and for communications systems would
assist in obtaining the desired compactness of each func-
tional cell. Each cell could operate from vehicles the size
of the current 5/4-ton truck with a modular shelter system
(ie. different shelters for communications, work area, sleep,
and mess area, and personnel and equipment transport, all
mounted on the same type chasis). The British Army has mod-
ified a 3/4-ton Land Rover into a "Carawagon tactical command
post vehicle" for use by commanders of general officer rank.31
They have also mounted a WAVELL set into a modified Land Rover.
A similar vehicle could be used to support the dispersed

corps command post cells.

Transportability

Each cell should be small in size and have vehicles
which are small enough and sturdy enough to be sling-loaded
and transported by helicopters organic to the corps (BLACK-
HAWX or CH-47), using as few sorties as possible. This dis-

placement by air would help in bypassing contaminated areas
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and also minimize.the time it takes a CP to displace. I%
would not move by air all the time, nor would all cells move
by air simultaneocusly. In the case of nuclear attack, this
would be a good method to move selected cells rapidly,
avoiding contaminated areas and areas of massive destruc-

tion and obstacles.

Life Support Services

Small vehicles, such as those discussed above, could
be modified for sleeping and eating. much like many of the
recreational vans so popular in the US civilian community
today. Food service could be simplified, using a combina-
tion of freeze-dried foods, microwave cooking technology,
and portion-controlled, pre-packaged dinners like commercial

airlines provide.

Use of Existing Structures

1. Use of existing hardened or semi-hardened
structures could be used to enhance protection from weapons
effects and to reduce target acquisition vulnerability. If
mostly 5/4-ton type Yehicles were used rather than current
5-ton expansible wvans, the cells of the CP could fit into a
variety of buildings, not just large barns, factories, and
warehouses. Equipment would not have to be unloaded into a
structure and loaded back into vans every time the cell moved,
thus increasing the timeliness in which th3se elements could
emplace/displace. The various cells would not occupy the
same fixed facilities for great lengths of time, since this

might increase their vulnerability to enemy targetting.
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2. Use of defilade positions or earth shelters could
enhance protection from blast and thermal effects. Small,
high-speed trenching machines, such as those used in civil-
ian construction firms, could be used to create such defi-
lade positions or eﬁrth shelters. This construction could be
done at a variety of preplanned locations, and CP cells could
emplace into them as required.

3. The construction of permanent, hardened facili-
ties specifically for a corps is not tactically desireable,
since the areas of deployment should be in reaction to an e-
nemy fhreat. The corps must be flexible enough to fight a
war with little warning on terrain or along avenues other’
than those contained in the corps general defense plan.
Friendly intelligence estimates, derived during peacetime,
might reflect high confidence that "the enemy most likely con-
duct his main attack along avenue A with three divisions, sup-
ported by a division each along avenues B and C." The enemy
may have a different view of the battlefield, ignoring ave-
nues A and B and conducting a main attack on avenue D, with
two divisions in first echelon and one in second echelon. Sup-
porting attacks may be on avenues C and E, with each having
one division in first echelon and one division in second ech-
elon.

Such a situation\occurred in France in 1940, where
the Allied armies were deployed along the Dunkirk-Sedan-Magi-
not Line. There was a prearranged plan to move the Allied

forces from the French-Belgian border north-mortheast to the

i
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Dyle Line if the Germans attacked in the north through Belgium
instead of along the Maginot Line. The Germans did attack
Holland and Belgium in the north and the Allies executed the
plan to swing north toward the Dyle Line. However, the Ger-
mans did not see the situation in terms of "elther-or,"” l.e.,
either attack along the Maginot Line or attack in the North.
Rather, they made a major effort going through the Ardennes
toward Sedan, the hinge of the Allied turning movement. A
formal model of this situation was formulated and analyzed
by two professors from Sussex University. Their analysis
used a hypergame approach which does not assume that all
"players"” see the same "game."32

Permanent fixed facilities constructed specifically

for corps command posts, if constructed much before the war

began, would be more susceptible to identification and lo-
cation by enemy intelligence reconnaissance or agents. Hav-
ing identified and located the facilities as command posts,
the enemy would plan to destroy them bhrough acts of sabotage
by partisans or guerilla forces.

A permanent fixed facility constructed specifically

as a corps command post would reflect an inflexibility of

thinking as would an unchanging belief that the enemy most Lo

likely will follow the scenarios described in our general de-
fense plans. If it were desireable to deploy the corps head-
quarters in a permanent, hardened command post facility, then
at least there should be a series of these facilities estab-

lished laterally and in depth to provide some flexibility in
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wartime deployment in response to enemy maneuvers. We must

not fall into the trap of our own minds by deploying agalinst

a threat as we estimate it during peacetime, but rather we

should be prepared and capable to deploy rapidly in reaction

to where the enemy actually is maneuvering. Small, widely ?
dispersed, and highly redundant command post cells would pro-
g : ' vide a better degree of flexibility than permanent fixed

facilities.

¥ Section VII. SUMMARY OF ANALYSIS

Design Against the Threat

The corps command posts for operations on the 1986-

TUTENT v e ey

1990 integrated battlefield should be structured to provied

enhanced survivability against 100 KT or larger nuclear wea-

DT TP T < T T T f

pons. Such weapons would be delivered by the SCUD missile

or its replacement.

Command posts remain vulnerable to direct ground ac-
tion by long-range reconnaissance patrols, sabotage by par-
tisans or guerillas, and attack by forward detachments of
3 < the combined arms/tank army. There are a large number of peo-
Ple in the current command post who can help defend against

this type of threat and the area of the command post is quite

large for an attack by a small team to be completely success- §
ful. With widely dispersed command post cells, it may be more
difficult for these threat teams to locate each cell. How-

ever, once a small cell is found, it might be more easily
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destroyed by one of these teams because of fewer personnel
availlable to protect it and because the cell occupies a rel-

atively small area.

Dispersion
A corps command post designed against a 100 KT or

larger nuclear weapon should have its major functional ele-
ments dispersed (Figure 6-4). Upper and lower bounds for
this dispersion provide gulidance for designing associated
support-systems.

1.The lower bound should be a separation dis-
tance not less than two lethal radii of the 100 KT weapon
measured in'terms of nuclear radiation's latent lethality
(500-650 rad initial exposure) or in terms of nuclear blast
maximum overpressure ( 7 psi for a CP in concrete structures,
5 psi for a CP in tents and vehicles), whichever of the two
effects occurs at the greater range.

2. The upper bound should be a separation dis-
tance not less than two radii of the 100 KT weapon measured
in terms of Minimum Safety Distance for negligible risk-
level exposure ( less than 70 rad) to warned, protected

personnel.

Redundancy

1. A true alternate CP is required to perform the
function of the Main CP if the Main CP is destroyed. The
current TAC CP cannot immediately take control of all the
functions of the Main CP due primarily to lack of communi-

i S AN
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| cations assets at the TAC CP and the lack of duplicate

functional cells.
i 2., Communications systems from intelligence col-
3 lectors at corps and echelons above corps and from command

2 B : and control organizations in the nuclear release chain of

! command ought to terminate at the Alternate CP, corps artill-

ery, and division artillery individually and should not be

-

AR T T e

an extension through the communications facility supporting

Ea i

the corps Main CP. This would provide more timely targeting

information for friendly nuclear weapon fire planning and

Lo would provide more assurance that nuclear weapon release
= authority would be transmitted to appropriate nuclear cap-

able organizations.

- | Communication-Electronics Systems .

Automated systems for reporting, processing and dis-

playing information should be used to facilitate command and
control. Such systems are already in production or fielded
in the French and British Armies at the corps level. Mili-
tary satellite communications and spread spectrum concepts

and technology, such as packet radio, are capable of sup-

porting a widely dispersed and highly redundant structure of
command post cells. Current system prototypes, such as pac- ;
ket radio and WAVELL, have not incorporated graphic display
capabilities, but do have alpha-numeric displays. Techncogy

is being developed in the computer industry which could re- E

duce the vulnerability to EMP, such as the Josephson junction
switch. Required Operational Capability (ROC) documents
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for development and procurement of such systems ought to be
formulated by the Training and Doctrine Command and approved
by Department of the Army in the implementation of the pro-

posed command post cellular concept.

Physical Facilities and Mobility Considerations

1. Mobility. A large quantity of dispersed command
post cells requires an increasyd quantity of vehicles for
service support as well as for rapid emplacement/displace-
ment. The types of vehicles would be somewhat different than
those in the current TOE, but not much different than vehicles

currently in service with the British Army or those widely
used for recreation by civilians in the US. Such vehicles

ought to be developed for military use and procured.

% : 2. Physical Facilities. Hardened or semi-hardened

structures in towns/villages should be used where available
in consonance with the tactical deployment of forces to meet
an enemy threat. Construction of a permanent hardened facil-
ity specifically for a corps headquarters lacks flexibility
to deploy in rapid reaction to threat force maneuvers. Use
of defilade positions or earth shelters could be made more

feasible by acquiring small, high speed trenching equipment.

Section VIII. CONCLUSIONS

There are current systems already fielded and systems

in research and development which can be fielded in 1986-1990

to support widely dispersed and redundant corps command post
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cells. The wide dispersion (at least 20 km) of command post
cells improves survivabllity. Survivablility and redundancy
can be achleved by--

1. Deploying a true Alternate Command Post.

2. Terminating intelligence and nuclear release
communications at the TAC CP, corps and division artillery
command posts independent of the Main CP signal site,

3. Flelding a large, interconnected communications
system made survivable and effective by using spread spectrum
techniques, military satellite communications, and built-in

EMP protection to allow continuous communications.

Therefore, the hypothesis is supported in that there
are solutions which reduce vulnerabilities and enhance the
effectiveness of corps command posts on the 1986-19%0 inte-

grated European battlefield.
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CHAPTER ?

EVALUATION

3 - . o Seation I. SUMMARY

5 General

E .The focus of this research has been on three.major

| areas--the nature of the 1986-1990 European battlefiéid; the
vulnerabilities of corps command. post architecture on that
o _ battlefield, and the identification of proposed solutions

- to reduce those vulnerabllities. After estimating that the

battlefield would'mbstﬂlikely be integfated. current US Army . -

concepts were examined to determine heow vulnerable command

posts were and what solutions might be available to reduce
those vulnerabllities and still enable corps command posts

to operate in an effeotlve manner.

Nature of the 1986-1990 European Battlefielrd

Major US Army doctrinal publications concerning mil-

itary operations contain very little information about nu- i Tﬁ
clear operations, but they do stress chemical and conven- '

tional operations. Soviet military authors and non-Soviet

authors who have studied the Soviet Union's military capabil-~

ities portray the Soviet Union as villing to use nuclear i §
weapons on the European battlefield. There is no concen- 3 4

sus among those authors concerning the phase of the battle
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in which the Soviet Union would use nuclear weapons. Almost :
all authors agree that the Soviet Union definitely would use g ¢
such weapons at some point on the European battlefield in |

the event of war with NATO,

Current Command Post Concepts

The US Army corps uses three command posts routinely--

Main, TAC and Rear. The British and French use a Main and

a Rear QP routinely, and deploy a TAC CP only at selected

times. The Soviets use a Main, an Alternate, and a Rear CP, %;
and deploy a TAC CP only at selected times. The West Germans

use a Main and a Rear CP, designate a subordinate headquarters

as the site of an Alternate CP if one is required, and do

not use a TAC CP.

Inadequacies of Current Corps Command Post Architecture

A review of US doctrinal literature and current
practices revealed several inadequacies concerning the

effectiveness and survivability of current corps command

posts operating on the integrated battlefield. These in-
adequacies were used to develop criteria for a different
architecture.

1.Main CP. Tf the Main CP were attacked with
nuclear weapons of yields 100 KT and larger, it would be
totally destroyed ( i.e., unable to perform its mission).
Its vulnerability is primarily based on lack of dispersion
and of redundancy.

2. TAC CP. The TAC CP is designed to function

T A T AT R s e e s o mt s e e, v mea =




AScr SRSTTI P S et e En e et e ot gy e N it e it wees s ianien s osraars
ek e . ST prieat ot 8 DUt rearn e,

153

for short periods ( about 36-48 hours). It does not have
the capability to assume the functions of the Main CP,
primarily due to lack of independent communications systems
and of personnel from various staff sections other than G2,
G3, and Fire Support Element.

3. TAC CP Deployment. A TAC CP deployed in
the division area on the enemy main avenue of attack is
extremely susceptible to enemy target acquisition, nuclear

attack,. and destruction on the integrated battlefield.

Proposed Solutions

1. The SCUD missile or its replacement is the most
likely system with which to conduct a nuclear attack on the
corps Main CP. The SCUD missile can deliver a nuclear war;
head 100 KT or larger. Corps command posts should be design-
ed to enhance survivability against this weapon system cor
its replacement.

2. Since the Main CP's lack of dispersion makes it
more vulnerable to effects of nuclear weapons, the Main CP
should be dispersed into functional cells. Upper and lower
bounds for the degree of actual dispersion were determined
by analyzing nuclear radiation, air blast, and EMP effects
of 100 KT weapons.

3. Use of calculations based on cumulative dose
radiation exposure rather than on single dose rate exposure
provides a more realistic approach to determining separation
distances for CP elements. These calculations take into

account previous exposure of units or personnel.
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4, Redundancy of command and control systems can
be enhanced by using a true Alternate CP, by terminating
communications from selected intelligence collectors and
command and control systems independently at corps Alternate
CP and at field and missile artillery headquarters at corps
and division level.

5. Communications-Electronics Systems and tech-
nologyAto facilitate command and control are available With-
in the US and in other countries. Such systems as the Brit-
ish WAVELL, French RITA, and the US DARPA packet radio would
be required to effectively support widely dispersed, redun-
dant command post cells. Variations of Josephson junction
switches may help reduce the effects of EMP. These systems
increase the assurance that the US would have a survivable
method to direct and implement nuclear wéépons attacks at

corps and below.

Section II. EVALUATION OF RESEARCH

Issues Which Were Identified But Not Fesolved

There are some issues which are either explicitly or
implicity identified in this research but were not subjected

to research. These issues were not resolved, but are listed

as a basis for further research.

1. Actual methods of enemy nuclear attack must
be ascertained to get a more accurate estimate of vulnera- o
bilities. An all-source intelligence study might reveal how

the Soviets actually perform target analysis and decide on
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which is the most effective means of attack on a particular
type of target. The further research might determine if

Soviet nuclear targeting is based on--

a. Single target/Single weapon/Single aimpoint.
b. Single target/Multiple weapons/ Multiple
aimpoints.

c. Single target/Multiple weapons/Single

aimpoint.
: ~ d. Area saturation versus defined target.

e. Preferences for use of air delivery versus

missile delivery.

S P e o
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If such information is not available, then a parametric anal-
ysis should be done to determine a range of vulnerabilities
based on the various targeting methods. This research pri-

?,; marily examined "area saturation" (Figures 5-3 and 5-4) and

"single target, multiple weapons, multiple aimpoints” (Fig-

ures 6-1 and 6-2).

2. Rigid quantitative analysis was not used to
measure the reduction in vulnerability achieved by proposed

! solutions. For example, one cannot conclude as a result of

this study that the proposed command posts will most likely
, survive ten days more on an integrated battlefield than the
current command posts. One can make qualitative statements

such as--

If the Main CP, as currently configured were
attacked with 10-16 nuclear SCUD missiles, it most likely
would be totally destroyed, i.e., permanently unable to

£
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perform its mission. If the Main CP, widely dispersed in
cells as proposed in this research, were to be attacked with
the same quantity of nuclear SCUD missiles (10-16), it would
be more survivable and continue to be effective. The current
command post could be destroyed by area saturation with 10-
16 weapons, whereas it would reguire 490 nuclear SCUD weapons
to achieve the destruction by area saturation of the command
post dispersed as proposed. Enemy intelligence and recon-
nalssance would have to be greatly enhanced in order to a-
chieve destruction of a dispersed Main CP using "multiple
targets/multiple weapons/multiple aimpoints" as the criteria
for nuclear targeting.

3.. This research focused on reducing vulnerabil-
ities to the effects of nuclear weapons. It did not address
the effects of conventional operations. Since the corps
Main CP is so far behind the FEBA, the most threatening
non-nuclear operations are aircraft attack and direct attack
by long-range reconnaissance patrols, sabotage by partisans
or guerillas, and attack by forward detachments of the com-
bined arms/tank army. Current studies are focused on solu-
tions to protection from such attacks.

4., Solving the communications problems at the
corps command post requires that the communication problems
be solved at higher and subordinate headquarters. Command
and control would not be effective if the EMP vulnerability
were reduced at the corps command post, but the corps was
not able for other reasons to communicate with other units.

5. Solutions which require support of develop-
ing technology require that each of the technological sys-
tems be fielded concurrently. For example, the use of
Josephson junction switches requires tha a super-cooling

device be fielded in tactically useable packages.
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6. Closed circuit television systems for inter-

;f cell communications need to have a communications system
which enables broadcast by radlo-wave to distances greater

than 20 kilometers. Such technology was not investigated.

TIRRREYn T v
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Issues Whicgh Wg;e-Not Addressed
This research did not attempt to address certain

b3 AEUE S e

issues which are germane to implementing any recommended

TR

% architecture. Such issues are beyond the limited scope of

; this research, but should be considered in a more detailed

Y S TR

¢l study. A brief listing of these issues follows: ‘

1. Detailed personnel requirements.

2. Detailed composition of functional cells.

3. Replacement missile for SCUD with different
nuclear warhead, such as enhanced radiation ("neutron bomb"
technology).

L, Cost of proposed architecture.

5. Schedule for completion of systems in devel-
opment.

é'i - 6. Concurrence of NATO military headquarters i?

with new or additional communications-electronics interfaces. 5;

‘ Section III. CONCLUSIONS

The Integrated Battlefield

A review of literature written by US, Soviet, and i%

NATQ professional military and political authors was made to
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determine the most likely nature of the 1986-1990 European
battlefield. The results of this review support the hypoth-
esis that the 1986-1990 European battlefield most likely

will be integrate., i.e., characterized by the use of nuclear

and conventional weapons.

Tactical Doctrine

A review of US Army doctrinal literature and select-
ed procedures concerning division and corps command post
Operations was made to determine the degree to which they
are based on criteria for survival on the integrated battle-
field. This review revealed that the US Army's tactical doc-
trine for corps command post operations on the integrated
battlefield is'not adequately defined. In view of these
findings, it appears that one can partially accept the hy-
pothesis that current corps command posts are not designed
to be survivable on the integrated battlefield. When con-
sidering nuclear weapons effects only, they are not designed
to be survivable. When considering conventional effects

only, they are designed to be survivable.

Nuclear Weapons Effects

Charts, tables, and analytic equations were used to

calculate the effects of nuclear reaiation, overpressure
from blast, thermal radiation, and electromagnetic pulse on
hypothetical command post deployment based on current US Army
concepts. Selection of nuclear effects data was based on the

estimate that the most likely nuclear weapons to be used by

e
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threat forces are the FROG rocket or the SCUD missile against
the TAC CP, and the SCUD missile against the Main CP. If
these command posts were attacked with such weapons, this
analysis concluded that these command posts would be totally
destroyed, i.e., permanently unable to perform their mission.
This analysis suppérts the hypothesis that current command
posts would not be survivable and effective on the inte-

grated battlefield based on vulnerabilities to the effects of

nuclear -weapons.

Criteria for Command Post Architecture

This research has identified concepts, procedures,
technology, and systems which can be used to design future
command posts that are survivable on the integrated battle-
field. Thus, this research provides sufficient evidence to
accept the hypothesis that there are solutions which can be
used in reducing the vulnerabilities and enhancing the
effectiveness of corﬁs command posts on the 1986-1990 inte-

grated European battlefield.

Section IV. RECOMMENDATIONS

Tactical Doctrine
The US Army should include more extensive discussion
and more practical guidelines concerning operations on the

integrated battlefield in its doctrinal manuals.
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Command Post Architecture -
The US Army should develop corps command posts for évg
the 1986-1990 integrated battlefield in Europe based on the |
following criteria.
1. Design against the threat of a 100 KT or

larger nuclear weapon delivered by the Soviet SCUD missile
3 or its replacement.

2. Disperse the Main CP by functional cells at
separation distances that consider cumulative rather than
single dose exposure to nuclear radiation. An upper bound
L on separation distance can be obtained by doubling the "Min-

imum Safety Distance" from intended point of nuclear weapon

detonation calculated for warned, protected personnel. This
distance is at least 20 kilometers when designing against

] the SCUD missile with a 100 kiloton warhead.

ﬁ 3. Deploy a true Alternate Command Post, dis-

persed in functional cells like the Main CP, with a communi-

cations system that does not depend primarily on the com-
munications site supporting the Main CP.
4. Terminate communications for selected intel-

ligence systems and for nuclear release systems at the

Alternate CP and at division and corps artellery cells in-
dependent of the communications site supporting the Main CP.
5. Support the proposed command post by using
already-fielded equipment and by systems in near-term devel-
opment. Electronic microprocessing, such as Josephson junc-

tion switches, will help reduce the effects of EMP and also
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help to keep the functional cells compact. Such switches ; ;
might be used to develop EMP-hardened radiclogical survey

instruments. Spread spectrum technology, such as packet

O KRR e g g

radios and switching, will help dispersed and redundant

cells operate effectively. Vehicles such as the 5/4-ton

Ry
= o

truck can be modified for a variety of roles, such as oper-

=23

ational workspace, communications shelters, and life sup-

port centers, to enhance the mobility of these compact cells.

Progra and Budgetin
The US Army should develop doctrine and formalize

requirements for improved corps command post systems to be

T e ey A

operational on the 1986-1990 integrated battlefield in

Europe. These requirements should be included now in pro-

e ich < Al oHirE i s

gramming documents (POM; FYDP Procurement Annex) to compete
for funds necessary to implement the new command posts.

The Army nust state formal requirements for the

capability available through spread spectrum technology to

support widely dispersed and redundant cells and through
microelectronic switches to reduce the effects of EMP.

In order to accomplish these actions, the necessary Foa
Required Operational Capability (ROC) documents must be for- § _?

mulated by the Training and Doctrine Command, coordinated

with the Development, Acquisition, and Readiness Command,

and validated by Headquarters, Department of the Army.
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- Redstone Arsenal, Alabama 35809

Commander

US Army Signal Center and School

ATTN: Director of Combat Developments
Fort Gordon, Georgia 30905

_ Commander
E US Army Training and Doctrine Command
a ATTN: Deputy Chief of Staff for Combat Developments
and

Deputy Chief of Staff For Doctrine
Fort Monroe, Virginia 23651

- em T MR

Commander

US Army Transportation Center and School
ATTN: Director of Combat Developments
Fort Eustice, Virginia 23604

Commander
US Army V Corps
APO NY 09079

Commander
US Army VII Corps
APO NY 09107

Commander
US Army XVIII Airborne Corps
Fort Bragg, North Carolina 28307 f

Defense Documentation Center
Cameron Station
Alexandria, Virginia 22314
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Deputy Commanding General i
US Army Computer Systems Command
Fort Belvoir, Virginia 22060
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Headquarters, Department of The Army
ATTN: Assistant Chlef of Staff, Intelligence

_ Deputy Chief of Staff, Operatlions
s Deputy Chief, Research, Development, and Acquisition

Washington, D.C. 20310
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LTC Charles W. Jackson

Combat Operations Analysis Directorate ‘
US Army Combined Arms Combat Developments Activity ]
Fort Leavenworth, Kansas 66027 :
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Major Dennis H. Long

Command, Control, Communications, and Intelligence Directorate
US Army Combined Arms Combat Developments Activity

Fort Leavenworth, Kansas 66027

LTC Joseph A. Machado

Department of Command

US Army Command and General Staff College
Fort Leavenworth, Kansas 66027

LTC William T. McCain

Department of Tactics

US Army Command and General Staff College
Fort Leavenworth, Kansas 66027
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B LTC William McLaughlin

Lo Department of Tactics

US Army Command and General Staff College
Fort Leavenworth, Kansas 66027

LTC Patrick F. Passarella

Department of Stretegic and Theater Operations
US Army Command and General Staff College

Fort Leavenworth, Kansas 66027

_ LTC Terry C. Pursel

' Department of Command
US Army Command and General Staff College
Fort Leavenworth, Kansas 66027

. COL George H. Rice, Jr.
College of Business Administration
Texas A & M University
College Station, Texas 77843

e ok Sl R e M A G




e i sy LRI LR s Lttt v
‘rff,-mm.,_.".. R

LTC Jimmie L. Stallinfs

Department of Strategic and Theater Operations
US Army Command and Genaral Staff College

Fort Leavenworth, Kansas 66027
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