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PROJECT-13-106 

RELATED SERVICE PROJECT NS-349 

,f SPEECH PRIVACY PROBLEMS« 

Foreword 

Work on speech privacy problems was formerly carried 
on under Pro^jeot C-45, Contract No» OEMsr-435. Reference 

•should be made,, therefore, to Parts I and II of the final re^- 
port. on that project for background material on this subject. 
Part I is a comprehensive report doverlng the problems involved 
In the interception, diagnosis•,  decoding and evaluation of 
speech privacy systems. Part II is a. compilation of reports, i 
such as this., covering specific investigations. « 

I 
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PROJECT 13-106 

RELATED SERVICE PROJECT NS-349 

FINAL REPORT 

SPEECH PRIVACY PROBLEMS 

August 18, 1945 

1. Introduction 

1.1 History of Project 

This project was initiated November 1, 1944, for the 
study of speech privacy problems of interest to the TJU.. S... Navy 
Department, Bureau of Ships, Work of a similar nature had pre- 
viously been oarried on under Projeot C-43, Contraot OEMsr-435, 
the technical aspects of which terminated December 31, 1944. 
The final report on Project C-43 provides background material 
for the present projeot„ 

Originally, Contract OEMsr-1440 oovered the 4-month 
period ending February 28, 1945. Later supplements extended the 
terminating date first to June 30, 1945, and then to August 31, 
1945* 

1»2 Nature and Scope of Work 

The work done under this projeot consisted of studies 
and analyses, supplemented by laboratory tests,of several speech 
privaoy problems of specifio interest to the Bureau of Ships* 
In each problem the principal objectives were the evaluation of 
the seourity and the transmission performence afforded by the 
privacy system in question. 

The material submitted for study and analysis under 
this project comprised working models of two privacy systems, 
recordings of speech scrambled by three privaoy systems and 
paper proposals for two systems. 

Security evaluations were made under fevoreble labora- 
tory conditions- It has been assumed thst the enemv '1^ is 
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thoroughly familiar with the speech privacy system, (2) has the 
necessary intercept, recording and decoding equipment, (3.) has 
trained personnel, (4) is in a position to receive adequate 

•k      signals, and (5) is completely organized so that no time is lost 
W -     in obtaining and making use of intelligence from the decoded 

message, The security ratings assigned to the several systems 
which have been evaluated have not taken into consideration- any 
praotioal difficulties which might be encountered in the field 
or under combat conditions where the work of intercepting, diag- 
nosing, deooding, and obtaining intelligence from scrambled mes- 
sages must be carried on 'under stress» Some of these practical 
problems are discussed in Chapter VII of the final report on 
Project 0»«43ä 

* * 
1.3 Assignments.. 

The .following assignments of work on this project were 
authorized by letters dated January 18, 1945, and February 16, 
194.5, from Professor Charles F.?. DelzJLe-1.,- Technical Aide, Divi- 
sion 13, N.D.-R.C. 

1. British Modulator Type 2C (manually switched), 
working models. 

2. British 2-Bimensional Privacy System, recording. •• 

3. British Modulator Type 2C (rapidly switched), 
recording« 

4. New Zealand Switched Band Privacy System, recording. 

5. New Zealand Switched Band Privaoy System, working 
modelss 

6. Proposals of Drs L. E, Gabrilövitoh for privacy 
systems. 

2. Summary of Results 

The results of the work done on the several assigned 
problems are given in detaij. in Reports No, 1 to 5, inclusive, 
which form an appendix to this final report. These reports 
cover the six assignments listed above with the fourth and fifth 
assignments, relating to the New Zealand switched bond system, 
being combined in one report. All of the systems considered 

_A     under this project are of the short—term privacy variety. Of 
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these the British 2-dimensionai system, discussed in Section 3.-2., 
and in Report No, 2, appear to...he- the most promising. 

3. Brief Resume* of Systems 

3,1 British Modulator Type 20 (Manually Switched), 
•Wording Models (See Report No, 1, Attached) 

This system provides four fixed speech scrambling con- 
ditions, each involving either one or two simple modulation pro- 
cesses; the choice of any one of the four scrambling conditions 
or clear speech is under the control of a manual switch, 

VJ[heh a receiving unit, or its equivalent, is at hand, 
there is ho difficulty whatever"in discovering the proper de- 
coding, condition in a matter of seconds.* The security afforded 
by the system is, therefore, almost nil. 

The. fixed code scrambles can be demodulated satisfac- 
torily by a single modulation process without filters, it being 
necessary only to use the appropriate frequency of the demodulat- 
ing oarrier. For this reason it is possible to obtain intelli- 
gence from radio transmissions of the sorambied speech by means 
of an ordinary type of radio receiver equipped with a beat fre*» 
quency oscillator. The efficacy of this method will, of course, 
depend upon having adequate relative stability of the radio oar- 
rier and the beat frequency oscillator. 

These units appeared to be well oonstruoted and oper- 
at.ed satisfactorily from the standpoint of overall speech quality, 

3v2 British 2-»Dimensional Privacy System, Recording 
(See Report No« 3, Attached) 

This system utilizes both frequency- and time-division 
scrambling. It employs three frequency bands and ten time ele- 
ments of 0,065 seoond duration in a repeated code. The time de- 
lay in one direction of transmission (exclusive of delay of the 
transmission path) is 0,65 seoond, 

The evaluation of this system was based on the study of 
one reoording bearing a single sample of sorambied speech, to- 
gether with samples of dear speeoh and speech which had been 
coded and decoded for comparison» An evaluation baaed on such 
limited data is necessarily tentative and should be supplemented 
by tests on working models. 
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The speeoh scrambled by this system appears to be in- 
vulnerable to direct listening and to other -non-cryptographic 
attacks. It is, however, vulnerable to cryptographic attacks 
and a working solution of the oode can probably be obtained in a 
matter of three or four hours* With a model of the receiving 
equipment at hand, it is conceivable, although it was impossible 
actually to try it, that a substantial amount of intelligence 
could be obtained in the order of half an hour. This latter 
method would involve the use of speotrograms from which sugges- 
tions are obtained for setting up partial deoodes on the receiv- 
ing uniti 

The most noteworthy weakness in the British 2-dimen- 
sional system appears to be the use of a fixed repeated code« 
The addition of code changing means would increase the crypto- 
graphic seourity very greatly. 

The- quality of the restored (or decod'ed)  spssofi; pre- 
sented on the recording compared favorably with the clear  (or 
uncodedj  speech on the same recording. 

3.3 British Modulator Type 20 (Rapidly Switched) 
Recording (See Report No. 3, Attaohed) 

This system is the same as that discussed in Section &..1 
except that means are provided for rapidly switohing from one 
scrambling condition to another and that clear speeoh is used ars 
a fifth "scrambling" Condition, The order in which the scram- 
bling conditions are selected is pre-determinöd aocording to a 
code which repeats after a sequence of 2Q such selections, eaoh 
enduring for approximately 0.065 second. 

A. code switching mechanism for use with the modulator 
20 equipments was promised, but was never reoeived. This would 
have made it possible to make a more positive evaluation of the 
system than can be made from the recording of scrambled speeoh. 
In faot, the results obtained from non-cryptographic attacks on 
the recorded scramble are considerably at variance not only with 
what oould logioally be expected, but also with the results ob- 
tained with, working models of a very similar system* (See 
Report No. 4 on the New Zealand Switched Band Privacy system.) 

Repeated listenings directly and also through a two- 
path superposition circuit to the reoorded scramble yielded 
Ä _» Ä n  . i_j a  _ i   l L     i i x. ±. n _  l i nii —      /M l •— i *l = ~ oevwxax   war us   auu   piirayua   uuo   vcxy   iii/i/i«   xuvuj.xigisuui9i      oxiuJ.xar 
tests on the New Zealand system (working models) yielded, on the 
average, 40-per cent intelligence to direct listening and 80-per 
cent intelligence with the two-path oircuit. 
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Repeated listenings through an automatic analyzer- 
decoder circuit yielded approximately 60 per oent of the in- 
telligence from the recordedscramble of the Modulator 20^ 
rapidly switched, system, This' same procedure yielded prac- 
tically iöQ-per oent intelligence on the New Zealand system» 

A cryptographic .solution of the repeated code se- 
quence used in making the recorded scramble oan be determined 
by inspection of two spectrograms in about 15 minutes. 

The quality of restored speech on the recording com- 
pared favorably with the dear speech on the same reoording. 

3.4 New Zealand Switched Band Privacy System,. Reoording 
and Working Models {.See Report No. 4, Attached)- 

Fundamentally, this system is very similar to the 
British Modulato* Type EG. rapidly .switched,, and differs in 
what appears to be only minor'detäiisj The'inversion frequen-" 
oieb in the scrambling circuits are somewhat different; the 
duration of each of the rapidly switched scrambling conditions 
is 0.043 second (rather than 0,065 second)-; a sequence of 18 
selections of scrambling conditions (rather than 20.) comprises 
the coding cycle, The New Zealand system is equipped with an 
applique unit for automatically changing the code each cycle 
for a total of 625 cycles, or for a period of about eight 
minutes, before re-peatihg. 

A recording of two samples of speech scrsmbled by this 
system (using repeated codes) was reoeived for ..analysis and 
most of the intelligence was obtained by non-cryptographic 
methods. Somewhat later, the scrambling equipment for two ter^ 
minai units was received and was set up for tests and demon- 
stration as a two-way privacy system. 

The security afforded by this system is very low for 
military purposes and is inconsistent with its .size and weight. 

Repeated listenings directly to the soramble yielded 
on the average about 40> per cent of the intelligence to ex- 
perienced observers; repeated listenings to the soramble through 
a two-path superposition circuit yielded about 80 per oent of 
the intelligence.. A repeated oode can be determined by an aural 
method, using the terminal equipment, or its equivalent, in 
abeut seven minutes^ .An autemstio analyzer-decoder oirouit 
yielded at least 50 per cent of the intelligence from either a 
repeated or a non-repeated (eight-minute) code sequence on the 
first listening and practically all the intelligence with few 
additional listenings, 
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By cryptographic methods, a. repeated code can be de- 
termined in about 20 minutes and a non-repeated oode (including 
the starting point of the automatic oode changing unit) can be 
determined in about one hour. 

Mechanically and eleotrioally the units operated satis- 
factorily; the intelligibility of the restored speech was good 
but the quality, though fairly good, was somewhat inferior to 
what might be achieved with improvements in design. 

3.5 Proposals of Dr. L. E. Gabrilovitch for Privacy 
Systems (See Report No. 5, Attached) 

Of two proposals by Dr. Gabrilovitch, the first, de- 
scribed as a "Soreen Secreoy Set with Narrow Audio Band", ap- 
peared to require considerable equipment to obtain only a very 
limited degree of security with probably poor transmission per- 
formance.tahd a sacrifice of operating range. 

The second proposal, described as a "Phase Varied In- 
verter-Distorter (simplified secrecy set)", although similar in 
basic principle to the RCA-Bedford system developed under pro- 
ject 0-54, offered, theoretically} some possibilities of obtain- 
ing a fairly oompaot and light-weight- set having somewhat better 
restored speech quality than the Bedford system. There were, 
however, a number of questions regarding the degree of security, 
coding possibilities, and practicability of some of the- electronic 
processes. 

The second proposal was selected by the Navy for fur- 
ther study. In anticipation of a contract for this work-, the 
Halstead Traffic Communications Corporation of' New York, New York, 
undertook a preliminary engineering study of these proposals 
(only oh the seoond proposal after the. Navy's decision) and 
turned over their papers on this work to N.D.R.C, when the con- 
tract did not materialize. 

A review of the Halstead papers revealed that work had 
been discontinued before important progress had bean made toward 
obtaining answers to questions relating to the seoond proposal. 
There we.-r.e indications that serious praotical difficulties had 
been encountered and that a much more complicated system was be- 
ing considered in order to obtain adequate coding possibilities. 

Although the. indications contained in the Halstead 
papers are not conclusive, it appears fairly evident that the 

SECRET 



9 

SECRET 

- 7 - 

development of Dr. Gabrilovitoh's second proposal would tend- 
more and more to duplicate that of the Bedford system and would 
offer few, If any, advantages over the latter when completed. 
It was, therefore, recommended that further study of this pro- 
posal be discontinued, 

4. General Conclusions and Remarks 

In the course of the work: dons, üsöer this project, a 
number of conclusions were reached regarding the systems under 
consideration and their evaluation based; on the use of working 
mooels as contrasted with phonograph recordings, 

4,1 Switched Band Systems 

Of the systems considered, vulnerability to repeated 
listenings direotly to the scramble is attributed to the in- 
herent lack of privacy in some of the five speech scrambling 
conditions. The average intelligence obtained in listening; to 
the five fixed sorambles is 40 per cent, whibh is approximately 
the same as obtained (on the overage) when the scrambling condi- 
tions were rapidly switohed. The -need for scrambling conditions, 
each having an adequate degree of pri-Veoy, is obviousLy indi- 
cated. 

The high yield of intelligence obtained from super- 
position listening is attributed mainly to oxie f aot that some of 
the five scrambling conditions, are not mutually private and ef- 
fectively decode one another (Codes A and B1 in the New Zealand 
system and Codes 1 and 3 in the British system!. This effectively 
reduoes the available number of scrambling conditions. Hence, 
the five scrambling conditions should be not only inherently 
private but also mutually private, ii 

s 
The vulnerability of the systems to either direct or        ] 

superposition listening is independent of whether a repeated or 
non-repeated oode is employed. 

The use of a repeated oode makes the system very vul- 
nerable to methods of cracking wherein the code is to be deter- 
mined. It is neoessary to decode only one cycle and successive 
cycles nan be used to obtain confirmation. 

When the system is not vulnerable to non-oryptographio 
#•»-4. 4* M.A.I* 4- U ^      «• H ««      *i^»      M-_IM— MHMAfV4>A A      **.*+. A A  wvrt«.    .4  r\ A.VIAC nnn      V\11< TTüAff- X •£      At.V\ £S aioau\j      Olio    UO*7    WJV    uuii—.iroy ow*u o u    UWVAJL-UQ-    XIAWJ. wowg    _£/* a.-v v ** j-.»,        u, *     v**w 
coding is truly random, it is necessary to decode each individual 
cycle with no opportunity for confirmation from successive cycles,. 
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4.3 Two-Dimensional System 

This type of system involving both frequency and time 
division scrambling affords more security than aan be obtained 
by using either method of scrambling alone,. In the 1oase of the 
British system considered., the privacy could have been mate- 
rially increased by using a non-repeating oode, more frequency 
bands and shorter and more time elements, 

4.3 Masking Systems 

Systems of this type employ a soreen of noise over- 
la'ylhgu the signal to be masked. This is accomplished in a 
system suggested by Dr* L. E. Gabrilovitnh, by modulating the 
masking and masked signals on a split-phase suboarrier* The 
discrimination between these two signals at the reoeiver re- 
quires absolute synchronization and proper phasing,of the de- 
modulating carrier. Since this is difficult to .achieve in 
praotice, because of the distortions appearing; in the transmis- 
sion channel, the restored speech will be of poor quality, being 
distorted end noisy, 

The relatively large amount of power required for the 
masking signal reduces the. efficiency of the radio transmitter 
in that smaller transmitting ranges e-re obtained for a given 
amount of output power, 

4.4 Bedford Type Systems 

Systems of this typev of which the phase Varied in- 
verter-Distorter system proposed by Dr*.JL, E. Gabrilovitoh is 
one-,, depend upon the modulation of speech by a o amp lex boding 
wave to obtain priva'oy. Clear speeoh is obtained at the re- 
ceiver by demodulation of the -s-oramble with an accurately syn- 
chronized decoding wave which effectively is the reciprocal of 
the coding wave. 

In order to avoid the possibility of partially crack- 
ing the scramble by demodulating it with a single frequency, it 
appears to be necessary that the complex ooding wave have no 
predominant frequency components but, instead, should have a 
fairly uniform spectrum of at least several hundred cyoles width 
within the limits of the speeoh band, "Tüie resulting bandwidth 
Of the scrambled speech exceeds the width of the speech band by 
an amount equal to the highest frequenoy in the coding wave» It 
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follows, then, that either the bandwidth of the ohannel conveying 
the scrambled speeoh must be wider than .for normal, speech bands, 
of the original speeoh band must be made narrower than normal if 
distortion i.s to be avoided. 

Since an accurately synchronized decoding wave of proper 
phase is required for deriving dear speeoh at the "receiver, this 
system is sensitive to distortions in the transmission ohannel. 
The restored speeoh should not, however, be as noisy as that of 
the masking systems. In the Bedford type systems, imperfect de- 
modulation yields unwanted products whioh are proportional to the 
speeoh energy rather than.to the relatively large masking energy. 

Synchronization, by means of a continuous modulated wave 
.(•as proposed by Dr, Gabrilovltoh) is believed to be superior to 
synchronization by pulses as proposed in the ROA-Bedford system. 
In the latter instance., the wave form of the transmitted pulse is 
both important „o the proper operation of the system and sensitive 
to distortions, over a large part of the band of the transmitting 
ohannel, 

4.5 Evaluation of Security of Systems from Recordings 

Phonograph recordings of speeoh scrambled by a privacy 
system provide a less desirable means for evaluating the seöurity 
of a privacy system than do working models of the system. The 
results.of analyses based on phonograph recordings can be used for 
determining the nature of the privacy system and the oode but even 
though the quality of the recording is good, difficulty may be exr 
perienoed in direot or superposition listening, tests. 

Very often it is found that recordings, whioh are con- 
sidered moderately good for oleaS apeeoh are. surprisingly inade- 
quate for storing sbrambied speech for subsequent analysis and 
restoration. This appears to be due to (a) harmonic distortion,.._ 
whioh, when not too great, passes unnoticed in clear speech,, and 
also to (6) irregular speed variations (in either the recording 
or reproducing systems) which prevent precise synchronization 
neoessary in some privacy systems. However, the faot that a high 
quality recording is required in oraoking a given privacy system, 
is, in itself, of considerable practical importance in evaluating 
the system. 

The most effective oraoking techniques often involve the 
use of a receiving unit, or its equivalent, when only recordings 
are available for analysis, it beoomes neoessary either to build 
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an equivalent receiver or merely to. speculate on what might be 
done with a working model. Neither of these alternatives is 
very satisfactory. It is, therefore, highly desirable whenever 
possible, that evaluations be made by tests on working models, 

Att. 
Appendix comprising 

Reports No»  1 to 5, 
inolusive 
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PROJECT' 13-^106 

REPORT. Ä. 1 

BRITISH MODULATOR TYPE 20 EQUIPMENT 
MANUALLY SWITCHED 

January 5j, 1-945- 

This report describes the  results of an, investigation 
of the degree of security afforded, by the British. Post Office 
speech privacy equipments designated "Modulator 2d*. This work 
was. undertaken at the request of the Navy Department Bureau of 
Ships in a. letter of December 5f 1944. 

Experimental Work 

The equipments were received at Bell Telephone, Labora- 
tories, Inc. on December .9... 1944-. They appeared to be in  good 
condition except for some slight mechänioal damage to the chassis 
of the modulator units. When the units were interconnected, how? 
ever,, it was found that one of the oscillators had an intermit- 
tent, defect-. This trouble was cleared by removing the oscil^ 
latdr linit, melting' down the sealing compound and "removing and 
replacing the condensers in the osoillatör unit. 

It had been eJipaeted that some sort of commutator- 
switching apparatus' would be Included with the. equipments for 
rapidly switching fr^m one condition to another in'some predeter- 
mined sequence as described in British Post Office Radio Report 
No. 994, dated 26, July 1943. However,, ho such switching mechan- 
ism was furnished* Instead there- was only a manual switch for 
selecting any one of the fly© conditions,,, one straight speech 
and four scrambled ör coded 'conditions. 

Listening tests showed tb;at the quality of the re- 
stored speech was generally good;. The different codes., however, 
had distinctly different effects' on the received quality. The 
most outstanding, -AM£er-es>e was. in t-hs low fre^aenöy transmission.. 
Condition No. 5 (straight speech), provided the best lew fr-e-? 
q.uency transmission while conditions Nos. 1 and 3 out off 
sharply at about 300 oycies. Conditions, Nos. ,2 and 4 cut off at 
about 500 oycies end in aäMtion had a\ somewhat peculiar quality-- 
due to »some Inverted components appearing In the restored speech 
as will be seen subsequently. 
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The scrambled speeoh appeared to be unintelligible 
for practical purposes with all the codes.» It also appeared, 
although no extensive tests were made, that the oodes were 
mutually private with the Outstanding exception of codes 1 
and 3„ This combination of codes provides almost complete in- 
telligibility. 

The length of time during which a degree of security 
might be expected from a fixed oode system of this type depends, 
en how much equipment the enemy must provide himself with in 
order to obtain intelligence, and how long it would take him 
to analyze the scramble and determine how to oraok it. Obvi- 
ously, if the enemy has a captured equipment he dan"quickly 
try the four different codes to determine which one is being 
used at any given moment. If he does not .have, .a captured 

•equipment, he must provide equipment of his own and the follow- 
ing experiments were undertaken to determine what equipment 
would be required. 

The first oraoking equipment tried; was a simple double 
balanced varistor modulator* with the carrier supplied by a 
variable oscillator. No filters were used in either the input 
er the output. The scrambled speech was fed directly to this 
medulator, and it was found that for eaoh of the four codes, a 
suitable choioe of carrier frequency would provide almost Com- 
plete intelligibility i For code 1 of course, which is simple 
inversiöh about ,35"QD Cycles,, the oscillator should be set at 
3Ö00 cyeies. Code 3 was made'- intelligible by this same fre-. 
quency. For oode 2 a carrier of 2500 cycles was used and for 
code 4 a carrier pf 1000 cycles. Naturally, in some of these 
conditions the resulting quality was rather poor but the in- 
telligibility was= judged to be almost complete. 

Since the codes could be cracked by a single modu- 
lation step with,no filtering* it was felt that it should be 
possible to decode the scrambles, with the help of the beat 
frequency oscillator in an ordinary receiving set. In order 
to try this out the output of a scrambler was fed to a British 
Wireless Set NO*. 48 Mark I Which happened to be available 
through another project. The output of the radio set was re- 
ceived with a National HRO receiver. It was found that for 
each of the codes the beat frequency oscillator could be set 
.ar\.  ats.   t.w jiwb .•l.n.'hol 1 Icr.'i hX-ö aBoonh. «w .^«, •„•*. or'— —.....-*»-...—0 — -»—— —r— -» 

The two decoding methods described above were demon-* 
strated to Lt. Gomdir,.- 0. E. Biele-T üb-u* C:öiiid'r. C. F. Clark, 
Lt, (jg) H. A. Dorsohug and Ensign A. Boon of the Bureau of 
Ships on December 18, 1944. Lt. R. E. Bird and Lt. E. Preston 

* Figure 6A page 15 Part I Final Rsport on Project 0-43. 
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öf the British Admiralty Delegation were also present at thia 
demonstration.. 

Spectrograms 

The attached Photographs 133582 and 133383 show spec- 
trograms illustrating the coding and decoding processes describ-dd 
above. The first photograph shows the speech scrambled by the 
transmitting unit set for eaoh of the four oodes. It also shows 
the speech restored by the reoeiying unit set for the proper code« 
The restored speech shows the differences in the low frequency 
transmission mentioned above. Codes 2: and 4 show., near the 
middle of the frequency range, some unwanted components whioh 
can be identified, as inverted becaus© of the slopes of the- har- 
monics. Theso components appear in the output due to the fact 
that thtf 2000 cycle high pass and low pass filters overlap to 
some extent. 

The seoond photograph shows spectrograms *£  the speech 
partially restored toy the modulator method described above» In 
the oarse -of oode 1, of course, the restoration is as perfect as 
it is with the receiving Unit. In the case of code 2 a carrier 
leak of 2500 cycles, may be seen. In the region below 2000 cycles 
clear speech may be .sgan aoc.ompani.ed. by some unwanted modula-tlen 
products. In the oase. of code 5 the region below .2000 cycles 
shows clear speeoh. Above 2000. cycles may be seen inverted com- 
ponents which however do not appreciably disturb the listener. 
In the case of code 4 the 1Ö0Ö cycle carrier leak may be seen 
together -with second and third harmonics. This spectrogram 
shows -more unwanted components than appear with the- other codes. 
It should be noted, however, that in ail these spectrograms a 
„rather high degree of level compression is used which tends to 
make the 1(?w level components appear more prominent than they 
sound-. 

To the right of the spectrograms in both photographs, 
are shown diagrams of the modulation prooesses involved, using 
a convention in which the whole speech band is represented by 
a wedge,, the wide part of the wedge representing the low fre- 
quency thigh level) components and the narrow portion of the 
wedge- representing the high frequency components. The position 
of the wedge in the frequency scale shows graphically how, the 
sp.eeoh band has bean divided and its parts skiftad In the. oodijig 
processes. In the case of the partially decoded speech some of 
the conditions s.how overlapping portions öf the wedges. The 
diagrams explain the origin of the unwanted components which 
may be seen in the spectrograms. 
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Qono-lUs'l-ons 

No. one, of course> expects a high degree of security 
from a scrambling system operating on a simple fixed, code, If, . 
however, the enemy must analyze the scramble and provide himself 
with decoding equipment, a oertain amount of surprise value oah 
be «xpected. In the present oase, however, the experiments de- 
scribed above shew that the analysis can be performed very 
simply and the receiving equipment can also be very simple,. In 
fact there is a possibility that the enemy, if he has the proper- 
type of radio reoeivlrig equipment, will decode the speech by 
trial in a very short time after he first encounters it. Even 
t-He surprise security therefore must be regarded as very doubt- 
i I." 

The Navy pepartment letter referred to in the intro- 
duction to this report requested ä comparison of the seöurity 
afforded by the Modulator 20 with that provided by the Model ,PF 
(:T35S) equipment. The Modulator SO units as furnished provide 
virtually no seöurity, äs discussed above. However, if the 
cod„ss vwere rapidly switched the security Would be increased. 
-Whether it would then be comparable with the security afforded 
by the Model PF equipment can only be -determined with certainty 
after the switching mechanisms are röäde available. 

I 
W. KOENI-S I 

Bell Telephone Laboratories, Inc.                        [ 
463 West Street ! 

New York 14,. New York 

Attached.:. 
Photographs. N085. Iv3ü3ffg 
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Guneral v i 

1.1 Introduction \ 
»: 

A phonograph recording Nö. W 44/137 of speech 
scrambled b=y a British 2-dimensional privacy system was re- 
served for evaluation of this system on December 22, 1944. 
A recording is usually sufficient to enable the system used 
for scrambling speech to be diagnosed. However, complete 
technical information and working models of the system are fa 
essential for an accurate evaluation of the security afforded* 
Consequently results obtained from studies of a recording 
alone are an approximation.. Usually the security will 'be. 
less than that indicated. 

In an attachment to a letter from Lt. R, E. Bird, 
British Admiralty Delegation, dated December 21, 1944, record- 
ing No. V» 44/137 is desoribed as follows: 

This record is a copy of an original made on 
May 17, 1944 when apparatus was at the stage of 
development outlined in Block Schematic WL 58670.* 
There are three sections on the record. The first 
(inside) section is straight speech (ex B.B.C) 
passed through 400 c/s H.P. and 3500 L.P. filters 
only. The seoond section is coded and decoded speech, 

* This drawing has not been available. 
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anä theihird—(-outside) section coded speech. All 
three sections represent the same speake?r. The code 
used is an arbitrary one selected at random by a dis- 
interested observer. At the time the original record 
was made, both time division and frequency translation 
switching were carried out by high speed relays oper- 
ated from a single commutator with rotating wiper. 

The work of analyzing and evaluating this recording 
under Proj.eot 13-106,, Contraot No. OEMsr-1440, was authorized 
by letter dated January 18, 1945, from Professor c9 P. Dalziel, 
Technical Aide of Division 13, K.-Cfl.-C. 

1.2 Sui-nmary of Conclusions 

The. present .appraisal of the degree of security of- 
fered by the British 2-dimensional privaoy system is based en- 
tirely on tests .tiade with this one recorded sample of ooded 
speech in which a single repeated code was employed. Models 
of the privacy equipment, Which normally are assumed to be in 
the interceptor's hands., were not available. Hence, the im- 
portant part whioh these equipments might play in facilitating 
the decoding work could not be evaluated. 

The seourity afforded by this 2>dimensional privacy 
.system against direct listening to the scrambled speech, on 
the basis of the sample tested, is good. An occasional word 
or phrase- was thought to have been understood, but upon com- 
parison with the script of the original message these proved 
to be erroneous» 

The code employed in the British 2-dimensional system 
can be determined by cryptographic methods in which the sorambied 
segments of a spectrogram are restored to normal order by a 
matching process--^ 

A solution of the code employed in the sample sub- 
mitted for analysis has been obtained but no means have been 
available for checking the accuracy of the solution. It should 
be noted, however, that it is probably not necessary that the 
e*de be entirely correct to enable a substantial amount of 
intelligence to be obtainec1. Including the time required to 
prepare ühe proper material for matching (30 minutes to one 
hour), it is estimated that a working solution of the repeated 
code could be obtained by a trained crew in three to four hours. 
If models of the privacy equipment were available these might 
be used to reduce the time required to find the code. While 
it has been impossible to make any actual tests without models 
•f the equipment, it is conceivable that a substantial amount 
Of intelligence could be obtained in the order of half an hour. 

i ; 

,• 
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and the third (outside) section coded speech. All 
three sections represent the same speaker. The oode 
.used is an arbitrary one seleoted at random by a dis- 
interested observer. At the time the original record 
was made, both time division and frequency translation 
switching were carried out by high speed relays oper- 
ated from a single commutator with-rotating wiper. 

The work of analyzing and evaluating this recording 
under Projeot 15-106, Contraot No. OEMsr-1440, was authorized 
by letter dated January 18, 1945, from Professor C. F. Dalziel, 
Technical Aide of Division 13, N.L.-R.O. 

1.8 Summary of Conclusions 

The. present appraisal of the degree of security of- 
fered by the British 2-dimensional privacy .system is based en- 
tirely on tests made with this one recorded sample of oodetS 
speeoh in which a single repeated'code was employed. Models 
of the privacy equipment,, which normally are assumed to be in 
the interceptor's hands, were not available. Henoe,. the. im« 
portant part whioh these equipments might play in facilitating 
the decoding work oo.uld not be evaluated. 

The security afforded by this 2-dimensiohäl privacy 
system against direct listening to the scrambled speech, on 
the basis of the sample tested,, is good. An occasional word 
or phrase was thought to have been understood, but Upon com- \ 
pa-r-tsoii with the script of the original message these proved f 
to be erroneous*. 

The code employed in the British g~d-imensional system 
can be determined, by cryptographic methods in which the sorambled 
segments, of a spectrogram are: restored to normal order by a 
matching process. 

A solution of the oode employed in the sample sub- 
mitted for analysis has been obtained but no means have been 
available for checking the accuracy of the solution. It should 
be noted., however, that it is probably not necessary that the 
cede be entirely correct to enable a substantial amount of 
intelligence to be obtained. Including the time required to 
prepare the proper material for matching (30 minutes to one 
hour), it is estimated that a working solution of the repeated 
code oould be obtained by a trained orew in three to four hours. 
If models of the privacy equipment were available these might 
be used to reduce the time required to find the code. While 
it has been impossible to make any actual tests without models 
•f the equipment, it is conoeivable that a substantial amount 
of intelligence could be obtained in the order of half an hour. 
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The most noteworthy weakness in the British ss-dimen-? 
sional system appears to be the use of a fixed repeated code. 
The addition of code changing means would increase the crypto-? 
graphic security very greatly. 

The quality of the restored (or decoded) speeoh pre- 
sented on the recording compared favorably with the clear (or 
uncoded) speech on the same recording. 

2 * Analysis 

2.1 Non-Cryptographic Methods 

The first, step in analyzing reoording W 44/137 was. 
to listen directly to. the scrambled speech. Listening to se- 
lected frequency bands of the speech was also tried.. By direct 
listening to repeated playings of the- recording,, various words 
ahd phrases ware thought to have been heard with, however,,very 
little agreement among observers» A comparison of these words 
and phrases with the script of the original message showed that 
no intelligence had been obtained in the direct listening testa. 
At least for the code employed on this reoording the security 
against direct listening is very good. 

8.2 Cryptographic Method 

The procedure employed In determining the 2-dimensional , 
code was substantially the same as thatdescribed in Chapter VI, \\ 
Section 2.--of-*>art I and in Preiimihsry Report No. 22., Part II of | 
the Final Report on Project C-43. 

Spectrograms of the coded speech on recording W 44/137 
clearly revealed the time and frequency boundaries of the 2- 
dimensional coding. This may be seen by referring to the 
photographs of two spectrograms of coded speeoh from the record- 
ing (see Figs. 2 and 3, attached") where the boundaries are in- 
dicated by grids of pencil lines drawn on the speotrograms* | 
The time elements_are 0*065 second and the frequency boundaries 
appear--to be art 175, 1225, 2275 and 3325 cycles/second. 

The periodicity of the coding became evident upon In- 
specting a few spectrograms. It was noticed that in the lowest 
of the three frequenoy bands a pair of elements appeared In nor- 
mal (or unscrambled) order* Such a pair occurred periodic-ally 
every five time elements,. From these observations, it was in- 
ferred that the coding Was probably the same as that described 
in Radio Report No. 973, British Post Office Engineering Depart- 
ment, i.e.-, a Matrix of 15 ©lamsats. (three frequency elements by 
five time elements) followed by the converse matrix. 
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After the speotrögrams had been photographically en- 
larged, by a factor of approximately 8:1, the grid, on eaoh 
spectrogram was subdivided into matrices. Sinoe no synchroniz- 
ing pulse appeared on the speotrögrams, matrix boundaries,, for 
reference purposes, had to be selected arbitrarily. The loca- 
tion of these boundaries was first chosen as the beginning of 
the first element of the pair of elements which appeared In 
their normal or unsorambled order. The elements within a 
matrix were then numbered from 1 to 15 as indicated on Fl-g-. 1A.. 
Since a number of speotrögrams and matrioes was involved, the 
numbers identifying the elements were followed by a dash and a 
two-digit number,, the first digit identifying the spectrogram 
in which the elements occurred and the. second number identify- 
ing the matrix on that spectrogram. These numbers are shown 
on all of the attached figures. 

Having numbered the elements on a spectrogram, the 
matching boards and the backs of the photographic enlargements 
were given a coating, of rubber cement and the enlargements were 
cut up along the boundaries of the elements. The proper posi- 
tions of the elements were then .sought by matohing the bound- 
aries and obtaining a pattern representing the normal flow of 
speech. 

The matching process was undertaken at first without 
making use of the properties of oonver^e codes. After several 
satisfactory matches were^ completed, conversing was tried and 
a shift in the matrix boundaries was, indicated as illustrated 
in Pig. IB. It will be observed from that figure that, al- 
though the area between points D and E constitute a complete 
cycle which is repeatod on either side of these boundaries,, 
the elements within the boundaries D and E do not ^constitute 
two homogeneous fifteen-element matrlo.es. By shifting the 
matrix boundary one time element to. the right and re-numbering 
^h© elements, Fig. 10 was Obtained. Thia figure was derived 
directly from Fig. IB by redüolng the element numbers of the 
latter by three-, there being three elements within a. time 
boundary. As a result of this change in numbering all of the 
elements between the boundaries* F and G in Fig. 10 are from 
one matrix and all of the elements between the boundaries 
G and H are from the succeeding matrix. Thi3 latter matrix 
is the oonverse of the former. The; derived code is shown in 
Fig. ID, without the complication <pf the spectrogram and 
identifying numbers. Here th» nuniberB in each elemental area 
represent the settings of the d,ial or switch to place element 
No, 1 in the first position, element xJ.o, 5 in the second posi- 
tion and element No. .8 in the third position, etc. Using the 
conversing code for the seoond group of fifteen elements re- 
sults in element No. 1' in the first position, element No. 2* 
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In the third position and element No,, 3' in the eighth position 
as shown,, in the absence of a synchronizing pulse it is un- 
known whether the matrix F'G' represents the oode or the con- 
verse oode and similarly with the matrix G'H':. Hcwever, with 
working models of the equipment this should be a simple matter 
to determine. Spectrograms of the decoded material are shown 
at. the bottom of Figs.. 2^ and 3. The numbering shown on these 
elements is that based upon-the original arbitrary selection 
of matrix boundaries and corresponds to Fig. IB, since it was 
not convenient to make the actual changes of numbers on the 
spectrogram elements. 

*** The matching procedure was considerably slewed up 
by the presence of spurious traces on the speotrcgrams. These 
appear to be chargeable to (a) switohing transients at the time 
boundaries, (b) noise and distortion products which probably 
were introduced during the recording of the scrambled speech, 
and (c) "spill over" from the harrow analyzing filter in the 
spectrograph causing the traces fr-m an element of large energy 
to spill over into the adjacent time element. 

Typical instances where the distortion products were 
pronounced and confusing may be noted at A in Fig. 2, and at 
B, 0, and D in Fig. 3. These were oases where the element in 
question occupied position 2* in the scrambled sequence and 
where the element in position 1 contained strong components, 
the harmonics of which appeared in position 2. Although dis- 
tortion products were in evidence in other elements, they were 
mo-St confusing in element 2,. 

No equipment has been available for checking the 
correctness of the code determined from the above tests. Since 
this can be readily done by the originators of this system there 
seemed to be no justification for sotting up equipment for re~ 
storing the scrambled speech and correcting any errors that 
may have been made. This would have required the construction 

,*$}•.    of decoding equipment effectively duplicating the existing sys- 
^p, tern. 

,3..- ^Evaluation 

3.1 General 

in arriving at an estimate of the degree of security 
^ «ffared by the British 2-dimensional system several important 
v-«>' _      __„„__^,.»_.- 

* This number refers to the arbitrary numbering system shown 
on the spectrograms. With the proper number shift, element 
2 on the spectrograms becomes element 14 from the preceding 
matrix, as shown in Fig* 10, 
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considerätions should be kept in mind;  (ä) the appraisal given 
in this report is based on the study of only one sample cf the 
coded speech; (b) the appraisal may indioate a higher degree of 
privacy than might be found in practice because of the quality 
of the recording (the recording was a "opy, or dub, from an- 
other recording and, it appears iikely; the clear speeoh used 
in making: the tests had also been taken from a recording) ; 
(o) no models of the privacy system were available for testing 
the time required to obtain the intelligence by partial decod- 
ing; (d) no synchronizing pulse was in evidence - had one been 
present, it would have facilitated the determination of the 
code cycle; and (e) lack of familiarity with British diction 
may have made the scrambled speech less intelligible on direct 
listening tests. 

On the other hand, the sl£nal-to^nOise ratios likely 
to be found in interception work may be fully as adverse to the 
decoding effort as any of the factors encountered in the present 
recording., 

3.2 Security Against Non-Cryptographic Attack 

Since no intelligence was gained from listening to 
the scrambled speech, the system (as exemplified by this re- 
cording) has a high degree of security against direct listen* 
ing. Experience with this system has been based on only one 
code; other codes may give more or less security than this 
particular co.de. -   ~   ____-— 

3.3 Security Against Cryptographic Attack 

The repeated code employed in tne 2-dlmensional sys- 
tem can be discovered by cryptographic methods. The solution, 
however, requires considerable effort and special equipment, 
such as a spectrograph, matching boards and, possibly, photo- 
graphic enlarging facilities. The time required to determine 

«fe,    the code may, for convenience in estimating, be divided into 
*•& two parts: the first covering the time elapsing from the re- 

oeipt of the scrambled signal to the moment when the spectra- 
graphic puzzles are ready for solving; and the second, the 
time required to solve the puzzles. The first of these periods 
depends on the amount of material to be prepared and how well 
equipped and organized the crew is for carrying out the work- 
To prepare puzzles from photographically enlarged speotrograms 

^    would involve an average delay of from 30 minutes to one hour 
depending on personnel and equipment available. -& 

The second period will depend, to a large degree, 
on the freedom of the intercepted signal from noise and dls- 
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tortion products, and also on the number of men in the crew. 
When the- signal is received with about the same degree of 
noise and distortion as was present on recording W 44/137, 
it would appear that about six spectrograms might be re- 
quired to insure good matching material over the entire 15- 
element matrix. For offioient use of this material, a crew 
of six men would be required, and, it is estimated, it would 
take the orew from two "to three hours to obtain a working 
solution of the code. This assumes that the synchronizing 
pulse is present and that the orew has oomplete knowledge 
of the system. 

It is possible that the above estimate may be of 
only academio interest since (a) it would be useless to de- 
termine the code if no receiving terminal were available to 
-unscramble the message, and (b) where the receiving terminal 
.is- available it may not be necessary to go to such lengths 
to obtain the intelligence. In the latter instance, it is 
conceivable that moat of the intelligence sould be obtained 
in less time if a combination cryptographic and non-crypto- 
graphic attack were used. In working with the original speo- 
trograms of the 2-dimensional scramble it was fairly easy to 
•spot the elements containing energy which originally had been 
In the lowest frequency band, Moreover, it was not difficult 
to plaoe those elements, in their proper time sequence, especi- 
ally where pitch changes were in evidence, Thus by setting 
up partial decodes, on a receiving machine, a substantial 
amount of intelligence might be obtained« If this procedure 
öhould prove to be effective? the security afforded by this 
system might be reduced to something of the order of half an 
hour. 

4. Discussion of Possible Improvements in Security 

The. most outstanding weakness of this system (or 
any privacy system, for that matter) is the use of a repeated 
code. The introduction of frequent code ohanges would, of 
course, very greatly increase the seourity against orypto- 
graphio attaok, 

A reduotion in the length of the time elements from 
the present value of 65 milliseconds to, say, 35 or 40 milli- 
seconds, would make the cryptographic oolution of the oode 
much more difficult, and it probably we-aid not add toe--mush 
degradation to the deooded speech in an authorized reoeiver. 

Further oomplioations of the system to inorease the 
security might include the use <*f more and narrower froquenoy 

n 
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bands,  the use of frequenoy inversion of some of the elements 
(as proposed in Radio Report No. 973)  and the use of a 10 or 
80 (time)   element matrix rather than two 5-element ones. 

A. D. FOWLER 

E. 0, THOMPSON 
1 

f > Bell Telephone Laboratories, In». 
463 West Street 
New York 14, New Y&rk 

Attaohed: 
ES-842194, Pig. 1 
Photograph No, 134584, Fig. 2 

"      "  134585, Fig.' 3 
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RELATED .SERVICE PROJECT NS-349. 

REPORT NO..  3 

Analysis of Recording- of Speech 
Scrambled "by       - — 

British Modulator Type 20, Rapidly Switched 

June 20., 19^5 

1. .General 

I.1 Introduction 

Models of the British modulator Type 2G system were 
received on December 7, 194%. It had been expected, that s,ome. 
sort of commutator switching apparatus would be included with 
the equipments for rapidly switching from one code condition 
to another in some- pre-determined.,, but repeated, sequence^ 
However-, nö such switeh-ing mechanism w&s furnl-sheds An 
evaluation of the security and speech quality afforded by_ 
this system on ä manually switched basis has'been :given- In 
Report No.". 1 on, this project dated January 5;, 1945. 

On. December 22, 1944, a phonograph record, 
No. ¥44/145, of speech scrambled by the British .modulator 
Type 20, rapidly switched, privacy system was received for 
anaiys-ls.' Since a recording of spee.c.h scrambled by a privacy 
system does not provide a very satisfactory basis for evaluat- 
ing the1 security of the system, work on analyzing the record- 
ing was deferred, for some time in the hope that tests on work- 
ing models could eventually be made. However, when it ap- 
peared that the .commutator mechanism, would, not be received> 
an evaluation of the rapidly switched systein. was made, based 
partly on an analysis of the recording and, partly on the 
results- obtained in evaluating the New Zealand switched band 
privacy system*. The, latter- is, in many respects, very 
similar to the British Modulator Type £0;,, rapidly, switched. 
-Although 4his^prsÄejdime. £or-.e.vaä:uat.ing; the .s.y:8t_ern_..is less_ 
straightforward than one bas.ed on tests* with"working models, 
the results -.obtained, are believe! to' be much more accurate 
than would haVe been possible had only the recording been 
considered. 

S.ee Report No.  4 

SECRET 



2 - 

S E 0 P. E T 

The work of analyzing and evaluating this recording 
f \ under Project 13-106, Contract 0EM'sr-l440-,. -was authorized by' 

letter dated January 18, 1<?45, from Professor Ö... P. Dalziel-, 
Technical Aide of Division 13, N...D.R.0. 

1.2 Summary of Conclusions 

The security afforded by this system is considered 
very low for military purposes. This conclusion is based 
mainly on the results obtained from tests made on working, 
models of the New Zealand, switched band privacy .system* 
Methods, which proved successful in cracking repeated code 
cycles in the New Zealand system and which should be equally 
effective^ when applied to the Bjr-itish 'modulator Type 20 
system, either could not be, tried with the phonograph record- 
ing or produced less successful results which, it is believed, 
are chargeable to the recording 

The method of isolating each commutator segment in 
turn and detecting by ear the correct decode condition for 
each segment enabled a repeated code cycle on the New Zealand 
system to be determined in seven minutes. There is no ap-r 
parent reason why this method should not prove equally ef- 
fective When applied to the British modulator Type 20, rapidly 
switched. 

Repeated listening to the scramble on Recording 
No. W4.4/l4j5 directly and also through a simple two-path super- 
position circuit yielded only a few words and phrases and 
little intelligence, as contrasted with approximately 40 and 
69 per cent, respectively, for the two listening methods ap- 
plied to the New Zealand switched band system. 

When an. automatic analyzer-decoder circuit was used, 
approximately 60 per cent of the words and about the same per^ 
centage of intelligence were obtained upon repeated listening 
to the scramble on the phonograph recording. This contrasts 
with approximately 100 per cent of the intelligence obtained 
by this method when listening to the scrambled output of the 
working models of the New Zealand system. 

The repeated code sequence cycle employed on the 
phonograph recording was determined cryptographically In ap- 

( )     proximately 15 minutes by careful analysis of the spectrograms 
~     of the scrambled speech. 
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The use of a non-repeated code cycle and an increase 
in the switching rate should greatly increase the cryptographic 
security of this system. However, .it is doubtful if either of 
these changes would materially effect the security against any 
of the repeated listening methods. 

The quality of the restored (decoded) speech pre- 
sented on the recording compared favorably, in general, with 
the clear speech in the same recording. However, a few un- 
objectionable switching "chirps" due> presumably, to imperfect 
synchronization were observed. 

2. Analysis 

2.1 Cryptographic Method 

Two spectrograms of samples of the added "speech on- 
Recording No.. W¥k/l%J were sufficient to. prove that =a repeated 
20-element code sequence was used and to, permit a complete 
cryptographic is.olutioh of the code.. Had the commutator 
mechanism been available this: cryptographic solution would 
have made possible the direct unscrambling of the recorded 
speech. These spectrograms, together with wedge diagrams 
illustrating the energy-frequency distribution produced by 
the five frequency scramble conditions, are shown oh the at- 
tached photograph. The time boundaries of each scrambled 
element are clearly revealed oh the spectrograms^, and by 
measuring the distance (average) between adjacent^boundaries, 
the code switching rate was- c&l-euiated to be approximately 
65 milliseconds per element, except for the first element 
which is slightly longer, due, presumably* to the stop^start 
synchronizing action of the revolving commutator brush arm. 
A*3*'5-kllQcycle pulse also marks the .beginning of each code 
cycle. 

By carefully inspecting the intensity distribution 
and inflection, characteristics of each scrambled element on 
the spectrograms, and, at the same- time, bearing in mind the 
frequency scramble produced by each code condition, it is 
possible to determine the particular code condition used for 
e,ach individual time element. Those few elements where the 
code condition Is uncertain or Impossible to determine, 
•because of insufficient speech energy, may be checked by in- 
specting the corresponding elements in another cycle; 

It is fe.lt certain that the sequence 5 2 14 2 14 
5 1 4 5 24 1 2 5 4 2 5 1, as indicated on the photograph, is 
entirely correct, although the actual sequence used in making 
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the recording was not available for comparison. As a matter 
of interest, however, it may be noted that code condition 3 

(" j     is not used, and that the remaining four code conditions, 
starting with the first element of the code cycle, appear in 
five successive groups with a different sequence of the four 
conditions in each group, whether or not this code sequence 
is typical of all the possible sequences that may be set up 
by the coding system employed is not known. 

2.2 Non-Cryptographic Methods 

Practically no intelligence was= obtained through 
repeated listenings of the recorded scramble directly, although 
a few scattered words and phrases were correctly understood. 
Repeated listenings through ä two-path superposition circuit 
(codes 1 and 5 superposed;) and also through an automatic 

—-.   analyzer-dec oder circuit,* both similar to the circuits used 
successfully in cracking- the New Zealand system, were also 
tried. The two-path circuit yielded a few more words making 
the. total word count about 20 per cent, but the intelligence 
derived was still practically negligible. The automatic 
analyzer-decoder, however, was relatively successful in that 
So  per cent of the words were obtained and roughly the same 
amount of intelligence. It Is not known for certain, why these 
non-Cryptographic attacks were less successful in cracking 
this recording than they were with the New Zealand system but 
it is felt that the following factors may have been contribut- 
ing !. 

1. The lack of familiarity with British diction 
reduced our ability to recognize partially 
unscrambled words or phrases, 

2. The five frequency scramble conditions, though 
similar to those of the New (Zealand system* 
may be different enough to Have resulted In a 
somewhat more confusing scramble. 

3. The omission of code condition j5 in the code 
sequence used in the recording reduced the 
effectlvenes-s of the two-path superposition 
Circuit and-the automatic analyser-de coder 
because inversion, which will decode condition 
1 precisely, will also decode condition 3 

-{—}- effectively. 

* See Report No. k,  Section "5.^4, for a description of this 
circuit. 
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k.    The signal-to-nolse ratio on the recording was 
occasionally very poor. In several Instances 
the level of speech, in both the coded and 

•' decoded sections of the recording, was. low 
enough to be almost, obscured by the background 
noise. 

Since the commutator mechanism was unavailable, it 
was impossible to try the method of applying each of the five 
code conditions, one at a time, to each commutator segment in 
turn and detecting by ear the correct decode condition. This 
method proved very successful in cracking a repeated code set 
up by the New Zealand system.  It- is believed it would have 
been equally as effective with the British modulator Type 2C 
equipment or even with the phonograph recording in spite of 
the adverse factors given above. No attempt is made to recog- 
nize words or syllables with this method as the bursts of 
speech are of very short duration (6.5. milliseconds..) However, 
as. the five code conditions are applieA_in_turn to a single 
commutator segment, the ear easily detects which code con- 
dition produces speech sounds of correct harmonic relationship 
regardless of pitch, diction, or language us_ed, Furthermore,,, 
since the 65-millisecond switching, rate employed by the 
British modulator Type 20 s-ysksm is somewhat slower than the 
^^-millisecond switching rate of the New Zealand system, the 
correct decode for each scrambled element should be detected 
with fewer listening samples-, 

3. Evaluation 

3.1 Security Against Cryptographic Attack 

Assuming the type of scramble is already known, the 
repeated code sequence cycle employed in the British modulator 
Type 2C, rapidly switched, can. be determined In 15 minutes by 
analyzing two spectrograms of the scramble. 

3.2 Security Against Non-Cryptographic Attack 

Inasmuch as the commutator mechanism was not made 
available, extensive tests to evaluate accurately the security 
of this system against non-cryptographic attacks could not be 
undertaken. For this reä-syn the results of the various VQ- 
peated listening tests made on the single recording, W44/l^3., 

JT ^     may tend to indicate somewhat greater security than that 
actually afforded by this system. For example, it is quite 
likely that considerably more intelligence would have been 
obtained in these tests had the speech not trailed off from 
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time to time into the background noise of the recording. 
Difficulty with the diction of the speaker was also experi- 
enced. On the other hand, there is some evidence that the 
differences in low frequency cutoff of th* various cede con- 
ditions result In a staccato effect, when rapidly switched, 
which may interfere, v±th the ability of the ear to recognize 
partially unscrambled speech. 

Experience with the New Zealand system indicates 
that the aural method of detecting the proper decode for each 
scrambled element, one at a time, should crack the 20-element 
repeated code cycle of the British modulator Type 2C in ap- 
proximately seven minutes, 

4. Discussion Of Possible Improvements In. Se.curity 

By using, a non-repeated, or long-cycle,'code and 
increasing the switching rate to say ,30 •millise.aQnäs per 
scrambled element, the cryptographic security of this system 
Would be greatly increased without seriously impairing its 
overall quality._ Under these conditions it Wöüid be ex- 
tremely difficult to determine the code sequence by spec-tro- 
graphic analysis of the scramble.. Only slight pitch changes 
would exist in- an element and these would tend to be obscured 
by the closely spaced time boundaries... Furthermore, when the 
code is hot repeated, each element would have to be solved 
Independently - a laborious and time-consuming task in itself. 
However, it is doubtful if either of these changes would in- 
crease the. system's security against any of the repeated 
listening attacks. 

D. 0. SLATER 

E. ey THOMPSON 

BELL TELEPHONE LABORATORIES, INC. 
463 Vest Street 
New York 14, New York 

Attached: 

Photograph No.   141241 
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PROJECT 13-106 

RELATED SERVICE PROJECT NS-349 

REPORT NO* 4 

itfew^Zealtrad Switched Band Privacy System 
Working Models and Recording 

July 37, 1945 

1, General 

__-lei Introduction 

On February 13, 1945, a reoordlng of speech scrambled 
by the New Zealand switohed band privaoy system was received 
from the U. S. Navy Department for analysis. This work was 
undertaken and brought nearly to completion when, on February 33, 
1945, the scrambling equipment for two terminal units of the 
New Zealand syLtem was received for purposes of tests and evalua- 
tion under this- pr-oj.eot.. Since an evaluation based on tests 
with working models is decidedly more reliable than one based on 
only a recording of the sorambied speech, further work on the 
latter was postponed until tests on the working models were com- 
pleted. This report includes the results of the tests made with 
both the reoording and the working models. 

A,substantial amount of auxiliary equipment, such a-s 
power supplies, amplifiers! relay and jäok oirouits required to 
use the scrambling units in a two-way privaoy system was hot 
furnished, it was neoessary, therefore,, to provide and con- 
struct these items. Two complete terminal units were assembled 
for two-way operation without benefit of the instruction bulle- 
tins or drawings whioh did not arrive until the work was prao- 
tioally completed. 

The work on both the recording and the working models 
( )"    of the New Zealand system was authorized by a letter from Profv 

Charles F. Dalziel, Technical AddeT-D^vts-i-on 13j NrD-.R.Gi, 
dated February 18, 1945. 
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1,2    Summary 

The security afforded by this system Is very low fox 
military purposes and is inconsistent with its. weight,, size, 
and type of design whioh limits it to permanent installations, 

One terminal unit occupies approximately six feet of 
standard rack space and, with the necessary auxiliary equip- 
ment, weighs nearly SCO pounds« The system was designed for 
use with conventional radio terminals on a permanent installa- 
tion basis. However, by redesign considerable reduction in 
size and weight could be achieved. 

The frequency bandwidth for satisfactory transmission 
must accommodate a 50-oyole speed control tone and ä 4,000- 
oyole synchronizing pulse as well as the 200 to 3000~oyole 
üPMQh band*.    ......    .., 

Mechanically and electrically the system operates 
satisfactorily although daily adjustments are usually required. 
The intelligibility of the restored speech is good but the 
quality is somewhat inferior to what might be achieved with 
further improvements in design. 

In this system three frequency bands of approximately 
1000 cycles each are arranged to provide five oode conditions. 
By means of an 18~segment commutator these five code conditions 
are switched at intervals of .043 seoond in a coded äeqüenoe, 
When the same coded seqifenoe, lapting 0.77 seoond, is set Up on 
eaoh revolution of the commutator brush,, the equipment produces 
a repeated code. An applique unit is furnished with the equip- 
ment to extend the time when the code will be repeated. This 
unit changes the coded sequence eaoh revolution of the commuta- 
tor ,brush for 625 revolutions to give a code oyole of eight 
minutes, referred to in this report as. a non-repeated code. 

Under favorable conditions for interoeption, the low 
seourity of this system is revealed by various non-oryptographic 
attacks which gave the following results: 

1. An automatic analyzer-decoder oirouit will yield 
at least 50 per oent of the intelligence on the 
first listening and praotically all of the intel- 
ligence with a few additional listenings for either 
repeated or non-repeated codes» 
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2. With a terminal equipment, or- its equivalent, 
available, repeated codes oan be oraoked in 
about seven minutes- by deteoting aurally the 
proper deoode for esoh scrambled element. 

3. Twenty repeated listenings* to the scramble 
through a two-path .superposition oirouit will 
yield about 80 per oent of the words. 

4. Twenty repeated listenings* to the" soramble 
directly will yield about 40 per oent of the 
words. 

Beoause of the vulnerability of this system to non- 
oryptographiö attach, work on cryptographic decoding methods 
was dire.oted mainly towards making a fundamental analysis of 
jt&e coding system to determine its chara^teristioaand weak- 
nesses* However, estimates were made "of the security against" 
"oryptographio attaoks on the assumption that speotrrograms 
would be used for this purpose. Other methods not- employing 
speotrograias might prove to be more rapid but no attempt was 
made to develop them. 

For a repeated oode sequence, ä~~öorreot permutation 
of the code cords and the settings of the sequence switches 
oan be determined oryptographioally by the use of spectrograms 
in about 20 minutes. In some instanoes, partial solutions ob- 
tained in ten minutes may prove satisfactory. For a non- 
repeated code sequence, the permutation of the oords, settings 
of the code sequence switches., and the starting, point, of the 
automatic code changer can be oryptographioally determined by 
a trained crew with adequate equipment in approximately one 
hour. 

• By redesigning the system to use pre-equalization -- 
ahead of the sorambler unit, the! effectiveness of the automatic 
analyzer-decoder oirouit oan be practically destroyed. Pre- 
"equalization will approximately double the decoding time for 
all other decoding methods except that for the oryptographio 
determination of non-repeated codes. In the latter instanoe 
the time is increased approximately 50"per cent. 

* On an average, 20 minutes of repeated listening were required 
to extract, from a one minute 'sample, the percentage of words 
indioated and additional listenings usually did not increase 
the percentage materially. These results apply to both the 
repeated and non-repeated code sequences. 
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2.    Equipment and: .Operation 

2.1 Introduction 

The first model of the New Zealand switohed band 
privacy system was developed by ;the Radio Development Labora- 
tory, Department of Scientific and Industrial Research* 
Wellington, Kew Zealand* Its major features were based sub- 
stantially on the design given in the British Post Office 
Radio- Report No» 994. The present equipment was built by 
Collier & Beale, Limited,. Wölllngton, New Zealand, and incor- 
porates the basic features of the prototype with the exception 
of a few minor changes introduced to avoid operational defi- 
ciencies and to facilitate the use of thö apparatus in ä radio- 
telephone terminal equipment of conventional design. The three 
-units comprising the privacy equipment &re= not seif-fuhotiönihg. 
Local power supply sources, amplifiers,to provide the desired 
volume levels, and equipment to segregate the vöioe and syn- 
chronizing signals are required. 

2.2 Physical Description 

The weight and size of each of three units compris- 
ing one terminal of the scrambling equipment received from New 
Zealand are given in the taUle below. 

Physical Dimensions 

Weight -  Height r   Width -  Depth = 
Units       (Pounds)  (inouis)  (inohes)  (Inches:) 

Synohr.önizing. Control 24 3-3/4 19     11-3/4 
50»0yo.le Power 57 14 19     11-3/4 
Scrambler, Including 
Auto-Coding Unit 136 SI • 19     22-3/4 

Total W? V53£ß "~ 

The two sets of equipment received were mounted on 
separate relay racks looated in different laboratory rooms so 
that two identical but independent terminals were available for 

-     testing and demonstration purposes. Other necessary auxiliary 
f ) apparatus which was constructed or provided from laboratory 

stoclc was also mounted on each rack. The attached photographs, 
figures 1 through 4, show various views of one oomplete ter- 
minal, 
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2.3 Theory of Operation 

2.31 General Description 

Five a\idio frequency oode conditions with a means of 
rapidly ohanging from one of these conditions to another in a 
predetermined or coded sequence forms the basis of this cr.i- 
vaoy system^ A synchronizing mechanism is also provided to 
insure simultaneous operation and optimum quality between two 
working terminals. 

A simplified schematic of the overall system as set 
up for laboratory testing, including the neöessary auxiliary 
equipment-,;is shown on Drawing ES^-842195.. The two terminals 
are identical-, but for purposes of explanation one terminal is 
shown in the SEND Condition and the other in the RECEIVE condi- 
tion»-. Speech entering the +T-a-&üa±fc-&§"3?: tT-BAKS-.-)• is amplified 
(AMP #1). to the proper volume level and fed to the second inner- 
most ring of the'commutator in t;h^SCRAMBLER MIT where it is. 
pioked up by a revolving brush arm and distributed successively 
to the 18 commutator segments of the outermost ring. Eaoh of 
these segments is connected to one of the five code conditions, 
depending on the permutation of the code cords, setting of the 
code sequence switches, and position of the selector switches. 
Likewise, each segment of the inner commutator ring is oonneoted 
to the output of one of the five code conditions through a du- 
plicate set of contacts, With this arrangement,, the inooming 
speech is distributed in a coded sequenoe to the inputs of the 
five code conditions, and is (simultaneously pioked up, in the. 
same sequence, as scrambled elements of speech on the inner com- 
mutator ring and finally fed to AMP #2 through a duplicate set 
of brush contacts. After amplification, the scramble passes 
through a 3-ko low-pass filter and lil-C balancing ooil where 
it combines with a continuous 50-oyole wave and a 4-ko pulse 
which synchronize the SEND and RECEIVE terminals. The combined 
output passes through the LINE Ö1LT transformer and is trans- 
mitted either by radio or wire line to the RECEIVE terminal. 

Unscrambling at the RECEIVE terminal follows essen- 
tially the reverse process. After passing through the LINE IN 
transformer., the 50-oyole wave., 4-ko pulse, and scrambled speeoh 
are channeled by filters to their proper circuits,* The scram- 
bled speech is amplified (AMP f/1) and fed to the commutator of 
the SCRAMBLER UNIT. In order for the scrambled speeoh elements 
to be properly restored, the permutation of the code cords and 
setting of the code sequence switohes must be oorreot. In 
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addition, the selector switches, and revolving brush arms of 
the SEND and RECEIVE terminals must be in identloql positions* 
Under these proper deoo.de conditions, the incoming scrambled 
speech elements when distributed to the inner ring of eegmenis* 
will be simultaneously picked up as restored speech on the 
outermost ring of segments. The speech is then amplified 
(AMP #2} and fed to the receiver |REG.). 

Interchanging the SEND or RECEIVE oondition of a ter- 
minal is performed by relay transfer contacts under oontrol of 
a push-to-talk button. This method was also Used in the proton 
type equipment* However, when the system was used in conjunc- 
tion with radiotelephone terminal equipment,, as intended, voice 
operated relays replaced the manually operated push-to-talk 
button. 

2.32 Code Conditions 

In the lower left-hand portion' of Drawing ES^8^21fg- 
is shown the circuit used to derive the five code ooMltlöhs, 
together with, the five wedge- diagrams illustrating the fre- 
quency translations öi-ths resültt^nt; scrambles. Briefly., the 
five conditions are- as- follows: 

Condition A. - Inversion of 0 to 3000-oyole band. 
Condition B - Inversion of 0 tb  30ÖO~öyole band 

followed by re-inversion of 0 to 
2000-oyole portion» 

Condition 0 - Inversioxi of 0 to SQQO-oyole: portion 
followed by complete inversion of 
0 to 3000-cycle band. 

Condition D - inversion of 0 to 2ÖO.0--=oyäie portion 
only. 

Condition E - Straight transmission (attenuation 
).  . 

Eaoh condition has a nominal Insertion loss of .37 db and. an 
input and output impedanoe of 500 ohms. The IN and OUT leads 
of each oondition terminate in double prong plugs SJO that these 
cords may be patched conveniently to the "Sao^s of the selector, 
switoh box (.auto-coding unit), or coding bus jacks associated 
with the code sequence switches, 

2.33 Code Sequence Switches 

Six code sequence switches are provided * and each 
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switoh has six banks of oontaots. These sw.it ohes are wired to 
the ooimautator segments;,, both inner and outer rings, in subh a 
way that the order and, to some extent^ the ohoioe of the five 
oode conditions available to the first group of three successive 
oommutator segments is determined by the position of switoh No..l, 
the sebond group of three 3üooessive segments by the position of 
switoh No. 3, and so on for all 18 segments. As a result, the 
order in whioh the five conditions follow one another is ooded 
aooording to the positions of the six switches. The wiring of 
the switohes also insures against the repetition of any bode 
oo.nditipn within ea.oh group of three segments. Eäoh switoh. has 
11 positions labelled S, 0, 1, 3, 3, 4, 5, 6,  7, 8, and 9. The 
0 through 9 positions provide ten different sequences öf the 
five conditionsj and the S position opens the oirouit to the 
segments;* -The six switches, having, ten useful positions each, 
provide ll0° possible combinations or code sequences, all differ- 
ent^  - - ~     

•Further boding is possible in that the five cords from 
the freqüehoy scrambler unit may be permuted in 120 different 
combinations tp_the coding bus 3aoks_.pf the_ ocde sequenoe switches. 
However? the total number of different sequenoe orders obtain- 
able by permutation of the cords- and resetting of the code se- 
quence switohes is 13 x 10° rather than ISO x 1Ö6, as will be ex- 
plained later. Thus, for ä fixed cord permutation and fixed s.etr 
ting of the. switohes, a definite boding sequence of the five con- 
ditions is set up on the 18'oömmutatör segments and will be^ re- 
peated .each revolution of the brush arm. 

3,3.4 Auto-Goding SeleotoF~Switches 

By using automatically stepping 'selector switbhes:, 
which change the permutation of the; five bode conditions onoe 
each, .revolution of the brush arm, the above-mentioned, repeated* 
Oode bebomes a so-called hon%-repeate:d code. The selectors are 
inserted between the frequency scramble oirouit and the opding 
bus jaok^ thus a^ Complete code oycle now depends on the length 
of the selector oyole. Four, 25-step, e-bank selectors are 
used in the New Zealand equipment. Two of the selectors in 
series permute tne inputs of the five oode conditions and the 
other two make the same .-permutation. a£  the -outputs? Since the 
pairs pf seleotors operate in series., a total of 35 x -35 or 635 
permutations oobur before the seleotpr oyole repeats.. The brush 
arm normally rotates at 78 rpm (43 milliseconds per segment). 
Thei-sfore, with a new permutation ooourring. each revolution, the 
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time required to complete, one major coding cycle is approxi- 
mately eight minutes. 

2,35- Synchronism 

To insure proper unscrambling of the-incoming elements, 
of scrambled speeoh, it is apparent that; the revolving brush arms 
of the SEND -and RECEIVE terminals should rotate at equal speeds 
and should -main/tain the proper phase relationship at all times. 
In this privacy system a continuous 50-oyole wave, transmitted 
along with the sorambled speeoh,, is used to synchronize the 
speeds of the two revolving brush arms, and a short 4-ko pulse 
is transmitted er oh revolution to insure the proper phase rela- 
tionship:, Theise synchronizing signals ma.y originate and remain 
under the control of either one of the terminals, regardless of 
•whether it is in the SEND or RECEIVE condition, Drawing 
ES~843i95 shows the synchronizing signals originating, at the 
SEND terminal.. 

To maintain speed control each terminal is provided 
with a fairly stable 50-oyole oscillator located in the- Syn- 
chronizing Control Panel. The output of the osalllator excites 
the grids of a power amplifier (PWR AMP) whioh in turn delivers, 
approximately 30 watts of öö.-oyöle power to a synchronous, 
1500. rpm, fraotional K.P. .motor;. The motor drives the brush 
arm through a Worm gear reduction and a friction clutch. At 
the terminal originating the synchronizing signals, a small por- 
tion of the 50-oyole power is tapped off and transmitted to the 
distant terminal where it is used to synchronize thi 50-oyole 
oscillator, iSynohronlzatlpji is= indicated by the Synoiftiofloope 
meter. 

The 4-lco synchronizing pulse is utilized to operate, 
the 3TART-3T0P LATCH RELAY at eaoh terminal so that the hrush 
arms will start eaoh revolution simultaneously at identical 
positions on their respective commutators. Each terminal is 
provided with a 4-ko oscillator which is usefl only at the ter- 
minal where the pulses originate. Referring to the SEND ter- 
minal of Drawing ES-842195, it will be seen that the output of 
the 4-ko oscillator is fed to a cam operated relay. With each 
revolution of the cam the relay contacts close momentarily;, 
allowing a portion of the resulting short 4-ko puise to be'trans- 
mitted to the distant terminal along with the 50-oyole-wave, and 
the remaining portion of the pulse to be fed to the grid of a 
self-extinguishing gas tube circuit. The 4-lcc pulse fires the 
gas tube causing the latoh of the START-STOP IATCH RELAY to pull 
up and release the brush arm« At the distant terminal the ar- 
rival of the 4-ko pulse performs the same function. This process 
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is repeated for eaöh revolution of the cam-, and since^ the cam 
is geared to revolve at a slightly' slower rate than the brush 
friotion drive (gear ratio 74:75), the brush arm will always 
rest against the letch for approximately 0.010 second each 
Revolution- before it is released. Thus slight discrepancies 
til the motor spe-eds, if they exist, are compensated for at the 
end of eeoh revolution, 

A seoorid relay, in. series with, the START-STOP IATCH 
RELA¥-, also operates each time the gas ty.be fires, and its oon- 
teöta close, the 24~volt supply tp the selector switches caus- 
ing: thorn to step orice^ each time the relay- operates* 

3.4 Appraisal of Equipment Design and Operatioh - 

2.41 Intent of Comments 

The original d-asi-gixers- of this equipment -are well 
aware of many of itsr weaknesses and freely admit them in. their 
i-nstruö-tlon hulletlh. some of the weaknesses are inherent in 
this type of privacy system, others undoubtedly arise through 
unavailability of more desirable parts and materials^ There- 
fore, in judging the design and operation of this equipment we 
wish to make clear that many of our nomtlents are made with the 
view or substantiating the opinions of the original designers. 
In no case is it intended to belittle the'engineering, design, 
workmanship, or effort put forth in the building -and advancing 
pf tills system.: 

3.48. Construction 

Although the prototype model was intended for field 
use, it, is apparent that the present equipment was designed for 
permanent terminal type installations and"is not rugged enough 
•for fiäld use. As received, some of the heavy components, such 
as -a power transformer and two chose coils, had torn loose from 
their mountings, 

3.43 Commutator 

During the period in which this equipment was operated 
..ftn-E test and äemQnst'3?atiss purposes.;, the chief source of inter- 
ruption was due to the short circuiting or bridging of adjaoent 

^ ) tcommutator segments by the accumulation of metal particles from 
the commutator and brush faces and also dirt particles from the 
air. A thorough cleaning of th® commutator at the beginning 
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öf each day usually avoided this trouble unless the equipment 
was operated steadily for more than four houps. 

Tests and experience with the Model PF (TDS) equip- 
ment ii dioated that the use= of palladium copper brush tips 
with p( lladium copper commutators backed on brass prrotioally 
eliminated the bridging of adjacent segments due to metal par- 
ticles. Furthermore, ä thin film of oil on the. f-ebe of the 
ooimnutg-ftor reduced the oonta.ot resistance between segment and 
brush as well as reduoing brush wear. It was also found that 
segment bridging due to dust and dirt particles from the air 

twas greatly reduced by fitting tight metal covers over the com- 
mutator meöhanism. 

Alternative methods for rapid oode switohing, suoh as 
relay commutation swltohing^ahd electronic switohing, are possi- 
ble.,, of course». The latter j though it may require many vacuum 
tubQs,eliminates all moving parts. 

£.44 Start-Stop Latch Relay 

In the early stages öf testing this equipment it was 
nötioed that the START-STOP LATCH RELAY' did not always operate 
xirialy., This caused variations in the starting phase relation- 
ship of" the brush arms whioh impaired the overall quality of 
the restored speeoh. it was also observed that the seleotor 
switches occasionally missed a step,, Such failures • necessi- 
tated the realignment of the auto-öoding units so that the 
scrambled speeoh would again be properly restored. 

Sever&l meohanioal adjustments of the START-STOP LATCH 
RELAY were made in an effort to improve its operation, but with 
little success1. Finally it was discovered that the firmness 
with whioh the latch relay operated was determined.,,, to a con- 
siderable extent.,, by the amplitude of the 4-Jfcp pulse,. 0s:illo- 
acopio Qbae-r vat long of t-hs voltage wave shape be-tween—ths: plate 
of the 884 gas tube and ground showed that the tubs did not re- 
main fired throughout the duration of the 4-kc puls.e. Instead, 
the tube fired on the positive portion of the first cycle of 
the; 4-lcc pulse applied to its grid and then extinguished on the 
negative portion. The tube continued to do thJ-e sn: each posi^ 
tive and negative portion of the succeeding cycles.. As a result 
of this oscillatory firing of the tube., the effective, ouri'ent 
through the relay circuit was not sufficient to: permit its firm 
operation, especially when the amplitude of the 4~kc pulse was 
low. This phenomenon was due to the fact that the inductance 

_. 
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of the relays presented a high impedance to the sudden surge of 
ourrent when the tube fired. As a result, the potential on the 
plate of the tube, dropped so low that the tube extinguished as 
soon as the grid went negative. By connecting a 0i25-mf oon- 
denaer in series with 1500 ohms from the plate of the 884 gas 
tube to the 220»volt supply, the impedanoe of_the plate oirouit 
was greatly redüoed during the sudden surge of ourrent.. Having, 
fired on the positive portion of the first oyole, the tube now 
remained steadily fired until, the oathode- potential rose suffi- 
ciently'to extinguish it. The resultant increase in effective 
current through the relay oirouit,insured consistently firm- re-s- 
lay operation» However-, this inorease in ourrent flow charged 
the cathode condenser at a faster rate,, thereby extinguishing 
the tube sooner. As a result,-the relay which controls the ap- 
plication of the 24-volt battery supply to the selector switohes 
did not r.emaih operated long enough for. the selector magnets to 
pull up properly*. By- doubling the öapaortanoe in the oathöde 
oirouit of the,;gaß tube, the operate period of this relay was. 
increased sufficiently. However, to maintain the sane discharge 
time constant of the cathode oirouit, it was also neoessäry to 
halve the: value of the bias resistors. The net result of the 
-above oirouit changes was the assurance of firm latch operation 
and consistent stepping of the selector switohes for =each revo- 
lution of the- brush arm. 

To obtain the proper initial phase relationship of the 
revolving brush arms at the looal and distant terminals,,"it. 
should be possible to adjust aoourately the ciroumferehtial posi- 
tion of the START-STOP LATOH RELAY.. This adjustment is rather 
oumbersome to make with the present equipment, especially when 
in operation.. However-, by redesigning the relay mounting,, it^ 
should be possible to make accurate -circumferential shifts in 
either direot-ion by a simple sorewdriver adjustment, Eurthe-r- - 
more, a scale on the periphery of the commutator would be of con- 
fl.ide3?a:h.Vft =«-14 -*-"• malting this-alignment-«       "   

2.45 Transmission Irregularities 

Frequency oharacteristio curves for each oode condi- 
tion» obtained by measuring the insertion^loss between the input 
at the SEND terminal and output at the Riüuiaivj!; terminal in ou-oyole 
steps from 300 to 5000 cycles, indicated the existence of many 
irregularities. Several'of these, such as the trough caused by 
band splitting in Condition D, were known to have been unavoid- 
able. Others, perhaps, could have'been reduced by using isolat« 
ing pads of greater loss. However, it was noted in Condition D 
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that the average insertion loss for the frequenoies between 
20.0 and 1800. oyoles was approximately 8 db less than the aver- 

f )    age for the upper band" of frequenoies between 2000 and S900 
oyoles. This discrepancy was easily corrected by reduoing the 
loss of the pad (4 db per terminal) in the upper frequenoy by- 
pass circuit of Condition D. This oorreotion likewise improved 
the frequenoy response characteristic of Conditions B and C, 
and resulted In a small but noticeable improvement in speech 
quality, 

2.46 Synchronising Circuits 

The purpose of the 50-oycle wave, as previously ex- 
plained * is to synchronize the motor speeds at the two terminals. 
To prevent the transmitted 50-oycle wave from entering the scram- 
bler pirouit,, where- it Would be modulated to higher frequenoies 
and thereby produce annoying, clicks and tones> a 100-oyole low- 

" ^ms  filter^Tr normally inserted in the scrambler circuit in 
tandem with the S-ko low-pass filter. However, for laboratory 
testing and demonstration purposes, no 100-oycle low-pass filter 
was used because the 50-oyole. oscillators were found to be stable, 
enough, once adjusted, to provide satisfactory speed control over 
limited periods (3 or 4 nours) without continuously transmitting 
the 50-oyole wave. Only occasional frequenoy checks were neoeSr 
sary, and usually an initial, warm-up period of about 3.0 minutes 
with power on was sufficient for the oscillators to reach a con- 
stant frequency. The stability required for long period inde- 
pendent speed control was undoubtedly not intended when the os- 
cillators were originally designed., and, as such, they probably 
would not prove satisfactory. However, independent speed con- 
trol is. a desirable feature for this type" of system, and several 
methods of providing it are known. 

2*47 Transmission Delay 

It was mentioned earlier in this repsr-tH^ha^t--ths—syn«=— 
ohronizing signals could originate at either one of the termin- 
als, regardless of whether a terminal is in the SEND or RECEIVE 
condition, and still provide proper synchronization. This is 
always true for the 50-oyole wave, but true for the 4-kc pulse 
only when the transmission delay of the. interconnecting link is 
negligible. If, however, the 4"ko pulses are originating at the 
RECEIVE terminal, a circuit delay expeeding 5 milliseoonds will 

i   ,   generally cause sufficient asynohronism of the revolving brush 
v    arms to result in a noticeable impairment in the quality of the 

restored speech, unless the delay is compensated for. The 
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amount of delay which may be tolerated without compensation is, 
of course, directly related to the oode switching rate. 

Perhaps the simplest method of compensating for this 
delay is to have the 4-kc pulse always originate at the ter- 
minal that is in the SEND oondition. In this way, the 4-ko 
pulse and the scrambled speeoh will always be transmitted to- 
gether , and will encounter essentially the same circuit delay, 

2.48 Reduotion of Transmission Bandwidth 

.elimination of the continuously transmitted 50-oyole 
Synchronizing wave would considerably lessen the rather severe 
low-frequency transmission requirements its use now imposes. 
In addition» by employing, appropriate and. more seleotive filters, 
it is quite possible that the frequency of the present- 4000- 
oyole synchronizing pulse could be reduöed to say, 3100 oyoles", 
or located within the normal speeoh band. Thus the bandwidth 
JE.aqu.irs4._£ar gpera-tiorL^oiL th& system could be reduced, 

2.5 Appraisal of Restored Speeoh 

The relatively low military security afforded by this 
system, a,s indioated by preliminary tests, did not seem to justi- 
fy the extensive testing required to obtain an accurate transmis- 
sion rating. However,* in the course of other tests and demon- 
strations, it was observed that the intelligibility of restored 
speech was good in tha-t seldom was it necessary to repeat words 
or phrases, and for most listeners it did not require particu- 
larly olose attention to follow ordinary conversation. As a 
rule,, individual voiQ.es were easily recognized, although some 
sounded less' natural cthan others. 

 The inherent signal-to-noise ratio of the overall sys- 
tem was better" than 40 db. 

< 'I 

"wSiroT"i-Fif5—ox %Re voice, 
The most noticeable quality impairment was-a slight 

caused by the rapid switohing of the five 
code conditions whioh'have differences in frequenoy characteris- 
tic and insertion loss. These differences oould be detected by 
listening to each code condition separately, although the quality 
through eaoh was quite satisfactory. While some of these dif- 
ferences are unavoidable-, others oould be corrected by improved 
impedance matching and pad design, thereby reduoing the wavering 
effect considerably. 

A seoond, though less noticeable impairment, is the 
rapid switohing ollbkswhioh are heard only when speeoh is present, 
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The olioks are of short duration and occur eaoh time the brushes 
slide from one commutator segment to the next* It is impossible 
to eliminate them entirely as they are a.result of filter tran- 
sients and inherent imperfeotions in meohanioal commutation. 
They are not, however, particularly loud or annoying. 

All the above observations were made under ideal 
laboratory conditions, and the impairments noted, though not 
serious, are attributable entirely to the privaoy equipment. 
When the system is uged in conjunction with radio transmission 
it is quite possible that selective fading may produce more 
serious degradations. 

2.6 Field Unit Design Considerations 

The. usefulness., from a military standpoint, of a small 
practical field unit incorporating the basio features'of this 
privacy system would depend almost entirely upon its security 
against unauthorized listeners* From an equipment standpoint, 
there are a few rather large items in both the present equip- 
ment and the prototype model which oould be reduced in size and 
others which oould be completely eliminated. Since a 24-volt 
d-c power supply must be available, for operation of the selec- 
tor switches, it would seem logical tp use that source of power 
also to operate a dynamotor whioh would drive the brush arm and 
generate the plate voltage for the audio amplifiers, osoillators, 
and latch relays. The use of a preoision regulating circuit to 
control the dynamotor speed would obviate the transmission of 
the 50-cycle wave, and would eliminate the need for a .50-oyole- 
power panel and most of the Synchronizing Control Panels In 
addition, a redesign of the commutator Mechanism and gear hous- 
ing would permit further reduction of the weight and size.. On 
the basis of these and other design changes, it is estimated 
that a complete terminal,, including the auto-coding unit,, could 
be mounted in a chassis about the size of the present scrambler 
unit and weigh in the order of 100 pounds. 

5. Analysis of Sepurity 

3.1 Discussion of Code Conditions 

O 

In order to discuss the varrious decoding taoiitiiques in* 
vestigated it is advisable to familiarize the reader with the 
five code conditions which this system makes available for cod- 
ing purposes. Two fundamental modulation processes are involved: 
The first, designated «'Code A", provides inversion of the full 
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0 to 3000-oyole band, and the seoond, designated "Code D", pro- 
vides inversion of the 0 to 2000-oyole portion Mth the band 
from 2000 to 3000 oyoles transmitted in its proper position by 
means of a by-pöB3 oirouit. Used in tandem, the first modula- 
tion process (Oode A) followed by the seoond (Code D) provides 
a third oondition which is designated "Code B". Likewise, the 
reverse tandem order provides a fourth«. ? condition, "Code G". A 
path involving only an attenuation pad provides clear speech for 
the fifth condition which is designated "Code E". 

The resultant five codes are illustrated by means of 
wedge diagrams oiT attached Drawing ES-842252. Reference to the 
column headed "Normal Speech" shows the Wedge diagram used tö 
indicate unoode<3 or straight speech, lne center column indicates 
the frequency translations incurred when straight speech is scremt- 
bled by each of the oode conditions. Subsequent references to 
the various code conditions will he mads in accordance with the 
designations and conventions set forth on this drawing. 

The unscrambling of code conditions involving only a 
single modulation prooess (Code A or Code D) is accomplished by 
the same modulation prooess at the receiving terminal. The codes 
involving a tandem use of the modulating processes are properly 
r-jatored by using the modulation processes in the reverse order. 
However, it shouid be pointed out that the reverse order required 
to restore Codes B and 0 automatically oocurs at the reoeiving 
terminal since the incoming sorambled spaeoh passes through the 
scrambler unit in the reverse_ direction. Thus Code B, for ex- 
ample, as ^et up at the transmitting terminal^ is properly re- 
stored by setting up Code ,B at the receiving terminal. 

3.2 Te3t Conditions 

C) 

The two terminals available for test and demonstration 
purposes were looated in different laboratory rooms and were 
directly oonnected for convenience on a 4-wire basis. All re- 
cordings of the soramble were made on a magnetic tape device, 
having a high input impedance, which was bridged across the out- 
put of the terminal under test. With the exception of a few 
special tests, the settings of the code sequence switches and 
permutations of the oode oords were ohosen at random. This 
usually resulted in ä f>irly unirorm distribution and öönurrenoe 
of the five code conditions, in all tests the speeoh material 
used was unfamiliar and usually in the form of continuously re- 
lated thoughts, such as excerpts from magazine, and newspaper 
articles. In some instances, short, terse, command sentences, 
in which every word is important, were used. The talking rates 
varied from normal to fairly rapid and several voices were em- 
ployed. 
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-3.3 Noh-pryptographio Deoodlng Methods 

3.31 Direot Listening 

Preliminary tests indicated that only an oooasional 
word or phrase oould be understood by listening onoe to a sample 
of the scramble. However, it was found that by listening re- 
peatedly to the same sample, considerably more intelligence 
oould be obtained. When the code conditions are rapidly switched 
the suooess of this repeated listening method depends, to- a con- 
siderable extent, upon the amount of intelligence which oan be 
derived from eaoh of the code conditions comprising the coding 
sequence. The approximate percentage of intelligence (word 
count)" which could be obtained by repeated listening to the in- 
dividual code conditions was found to be as follows: Code A, 
0 per cent; Oode B, 10 per cent; Code 0, 20 per cent; Code D, 
70 per cent, and Oode E, 100 per cent. The effect .of..having 
partially or completely intelligible elements distributed through- 
out a oyole provides a sampling of the original speech inter- 
spersed with unintelligible material, in addition, since the 
time relationships of the original speeoh sounds have not been 
altered, the oadenoe of the sounds assists in their recognition. 

Tests'were performed to determine the'vulnerability of 
this system to direct listening attack by recording one minute 
samples, using representative ooding sequenoes, both repeated 
and non-repeated, and then attempting to recognize as many of 
the words and phrases es possible by repeated listenings to these 
.samples. In these tests, a 3000-oycle low-pass filter was em- 
ployed in the listening circuit to eliminate the somewhat dis- 
turbing effect of the 4000-cyole synchronizing pulse. 

Based on listening to samples of speech 20 times (addi- 
tional repetitions contributed very little), it was CQ.nalud.ed 
that, over a wide range of -talking rates,- from 30 per cent to 
50 per oent of the words oould be correctly understood regard- 
less of whether a repeated or non-repeated coding sequenoe was 
employed« This degree of word recognition usually revealed the 
gist of the original speech material. It was also observed that 
the use of pre-equalization* did not in general appreciably re- 
duce the amount of intelligence that oould be extracted, although 
the number of repeated listenings required was about doubled, 

*The pre-equalizing network used in these tests produced a 
sloping loss characteristic decreasing at the rate of 6 db 
per octave from 400 ops to 3000 cps. 
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3.52 Superposition Listening 

Next in the family of non-oryptographio oraoking methods 
is that of repeated listening through a superposition oirouit. In 
this method the scrambled speech is transmitted to a multiple- 
path listening oirouit which may include the deoodes of two or 
more of the code conditions employed. With this arrangement, the 
particular code oond±£i#n of the scramble appearing at any in- 
stant is fed to the various deooding paths of the superposition 
oirouit, and the outputs of these paths are then 'combined at the 
receiver. Thus the interceptor will hear,, in the case of a oir.- 
o.uit involving the superposition of all five decodes, a properly 
decoded element plus reinforcement or heckle from each of the re- 
maining four incorrect conditions, depending upon how they treat 
the element in use at that instant. The effect of transmitting, 
in turn, each of the code conditions- through eaoh of the remain- 
ing decodes is illustrated on attached Drawing ES- 842435. This 
soheme is often useful in anticipating the results of various de- 
coding combinations. However, the restoration of each element 
by complete superposition of all five decode conditions proved 
unsatisfactory because of the disproportionate amount of inter- 
fering fceokle present, 

As a result of tests involving various combinations of 
superposed decodes, it was found that a maximum of intelligence 
oould be extracted from the scramble when emphasis was placed on 
restoring some of the elements as completely and free from un- 
wanted produots as possible, while permitting the remaining in- 
terspersed elements to remain scrambled.. In effect, this method 
results in a sampling, process in which the sampled elements are 
properly restored and. relatively free from interference, whereas 
in the complete superposition method all the elements are pro- 
perly restored but heavily ma sited by unintelligible interference 
from the other four, channels. 

The optimum arrangement,, as disclosed by these tests, 
was the use of two superposed paths; One, the deoode of Condi- 
tion A (3000-cyole inversion), and the other, the decode of 
Condition E (straight transmission), witfc the straight path ar- 
ranged so that either the full frequenoy band or the 0 to 1000- 
cyole portion could be transmitted. The lower portion of Draw- 
ing E3-848S52 illustrates this arrangement schematically~,    The 
equipment involved inoludes two 3000-cycle low-pass filters», a 
double balanced oopper oxide modulator unit, alDOO-oyole low-pass 
filter, an oscillator, and suitable mixing pads. In addition, 
a variable attenuator is provided in the straight transmission 
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branoh to enable the operator to adjust the relative volume 
levels of the two branches. This adjustment is determined b" 
the operator for optimum performance. The flexibility of this 
olrouit may be enhanced". b.y providing a switch to permit the 
use of either path alone. 

The extent to which this circuit deoodes each of the 
five soramble conditions is illustrated by the wedge diagram in 
the third column on Drawing ES-842252. Diagrams designated 
"Decode A" illustrate the results of passing the scramble of 
each oondition through the inverter path, while those, designated 
"Deoode E" show the outputs of the straight transmission branch; 
the two are combined, of course, at the. output of the final mix- 
ing pad. These diagrams also indioate the relative amounts, of 
unwanted heckle, as well as showing how the 1000-cyole low-pass 
filter in the Deoode E- path materially assists, in oertain Cases, 
in the suppression of the unwanted products in that branoh, 

The choioe of this particular superposition oirouit 
proved more satisfactory than any other combination because the 
0 to 1000-oyole portion of the trus voice spectrum., which usually 
contains most of the speech energy,, is properly restored in 
three (A. "B, and E) out of the five code conditions, with a 
minimum of interference. Furthermore, any contributions made 
by the two remaining code conditions \ö  and Dl are retained. 

The general procedure in using this ;method is to re- 
oord the; sjorambla,. praferably on a_ repeating magnetic tape de- 
v,i;oe, and then play the recording through the superposition clr*- 
ouit .until it is felt that all of the intelligence possible has 
beeh- extracted, All possible conditions of the two-path circuit^ 
should be tried since the- use of conditions, other than that 
found to giVe the optimum iesui-ts, will generally make- aome con- 
tribution to the total intelligence. 

Extensive repeated listening, tests, through the.jtWQ- 
path superposition circuit, to scrambles employing either re- 
peated or non-repeated coding sequenoes indicated that 65 per 
cent to 85 per cant of the Intelligence, based on a word oount, 
oould be obtained from a one-minute sample in approximately 20 
minutes* To- determins the effaot which circuit noise might 
have on these listening tests, thermal noise, confined to a 0 
to 3-kc band, was mixed with the soramble. The same results 
could still be obtained with signal-to-noise ratios as low as 
15 db. However, with ratloa lower than 10 db, praotioally no 
intelligence oould be extracted. In all of these tests the 
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optimum arrangement of the two-path circuit utilised both the 
inverted and straight paths., with the bandwidth of the' straight 
path restricted to Ö to 1000 cycles and somewhat reduoed in level 
relative to tne inverter path» As previously indicated-, some 
contribution to the total intelligence obtained was made, in each 
oa°se, by trying, the other conditions of the oirouit. However, 
occasionally a word or phrase could hot be recognized regardless 
of the amount of repeated listening. 

It is possible, though unlikely, that a repeated coding 
sequence might oontein a predominance of Conditions C and D» 
Since the superposition oircuit will not restore either of these 
codes, it would seem, with such an adverse oode distribution, 
that this circuit would be of little assistance in extracting in- 
telligence. However, tests, employing a repeated coding sequence 
in which Codes 0 and D constitute 67 per cent of the cycle (maxi-? 
mum possible) indicated that approximately 75 per cent of the in- 
telligence could still be obtained. In this cose, the best ar- 
rangement was the use of both the inverter and straight path 
£full band) and with both adjusted to the same volume level. On 
the other hand, where a predöminajnoe of Codes A and B existed, 
the use of inversion alone often permitted 100 per oent intelli- 
gibility. 

A final series-of tests with pre-equalization at the 
transmitting terminal were, made, a.nd the results, obtained Were 
essentially the -same as when ho pre-equalization was used al- 
though, a longer listening period was required. Host of the in- 
telligence was extracted using the inverter path only* It was 
found undaairable to insert complementary equalization at the 
output of the listening circuit. 

3,33 Au3?al M-terminetion of Repeated Code sequence 

o 

While direct and superposition listening methods en- 
able the partial extraction of intelligence from a scramble com- 
posed of frequency translations, these methods are not entirely 
satisfactory and are rather time consuming. When a terminal of 
this privacy system, or its equivalent, is available, a better 
approach is to determine the sequence of scramble conditions, 
ths.n utilize this information to- set up the proper decoding se- 
quence so that the entire massage may be restored. Determination 
of the coding sequence used can be made either cryptogrephically 
or non-o^yptögraphiöally, The latter method will be discussed 
in this section. 

In this method the terminal available to the inter- 
oeptor must be operating in synchronism with the terminal whose 
repeated coding sequence is to be determined. By applying each 
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of the five decode conditions one at a time to eaoh commutator 
segment, in turn, the correct decode for eaoh -seg.me.nt oan be de- 
termined aurally. No attempt is made to recognize "syllables 
as the bursts of speech are only 43 milliseconds in duration. 
When the various decode condition's are tried, it is possible te 
determine the oondition which causes speech sounds to have the 
proper harmonic relationships, regardless of pitch, diction or 
language used. Since eaoh revolution of the brush arm provides 
a different sample of speeoh sound, the oorreot deoode is con- 
firmed by suTcessive samples. 

Two schemes may be used in the application of this 
method. The first makes use of an applique oircuit comprising- 
18 switches, one for eaoh commutator segment, and suitable cables 
and plugs to enable the circuit, to he. interposed between the- cod- 
ing busses and the commutator segments. Each switoh has six 
positions to enable the operator to cross-connect any one of the 
five decode conditions to any pair of commutator segments (inner 
and outer rings) or leave the connection open. The second method 
employs the six code sequence switohes and five permutable oords 
which axe part of the terminal ooding equipment. 

The proöedure followed in using the applique oircuit 
is straightforward. The 18 switches are originally set to the 
open (.3) position, and then, by rotating switch No. 1 through 
its five decode positions and listening at the output of the 
terminal, the correct, condition for segment No, 1 is determined.; 
this position is recorded bäfe^a razoring the switch to the 
open position. JT&-&- similar manner the correct decodas ,f-or_the 
remaining. 17 segments are determined one at a time* Having re- " 
corded the decoding oondition for each o£  the 18> commutator seg- 
ments, the switches of the applique circuit are then set up to 
give the proper ä.eooding sequence, thus= ^-rmitting -complete re«? 
storation of the intercepted scramble. "The" applique circuit 
with its connecting cords is shown in Figure 5,. attached.. 

In the second method, the coding controls of the ter- 
minal are utilized. First, all but the first code sequence 
switohes are set. to the open (;3| position. Setting the first 
switch on the 0 position Connects the first three pairs of com- 
mutator segments to the first three coding bus. jacks, respec- 
tively. While listening at the output of the terminal., all five 
code cords are tried in the first jack position. The oord found 
to be correct is set aside and the remaining, four are. txied in 
theseoondjaok position. Again the cord found to be oorrect is 
set aside and the remaining three cords are tried in the third 
jack position. In this manner the location of three of the five 
permutable cords is determined,. These cords are then inserted 
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in the first three jacks in the order just previously deter- 
mined and switch No, 1 is turned to the open (S) position.. 
Switch No. 4 is then rotated through its positions until a set- 
ting is found where the bursts of speech sound most natural. 
Since this setting will always involve either one or both of 
jack positions 4 and 5, it is possible to determine the location 
of the two remaining oord3 by first removing the three previously 
determined cords, and then trying the two cords in jaok positions 
4 and 5, All five oords are then inserted in their proper 'jack 
positions, and the settings of the four remaining code sequence 
switohes are determined aurally, one at a time, as previously 
desoribed. 

If the location of one or more of the permutable cords 
is inoorreetly determined, no satisfactory settings of the oode 
sequence switches will be found.« Consequently., the presence of 
such an error is readily discernible and can be corrected by re- 
determining the cord locations. However, when the cord positions 
have been properly chosen, the selection of the switch settings 
can be made rapidly and accurately since, with three lauooessive 
segments available to ea£h switch, the bursts of speeoh will be 
present in the reoeiver for o maximum time of 3 x 43 or 129 milli- 
seconds per cycle* This time interval more nearly corresponds 
to the length of a syllable., For these reasons, more e-ccurate 
results can usually be obtained with this method than with the 
applique circuit. 

The cord permutation .and combination of! switch settings 
obtained with this method will not necessarily agree with thai" in 
use at the transmitting terminal, although the coding sequenoe 
Will be the same. A study -of the,,coding scheme used in this sys- 
tem will show that any of IS x 10 possible Coding sequences may 
be set up in ten different ways; all dependent upon which of the 
ten possible variations of the fundamental permutations of the 
cords is used. This is explained in detail in Seotion 3,5.; 

The preceding schemes were first investigated with the 
transmitting terminal serving as the signal source. This insured 
exact synchronism between terminals. Further tests were made^ to 
determine the feasibility of applying this method to.a recorded 
scramble. The results, using a magnetic tape recording device, 
were highly satisfactory. 

Since either condition A or B could he decoded satis- 
factorily by the otheri  it was generally difficult and time con- 
suming to attempt to differentiate between them. The additional 
time required to determine the correct decode condition was dis- 
proportionate to the resulting slight improvement in quality» 
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For this reason, no great- effort *,vas made to determine the pre- 
cise decode condition when either A or B appeared, and the re- 
sults- given below do not include errors due to suoh interchanges. 
Furthermore, it was found that a solution of the deooding se- 
quence in which only twe-thirds of the segments were determined 
correctly, exclusive of A and B interchanges, usually resulted 
in almost complete, intelligibility. 

The results of a series öf tests employing repeated 
boding sequences disolosed that on an average the porreot decodes 
for 16 of the 18 segments oould be obtained in five to ten minutes 
using the applique öiröuit* When the terminal coding controls are 
employed, essentially the same length of time is required, al-* 
though the scheme is inherently more accurate. Determination of 
the coding sequenoe using a Japanese ianguage recording afforded 
similar results-, thus demonstrating that the operator need not be 
familiar with the language in use in order to apply the method. 
The use of pre-equälization at the transmitting term5:nal in- 
creased only the solution time for either scheme by a factor of 
about two. 

In the preceding teats the circumferential position of 
the STÄRT^STÖP LATCH RELAY was the same at both terminals. How- 
ever;: there still exists the possibility that the legitimate 
operators of the system might occasionally shift their latch po- 
sitions. Under these conditions it would then be necessary for 
the. interceptor' to establish the approximately correct position 

^ofliiij^latöj^ relay before undertaking the determination of the 
coding, sequenoe-. This position would be found by shifting the 
latch relay in small circumferential increments until it is pos- 
sible to determine the proper decode conditions for several seg- 
ments. The remainder of the decoding sequence would be deter- 
mined In the usual manner. 

The deooding of a non-repeated coding sequenoe on a 
oyole~by-oyole basis was also attempted. A single cycle (0.77 
seoond) of the coded signal was recorded on a magnetic tape ro- 
tating in synchronism with the sending brush. This reoorded 
signal was then played back through the receiving terminal. In 
general, the method was found to be unsatisfactory since so few 
of. the elements of the code oyol© could b§ AaxeMainsd with any 
oertainty. The reason for this lack of success lies in the dif- 
fioulty of making a ohoioe of deoodes on the basis of a single 
speech sample having a maximum possible duration of only 43 milli- 
seconds. However, 'where considerably longer time elements are 
used, this method might prove successful. 
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3,54 Automatic An*lyzer~Deooder Oirouit 

One method of obtaining the intelligence fjrom a coded 
band-scrambled system would be the use of an automatic analyz- 
ing circuit whioh would provide the appropriate deoodes in syn- 
chronism with the coding pattern generated by the transmitting 
terminal. From an inspection of the frequency translations pro- 
duced by the New Zealand system, it will be seen that the. original 
3-lco band ie divided into three equal bands with frequency bounda- 
ries at 0, 1000, 2000, and 3000 oyoles, and each code condition 
employs a different arrangement of these three bands. If the 
energy level in the 0 to 1000-oycle portion of dear speech is 
greater than that in the 1000 to 2000-cyole portion, and if the 
energy level in the 1000 to 2000-cyole portion is greater than 
that in the 2000 to 3000-oyole portion, the frequenoy transla- 
tions of these three bands by the five oode conditions would also 
result, in five different energy distributions, \Jhen such condi- 
tions prevail, it would be possible to identify the frequenoy 
translations involved at any instant by comparing the relative 
energies of the three bands. Furthermore, these comparisons 
could be utilized to operate differential relay circuits which 
would automatically insert the proper decode for any instant. 
It was found, however, that with normal speech sounds the energy 
in the 1000 to 2000~oyole portion of clear speech was not always 
greater than the energy in the 2000 to 3000-oyole portion. Con- 
sequently, many erroneous decodes were called for, resuiting^ in 
low intelligibility» 

As a result of this experiment, the analyzing oirouit 
was modified to detect, in the scramble, the location of the 
original 0 to 1000-oycle band whioh normally contains most of 
the speeoh energy. In this sohema, scramble conditions A and E 
oan be recognized and decoded oorrectly. Condition B is identi- 
fied as A but can be decoded by the deoode of A to give partial 
restoration with almost 100 per cent intelligibility. Since the 
location in the soramble of the original 0 to 1000-oyole band 
does not differentiate between conditions 0 and D, it was de- 
cided that when either occurred, the deoode of condition D would 
be applied. Normally this ohoioe would be oorrect 50 per cent 
of the time. Therefore, assuming that the frequenoy of occur- 
rence of the five soramble conditions is uniform- a 'oropsr or 
partial deoode will be supplied 30 per oent of the time in the 
complete arrangement. The circuit of the automatic analyzer- 
decoder employed is shown schematically on the attached Drawing 
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This method was used satisfactorily to decode the 
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New Zealand type of soramble as long as the transmission medium 
(microphone, input circuits, etc.) between the talker and the 
scrambling circuit did not appreciably alter the relative-' energy 
levels of the voice spectrum. Tests employing both repeated 
and non-repeated coding sequenoes indicated that at least 50 per 
oent of the intelligence was obtainable on the first listening 
and that the remainder could be had with a few additional listen- 
ings. 

The use of pre-equälization at the transmitting terminal 
greatly decreases the automatic dedoding ability of this type of 
circuit because, as ideal pre-equalization over the voioe range 
is approached, the relative energy differences, which the cir- 
cuit" requires in order to analyze the various scramble condi- 
tions, is effectively eliminated.. Prom this standpoint, there- 
fore., it would be desirable to incorporate pre-equalization in 
the band-scrambled type of privacy system in order to thwart the 
suooessful application of an automatio änälyz.er-deooder oirouit 
by an Interceptor. Although the performance of this latter de- 
vice oould be improved through further development, it was in- 
tended merely to demonstrate a prlnoiple and in this respect 
represented ä satisfactory stage of development. 

3.4 Cryptographic Decoding Method 

3.41 Repeated Coding Sequence 

From analyses of several speotrographi-c samples- of the 
soramble produced by the New Zö&länd switched band privacy system, 
it is possible to determine the frequency translations of the 
various oode conditions employed, as well a.s determining the dura- 
tion, and sequence of these conditions for a repeated cyole. Recog- 
nition, of the various frequency translations is based on a study 
of the pitch changes and energy distribution of each oode condi- 
tion. The time boundaries of each elenent are clearly revealed 
by the discontinuities arising from switching the various code 
conditions, and the beginning of each cycle is indicated by the 
4-kc pulse trace. 

In most cases, the solution of the sequenoe of scram- 
bled conditions can be mads by careful inspection of the original 
speotrograms. Often a considerable number of the elements in a 
sequence oan be determined by the analysis of only one cyole. 
However, as the elements are of rather short duration, the iden- 
tification of elements not exhibiting pronounced pitch variations 
may be diffioult, and in suoh cases, corresponding elements in 
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other oyoles must be analyzed in order to obtain ä complete 
solution. The determination of questionable elements is also 
facilitated by recognizing an inherent feature of the coding 
system, namely, that a particular 3oramble condition may not 
öe used more than onoe in any group of three successive ele- 
ments which are under control of the same oode sequenoe switch. 
For example, if on the first inspection, a group of three ele- 
ments is thought to employ the sequence OAC, the two C's should 
be oheoked as this sequenoe cannot be obtained. 

Assuming that a terminal or other deooding equipment 
is available, an alternative method of analysis is to deoode 
the scramble by eaoh of, the five conditions separately and make 
spectrograms to show the elements that are properly restored 
by eao§ condition. It is obvious that the restored elements 
must have been scrambled by the same condition that was used in 
decoding. This method is fundamentally more exact than direct. 
analysis but in practice the difference is almost negligible. 
It is possible that extremely questionable choices might be 
resolved by the matching of suoh restored elements. However, 
our experience has been that such verifications as are required 
oould usually be obtained through comparison of corresponding 
elements in other cycles. 

In order to utilize the results of a cryptographic 
solution, the ooding sequenoe may be set up direotly either by 
the special ooding applique circuit, or by translation into a 

•combination of code sequence switch settings and a cord permuta- 
tion-which can be applied to the equipment. The method of trans- 
lation is discussed in Seötion 5.52, 

Complete cryptographic solutions-, including the pre- 
paration of the spectrographio material,, analysis of the spec- 
trograms, and translation of the determined ooding sequenoe to 
cord permutations and switoh settings, can be made in 20 to 25 
minutes under favorable conditions. When a minimum of delay is 
required, partial solutions may prove satisfactory, provided 
that at least two-thirds of the elements of the cyole are pro- 
perly restored. Suoh solutions may be obtained in the order of 
ten to 15 minutes. 

I 

n 
3.42 Non-Repeated Coding Sequence 

In general, the oryptographio analysis of non-repeated 
Coding sequences involves essentially the same problems and 
techniques as in the solution of repeated coding sequenoes, with 
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the exception that no assistance may be had through comparison 
of the scramble conditions used for corresponding elements in 
other cycles. Usually it is impossible to obtain the complete 
sequence for any 18-element cycle when this type of coding is 
used. 

It would be possible, though very -laborious and time 
consuming, to restore the complete messages by solving, as com- 
pletely as possible, each cycle independently» However, a 
practical approach, from an interceptor's standpoint, would be 
to apply the information obtained,,, from the partial solution of 
severe! oycles, to synchronize his auto-coding unit with the 
authorized terminals, thereby restoring the entire message» 

This method, whi-oh is discussed in detail in Sec- 
tion 3.5, requires that the cord permutation for each oyole 
analyzed he determined. In addition, the fiked settings -of the 
oode sequence switches and the relative separation of the oyoles 
analyzed must be tabulated. Usually nine cycles .joattered 
throughout the major coding cycle will provide enough data for 
a satisfactory application of the method. With a trained crew 
and adequate equipment, this method would require approximately 
-one hour. 

It should be emphasized, when dealing with the dis- 
ti-not oyole3 of a non-repeating code, that only partial soilu« 
ti-ons: of individual oycles oan be obtained. However, it is 
usually possible to determine completely the effective permuta- 
tiön for each of the selected cycles when only two^ or. three of 
the three-element groups are known. This, procedure, is dls« 
cussed "In detail in Seotion 5,55. Since the code sequence 
switches ar-e fixed during a major coding oyole of the auto- 
ooding unit,, the early determination of their settings affords 
some assistance in determining the permutations for the refin- 
ing samples. For this reason it is desirable to begin the 
analysis with samples that offer as complete and positive solu- 
tions as possible. 

3.5 Analysis of Coding System 

3.51 General 

The following analysis of the coding system employed 
in the New Zealand switched band privf oy units is made from 
the point of view of one who is in possession of a captured ter- 
minal unit and wishes to make the most use of it in deooding in- 
tercepted scrambled speech transmitted by an identioal unit em- 
ploying an unknown code. One of the problems confronting the 
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interoeptor is that of translating the data obtained from analyz- 
ing the sequence of speech scrambles into terms of  settings of 
">ode sequence switohesj permutations of the cords from the scram- 
bler unit, and the starting point of the automatio code ohangihg 
unit so that the scrambled material may be decoded properly» For 
this purpose a fairly complete knowledge of the ooding scheme 
is necessary. 

The proposed method, discussed in Seotion 3.55, for de- 
termining starting points of the automatic code ohanging unit 
represents only one., though not necessarily the best, approäoh 
to the problem. This method does, however, appear to be prac- 
ticable and has been used successfully in oraoking non-repeated, 
i.e.., eight-minute period, oodes. 

» 

In the present models of the New Zealand units the 
design of the- coding arrangements is such that fairly simple re- 
lationships exist between the settings of the sequence switches 
and permutations of cords and the resulting sequences of speech 
scrambles. If the present design were altered to eliminate the 
systematic changes effected by the sequence switches, the rela- 
tionships could be made very muoh more complicated,, and possibly, 
therefore, less useful to the decoding (coraoking): technique. 

3.52 Translation of Repeated Ooding Sequenoe to 
Coding System 

In the New Zealand scrambler unit the five pairs of 
ooding busses (jao'ss designated 1,, S;, 3, 4 and 5) are conneoted 
to the 18 segments of the inner and outer .rings of the commuta- 
tor in a manner determined by the settings of' the. six code se- 
quence switches, each switbh controlling the connections to 
three adjacent commutator segments. The soheme of connections 
is indicated below in Table I, which is reproduced for conven- 
ient reference from Report R.D. 1/407, Radio Development Labora- 
tory, Department of Scientific and Industrial Reaearoh, 
Wellington, New Zealand, entitled SWITCHED BAND PRIVACY SYSTEM 
(advance draft copy), dated August 31, 1944. 

if 

r 
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: TABLE I 

Switch Switoh Switoh Switch Switoh Switoh 
Position No,._.,l, NO.   2 No.  3 Ho-»  4 No.   5 No.   6 

0 12 3 2 3  1 3 12 13 5 3 5 1 5 13 
1 2 3 4 3 4 2 4 2 3 3 5 2 5  2 3 2 3 5 
2 3 4  5 4 5 3 .5 3 4 5 2 4 2 4  5 4 5 2 
3 4 5  1 5 14 14 5 2-4 1 4  12 12 4 
4 5 12 12 5 2 5 1 4 13 13 4 3 4 1 
5 5 4 3 4 3 5 3 5 4 4 2 5 2  5 4 5 4 2 
6 4 3 2 3 2 4 2 43 2 5 3 5 3  2 3 2 5 
7 3  2  1 2 13 13 2 5 3  1 3 1 5 15 3 
8 :2 -1 5 15  2 5  2 1 3 14 14 3 4 3 1 
9 15 4 5 4 1 4 1 5 14 2 4 2 1 2 14 

Com, 
Seg. NO. 12 3 4 5  6 7 8 9 10 11 12 13 14 15 16 17 18 

F*om an interceptor's viewpoint, the chief use of 
Table I is in the translation of a repeated! ooding sequanoe, 
whioh hos be?n determined, to the proper switöh settings and 
code oord permutation, In beginning such a translation-, it is 
permissible to- set any one of the six awitohes on any one of 
its ten positions because, as will be explained later, there 
are always ten different translations possible for any sequence 
and these translations will Involve all ten positions of each 
switoh once and only once. The procedure for obtaining one of 
the ten possible translations may best be explained by an exam- 
pie. Let us assume that the sequence of code conditions for a 
repeated oyole has been found to be 

BDE OBA ADE BAD ODE EDO 

and that we hs^e set switch No« 1 on position 0, As indicated 
in Table I, the setting of switch No. I on position 0 connects 
commutator segments No. 1, 2, and 3 to ooding bus jacks 1, 2, 
and 3, respectively. Since the sequence BDE must appear on 
these segments, the code oords B, D> and E should be patched 
te coding bus jacks 1, 8, and 2, respectively:    Substituting 
these jack numbers for the oode cords now assigned to them, the 
sequence will read as follows: 

123 -1- •25 1-2 -23 32- 

A study of Table I will show that if two out of the 
three oode bus juclc connections to any one switoh are known, 
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( } 
thä position of that switch is determined and the remaining jaok 
ooßigation tc it is obtained* Thus, in the example, the posi- 
tions of switches No, 3., 4, 5, and 6 are found to be 1, 9, 1, 
and 6, respectively* and the sequence will be 

123 »1;** 423 142 523 325* 

Comparing this coding bus jack sequence with the original oode 
condition sequence, it will be seen that oode oord A must now 
be patched to coding bus jack 4 and bode oord 0 to ooding bus 
.jaok 5. This makes the sequence for switoh No« 2 read 514 
which, from Table t, establishes its setting as position 3. The 
opmplete translation is as follows; 

Position of Switches 

0 3 19 16 

Gods Oord Permutation 

(12 3 4 5) 

B D E A 0 

The other nine translations for % this same sequenoe 
may be found in a similar manner by starting with different 
switch positions. The ten translations of this example are 
tabulated below: 

Position of Switches Cod:e Oord Permuation 

(12 3 4 5) 

0 3 19 16 BDEA.C 
14 2 6 4 8 0 B D E A 
2 0 3 8 2 5 A 0 B D E 
3 14 5 0 7 E A 0 B D 
4 2 0 7 3 9 DEAÖ B 
5 8 6 2 S 4 0 A E D B 
6 9 7 4 6 1 AEDB 0 
7 5 8 19 3 E D B 0 A 
8 6 9 3 7 0 D B 0 A E 
9 7 5 0 5 2 B 0 A E D 

•; 

h 

/. 

o 
3,53 Coding System (Without Automatic Oode 

Changing Unit) 

The five speech scrambling oircuits (cords with plugs 
designated A, B, 0, D, E) may be patched into the ooding -bus 
jaoks in any order whioh may be indicated, for example, by the 
notation 

(12 3 4 
(B E A 0 

5! 
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It is somewhat more convenient, however, to make the numerical 
( s    substitution 1 • .A, 2 • B, 3 « 0, etc., and henoe denote the 

above patching order by 

(12 3 4 5) 
(25134) 

or, more briefly, by the permutation 2 5 13 4. 

.Using this latter notation, Table I may be thought of 
as portraying the distribution of speech scrambling conditions 
(rather than of coding busses.) when the patching order, or per- 
mutation, is 1 2 3 4 5. Similar tables for any other permuta- 
tion can be terived from Table I by making the ohang.es in the 
bus numbers as speoified by the given permutation. 

The soheme of connections portrayed by Table I has the 
following property; "When the orders of patohing are denoted by 
permutations which are members of the same family, the resulting 
tables derived from Table I will oontain the same sequenoes of 
three scrambling conditions within the same columns and will 
differ only in the positions Of the switches at whioh. they occur. 
A  family of permutations is defined as that group of ten permuta- 
tions derived from a given permutation by oiroular shifts of both 
the given permutation and the reverse of the given permutation. 
For example., the family of permutations, of whioh 1 2 3 4 5 is 
the dominant* member, Is ;shown in Table II, 

i ) 

•TABUS: XI" 

Relative   
Number. Permutation 

1 12 3 4 5 
2 5 12 3 4 
3 4 5 12 3 
4 3 4 5 12 
5 2 3 4  5 1 
6 5 4 3 2 1 
7 • 4' 3; 2:1.5 
8 3 2 15 4 
9 8 15 4 3 

10 15 4 3 2 

Operation 

Given permutation 
One shift to right 
Tv.o shifts to right 
Three shifts to right 
Pour shifts to right 
Reverse permutation 
One shift to left 
Two shifts to left 
Three shifts to left 
Four shifts to left 

* The dominant of the family is the permutation having the lowest 
numerical value when treated as a 5-digit numbera It is not 
necessarily Relative No. 1. 
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it will be noted that permutations 6 to 10 are the 
reverse of permutations 1 to 5, respectively. 

From the foregoing it follows that any sequence ef the 
sorämble conditions, resulting from a given set of switch set- 
tings, and a permutation, oan be established in a total of ten 
different ways, i.e., by ohanging the permutation to others with- 
in the same family and making appropriate ohanges in the posi- 
tions of the switches. Moreover, the ten different groups of 
switch settings will involve all'ten positions of eaoh switch 
önoe ahd only onoe. 

At this point, a remark on the number of dlstinot 18- 
element sequences possible with this equipment may be in order. 
The six sequence switches, having ten useful positions, give rise 
to a total of 10° distinct ooding sequences for a given permv.Na- 
tion. The five scrambling circuit cords may be permuted in 120 
ways, but only one tenth of these yield distinot sequences. Hence, 
the total number of distinct sequenoes is IE x 10° rather than 
60 x 10° as stated in Report R.D. 1/407. 

If the "Relative Numbers11 are identified with the 
"Operations" as indicated in the example of a family of permuta- 
tions given in Table II, a suooinot and complete schedule of the 
changes in positions of the sequence switches corresponding to 
changes of permutation within a family of permutations oan be 
given as follows: 

O 

TABUS III 

Schedule of Positions for *:sohedule of Positions for 
Switches No»  1,   S,  and 5 Switches No.  4, 5 and 6 

Relative Relative 
Number 123456789.10 Number    1 2 3  4  5 6 7 8 9 10 

012 3456789 0 3 14  2 7  5 8 6 9 
1234067895 1 4 2 0 3 8 6 9  7  5 
2340178956 2 0 3 14 9 7  5 8 6 
340128956  7 3  1 4  2 0 5 8 6  9  7 
A   n   i   o  t   G   ?=.   a   rt   a A      O r\   n   i ä   a   T3   K.   p •ivxaovvoro -x    w V     w     *u W          V           $            V         W 

5987604321 5 7 9  6 8 3 0 2 4  1 
6598710432 .6 8 5  7  9 4 13  0  2 
7659821043 7  9 6 8 5 0  2 4  13 
8765932104 8 5 7  9  6 13 0  2 4 
9876543210 9  6 8 5 7 

S E 

2 4  13 0 
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The use of the above schedules oan probably be best 
explained by means of the following example: 

Let the settings of the six sequenoe switches and the 
permutation be 

Settings of Switches 

5 1 6.3 8 4 

Permutation, 

3 15 4 3 (Relative No. 1) 

It is required to determine the new settings of the 
switohes to produce the same coding sequenoe when the permuta- 
tion is reversed add shifted two places to the left. It will be 
seen from Table II that the new permutation (5132 4) is 
Relative No. 8. 

Referring to the first schedule in Table III {switches 
No. 1, 3, and 3), we find 5 in the column for Relative No* 1 '• 
and move horizontally across to the column for Relative No. 8 
and find 3. Hence, switch No. 1 must be changed from position 5 
to position 3. The other changes in switch positions are deter- 
mined in the 3sme way, using the appropriate schedule. The 
final result is 

Settings of Switches Permutation 

384507 513 34 (Relative No.  8) 

3.54 Families of Permutations 

In the previous seotion a family of permutations was 
defined and an illustrative example was given.. In this section 
wx3 consider the classification of the 130 (=» 52) possible per- 
mutations of five elements into 13 distinct families. These 
families are designated by their dominant members and the tabu- 
lation of the dominant members in numerioal asoending order 
forms the basis of the serial, or family, numbers assigned to 
them. 
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TABLE IV 

Family Number Dominant of the Family 

1 12 3 4 5 
2 12 3 5 4 
5 12 4 3 5 
4 12 455 
5 12 5 3 4    • 
6 12 5 4 5 
7- 13 2 4  5 
8 1 3 -2 5 4 
9 13 4  2 5 

10 1-3524 
11 1 4  Z 3  5 
IS 14 5 2 5 

3«;55 Automatic Code Changing Unit 

The automatic node ohanging. unit is a  devioe for auto~ 
matioaily ohanging the permutation of oode condition oords once 
eaoh revolution of the brush arm. The unit has five pairs of 
input jacks, designated 1, 2, 3,, 4, 5 and five Output oord/l with 
plugs designated A, B, I), E, It can therefore be. interposed 
between the five code- condition, cords (A, B? &, D:, E) and t-he= 
"•five pairs of sodlng busses (jacks, 1* 2, 5, 4, 5,) of the main 
sorambl-er panel* Two 25-step selector switches operated in series 
effect the ohahges in permutation between the input jack circuits 
and the output cord circuits of- the unit. Since both the, "säram- 
bier in" and "scrambler, out" oirouits ere permuted simultaneously, 
four selector switches> i.e., two pairsL  are included in.the 
unit," one of ä pair of selectors {the "fast selector") steps 
.each time the latch operates, the other (the "slow seleotor") 
steps oiice eaoh time the fast seleotor completes 25 steps. Thus, 
a total of 625 steps, or changes in permutation, is involved be- 
fore the major cycle of changes is repeated. 

Since both sets of cords into and out of the coding 
unit may be permuted manually, an analysis of the oode changes 
must include not only the changes in permutation effected by 
the automatic code ohanging unit irtsalf but also the effect on 
those changes csused by both the input and output permutations. 

For given input and output permutations of the auto- 
matic code changing unit, the sequenoe of permutations presented 
to the ooding bus jacks can be written down for each of the 
625 steps of the seleotor switches. This has been done for the 

/•'-. 
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the oase where both permutations are normal,, i.e., 1 2 3 4 5, 
and the resulting series of permutations has been oiaasifled 
according, to family numbers given in Table IV» This serits of 
permutations and family numbers is tabulated on attached Draw- 
ing ES-6i2ä34', pages 1 to 4, inclusive. The series of family 
numbers has also been arrayed in the form of a 25 x 25 matrix 
in whioh the 25 steps of the first cycle of the fast seleotor 
are placed in oolumn 1, those of the seoond oyole in oolumn 2, 
and so on. This matrix is shown on Drawing E3-842425, attached.. 

On the average, each öf the 12 family numbers appears. 
52 times in the matrix, and the^ positions at whioh a given 
family number coours form a definite pattern. There are., obvi- 
ously, 12 such patterns contained within the matrix. These 
patterns of like family numbers are :ba3lo to the design of the 
selector switch wiring and are, therefore, unaltered by any 
changes in the input permutation, it la t£vte that,, in general, 
a change in input permutation changes all the family numbers in 
the matrix, but the 12 basic patterns remain ~- they merely be- 
oome associated with different family numbers. 

It follovvs, then* that where it is. desired, to-show 
only the patterns of like, family numbers, without regard to what 
the family numbers are;, a single matrix, such as the one con- 
structed, will suffice, regardless of the input permutation as«* 
sumed.. The family numbers in the matrix then serve only to 
identify like family numbers and oouid appropriately be repfeöed 
by 12 letters of the alphabet. 

Before considering the effeots of' changing the per- 
mutation of the output cords of the coding unit, it might be in 
the interests of clarity to see how the matrix is Used tö /find 
the starting, point in the cycle of 625 steps of the selectors . 
when a few 18-element cycles have been solved, in this case it 
is assumed that the transmitting machine employed a normal,, 
12 3 4 5, permutation of. the output oords. 

5,56 Problem 

Assume the following, nine cycles have been partially 
solved by cryptographic or other means and that the relative 
step numbers, as determined by oounting the 4-lco latch pulses, 
a-re: known. It is required to determine the settings of the se.-_ 
quenoe switches, the input permutation to the automatic coding 
unit, and the step number of the ooding unit corresponding to 
the first 18-elemsnt cycle indicated as Relative Step No. "1. It 
is to be assumed that the permutation of tne output cords of the 
ooding unit is 1 2 3 4 5, and that the settings of the sequenoe 
switohes were unchanged during the .entire sample of scrambled 
speech. 

Y\ 
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Relat ivo 
Njo. 

Switohes. 
Step- JL a. 3 4 - 5 6. 

1 , AEB BOB EDA 
2 AEC DOB DAC 
3 OBE EAD BDO BED 

61 EBA EOB ACD 
62 AOB BCE EAD 
63 DEO DAS- 

158 CM EDB 
153 EGA EBC 
154 EDB BDO 

The first step in the solution of the problem is; to 
determine the Complete permutation for eaon of the} nine steps 
and 'the corresponding switch settings oomraon to all. nine oyöies. 
As explained previously,, it is admissible to start with any 
switoh on. any position.' We arbitrarily start with switch No.. 5 
in position 0, which, from Table I, yields the coding bus se» 
quenoe 3' 1 2, HenCe, in Relative Step No. 1, B oonneots to bus 
No. 3, 0 te No. 1, and D to JTQ. Z±   Switch No. 2 must be s;et to 
give B {oi  bus No. 3) in the third plade and neither busses No.» 1 
nor No., :2 In the first and. second places.. Position 3 for switch 
NO* 2 is the only one which satisfies the condition. The bus 
sequence is 4 o 5. Hence, since the scrambling sequence, is AEB-, 
it is required that A be oori'nected to bus No. 4 and JE to. No.-. 5.,.' 
This establishes the permutation as C D B A E or 5 4 8 1 5 and 
fixes switohes No-. 2 and, No, 3 on positions 2 and 0,  fespe.ctiye.ly. 
The aeq.cienoe EDii for switch No. 4 establishes position 2 .for that 
switch. 

^ 

O 

The switch settings of the remaining eight cycles are as- 
sumed to be the same as for the first cycle and the settings of 
the remaining switches are determined as. the work progresses» The. 
permutations for the remaining eight cyoles should also be deter- 
mined in connection with the switch settings common to all nine 
oyoles« The results of this work, together with the classifica- 
tions of the permutations according to family numbers, are shown 
below. 
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Relative Family 
Step. No. Permutation Number 

1 3 4-315 3 
2 5 3 13 4 4 
3 14 5 3 3 3 

61 4 3 3  15 7 
6.3 1 4 .5 .3 3 •a 
63 .3 5- X 3 4. 0= 

152 8- 1 4 5 3 2 
153 4 .3  3 1 5 1 
154 5 .1 5 -3 4 7; 

Settings of Switohes 

9 3 0 3 6 8 

The second step in the solution Is to- prepare ä trans- 
parency in accordance with the step and family numbers given 
above so that, the matrix of family numbers may be .scanned for 
the "atari" location. This may be done by placing, a transparency 
over the matrix and encircling the nine numbers (marking on the 
transparency with crayon), corresponding to actual step numbers 
shown in the "Relative Step No." oolumn. The circles Con the 
transparenoy). within which like family numbers should he found 
are qohhe'o.tsd together by crayon lines.» Those circles haying 
different family numbers will, therefore, have no connecting 
lines. For the problem at hand., the oiroles for step numbers 5 
and 152 will be connected by a line., as will those for step num- 
bers 61 and. 154,       r .;__ 

The entire matrix* is then scanned by moving the trans- 
parency step by step until the appropriate pattern of family num- 
bers -,  though not in general the same family nuEFem,, appear- in 
the* crayon circles.. 

Proceeding as above, it is found that when the circle for 
Relative Step No. 1 is in the tenth column and sixth row of the 
matrix (equivalent to step 231), the pattern requirements are 
satisfied. No Other position yields a satisfactory pattern. The 
aotual step numbers and the permutations they yield, taken from 
Drawing ES-842434.. for -as input- permutation ef .1- 3 3 4 5 are 

1 

( )   * For purposes of soanning, it is better to have the matrix ex- 
tended so that the first column contains the first 50 steps, 
the second column, steps 26 to 75, and so on. Also, the first 
half dozen or so columns should be repeated in positions for 
oolumns 26 and upward« This will eliminate the confusion oc- 
curring at the various boundaries. 
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tabulated below,, together with the permutations required by the 
('} problem. 

Permutations 
at Output of Permutations Problem 
Unit for Previously Permutations 

Actual 12 3 4 5 Found for Shifted 3 
Step No* Input .Problem 

-3 % 2 1 5 

to Right 

231 5 2 3 4 1. :2 1 5 3 4, 
2S?2 " 2. 5. 13 4" 5 5 124 12 4 5 5 
233 3 4 5 2 1 14 5 3 2 3 3= 2 14 
291 4 2. 3 1 5 4. 1. 3 1 :S= •3 1 5. 4 S 
292 3 5. 4 °, 1. 1 4 B 2 3 5 2 3-1 4 
293 2- 4 1 ö 5 2: 5 .1, 3 -4 13 4 2 5 
=382 13 4 5 2 .21453 45321 
383 5 2 3 1 4 4 3 2 1 5 2 1 ü 4 3 
-384 ' 4 5 13 8 5 15 2 4 3 2 -4 5 1 

The third ste:p in the problem is to find the permuta- 
tion at .the input of the automatic coding unit» To do this we 
examine the permutations tabulated above for an input permuta- 
tion of 1 2 3 4 5 and observe, for example,, that 1 appears in 
the fifth place in the instances of steps 251, 253, and 292. in 
the second column of permutations above, we looic for a repeated 
number ooourring in any position of its permutatiöh ("but the 
same position for all three permutations) for steps 251, 233* 
and 292-, The 4's, as underscored in the above table, are seen 
to be the ones sought,. It is evident that these 4's should"_ _ 
appear in the fifth position in order to accord with the 1'-£.-, 
similarly underscored above. To accomplish this We are- at 
liberty to shift all of the permutations in the second column- pro- 
vided- they are kept within the same family groups. The •a.p.pro>- 
priate shift* is evidently 3- to the right Which corresponds to 
a ohangaLln Relative Number from 1 to 4 (see Table II). 

On comparing the shifted permutations, shown in the 
third column of permutations above, with those in the first 

o 
* Shifting the 4's from second place to fifth place can be accom- 

plished in two ways: A  shift of 3 to right, or reverse and 
shift 4 to left. Both may have to b\=> considered before the 
correct one is determined« 
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column, a one-to-one Correspondence is seen to be established 
by an input permutation of 4 1 5 3 2, 

By reason of the shifts in permutations from Relative 
Ho. 1 to Relative No. 4, the switch positions must be ohanged 
in accordance with the schedules previously given to 6 0 3 1 7 9". 
Thus completes the solution of the problem. 

3/57 Effect of Permutation of Output of Automatic 
Öodl-hg Unit 

As stated previously, the output permutation of the 
automatic coding unit refers to the order "in which the output 
cords of that unit are patched into the coding bus ^aclcs. Only 
!?• orders of patching, corresponding to the 12= families" of per- 
mutations as discussed in Section 3e53, are significant, lb 
would follow,, then, that 12 tables of permutations, similar to 
that on Drawing ES-842&54, but with the elements transposed in 
accordance with the dominants of the 12 families, would be re-' 
quired to portray all of"the\significant permutations presented 
to the coding bus ja^ks by the automatic coding unit with a nor- 
mal input permutation., Moreoyer;,, the 12 'matribes- of family num- 
bers based on the 1.2 tables of permutations would be sufficient 
to determine -the starting points of the seleötörs:. by the scan- 
ning, method described in the preceding .section* 

Although 12 different matrices can be derived from the 
permutation tables,, only six of these, have distinct patterns of 
like,and unlike family numbers.. The, .pairs--of matrices having 
similar patterns are^thOLse: eäsöciatei with, the following pairs 
of family numbers of output permutations-; 1-10, 2-9, 3-8, 4Vl2, 
5-7;, and 6^11-i The matrices identified with families^ 1, 2, 3,, 4, 
5,, and 6 are identical with those for families 10, 9, 8-, 12, 79 
and 11... sespectively, provided each family number appearing in 
one of the sets of six-matribes is replaced by its mate, i.e.«, 
1 -by 10, 10 by 1,,. .2 by 9,, 9 by 2,. etc, Sinoe, for soanning pur- 
poses, oognizance is not taken of the numerical values of the * 
family numbers, but only of patterns of like and unlike numbers-* 
Only six matrioes will have to be ..scanned., 

O 

üiaan or une six men&Tioes WIJLJL DQ laenxixa-ea wxxin a 
family number and its mate. Henoe, when the starting point is 
found'on a matrix, an ambiguity as to family number arises. This 
question as to the correct family number of the output permuta- 
tion cannot be resolved, immediately., but it is answered during 
the course of determining the correct input permutation. 

The prooedure for determining the input permutation 
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follows the general lines described in Seotion 3.56, but modified 
as follows: Eaoh of the permutations (from Drawing ES-842434) 
corresponding to the Actual step numbers found for the :given 
problem is transposed by the dominants of the pair of families 
indicated on the matrix. These two sets of permutations must 
then be compared with the permutations found by speetrogr.aphic 
analyses to determine, in the manner described in Seotion 3.56, 
the input permutation and the= shift of the problem permutations. 
It will be. found that only one of the two sets of permutations 
w&,li yield ä Solution for the input permutation, and t;he family 
.number A8B0C}i&u«ä.d with the successful set is the\ correct family 
tor the output permutation* 

As before, the sequence switch settings must be altered 
in accordance with the shift found necessary for the problem per- 
mutat;ä£oäs« 

3.58 ftumber and Selection of Samples for Analysis 

En selecting 18-element cycles to be analyzed and used 
in determining the, starting point of the automatic ooding unit, 
it is highly desirable-*, of course, to select no more than is 
necessary to fix the'starting point without ambiguity. Practical 
experience indicates that patterns comprising nine oyoles are 
usually sufficient for the purpose and are conveniently handled 
•by an .operator. ° 

It appears to be somewhat easier to scan the matrices 
for patterns containing like family numbers than for those in 
which the family numbers are all unlike. Hence, it may be de- 
sirable to Use a number of oyclea somewhat larger than the 
minimum in order to insure obtaining, some repetitions of family 
numbers üi the pattern. However., if the scanning of the matrices 
is accomplished by electrical or mechanloal means, the use of 
more than nine cycles would probably be neither necessary nor 
desirable. 

Because of certain periodicities in the present wiring 
soheme'of the seleotors, ambiguous solutions of the starting 
point may occur when the scanning pattern covers less than 100 
steps. To .avoid this difficulty, it ia recommended that some of 
the sample cycles be separated by at least 100 steps from each 
other» 

With the above exoeption, the sseleotion of the cycles 
may be made at, random. In using the spectxograph, samples of 
a.4 seconds duration are obtained (in the present models), and 
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this automatically yields two, and sometimes three, oonsecutive 
cycles. Six spectrograms should be sufficient to obtain the 
requisite amount of cryptographic material, assuming, that oare 
is exercised to obtain samples containing as few pauses or 
silent intervals as possible, 

3.8 Analysis of Recording 

5.61 General 

The recording, of speech scrsmbl.e.d by the New Sea-land 
system was delivered to the Bell Telephone Laboratories by -the. 
IT. Si Navy Department, as previously mentioned. It comprised 
two test samples.,, each of which was coded by a different re- 
pea-ted sequence.. The analysis of this recording,, both orypto- 
graphio and" non*«oryptograph.iö, was practically ©cmpleted When, 
the two terminal equipments of the •system, were received. 

3*62 Bon=- Cryptographic 

Only an occasional word or phrase was understood on 
the first, listening of the recorded samples?.. With repeated lis- 
tening, it was possible to extract approximately SO per cent of 
the wiDrds as compared With 40 per sent when listening directly 
to the- scrambled speech from the models.,, as discussed in Seo- 
t-iss 3.31. In these tests a 3000-oyole"low-pass filter Was 
inserted in the output of the reproducing system In order to 
eliminate the disturbing effects of the- 4=kc synchronizing puxae* 

Repeated superposition listening, using various com- 
binations ofdeoodes, was rather successful. The most satisfac- 
tory arrangement was found to be. the two->path circuit discussed 
in Section 3.58 and illustrated on Drawing ES-842252. So muoh 
intelligence was obtained from sample TEST 1 that the. original 
Bell System artiole from which the tert had been taken was iden- 
tified* A comparison of the text with the actual intelligence 
obtained from the recording disclosed that 77 per cent of the 
words had been correotly understood. Neglecting errors i=n in- 
significant words, such as "the", "and", "a", "of", etc., which 
may be considered as not affecting the intelligence, this rating 
is increased to 87 per cent, it is felt that this order of 
intelligence was also obtained with sample TEST 2, although no 
original script was available for checking the results. Tran- 
scripts of the material obtained are appended to this report. 

3.63 Cryptographic 

The repeated ooding sequenoe employed in each test 
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sample was determined, by visual analysis of spectrograms of the 
recorded soramble, and found to be as follows; 

TEST 1 

OBD OBA DAE DOE ' DCA DBA 

TEST 2 

AEB DAÖ BDC ÄBD DEB EAC 

O 

4. Evaluation of Security 

The. results, of tests employing the various oryp'togra- 
phlo and non-cryptographic decoding, methods indloate that the 
security of the= New Zealand switched band privacy system is very 
low for military purposes. 

4.1 Comparison of Decoding Methods. 

Only an occasional word or phrase can be understood by 
listening directly to the incoming scr&mble.. When the super- 
position method is arilied.,. considerably more words and phrases 
oan. be understood on" the first listening., although probably not 
onough to oonyey the sense of the messages It "is" necessary,, 
therefore, to record the scramble and resort to repeated listen- 
ings in order to extract the maximum amount of intelligence pos- 
sibles: As, discussed under Section •5^-S, -repeated listenings to 
the scramble directly, yielded from -30: per cent to 50 per cent of 
the words and superposition listening yhelded 65 per cent tö 
8.5 per cent.. The fact that these percentages of intelligence 
can be obtained by the tep^ated^ listening methods indicates a 
fundemental weakness of this .System, namely, that seme or the 
code conditions, particularly E -and D, are not inherently private, 
and other conditions, such as A and B., =ar© hot mutually private.. 
Furthermore, the 20:1 cracking ratio, i*e-*, 20 minutes of listen- 
ing to Extract the" above, percentages of intelligence from each 
minute of the message, does not neoessarily denote the real se- 
curity of the system because the soramble may be divided into 
convenient portions which may then be cracked concurrently by a 
proportionately large crew. When the automatic analyzer-decoder 
circuit Is used it is possible to obtain a substantial amount 
(at least 50 per cent) of the intelligence on the first listen- 
ing. By recording the scramble and resorting to additional lis- 
tenings almost complete intelligence can be obtained. 
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When the, speeoh has been scrambled by a repeated code, : 

and when a terminal unit is available to the interoeptor^ as is. 
usually assumed,, the oode oan be cracked in five to ten minutes 
by the aural detection method. A repeated oode oan also be 
oraoked by oryptographio methods„ using spectrograms, in .20 to 
25 minutes. There would, however, be no oooasion to use the 
latter method sinoe a terminal unit would be required in order 
to obtain the intelligence, and, with the terminal unit avail- 
able,, the more effioient aural method oould be employed. 

NJhen the coding is non-repeated,vthe interceptor can 
use the non-cryptographic methods disoussed above or a orypto» 
graphic method which determines*the ooding setup. The former 
methods, which require, repeated listening, involve deooding 
times which, .are proportional, to the length of message and yield, 
i-h-gene-ral,r s.ome-thing less th&n ill ihe^ntieiligenoeA The latter 
method involves an initial delay of approximately one hour, but " 
it enables the scrambled message to be= decoded in the normal 
manner with a terminal unit, 

4,2 Effeats of Pra~Equalization on Security 

In general, the use of pre-equalization ahead of the 
frequency scrambler unit ihoreaves the security of this system. 
Its use inhibits the süooessful restoration of the scramble by 
the application of automatic analyzer-decoder circuits» 

Simple- inversion provides the optimum decoding cirouit 
for repeated listening methods when pre-equalization is used* 
The time required to obtain the same, amount of intelligence is 
increased. It is approximately doubled for all methods exöept 
that for the cryptographic determination of non-repeated codes, 
in which case the- -iho-reaise -is approximately 50. per cent* 

A. D.  FOVJLER 

B. 0«   SLATER 

(     ) 
Att. 
Appendix, "Transcript of 
Intelligence from Recording*' 
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Transcript of Intelligence 
from, Reöording- of 

IJew Zealand Switched Band Privecy. System 
Decoded by Superposition, of Gode A. and Gode E 

(Observer - E, 0. Thompson) 

n 
V 

TEST 1 

With the growth of teletypewriter exohange .service and 
the general increase L&  the use of teletypewriters in private 
line servioe of various types, questions frequently asked are: 

How the teletypewriter operates 
What is t-ha start-stop system 
How is it used 
What is the *, «... 

This ärtiole will attempt to answer some of these ques- 
tions and explain also the fundamental prinoiples of teletype- 
writers and their auxiliary arrangements as now employed in the 
Bell System, 

i -. 

There have been developed to meet the needs ....... 
facsimile: reojord form of communication and at the same .,..••„ 
systems in operation in oonneation with the Bell System plant* 
.»e tel'e.graph transmission 
that oriiy a single, wire ., 
carry a signal. 

over long distances,, it is fundamental 
transmission path is required to 

Furthermore, our long experience With manual telegraphy 
•on .long lines has proved that reliable. _and_ff{icient operation 
may be had by using not more than two conditions bri"the line,, 
such as code and no code or positive impulse's and negative im- 
pulses as contrasted with the use of three or-.more conditions or 
current values. The entire telegraph plant in the Bell System 
as well as practically all other . t. telegraph systems have been 
built on this two-condition basis. The manual ijorse code uses 
a sufvcsssi'bn of dots and dashes to represent the. different .char- 
acters of the alphabet ...... code conditions. This code is not 
well adapted to teletypewriter oontrol, however., since the sig- 
nals or different characters vary widely in the tijae that is re- 
quired to print a single dot or letter .... combinations of 
several dots and dashes for some of the less frequently used 
letters or numeralse 

S E G R 3 T 



SECRET 

r> s. * 

2 « 

For efficient operation it thus far appears --desirable 
in. order to obtain simple meohanisms= and obtain maximum operat- 
ing speeds with ,,, signaling frequencies ...... different char- 
acters of uniform length, that is, eaoh -contains, the same num- 
ber of code units. 

This condition JLs met by a five-unit code where each 
character is identified by the impulses, in five units of time 
and this is the"-code normally employed in Beil System practices-. 

Eaoh of the five units in this oode may be either posi- 
tive or negative, current or ho current or either of two values 
of currant and the permutations provided are two to the fifth 
Or 32. The- ..., for the 26 letters of the alphabet .... spaced 
..... different signals involving .... system"signals. 
tp iraclude numerals and punotüation marics:* . - 

fa...... a. • .» •». 

A chart of this code as used in teletypewriter ex- 
change servioe (TWX'l is shown below. 

It will be noted that this keyboard is. similar to the 
ordinary typewriter keyboard except that there are only three 
rows of keys instead of the four as in the typewriter. 

On the typewriter keyboard, the lowest three rows of 
keys are used ordinarily for small letters with a shift key also 
operated to type the corresponding capital letters. 

The fourth or top row oarries the numerals and punctua- 
tion marks. 

shift of 
has oapltal letters and no small letters 
space. 

  position of the letter key is available for 
the usual punotuation marks and numerals. Thus only three rows 
of keys are required on the teletypewriter keyboard. The opera- 
tion of the signaling key sends a signal .„.. the reoeiving ma- 
ohlne to switoh «... machine so that numerals and punotuation 
marks are obtained uncil letters or spaoe res-bores the 
maohine to lower place. 

Start-Stop System 

For transmitting a signal in the five unit code over a 
telegraph line, it is necessary to have some system of starting 
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BO that ... five impulses may be properly received, identified 
and interpreted in eaoh receiving oirouit* 

JffiST__S 

Afteri.making certain that all the low and high tension 
fuöes. are intact, the filament and bias circuits should be ener- 
gized bjj turning the remote-local filament control switoh to the 
lodal. position. 

At this stage it is desirable to take the reading of 
the bias supply meter whioh should approximate 160 volts. 

All valves will light, and unless they are complete with 
pla-ts circuit reaotanqes required in place. The first stage is 
to adjust eaoh fin^l operating frequency carrier unit. 

This necessitates the turning of the remote-local high 
tension switch .to- tue high tension position and the frequenoy 
control switoh to its appropriate position depending whether the 
selected frequency for the test is a high frequency or a low fre- 
quency. So long as a suitable orystal is in ... (phase) a number 
of ii-naar ..,.-.. . It is advisable to ...«. valve, the 65 stage 
will, oscillate regardless of the setting of the tuning condenser. 

With the appropriate high frequency or low frequency 
,.i control as the case may be* advanced to approximately the 
maximum ..*.... stage the .... cathode current of the SÖ7 as read 
oh the third cathode mi-lliammeter should approximate 30 miili- 
amp^res.. The only adjustment necessary is to resonate with the 
appropriate tuning control whioh is done by observing the usual 
plate our rent dip.. 

Under these conditions the milliammeter reading should 
'be 10 to 15 milliampgres. This oontrol is set at about »..,. to 
the tuning of the .buffer amplifier. 

The adjustment of the buffer amplifier, although some- 
what unorthodox is by no means diffioult. Before applying high 
tension to the buffer stage it is desirable to turn the control 
of the entire unit to its minimum position because it can .... 
.. estimate  the final radio frequency amplifier stage 
in the high frequency oirouit. 

This latter adjustment is performed by an operation in 
the modulation amplifier isolation switoh located on the oenter 
of the shelf of the equipment. 

s 
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With these precautions taken, any remote high tension 
may be applied by turning the remote-local high tension switch 
to ... high tension two position. 

When the buffer amplifier stage is tuned it will be 
neoessary to temporarily break the tuned circuit by plugging in 
a hand telegraph key with the *..« two contacts closed. 

With the two, circuits closed a reading should be ob- 
served on the buffer stage milliammeter of approximately 3 m,illi- 
amperes, this being the normal plate current in the va-lv.e that is 
used conduoive to any grid   

The adjustment ....... entire section introduces ,.. 
first opntr«! will produoe a rise in cathode ourrent and con- 
trols should not vary it from a point where approximately 25 to 
50 milliemperes are observed.^. 

With power to the buffer stage established, the tuning 
of the stage may be undertaken, The tuning of this stage as 
desoribed in an earlier pert of this bulletin is undertaken ... 
.... in acceptance of the circuit,  .. *.*.....-., susoeptanoe »»»* 

Major variations in 
established; 

experience 
W 

qircuit. 
Fine variations may be variometer with 

The appropriate low frequenoy or high frequency plugs, 
as: the oase may be, may be inserted in any one of the panel jaoks 
and the reading, of the cathode milliammeter maintained under 
observation. The prooess of ... should be continued to test 
until a reduction in cathode ourrent is observed. As soon as a 
pronounced reduction is observed the connection should be made 
from the high tension  The appropriate ..... low tension. 

The whole ultimate objective of this arrangement is to 
be able to maintain a fist phase .... in exact rescnanoe ...... 
with the appropriate variometer set somewhere between maximum 
and minimum setting. The resonant frequency ...... establishes 
oontrol  reading is observed and amplifies this 
last unit. 

The buffer stage resonance whioh is 
or increased ourrent reading. 

maximum 
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CODE CORDS 

 SYNCHRONIZING 
CONTROL PANEL 

AUX. AUDIO 
AMPLIFIERS 

AUX. JACK FIELD 

'— CODE SEOUENCE 
SWITCHES 

SCRAMBLER UNIT 

AUX. 220 VOLT D.C. 
POWER SUPPLY 

50 CYCLE POWER 
A        AMPLIFIER 
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FIG. 1 - FRONT VIEW   TERMINAL *1 

NEW ZEALAND SWITCH BAND 
PRIVACY   EQUIPMENT 
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FIG. 2   -   FRONT VIEW  TERMINAL +1 
(AUTO-CODING   UNIT REMOVED) 

NEW ZEALAND   SWITCH BAND 
PRIVACY    EQUIPMENT 
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FIG. 3   -   SIDE  VIEW   TERMINAL *1 
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FIG. 4   -   REAR VIEW   TERMINAL *1 
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NORMAL  SPEECH 

F-IS I 
CODED SPEECH 

CODE A 

OUTPUTS OF 2-PATH SUPER- 
POSITION CIRCUIT 

DECODE A 

~i 
.-•* 

• DECODE E 

.1     as 
PREQUE^Y IN KC 

CODE B 
r-      I        t 

0        I       2       3 
FREQUENCY  IN KC 

^ CODE C 

DECODE A 

! DECODE E 

0       1       2       3 
FREQUENCY »N KC 

DECODE A 

?•"--. yDECODE E 

CODE D C^t 

DECODE A 

DECODE E 

CODE E 

DECODE A 

DECODE E 

I-SHADED AREAS DENOTE PORTIONS OF SPEECH IN NORMAL POSITION. 
t^DÖTTED OUTLINES DENOTE  PORTIONS OF SPEECH SUPPRESSED BY  IKC    LPF. 

{   )      SCRAMBLED 
SPEECH INPUT 

PRINTED IN U.S.A. 

t-PATH SUPERPOSITION  CIRCUIT 
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INVERTER 
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OUTPUT ÄMCTATIÜNd AI1D FAMILY NUMBERS OF AUTOMATIC 
CODS: CHANGING UKIT FOR 625 3TEJ?S OF SELECTORS 

Input and- "Output Cords in Normal (12345)    Positions 

Step Permu- 
tation. 
12345 
53124 
24351 
43512 
34152 
1&543 
21354 
54123 
35214 
32541 
41352 
34125 
45815 
42531 
5X342 
24135 
15243 
42351 
51432 
24315 
15423 
43251 
54132 
83415 
14523 
54251 
12345 
45213 
52134 
25314 
34158 
43215 
15342 
21435 
24153 
53214 
85341 
51432 
54123 
13854 
45321 
31452 
54213 

45231 
31548 
52413 
15524 
48531 

50    35148 

1 
2 
3 
4 
5 
6 
7 
6 
9 

10 
ii 
,12 
13 
14 
15 
16 
i? 
18 
19 
20 
21 
22 
23 
24 
35 
26 

28 
29 
30 
31 
38 
35 
34 
35 
36 
37 
33 
39 
40 
41 
42 
43 
A A 
"•"* 

45 
46 
47 
48 
49 

Fam. 
Nof 

4 
3 
3 

18 
6 
4 
2 

8 
-10 
5 
6 

10 
9 

10 
9 

li 
12 
9 
7 

12 
8 

12 
8 
9 
1 
6 
6 

10 
12 
1 
3 
5 

11 
2 
5 

IS 
& 
8 
2 
8 
4 

10 
8 
7 

10 
11 
10 
11 

No* 
;sp J^erau« 

51 
52 
53 
54 
55 
56 
.57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
71 
72 
73 
74 
75 
76 
77 
78 
79 
80 
81 
82 
83 
84 
85 
86 
8? 
88 
89 
90 
91 
92 
93 
94 
95 
96 
97 
93 
99 

100 

tation 
"51384 
43512 
12345 
23451 
32541 
51423 
15342 
42513 
34152 
31425 
25341 
32514 
84153 
81435 
45381 

Fam, 
No,. 

54123 
21345 
45231 
12354 
54213 
23145 
42531 
13854 

45213 
38451 
51234 
12345 
21435 
45318 
54231 
31452 
23541 
25314 
14235 
2145.3 
13542 
15324 
34815 
51423 
43512 
15234 
34125 
51243 
4315,2 
12084 
31425 
52143 
41352 

7 
3 
1 
1 
8 
11 
3 
9 

12 
10 
5 

.12 
11 

'5 
2 
5 
8 
6 
8 
2 
4 
8 
10 
8 
10 
6 
7 
1 
1 
5 
4 
7 
8 
8 

Step 
No. 

Permu- 
tation 

Fam 

102 
103 
104 
105 
106 
107 
108 
109 
110 
111 
112 
113 
114 
115, 

41358 
52143 
21435 
12345 
35421 
5314S 
4835ft 
1455:2 
.15483 
25145 8 

2 

10 
5 
5 
1 
4 

10 
11 
8- 
7 

Step J?ermu- 

ft 

Fam. 
Ma- 

118 

120 
181 
122 
125 
124 
125 
126 
£27 
128 
129 
130 
131 
132 
133 
134 

-12354 
24531 
85413 
45125 
52314 
34521 
25143 
43215 
52134 

10 135 
11 
2 
4 

11 
3 

11 
3 

18 
5 
3 
9 
5 

10 
5 

136 
137 
138 
139 
140 
141 

143 
144 
145 
146 
147 
148 
149 

21543 
48315 
51234 
32451 
12543 
35124 
24531 
45318 
54138 
18345 
8153-4 
34185 
53214 
5S341 
41538 
54183 
43215 
42351 
31542 
24153 
13245 
42531 
31458 
£4513 
13485 
45831 
34152 
£5413 

10 150 14385 

4 
••8 
6 
B 
6 

18 
1 
6 
9 
1 
7 
1 
7 
6 
3 
4 
4 
6 
1 
3 
5 
8 

18 
11 
2 
1 

11 
7 

11 
7 

10 
8 
7 
9 
8 

12 
8 
12 

153r -S1354 4 
152 43215 I 
io'3 15342 3 
154 53421 3 
155 35241 10 
156 21453 2 
157 12345 1 
158 45213 6 
159 34125= =5 
160 .31458 8 
161 58541 12 
162. 35814 5. 
,X65 54183 a 
16:4 51432 18 
165 48351 11 
166:. 15834 12 
16.7 24153 11 
168 51342 9 
169 42531 10 
170 15324 11 
Wl 24515 7 
172 53142 10 
173 45231 8 
174 13524 10 
175 25413 8 
176 34581 6 
177 15342 3 
178 42515 9 
179 85134 9 
180 52314 8 
181 34185 5 
182 43512 3 
183 12345 1 
184 51432 18 
185 54123 8 
186 23514 11 
187 52341 12 
188 21435 5 
189 24153 11 
190 13524 10 
191 42351 11 
192 31425 10 
193 24513 7 
194 13254 8 
195 42531 10 
19S 31845 4 
197 25413 8 
198 18354 2 
199 45231 8 
200 38145 2 
SECRET 



Bad Talapaoaa iAboyatcr-i-ss-, Iris . 
SECRJ&' 
BS-842434 
4 pagaa,paga 2 
A.D.F.  6-89-45 

OUTPUT fI'JR.\IUTÄTI0K3 AND FAMILY MUMBBR3 üF AUTOMATIC 
CÖDÜJ- CHiMGIKG UKÜ FÜÄ 685 JTEP3 OF SiiLSiCTORS 

Input and Output Cords in Kormal (18345) Positions 

o Step Parma* Faei Stap Famu« Farn. Step Parmu- Farn. St®p Parmu- Farn. 
"No.i- tation No. 'No- tation No. No. tation No. 

2Q1-. 433,§g -2531* 10 301 43518 3 MT 85341 5 
308 21435 5 252 4S251 13 302 25431 6 352 13254 8 
203 35124 3 253 51342 9 303 31524 9 353 54312 6 
204 51243 3 254 13425 9 304 15843 9 354 43125 6 
205 15423 7 255 81245 4 305 51423 11 355 34215 3 
206 43251 12 256 25413 8 306 43815 1 356 85143 12 
207 34125 5 S57 52341 12 307 54521 6 357 52314 8 
208 25431 6 258 41253 5 308 81435 5 358 14853 10 
209 12345 1 259 34521 6 309 58341 12 359 31524 9 
210 13254 8 260 35412 2 310 53314 3 = 360 35142 11 
211 04123 2 861 12345 i. 311 14533 8 361 42315 7 
212 15432 1 Mz 31854 6 318 51433 13 368 34251 9 
213 52541 IS : man., 

60U 14523 8 313 12345 1 363 41533 18 
214 53214 8 ^264 15432 1 314 13254 8 '364 45132 7 
215 24153 ü 265 48315 7 315 24313 7 365 12345 1 
216 35412: 2; ; 266 31234 1. 316 31453 8 366 54231 7 
21? 42551 11 267 24513 7' 317 42315 7 367 21545 1 
218 53124 4 ,268 15542 3 31S 13534 10 368 45312 4 
219 24513 7 269 42135 4 319 24153 11 36!) 12435 3 
220 35142 11 270 51324 7 320 31542 7 370 54321 1 
221 42531 10 271 24153 11 331 42135 4 371 21453 2 
222 51324 7 272 13548. 4 .822 15324 11 . 372 43512 3 
£25 25413 8 273 41835 2 323 21453 3 373 14235 11 
224 31542 7 274 '53184 4' 334 35142 11 374 53421 3 
225 45331 6 375 31453 •Z . 325 41235 2 375 24153 11 
226 52143 -JB- -276 34185 •8  ' 326 58413 10 376 31425 10 
227 31524 9 - 277 5134& 9 327 34531 6 377 54312 6 
228 84135 10 278 42153 5 338 21435 5 378 18453; 4 
229 41358 10 279 81534 3 .329. 14352 5 379 24531 4 
830 14538 2 280 18354 8 ' 330 41532 11 380 42351 11 
831 58341 12 231 34581 6 331 52314 8 381 31524 9 
832 35134 9 262 43152 9 338 25431 6 382 13452 6 
833 34521 6 263 53341 12 383 31524 9 383 52314 e 
234 13254 8 284 15438 1 334 4bS51 13 384 45132 7 
235 12345 1 285 14583 8 355 42315 7 365 41523 12 
236 45132 7 286 83154 7 336 15432 1 386 23451 1 
237 14523 8 287 13345 1 337 41523 13 387 42315 7 
238 43251 12 288 25431 6 338 13254 8 388 25134 9 
239 4saio 7 869 24513 7 #• n *\ 

J-6ö*ö X 
nan 
«DI 

tit K.A IX t 
JL 

240 35142 H 290 53124 4 340 35412 3 390 53421 3 
241 24513 7 291 42315 7 341 21543 1 391 12345 1 
242 53241 11 292 35421 4 343 53814 2 392 35124 3 
243 42135 4 293 24i53 11 343 12435 3 393 21453 2 
244 35412 2 294 53214 "2 344 35142 11 394 53241 11 
245 24153 11 295 421313 4 345 21453 2 395 12435 3 
246 53421 3 296 35341 10 346 53,184 4 596 35214 5 
847 41235 2 297 21453 2 347 14235 11 397 24153 11 
248 34518 1 298 52314 8 548 31542 7 398 52341 12 
249  21453 8 899 41835 3 349 24153 11 399 14235 11 
250 54321 1 300 32541 8 350 51384 7 400 32514 12 
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Bell Telephons Laboratories,Ine. 
SECRET 
23-842434 
4 pages,page 3 
A.D.F. 6-89*45 

OUTPUT PERMUTATIONS AND FAMILY NUMBERS OF AUTOMATIC 
CODE CHANGING UNIT FOR 6S5 STEPS OF SELECTORS 

Input and Output Coras in Normal (12345) Positions 

Step Permu- Fam. Step Permu- Fam. Step Permu- Fa». Step Permu- Fam. 
JJo. tat ion Nos. No. tation No. No. tation No. No. tation No. 
401 13542 4^ 451 25431 6 501 14532 2 1ST* 35421 4 
40« 25134 9 452 14253 10 502 25143 12 552 14352 5 
403 34521 6 453 53412 5 503 43521 5 553 524.15 10 
4«4 45213 6 454 34125 5 504 35214 5 554 24135 10 
405 54125 2 455 43215 1 505 53124 4 555 42315 7 
406 13245 7 456 25134 9 506 14255 11 556 35124 3 
407 31524 9 437 52413 10 507 41523 12 557 53412 5 
408 24135 10 458 13254 8 508 23145 8 558 12354 2 
409 52314 6 45.9 41523 12 509 52413 10 559 41532 11 
410 53241 11 460 45132 7 510 54231 7 560 45123 
411 41523 12 461 32415 11 511 31524 9 561 23415 12 
412 54132 8 462 43251 12 512 53142 10 562. 42351 11 
413. 42315 7 - 463 31524 9 =513 32415 11 563 21534 3 
414 43251 12 464 35142 11 514 34251 9 564 •06143 12 
415 21543 1 465 12435 3 515 21554 3 565 13425 .9 
416 34152 12 466 53241 11 516 43152 9 566 52341 12 
417 12345 1 467 21534 3 517 12435 3 567 31524 9 
416 43521 5 468 35412 2 518 34521 6 568 25413 8 
419 21453 2 469 12343 1 519 21354 4 569 13245 7 
420 34512 1 470 53421 ,3 ; 520 43512 3 570 52431 9 
421 12435 3 471 21354 4 •' 521 12345 1 , 571 31254 6 
422 45321 2 472 34512 1 522 35421 4 572 24513 7 
423 24155 11 473 13245 7 523 S3154 7 573 12345 1 
424 35412 S 474 54321 1 524 45312 4 574 54231 7 
425 14235 11 475 25154 7 525 13245 7 575 32154 i 
426 52314 8 476 41325 8 526 53214 2 576 41235 2 
427 43521 5 477 53412 5 -s 527 42531 10 577 52413 10 
428 21345 6 478 12354 2 528 31245 4 578 13254 8 
429 13452 6 479 23541 2 ' 529 12453 4 579 32541 8 
430 31542 7 480 32451 7 530 21543 1 580 23451 1 
431 52413 10 481 41523 12 531 53412 5 581 41532 11 
432 25341 5 432 14352 5 532 35241 10 582 14253 10 
433 41523 12 483 52415 io 533 41532 11 583 53412 5 
434 34251 9 484 35142 11 534 24351 3 584 25143 12 
435 32415 11 485 31524 9 535 23415 12 585 21534 3 
436 15342 3 486 24351 3 536 15243 9 586 34251 9 
437 31524 9 487 32416 11 557 21534 3 587 23415 12 
438 14gss 10 •4S9  PKTAR Tft 538 TiRgg ••* KftO vyubniM IT 

439 12435 3 489 211534 ~3 539 13425 9 589 31524 9 
440 45312 4 490 64321 1 540 45213 6 590 54231 7 
441 21534 3 491 12435 3 541 31524 9 591 13435 9 
442 54213 4 492 45123 1 542 54312 8 592 45132 7 
443 12345 1 493 21354 4 543 13245 7 593 31254 6 
444 45132 7 494 54231 7 544 45123 1 594 54321 1 
445 21354 4 495 12345 1 545 51254 6 595 13245 7 
4.46 54123 2 496  45213 6 546 54132 8 596 45312 4 
447 13245 7 497 23164 7 547 12345 1 597 32154 1 
44\8 11 498 52431 9 548 41523 12 598 53421 3 
449 23154 7 499 13245 7 549 32154 1 599 22345 1 
450 51423 11 500 42513 9 550 51432 12 600 43512 3 
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SECRET 
Bell Telephone Laboratories, Xno. 53-842434 

4 page»,page 4 
A.D.F. 6-2Ö-45 

I I OiyTPUT PERMUTATIONS AND FAMILY NUMBERS OF AUTOMATIC 
CODE CHANGING UNIT FOR 625 STEPS OF SELECTORS 

Input end Output Cords in Normal (12345) Position« 

Step Permu- Faia. 
No. tat ion No. 
1ÖT 14523 6 
602 35142 11 
603 42531 10 
604 251314 10 
605 52134 6 
606 14325 12 
607 41532 11 
608 32145 2 
609 5341S 5 
610 54321 1 
611 21534 3 
612 52145 5 
613 23415 12 
614 24351 3, 
615 31524 9 
616 42153 3 
617 13425 9 
618 24531 4 
619 31234 6 
620 42513 9 
621 ,13245 7 
622 25431 6 
§23 32154 1 
 fiÄA-Ä'feaia—'—6=  

625 12345  1 

s 
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MATRIX OF FAMILY NOS. 

SELECTOR   INPUT   PERMUTATION.* I 2 34,5, FAMILY NO. I 
SELECTOR OUTPUT  PERMUTATION : I 2 3-4 5, FAMILY NO. I 
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2 4 r 3 7 10 3 i 3 5 9 12 9 6 8 8 '6; 9 £5" 10 5 12 10 5 10 11 
3 -3! 6 ;r Tl a 4 3 9 3 10 9 "3 9 S 6 4 * 6 & 2 * 4 to 8 10 
4 3 <• f 1 5 :4 3 9 -3- 10 9 3 9 5 8 .4: ;6' 8 5 2 .5 4. 10 8 10 
5 12 10 6 * 1 8 10 8 =7, 2 4. 2 II II 3 1! 2 7 1: 7; 4' > T IJ 6= 
1 :•'. 12 II % 4- .1, 2 5 12 \2 8 6 1 8 12 9 7 10 9 12 II 5 3 II 12 

«o   7 4 1 3 7 10 y I 3 -& 12 9 !T 6= 8 tl: 9 5 10 5 12 10 5 to M, 
£ i 2 3 •9" 8 II =5 6 1 « '•• 5 12 5' 9 10 8 10 12 8 10 8 II 2 S ;2] 
£ « •5: 5 12 2: '£ 2 5 12 »1 ,»J 8 1 12 12 9 7 8 9 12 II 10 3 II (? 5» 
<0   |0 8 II 10 10 1 12 8 2 8 1 '£ 8 ^2. :7 It 12 It II 7 9 7 12 1 3' 1; 

O » 10 2" 5 1! 8 II 12 II * 7 1 7 8, 1 7 :•!•• 12 3 51 3 9 * 12 9 ¥ 

ft -»8 i » 12 2 I 2/ 5 >« 1 
'»• •= Ll i? 13 9 7 ? 9 i? II IP tf II 12 5 

Ul   19 \r 12 II 4 4 •> 2 5 12 12 8 'fc .1 B 12 9 7. 10 9 12 II i «• II 12 
J  14 
lij  .IS so 2 5 II :8* II 12 II 2 7 l: 7 8 1 7 ,k 12 > II 3 9 rtf 12 9 

r 
3 
9 in \b ,9 S: 2 3 6 7 II 10 II II 7 4 7 2 \[ 3'1 1 4" A i: .3- « 9 

t-   16 To 'f- 5 II 8 II 12 II 2 7 1 7 8 1 7 J 12 3 II 3 9 9 12 9 3 
!?   57 9 8 2 3 « 7 II 10 II II 7 r -4, 7 2, ?l 3 1 4 3 1 3 I 9 7 9 
<*- ia II 4 e 12 1? 19 9 7 4 4 3 II 10 3 4 * 3 ^ 2 4 I 7 8 6 4 

19 12 10 8 -.5 1 8 10 8 7 2 4 2 II II 3 II 2 T 1= 7 A I 7 X 6 
20 9 8 2 3 « 7 II 10 II II T 4 7 2 i; 4 1 4; 3 1 3 6 9 7 9 
21 7 .7 *: 9 .9 9 7 4 10 3 II 10 4, :4 2 ;s~= 3 2 4 6« <S'" « 6 4 7 
22 12 10 8 5; 1 8 10 8 7 2: 4 2 11= II 3 1! l- 7 1 T 4 iU 7 1 g= 
23 8 II 10 10 7 12 • 2 8 <\ 2 '8-. 2 7 II 12 II II 7 Ja: 7 12 V 3 1 
24 13 10 8 •$ 1 8 10 8 7 2 4 2> II If 3 II 2 7 I 7 4 1 7 1 9 
25 « II 10 !0 7 12 8 » 8 I 2 8 2: "7. II 2 II II f •9- 7 2 •l; 3 1. 
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PR0J?EGT 13.-106. 

RELATED: SERVICE PROJECT 'NS*249 

REPORT NO.  5. 

Proposals of Dr. L. E. Gabr-ilo.vttgh. 

for -;">""rz- - 

Spesen Privaöy Systems 

June 30, 1945 

1, General, 

1»! livErodiiotion 

Two= proposals for speech privaoy systems» submitted t:g 
the T}',- So Navy Department, by Dr.» L. E.s ^brAlQYitokj._vjB.r;e. r.e« 
ferred to Bell Telephone Laboratories;-, Ihö», for review miller 
Project 13-106. This work was, authorized by ä letter:, dated 
January 10.,,  1945* from Professor 0. P. Dalzi-el-, Teohnio.äi Aidej 
Division 13,. ;NuDrtR,:C!i 

These proposals, were.' the outgrowth of earlier ^Dhes .made 
by Dr.. GabrilovltOh and discussed informally with Navy and. Bell 
Telephone.' Laboratories personnel in oonneötiön. With Prö4eet~ G«43. 
for 'öonVehlenoe in referring to these* two proposals,,; jthey will 
fak  designated,&B  Proposals-NO. 1 and No>. 2. The- former Is de« 
-soribedl as .a J'Soreeji .se.oreoy .Set with Narrow .-Audio'1 Band" and the 
latter as a "Phase ifaried Inverter-Di stört er ("Simplified saerecy 
Sett". 

1.8 Summary/ 

Both proposals offered, at most, no more than a._apeoula- 
tive hope; of providing a basis for a isatisfaot.ory privaoy" system. 
prpposaljNo. 12 fipr the_reasons giveii in Seotiöh 2.1, was not 
/reeommenaed. proposal T?O,- Z wäs^seieoted for further study oh a 
breadboard basis. Some prelimihary engineering work done -by 
Halstead Traffic. -Ooinmunloatlonsi Corporation.. New: YorKj. -New York*. 
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indicated that serious practical difficulties were encountered.. 
Subsequently,, further Work ön these proposals was abandoned. 

Cl S«. Analysis 

^ "        2.X An.alysio. of Proposal No, 1. 

This proposal» described, as \  "Screen £~e:o/Eäöy Set 
with Narrow Audio Bahd% employs a well-known- principle in the 
theory of moiduiation. This principle may be: .briefly described 
a;s follow a; • 

Two distinct signal waves^, when modulated oh carriers 
having 'identical. frequencies but different phases ((Sometimes 
qalled a splitv«phase oäilrier),,. can- ;be- detected separately by 
demodulating carriers, having exactly the same= frequehoy as the 
original carriers But phäseiä so as. to. be, in= quo,dratu're with the' 
oarrlers of the und'esired. modulations, f.pr example, if the two 
signal, waves are g^ {t)  and Sg(t), the- sum of the modulation 
produot's resulting from- modulating Sxftj' «on a «airlör- wave*, 
oos.wt, and iS2(t). on the. same carrier frequency shifted in phase 
by 90 degrees is 

(1) S>l(t} cos wt f Sg(t)= sin wt. 

In the Wave, represented My  (1), the component fre- 
quencies of '£Y(t;) and Sg(:t{) appear as double sidebands about 
the suppressed carrier fr.eiqusnöy.. If Si(t>)i and Sg{t) contain 
-components within the same/rreqüenöy range,, the sidebands from 
the two modulated signals 'Will overlap, and1 any attempt to de- 
tect the wave (1) by the »usual methods of iieotifloation will 
result in distortion and Severe crosstalk of the. two signals. 
On the other hand,, demodulation of (1) Iby cos wt  yields. Si(l|, 

•and demodulation by sin <**t yields Sgt'tjw 

- _ .  ^he-use;-of-fh& •-a=bjsv6--;pi'iholple w^s proposed by 
pr. Pra.briloyltoh to obtain screening, or masking, of the speeoh 
band in two successive steps: 

a* Of the original speech band.,- extending from 300' to 
.8700 oyoles per second^ the lower third is selected 
and translated to. ehe 0 tö 800-oycle region of the- 
spectrum. This ^OQmprls&suSL .s.ignal„such; ,'a'g; a^/;^-.. 

-^A-s'suM^d-to^hav'e sT'requenoy greater than any7 oomponeiat in. 
Siit)  or SgU;). 

SECRET 



" --• •----••  -S I 3' a E i- 

5 - 

A seoond signalj Sg(t), Is masking noise•-de'rive'd 
from S.l('t) by modulating' it with ä plurality of 
low^frequehoy barriers :p£undäfflös$el\ö.#''g©' öyoles 

^ per 'seresndf and confining the räsu&tlhg- 'modulation 
V? products to the- Ö ito, ä0Ö-oy~b'le band,, The two slg- 

ha-ls;>. Sr'|t) and Sgittj,.,. are. then.-.modulated-on 800- 
cycle carriers, in';ph,a|e quadrature to produoe: over- 
leaping sidebands in the •§; -t-o= l:&Ö.D-oyöli,e= ba,n% The 
rsöuliing signal^ S,gft), consists of part of the. 
original speech Sana modulated oh an 800-oyöle o:ar~ 
r'i.ör. and masked by a hoise generated from-Itself* 

b. This upper two-thirds of the? .speeoh .band* hot -used 
ih Item iß) ,, is translated tö the- 0 to 1600-0<yqie 
.position in the speo-trum and oompris^ji signal S4(t). 
The two- signals,,. Saft) and S^-ft), are then modulated 
on 1600**cyoie earners in phase quadrature to pro- 
duce overlapping sidebands in the 0 tö 3SÖ0~eyöle 
band . 

In the last modulation prooass;*- arrangements are made, 
for period ioä-lty interohahging the MQO-oyole oarrier/s on whiöh 
%($.}. ah.dJ3ji;{.ti} are modulated« This Ihtfrchähgö; is under the- 
boritroi of ah electronic switch,'the ra;te of change of which is 
integrally related to the 50-oycle fundamental.. 

Thifij. proposal.,, although theoretically sound;, does not 
appear practicable; -for the following, reasons:- 

$., : £% requires a rather large- amount of .equipment 
.fäeven- or eight, modulators,, as many low-pass-ör 
band^päss -filters, an. electronic switoh, and $: 
other auxiliary electronic dev'löeöf • V. 

&,    .The ooding possibilities appear1 to be limited» {; 
:^ehoe;j. with a duplicate receiver it would not be f 
diffiauit to oraok (deöodäi). the scrambled^ or } 
masked, speech. f 

$'»    for adequate masking, the masking energy must be. 
  --      greafcer than, the signal to be obscured-. Henc.e, 

for' a given -amount öx output power' the. rajrg© for 
satisfactory operation is iess for systems ejnploy^ 

. ,     £ag, the- .masking- prlnuipie thanför other sys/tems.-*: 

r:i _   -_•_ 
-vt~r     —   -- -"  
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4.    The overall spö.e'oh .quality of tiitä system, would 
probably bs =öörnefidgrably impaired by feäok-gröünd 
npise resulting from Imperfeot. datebt ion., when 

~ phase distortion in the- transmission medium is 
v^ I ehobühtereä>   Small errors in balahoing but- tire 

rather large noise components would leave- a re- 
iatiVeTy large- reiiduum of nolse?- 

m .sin 16 at 
sin :(<öt + 97 

2,2 Analysis or Proposed No. 2 

This proposal,, described as. a "Phase Varied Inverter- 
Distorter .{.Simplified aspreoy Set:)-", employs as .its basic prin- 
ciple the prödüötiöh. of an. unintelligible sbramble of speebh by 
modula/ülhg, the: original speech signal with ä fairly complicated 
opding wave>, the. speotrum of whioh lies within the spbeoi- bandi 
This basio principle was employed in the RQÄ^Bedford privacy 
system8*5 developed to the stage of laboratory models several" 
years ago under Project 0-54.. 

Drr Gabrilbvitoh, in his prop/osalj uses a opding (or 
modulating^ wave -comprising- -two dif f^re-nt. waves used alternately -- J, 
UÄder the control of an'electronic switch, tho rate of change * 
öf whioh is predetermined as. part of the coding arrangement. i= 
Eaoh of the two Waves comprises a 50-tfyole fundamental and its 
first seven odd harmonics (a cosine Series), all of equal am- __ t 
plltudes.. Tl'ie two waves differ only in the phases of the funda- I 
mentals from whioh the harmonics are derived.. The phase differ« -i 
«hoe is 9G degrees.. 

If we teike S{t) as the. original speech wiavei, then the I 
scramble .resulting from modulating, 1..&•..., multiplying-, the speech \ 
wave by the ooding wave is- < 

where ®rfZiltiSr the fundamental frequency :{50 cycles per seoondi) f 
and <p is the .phase of the fundamental .having the values of Q 
degrees and si'O degrees periodically * 

3<y@ jr-NAx, REPORT .Qll PRIEST'ö«43, Paxt £, öhapter IIIks 
SBofri&n Q> PaSe s&>. ahd 'Öhapter VI, page 53; also Part II, 
PreJimina-r-y-Report' No.. 18, 
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4» The~: overall speeoh -quality -.of' this system •%iü#i?^„_: 
probably be considerably impaired by'ba.p/kg?jg#nd >;:v^ 
noise resulting from iiuper-fe;ct detection whs?* =^^~ ~~\ 
phase distortion in the transmission mediiüä-fi.ä , 

V I encountered» Small erroiM ih\ .balancing 0iv£ -Mlu^ _ 
rather large noise Components would Ieav4 ;a ta~   ">v-.--V^ 

.: i-atively large residuum or noise. 

2,3 Analysis of Proposal No<. 2 

This prqposal, described as a "Phase Varied Inverter- 

•coding wave*, the: ups.otrum .of which .lies- within- the- .speeoh band, 
This basic principle wa.a. employed iii the RGA?*B$dford .privacy 
system* developed to the stage of laboratory models several 
years ago under Prödeot -Ö-54,        . 

Dr-o Gabriiovitoh, in. his proposal, uses ä coding (or 
modulating) wave comprising two different waves*usedalternately 
under the oontrol of an electronic switch, the rate- of ohange 
of which is predetermined as part .of the (coding, errängeaen-t. 
Each of the two wsves oompri£ies a '50-öyole fundamental and its 
first seven ödd harmoniös £a cosine series*), all of equal am^ 
pli-tüdes.. The. two waves= diifi'er oniy in the phases, of "the funda- 
mentals from which the harmonics- are derived* Jche-pjäsisä- differ- 
ence is 90 degrees.« * 

If we take Sffr) as thei original speech wave, then the        | 
soramble resulting from modulating^ i.e.«,, multiplying, the speech 
wave by "the coding wave is - * 

s(t) sin 16 0%.... 
sun ' (wt + a y 

where. W'/S 11 is the fundamental frequency C50 cycles per seoohd) 
and 9 is the. phase of the fundamental having the values of.# 
degrees »and .90 degrees- -periodicallyr - - .-?.-- -:--.--" .-.-;= - -—-. 

*• MBQ. .SS3KÄL. REPSR*!? m PROMOS (HSr^ftT, üßäpte-r III, 
Section 8,. page 3k,; and^0Jba-tvt^r VI y  page 53; also Part II,, 
Prelirairiary Report No.. 18. 
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The. reopvery ,öf the original speech in the reoe^tihf— 
-unit takes place in two stebs* First,, modulating (kül ti plying j- 
ttxe scrambleby sin (at 4-<j>), whioh yields, the original sp.ej8j3'h- 

**% modulated by a single frequency (8G0 eybles per second;); 8$% -.. 
v* second,  by ^modulating, the result ;just obtained with a wävö bom- 

Mi.sing,.an 8QQ»oyqie fuhä'atesntal and its first three odd ha-r- 
"aohios- (a sine series),, all of equal amplitudes. This. §ea©nd 
•modulating-Wave has the form 

» 1 - Cos 128 «t 
sin 16 (dt 

and., when it is multiplied into S(t) sin 16 j»t, there results- 

S(t) - S(t) pos 12B #t, 

The second term on the right, being the original signal modulated 
on a 04.00-oyöle oarrier^ can be removed by filtering, leaving the 
desired original speeoh signal« 

As an extra precaution against direot..listening to the" 
soramble,. Dr.« Gabrilovltoh proposes to invert the speeoh hand 
before the .modulation processes .take place» This requires the 
re-inve&Iion of the signal raoov.öred in the reoeiver. 

The synchronization between the transmitter and re- 
ceiver is accomplished by means of a oarrier failing just out- 
side the. band required to transmit the soramble. The carrier 
is amplitude modulated with a low frequency integrally related 
to the 50-cyc-le: fundamental. 

<0h .Aoeaapar4ngj the above proposal witn the RCA-Bedford 
system, two- rather ImiJortant differences will be noted: 

1. The seeding wave {and the complementary deopding wave 
are-tfiuoh .'Simpler in form-than those of the Bedford 
syst-pm and* theoretically, Pan be generated with 
mucfei; lässuequ-ipment-, 

2, ""The synchronization is accomplished by a continuous 
^^nila;ted wave rtither. than by recurring pulses which,- 
in thfifedford :system, imposed rather stringent phase 

^-siöquirPiuehts on, the tra.nsmiss.i-on path* 

-.;---     '.... . SECRET 
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Bsoaiiäe- of the above -diffarenMs- it :a;ppaar.ed Abö.ä'si- H 
-bXe that7 fche* =Ö&'bifHö"vii}.o"li- ^r.ö.-neBä| .-laigh* lead to" ••&• smaller |! 
and less weighty unit than the Bedford unit and;, at the. a.ame !:• 
time-, have -a somewhat better overall speech quailty-s \\ 

There we're, oh the other hand, some questions as to 
the v-u^erabiiit-y of the scramble to non-o-r;y/ptographic attacks, *- 
to the'Camber of parameters-which could be varied--for coding ;: 
purposesj and to the practicability of some of the ^electronic 
processes which, theoreticallyj appeared sound« \\ 

The first., and probably; the: most important, :pf these. t 
questterns could not b;e answered .positively without making, testa1 j; 
on-Wording models, put -it appea^d probable that the scramble |; 
would be unintelligible-, The; other questions, could hot be !< 
answered- without further' engineering study and the building: of v- 
'breadboard models»                                 - 

5. Role.gt Ha 1stead. Traffic-..CoLtamunioätions-. Gorporatioh 

At: the instance of Comdr, A. B, Jones,, of the Bureau 
of Ships, a conference was held ät Bell Telephone La-bor-atori-eaa-, 
Inc, on. January 16, 1945, to discuss the feasibility of having 
breadboard models of one of .Dr. Gabriiovitch'e proposals de- 
veloped by the Halstead Traffic Communications Corporation"of 
New York« Present at this conference were .Dr.. Gabrilövitoh <and 
representatives; of the Navy, N.D.R.G., Halstead Traffic Communi- 
cations Corporation and Bell Telephone Laboratories-. After an/ 
analysis of the two proposals was presented, the Navy represen- 
tatives agreed that Proposal No* 2 had some attractive features, 
and offered more promise of a .satisfactory prlvaoy system than 
Proposal No. 1 with the expenditure of less development, effort-» 
Accordingly, Proposal Nos- 8 was selected for further study and 
for the developnent of breadboard models. 

In 8 letter, dated February 8., 1945, to Professor C. Pf 
Dalziel, in reply to his letter of February 5, 1945, there= was 
outlined a suggested program of laboratory work, on a breadboard 
basis-, which should answer several important questions relating 

-.__-_ .  to the feasibility of ProposeLNo\; 3.    -  _^ ;~   --- 

In anticipation of a contract with N.D.R.C., the 
Halstead people began a "preliminary engineering investigation 
of the Gabrilovltoh proposals,, considering only Proposal No* 2 
aft er the conference öf January 10, 1945. This work continued f 

[ { i) for about a month and a half and was then dropped when an agree-        r 
[" "*' -  ment in regard to a oontraot could not be reached, The papers I 
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relating to thla "-orfe Referred to as Halstest 
were, turned ova? to N..1.R.0.." aaiste^' 

The Halsterad. papers 
examination under Progeot 12' 
.peHTM that work had been- äiss-pn 
.gresö: *jad beän made In oMai-hing 
raises in, the oönfererioe cÄ Ä'-' 
d-Aeatföhs that äome fal-rljj 

Ä«»S|S0SSpliSatef öollnlfeInt 8S^V»Ä - SjWt ^Ä;-'. 
Wnd neq.essary in orte' to^ihtl^fe^^ -*£*   '«^N^« 
dpm. in, coding.   •This- would be a Ä? M?Qöf£* '??.'**$* •« ffltäftämttfx* 
the. de^elopmSit. of Pro?osal^G   I^SSft-J^Sti^S * Ä%• ' "*' 
**&&&    &$"&&* reason, arid S.iSä4^?1?-??*-^ ?'* $"*^  * 
appealed to be muoh fiö?e ÄÄ•fiS?fhJf^?^'WP*?rt• 5" ^ r 

U, appeared that the«e 4    1«^ ?^Afe
;^

:i ^P*«* 
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