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Describe a full packet capture solution that can
quickly and efficiently produce requested information.

Show analysis capabillities of YAF, super _mediator,
and SILK.

Demonstrate PCAP features in YAF.
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PCAP Challenges

Volume (4Gbps):
1 Hour: 1.7TB
1 Day: 40.8TB
1 Week: 285.6TB
1 Month: 1.1PB
Data Stored on Sensors
Separate from analysis
Indexing:

Con 9 catvlations ¥
it only took You P

Timestamp Files
BPF Filters

GUI tools e g
Splunk —
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YAF PCAP Features

Rolling PCAP dump

« Rotates files using time or size.
« Creates meta file with flows contained in each PCAP file.

Index a PCAP File

« Uses flow key hash and start time.

PCAP per flow

« Creates a PCAP file for each flow.
« Use with BPF filters.
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Chinese remote access Trojan
Free source code

Easy to modify

Distinctive Network Signature

Signature Compressed Uncompressed  ZLIBHDR Data
Usually 5 Length Length 0x789C

BYTES i 4 BYTES i 4 BYTES i 2 BYTES _
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29,000 (15G) PCAP
samples

Flow
Use YAF to index and
produce flow, DPI
YAF Signatures Enhanced
Flow
(DPI)
PCAP
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Tool setup

g /binsbash

=/storage/poaps *

flowcap —-zensor-conf=/data/zensor .conf ——destination-dir=/data/f low —-max-file-zize=28m --log-dest=/var/Llog/f lowp™
ack. log

super_mediator -c Adato/super_mediator.conf -d
=A

for file in %

do

vaf ——in § ——out localhost —ipfix tcp ——ipfix-port=6739 —-log=/var/log/vaf.log —-verboze ——applabel —-max-pav™
load=1824 —-plugin-name=susr/libed waf /dpacketplugin.la —-flow-stats —-no-stats ——agpplabel-rules=/datasvafdpplabel™
Fules.conf —-noerror —-pocap-meta-file=/dota/poopmeta${hasenamns Jobxt ——observation-domain=}

=F[$i+1]

done

-Ul-:———-F1 test.sh ALL L1 {Shell-zcript [bash] )
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Initial Results

=)  rustots ——fields=29 ——xargs=destrov-f lowssilkfiles.txt ——top ——count 9
[NPUT: 3Y9868 Fecords for 18 Bins and 379065 Total Records
JUTPUT: Top 9@ Bins by Eecords
pplil  Records| HRecords|  cumul_%]
Al fHA316]| 65.672639| 65.672639]

5A | 43263 11.412992| 80.886631 |
139] 38178 19.869433[ 98 ,15EAGE |
137 2A324| 5.361571| 95.516636]

B3 166765  4.3953947[ 99,91FE52 |
119] 248  A.863313] 99.973596 |
3366 | B3| B.817939] 99.995534 |
185A | 6] B.881553] 99.995417|
194 | 4|  B.B81855] 99999472 |
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YAF Signatures

Norman ASA 2012 Report
identifies 85 GhOst
variants

downloadOl1.norman.no/documents/ThemanyfacesofGhOstRat.pdf
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9939
Q993
9997
9996
Q995
9994
9993
Q992
9991
998
9959
2958
Q9E7
9956
9935
954
9953
9952
Q951
2958
9979
]
97y
Q976
T
Q974
Q973
9972
9971
]
9959
9955
Q957
9956
9955
Q954
9953
Q952
Q951
9958
QGBS
955
9957
S9EE
9955
9954
Q9E3
9952
9951

signoture
signature
signature
signoture
signature
signature
signoture
signature
signature
signature
signature
signature
signature
signature
signoture
signature
signature
signoture
signature
signature
signoture
signature
signature
signature
signature
signature
signature
signature
signature
signature
signature
signoture
signature
signature
signoture
signature
signature
signature
signature
signature
signature
signature
signature
signature
signature
signoture
signature
signature
signoture

AGhBst
ALURKE
Athera
Addobe
AB1REZ
ABEILG
ABvShe
AFKIPS
AFLYNN
AFWAPR
AFWEIG
AGWRAT
AGOLDE
AHEART
AHTTPS
AHEWAN
AHeart
ATMBET
A Tore
AKOBEY
Mrisk
ALUCKK
ALYRAT
Mlevel
Alover
ALy
AMFYE
AMoZhe
AMyRat
ADRAMM
APCRat
AQWPOT
ASpidern
ATwihu
AIRATU
AWALFED
Aangz
Mlinds
Mlor ld
ARERAT
AEDAPR
#jih]
Aagaft
Agttac
Achlst
Mttps
Awhmh L
Axhivk
filalalal]
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Results with YAF Signatures

(253

% rustotz ——fieldz=29 ——wargs=destrov-f low/zilkfiles. txt ——top ——count=RA
INPUT : 379868 Records for 31 Bins and 379865 Total Records

OUTRUT: Top BA Binzs by Records
*Records |

appli|
Al
9953
aa |
139]
9999
9959
137|
B3|
9952 |
9991 |
9955 |
9965 |
9958 |
9971 |
9974 |
Q954 |
9942 |
9957 |
9952 |
119]
9915|
3306 |
9935]
9944 |
9945 |
995a|
9927
1858 |
194|
9919]
9979
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Records|

138766 |
m2AaA |
43263 |
3817a|
32076 |
27993 |
2A324 |
16675 |

2638]
214a|
o5a |
g6A |
724 |
364 |
37a|
48|
44 |
162 |
172|
168 |
128|
A
A
a2 |
aA |
23l
12|
&
4|
21
21

36
13
11
14

oy s O O T Ty ey O R O ey ey O Y N O T ey ey s O O By O ey P B S I

LGATARZ |
L7385968 |
LA12992 |
LAE9433 |
LAE1EHE |
.386H1A |
L3157 |
308947 |
LGOES17 |
6443 |
.ZEHELE |
22EEVE |
L19A995 |
L1A1381 |
LA99713|
LAT1EA4 |
LADET49 |
LA48H12 |
LA4E374 |
LA42289 |
LA3ETET |
LA17939 |
LA16554 |
LA16356 |
LA1REZE|
LART3E7 |
LAR31EE |
.AR1EE3|
AR1HEE |
.ARAEZE |

36
|
ax §
!
al]
g
93
a7
a5
a5
a5
99
99
99
99
99
99
99
99
99
99
99
99
99
99
99
99
99
99
99

.ARAEZ3 | 188

UL _%|
LGETEZ |
S4e112 ]
L759184 |
828537
L29A344 |
676354 |
LA3PIZE|
436871 |
32789
L9733 |
L947945 |
LA74515]
L30RG15]
L6714 |
LB06532 |
LBRE636 |
L9385 |
= irci=io]|
L4272
.854951 |
915745
.936687 |
L9R357A |
L959926 |
L9357ER |
L995141 |
L9953A7 |
L997598 |
L995945 |
.999472 |
.ABARAR |
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Super_mediator

A very configurable IPFIX mediator

Collects every IPFIX information element YAF can
export

Multiple exporters
Multiple collectors (v.1.0)

YAF SUPER /
3

MEDIATOR
\ File

Storage

flowcap SiLK
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Super_mediator configuration

Listing application label
first allowed for quick
binning by variant.

Super_mediator Results:
. 227,833 Total Bi-flows
- 60,816 Bi-flows GhOst
. 86,053 Unidentified

CERT | == Software Engineering Institute | CarnegieMellon

Application
Hash
Stimems
Domain
Sip

Dip
Sport
Dport
Protocol
vlanint
Iflags
Uflags
Riflags
Ruflags
Pkts,
Rpkts

Bytes

Rbytes
Databytes
Rdatabytes
Smallpkts
Rsmallpkts
Largepkts
Rlargepkts
Nonemptypkts
Rnonemptypkts
Maxsize
Rmaxsize
Firsteight

14



Finding a Pattern

src — ssh — 156x35

2969 | 2529634812 | 1342871176959 | 52
9969 | 2529699545 | 1342571187012 | 52 |
0069 | 2829765054 | 1342871197036 | 82 |
0069 | 2829330620 | 1342871207679 | 82 |
0060 | 2329371865 | 1342871217183 | 82|
2953 | 2529437404 | 1342871227127 |52 |
2953 | 2529562940 | 1342871237156 | 52 |
9959 | 2529568476 | 1342871247174 | 52 |
9969 | 2829189724 | 1342571257246 52 |
9969 | 2529175268 | 1342571267533 52 |
0099 | ZB917262A | 1393593169945 | 84 |
0099 | 2B93A3A92 | 1393593193113 84| :
0000 | 289434164 | 1393593213385 | 54 2
9099 | 269490768 | 1393693223567 | 54 2
9999 | 2A9R65236 | 1393593233630 | 54 2
9999 | 2A9636772 | 1393693243752 | 54
9999 | ZB96963A5 | 1393593253871 | 54
9999 | ZBERG754A | 1393593263994 | 54 |
0099 | ZBEA33ATE | 1393593274114 | 84| 2
0099 | 2BEAI3612 | 1393593284235 | 84 | 2
0000 | 285764148 | 1393593294357 | 54 2
9099 | 2EE5206054 | 1393593384477 | 542
9099 | 2EE595220 | 1393693314599 54
9999 | 2ARI6ATEG | 1393593324721 | 54
9999 | ZBEAZ6292 | 1393593334851 | 54
9999 | ZBEAF1525 | 1393593344992 | 54 |
9999 | 2A5157364 | 1393593355113 54| :
0099 | ZBE2229AA | 1393593365235 | 84 | 2
0099 | 2BE288436 | 1393593375355 | 84| 2
0000 | 2A6363972 | 1393593365477 | 94 2
2999 | 2654195865 | 1393593398595 | 54
9999 | 285455644 | 1393593485720 54 2

ile Edit Options Buffers Tools Help

a8 |58 6| a| 5| APR|AS|AP|S[3 (485525200 | 2aa|ala|a|all|1] 260 | 268 |62
[1A61 |58 |68 S| ARPRAS|AP|5]31485| 325|200 |20a|a(ala|al1]1] 260|266 |62
[1A6Z |88 |6 18| S| APR[AS|AP| 53402 | 325|260 | 200 (@@ (@ a]1]1] 2600 | 268 |62
163|886 18| S| APR[AS| AP 5131487 327|199 (199 (@@ (@ a]1]1]199 199 | A2
1864 |88 |68 5| APR[AS|AP|E| 3405|325 | 266 286 |a|a 8 a]1]1] 266 | 268 | 62
[1A65 536|618 SAPRIASIAPIE]3 1465328 | 260 260 0 0 6|all|1] 208 | 260 |62
[1A66 156|618 S|APRIASIAPIE13 14871327 1991192 alalalal1|1]199|199] a2
[1A67 36|61 S|APRIAS|AR|S|31465] 328|268 260 a6 6|al1|1] 208 | 260 |62
1865|568 |68 |S|APRAS|AP|5]3 1418|330 | 262 (202 (a(ala|a|1]1] 2682|262 |62
169|586 1@8 (S| AR [AS|AP|4]131378] 330|262 (202 (a8 la|a|1]1] 282|262 | A2
1847 |3EES |6 @S| APRS|AS|AP |96 31A| 652 434 434 (2|2 (@844 216|216 aa
1843|8885 |6 (@[S APRIAS|APIS 3399|319 (191 1191 (a(a|ala]1]1 (191191 | A2
[18E1 |gEEs |68 5| APR|ASAP IS 131392 312|184 | 184 (BB |B]B(1]1] 154|184 a2
[ 1652 G685 | a5 APRIASIAP IS 13399319 491|154 alalalallll 19119162
[1653 (8665 (6| A]51APRIASIAPIS 13399319 491|154 alalalalili 1911191 62
[1654 3665 6| a5 APRIASIAPIS13399 319 191|151 alalalal1l1191 191 62
[1@55 | 5865 6| S| APRIAS|APIS131399] 3191911151 (alalalal1]1(191 19162
|1@56 | 5865 |6 ]S APRIAS|AP 1S 16] 737|667 (489148922 |a]8]4]4 (191191 | aa
[1A57 |38ES |6 (@] S[APRIAS|APIS 3399|319 (191 1191 (ala|ala]1]1 (191191 |62
[1A52| 5885 |6 (A5 APRIAS|APIS 3399|319 (191 1191 [a(a|ala]1]1(191 191 |62
[1BED|gEEs 6@ 5| APRIAS[AP IS 131399319191 |19 |ala(a]a(1]1]191|191| Az
[1AGE | G665 6|85 APRIASIAP IS 13399319 491|154 alalalal1li 19119162
[1A61 G665 6|05 APRIASIAPIS 13399319 (491|154 alalalallli (191119162

[1A62 (3665 (6| a5 APRIAS|AP 1412|1676 990|562 562|513 [alal16|18]191 191 |ag
1863|5885 (6] S| APRIAS| AP |28 15| 1483|1323 1595(595 | 14|14 |88 |16]16]191 191 | aa

[1A64 | 5865 |6 @] S| APRIAS|APIG]3]399| 3191911191 (alalalal1]1(191 19162
[1A65| 5885 6| S| APRIAS|APIG]3]1399| 319191191 (alalalal1]1(191 19162
[1A66 | 8EES |6 (@] S[APRIAS|APIS 3399|319 (191 1191 [ala|ala]1]1(191 191 |62
[1867 | 8885 |6 (A5 APRIAS|APIS]3399| 319 (191 1191 (a(a|ala]1]1(191 191 | A2
1868|8085 |68 5| APRIAS[AP|E13]1399] 319|191 191 |a|a|a]a(1]1]191|191 | A2
[1665 3665 (6|05 APRIASIAP IS 13399319 491|154 alalalallli (191119162
[1676 5665 6| A5 APRIASIAP IS 13399319 191|154 alalalalill[191 1191 |62

=lU-:——--F1 9.txt 1% L282  (Text)

CERT | == Software Engineering Institute | CarnegieMellon 15



Analysis Part 1

Remove unwanted flows from unidentified flows:

« Remove flows with source/destination port 138,1309.

« Remove flows with initialTCPFlags = ‘R’
« Remove flows with dataByteCount =0
Find flows with pattern:
« No more than 1 small packet (forward), O reverse
« Non-empty packets = 1 or 2 (forward), 1 reverse
« maxPacketSize = reverseMaxPacketSize
« firstEightPacketDirection = 0x02
Results:
« 44,468 bi-flows removed
« 37,500 bi-flows with pattern
« 4,085 bi-flows did not follow pattern

CERT | == Software Engineering Institute | CarnegieMellon
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Finding GhOst Variants and Signatures

800 % Fn!imvl‘l';:CP Stream

Stream Content

OOOOOODD 1001 oD D0 @ 01 OO0 DD 46 57 4h 43 AT TE Se Ab B... PKIGE . K -

00000010

DD0000ZE

DOOOO0E

000000

ODO0OOSE

DD0000E!

DDO00OTC

ODO000E!

DDOBO0S

000008

D00D00E:

D00000CK

ODOGE00.

DOOO00E! |

1 |oooooorc .

0000100 | ) 4] 72 a2l E ; JTAE. .. R | 15
Q0000000 10 01 0O OD 38 01 0D 00 46 57 4b 4a 47 78 9c 4b ... .8... PWKJIGx.K
00000010 63 =
00000020 4C s
00O0D030  al k.
00000040 &k oy -
0DOODOSD 34 CH
OOO0ODOGD 07 98 L2 U 4o Jde G a2 > 71 60 I8 M od La B8 ..".L..08K.t..] =

e T T O O A AT =1 e e W B s . | "

{Entire conversation (544 I::_}l_tn_a_ﬁ:l

" Eind Eiﬂa'-re As I i Brint |D ASCI OQEBCDIC ® HexDump (O CArmays () Raw

J1 Help [ Filter Out This Stream 3L Close |

i '
. 1
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Analysis Part 2

Run unidentified PCAP files through YAF again and
export first 100 bytes of payload

ZA13-A9-A3 AR 44 176 ,386|2013-09-B3 BE:dd:25. 624 | A.239] Aa.e088| &l | 1842| 4| AR | AR | BA 108 A AR 1 AA 158 |
] | 7aTE| 3l Bid | AR | B8 108 AR AR 1AA 158 | 5] AP | A5 AP |5d1f 2hot | aledlcf ol | AEa| A|aae | Bea [eof |C1
-= AEEA: e A1 AR B0 b4 BZ BB BB 46 57 4b 4q 47 45 88 B8 ........ FWE.JGH. .
-= BE1A: BA B8 AR V5 9c Td B2 3d 4b B3 41 18 Td TV &2 67 ...k OR=KOAW.G
-= AE2A: 15 qe 168 44 o4 83 2d 44 44 62 b4 33 98 o4 vaeD-DDbL3. .
<~ HOAR: s A1 8@ B0 b4 B2 BB B8 46 57 4b 40 47 483 08 B8 ........ FWEIGH. .
< BBl8: B8 B0 B8 75 9c Td B2 3d 4b B3 41 18 T TV e2 67 ...k R=KLA g
<— BEZA: 15 ae 18 44 o4 83 2d 44 44 62 b4 33 98 a4 R R 1 2 C S
2E14-AE-26 22:16:12.999] 2014-85-26 22:16:26.845| 13.844] A.688] A Dt | 16837 &l B | AR | B8 158 ;A5 A8 1 AR 66 |
| 1475] 3| 353 A8 | AA 108 :AF ;A8 :6A 158 | 5] APRS| A5 AP 99090092 | 985 coh | BEA | A|Baee | aaa| |c1
-= ABEA: ff B8 AR 86 Bc Bl BA B8 Ta 9a 42 ... YeadZWM
-= BAElA: 6A 17 63 MW ot cE c2 co Ab cc 85 47 ae cE ot o CaCL.aaaaas Go.us
-= BABzZA: c6 Bd QY b 57 S of 30 98 51 12 B3 1a 95 Soocioooalenes
«— HOAR: ff B8 @8 @8 - B Bl BA BA Ta 9q 42 ..., -
- BBE1A: 6B 17 63 95 cd cE c2 cE Bb oo S5 47 ae eS8 o4 o CaCaL.aaaas G.o...
<— BEZA: oo Bd af 8b &7 80 of 3o 98 51 12 A3 1g 95 R I P

CERT | == Software Engineering Institute | CarnegieMellon 18



|dentified several signature variants of GhOst
Found 55 new GhOst variants

Created YAF Application Label for GhOst
« Correctly identifies 97% of GhOst traffic.

CERT | == Software Engineering Institute | CarnegieMellon 19



N
Searching for GhOst In
— DEFCON CTF PCAP
4
I
-Y»’ @@
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DEFCON CTF PCAP Data

src — ssh — 1

Goal: Test new GhOst 2

F Ausr/bindrwstobts ——fieldz=29 —-—xargz==ilk/=ilk

JUTPUT: Top B8 EBins by Records

- - appli| Records| &Records|
application label ol mmoamae| 57.590626|
B3| 19316635| 23.358232 ]
s8] 727ZIe4|  §.5B570%
DefCOn CTF PCAP Data 143 420606E| 5892595
443]  3340463|  4.844751
427]  ER4523| B.618599
409 GB 671 2ARAS|  B.B24225]
22| 18458| B.812653]
21| 7428|  B.005954]
Separated by team and 5 25 slseescel
EAA4 | 3783 B.884551]
iji)/ 194| 3122| @.pa37Ea|
6aa1 | 1983| @.M82487|
139 642|  B.BBATTT]
119] 360|  B.EPE436
E54| 208| B.APA35EL|
164 | 247| B.89A299|
359 153| B.8PA155]
5222 | 175| B.APA151 |
EAEA | 114] 8.898133]
69| 114] B.89A135]
2 :I'Lll
<:::E§§i[¥ 38|
i il
25| 25|  ©.0REE34 |
118 5| @.086816|
5o@E | 4|

e | B

Software Engineering Institute | CarnegieMellon

cumu L_%|
B7.991626 |
g1.379857 |
96, 1855648 |
a5, 275454 |
a9, 323236 |
99 ,934135|
99, 955363 |
a9, 971616 |
99, I5AEEE |
99 930547 |
99,991145|
a9 ,994925 |
99 _997335|
99,995112 |
99, 995545 |
a9 ,995599 |
a9,999195 |
99, 999354 |
a9, 999535 |
99 992573 |
99 ,999511 |

' 9.999560 |
a.paAA46]| 99939906 |
.999952 |

99,999935 |
99,999995 |

A .ARBEEEE | 1AA  BEEEEA |

INPUT: 825869583 Records for 27 Bins and 82686933 Total Recor

21



Investigating “ GhOst”

11

DEFCON

® 00 src — ssh — 158x61 \
(230 % Jusrsbindrwfilter ——application=9997 ——poss-dest=stdout —-xargs=silkSsilkfiles.txt | Ausr/binfrwsilkZipfix | fonalvsizfecoffsbindgetF LowkeyHosh

zIP| dIP|zPort |dPort [prol wlan] hashl| M
1A.5.19.164| 1A.5.168.2|533668| &335| 6l A| 3495553266 | 1487817727292
1A.5.158.2| 1A.5.19.1A4| 88881633858 &l A| BE2E29446 | 1487817727202
1A.5.19.111]| 1A.6.1.2|52640| 8833 ol A| 3458223385 | 1487526153262
16.5.1.2] 1A.5.19.111| 3383(162646| 6| A| B52533063| 14A7526153262
16.5.1.2] 1A.5.168.2153366] &a3s| ol 8| 3495556952 | 14A7517727202
18.5.18.2| 18.5.1.2| 8885|53333| ol A| 5a3zEzE9EA8 | 14A7517727202
1a.5.1.2] 1A.5,11.111 | 59814 47982 ] &l A| 3867595896 | 14A7622 961664
18.5.,11.111] 18.5.,1.2[47959| 59814 | 6] A| 3145843115 14A7622 961664
18.5.6.2] 1a.5.11.113|59503] 38| 6| A| 3599616611 | 1487623848275
1A.5.11.113] 18.5.6.2] &8Aa|s9583] 6l Al s27rAze| 1487625848275
18.5.6.2] 1A.5.11.117|59541 | 2@a1]| 6| A| 3982693974 | 1487623845722
1A.5.11.117] 18.5.6.2| 9081|59541| 6] A| BE99Z3T46| 1487623845722
1A.5.13.2| 1A.5.11.113|59573]  443] 6| A| 3984530312 | 148762 3ARERTE
1A.5.11.113] 168.5.13.2| 443|89573| 6l Al 29863937 14A7E23ARERTE
16.5.9.2] 1A.5.11.113|59637| 2293 6| 8| 3985128966 | 14A7623AR8137
18.5.11.113] 18.5.9.2| 2293|59587| 6l a| 158369616 | 14A7623AR8137
18.5.12.2| 1Aa.5,11.117|59699] 338a| &l Al 39124514711 14ATEZ3AD36T7T
18.5,11.117] 1A.5.12.2| 8388|59%699| &] A| BazEze324| 14ATEZ3AD36T7T
1A.5.3.2] 18.5.11.128|59746]  143] & A| 3915548661 | 14A7623114721
1A.5.11.128] 18.5.3.2] 143|59746] 6l Al 2484768 | 1487623114721
1a.5.2.2] 1A.5.9.2|57432| G833 ol A| 3763882455 | 14A7RZ3627665
16.5.9.2] 1A.5.2.2| &soaa|s743z2] 6l A| BE2E19576| 14A7RZ3627665
1A.5.14.167| 1A.5.11.111 59814 |47939]  &| A| 3867593335 | 1487622961 664
1A.5.11.111]| 1A.5.14.187|47939 59614 | 6| A| 31458408334 | 1487622961 664
1A.5.14.167| 1A.5.11.113|59683] 38| 6| A 3399614474 | 14A7623848275
18.5.11.113] 1A.5.14.187| &@|59883| 6| Al B27oAz9| 14A7E23A48275
18.5.14 .,167| 1A.5,11.117|59541| 9881| &l Al 398z897815| 14A7623A48722
18.5,11.117] 1A.5.14.1A7| 2801 |59541] 6| Al 53992E35| 14A7623A48722
18.5.14 .,167| 18.5,11.113| 59573 443] &l Al 3984529633 | 14ATEZ3AREETE
1A.5.11.113] 1A.5.14.187| 4431595758 &l al 29863768 | 148762 385EE75
1A.5.14.167| 1A.5.11.113|59537| 2293 6| Al 3985121711 | 1487625855157
1A.5.11.113] 1A.5.14.1A7| 2293|595587] &| Al 158318297 | 1487623855157
1A.5.14.167| 1A.5.11.117|59699] 8333| 6| A| 3912452078 | 1487623893677
1A.5.11.117] 1A.5.14.1A7| 8888159699 &| A| BE2619917| 1487623893677
1A.5.14.167| 18.5.11.1268 59746  143] 6| A| 3915639932 | 1487623114721
18.5.11.128] 18.5.14.1a7| 143(159746]| 6| Al 94a7R37| 14A7623114721
18.5.14.2| 1A8.6.1.2|5264a| G883 ol A| 3458223216 | 14A7526153262
1a.5.1.2] 1A.5.14.2| a3cg|s2646| 6] A| EazEzEG7A| 14A7526153262
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YafMeta2Pcap

« Large PCAP file or list of PCAP files

« PCAP meta file created by YAF

« Flow key hash and start time
Output

« PCAP file with desired flow

B 00D % Follow TCP Stream
Stream Content
111 AMO. .. AL . ~aZL s el DY
..... os.&Bh n...Z.X..7..r.0...<}....6.
Entire conversation (99 bytes) b |

", Eind

EiSave As | =) Print ‘I::l ASCI O EBCDIC (O HexDump (O CArrays () Raw

11 Help @ Filter Out This Stream | %QDSE
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DEFCON Analysis

Used YAF signatures to
determine other flows with
“DmdT” and “eliza”

“eliza” was a text-based
Space economy simulator

challenge at CTF

80% of DmdT traffic went
to last place team.

CERT | == Software Engineering Institute | CarnegieMellon

Recordsl|
401496321

applil

6666 | 7757938

1431 42060681

443 33404491
4271 5045231
671 200091
221 104501
211 74201
1371 54231
50041 37831
1191 32061
194 31221
68811 19881
1391 6281
5541 2761
161l 2471
3891 1391

691 1001
9021 401
51901 381
251 28|
1101 8l
59001 41
33061 21

48.614964|

%Records |

Rt I
5.092895|
4.0447651
0.610899|
0.0242281
0.0126531
0.008984|
0.006566|
0.0045811
0.0038821
0.0037801
0.002407 |
0.0007601
0.0003341
0.0002991
0.000168 |

0.0001211
0.000048 1|
0.0000461
0.000034|
0.0000101
0.000005|

cumul_%I

48.614964|

72.0031421
81.3968001
90.1821161
95.2750111
99.3197751
99.930674 1
99.9549021
99.9675551
99.9765401
99.9831061
99.9876871
99.9915691
99.9953491
99.9977561
99.9985171
99.9988511
99.99915@1
99.9993181
99.9994701
99.9996131
99.9997341
99.9998551
99.9999031
99.999949|
99.999983 1
99.9999931
99.999998|

0.000002 1100 .000000|

INPUT: 82586983 Records for 29 Bins and 82586983 Total Records
OQUTPUT: Top 3@ Bins by Records
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Method Comparison

TCPDUMP
e

Determine
PCAP(S)
that
contain
(%] flow
Q 7
< P
£ %
o
Merge Write a
PCAP BPF filter
files w/ E that will
mergecap return

Separate
Flows

18
session Ess On
e
Y
S
Xé"
v

yafMeta2
Pcap

N
7
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Questions?

CERT NetSA tools website:
tools.netsa.cert.org

Contact:
ecoff@cert.org

netsa-tools-discuss@cert.org
netsa-help@cert.org
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Presentation Abstract

Finding a needle in a PCAP

It can be difficult to find what we are looking for in a large PCAP repository, even when we know what to
look for and where to look. When traffic captures start to enter multi-gigabyte sizes, the number of tools
that can even begin processing these files is limited. SiLK and other flow analysis tools provide the tools for
quickly narrowing down the search area but when ground truth is required, we are often back to square one
when searching for a particular packet or flow in large traffic captures. This presentation will describe the
available features in YAF for indexing large PCAP files with flow. We will provide relevant examples of
common analysis techniques with various tools from the CERT NetSA Security Suite and how to perform
complementary PCAP analysis with YAF. This presentation will also touch on deploying a tiered approach
to network monitoring storage and ways to maximize storage without compromising network analysis.
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