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The Rise of Complexity
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« Scale

* Interconnectedness
« Autonomy

Time criticality
Security

Safety
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How to Handle Complexity

Models

Process
Architecture

Risk assessment
Resiliency
Evolution

People
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Complex Systems at the SEI

The SEl is at the nexus of systems and

complexity:
Ultra-Large-Scale P y

Systems « We study them side-by-side
The Sottware Ciallengse - For 25 years, we've been helping engineers

of the Future

design and manage software systems

* It's our job to “ring the bell” on the importance
of managing complexity

We also appreciate risk and the importance
of managing it

- Continuous risk management
- Mosaic suite of risk management tools
. - Multi-view models

T . Mission Success in Complex Environments

SEI Technologies Forum

=== Software Engineering Institute | CarnegieMellon Tuwitter sseivirtuaForum
© 2011 Carnegie Mellon University




Security and Risk
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Rising Tide of Vulnerabilities, Risk

Unigue Vulnerabilities

o

Il CvE CERT Vulnerability Catalog

Unigue Vulnerabilities
(from CERT and NIST NVD data)
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Secure Coding

Malware Identification and Analysis
Network Situational Awareness
Recognizing Insider Threats
Modeling Resiliency and Continuity
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Key Principles of Resiliency (1)
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« capability remains
available under adverse
conditions

—_ SEI Technologies Forum

=== Software Engineering Institute | CarnegieMellon Tuwitter sseivirtuaForum
© 2011 Carnegie Mellon University



Continuity

F 4 A key aim of resiliency (and
managing operational risk)

B
.
' Business Functions:
« Developing and executing
continuity plans, recovery plans,

and restoration plans

IT Function;:

« Developing, implementing,
and managing processes
to deliver IT services and
manage IT infrastructures
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Resiliency Maturity Model (1)

CERT -RMNM"VERSION 1.1 What |S CERT'RMMf)
CERT® Resilience CERT-RMM is a maturity model for
Managcment Model managing and improving operational
_ resilience.
" 74 AMaturity « Guides implementation and management
.J Model for . - C
s , “| Managig of operational resilience activities
‘\ I/ 9‘/ Operational « Converges key operational risk
o“/’ SEiEnce management activities: security, business
continuity/disaster recovery, and IT
operations
Richard A. Caralli ) . .
i » Defines maturity through capability levels
' (like CMMI)

David W. White _ _
« Improves confidence in how an

organization responds in times of
operational stress
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Connecting the Dots

Today’s presentations include:

Understanding and coping with complexity & cyber security
« CMMI-SVC: The Strategic Landscape for Service
« Software Acquisition Program Dynamics
« Architectural Implications of Cloud Computing
« The Insider Threat: Lessons Learned from Actual Insider Attacks

Dealing with the smart grid, resiliency and software development
« Smart Grid Maturity Model
« Agile Development and Architecture: Understanding Scale and Risk
« Measuring Operational Resilience
« Team Software Process (TSP)
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NO WARRANTY

THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING INSTITUTE
MATERIAL IS FURNISHED ON AN “AS-1S" BASIS. CARNEGIE MELLON
UNIVERSITY MAKES NO WARRANTIES OF ANY KIND, EITHER EXPRESSED OR
IMPLIED, AS TO ANY MATTER INCLUDING, BUT NOT LIMITED TO, WARRANTY
OF FITNESS FOR PURPOSE OR MERCHANTABILITY, EXCLUSIVITY, OR
RESULTS OBTAINED FROM USE OF THE MATERIAL. CARNEGIE MELLON
UNIVERSITY DOES NOT MAKE ANY WARRANTY OF ANY KIND WITH RESPECT
TO FREEDOM FROM PATENT, TRADEMARK, OR COPYRIGHT INFRINGEMENT.

Use of any trademarks in this presentation is not intended in any way to infringe on the
rights of the trademark holder.

This Presentation may be reproduced in its entirety, without modification, and freely
distributed in written or electronic form without requesting formal
permission. Permission is required for any other use. Requests for permission should
be directed to the Software Engineering Institute at permission@sei.cmu.edu.

This work was created in the performance of Federal Government Contract Number
FA8721-05-C-0003 with Carnegie Mellon University for the operation of the Software
Engineering Institute, a federally funded research and development center. The
Government of the United States has a royalty-free government-purpose license to
use, duplicate, or disclose the work, in whole or in part and in any manner, and to have
or permit others to do so, for government purposes pursuant to the copyright license
under the clause at 252.227-7013.
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Contact Information

Paul Nielsen

Director and CEO

Software Engineering Institute
Telephone: +1 412-268-7740
Email: nielsen@sei.cmu.edu

Web
www.sel.cmu.edu
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Software Engineering Institute
Customer Relations

4500 Fifth Avenue

Pittsburgh, PA 15213-2612
USA

Customer Relations
Email: info@sei.cmu.edu

Telephone: +1 412-268-5800
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SEI Fax: +1 412-268-6257

SEI Technologies Forum
CarnegieMellon  Twitter #se1virtualForum

© 2011 Carnegie Mellon University


mailto:info@sei.cmu.edu

