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ABSTRACT

This paper represents the unclassified deliberations of the authors based upon research,
assessment, analysis and application in the areas of Knowledge Management and Command and
Control. This paper is written against the backdrop of the strategic failure of many Western
Institutions, as witnessed on 9/11, in Iraq and Afghanistan and the Great Recession. At the same
time there has been a wish to control, censure and manipulate more, notably within Cyber and
seemingly correlating to an increase in damaging leaks that have further undermined the
credibility, authority and standing of the political, those do with sQréte (security, safety, trusts
and assurances) and the economic. The great freedoms bestowed on us by our forebears are
under threat more, it seems, from a collective failure to re-design the knowledge enterprise
economies that will secure our futures than any existential threat, per se. At the same time, the
perceived and actual failure of Western Institutions has given strength to those tyrannies,
extremists and regimes whose advantage is antithetical to the wellbeing of Liberal Democracy
and the peoples they serve to represent. We have been here before, as testified by John Winthrop
and Presidents Kennedy and Reagan when they spoke, respectively, of a ‘city upon a hill’,
‘constructed and inhabited by [peoples] aware of their great trust and their great
responsibilities” and of ‘a tall proud city built on rocks stronger than oceans, wind-swept, God-
blessed, and teeming with people of all kinds living in harmony and peace, a city with free ports
[humming] with commerce and creativity. As our Armies return battered from more than a
decade fighting, it is necessary to move from the ‘fought to thought’ as we design and build
afresh. We examine information, data and knowledge and take forward concepts for Information
Capture and Knowledge Exchange (ICKE) in Cyber. We consider leadership and management of
the emerging Knowledge Enterprise Economies and how we may make best use of our resources
and peoples, military, civil and veterans. This paper examines some of the challenges we face as
we commence this step change to a new future.

The views expressed in this paper are entirely and solely those of the authors and do not
necessarily reflect official thinking and policy of the US, UK or Australian Governments,
Agencies or Departments of Defense.

1. Background
‘Every Country has the Government it deserves’
(Attributed to de Maistre (1753-1821))

We argue that we are at a time of step change where, if liberty, freedom, and democracy are to
survive, then the redesign and renewal of the way we aggregate our organizations and institutions
and apply their knowledge and information in the future will be vital. If what de Maistre says is
true, then it suggests that government is an emergent property alongside strategy, design,
engineering, industry and adaptation. In other words, we also get the institutions and
organizations and the political economic sdréte (trust, assurance, safety and security) ‘we’
deserve [1]. Designs of our organizations and institutions and how we explore and (not only)
exploit their knowledge and information bounds are imperatives for how we create the industry
(in its wider setting) necessary for productivity, adaptability, and resilience. By creating false
competition, leading ultimately to hyper-competition, the essential variety [2, 3] necessary both
for control and adaptation may have been removed from our organizations and institutions [1].
This paper presents current thinking on management and information trends. We then consider
organizational knowledge profiles before examining Leadership and Management structures as
they may be applied in the future. Running through this paper is a view that ‘we owe it to young
and future generations and returning (often injured and wounded soldiers, sailors, marines and
airmen) to restore our City beacons and allow them once more to shine forth; illuminating dark
recesses by providing hope and inspiration to all people’.

2. Résume
In this section we provide a brief summation of some of the concepts emerging from our
research. Previously, Reay Atkinson, Lesher and Shoupe introduced four concepts in their paper
on Information Capture and Knowledge Exchange:
On the Management of Knowledge, based on the Three Needs Model (3NM), ‘need-to-
know’; ‘need to share’ and ‘need to use’:



‘A cross-disciplinary organic enterprise connecting and integrating social, cultural,
communication and technical processes — including trust, obligation, commitment, and
accountability — to facilitate creative learning and adaptation and leverage information
capture and knowledge exchange (ICKE) by connecting communities who-need to-know
with those who-need-to-share with those who-need-to-use’[4, 5].

On Communities of Influence (as opposed to Practice or Interest):

‘Distributed, collaborative and inclusive groupings working to discover, synthesize and
exchange knowledge through the sharing of information in order to: take better decisions;
implement change and create effects’ [4, 6-13].

On Integration:
“The ability of networked systems, units or forces to provide and accept services from
other systems, units or forces by uniting procedures, rules and information so that, when

formed, the force operates together more effectively, capably and seamlessly as a whole’
[4, 14].

On Information Capture and Knowledge Exchange (ICKE) (pronounced ‘lke’ after
President Eisenhower) and based upon Soviet concepts for Razvédka Boyem:

‘The active gathering and capture of information (and data) for testing (abducting,
inducting and deducting) through social exchange’ [4, 15-20].

Further research by the first author led to considerations of Fitness and Finessing:
On Fitness:
‘As a function of a systems ability to test its environment; comprehend and verify what is
known and unknown and infer; estimate and model its ecology’ [15, 21, 22].

On Finessing:

‘As enabling model variation using the past as a partial constraint on the present [23] by:
formalizing substitutions without affecting application [24]; tailoring to represent the
local system [25]and maintaining equivocality in interpretations of models and their
ecology [26]’ [15] .

We considers that there are two predominant, coupled systems at play within contemporary
organizations, one to do with collaborative social influence (CSI) in which the social drives the
IT (SIT) e.g.,, in a design department and the other to do with coordination, rule and control
(CRC) in which the IT drives the social (ITS) [27, 28], e.g., Just in Time manufacturing. These
two systems have different and at times conflicting or antithetical characteristics, one to do with
weaker social signals and influencing / responding, over time (CSI / SIT); the other relating to
stronger signals necessary for controlling / reacting, in time (CRC / ITS) [29-32]. In this respect:
‘CRC / ITS systems seek to program® the relationship between technical processes and
humans by digitizing performance fidelity and coding for repeatable risk free procedures
in computer-control (cyber) spaces so that data and communication do not [temporally]
contradict each other * [33].

By contrast:
‘CSI / SIT systems stress the reciprocal interrelationship between humans and computers
to foster improved shared awareness for agilely shaping the social programmes of work,

in such a way that humanity and ICT [control] programs do not contradict each other ’
[33].

The two systems also have different signatures, where CRC / ITS systems are considered as
strong-signal systems, in which: ‘System Information and Communication are the key variables’,
after, Castells [34] and Sokol [35] and weak-signal CSI / SIT systems, in which: ‘Influence
(through shared awareness) and Control (through switching) of Information and Communication
are the key variables’, after Castells [34]. We consider that Cyber comprises these two sub-
systems: ‘Coordination Rule and Control (CRC)’ and ‘Collaboration and Social Influence (CSI)’
[3, 27]. These system attributes provide the necessary and “requisite variety” [2] to enable both
control, “in time’, and influence [36-40], ‘over time’. In this regard, Cyber may consist of two
poles:

‘A technologically bounded, largely immeasurable, strongly scientific, stochastic

coordination, rule and control space; comprising virtual-media and the display of data

dealing with the real communication of facts; and the conceptualization of alternative

! As opposed to programme.



possibilities, themselves capable of generating hard physical and soft more social effects
and collaboratively influencing them’[41].

This paper builds upon these bounded definitions to consider risk in its wider setting and as
applied to trusts and assurances within the emerging Knowledge Enterprise Economies (or KEES)
[42, 43]. We consider in this model the leadership and followership models necessary to make
sense of an increasingly info-technologically rich society and, as significantly, how we might
manage the inevitable shocks we are likely to encounter downstream. We examine this with
respect also to the need to re-design our institutions if we are to successfully engage with this
future and preserve the goods while allowing for adaptation.

3. Knowledge Profiles

It is important to consider how institutions / organizations create and maintain the necessary
reflective capacity in which information can be captured and knowledge exchanged, over time.
The literature suggest that organization and institutional structures are supposed to facilitate the
exchange of information among individuals by creating stable and regular patterns of
communication [44]. Knowing how knowledge is captured, stored and shared requires an
understanding of organization and institutional knowledge sharing [4]. In this section, the
different perspectives of organizations and institutions and their forms are explored. Then the
relationships between their structures and communications network are examined. Cyert and
March [45] suggest that an organization needs to be ‘viewed as a coalition of individuals’, some
of them ‘organized into subcoalitions’ [46]. Arrow [47] highlights that formal institutions, firms,
labor unions, universities, or government, are not the only kind that represents the term
‘organization’. Organizations always face new needs triggered by the external ecologies that
well-known and well-tested structural design of ‘functional’ and ‘decentralized’ institutions
cannot always satisfy. Arrow [47] noted that new networked designs were emerging to
accommodate these changes to systems structure.

Mintzberg [48] identifies five basic organizational forms: the machine organization; the
entrepreneurial organization; the professional organization; the adhocracy organization; and, the
diversified organization. Highly formalized, specialized and centralized institutions that
standardize work processes for coordination are common to the machine organization. The
entrepreneurial organization can be classified as an organization with flexible structure and
controlled directly by the executive. Carrying out professional work in a relatively stable setting
and emphasizing the standardization of skills with the administrators serving for support more
than exercising control is central to a professional organization. However, working in a dynamic
environment requires expert members to work collaboratively in project teams to serve the dual
nature of institution authority and information reporting, as recognized in the form of ‘adhocracy
organization’ [48, 49] [48, 49]. In this form, institutions may be divided into functional
organization (or departments) so that firms can respond ‘in time’ to external changes occurring
‘over time’. Dividing functions into semiautonomous organizations, so that they can serve a
diversity of markets (with the headquarters providing financial control for standardizing outputs
of the organizations), Mintzberg [49, 50] sees as an important classification role of an institution.

We distinguish between standardization and classification. Too often at the institutional level,
there may have been a wish to standardize as a means of optimizing the operational and unit
levels. This can work, provided proper System Identification has been undertaken beforehand and
the right tools are applied [51]. More often than not, strong-signal, black box tools (applicable to
controlling ITS systems, in time) have been applied to SIT systems necessary for ‘influencing
complex systems, over time’ [52]. System identification has not been undertaken; correct
classification (in terms of SIT and ITS systems) has not been done and, as a result, the wrong
tools are selected. Effective management of knowledge, in terms of ICKE [4] should prevent
‘knowledge stripping’ [33] but only if organizations create a ‘value set with knowledge at its
core’ [53]. Where we see knowledge stripping (akin to but worse than asset stripping) as being:
‘the progressive removal of social knowledge from an organization, over time’ [33].

Milton considers four institutional knowledge competencies: strategic; competitive; core and
non-core. We see these as providing a basis for effective social collaboration; so managing the
tensions between over controlling / safeguarding information and improving knowledge
processes so we can both shine our light into dark recesses (e.g., of the Web) while maintaining
our freedoms. Milton’s understanding of competitive competence linked to competitive
advantage is based upon a skill set or resource that one organization possesses that another does
not. From these asymmetries, an exchange or market might form: e.g., labor for pay. In a non-
resource constrained environment, such competition is manageable and can create a ‘gale of
creative destruction’ [54]. In a resource constrained environment hyper-competition may result:



defined by D’ Avani [55] as ‘an environment characterized by intense and rapid competitive
moves, in which competitors must move quickly to build advantage and erode the advantage of
their rivals’ i.e., it iS no longer manageable. Wiggins and Ruefli [56] noted that ‘over time
competitive advantage has become significantly harder to sustain’ (in other words less resilient)
and the ‘time constants’ (notably in ‘high technology’) have become shorter. In such
environments — for example post ‘peak-oil” — there is the potential for hyper-competition, where
the basic sOréte necessary for collaboration breaks down. Hyper competition can be created /
exacerbated by an over-emphasis on control and coordination tools, such as Performance
Management [33]. In such an environment the market no longer operates and competing-
monopolies can rapidly form; introducing yet more competition into the system. For example,
constraining resources through optimization creates more competition; leading in some
circumstances to hyper-competition and even conflict. As opposed to competitive knowledge, co-
adaptive [22] knowledge is posited to be: ‘areas of a new and evolving knowledge that an
institution knows a lot about and can give it an adaptive advantage as a first learner’ [53, 57].

New Emergent Strategic Competence Co-Adaptive Competence
Knowledge Unknown-Unknowns Unknown-Knowns
Old established Non-Core Competence Core Competence
Knowledge Known-Knowns Known-Unknowns
Low Level of High Level of
In-House Knowledge In-House Knowledge

Figure 1: Organizational Knowledge Matrix after Milton and Rumsfeld

Combining the Milton model into a structural knowledge matrix, Fig. 1, it is possible to ‘situate’
institutional knowledge. An effective institution capable of learning — and continuing to learn —
needs to occupy the strategic, unknown-unknowns? (its research and thinking capacities) and co-
adaptive, unknown-knowns (its design and adaptation capacities) competencies and to ‘guard
what it knows’ (e.g., for a Navy to build, crew and fight warships) [53]. That same institution
needs to retain certain core knowledge (known-unknowns) but can choose to transfer elements of
its non-core business (known-knowns) to an external agency (e.g., management of pay rolls).
Milton recognized that consultancies should be applied at the non-core and core competency
levels; specifically in identifying non-core from core activities. Effective (as opposed to just
efficient) institutions also retain ‘in-being’ the reflective capacity — capable of identifying and
exploiting ‘new and evolving knowledge’. This is the domain of ‘unknown-unknowns’ and
‘unknown-knowns’ that defines an organizations ‘intellectual property’. The inability of
institutions to understand their core business and ‘being’, we contend, has led to a structural
failure to retain behavioral reflective capacity for adapting, envisioning and designing alternative
futures and to the improper transfer of core and non-core competencies — hence ‘knowledge
stripping’. This can often be seen in the confusion between training, which is essentially part of a
fail-safe, control regime (focused on managing the rules and concepts); and education designed
around a safe-to-fail, reflective ecology (focused on creating new concepts; leading change and
adaptation) [2, 3].

4, Leadership & Management
Drawing on work by Alberts & Hayes [58] and Reay Atkinson & Moffat [13] we differentiate
between fidelity, in terms of ‘removing noise from an info/techno-socio system’ (see Atlan &
Cohen, [59]) and agility, in terms of a socio-techno system’s ‘reflective capacity’ (indicative of
fitness, see De Rosa et al, 2008) [21] to ‘identify mutations (noise) as a vehicle for adaptation’,
see Atlan & Cohen [59]. It is therefore suggested that:
‘Management & Control may be a function of rules, time, bandwidth and fidelity,
whereas Command & Leadership may be a function of influence, trust, collaboration and
agility’ [60].

2<Reports that say that something hasn't happened are always interesting to me, because as we know, there are known knowns; there are things we
know we know. We also know there are known unknowns; that is to say we know there are some things we do not know. But there are also
unknown unknowns — the ones we don't know we don’t know’, Donald Rumsfeld, US SecDef, 2001-2006, DoD News Briefing - Secretary
Rumsfeld and Gen. Myers, February 12, 2002, http://www.defense.gov/transcripts/transcript.aspx?transcriptid=2636.
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Note: that while the word ‘command’ is often associated with strict rules and control
mechanisms, it is being used here in the military sense, where it is roughly synonymous
with leadership.

It is posited, after He & Wong [61], that successful organizations are constantly balancing
between the exploitative (delivered in time by management & control) and the explorative
(delivered over time through command & leadership). The balancing between management &
control (the exploitative) and command & leadership (the explorative) to keep an organization in
kilter is known also as ambidexterity. This suggests that the ability to dynamically balance
between the exploitative and the explorative is indicative of a systems ability to problem solve
and, hence, of its health. As technology has advanced, the social management of organizations
has become more complex. Managers at all levels of the organization need both a deeper
understanding of interactions between the individual, group, and organizational levels, and
confidence / trust in the information and knowledge being exchanged [4]. An emphasis on IT and
data rather than on social knowledge [17] has also led to internal competition (e.g., between
service level suppliers rather than supplying the best product) even hyper-competition (by
resource constraint) as a result of increased accessibility to information [62]. Consequently,
leaders and managers need to become better at identifying the systems they are working with and
‘managing the social capital via which [information] is both produced and shared’ [63]. Dahl
[38], argues ‘agents exert social influence [he defines power in terms of a relationship between
people] through the manipulation of a base of resources’. Wrong [40] saw people exercising
Mutual Influence and Control over one another's behavior in all social interactions. Anderson
[64] concluded that mutual influence and control formed a ‘convenient intersection between risk,
trust and technology’ from which Felici [65], noting the ‘complexity of trust’ and that it was
‘unfeasible to take a definitive model’, suggested (see McKnight & Chervany [66]) a ‘typology
of trusts” which may (after Hickson et al [67]) broadly align with relational collaboration,
combining aspects of behavioral and structural trusts [15]:
Relational (Ambidextrous [61]) — combining CRC / ITS and CSI / SIT: Situational
[Aware] Decision Trust in which people are entrusted to behave reliably in certain ways
based upon system hierarchy, structures, rules, and identified sources of power; Trusting
Intention in which people behave reliably in ways based upon the common understanding
of a systems hierarchy, its structures, rules, and identified sources of power.

Strategic

Suppotting Control {(Management) Support Command (Influence) Support
Operational Lead
Tactical Support (Management) Control Support {Influence) Command
Supported
Rule-Based Trust-Based
Closed Decision Taking Qpen Decision Making
Exclusive — Formal — Information Based Inclusive — Informal — Knowledge Based
Time ! Bandwidth Constrained Influence over Time
Explicit - Hierarchical — Rank Conscious Implicit - Orthogonal — Ability Conscious

Prescriptive Reflective
Figure 2: Non Orthogonal (connected) Command (Influence) and Control Quadrants Merging
work by Alberts & Hayes, [58] and Reay Atkinson & Moffat [13]

Command is not control and in the British and Australian military may be more by ‘social
influence’; see Ho [68]; whereas Management, with its emphasis upon performance, may be seen
to align more with Control. More recently, military organisations have formed functional
structures to provide support (to the) command and the command (with) support. So, for
example, operational commands are supported (command support) by the other arms and, at the
same time, support is provided by the non-fighting (supporting) elements — for example logistics
and supply. Figure 2 analyses the functions of organization networks, in terms of info/techno-
socio structure and socio-info/techno behavior. Four non-orthogonal (i.e., entangled) quadrants
were identified: Command Support; Support Command; Control Support, and Support Control.
Like Command, the controlling elements are themselves supporting and supported with support
control subordinated to control support. From Figure 2, Technical / specialist Leadership is more
likely to exist in the right of the two quadrants where it acts as leadership (command) support in



its own right, i.e., delegated to take command or supporting command through its department and
skills base. From this analysis, it may be suggested that:
‘Specialist (Technical / Engineering) Leadership is likely to be trust and influence based,
exercising a reflective, conceptual and implicitly ability conscious, open, inclusive and
informal, decision making / taking style’ [69].

5. Coping or Failing?

In this paper, Mutual Information (M) is considered as ‘a measure of the amount of information
one random variable contains about another’[70]. MI does not have a time base and so cannot
measure flows. Transfer Entropy is ‘a model-free measure of information flows between different
time series’ which, ‘under weak assumptions, allows [for the quantifying of] information transfer
without being restricted to linear dynamics’ [71, 72]. Unlike MI, Transfer Entropy is ‘based on
rates of entropy change’ [73] and so ‘captures some of the dynamics of a system’ [74]. Mutuality
based on trust may occur only if certain conditions are met and structural relationships
maintained, over time. As observed by Rosabeth M. Kanter®, ‘true freedom is not the absence of
structure...but rather a clear structure that enables people to work within established boundaries
in an autonomous and creative way.” Considered in terms of MI, CSI / SIT systems are more
likely to develop collaborative structures, over time, that have mutual / shared information about
one another. Whereas, CRC / SIT systems are more likely to apply cooperative structures, in
time, for satisfying certain market or pricing mechanisms, e.g., in a Stock Market.

A traditional view of Change Management is shown by the ‘step change’ applied to a ITS control
type system in Figure 3. Change creates an instantaneous (linear, over time) response from the
system until it reaches the required change state. At this point there is some hunting as the system
settles to its new state and awaits future demands. As described by McOwat [75, 76], what
happens when this model is applied to a SIT system, is that the system responds as directed to
meet set targets. Over time, because of lack of investment and the recognition that change is
costly to any organization (there are often very good individual and collective reasons not to
change) performance actually falls off, Figure 4. As described by Longstaff [77] and Reay
Atkinson et al [33], what actually happens may be as follows:
‘Initially, managers and practitioners combine to set and agree targets. The targets appear
reasonable and practitioners, consultants and [managers] are satisfied. At about the three year
point® [78] those initially responsible for agreeing and setting the targets move on, through
promotion, selection, transfer or on leaving [MI]]...Targets continue to be met...satisfaction
reportedly continues to grow and the managers remain ‘“satisfied” that targets are being
achieved. At the five year point, the rate of change / satisfaction begins to reduce [TET;
MI|]...anyway, the manager / practitioner only has a year to do and is seen to have done well:
why rock the boat? By this stage, on average, [in the UK National Health Service] there has
been 100% turnover in staff since the change program was implemented® [MI|;
TE?®]...Strategic, co-adaptive (collaborative / federated) and agile core knowledge [MI] has
been stripped from the organization [TE]. After 10 years...the [Organization] no longer has in
place the proficiency and expertise [MI] to agilely design alternative possible futures or
provide plausible explanation of intuition and invention of reason (phronesis) see Dreyfus
[57].

mvﬂ(\, |Info/Techno-SocioSystems‘

| Socio-Info/techno Systems

Change

What Actually Happens

J

Time

Figure 3: Change Dynamics ITS System versus SIT System and what actually happens when
wrongly applied [15, 75, 76]

% Ernest L. Arbuckle Professorship at Harvard Business School.

4 2-3 years is the average time managers / practitioners remain in a particular post in the Public Sector corresponding to a 100% turnover in staff
every 4.5-6 years [78].

® Ibid.



Through the lens of MI and TE, what appears to occur is that some form of existential pressure —
acting potentially as a ‘shock’ — is administered to the system. Rather than allowing a socio-
info/techno system to change, this ‘change impetus’ creates a loss of Mutual Information and an
increase in Transfer Entropy. Collaboration, based on old certainties, is no longer possible and
people need to find their way and new ‘values and common reference points’ [79]. In reality, a
period of negative change (when organizational core-competencies may actually reduce) during
which time TE increases and MI (including the opportunity for collaboration) decreases (as can
be measured in terms of shared awareness [15]). How long this continues, it is posited, is based
upon the amount of investment made into a socio-info/techno organization before and after the
decision has been taken to change. There is no guarantee that the change will go as directed so,
before an organization can change, it also needs to explore and identify the bases upon which
change may take place. There are important learning and coping strategies that would appear to
emerge from this analysis, also having to do with potential implications for managing Post
Traumatic Stress Disorder or PTSD: ‘UK Service personnel returning from the Falklands were
analyzed in terms of stress. The theory suggested at the time was that those from broken families
might suffer more stress related symptoms than those from more stable families. They did not.
What was found was that individuals from a stable and supporting background bounced back
more quickly’ [80, 81]. It was concluded ‘that a supportive family and platoon / ship / unit
network allowed the service-person to cope by limiting the extent of Transfer Entropy occurring
after the existential shock of conflict and creating new reference points (MI) about which
collaborative learning and coping strategies might emerge’. From experience in Northern Ireland,
it was also learned how people adapted to operational shocks during a tour of duty. An individual
arrived ‘in theatre’ with a level of competence based largely upon previous experience,
education, and training (MI) for the job they were going to do. They arrived with a basic level of
competency from which, they were expected to learn / improve on through experience. Three
other important observations were also made [81]:
1. “If the individual suffered a ‘shock’ early in their tour (A) then there was an immediate loss
of competency A-B (TE?) but, more significantly, that individual would never recover to a
level of competency higher (MI) than they were when the shock occurred by the end of their
tour, B-C/D’.
2. ‘If the individual suffered a shock A’’ later in their tour the same immediate increase in TE
occurred, A”-B”, and although the individual would not recover to a level above that when the
shock occurred, the overall loss in competency and MI was much reduced (A”-C”/D”) as
compared to A-C/D. The conclusion drawn was that the later an individual suffered a shock,
the better — which obviously meant something different to those wishing to destabilize an
organization’.
3. ‘If the individual was part of a close knit collaborative (shared aware) networked team with
high M, then although the individual may suffer the same shock than when working alone / as
an individual, A’-B’, just as the shock was mitigated and shared, so the individual and team
learned [MIT]. Consequently, the final competency level (C’-D’) was improved. The
organization had become more adapted and able to cope with existential shocks than it had
been beforehand or would have been if operating as a group of loosely connected individuals’.

—

Qompetence

Time

Figure 4: Managing Shock (TE) and Collaboration (MI) Over Time

The subsequent behavior of the organization was not necessarily examined. It is conjectured an
individual who was part of a close-knit team would respond to change: a) from a higher position
of MI (than the other organisations), C”-D”; so, b) future change (TE), may be less significant;
and, ¢) they might achieve a higher level of competence than those ‘starting from scratch’.
Similarly, whereas individualistic models may never achieve lasting change in the way and may
wish to shed / forget (D/D”-E), as quickly as possible what MI they had learned [TE?1], a team
was more likely to retain base level skills [MI] over time and revert, if anything, to higher
competency levels (perhaps C”-D”), Fig. 4.



6. A Call to Arms

Foreman [82] introduced the concept of Quatrage, recognizing that rather than triage, given the
number of seriously injured service personnel (mostly young men) returning from Irag and
Afghanistan who would not have survived in previous conflicts — and that Triage had broken
down. These numbers in the United States, United Kingdom and Australia as well as other Allies
such as Canada, Denmark and the Netherlands now run into their thousands. This does not
represent the subsequent waves of sufferers from PTSD yet to come. Many of our institutions
have failed, see UK House of Common’s Public Administration Select Committee report
regarding the failure of the UK at the strategic level [83]. This strategic failure is not confined to
the UK and but also extends to the political, siréte and economic departments and institutions of
state that serve them. At the same time, the Armed Forces that have been engaged over the
previous decade are simply no longer affordable (e.g., the reduction in numbers of the Littoral
Combat Ship and the halving in size and capability of the UK Armed Forces) — just at a time
when our collective defense has never been weaker. The more we have sought to control, the
more our organizations have leaked and the more unhealthy if not dangerous places they have
become [60]. As they have become less healthy, so people have no longer wished to follow or to
‘be’ a part of the enterprises that represent our countries nationally and internationally. So the
collective trusts that together form our common understanding and commonwealth have been
further eroded. Moreover, instead of wanting to belong — peoples are now looking to oppose or to
join alternative organisations / institutions / enterprises potentially antithetical to our own. At the
same time that investment in defense has sharply declined / been cut so too has Western
investment in research. Just as it is increasing in China and the Far East — and now apparently
leads the US and Europe in terms of patents and papers.

Warren and Warren considered ‘organizational health’ and concluded that ‘healthy organizations’
have ‘a critical capacity for solving problems’, [84]. They identified three dimensions of
connectedness (see also Thibaut and Kelley [85]): identification with the organization (they
referred to as neighborhood); interstitial interaction within the organization and existential
linkages outside the organization. Considerations of health apply equally to organisations
working with/in the Cyber and their capacity for “problem solving” and so controlling, in time,
and influencing, over time. People want to belong and to contribute. We have a significant
number of injured service personnel returning from the wars. We have a responsibility to them
and also to our young people to enable them to thrive successfully in the knowledge enterprise
economies of the 21* Century. This will be our greatest sdréte — providing resilience against
future shocks and existential tyrannies. Concepts such as the UK Veterans Information
Communication Technology Occupational Recovery (VICTOR) enterprise that seeks to employ
injured service personnel in operational centers to civil solve problems (handling the disruptions
caused by ash clouds, for example), over time, may be just such an innovative example.

Designs for public service institutions such as the civil/ public service [86] are in desperate need
of overhaul, witness the Global Financial Crisis but also the affordability bubbles bursting in
higher education and in health. New designs are called for [87] that will be affordable (politically,
militarily and economically) and sustainable into the future, e.g., based upon bringing dual-use
versatility and modularity back into the fray [87]. For defense and slréte, this means us all
(politicians, business folk, financiers, bankers, industrialists, public and civil servants, soldiers,
sailors, marines, airmen, academics, and researchers) thinking again with more of a strategic and
adaptive than a static peacetime mentality. The dis-association and disaggregation of people from
IT and the desire for more and more Cyber-IT to control the social (ITS) will need reconsidering.
In simple terms, we have spent the last thirty years taking people out of the system — and so
increasing the likelihood of shocks by reducing MI and thereby resilience — and need now to start
putting our people (from all walks of lives and backgrounds) back in the driving seat (SIT). Key
to the Knowledge Enterprise Economies (KEEs) of the 21% Century, will be how we lead and
manage our people in the future — and, as we have argued at both the Universities of Sydney and
Cambridge and amongst ourselves, how we ‘design humanity back into the loop’ [88, 89] and so
rebuild our enlightening ‘cities upon the hill’.



Bibliography

(1]

(2]

(3]

(4]

(5]
(6]

[7]
(8]

(9]
[10]

[11]

[12]
[13]
[14]
[15]

[16]

[17]
(18]
[19]

[20]
[21]

[22]
[23]
[24]
[25]
[26]
[27]

(28]

[29]
(30]

[31]
(32]

(33]
[34]
[35]

[36]

Reay Atkinson S, A.M., Maier, N.H.M., Caldwell, & P.J., Clarkson. (2011b) Collaborative trust networks in
engineering design adaptation. International Conference of Engineering Design, ICED11. Technical
University of Denmark, Lyngby.

Ashby R. (1957) An Introduction to Cybernetics, London: Chapman and Hall.Abreu M, V. Grinevich, A.
Hughes & M. Kitsom. (2009) Knowledge Exchange between Academics and the Business, Public
and Third Sectors. Cambridge University and Imperial College: UK-Innovation Research Centre.

Reay Atkinson S, S., Feczak, A., Goodger, N.H.M., Caldwell & L. Hossain. (2012c) Cyber-internet: a
potential eco-system for innovation and adaptation. European Alliance for Innovation: Internet as
Innovation Eco-System Summit and Exhibition 2012, 4-6 Oct. Riva del Garda: Italy: EAL.

Reay Atkinson S, S. Lesher & D. Shoupe. (2009b) Information Capture and Knowledge Exchange: The
Gathering Testing and assessment of Information and Knowledge through Exploration and
Exploitation. 14th ICCRTS: C2 and Agility. Washington: CCRP.

US-Army. (2008) KM Principles. In: CIO/G-6 (ed) Army Knowledge On-Line (AKO),
https://www.us.army.mil/suite/page/doc/10713107, accessed Nov 2008. . Washington: US Army.

US-DoD. (2006) Guidance for Implementing Net-Centric Data Sharing. Guidance Instructions 8320.02-G, 12
Apr.

US-DoD-CIO. (2003) DoD Net Centric Data Strategy. CIO Memorandum May 9.

Johnson K. (2001) Initial Version of the Information Concept (Shared Information Environment). QinetiQ
Paper QINETIQ/KI/SEB/CR010172, October 2001.

Markham G. (2004) Communities and their contribution to agile mission grouping. In: ICCRTS (ed) 2004
Command and Control Research and Technology Symposium. Washington: ICCRTS.

Tirrell RP. (2001 ) Amphibious Expeditionary Warfare C41 Modernization. In: ICCRTS (ed) Command and
Control Research and Technology Symposium. Washington: ICCRTS.

Fischer G. (2001) Communities of Interest. In: IRIS (ed) 24th Annual Information Systems Research Seminar
In Scandinavia (IR1S'24), August. Ulvik, Norway: Department of Computer Science and Institute of
Cognitive Science University of Colorado Boulder.

Chirala RC. (2004) A Service-Oriented Architecture-Driven Community of Interest Model. Department of
Computer Science & Engineering. Arizona State University.

Reay Atkinson S, & J, Moffat. (2005) The Agile Organization, Washington: CCRP Publications.

Tooby J, L. Cosmides. (1992) The Psychological Foundations of Culture. In: Jerome H, L. Cosmides & J.
Tooby (ed) Chapter 2: The Adapted Mind: Evolutionary Psychology and the Generation of Culture.
Oxford: OUP.

Reay Atkinson S. (2011a) Engineering Design Adaptation Fitness in Complex Adaptive Systems. CUED
EDC. Cambridge University Engineering Department: Cambridge, UK.

Szilard L. (1964 (1929)) On the Increase of Entropy in a Thermodynamic System by the intervention of
Intelligent Beings - the Critique (Rapoport A. and M. Knoller trans.). Behavioral Science 9: pp. 302-
310.

Bunge MA. (2000) Ten Modes of Individualism - None of Which Works - And Their Alternatives.
Philosophy of the Social Sciences 30(3): pp. 384-406.

Yu CH. (1994) Abduction?: Deduction? Induction? Is There a Logic of Exploratory Data Analysis?: ERIC
Clearinghouse.

Peirce CS. (([1878] 1931)) How to make our ideas clear. Popular Science Monthly Ristampato on Peirce CS
1959: 286-302., vol. 12.

Yin RK. (2009) Case Study Research: Design and Methods, Los Angeles: 4th Edition, Sage Publications.

DeRosa JK, A-M Grisogono, A.J. Ryan & D.O. Norman. (2008) A Research Agenda for the Engineering of
Complex Systems. IEEE International Systems Conference, SysCon 2008. IEEE, pp. 15-22.

Grisogono A-M. (2006) Co-Adaptation. Proceeedings of SPIE - the International Society for Optical
Engineering Volume 6039, Article No. 603903.

Weick KE. (1979) The Social Psychology of Organizing, second edition, New York, NY: McGraw-Hill.

Turhan A-Y, , S. Bechhofer, A. Kaplunova, T. Liebig, M. Luther, R Méller, O. Noppens, P. Patel-Schneider,
B. Suntisrivaraporn & T. Weithdner. (2009) Towards a Flexible Interface for Description Logic
Reasoners. Available at: http://dl.kr.org/dig/index.html.

Young T, J Eatock, M. Jahangirian, A. Naseer, R. Liford. (2009) Three Critical Challenges for Modelling and
Simulation in Healthcare. IEEE Proceedings of the 2009 Winter Simulation Conference.

Regev GAW. (2007) Business Process Flexibility: Weick’s Organizational Theory to the Rescue. Business
Process Modeling, Development, and Support Paper 14.

Walker D, S., Reay Atkinson, & L., Hossain. (2012) Collaboration Without Rules - A New Perspective on
Stability Operations. Presented at IEEE Cyber Conference, 14-16 Dec. Washington: IEEE.
Harmaakorpi V, I., Kauranen, & A., Haikonen. (2003) The Shift in the Techno-socio-economic Paradigm and
Regional Competitiveness. The 43rd Conference of European Regional Sciences Association

(ERSA), 27-31 Aug. Lahti Center, Jyvaskyld, Finland: Helsinki University of Technology.

Ansoff HI. (1975) Managing Strategic Surprise by Response to Weak Signals. California Management
Review Vol. XVIII, No. 2: pp. 21-33.

Coffman B. (1997) Weak Signal Research, Part I: Introduction. Available at:
http://www.mgtaylor.com/mgtaylor/jotm/winter97/wsrintro.htm.

Hiltunen E. (2010) Weak Signals in Organizational Futures Learning. Helsinki School of Economics A-365.

Hiltunen E. (2008) Good sources of weak signals: a global study of where futurists look for weak signals.
Journal of Futures Studies Vol. 12 No. 4: pp. 21-44.

Reay Atkinson S, A. Goodger, N.H.M Caldwell, L. Hossain. (2012b) How lean the machine: how agile the
mind. The Learning Organization Vol. 19 Iss: 3: pp. 183 - 206.

Castells M. (1996) The Information Age. Economy, Society and Culture. Volume | The Rise of the Network
Society. Oxford: Blackwell Publishers.

Sokol M. (2003) The ‘Knowledge Economy’: a critical view”. paper presented at the Regional Studies
Association International Conference,12-15 April. Pisa.

Cartwright D. (1965) Influence, leadership, control. In: March JG (ed) Handbook of Organizations. Chicago:
Rand McNally, pp 1-47.



http://www.us.army.mil/suite/page/doc/10713107
http://dl.kr.org/dig/index.html
http://www.mgtaylor.com/mgtaylor/jotm/winter97/wsrintro.htm

[37]
[38]
[39]
[40]
[41]
[42]
[43]
[44]

[45]
[46]

[47]
(48]

[49]
[50]

[51]
[52]
(53]

[54]
(58]

[56]
[57]
[58]
[59]

[60]

[61]
[62]
[63]
[64]

[65]

[66]

[67]

[68]

[69]
[70]
[71]
[72]

[73]
[74]

[75]
[76]

[77]

David PA. (2007) Path Dependence - A Foundational Concept for historical Social Science. Cliometrica -The
Journal of Historical Economics and Econometric History 1(2), Summer 07.

Dahl RA. (1957) The Concept of Power. Behavioral Science 2:3, July: 201.

Hossain L, M., D’Eredita, and R.T., Wigand. (2002.) Towards a Product Process Dichotomy for
Understanding Knowledge Management, Sharing and Transfer Systems in Organizations. Submitted
to Information Technology and People.

Wrong DH. (1968) Some Problems in Defining Social Power. The American Journal of Sociology Vol. 73,
No. 6 (May): pp. 673-681.

Reay Atkinson S. (2009a) Cyber-: Envisaging New Frontiers of Possibility. UKDA Advanced Research &
Assessmnent Group Unpublished, Occasional Series, 03/09.

Reay Atkinson S. (2013a) A 21st Century Pacific Bridge. Version 2.2, 28 May. Think Piece. Complex Civil
Systems Research Group, FEIT: The University of Sydney.

Reay Atkinson S. (2013d) Greater Britain sans Frontiéres: A Network Kingdom In: IEA (ed) A First
Submission for the IEA BREXIT Prize. London: IEA.

Cats-Baril W, & R., Thompson. (1997) Information technology and management Irwin Group Inc.

Cyert RM, & J.G., March. (1963) A behavioral theory of the firm, N.J. U.S.A: Prentice-Hall Inc.

Hossain L, S., Reay Atkinson, M., D’Eredita, & Rolf.T., Wigand (2012) Towards a Mech-Organic
Perspective for Knowledge Sharing Networks in Organizations. Accepted for publication: 23rd CIRP
Design Conference (2013). Berlin, Germany.

Arrow K. (1974) The limits of organization, New York, NY: Norton and Company.

Mintzberg H. (1989) Mintzberg on management: Inside our strange world of organizations, New York, NY:
Free Press.

Mintzberg H. (1994) The rise and fall of strategic planning, UK: Prentice Hall International Ltd.

Mintzberg H. (1979) The structuring of organizations: a synthesis of the research, Englewood Cliffs, N.J.:
Prentice-Hall.

Ljung L. (1987) System Identification: Theory for the User, Englewood Cliffs, NJ: Prentice-Hall.

Sjoberg J, Q. Zhang, L. Ljung, A. Benveniste, B. Deylon, P-Y. Glorennec, H. Hjalmarsson & A. Juditsky.
(1995) Nonlinear black-box modeling in system identification: a unified overview. Automatica Vol.
31 No. 12: pp. 1691-1724.

Milton N. (2006) Filtering an Organisation’s Critical Knowledge - creating a proactive learning strategy for
maximum effectiveness. KM Review June-July: pp. 28-33.

Schumpeter JA. (1942) Capitalism, Socialism and Democracy, New York, NY: Harper.

D’Avani RA. (1994) Hypercompetition: Managing the Dynamics of Strategic Manoeuvring, New York: The
Free Press.

Wiggins RR, & T. Ruefli. (2005) Schumpeter’s Ghost: Is Hypercompetition Making the Best of Times
Shorter. Manuscript Final for Strategic Management Journal May 5.

Dreyfus HL, & S.E., Dreyfus. (1987) Mind Over Machine, New York: The Free Press.

Alberts DS, & R. E. Hayes. (2007) Understanding Command and Control, Washington: CCRP Publications.

Atlan H, & I.R. Cohen. (1998) Immune information, self-organization and meaning. International
Immunology Vol. 10, No. 6: pp. 711-717

Reay Atkinson S, S., Tavakolitabaezavareh, D., Walker, L., Liu, & L., Hossain. (2013e) Securing the bolts
before the horse has bolted: A new perspective on Managing Collaborative Assurance. The IEEE
2013 Conference on Security Management, Aug. Las Vegas.

He Z-L, & P-K Wong. (2004) Exploration vs. Exploitation: An Empirical Test of the Ambidexterity
Hypothesis. Organization Science Vol. 15, No. 4, July-August: pp. 481-494.

Drucker P. (1993) Post-Capitalist Society, New York: Harper Collins Publishers.

Hossain L, S., Reay Atkinson, M., D’Eredita, & Rolf.T., Wigand. (2013) Towards a Mech-Organic
Perspective for Knowledge Sharing Networks in Organizations. UK Academy for Information
Systems. Worcester College University of Oxford, 8-20th March 2013.

Anderson AMF. (2009) Classes of socio-technical hazards: Microscopic and macroscopic scales of risk
analysis. Risk Management 11: pp. 208 - 240.

Felici M. (2007) Trust strategies and policies in complex socio-technical safety - critical domains: An analysis
of the air traffic management domain In: N. Guelfi D, Buchs (ed) Proceedings of the 3rd
International Workshop on Rapid Integration of Software Engineering techniques, RISE 2006, No.
4401 in LNCS. Geneva, Switzerland: Springer-Verlag, pp. 51 - 65.

McKnight DH, & N. L., Chervany. (2001) Trust and distrust definitions: One bite at a time. In: R. Falcone M,
Singh, & Y.-H., Tan (ed) Trust in Cyber-societies. No. 2246 in LNA. Berlin: Springer-Verlag.

Hickson DJ, C. R., Hinings, C. A,, Lee, R. E., Schneck & J. M., Pennings. (1971) A Strategic Contingencies'
Theory of Intraorganizational Power. Administrative Science Quarterly Vol. 16, No. 2, (Jun): pp.
216-229.

Ho SM. (2009) A Socio-Technical Approach to Understanding Perceptions of Trustworthiness in Virtual
Organizations. Social Computing and Behavioral Modeling. H. Liu et al. (eds.) 113 DOI:
10.1007/978-1-4419-0056-2_15.

Reay Atkinson S. (2013c) Engineering Leadership — Impact, Influence & Control Signatures. In: FEIT-
CCSRG (ed) Think Piece. July: University of Sydney.

Cover TM, & J. A. Thomas. (1991) Elements of Information Theory, New York: John Wiley & Sons, Inc.

Dimpfl T, & P.J., Franziska. (2012) Using transfer entropy to measure information flows between financial
markets. Humboldt-Universitat zu Berlin, Forschungsgemeinschaft SFB 649 "Economic Risk":
Discussion Paper. 2012-051.

Kullback S, & R. A,, Leibler. (1951) On information and sufficiency. The Annals of Mathematical Statistics
1: pp. 79-86.

Schreiber T. (2000) Measuring Information Transfer. Physical Review Letters 85: pp. 461-464.

Tenkanen A. (2008) Transfer Entropy. A presentation in the information theory seminar. Department of
Information Technology, University of Turku: Finland.

McOwat D. (2001) Enterprise Modelling. London: MoD, Defence Technology Centre, DERA.

McOwat D. (2007) A series of interviews and briefs on related subjects specific to Defence, systems, strategy
and designs. In: S. Reay Atkinson. UKDA-ARAG, CUED (ed).

Longstaff PH. (2010) Is the blame game making us less resilient? Oxford Martin School, Lecture Paper.
Oxford: University of Oxford.



[78]

[79]

(80]

(81]

[82]
[83]
[84]
[85]

(86]

(87]

(88]
(89]

CIPD. (2009) Recruitment, Retention and Turnover. Annual survey report. London: Chartered Institute of
Personnel and Development

Reay Atkinson S. (2013b) Complex Designs Workshop, DSTO Adelaide. In: Reay Atkinson S (ed) Managing
Complex Projects & Programmes Cooperative Research Centre (CRC). Sydney & Canberra:
Unpublished: University of Sydney & International Centre for Complex Project Managment
(ICCPM), 7 Feb.

Donnelly CN. (2006-) A series of interviews and briefs on related subjects specific to Defence Relations,
Operational Art and Strategic Thinking. . In: S. Reay Atkinson. UKDA-ARAG, CUED (ed).
Learning & Adapting to Modern Insurgencies: UKDA-ARAG.

Reay Atkinson S, & M Sharma. (2007) Learning and Adapting to Modern Insurgencies. In: Marshall-Centre
(ed) The Comprehensive Approach to Modern Conflicts Conference,. Munich 26-27th March:
UKDA, ARAG.

Warren RB, & D.I, Warren. (1977) The Neighborhood Organizer’s Handbook, South Bend, Ind: University
of Notre Dame Press.

Thibaut JW, & H.H., Kelley. (1959) The Social Phsychology of Groups, New York, London: John Wiley,
Chapman Hall.

Foreman J. (2009) The terrible price that is paid by the forgotten casualties of war. Spectator 22 Aug: pp.12-
13.

UK-PASC. (2010) Who Does UK National Strategy? . Public Administration Select Committee (PASC),12
Oct. London: House of Commons

UK-PASC. (2013) Truth to power: how Civil Service reform can succeed. House of Commons Public
Administration Select Committee (PASC). House of Commons: Eighth Report of Session 2013-14,
HC 74.

Reay Atkinson S, I. Hassall, N.H.M. Caldwell, M. Romilly, & R. Golding. (2011c) Versatile Modular System
(VMST™) designs for a Versatile Modular Fleet (VMF™) paper presented at EAWWIV Conference.
Old RN College, Greenwich, London.

Reay Atkinson S. (2012a) An Age of Evolutionary Step Change. Think-Piece. CSRG: University of Sydney.

Reay Atkinson S, S.,Tavakolitabaezavareh, M., Harré, R.T., Wigand, & L. Hossain. (2013f) Towards a hew
Social Philosophy of the Physical Sciences. In: Putnik G (ed) Third International Conference on
Business Sustainability 2013, Management, Technology and Learning for Individuals, Organisations
and Society in Turbulent Environme. Pévoa de Varzim, Portugal, November 20-22.



THE UNIVERSITY OF

SYDNEY




19t ICCRTS: C2 Agility: Lessons Learned
from Research and Operations

Simon Reay Atkinson, Professor, Dr., Complex Systems, Sydney University, Captain RANR
Amanda Goodger, University of Cambridge PhD Researcher, Director In-Lode™

Steve Lesher, Deputy Chief J6,USCENTCOM

Nicholas Caldwell, Dr., Lecturer in Information Technology, University Campus Suffolk

Jodi Steel, Dr., Director of NICTA’'s Security and Environment Business Team

Dale Shoupe, Professor, Maxwell USAF, Air Education and Training Command , Air War College

Presented by Mrs Anne Bader

FACULTY OF
ENGINEERING &
INFORMATION
TECHNOLOGIES

THE UNIVERSITY OF

SYDNEY



THE UNIVERSITY OF

SYDNEY

Agenda
1. Thank You to ICCRTS and Dr David Alberts

2. Introduction of Authors and Presenter (Mrs Anne Bader)

» The Auld Alliance — US:; AS: UK

o USMC,; Royal Australian Navy; USAAF (order in age)
o Communications and ICT Agencies / Schools / Commands (CENTCOM)
o Universities — Cambridge; Sydney; Suffolk, Air War College

Why — the Problem set.

A New Synthesis

Leadership and Management
Coping or Failing

A Call to Arms

N o O b~ W




’7*
D oy I
A

THE UNIVERSITY OF

SYDNEY




THE UNIVERSITY OF

INY

‘Every Country has the Government it deserves’

(Attributed to de Maistre (1753-1821))

> We are at a time of step change;

- If liberty, freedom, and democracy are to survive, then the redesign and renewal of
the way we aggregate our organizations and institutions and apply their knowledge
and information in the future will be vital.

» Government is an emergent property alongside strategy, design, engineering,
industry and adaptation:

- Designs of our organizations and institutions and how we explore and (not only)
exploit their knowledge and information bounds are imperatives for how we create the
industry (in its wider setting) necessary for productivity, adaptability, and resilience.

» This paper presents current thinking on management and information trends,
including:
- Organizational knowledge profiles;
- Leadership and Management structures as they may be applied in the future.

» Running through our paper is a view that ‘we owe it to young and future
generations and returning (often injured and wounded soldiers, sailors,
marines and airmen) to restore our City beacons and allow them once more to
shineI forth; illuminating dark recesses by providing hope and inspiration to all
people’.
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> We need increasingly to consider our entangled Synthetic Ecology
as.
- ‘A system (being or entity) that adapts, over time, by combining, through design
and by natural processes, two or more dynamically interacting networks,
including organisms, the communities they make up, and the non-living (physical

and technological) mechanical components of their environment’ (Reay Atkinson
et al, 2014a).

» This may therefore be the end of the ICT / computer age and the
beginning of the Synthetical Age where we need to start designing
and building afresh — and ‘putting humanity back in the loop’.

- What will our universities, engineers, lawyers, medics, soldiers, armed forces,
navies, armies look like in the 21st Century?

- These are the questions we need to start asking.
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» Frequently we are presented with situations where decisions need to be
taken and yet when there is uncertainty as to how best to proceed. In other
words, there is more than one solution and we are dealing, potentially, with
a complex problem.

» Uncertainty applies to probabilities, as in a Risk Register and to physical
measurements that are already made, or to known-unknowns, unknown-
knowns and unknown-unknowns. Specifically, Uncertainty may:

- ‘arise in partially observable, opaque, stochastic environments / non-ergodic
(complex) ecologies, overly prescribed, ruled or controlled regimes as well as
due to lack of assurance, instability, ignorance and / or lack of caring and shared
awareness; including indolence.

» Instability can create Uncertainty and Uncertainty can create Instability but
they are not the same thing. Instability is considered as:

- ‘the quality or state of being unstable and / or the tendency to behave in an
unpredictable, changeable, uncertain, or erratic manner’.




The Gold Standard of the Future Organisation

»We consider that engagement incorporates response

and that mitigation and preparedness are elements
of Recovery and Prevention.

» We suggest that the abllity to Prevent, Engage (when
are where we have to) & Recover is indicative of our
Resilience, where we see.

- ‘Resilience to be the ability of an ecology or system to
adapt, transform, redesign, renew, and recover in a
timely response to events’ (after Bryant, 2012).
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» On the Management of Knowledge, based on the Three Needs Model
(3NM), ‘need-to-know’; ‘need to share’ and ‘need to use’

- ‘A cross-disciplinary organic enterprise connecting and synthesizing social,
cultural, communication and technical processes — including trust, obligation,
commitment, and accountability — to facilitate creative learning and adaptation
and leverage information capture and knowledge exchange (ICKE) by
connecting communities who-need to-know with those who-need-to-share with
those who-need-to-use’.

» On Information Capture and Knowledge Exchange (ICKE) (pronounced
‘Ike’ after President Eisenhower who knew a thing about complexity...)
and based upon Soviet concepts for Razvédka Boyem:

- ‘The active gathering and capture of information (and data) for testing (abducting,
deducting and inducting) and synthesizing through social exchange’

10
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> We consider that there are two predominant, coupled systems at play
within contemporary organizations, one to do with collaborative social
iInfluence (CSI) in which the social drives the IT (SIT) e.g., in a design
department and the other to do with coordination, rule and control (CRC)
In which the IT drives the social (ITS), e.g., Just in Time manufacturing:

- ‘CRC / ITS systems seek to program (as opposed to programme) the relationship
between technical processes and humans by digitizing performance fidelity and
coding for repeatable risk free procedures in computer-control (cyber) spaces so
that data and communication do not [temporally] contradict each other .

» By contrast:

- ‘CSI / SIT systems stress the reciprocal interrelationship between humans and
computers to foster improved shared awareness for agilely shaping the social

programmes of work, in such a way that humanity and ICT [control] programs do
not contradict each other .

11
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» We consider that Cyber comprises two sub-systems:

‘Coordination Rule and Control (CRC)’ and ‘Collaboration and
Social Influence (CSI)'.

» These system attributes provide the necessary and “requisite
variety” to enable both control, ‘in time’, and influence, ‘over
time'. In this regard, Cyber may consist of two poles:

- ‘Atechnologically bounded, largely immeasurable, strongly
scientific, stochastic coordination, rule and control space;
comprising virtual-media and the display of data dealing with the
real communication of facts; and the conceptualization of
alternative possibilities, themselves capable of generating hard

physical and soft more social effects and collaboratively
Influencing them’

12
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» Combining the Milton model into a
structural knowledge matrix, it is
possible to ‘situate’ institutional
knowledge.

- An effective institution capable of learning
— and continuing to learn — needs to
OCCUpy the Strateg|c’ unknown_unknowns New Emergent Strategic Competence Co-Adaptive Competence
(ItS researCh and thlnk|ng CapaCitieS) and Knowledge Unknown-Unknowns Unknown-Knowns
co-adaptive, unknown-knowns (its design
and adaptatlon capacities) competenmes
and to ‘guard what it knows’ (e.g., for a
Navy to build, crew and fight warships).

- That same institution needs to retain O | Non-CoreCompetence | Fore Competence

. Knowledge Known-Knowns Known-Unknowns
certain core knowledge (known-unknowns)
but can choose to transfer elements of its
non-core business (known-knowns) to an — ——
reoxltlg)rnal agency (eg’ management Of pay In-Ho?J\;ve If:zwoledge In-Hqugse If:szedge
- Effective (as opposed to just efficient) Organlzatlo_nal Knowledge Matrix after
institutions also retain ‘in-being’ the Milton and Rumsfeld

reflective capacity — capable of identifying
and exploiting ‘new and evolving
knowledge'.
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» Drawing on work by Alberts & Hayes
and Reay Atkinson & Moffat we
differentiate between fidelity, in terms

| of ‘removing noise from an

Sﬁg:t:rgilr:g Control (Management) Support Command (Influence) Support |nf0/techn0 SOC|O System’ (See Atlan

& Cohen, [59]) and aglllty, In terms of
a socio-techno system’s ‘reflective

Operational Lead CapaCIty to Suggest

[ - ‘Management & Control may be a
Tactical Support (Management) Control Support (Influence) Command f_unC_tlon Of rUIGS, tlme, bandW|dth and
Supported fidelity, whereas Command &

Leadership may be a function of
influence, trust, collaboration and

Close e g openin agility’ [60].
L T, r s N, - Note: that while the word ‘command’
Presere Reflectve is often associated with strict rules
Non Orthogonal (connected) Command (Influence) and Control and contro! mechan_isms, itis being
Quadrants Merging work by Alberts & Hayes, [58] and Reay used here in the mllltary sense,

Atkinson & Moffat [13] where it is rough|y synonymous with

leadership.
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‘Specialist (Technical / Engineering) Leadership is likely to be trust and
iInfluence based, exercising a reflective, conceptual and implicitly ability
conscious, open, inclusive and informal, decision making / taking style’

» After He & Wong, successful organizations are constantly balancing
between the exploitative (delivered in time by management & control) and
the explorative (delivered over time through command & leadership).

» The balancing between management & control (the exploitative) and

command & leadership (the explorative) to keep an organization in kilter is
known also as ambidexterity.

» This suggests that the ability to dynamically balance between the
exploitative and the explorative is indicative of a systems ability to problem
solve and, hence, of its health.

» Organizations and Institutions that cannot problem solve are unhealthy
places to be and to which people do not want to belong...

Where are the Liberal Democracies at this stage —where are You?

16
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Info/Techno-Socio Systems

----------------------------------------------------------------------------------

____________________________________________________________________________________________
—————————————————————————————————————————————————————————————————————————————————————————————

---------------------------------------------------------------------------------------------

What Actually Happens

Time

Change Dynamics ITS System versus SIT System and
what actually happens when wrongly applied

» A traditional view of Change

Management is shown by the ‘step
change’ applied to a ITS control type
system.

Change creates an instantaneous
(linear, over time) response from the
system until it reaches the required
change state. At this point there is
some hunting as the system settles
to its new state and awaits future
demands.

What happens when this model is
applied to a SIT system, is that the
system responds as directed to meet
set targets. Over time, because of
lack of investment and the
recognition that change is costly to
any organization (there are often
very good individual and collective
reasons not to change) performance
actually falls off.
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‘If an individual suffered a ‘shock’ early in
their tour (A) then there is an immediate loss
of competency A-B but, more significantly,
that individual would never recover to a level
of competency higher (MI) than they were
when the shock occurred by the end of their
tour, B-C/D’.

‘If the individual suffered a shock A” later in
their tour the same shock occurred, A’-B”,
and although the individual would not
recover to a level above that when the
shock occurred, the overall loss in
c(:)g/rge)etency and M|l was much reduced (A”-

‘If the individual was part of a close knit
collaborative (shared aware) networked
team with high MI, then although the
individual may suffer the same shock than
when working alone / as an individual, A'-B’,
just as the shock was mitigated and shared,
so the individual and team learned.
Consequently, the final competency level
(C’-D’) was improved. The organization had
become more Resilient

Competence

____________________________________

Time

Managing Shock and Collaboration, Over Time

19
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» Foreman introduced the concept of Quatrage, recognizing that rather than
triage, given the number of seriously injured service personnel (mostly
young men) returning from lrag and Afghanistan who would not have
survived in previous conflicts — and that Triage had broken down.

- These numbers in the United States, United Kingdom and Australia as well as
other Allies such as Canada, Denmark and the Netherlands now run into their

thousands. This does not represent the subsequent waves of sufferers from
PTSD yet to come.

» Many of our institutions have failed, see UK House of Common’s Public
Administration Select Committee report regarding the failure of the UK at
the strategic level.

» This strategic failure is not confined to the UK and but also extends to the
political, sGréte and economic departments and institutions of state that
serve them.
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» Our People want to belong and to contribute.

- We have a significant number of injured service personnel returning from the
wars.

- We have a responsibility to them and also to our young people to enable them to
thrive successfully, happily and healthily in the knowledge enterprise economies
(KEES) of the 21st Century.

» This will be our greatest sliréte — providing resilience against future shocks
and existential tyrannies.

- Concepts such as the UK Veterans Information Communication Technology
Occupational Recovery (VICTOR) enterprise that seeks to employ injured
service personnel in operational centers to civil solve problems (handling the
disruptions caused by ash clouds, for example), over time, may be just such an
innovative example.
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» Designs for public service institutions such as the civil/ public service are in desperate
need of overhaul, witness the Global Financial Crisis but also the affordability bubbles
bursting in higher education and in health.

- New designs are called for that will be affordable (politically, militarily and economically) and
sustainable into the future.

- For defense and sdréte, this means us all (politicians, business folk, financiers, bankers,
industrialists, public and civil servants, soldiers, sailors, marines, airmen, academics, and
researchers) thinking again with more of a strategic and adaptive than a static peacetime
mentality.

» The dis-association and disaggregation of people from IT and the desire for more and
more Cyber-IT to control the social (ITS) will need reconsidering. In simple terms, we
have spent the last thirty years taking people out of the system — and so increasing the
likelihood of shocks by reducing resilience — and need now to start putting our people
(from all walks of lives and backgrounds) back in the driving seat (SIT).

» Key to the Knowledge Enterprise Economies (KEES) of the 21t Century, will be how we
lead and manage our people in the future — and, as we have argued at both the
Universities of Sydney and Cambridge and amongst ourselves, how we ‘design
humanity back into the loop’ and so rebuild our enlightening ‘cities upon the hill’.

23



Let us not despair but rather design our cities afresh,
constructed upon great hills, and inhabited by peoples
humbly aware of their humanity and responsibllities;
trusted to build our institutions and organizations
afresh upon rocks stronger than oceans, wind-swept,
God-blessed, and teeming with people of all kinds
living in harmony and peace, cities with free ports
humming healthily and happily with commerce and
creativity.
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