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Modern cryptography offers a variety 
of encryption schemes for the pro-
tection of information. Each scheme 
requires keys to encrypt and decrypt 
information. Encryption works by 
scrambling information into unintelli-
gible ciphertext by using an encryption 
algorithm and a short cryptographic 
key. Decryption restores original infor-
mation from ciphertext by using a com-
plementary decryption algorithm and a 
decryption key.

Although many efficient and iron-
clad secure encryption solutions have 
been standardized, these solutions 
are not universally used or embedded 
in miniature devices and computer 
systems. The main reason is the lack 
of generic, easy-to-deploy, and easy-
to-use solutions for key management 
(KM). The MIT Lincoln Laboratory 
Open Cryptographic Key Manage-
ment Architecture (LOCKMA) solves 
the KM problems by providing a 
highly portable software library that 
serves as a foundation for a secure 
communication system. 

Key Management
Data located in storage devices and 
especially in transit between devices 
are vulnerable to exploitation and 
interception. An effective protection 
against interception and interpretation 
is encryption. The simple task of pro-
tecting data with encryption, however, 
is overshadowed by the more com-
plex issue of key management, that 
is, of managing cryptographic keys 
and making them available to autho-
rized entities. Besides being complex 
to “start from scratch,” developing a 
secure and usable key management 
scheme for a new system may inad-
vertently introduce vulnerabilities that 
can compromise the security of the 
entire system. Transferring an exist-
ing key management scheme from one 
system to a new system may be incon-
gruous or impractical.

The fundamental challenge that 
LOCKMA solves is the complex life 
cycle of cryptographic keys, thereby 
enabling broad employment of cryp-
tographic protections in devices. For a 
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Figure 1. The initiator of LOCKMA, here shown on the left in each case, can provide access to 
unmanned aerial vehicles’ (UAV) data stream by providing keys to authorized users and denying 
access to non-authorized users. The authorization confirmations and keys are transmitted in-band 
with the data stream.
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given key, some of the KM functions 
involve cryptographic algorithms and 
other keys. Thus, a given device or 
system may have to deal with numer-
ous keys for different users, different 
sessions, different communication 
channels, different communicants, or 
different data instances. It is this com-
plexity of key management that has 
prevented the proliferation of stan-
dard cryptographic solutions into the 
mainstream.

LOCKMA offers the following KM 
functionality to its applications:
•	 Creating cryptographic keys
•	 Associating keys with their purposes
•	 Protecting keys at rest in both vola-

tile and nonvolatile memory
•	 Making the keys available for autho-

rized encryptions and authorized 
decryptions

•	 Delivering keys securely to autho-
rized remote locations

•	 Archiving keys
•	 Evolving keys with time
•	 Retiring expired keys

In short, LOCKMA enables cryp-
tographic protections of static and 
dynamic data through key management.

Usability
LOCKMA was designed to simplify the 
task of integrating key management 
into applications. As such, it defines 
a small, intuitive programming inter-
face to its KM functions. Furthermore, 
LOCKMA is not tied to any specific 
type of application data or any specific 
communication channel, thus allowing 
for it to be utilized in a wide variety of 
applications, including small, embed-
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ded devices such as microcontrollers 
and field-programmable gate arrays 
(FPGAs), and software systems.

LOCKMA was also designed so 
that application developers and end-
users do not need to understand KM. 
By using LOCKMA, applications can 
provide users with only those concepts 
that are relevant to the users without 
encumbering them with notions of 
cryptographic keys or other lower-level 
technical concepts. LOCKMA is appli-
cation agnostic, user-friendly, simple to 
apply to a multitude of problems, and 
transparent to higher-level user-defined 
software development.

For example, one application 
allows users to draw regions on a map 
and to specify which devices should 
have access to information in which 
regions (see Figures 1 and 2). This 
high-level information is translated 
into key management tasks in which 
LOCKMA automatically creates and 
securely distributes cryptographic 
keys to the right devices in real time 
on the basis of devices’ geographical 
positions, time, and other consider-
ations. This is all done transparently 
from the users.

Extensibility
LOCKMA is an “open architecture,” 
meaning that it can be easily inte-
grated into existing and new devices. 
This goal is achieved by defining all 
the messages and data elements by 
using highly extensible and interoper-
able Abstract Syntax Notation 1 and 
Cryptographic Message Syntax stan-
dards. Thus, if required by some appli-
cation, LOCKMA can be extended to 
use new cryptographic algorithms, 
modes, or key lengths in a straightfor-
ward manner. ■

Figure 2. An operator, as part of mission planning, can specify not only the UAV’s flight path (white 
line), but also which receivers or groups of receivers (e.g., a special forces unit) should have access 
to the UAV’s video broadcast in which regions (circles). Lincoln Laboratory’s dynamic group keying 
over-the-air-keying protocol implemented in LOCKMA can be used to automatically modify receivers’ 
accesses on the basis of the UAV’s GPS coordinates.

Armed with LOCKMA and a very 
basic understanding of digital 
security, a competent engineer 
should be able to avoid myriad 
pitfalls that lead to compromised 
security of so many modern 
systems. This work aims to clear 
the last hurdles on the path 
to having cryptographic data 
protections being ubiquitous in 
devices and applications.


