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Preface

The Department of Defense (DoD) relies on risk management analysis when acquiring large
defense acquisition programs. Risk management helps decisionmakers ensure objectives related
to cost, schedule, and performance are met according to program goals. To that end, a team
of RAND researchers created a Microsoft Excel-based tool (the Assessor Tool) to help DoD
acquisition specialists identify system integration risk areas at any point in the acquisition pro-
cess. This report describes the methodology, calculations, and assumptions used in the Assessor
Tool. It also provides a discussion of the types of questions for which the Assessor Tool and
methodology could be adapted for different applications.

This work should be of interest to those readers interested in risk assessment of major
defense programs. The document does not assume an understanding of the DoD acquisition
system. The users’ manual for the Assessor Tool is available in a companion document, An Excel
100l to Assess Acquisition Program Risk (by Lauren A. Fleishman-Mayer, Mark V. Arena, and
Michael E. McMahon, TL-113-OSD, 2013). This research was conducted within the Acqui-
sition and Technology Policy Center of the RAND National Defense Research Institute, a
federally funded research and development center sponsored by the Office of the Secretary of
Defense, the Joint Staff, the Unified Combatant Commands, the Navy, the Marine Corps, the
defense agencies, and the defense Intelligence Community.

For more information on the Acquisition and Technology Policy Center, see http://www.
rand.org/nsrd/ndri/centers/atp.html or contact the director (contact information is provided

on the web page).

Obtaining the Assessor Tool

As of this writing, the Assessor Tool has not yet been validated in a real-world setting. As such,
we have not made the tool generally available for download from the RAND website. How-
ever, we are very interested in providing the tool to prospective users on a trial basis. If you
would like to request a copy of the Assessor Tool, please contact the director of the Acquisition
and Technology Policy Center via the contact information provided at http://www.rand.org/
nsrd/ndri/centers/atp.html


http://www.rand.org/nsrd/ndri/centers/atp.html
http://www.rand.org/nsrd/ndri/centers/atp.html
http://www.rand.org/nsrd/ndri/centers/atp.html
http://www.rand.org/nsrd/ndri/centers/atp.html
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Summary

Implementing risk management principles to manage large defense acquisition programs is
a priority for the U.S. defense acquisition. In 2006, the U.S. Department of Defense (DoD)
released an official risk management guide for acquisition professionals. Furthermore, the
2009 Weapon Systems Acquisition Reform Act (WSARA) mandated that critical technologies
undergo a periodic review and assessment regarding technological maturity and integration
risk.!

To assist those decisionmakers responsible for identifying the risk associated with major
weapons programs, RAND researchers developed a methodology and accompanying Excel,
information-based risk tool (the “Assessor Tool”). The package offers an approach to the evalu-
ation and measurement of system integration risk for assessors, such as Office of the Secretary
of Defense (OSD) staff, who may not be especially familiar with the specific program under
evaluation but still may need to make judgments about a program’s risk. The Assessor Tool
and its methodology are also generalizable to an entire set of information-based risk assessment
applications. As of this writing, the Assessor Tool has not yet been validated in a real-world set-
ting. As such, the tool is not yet generally available for download. However, the tool is available
for prospective users on a trial basis. Instructions for requesting a copy of the Assessor Tool can
be found in the Preface. The users’ manual for the Assessor Tool is available in a companion
document (see Fleishman-Mayer, Arena, and McMahon, 2013).

The Assessor Tool Offers an OSD-Level Valuation of Program Risk

The Assessor Tool offers a valuation that is different from detailed engineering reviews. The
team reviewed other acquisition risk assessment methods and tools in use or under devel-
opment. While designed on sound risk management principles, each method and tool were
technically focused. This approach makes a quick and useful OSD-level valuation of risk and
programmatic effectiveness difficult to derive. The Assessor Tool is designed for those staff
involved more generally with weapon systems acquisition who need access to a systematic
method of determining a program’s ability to meet its goals and manage risks, and to provide
one basis to report on the success of the department’s compliance with system integration risk
management as directed by WSARA.

1" Weapon Systems Acquisition Reform Act of 2009, 2009.
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The Assessor Tool Design Is Based Upon OSD-Level Assessment Questions
and Utility Theory

The calculations and assumptions existing within the Assessor Tool are based on expected
utility methods. The methodology assumes that a set of knowledge-based standards has been
developed against which to measure program risk and that a risky outcome may result if a
question is not satisfied. The knowledge-based standards are based on the existence and com-
pleteness of DoD artifacts and checklists that would be readily available to an assessor at the
OSD level. Questions that measure these standards are assigned (1) an importance (i.e., mag-
nitude of the negative consequence that could occur in terms of program-related risks if the
question-related standard was not addressed), and (2) a level of completeness (i.e., the level to
which it has been ensured that the question-related standard has been met). The sum product
of the importance and completeness for a set of assessment questions provides a measure of
the relative risk of the program under question.? The Assessor Tool is set up to assess risk for
a program with multiple phases. Thus, the functionality allows for two types of questions:
phase-specific questions and global questions, which may include programmatic issues across
a number of phases.

The risk score calculated by the methodology described in this document produces a rela-
tive risk score, which is also normalized to a range between 0 and 1. As more programs are
evaluated using the methodology set out in this document, the relative risk values will begin to
carry more meaning. Trends of relative risk scores for a number of programs can be compared
to the cost and schedule growths and performance metrics of that program. This will provide
for benchmarking and validation of the risk methodology.

Figure S.1 is an example of the results tab for the Assessor Tool configured to measure
integration risk. The relative risk results for both the program phase (ASR or Alternative Sys-
tems Review in the example) and global questions are shown prominently on the lower left side
of the tab. In addition to these summary values, the upper right area of the results tab shows
the three phase-specific and the three global questions that constitute the greatest relative risk
for that program phase. Finally, the lower right area of the results tab includes a visualization
of the relative risk for the phase-specific and global questions. Results can be summarized for
each phase in the acquisitions process.

The Assessor Tool Can Be Adapted for Additional Risk-Related Assessments

The template provides a straightforward means of adapting the Assessor Tool for other appli-
cations. For example, the template and methodology could be considered for program office
reporting during other acquisition reviews, such as for the OSD Defense Acquisition Executive
Summary and Overarching Integrated Product Team reviews, and for adaptation into other
program assessment tools, such as the Probability of Program Success tool. The fully developed
integration risk Assessor Tool can also be tailored to insert user-determined review elements
that are specific to previously identified technical or integration risk issues. For example, if the
Under Secretary of Defense for Acquisition, Technology, and Logistics formally directs a sepa-

2 Since the risk score is relative, it is only relevant in the context of other risk scores calculated by the same methodology
and will require validation for it to become more meaningful.
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Figure S.1
Assessor Results Page for Sample Run
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rate review of a subsystem, such as a radar or aircraft engine under development, a user can
tailor specific questions in the Assessor Tool to capture integration risk for that subsystem. In
this sense, the Assessor Tool may be aligned to system integration risk areas identified at any
point in the acquisition process.
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CHAPTER ONE
Introduction

On May 22, 2009, President Obama signed into law the Weapon Systems Acquisition Reform
Act (WSARA) to improve program costs and schedules associated with the delivery of major
weapon systems. Some of the oversight changes called for by WSARA depend on a program
team’s ability to measure and manage the various risks associated with system integration (SI).
Because SI may be influenced by all elements of the acquisition process, there exists a wide
range of sources for SI risk. At any point, problems with hardware or software, design matu-
rity, timely funding, test plan execution and personnel, facilities, and supplier capabilities can
negatively affect program cost, timelines, and performance goals. Historically, integration risks
at various phases of the acquisition process have contributed in part to program delays and cost
overruns. In response, the U.S. Department of Defense (DoD) has worked toward improving
defense program management overall through program and contractor-level risk management
practices (DoD, 2000).

Large defense programs can have many technical, legal, and political consequences. Thus,
there are many stakeholders across DoD who need to identify the risks associated with DoD’s
overall weapons programs, as well as the individual technology projects within a program. To
date, personnel from the Office of the Secretary of Defense (OSD) who have been more gener-
ally involved with weapon systems acquisition—but not necessarily involved with individual
programs—have had no access to an OSD-level systematic method of determining a program’s
ability to meet its goals, or to monitor the success of the defense sector’s compliance with
WSARA over the acquisition lifecycle. The methods currently available to OSD personnel are
too technically focused and are relevant only to personnel who have detailed knowledge at the
individual program level.

The Excel information-based risk tool (referred to as the “Assessor Tool,” or “tool” for
short, for the remainder of the report) described in this document is designed to assist the
DoD acquisition community in assessing weapon SI risk in accordance with WSARA. The
package offers an OSD-level approach to the evaluation and measurement of SI risk. That is,
it is meant for assessors, such as OSD personnel, who may not be especially familiar with the
specific program under evaluation but still may need to make judgments about the program’s
risk. The tool is a custom-designed software package in Excel that allows for easy accessibility
of an OSD-level audience. Other systems engineering (SE) risk management software tools,
such as a COTS (commercial off-the-shelf) SE tool (e.g., Lebron, Rossi, and Foor, 2000), may
not be appropriate or easily available for this audience. While potentially not unique, the tool
is tailored specifically to OSD personnel, allowing for its ease of use.

The Assessor Tool, developed by RAND researchers, is based on a tractable and com-
prehensive set of questions that can help evaluate integration risk at each point in the acquisi-
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tion process. More specifically, the tool enables users to see how well integration risk is being
managed by providing a standards-based valuation of integration issues that can lead to cost
growth, schedule growth, and program performance shortfalls. These standards are based on
the existence and completeness of DoD artifacts and checklists that would be readily available
to an assessor at the OSD level. As requested by the OSD sponsor, we developed the tool and
its methodology to help OSD-level acquisition professionals address these potential risks to
major programs; early identification and reconciliation of SI issues as mandated by WSARA
can reduce the likelihood and magnitude of the complications that frequently affect major
weapons acquisition programs (Conrow, 1995). While we describe the Assessor Tool and its
methodology in terms of their appropriateness for major weapon systems acquisitions analysis,
it should be noted that both are also generalizable to an entire set of OSD-level information-
based risk assessment applications.

In the remainder of this chapter, we describe the risks specific to integration activities
during the weapon systems acquisitions process. We also discuss several recent attempts to
meet the need for an evaluation of the integration risks that can result in higher costs, schedule
delays, and questionable performance over the life of a program.

Integration Issues During the Acquisition Process Pose Significant Risk

The acquisition of major weapon systems follows a prescribed formal process that typically
spans about ten years from concept development to system employment for initial operational
capability. Such systems involve many interdependent subsystems, components, and elements
and involve the coordinated efforts of multiple defense industry and military participants. One
example of the engineering community’s formal definition of syszem underscores the interde-
pendencies and coordination involved:

[A system is an] arrangement of elements [people, products (hardware and software) and
processes (facilities, equipment, material, and procedures)] that are related and whose
behavior satisfies customer/operational needs, and provides for the life cycle sustainment of

the products (IEEE, 2005).

A holistic management and engineering approach is needed to manage these interdepen-
dencies and coordination activities. The discipline of SE was developed for this purpose. It is a
process-oriented means of designing a system that meets the needs of the user while minimiz-
ing the risks related to system performance and cost and schedule overruns.

For DoD, SE processes apply across the acquisition life cycle and are the set of overarch-
ing processes that a program team applies to design and implement an operationally effective
and suitable system for a stated capability need. The approach is both interdisciplinary and
iterative and involves a structured, disciplined, and documented technical effort. The applica-
tion of a rigorous system engineering discipline is paramount to the DoD’s ability to meet the
challenge of developing and maintaining needed warfighting capability (Defense Acquisition
University, 2011). Figure 1.1 depicts the SE process as commonly represented by a “V.” The V
is superimposed with the defense acquisition phases, such as alternative systems review (ASR)
and system requirements review (SRR), as well as the checkpoints the program will need to
pass (referred to in the V as Milestone A (MS A), MS B, etc.).
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Figure 1.1
System Engineering “V"” and the Defense Acquisition Process
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RAND RR262-1.1

The “V” represents the life cycle of a system (or program that realizes the system) begin-
ning with “Mission needs identification” in the upper left corner, following down to “Imple-
mentation” and then returning up again to “Fielding.” The left side of the V portrays a top-
down design that occurs as user requirements are initially assigned at a system level down to
lower-level components. The right side of the V represents a bottom-up process, showing the
realization from lowest-level components to higher assemblies to achieve the complete system
(Defense Acquisition University, 2011). While there are many ways to interpret and portray the
V for SE, we chose the one shown in Figure 1.1 after discussions with Acquisition, Technology,
and Logistics (AT&L) because it is a top-level, generalizable configuration that allows for the
overlay of the DoD acquisition process.

Each step of the process may have both common and specific sources of risks associ-
ated with that phase.! While the physical integration and system testing generally occurs at
a relatively late phase in the overall SE process, integration activities pose multiple risks that
can occur throughout a program’s acquisition process. Thus, a distinction is necessary here
between the integration phase of the SE process and the integration risk that is the focus of the
methodology presented in this report. During the integration phase of the SE process, lower-
level system elements are integrated into higher-level system elements in the physical archi-
tecture (Defense Acquisition University, 2011). The integration activities that are the focus of
this methodology include the integration of lower-level system elements into higher-level ele-
ments but, in addition, include activities related to integration of hardware, software, products,

1" We recognize that the SE process is inherently iterative; if one step of the process is not fulfilled, this may require return-

ing to multiple previous steps.
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services, business processes, and human systems (Grady, 1994; Jain, Chandrasekaran, and
Erol, 2010).

Integration risk has been defined as a measure of future uncertainty in the ability or inabil-
ity to achieve program objectives within costs, schedule, and technical performance parameters
due to issues related to integration (Defense Acquisition University, 2008). Early identification
of integration risks is critical but challenging. Integration difficulty is often underestimated,
while the maturity of items that require integration is simultaneously overestimated. Further-
more, there are many components in the SE process that must all be coordinated and evaluated
for integration risk. The result for government programs (e.g., DoD and NASA) is often non-
trivial cost and/or schedule growth, while performance degradation is typically small (Conrow,
1995). Early identification of integration risk can significantly reduce these cost and schedule
growths.

Other Risk Measurement Approaches Are Proposed in the Literature

Integration risks not only need to be identified, but they also need to be assessed for the sig-
nificance of each risk in terms of its likelihood and consequences on the acquisition program’s
cost, schedule, and ability to meet the performance needs. This integration risk assessment
can take many forms, but in general it is a systematic process for identifying and evaluating
integration-related events (i.e., possible risks and opportunities) that could positively or nega-
tively affect the achievement of a program’s objectives. Such assessments may have the greatest
impact if carried out early, when an agency can more easily alter its acquisition plans and strat-
egy to manage and control the identified risks (DoD, 20006).

Several researchers have proposed approaches to assessing SI risk. We briefly describe
these approaches as well as their capability to provide an OSD-level valuation of program per-
formance at the integration level.

Service Technical Reviews
An overall risk assessment approach used by the services at the OSD executive level is a check-
list process of questions tailored to different acquisition phases.? These reviews are used at cer-
tification events (e.g., Preliminary Design Review [PDR] and Critical Design Review [CDR])
and cover the whole program scope (not just SI issues). These checklists have typically been
implemented in spreadsheet tools and are used to highlight areas of potential risk or non-
compliance. For example, a question about testing requirements from the DoD Preliminary
Design Review Checklist is, “Are test requirements tied to verification requirements, and is
there a method to ensure traceability of test requirements to the verification requirements?”
The implication is that a negative response to the question would indicate program risk with
respect to the test plan and that the requirements are not fully understood in terms of techni-
cal performance.

The checklist approach is already in use by the services, and thus there is an advantage
to leveraging the process. There are numerous questions that specifically address issues related

2 See for example, U.S. Air Force, 2008; and Naval Air Systems Command, 2008. Note that at the weapon system pro-
gram office level, a more detailed risk discussion is conducted. Here, we refer to the OSD-level reviews that are conducted
only annually or bi-annually.
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to SI. Using a subset of the checklists to evaluate SI risk would not place additional burden on
OSD personnel tasked to perform the evaluation. Moreover, the tools already exist such that
minimal development would be required. However, these checklist approaches are technically
focused and therefore may miss some of the important management aspects of integration risk.
Also, because each service approaches the risk assessment differently, the reporting is not com-
parable. Therefore, some standardization would need to take place to adapt these checklists to

DoD-wide application.

Layered Matrix Approach
This approach has evolved over the past few years and has been proposed by OSD as a possible
way to measure SI risk.3 The layered approach is a combination of qualitative checklists and
quantitative metrics for tacking SI risk. The “layered” portion comes from the different aspects
of integration risk that the method evaluates: functional, physical, management, disciplines,
and system-of-systems (SoS) integration.* For each layer, there is a matrix of issues (or risk
areas, both qualitative and quantitative) tracked against different technical deliverables (such as
the Capability Development Document [CDD], functional specifications, and the Capability
Production Document [CPD]).

The main advantage of this approach is that it is comprehensive, focused on Sl issues, and
able to track trends over the program life cycle. However, this approach is difficult to imple-
ment in a uniform model and is quite labor intensive for the assessor.

Integration Readiness Levels
In a series of papers and presentations, Sauser et al. explore the concept of a “system readiness
level” (SRL) index as a way to evaluate overall system development risk.> Their approach is to
define a risk scale that leverages the Technology Readiness Level (TRL) scale that is in wide
use in DoD as a measure of technology risk. The SRL is a combination of the TRL for each
technology and an Integration Readiness Level (IRL) scale for each interface between the vari-
ous technologies. The SRL index is a combination of both the TRL and IRL measures for the
system that reflects the degree of interconnectedness between the various technologies.

In defining the IRL scale, the authors adapted a scale used in computing networking,.
This adapted scale is reproduced in Table 1.1.

The IRL approach to integration risk assessment is already in use in DoD. However, DoD
does not formally require this approach. Assigning IRLs to every interface would allow for a
documented and reproducible way to review the integration risk of the system. It is also a rela-
tively simple scale to assess. The further advantage is that it can be combined with technology
risk (the TRLs) to assess an overall system risk. However, this approach requires one to assess
each interface and determine an overall system network of interactions. Thus, this approach
might be time consuming to implement on a very complex system.

3 See, for example, Thompson et al., 2009, 2010; and Kranz, 2009.
4 Earlier versions of this approach focused on layers that are more functionally focused (see Kranz, 2009).

5 See, for example, Sauser et al., 2006a, 2006b, and 2010.
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Table 1.1
Integration Readiness Level Scale

IRL Definition

9 Integration is mission proven through successful mission operations.

8 Actual integration completed and mission qualified through test and demonstration, in the system
environment.

7 The integration of technologies has been verified and validated with sufficient detail to be actionable.
6 The integrating technologies can accept, translate, and structure information for its intended application.

5 There is sufficient control between technologies necessary to establish, manage, and terminate the
integration.

4 There is sufficient detail in the quality and assurance of the integration between technologies.

3 There is compatibility (i.e., common language) between technologies to orderly and efficiently integrate
and interact.

2 There is some level of specificity to characterize the interaction (i.e., ability to influence) between
technologies through their interface.

1 Aninterface (i.e., physical connection) between technologies has been identified with sufficient detail to
allow characterization of the relationship.

SOURCE: Sauser et al., 2010.

Other Methods Lack OSD-Level Valuations

We explored the methods summarized above for use in an integration risk assessment tool.
However, based on multiple briefings with OSD AT&L, we concluded that these other meth-
ods and tools in use or under development are likely too detailed and technically focused for
use by acquisition leaders to quickly gain an OSD-level valuation of SI and programmatic
risk. Accountability in these methods is presupposed to primarily rest with one individual, the
program manager, but also with the Program Executive Officer or Service Acquisition Execu-
tive, the team of responsible individuals who guide the program toward completion, as well as
the groups of contractor personnel involved with the program’s technology projects. Personnel
working within and with the wider DoD acquisitions community need to address a wide range
of concerns that fall under the umbrella term “risk management.” These concerns include risk
planning for future programs and assessing and monitoring DoD-wide acquisition perfor-
mance through a program-by-program understanding. An OSD-level approach to evaluate
and measure SI risk is needed. Such a tool must be largely, but not exclusively, a WSARA-
compliance assessment that highlights the ways in which risks unique to the integration phase
are being managed.

Organization of This Report

In the following chapters, we describe the methodology and assumptions underlying the Asses-
sor Tool and demonstrate its analytical procedures through example. Chapter Two presents a
detailed description of the underlying theory behind the information-based risk assessment
methodology and Assessor Tool. Chapter Three provides an example application of the Asses-
sor Tool that assesses compliance risk associated with SI activities during the weapon systems
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acquisition process. Here, we describe the interactive interfaces of the tool and its output.
Chapter Four provides a final discussion and thoughts for further applications of the tool and
methodology. Finally, Chapter Five briefly summarizes the purpose of the report.






CHAPTER TWO

Assessor Tool Methodology

This chapter describes the analytical and research basis of the Assessor Tool. In the process of
developing the Assessor Tool, we held discussions with OSD AT&L for comments and sugges-
tions as to how to leverage previous work in this area. Suggestions were incorporated into the
methodology and design of the Assessor Tool.

Assessor Tool Design Is Based upon OSD-Level Assessment Questions

The Assessor Tool and its information-based risk assessment methodology are built upon a
framework of OSD-level assessment questions. The methodology assumes that questions are
general enough that OSD-level program assessors who are not intimate with the program and
conduct program assessments only infrequently can answer them with the right set of docu-
mentation and reported data and metrics. Thus, the questions generally measure knowledge-
based standards that are established by existing DoD program assessment checklists or other
artifacts. In this way, the linking of questions to established documentation allows for a level
of traceability, verifiability, and objectiveness.

There are certainly standards, other than existing DoD checklists and artifacts, against
which integration risk could be measured. Indeed, some are highlighted in the review in the
first chapter. The standards for this methodology were chosen after discussions with OSD
AT&L, as the desire was to use a set of DoD-based measures that could be evaluated with ease
by the assessor.

Utility Theory Provided Methodological Framework

The computations underlying the assessment of questions in the Assessor Tool are based on
the concept of wuziliry. Utility theory states that a rational person makes decisions between a
set of options by choosing the option that provides them with the most utility (von Neumann
and Morgenstern, 1947; Savage, 1954). This concept is often extended to consider options with
uncertain or risky outcomes in a theory named expected utility theory. Under this concept, an
uncertain option may have multiple possible outcomes, each with different expected probabili-
ties of occurrence. The expected utility for the option is the sum-product of the probability and
the utility for each outcome (von Neumann and Morgenstern, 1947; Savage 1954).

The calculations and assumptions existing within the tool are based on expected utility
methods. The methodology assumes that a set of knowledge-based standards has been devel-
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oped against which to measure program risk and that a risky outcome may result if a question
is not satisfied. These outcomes are treated as analogous to the outcomes in expected utility
theory. Each outcome, and in turn its related assessment question, are assigned (1) an impor-
tance, analogous to utility value, and (2) a level of completeness, analogous to a probability.
For this methodology, importance of the question is defined as the magnitude of the negative
consequence that could occur in terms of program-related risks if the question-related standard
was not addressed. Completeness is defined as the level to which it has been ensured that the
question-related standard has been met. Thus, the sum-product of the importance and com-
pleteness for a set of assessment questions provides a measure of the relative risk of the program
under question.

There are certainly risk methodologies, other than those based on utility theory, that
could have been useful for evaluating integration risk. Based on discussions with AT&L, the
desired output of such an effort was a “risk score.” This desire, along with the need to use DoD
standards-based questions, prompted us to choose methods based on utility theory that could
be straightforwardly translated to address the integration risk evaluation.

Assessment Is Structured by Global and Phase-Specific Questions

The tool is set up to assess risk for a program with multiple phases. Thus, the functionality
allows for two types of questions:

* Global questions may include programmatic issues across a number of phases. Examples
of global questions in the integration risk Assessor Tool include “Has a major subsys-
tem or technology vendor failure occurred or vendor been disqualified or changed?” and
“Have funding changes increased integration risk due to inadequate funds for testing or
resulted in delays for technology insertion?”

* Phase-specific questions are tied to “relevant artifacts” or documentation that an OSD-
level assessor can use to objectively answer the question. For example, the integration risk
Assessor Tool includes questions such as, “Has a Systems Engineering Plan [SEP] been
updated to reflect the changes in the program baseline since [the previous program phase
of] ASR?” and “Does the program plan reflect adequate time allotted for test and evalua-
tion?” Both questions reference appropriate documentation (e.g., a SEP).

Both global and phase-specific questions were designed in ways that provide a reference
to relevant artifacts; this allows for the methodology to be relatively traceable, verifiable, and
objective.

Within the phase-specific questions specifically, the methodology further organizes them
into a hierarchy. Some questions may be at a very high level, while others may be more specific
or focus on a particular area. The high-level questions are designated in the tool as “primary”
questions. Related and more detailed questions are designated as “secondary” questions and
grouped with the appropriate primary question. For example, the primary question, “Has a
Systems Engineering Plan been updated to reflect the changes in the program baseline since
[the previous program phase of] Alternative System Review (ASR)?” contains a number of sec-
ondary questions, including “Have the interface control specifications been clearly defined and
put under configuration control?” and “Have appropriate modeling and simulation tools been
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identified?” Both of these secondary questions include additional important details related to
the primary question.

The advantage of the primary-secondary grouping structure is that one can reduce the
number of weights the user must specify (as discussed further on, only primary questions are
weighted in terms of importance). Also, if the assessor believes a primary question is not appli-
cable to the program under assessment, the secondary question(s) under this primary question
are also considered not applicable. Thus, the primary questions serve as a screen for the second-
ary ones.

In addition to tagging questions to accessible documentation, questions are designed to
be answered in a consistent format. Namely, phase-specific questions are framed such that they
can be answered by an assessment of “Not Addressed/Partially Addressed/Addressed.” Global
questions are framed to be answered in the form of “Yes/Somewhat/No” or “High/Medium/
Low,” where the “Yes/High” end of the scale results in a score that increases the overall relative
risk. This is discussed further below in a section on question responses.

Answers to Questions Are Weighted According to a Unique Risk Scoring
Method

As indicated previously, the information-based risk assessment methodology adopted for the
tool requires two assignments for each question: (1) the question’s importance, and (2) its level
of completeness. These two assignments are combined to result in a numerical risk score. In
this section, the baseline assumptions and scoring rules that dictate the numerical risk score
results are described.

Weightings by Question Importance

In this analysis, the importance of each information-based question is treated as a weighting,
relative to other questions. Thus, questions of greater importance will be weighted more heav-
ily, causing the overall risk to be more sensitive to whether that question has been addressed. All
primary questions are assigned a rating between 1 (Very Little Importance) and 5 (Extremely
Important).! As indicated previously, this rating signifies the consequence this question will
have on the overall risk for the program under evaluation if the question were to be answered,
“not addressed.” Secondary questions receive the same importance rating as their correspond-
ing primary question. These importance ratings are converted to question weights through a
normalization? of all question weights within a program phase. Global questions are normal-
ized separately from the program-specific questions.

Assessments of Question Completeness
Questions are also assessed for their level of completeness, such that the less a question has
been addressed, the more it will contribute to risk. All primary and secondary questions are

I We chose to use “Very Little Importance” over the more standard Likert Scale anchor of “Not at All Important”

because within the context of the checklist questions, if one question was unimportant, it would already be marked as “Not

Applicable.”

2 Dividing each value by the sum of the entire set or values will normalize each value within a set. The set of normalized
values will then sum to 1.
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assessed separately for level of completeness. Questions may be answered with the following
responses and corresponding scores: (a) Not addressed/No/High, which is scored as 1; (b) Par-
tially addressed/Partially/Medium, scored as 0.5; and (c) Addressed/Yes/Low, scored as 0. An
additional response of “Not applicable” is included for questions that do not apply to the par-
ticular program under evaluation.

Risk Scoring Method Omits “Not Applicable” Answers

The one exception to the risk scoring rules iterated above is for questions answered as “Not
applicable.” “Not applicable” questions are completely omitted from the relative risk score for
a program phase. They receive a score of 0 and are also automatically weighted as 0. Since the
question weighting is normalized over the entire set of questions, when one question is omit-
ted, all other questions within the program phase will automatically be given more impor-
tance. When a primary question is answered as “Not applicable,” the secondary questions will
automatically be scored as “Not applicable,” while secondary questions that are answered as
“Not applicable” will not dictate the completeness of the corresponding primary question.

Calculations Are Formulated at the Program-Phase Level

The relative risk for each question is calculated as the product of the question’s normalized
weight and level of completeness. Relative risks are additive and are rolled up to the program
phase level. Global questions and phase-specific questions are summed separately for two rela-
tive risk scores. An unweighted relative risk score is also calculated to present a relative risk
when assuming all questions are of equal importance. This unweighted score may be useful to
the assessor to better understand the sensitivity of the relative risk score to the weights chosen.
There is also a substantial literature that suggests unweighted linear models (such as the addi-
tive expected utility function used in this method) perform better than weighted linear models
(Dawes, 1979; Dana and Dawes, 2004).

Since the weightings are normalized at the phase level, all phase-level relative risk scores
(i.e., weighted and unweighted; phase-specific and global) will be in the range between 0 and
1. That is, if all questions within a phase are answered as “Addressed,” then the relative risk
score of that phase will be 0. Similarly, if all questions within a phase are answered as “Not
Addressed,” the relative risk score of that phase will be 1. These risk scores hold regardless of
the weights given to the individual questions.

These calculations are formalized below at the program phase level:

* Let 7 be the number of primary questions, and let 7, be the number of secondary ques-
tions within the # primary question.

* Let x, be the assigned importance for the 7 primary question in a program phase, such
thati=1,2,... n.

* Let p, be the level of completeness for the # primary question in a program phase, such
thati=1,2,... n.And let S, be the level of completeness for the / secondary question
within the # primary question, such thatj=1,2, ..., m.

* 'Then the normalized weight, w, of the  question can be found:
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w, = " R
2%, (2.1)

where x; = 0 for all corresponding p; = “Not applicable.”

* When calculating an unweighted risk score, normalized weights are calculated as:

wi - n ’
2%, (2.2)

where x; = 0 for all corresponding p; = “Not applicable.”

* 'Then the relative risk, r, for the questions within a program phase can be found:

r= 2?:12;11“0(]’[ 'Hz',/)' (2.3)

Scores Should Be Interpreted as Relative, Not Absolute

The risk score calculated by the methodology described in this document produces a relative
risk score. That is, the relative risk score is only relevant in the context of other risk scores
calculated by the same methodology. For instance, if the relative risk of the program at one
program phase is 0.40 and the previous program phase had a relative risk of 0.80, then the
program’s risk would be considered to decrease by an order of two from one phase to the next
(0.80 to 0.40). Alone, the 0.80 and 0.40 values have no meaning, but when compared to each
other, risk can be assessed as a program moves through its phases. Relative risks may also be
compared between programs for the same program phase.

As more programs are evaluated using the methodology set out in this document, the
relative risk values will begin to carry more meaning. Trends of relative risk scores for a number
of programs can be compared to the cost and schedule growths and performance metrics of
that program. This will provide for a benchmarking and validation of the risk scale. Validation
may be especially important given that the underlying assessments (i.c., level of completeness
and importance) of the risk scale are subjective. Subjective assessments of this kind tend to be
human-intensive and potentially error-prone (Sauser et al., 2008). Validation will ensure that
the risk score will provide quality information to inform OSD personnel decisionmaking,.






CHAPTER THREE
An Example Application of the Risk Assessor Tool

In this chapter, we present an example application of the Assessor Tool. The test case calls
for an assessment of compliance risk associated with SI activities during the weapon systems
acquisition process. That application of the methodology and tool as presented here would
permit both individual program and portfolio characterization of weapon systems integration
risk. As discussed in the first chapter, this is part of the annual reporting required by WSARA.

Questions in the Test Case Are Based upon Existing DoD Program
Assessment Checklists

Based upon discussions with AT&L, we drew upon existing material and checklists already
in use by DoD and the services to develop a set of questions relevant to integration risk. These
organizations already had established processes for reviewing programs at each defense acqui-
sition phase (e.g., CDR and PDR). By leveraging existing questions for each of these program
phases, it would be easy for all parties to conduct an integration risk assessment.

Questions were further organized into domain areas (e.g., design and engineering, pro-
gram management, logistics) and assigned as either “primary” or “secondary.” Finally, each
question was tagged for the relevant artifacts or documents (e.g., interface control documents
[ICDs], SEPD, test and evaluation master plan [TEMP], etc.) that could be associated with that
question. That is, most integration risk questions can be evaluated against these relevant docu-
ments to determine if the knowledge-based standard defined in the question has been satisfied.
Assigning a reference document for each question allows the methodology to be reviewed by
an OSD-level assessor who may not be particularly knowledgeable about the specific weapon
system being evaluated. Referencing documentation in this way allowed for a level of trace-
ability to the questions’ responses.

The Assessor Tool Is Designed According to Systems Engineering V

The Assessor Tool includes an overview tab (see Figure 3.1), and, for each program phase that
aligns to steps in the SE “V,” there is one tab each for assessor input and for results reporting.
The Overview Tab, shown in Figure 3.1, acts as the home page for this Assessor Tool. At the
top of the page, a program name can be entered that will be carried through to each of the
input and output tabs. Buttons to each program phase (referred to as a technical review by
DoD) are overlaid upon the SE “V,” which is a framework used in acquisition programs. The

15



16 A Risk Assessment Methodology and Excel Tool for Acquisition Programs

Figure 3.1
Overview Tab of the Assessor Tool
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first button is named for the program phase. It will take the user to the assessment questions
for that program phase. The second button, labeled “Results,” will take the user directly to the
results tab (for the corresponding program phase), which summarizes the assessor’s input into
its corresponding assessment question tab.

The User Customizes the Assessor Input Forms

Table 3.1 displays the top half of the assessment questions for a program at the ASR program
phase. At the top, the program name is shown as entered on the overview tab. Following to
the right, the page allows the assessor to enter his or her name and the date of the assessment,
which will be carried onto the results tab. Questions are listed in rows, shown in the second
column, with the first column presenting the questions’ associated ID number. ID numbers for
primary questions are listed as whole numbers, with their secondary questions indented and
listed as decimals (e.g., 1.1, 1.2, and 2.1). The fourth and fifth columns, respectively, present
the relevant artifacts upon which to assess that question and the question’s domain area.
Assessor inputs are found in the sixth and seventh columns, labeled “Importance” and
“Assessment.” Each column includes drop-down menus for the user’s input. The drop-down
menu for Importance presents a scale from 1 (Very Little Importance) to 5 (Extremely Impor-
tant). Since secondary questions adopt the importance of their primary question, there are
no drop-down menus provided for the importance of secondary questions. The drop-down
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menu for Assessment presents a scale with 0 (Addressed), 0.5 (Partially Addressed) and 1 (Not
Addressed). A “Not applicable” option is also available in this drop-down menu.

Columns eight and nine present the output for the Assessment and Importance columns,
respectively. The Assessor Tool converts these values, as indicated in Chapter Two, to the rela-
tive risk and unweighted relative risk shown in the final two columns. Also as indicated in
Chapter Two, relative risk is additive and is rolled up for all phase-specific assessment questions
in this program phase tab. The total relative risk value is highlighted in yellow at the bottom
of Table 3.1. Overall relative risk scores for any program phase are on a scale from 0 (very little
relative risk) to 1 (very high relative risk).

Finally, every program phase can be customized with questions applicable to the program
under consideration. The blank rows at the bottom of the ASR assessment questions tab shown
in Table 3.1 allow for this customization. When the assessor fills out the ID and question, any
questions added will automatically be incorporated into the relative risk in the same manner
as the other questions.

Table 3.2 displays a similarly structured set of questions, which are found at the bottom
of the ASR tab of the Assessor Tool. These are the global questions, which do not change
between program phases. While these global questions are the same on each assessor input tab,
they may be assessed differently at each program phase. All columns shown in Table 3.2 are
analogous to those in Table 3.1. Additionally, there are four blank rows provided to allow for
additional questions to be added as applicable. The “Total Global Relative Risk” score is the
sum of the relative risks for all global questions. Buttons shown below Table 3.2 allow the user
to move directly onto the corresponding results page or to go back to the home page.

Assessor Tool Summarizes Results in Three Ways

Figure 3.2 displays the results tab that corresponds to the ASR program phase questions shown
in Tables 3.1 and 3.2. The ASR results tab carries over the program name, entered on the over-
view tab, and the assessor name and date from the ASR assessor input tab. The relative risk
results (weighted and unweighted) for both the ASR program phase and global questions are
shown prominently on the left side of the tab. In addition to these summary values, the results
tab shows the three ASR and three global questions that constitute the greatest relative risk for
that program phase. These results report the questions that influence the relative risk score the
most, and therefore, identify the areas that will need the most attention to reduce compliance
risk of the program.

Finally, the results tab includes a visualization of each of the ASR and global ques-
tions in a risk cube—type format. Acquisition program risk is managed and presented in vari-
ous ways prescribed in acquisition governance directives with such a risk cube type format
being common and, in fact, incorporated into the formal program manager program report-
ing requirement into the Defense Acquisition Management Information Retrieval (DAMIR)
system. The importance of the questions increase along the x-axis, while the y-axis presents
those questions that are considered to be less complete/not addressed as higher on the scale.
Questions are plotted on the graph by the assessor inputs. Global questions are shown as open
circles, while phase-specific questions are shown as closed circles. Question ID values for the
ASR and global questions are shown above and to the right of the circles, respectively. In this
way, the format mimics that of a risk cube, where the riskiest questions are in the upper right
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Sample ASR Assessor Data Entry Phase
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10 S - Very Little Imparfafel ddressed 0 o 0.00 000
11 HER 1 -Very Little |mp.aruﬁ Ackdresaad a o .00 a0
12 AR 1 - Wery Little impar u@n} “Addressed, 0 o .00 000
1 ASR L-Very Litde Importafed [ addressed i o 000 0400
Total ASR Relative Risk 0.96 0.46

NOTE: All abbreviations can be found in the Abbreviations list.
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Table 3.2
Sample ASR Assessor Data Entry Phase, Global Questions

Program Name: Example Program 1

Assessor Name: Joe Smith

Date: 6/13/2012

: P Relative
2 Technical Relevant Domain 2 Relative .
ID  Question < z Importance Assessment Score Weight Risk (un-
Review Artifacts Area weighted)
Gy s aschedule breach been reperted in the program in DAMIR/DASHEOARD e ryT— _mpo,m i : 3 T T
reporting? \
. Wiy the schedule breach due o major system development, deliveries ar
61 raduction that Intieiss integration risk? ASR Somewhat 2.5 3 0.04 .04
Has the IMS :h!ﬂg&d due to the breach such ms[il\l.!sl‘ﬂl.'ﬂﬂ risk hag
.
£ increased due to reduced durations Tor installation and testing? A5R Yeg : 3 ga8 gee
Have Tunding changes intreased integration fisk due 1o inadequate fands for B o S A
2 -t ctant |
o testing or resulved in delays for technology insertion? b : ki ﬁ ho 0 1 Do el
G3  Has the program been identified Yor a Nunn-MoCurdy breach? ASR | 4-Very Important _:] Mo a5 4 Q.06 .04
5 For any thanges as a result of N-M recertification, have there been any
e program technical risks or integration ricks that have not been assesed? i Yes = % 4 L o
Asie thete any technology risk issses identified in the most receat ADM that have f
G4 it been addressed by the programz ASK: | 3-samewhatimportaft] Somewht o ] as 3 0.04 2.04
G5 What i the DOTRE rick assessment for the program [H, M, L7 DER [ 2-alveimportant j4] | -rhgh ¢ ] 1 2 0.06 .07
Gal Has any of the TEMP not been concurred and funded? ASE * 1 2 0.06 .07
Has & rajer sub-system or techaology vendor lailure accusred or vendor baen
GE disqualifed or changed? MSR a o 0.00 0.0
GE.L ‘"Wihat is the associated integration risk eflect an the program (H M, L7 ASR [} a 0.00 0.00
Have: all reguired certifications or the planning to achieve required certifications at [ & . .
a7 ASR | 2-Aldithe in it S .
the appropriste time been sddressed? | funtbiinichhid | ] sl . 0.5 2 0.03 a0
G7.1 Informatian Assurance je.p DIACAP and N3A Cryptographic Certification| 2 ASR All : } Q 2 0.00 Q.00
Gri Interoperability {e g Net Ready KPP, laint Intetoperability Test Certificate]? MASR Same : ] as 2 0.03 0.0d
Gr.a Spectrum Management | ez EMI/ EMC Cert, Spectrum Cert)? ASR Al 4 ] a 2 0.00 Gl
Gra Safery (e Airworthiness, SUBSAFE, PESHE|? ST Nons 3 } 1 2 Q.06 .07
GE ASR [ L-very Lictle Importiged | ves T 0 000 200
a8 A5 [ L-very Lintle Importiged | yes 3 1 0 0.00 0.00
G A5 [ 1-very Little Importiged | ves i 1 ] 0.00 a0
611 ASR | L-very Little Importaged  ves 8 1 o 0.00 .00
Total Global Relative Risk 0.64 0.61
Results Back to Home Page

NOTE: All abbreviations can be found in the Abbreviations list.
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Figure 3.2
Results Page for Sample Run

Print Report Back to questions | | Back to Home Page

Top questions with the largest relative risk
Question Relative Relevant

AS R Type Rank ID Hisk Question Domain Area At
Have the Elec i Spectrum bl &
ASR 1t 41 008  factors :een and submitted far spectrurn supportably E’Eﬂ:"‘j S50, SEP
approval? ng
Have HS| issues bean integrated into the systems acquisition Design and
Summary |~ """ =
Have the requirements for integration test activiites been Design and
i el G e and included in the cost ifiees S
— For any changes as a result of N-M recertification, have there
- Global 1st G31 011  been any program technical risks or integration risks that have ] [1]
Program Name: Example SR
" . 2 Has a schedule breach been reported in the program in
Program 1 Glabal WG R e 0 o
Has the IMS changed due to the breach such that integration risk
. Global 3rd G1.2 008  hasincreased due to reduced durations for installation and a 1}
Assessor: Joe Smith T e iz S
Pt T oA Sats Status of ASR Questions
° ' ® Global Questions | |
vl Mot Addresced/Yes e
)
Q
L=
ASR Global g
Questions Questions = peally dfdrssmnd |
E
8 Addressed/No
overal  INOMENNNGES 5 '
Relative Risk =
&
[ ¢5P
Relative Risk
0.46 0.61 = &
(un-weighted) )

Weight (Importance)

RAND RR262-3.2

hand corner. Since the relative risk measured by this methodology is generally equivalent to a
compliance assessment, any question that has been addressed, as well as any question that is
deemed to be of very little importance, is considered to be “green” on the risk cube.



CHAPTER FOUR

Further Applications

As demonstrated in the previous chapter, this Assessor Tool is appropriate for OSD-level
information-based acquisition risk assessments. In addition, as we describe in this chapter, the
tool has several other potential uses for the acquisitions community.

The Assessor Tool May Be Useful for Compliance Reporting

Using the integration risk application described in this report, the tool and methodology
permit both individual program and portfolio characterization of weapon systems integration
risk as part of the annual reporting required by WSARA. As programs are evaluated using
the methodology set out in this document, trends of relative risk scores can be benchmarked
against the cost and schedule growths and performance metrics of that program.

The Assessor Tool May Be Useful for Other OSD-Level Risk Assessments

While the tool and methodology were developed to assess SI risks on major programs, they
are also generalizable to an entire set of information-based risk assessment applications. The
tool could easily be tailored to insert user-determined review elements specific to previously
identified technical or integration risk issues. For example, if a subsystem of a weapon system
was a developmental radar or aircraft engine and OSD (AT&L) had formally directed separate
review or reporting of the subsystem in an Acquisition Decision Memorandum, the user could
tailor specific questions in the Assessor Tool to capture integration risk for that subsystem. In
this sense, the tool may be aligned to SI risk areas identified at any point in the acquisition
process.

Using the blank template of the tool, a user could adapt it to evaluate risk related to many
other types of programs with documented knowledge-based standards in place. For example,
the reproducible and documented tool could be considered for program office reporting during
other acquisition reviews, such as the OSD Defense Acquisition Executive Summary (DAES)
and Overarching Integrated Product Team (OIPT) reviews, and for adaptation into other
program assessment tools, such as the Probability of Program Success (POPS) tool. “Pushing”
out the methodology and tool would be required to enable program manager evaluation to be
included as a template in the POPS format.
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Further Validation May Enhance Usability of the Assessor Tool

Overall, the methodology and tool have many strengths, including being based on well-
grounded theories, allowing for reproducibility and traceability, and the extensive flexibility to
be used to evaluate risk for many different types of programs. Potential limitations include the
need for a benchmarking and validation of the relative risk scores calculated by the tool. There-
fore, potential future work could include the tool’s validation by tracking its output against a
program’s performance. This would require that the Assessor Tool be connected to a database
that could store the results from the tool. Performance metrics of the program could then be
input into the database. Statistical tests could measure the strength and manner of the relation-
ship between the relative risk values and performance metrics. Validation of the methodology
and benchmarking of relative risk scores would strengthen the defensibility of the tool and
improve its attractiveness for future use.



CHAPTER FIVE

Conclusion

This report presented a methodology and Assessor Tool that can facilitate an OSD-level
information-based risk assessment for acquisition or other major programs. It described a gen-
eralizable form of the Assessor Tool, using the integration risk Assessor Tool as an example
application. The reproducible and documented tool for integration risk assessment may be consid-
ered for program office reporting to meet WSARA compliance as well as for other acquisition
reviews, such as the OSD DAES and OIPT reviews, and for adaptation into other program
assessment tools, such as the POPS tool. As of this writing, the Assessor Tool has not yet been
validated in a real-world setting. As such, the tool is not yet generally available for download.
However, the tool is available for prospective users on a trial basis. Instructions for requesting a
copy of the Assessor Tool can be found in the Preface. The users’ manual for the Assessor Tool
is available in a companion document (see Fleishman-Mayer, Arena, and McMahon, 2013).
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Implementing risk management principles to manage large defense acquisition programs is a priority for the U.S.
defense acquisition community. To assist those decisionmakers responsible for identifying the risk associated with
major weapons programs, RAND researchers developed a methodology and accompanying Excel, information-
based risk tool (the “Assessor Tool”). The Assessor Tool offers an Office of the Secretary of Defense (OSD)-level
approach to the evaluation and measurement of system integration risk. That is, it is meant for assessors, such as
OSD personnel, who may not be especially familiar with the specific program under evaluation but still may need
to make judgments about the program'’s risk. It is based on a tractable and comprehensive set of questions that
can help evaluate integration risk at each point in the acquisition process. More specifically, the tool enables users
to see how well integration risk is being managed by providing a standards-based valuation of integration issues
that can lead to cost growth, schedule growth, and program performance. The users’ manual for the Assessor Tool
is available in a companion document, An Excel Tool to Assess Acquisition Program Risk (by Lauren A. Fleishman-
Mayer, Mark V. Arena, and Michael E. McMahon, TL-113-OSD, 2013). The Assessor Tool and its methodology
may also be generalizable to an entire set of information-based risk assessment applications. Overall, the method-
ology and tool have many strengths, including being based on well-grounded theories, allowing for reproducibility
and traceability, and the extensive flexibility to be used to evaluate risk for many different types of programs. To
provide a benchmarking and validation of the risk scores calculated by the tool, future work could include the
tool’s validation by tracking its output against a program’s performance.
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