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What “really” matters in Cyber?

(where common protections are needed for ALL

and your government product / service needs to accommodate them)

Can’t happen to you?
6.5M Linked in passwords stolen...
Facebook hacks proliferate — contain hacker links, questionable “friends”
Yahoo email accounts hacked — almost 500,00 passwords compromised- etc, etc..
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What “really” matters in Cyber?
(B.LU.F.) (and who says so?)

e OSD / federal S&T activities @

*Distributed Trust It's NOT all about expensive

eResilient Architectures new “cvber capabilities”
eResponse and Cyber Maneuver y P

eVisualization and Decision Support

eComponent Trust

eDetection and Autonomic Response — but more about the SoS / 1&l

eRecovery and Reconstitution _ “glue” (profiles, common

I EA, SoPs, standards, etc

 NSA / agency S&T activities L )

— Mobility, wireless, & secure mobile services i .

— Platform integrity / compliance assurance Along with the baSICS'_

— End client security (1) enforced Cyber hyg|ene’

— Cyber indications and warning (I&W) (2) effective access control,

— Mitigation engineering (affordability) (3) reduced complexity N

— Massive data — (date centric security) defense in depth IA/ cyber,

— Advanced technology.... (targeted) (4) continuous monitoring

— Virtualization — secure capabilities (which is NOT just audits!)

.

When in doubt, do the cyber basics well,
then develop critical / key needs (on slide 8)




What are KEY cyber elements?

Fundamental issues.... (givens)

- Threats are illusive — so also plan around consequences (fault tree)

- KISS, as complexity is our enemy — do the basics well (hygiene, anonymity, etc)
- In a connected world, it’s the shared vulnerabilities that will get you / us

- “They” have an asymmetrical advantage, so plan on it, leverage that

- We must have a homogenous security protection in a heterogeneous world

Essential gaps / needs...

- Follow the OSD / NSA R&D / S&T perspectives, they’re authoritative sources

- Apply trade-offs / assessments from a common end-state (open world / ubiquity)
- Using an enterprise risk management schema, develop YOUR cyber action plan

- If you can’t integrate “it” into your IT/network environment, “it” is useless

- Most of the gaps and needs are “SoS” and “1&1” elements (the “glue”), not “stuff”

If you don’t know where you’re headed, any path will do
Where the bad actors continue to count on us not being in sync



Threat Vectors of Interest

Mobile devices ... and wireless always predicted, yet proliferates in 2012
— Start with more Android Trojans, digital wallets, USER provided network services!

— Wireless security issues expand (besides 802.11 & WiMAX, to Zigbee, WirelessHART, Z-Wave,
etc.) ... ARM hacking increases

— BYOD — many more hidden costs, legalities and risks than it seems on the surface...

Cyber crime: easy money, minimal downside and growing

— lllicit cyber revenues has essentially equaled all illegal drug trafficking $SS

Nation-sponsored hacking: When APT meets industrialization

— More targeted custom malware (Stuxnet -> Duqu is but one example and now FLAME!)

The insider threat is much more than you had imagined

— Coming from employees, partners, clients and compromised services and computing devices of
all kinds. With Improved social engineering attack

— social media critical data leaks / malware distribution
Misanthropes and anti-socials / hacktivism grows

— Privacy vs. security (and trust) in social networks. Radical group’s DDOS attack can be effective on
small businesses!

... mobile devices and cloud infrastructure hacking are likely the
two of the biggest rising stars in cyber crime in 2012...



Threat Vectors of Interest (cont.)

e SSL/XML/web (HTML5)/browser vulnerabilities will proliferate

— Browsers remain a major threat vector (and bypasses the IA suite)

e Hackers feeling the heat... (the easy vulnerabilities are diminishing)

— they need to invest in better attack techniques and detection evasion....

 Cyber security becomes a business process...

— focused on data security, no longer a niche Industry.... EVERYONE will spin their capabilities

e Convergence of data security and privacy regulation worldwide..
— Compliance even more so (PCI DSS, HIPAA, etc) .. What is “good enough” security?
— Data security goes to the cloud - where security due diligence is more than SLAs!

— IPv6 transition will provide threat opportunities... Data Loss Prevention is STILL key...
e Containment is the new prevention (folks now get the "resilience" aspect...)
e Full time incident responders needed, versus only virtual

— Monitoring and analysis capability increase, but not enough (re: near real-time forensics
&“chain of custody” evidence).... “continuous monitoring” is KEY... (re: NIST docs)

There is MUCH to consider in the “threat” equation... and it's always changing
Hence why you must also practice “consequence” risk management
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What are the major Threats?

Which ones must we all “really” worry about?

e Summary of the top threats T
— Malicious Code — viruses, botnets, etc
— Stolen/Lost Laptop or Mobile Device
— Spear Phishing — targeted SPAM
— Unsecured Wireless Internet Networks
— Insider/Disgruntled Employee S

—— Where’s your data?

 Key Business Security problems - Computer Security Institute Survey (2008)

— 42% reported laptop theft; 44% reported insider abuse; 50% detected computer viruses;
21% reported denial of service attacks; 20% reported systems being made bots

* Survey of 10,413 information security professionals top threat concerns
— application vulnerabilities (cited by 73%),
— mobile devices (66%)  viruses and worms (65%) internal employees (63%)
— hackers (55%) and contractors (45%) Other concerns include cyber terrorism (44%),
— cloud-based services (43%), and organized crime (38%).

Basically Everything... So follow the risk consequences
by practicing defense in depth — all affordably....




Focus Area 3 Focus Area 2 FocusAreal

NSPD-54/HSPD-23: CNCI-1 ‘12 Initiatives’

(http://www.whitehouse.gov/cybersecurity/comprehensive-national-cybersecurity-initiative )

Trusted Internet

Deploy Passive
Sensors Across

Pursue Deployment of
Intrusion Prevention

Coordinate and
Redirect R&D

Connections Federal Systems Systems Efforts
Establish a front line of defense
Connect Current Develop Gov't-wide Increase Security of
: : . Expand
Centers to Enhance Counterintelligence the Classified Education
Situational Awareness Plan for Cyberspace Networks

Resolve to secure cyberspace / set conditions for long-term success

Define and Develop
Enduring Lead Ahead
Technologies,
Strategies & Programs

Define and Develop
Enduring Deterrence
Strategies & Programs

Manage Global
Supply Chain Risk

Define Federal Role for
Cybersecurity in Critical
Infrastructure Domains

Shape future environment / secure U.S. advantage / address new threats

Cyber efforts must synchronize with Federal Investments

The HARD part is implementing enterprise integration, interoperability
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and controlling emergent behavior - that can affect most focus areas




Prioritization of the Consolidated
Enabling Technology Areas (ETAS)

e Distributed Trust * Response and Cyber Maneuver
high .. _ : L ..
J * Resilient Architectures * Visualization and Decision Support
e Component Trust e Recovery and Reconstitution
 Detection and Autonomic Response
« Advanced Cross-Domain Solutions  * Human Factors and Training
« Advanced Cryptography  Malware/Forensics Analysis
« Quantum Computing, Comms, and and Reverse Engineering
low Crypto  Resilient Infrastructure and Comms
e Biometrics » Scientific Theory and Measures
« Code Verification and Compliance * Sensing and Data Fusion
« Correct (Assured) by Construction « Software Pedigree and Provenance
Software
. Deception and Information H|d|ng Source — QDR / DPPG study by OSD (Sep 2010)

CYBER is fundamentally about distributed trust & secure messaqging!




Strategic Cyber Elements

(1) Collaborate on common enterprise IA / cyber strategy and vision
policy mapped to prioritized capabilities with assigned resources

(2) Develop common overall enterprise risk assessment (ERA)

accounts for both significant threat vectors & vulnerability consequences -> key mitigations
Organizational specific items complement and weighted within the existing CNCI-2 12 focus areas

(3) Align and synchronize resources and cyber gaps / initiatives
across federal organizations and tier 1 — tier 3 architecture perspectives

(4) Address pervasive lack of basic cyber hygiene enterprise wide

within the total claimancy’s people, processes and products (technology)
enforce a scalable, global access control model, that preserves least privilege, “attenuated delegation”

(5) Reduce complexity - Build a trusted cyber infrastructure
on top of the existing IA/CND infrastructure, as an integrated “SoS” - with enforced CM
thus optimize our overall cyber package and ensure synchronization and RESILIENCY!

(6) Better integrate / leverage education and ‘proactive defense’
“stealth offense” best left to law enforcement and qualified, undercover federal entities — covert / clandestine

Top down approach to a balanced,
prioritized cyber execution plan 9



Key Tactical Thrusts

Organize national cyber security approach / governance
Common ERA, prioritize mitigations and resources

Begin Dynamic Cyber Enterprise Management (enforced hygiene)
KEY capability — effective continuous monitoring!!!! (can’t manage what you can’t measure) \ 95%

Top-down enforcement of IA / Cyber architecture security
: » incident
— Secure enterprise access control / Cyber IFF reduction

— Overall Dynamic Cyber Defense (DCD) approach
* Proactive / dynamic defensive I&W — monitor abnormal behavior
* Virtual storefront — reacts quickly to predictive IO/IA I&W
e |A/CND treated as an integrated “SoS” with lead/lagfeedback

— Common enterprise trust model (and implement¥pMs, etc)
— Reduce complexity - IA Building blocks / APLs with pedigrees
— Integrate into an enterprise cyber security model / framework

Effective lifecycle awareness, education, and training

High ROI Activities that get us all moving quickly
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Integration, execution is everything

as if you can’t implement well, it costs you everywhere!!!

he guantitative benefits of systems integration and interoperability (I&1) are:

. Shorter/reduced steps in business processes

. Time taken to process one application/record

. Less complaints from members of the public

. No. of applications/records processed over a period

. Less complaints from end- users Until the user is happy using
. Reduced number of errors | / benefitting from the new

. Reduced software development time/effort capability, it has no value

. Reduced maintenance

. Reduced no. of IT personnel Buying stuff is “easy”

he qualitative benefits of 1&I are: getting it to work in your

. Improved working procedures environment is hard...

. Better communication with other related organizations

. Job satisfaction

. Redefine job specification Plan for “1&]”

. Improved data accessibility - Integration & Interoperability -
. One-stop service then double it

. More friendly public service

The best capability means little, if it stays in the box



Cyber Security “Best Practices” Overview

(Best practices are not a panacea, complete or only what you need to do — but a decent quide)

Quantify your business protection needs — do you have an asset inventory?
Determine what is “good enough” or minimally acceptable for your business

Quantify your environment’s threats and vulnerabilities
e your list should have 10 — 50 or so threats assessed — check out USCERT, others

Have a security policy that’s useful, complete, CEO/leadership endorsed
e ves, that’s actually HAVE A POLICY, profiles, access control, BYOD, etc then enforce it!

Run self-assessments on security measures (use accepted tests, STIGs,
PenTests, etc) and compliance (HIPAA, PCI, CFR, SOX, etc)

Training and awareness programs — much needed, but not a guarantee
TEST your continuity, recovery plans, backup — have you ever you restored?

Encrypt where you can - asses where / how you need it : IM, e-mail, file
transfer, storage, backup, etc)

Be familiar with / USE the “NIST” 1A/Security series — they are very good!
Reduce complexity — use only approved / preferred products lists (A/PPLs)
A risk management plan (RMP) - using both threats AND consequences

As, you can somewhat control what you plan,
but you usually ONLY get what you enforce!
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What small businesses need to know about cyber
security before they can offer services to the government

In general, companies must provide a commensurate security level as the government site
they are going to do business with... (see NIST & GSA web sites below)

This NIST provides a good overview of the government requirements, which in general

needs to be met by companies connecting to government sites iso services provided...
http://csrc.nist.gov/publications/fips/fips200/FIPS-200-final-march.pdf

Information Security rules by GSA
http://www.gsa.gov/portal/content/104257

VA has a contract clause that's fairly standard
http://www.iprm.oit.va.qgov/docs/Appendix_C.pdf

The education department has a good overview of requirements
http://www?2.ed.gov/fund/contract/about/bsp.html

Government Contractors Now Subject to Cybersecurity Regulations —More are on the Way

http://www.scribd.com/doc/89226369/Government-Contractors-Now-Subject-to-Cybersecurity-Requlations-%E2%80%93-
And-More-are-on-the-Way

Small business security overview (and detailed brief on the major security product details too)
http://www.sciap.org/blogl/wp-content/uploads/Small-Business-Security-ADT-Cluster-v4 Mike Davis July 26 2011.pdf




“Way Forward”

(given all the unknowns, variables... this is “one” approximately correct path...;-))

Vision embedded...

— know where you are going, where the passion is and what the USER
values... as instantiated in your business success factors...

— complement with SWOT / PEST opportunities.. Use centers of excellence,
smart outsourcing, know your enemy / competition AND users well

Risk Management Plan... RMP

— A living document, current, dynamic, realistic, supporting your business
metrics... as cyber really matters... as you are betting your livelihood on it

Effective, working Policy...

— Embedded in core business success factors, rules to enforce statutory, legal
mandates, key processes, to enforce behavior (pos & neg incentives)

Basics, basics, basics..

— New toys matter little, if your environment is not maintained, monitored

— Poor hygiene / CM causes MOST security incidents (so% (Nsa) / 86-95% (Verizon))




SUMMARY

What “really” matters in Cyber?
OSD / federal S&T activities @

eDistributed Trust

eResilient Architectures

*Response and Cyber Maneuver It's NOT all about expensive
eVisualization and Decision Support new “cyber capabilities”
eComponent Trust

eDetection and Autonomic Response >_ but more about the SoS / 1&l
eRecovery and Reconstitution S “glue” (profiles, common

EA, SoPs, standards, etc
NSA / agency S&T activities L )

— Mobility, wireless, & secure mobile services
— Platform integrity / compliance assurance
— End client security

— Cyber indications and warning (1&W)

Along with the basics:
(1) enforced cyber hygiene,
(2) effective access control,

— Mitigation engineering (affordability) (3) reduced Complexity N

— Massive data — (date centric security) defense in depth 1A/ cyber,
— Advanced technology.... (targeted) (4) continuous monitoring
— Virtualization — secure capabilities (which is NOT just audits!)

.
DO the cyber basics well, follow your RMP
Know your limitations / gaps , build in consequence risk managemeént
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|A/security resources

This site has almost

Main sites .
everything you need
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https:/lwww.fleetforces.navy.mil/net
warcom/navycanda. —

C&A moved

http://iase.disa.mil/ditscap/ to here

other IA/Security sites:

https://www.us.army.mil/suite/porta
l/index.jsp
Great

http://csrc.nist.gov/ <«——— Sites

too
http://www.nsa.gov/ia/index.cfm \

http://www.iatf.net/

other I1A/Security sites (cont):

Great ISSE /
SSE Site

http://www.sse-cmm.org/lib/lib.asp

http://www.cert.org/

http://www.commoncriteriaportal.org/

http://www.amc.army.mil/amc/ci/matrix/p
olicy/policy_new.htm

https://www.sans.org/about/sans.php
http://iac.dtic.mil/iatac/
http://www.cerias.purdue.edu/
http://security.sdsc.edu/

http://iase.disa.mil/stigs/index.html



Begin with the end in mind

It's clearly important to understand the desired end result, instantiation of your
vision - having the image of the vision as your frame of reference to evaluate
everything else.

It is also Impossible to integrate capability without having a plan and the
correct systems in place to run the business.

Vision execution has to do with the "purposes" of capabilities, that have to do
with visualization and complete planning! Bundled within personal and
business: (a) leadership (what), (b) management (how), and (c) productivity
(doing it well)...

You can take the concept further by questioning the vision itself!
Challenge assumptions, barriers, limitations, and obstacles...(the five whys?)

Always apply critical thinking (reflective skepticism) to the vision, as that
brings New ldeas... Fosters Teamwork... Promotes Options... Uncovers
Spinoffs... simulates a Clear Head... and fresh Perspectives emerge....

If you don’t know where you are headed,
Seemingly blind alleys won’t cut it either / waste $$3$



Maximize investments / ROI

A strategic approach to maintenance and effectively using key performance indicators,
organizations can better maximize resources, reduce capital and operating costs, and
increase their return on investment (ROI). It's all about managing risk, from a “high
performance organization - HPO” operating perspective.

The critical elements of successful project value ROI analysis:

» Always starting with business goals and challenges versus technology.
« ROI analysis should be completed both for the past and the future.

» Business goals can not be achieved through technology alone.

* Project benefits cannot always be completely or accurately quantified,
iIntangible elements have value too.

* There are many kinds of project costs in evaluations.

» Analyzing your entire technology project portfolio.

« Monitor critical business success metrics and re-evaluating your project
alignment process.

Four ROI pillars: (1) strong foundation / operating plan, (2) defined enterprise
effectiveness, (3) business enablement and (4) optimization / differentiation.

Cyber ROl is misleading - as it’s more insurance than investment,




Drive out complexity - KISS

Complexity leads to variation in practice, opportunities for data /
operational errors, and increased risk of mission failure.

Reducing complexity is key to improving both risk posture and productivity.

Human engineering and complexity theory teach that WE ALL need to smartly, collaboratively:
- Simplify - Standardize - Automate - Integrate

Reducing complexity is a major competitive factor for ensuring supply chain performance and
exceeding customer expectations.

Given an increasing share of work is outsourced, the challenge of handling complexity has
become all the more demanding.

Companies that do not master complexity risk experiencing supply chain inefficiencies,
resulting in non-competitive working capital structures, lower transparency of cost drivers and
difficulties in achieving service levels.

Address complexity in product, processes and organization.. and DATA

Use existing initiative to simplify both objectives and processes:
Just-In-Time...  Standardization... Strategic Outsourcing.... Supply-
chain management... Target costing... Performance Measures....

Take the "zero-baseline" approach to complexity



Cyber Security ROI

ROl is a big deal in business, but it's a misnomer in security.

Security ROl is difficult to compute, simply because it is hard to predict the probability of a
true security event and the costs associated with the loss and mitigation of it.

A major issue in cyber security right now is that we’ve never been able to construct an
intelligent return on investment (ROI) for cyber security.

As we’ve never been truly able to gauge how big the risk really is.

But, you need to be able to gauge the magnitude of the risk. what exactly the exposure is or if the
actual event took place. because there just isn't enough good data.. There aren't good crime rates for
cyberspace, and we have a lot less data about how individual security countermeasures—or specific
configurations of countermeasures—mitigate those risks. We don't even have data on incident costs

The classic methodology is called annualized loss expectancy (ALE). Calculate the cost of a security
incident in both tangibles like time and money, and intangibles like reputation and competitive
advantage. Multiply that by the chance the incident will occur in a year. That tells you how much you
should spend to mitigate the risk.

Cybersecurity ROl is considerably harder, as the threat moves too quickly - so we can't
create ALE models. But there's another problem, and it's that the math quickly falls apart
when it comes to rare and expensive events. ... especially if the impact is huge, even low
occurrence is very costly...

Cyber ROl is misleading - as it is insurance — a cost of doing business




COTS / buy versus build

(Drive everything to a commodity state!)

MUST balance the business needs, shot-term and long-term goals, key
requirements and available technologies and solutions on the market.
The company and key stakeholders must always consider and analyze all the
options for each project and solution:

» Speed of implementation for a COTS vs. custom solution

» Cost of implementation of a COTS vs. custom build

 Functionality, flexibility and scalability in a COTS vs. custom build

» Support for COTS VS. custom build

» Organizational best practices, current technology and skill sets of employees

 Potential for upgrading, modification and replacement of COTS vs. build

Key elements in the process:

1. Properly analyze any COTS systems for suitability — the capability requirements
and a technical perspective ... concurrent engineering applies even more here

2. Beware the COTS sales pitch / trap to fall into is being promised functionality that
iIsn't in the COTS at present but they will add for you.

3. Check for unit tests in the COTS and also what development practices they use,
be wary if the vendor isn't giving much info about technical aspects. Is the source
code is available and have your programmers assessed it?

Ultimately, If it's a critical business function
do it yourself, no matter what
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Key cyber capabilities to develop

(think “secure comms / messaging” - here proposed wrt high tier examples)

e Distributed Trust --- Enable secure distributed interactions by establishing
appropriate levels of trust among remote devices, systems, or users .... supports:
Models and Protocols for Trust Establishment; Infrastructure; Dynamic Evaluation; Out-of-
Band and Physical Trust Maintenance

» Resilient Architectures --- Enable functional capabilities to continue despite
successful disruption or compromise by the adversary .... supports: Morphing Engines
Generating Unpredictability; Secured Network Storage; System Decomposition for Mission-
Tailored Tools; Response and Cyber Maneuver

* Visualization and Decision Support --- Enable human decision-makers to quickly
understand the security and operational implications of the current situation and to
rapidly ascertain the best course of action to pursue .... supports: Real-Time Analysis
Engines ; Common Operational Framework; Holistic Cognitive Environment

 Response and Cyber Maneuver --- Enable defenders to perform shaping
operations that minimize the attack space and frustrate adversary planning and to take
action during attacks to block, disrupt, remove, or counter adversary actions.
supports: Polymorphic Technologies; Cyber Obfuscation; Network Agility

Net-centric Cyber Security = SoS and 1&| aspects,




CNCI

Comprehensive National Cybersecurity Initiative (CNCI). This initiative was launched by the second President Bush in
National Security Presidential Directive 54 and Homeland Security Presidential Directive 23 back in January 2008.

there are 12 mutually-reinforcing initiatives that are intended to establish a front line of defense against today’s immediate
threats, to defend against the full spectrum of threats, and to strengthen the future cybersecurity environment.

INITIATIVE #1 -- Manage the Federal Enterprise Network as a single network enterprise with Trusted Internet Connections.
This is about consolidating our external access points and creating common security solutions across agencies.

INITIATIVE #2 -- Deploy an intrusion detection system of sensors across the Federal enterprise. This is a passive system
that watches traffic and helps notify us about unauthorized network intrusions. DHS is deploying signature-based sensors as
part of the EINSTEIN-2 (PDF) capability, with notification going to US-CERT.

INITIATIVE #3 -- Pursue deployment of intrusion prevention systems across the Federal enterprise. This takes it up a notch
with EINSTEIN-3 (PDF) and not only detects intrusions, but actively prevents intrusions into federal systems. This will have
serious zero-day and real-time counter-threat capabilities.

INITIATIVE #4 -- Coordinate and redirect research and development (R&D) efforts. This initiative serves to help us get all of
our R&D efforts working together, with a better communications and tasking infrastructure. It's an important part of utilizing
our resources and our smartest people to the best of their abilities.

INITIATIVE #5 -- Connect current cyber ops centers to enhance situational awareness. This is our key threat-data sharing
initiative.

The National Cybersecurity Center (NCSC) within Homeland Security is helping secure U.S. Government networks and
systems under this initiative by coordinating and integrating information from the various centers to provide cross-domain
situational awareness, analysis, and reporting on the status of our networks. As a side-effect, it's also designed to help our
various agencies play better with each other.

INITIATIVE #6 -- Develop and implement a government-wide cyber counterintelligence (ClI) plan. We're now coordinating
activities across all Federal Agencies so we can detect, deter, and mitigate foreign-sponsored cyber intelligence threats to
government and private-sector IT.



CNCI

INITIATIVE #7 -- Increase the security of our classified networks. Our classified networks contain our most valuable and most
secret defense and warfighting information. We're continuing to work hard in securing these networks against the changing
threat model.

INITIATIVE #8 -- Expand cyber education. This is where the Comprehensive National Cybersecurity Initiative begins to break
down, because it's where all modern cyberdefense breaks down -- the people. We're training more and more cyberdefense
experts, but we also need to expand that education up and down government, to corporations, and to individuals.

We can have the very best-trained cyberdefense expert in a corporation, say, and it'll all break down if the CEO won't allocate
the time or funds to conduct that defense. It's all about making everyone know just how real these threats are.

INITIATIVE #9 -- Define and develop enduring "leap-ahead" technology, strategies, and programs. We'll talk more about future
directions later, but the idea of leap-ahead is to get 5 to 10 years ahead of the bad guys and explore out-of-the-box thinking in
building a better cyberdefense. This is good stuff, and it's the first CNCI initiative that, essentially, opens the door to concepts
like Stuxnet (or what The Times claimed the White House called "Olympic Games").

INITIATIVE #10 -- Define and develop enduring deterrence strategies and programs. Put simply, because of the wildly
asymmetric nature of the threat, we can't have a mutually-assured destruction option with cyberattack, the way we do with
nuclear attack. We're working on developing deterrence strategies, but we're not there yet, a fact which is sadly all too
evidenced by constant level of cyberattack, breach, and threat we find ourselves experiencing.

INITIATIVE #11 -- Develop a multi-pronged approach for global supply chain risk management. This area should be one of our
biggest concerns. Most Americans get their computers from suppliers who use processors, motherboards, and components
made outside the United States -- and often in China.

China, as we've seen repeatedly, is one of our most challenging "frenemies”. They're clearly important to us financially, but
they're also one of the leading sources of cyberattack (and, quite frankly, could be behind the one we’re dealing with now).
This initiative, though, isn't just about China. Our components and our supplies must be insulated from foreign influence and
unapproved modification.

INITIATIVE #12 -- Define the Federal role for extending cybersecurity into critical infrastructure domains. The federal
government is relying more and more on private sector services. For example, the Department of Interior is about to start
using Google for its email infrastructure. This initiative encourages public/private-sector cooperation to extend Federal-
systems cybersecurity into the wider cyber-infrastructure



What's a “simple” IA/Cyber
vision / end-state look like?

Notional Representation of |A Vulnerabilities
and Architectural Approach to Layered
Defense in a NetCentric World

Identity, access control and
authorization are critical in
this environment, significant
work on distributed access
control systems needs to be
completed for High
Assurance Solution for ID
certification using distributed
solutions Intelligent Content and Cryptography
aware Boundary Proxy/Guard and Policy
Enforcement Functions.

Protected Infrastructure, QOS,
COS and Routing Grid

Certified Platforms with Tamper
Resistance/lndication built into
platform and certified software
load

In the Net Centric world

data in motion and data
at rest become
indistinguishable there is
a need to protect storage,
queues, and memory
locations across the grid
from information
exfiltration.

A cyber end-state stresses encapsulation through a secure virtualized fabric

Common Services from Geo Targeting to DNS must be protected at the
level required by the highest risk applications using themyou cannot
consume anything that you do not trust if affects your decision cycle in a way
you cannot adapt to. Aggregate risk compounds the protection level required
for the components and is seldom accounted for properly.




Building a Trusted Cyber Infrastructure

“an adequately assured, affordable, net-centric environment”

Focus on a few

core capabilities & devices
= PC, routers, |A suite, Servers, & WAN ROUter

SANS - all with access control

"""""""""""""""""""""""""""""""""""""""""""" “Assured” 10S

/ Various EAL
EAL 4-5

: _________H\_/\_/_/_I_:W_____ /
i Secure OSkemel y 8 Distribution Router
i Secure Virtual Machine  Z — il
' Strict access / ZBAC W
ALL OSes (MS, Mac, Unix) EALS-6
Data centric security Network
Defensive 1&W Devices

Standard IA/CND suite
FW, A/V, IDS/IPS, CDS,, etc
Treat as a “SoS”: with high EAL

Security
Monitor

Strict access / ZBAC

Make IT security a commodity: eSSt
Use IA building blocks = APLs/PPLs -> “NIAP” TSM
Interoperability and Compose-ability are built in upfront HBSS
and help dramatically reduce complexity and ambiguity ZBAC

Eval Assur Level (EAL):

Thus....establishing known risks & pedigrees:

Reduces attack surface, risks / impacts & TOC 2.3.4.5.6.7



SO what are were trying to institute?

An integrated “Cyber” System using dynamic lead & lag feedback
Establish proactive, dynamic CND / IA Defense = dynamic cyber defense (DCD)

“Virtual Storefront”

) ) «» NMS/ Security Defensive
Cyber “1&W « % Management tools assessments
A
. P u Incident results
“SA” Users :
e 2 CoC s V&V /| C&A
(Sensors, . : :
: ' Defensive I&W
CNA/E inputs . :
OpSec, threats =i Forensics
Intel, etc...) -
:. ] .: Red Teams
LRI
“A: * I
Upfront/Early C“hange _ Upgrades After-the-fact
feedback SC-)f'[ (takes seconds ChangeS (takes days to feedback
(Ieading settlngs to minutes) (;leir\]lsetlglrl)eeg) months / years) (|agg|g

indicators) indicators)



LOCAL ENCLAVE

DoD CND (and “Cyber”) Defense in Depth

The “smart” integration and collaboration
between MANY needed IO & IA functions

CND SP

- Incident Response /
Managemen

- Prometheus

IDS

Firewalls
NUDOP IAP Monitoring

- Threat Analysis
- Compliance Scans
- IAVM Management

Standard IP Blocks . - .
Incident Response DS Blackholes Incident Handling Operational
PROMETHEUS ACLs [|NET Cool / INMS View

Site Compliance Scans Threat Analveis Funded and
NMCI NIPRNET IDS Feeds Rolling Out

T \\Jllllly OT
Threat Assessment| |Alert Filtering GIAP PVQP‘??E’Q,‘E'{‘, :
Vulnerability Scanning - EN]F
PKI ||System Patching
i G\o
NET Cool Data
7 I g

Standard IP Block Lists iati " Global CND UDOP |
g CENTRIXS Monitoring Global CND UDOP

Firewalls Email AV S -
\ . CONOPS Mult|-L&8/§reE£Ztocol
DRRS-N * RNOSC
* HBSS In-Line Filtering

* SCCVI-

Anti-virus ‘ .
CND POR Honey Grid

Email AV IAVM Implementation

SIPRNET Firewall PPS Polic

IAVM Compliance [, TMAT IWCE
HBSS
[sceviy WIDS NET Cool Data

- Enterprise
4 Functional NIC -
Standaré/zzeu Configurations JEn Dl i DAPE

DAR POR Management Enclave DMZ
Insider Threat - NMCI SIPRNET IDS Feeds

\ EffosT 16 (NEDOC) sie (JTFGNO)

Cyber = “mostly” Life-cycle education and proactive, dynamic defense....
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Integration of Cyber Security and Defense

Stolen Credentials Zero Day Exploits

Web Based AttacksSOCial Engineering

Compromised Password Files

Known Trojans and Malware 4
i
Commonly Known <
Vulnerabilities

Indiscriminant Recon

Insider Threat

Capabilities

«CCZ

* NIOSC Construct

« Tactical IDS placement
* DNS Blackhole

* IP Block Initiative

¢ CAC/PKI

* Network Forensics

¢ Malware Analysis

« Signature Development
* Mobius Project

« Trends Analysis

* Online Surveys

« IDS Monitoring

* Incident Handling

* |JAVM

* Mobius Project

* Trends Analysis
* Online Surveys

* IDS Monitoring

¢ Incident Handling
* IAVM

T ————-

ew/Custom Trojans
Spear Phishing
Soft Cert Searches

J

* CARS initiative

* Mobius to Prometheus
* Cyber Tactical Teams
e Enhanced Compliance
* LE/Cl integration

e Threat Analysis

* Process Improvements
«CCz

* NIOSC Construct

« Tactical IDS placement
* DNS Blackhole

* IP Block Initiative

* CAC/PKI

* Network Forensics

¢ Malware Analysis

« Signature Development
* Mobius Project

» Trends Analysis

* Online Surveys

* IDS Monitoring

* Incident Handling

» |[AVM

Where, lack of “IA
CM” is pervasive and

undermines it all

 Tactical Sensor Pilot

* HBSS Pilot

* SCCVI/SCRI

¢ Enhanced Collaboration
« IDS to IPS Transition

* CARS initiative

* Mobius to Prometheus
* Cyber Tactical Teams
*Enhanced Compliance
* LE/Cl integration

e Threat Analysis

* Process Improvements
«CCz

* NIOSC Construct

e Tactical IDS placement
* DNS Blackhole

« IP Block Initiative

* CAC/PKI

* Network Forensics

* Malware Analysis

* Signature Development
* Mobius Project

» Trends Analysis

* Online Surveys

* IDS Monitoring

* Incident Handling

* |AVM

* HBSS Deployment

» Content Filtering

» Joint Data Strategy

* NMIMC Integration

* SLIDR Pilot

 Insider Threat Tool Pilot
* OCRS / IAVA Spiral
 Tactical Sensor Pilot

* HBSS Pilot

* SCCVI/SCRI

* Enhanced Collaboration
¢ IDS to IPS Transition

* CARS initiative

* Mobius to Prometheus
* Cyber Tactical Teams

e Enhanced Compliance
*LE/Cl integration

e Threat Analysis

* Process Improvements
«CCz

* NIOSC Construct

* Tactical IDS placement
* DNS Blackhole

« IP Block Initiative

* CAC/PKI

* Network Forensics

* Malware Analysis

* Signature Development
* Mobius Project

» Trends Analysis

* Online Surveys

* IDS Monitoring

* Incident Handling

e |AVM

Synchronized “cyber” capabilities to narrow the Threat Vectors

(From NCDOC briefs)



Cyberspace Characteristics

In relation to other

All of the warfighting mission areas...

domains intersect...

MARITIME
DOMAIN

Information;
Bperations

CYBERSPACE DOMAI ( '
= .

... cyberspace is a blend of exclusive and
Cyberspace Domain is contained inclusive ties

within and transcends the others . .
The “Venn connections / COIs” are extensive

Numerous dynamic “COIs” dominate relationships
Adding complexity and causing “cross domain” data sharinqg effects
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A / Cyber must be E2E!

WE have a “natural” hierarchy in our enterprise IT/network environment,
where complexities arise in the numerous interfaces and many to many
communications paths typically involved in end-to-end (E2E) transactions

AND, People and
processes TOO!

System / Network Enclave Site Enterprise
services SoS

Each sub-aggregation is responsible for the 1A controls within their boundaries and
also inherit the controls of their environment — need to formalize reciprocity therein!

Thus, the IA/cyber controls and interfaces in each element /
boundary must be quantified / agreed to upfront! 32



So what really matters in IA/Cyber E2E?

A notional Quality of Protection (QoP) Hierarchy
(Wrt the defense in “breadth” position paper — but what REALLY matters?)

“DATA QoP”
(C-1-Aand N & A)
Complex... e

(distributed / transitive trust model ... E2E data-centric security and protections) :
t TTTTTTTTITITTITTTmmmmmmmsmssoosoosoosoooooeos ;
Core / Security Services Standards
( WS* and other security policy / protocols / standards (including versions & extensions therein) :
v
network protection - CND — FW / IDS / VPN / etc '/ devices
Known... (in general, mature capabilities — but multiple unclear “CM” processes are persistent and problematic) :
Static... v
»10..and .. IA._ A&E /
T Policy
CNOJ/E/A, “1&W”, OPSEC, etc Crypto, KMI, TSM/HAP, policy, etc

Mainly: IA standards, IA&A, CBE/DCS and digital policy!s:



Is there a “cyber” equation / model?

(something for us all to ““balance our risks / $$$)

Need to address: WWHAT, WHO, WHEN, HOWVv...
Governance, swim lanes, interfaces, overlap, etc

CA, Fn, TA, NESI/NEADS, etc

on, vetted model

exists, but justake your own!
Operations Acquisition

ILC/LCS/3M, CM, Requirements Products, services CM), etc
OPs, training, O&S, PEOs, SYSCOWMs, Flet
Supports DOTMLPF too

Support DOTMLPF

Technical processes

Policy / Regulations

DoD, DoN CIO, ASN RDA, DISA,
NSA/GIAP, ASD NII, NNFE

Enterprise risk assessment (best value) = IA/SECURITY/CND (defense) (al) +
|0/CNE/CNA (offense)(a2) + SPECTRUM / TEMPEST (a3) + GOVERNANCE(a4) +
REQUIREMENTS(a5) + THREAT / VULNERABILITIES (a6) + C&A / PEDIGREE (a7) +
POLICY (a8) + TRAINING / EDUCATION (a9) + OTHER (a10) ... AND ???

“OUR” risk management plan should address all variables
The sensitivity of the coefficients will vary by company:



