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ABSTRACT

Information systems belonging to the DoD and U.S. Army experience cyber attacks on a
daily basis. Increasingly, these attacks are targeting popular third-party applications,
instead of focusing on vulnerabilities in Microsoft software. The DoD responded to this
threat by adopting Citadel Hercules, which did not find a willing audience with the U.S.
Army. Instead, the Army adopted Microsoft Systems Management Server (SMS),
followed by System Center Configuration Manager (SCCM) 2007 to meet this threat.
After more than five years, the rollout of SCCM to all organizations within the U.S.
Army is still incomplete. This study provides an overview of the threats facing U.S.
Army information systems and looks at how the Army has addressed this challenge in the
past. Next, the study takes a system engineering approach to identifying an optimal tool
for mitigating third-party vulnerabilities and suggests potential alternatives to SCCM. In
addition, the study utilizes a cost benefit analysis approach to aid in evaluating the
potential Return on Investment (ROI) provided by each tool. The purpose of this study is
to answer the question: What is the most optimal solution for mitigating vulnerabilities in

third-party applications on U.S. Army information systems?
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l. INTRODUCTION

Cyber attacks against the Department of Defense’s (DoD) Global Information
Grid (GIG) occur by the thousands on a daily basis.l Between September 2008 and
March 2009, the DoD reported spending over $100 million to repair damages resulting
from cyber attacks.2 Unlike conventional attacks, cyber attacks can be conducted cheaply
and often with anonymity. To meet this challenge, the GIG employs a defense in-depth
strategy under the control of U.S. Cyber Command (USCYBERCOM) based out of Fort
Meade, MD. On September 7, 2010, USCYBERCOM relieved the Joint Task Force-
Global Network Operations (JTF-GNO) of its mission to operate and defend the GIG in
both times of peace and war.3 Each of the services operates a subordinate command to
USCYBERCOM with the responsibility of defending their portion of the GIG. Defense
of the GIG also falls within the functional area of Information Operations (10). 10 exists
to provide joint commanders with a decisive information advantage, while denying or
controlling the information that enemy commanders need to make sound decisions, which
is the domain of Computer Network Operations (CNO), which includes Computer
Network Attack (CNA), Computer Network Exploitation (CNE) and Computer Network
Defense (CND).4 The goal of CND is to secure DoD networks, as well as the information
systems operating within networks from attack by sources both internal and external to
the DoD.> Within the U.S. Army, it is the mission of Army Cyber Command
(ARCYBER) to defend the Army’s portion of the GIG, known as the LandWarNet
(LWN).

1 CBS Interactive Staff, “DoD Gates: We’re Always Under Cyberattack,” ZDNet, April 22, 2009,
http://www.zdnet.com/news/dod-gates-were-always-under-cyberattack/290770.

2 Elinor Mills, “Pentagon Spends Over $100 Million on Cyberattack Cleanup,” CNET News, April 7,
20009, http://news.cnet.com/8301-1009 3-10214416-83.html.

3 Michael J. Carden, “Cyber Task Force Passes Mission to Cyber Command,” American Forces Press
Service, September 8, 2010, http://www.af.mil/news/story.asp?id=123221046.

4 Headquarters, Department of the Army, “FM 3-13, Information Operations: Doctrine, Tactics,
Techniques, and Procedures,” U.S. Army Training and Doctrine Command, 2003,
https://armypubs.us.army.mil/doctrine/DR_pubs/dr_aa/pdf/fm3_13.pdf, iii-v.

5P. A. Snyder, “The Department of Defense Must Combat Terrorism with Cyber Attacks,” Defense
Technical Information Center, October 20, 2008, http://handle.dtic.mil/100.2/ADA500190.
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Experts have long warned that no network is completely secure, and the LWN is
no exception.6 The Army segments the LWN into four parts, including the Global
Defense Network, the Post/Camp/Station Network, the At Home/TDY Network, and the

Deployed Tactical Network as shown in Figure 1.7

Global Defense Network

At Home/TDY Satellite

Figure 1. The Army Enterprise Network (LandWarNet)8

Each of these networks presents unique challenges to network security. Given the
potential of adversaries to penetrate U.S. networks, the U.S. Army must secure its
information systems to the greatest extent possible, while still allowing them to complete
the functions for which they were intended. Keeping information systems securely
patched by installing vendor supplied updates is an effective means of diminishing the

6 Anthony Bellissimo, John Burgess, and Kevin Fu, “Secure Software Updates: Disappointments and
New Challenges,” Proceedings of the 1st USENIX Workshop on Hot Topics in Security, USENIX
Association, 2006, http://static.usenix.org/event/hotsec06/tech/full_papers/bellissimo/bellissimo.pdf.

7 Army CIO G6, “Common Operating Environment Architecture: Appendix C to Guidance for ‘End
State’ Army Enterprise Network Architecture,” Army Chief Information Officer G-6, October 1, 2010,
http://ciog6.army.mil/LinkClick.aspx?fileticket=udbujAHXmK0%3D&tabid=79, 5.

8 Ibid.



threat of known exploits. Of successful network attacks, nearly 95% could have been
prevented if current patches had been installed.® Of course, this percentage is only what
has been reported. Many experts think that the majority of cyber crimes actually go
unreported because victims of cyber crime are unaware they even occurred.10
Unfortunately, keeping information systems properly updated has proven to be a

monumental task for most organizations, including the U.S. Army.

Along with commercial organizations, the U.S. Army made the switch to personal
computers in the early 1990s, and selected Microsoft Windows as its operating system of
choice. In 1994, Microsoft introduced Systems Management Server (SMS), which
provided the capability for organizations to deploy software packages, including
operating systems, such as Windows 95.11 The release of Windows 95 coincided with the
public launch of the Windows Update website. Unfortunately, this update capability was
available only as a direct service from Microsoft, which prevented organizations from
controlling the updating process on their corporate PCs. During this time, cyber criminals
were quick to target Windows vulnerabilities because most organizations had not
deployed automated patching tools. Microsoft SMS was not widely used, as it was
expensive and complex to deploy and operate. Most system administrators patched PCs
and deployed software packages manually. In early 2003, to address this problem and
complement SMS 2003, Microsoft released Software Update Services (SUS), free of
charge.12 SUS servers in an organization had the capability to deploy critical operating
system updates prepackaged from Microsoft. SUS essentially allowed an organization to
manage its own internal Windows Update servers. The low cost, simplicity and
effectiveness of SUS resulted in widespread acceptance and adoption throughout

9 Michael Czumak 111, “Recommendations for a Standardized Program Management Office (PMO)
Time Compliance Network Order (TCNO) Patching Process,” (master's thesis, Air Force Institute of
Technology, 2007).

10 CERT, “2010 Cyber Security Watch Survey: Cybercrime Increasing Faster Than Some Company
Defenses,” January 25, 2010, http://www.cert.org/archive/pdf/ecrimesummary10.pdf.

11 Microsoft, “Systems Management Server,” Microsoft TechNet, (n.d.),
http://technet.microsoft.com/en-us/library/cc723685.aspx.

12 Mandy Andress, “Windows Patch Management Tools,” Network World, 2003,
http://books.google.com/books?id=YxKEAAAAMBAJ&pg=PT37&dg=microsoft+sus+released&hl=en&sa
=X&ei=CdFGT-e80-bSiAL42ITbDQ&sqi=2#v=0nepage&q=microsoft%20sus%20released&f=false, 38.
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corporate America and the DoD. Unfortunately, SUS was not a complete solution
because it only supported critical Windows OS updates. Recognizing this limitation, SUS
was upgraded by Microsoft in 2005 and became known as Windows Server Update
Services (WSUS). WSUS added increased functionality, including support for Windows
Server operating systems, Microsoft Office and other Microsoft products. Unfortunately,
WSUS failed to address third-party application vulnerabilities. Other vendors, such as
BigFix, Shavlik, Patchlink, and others responded by offering their own patching solutions

for both Microsoft and third-party applications.13

In 2007, Microsoft upgraded SMS to System Center Configuration Manager 2007
(SCCM), which, among other improvements, allowed SCCM to control WSUS servers
using a single interface on SCCM. As Microsoft products became more secure due to
automated updating, cyber criminals shifted their focus and their attacks to third-party
applications unprotected by SUS/WSUS. The Army was slow to respond to the increased
threat to third-party applications. The third-party application vulnerability threat
represented a serious challenge not being addressed by a single vendor, as Microsoft had
done with the WSUS because each third-party vendor specified its own update
mechanism. At the same time, Army information systems were experiencing a large
increase in the number of third-party applications approved for operation on the network.
In response to this problem, the DoD Enterprise-wide IA & CND Solutions Steering
Group (ESSG) selected Citadel Hercules as the DoD vulnerability remediation tool of
choice in 2007.14 The Army Chief Information Officer (CIO) G-6 instead decided that
Microsoft SMS would provide configuration and software update capabilities for Army
information systems. SMS was combined with Microsoft Operations Manager (MOM) to
create a program known as Systems Management (SysMan). MOM brought operations,

availability monitoring, remote access, service management, situational awareness and

13 Andress, “Windows Patch Management Tools,” 36-37.

14 NETCOM, “NetOps Implementation Update: SCCVI Employment (eEye Retina / Remote
Enterprise Manager),” U.S. Army Network Enterprise Technology Command, 2008,
www.afcea.org/events/pastevents/documents/SCCVI1UpdateBrief.ppt, 19.
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event management to SysMan, and was always intended as a compliment to SMS.15
Unfortunately, SMS did not address third-party patching concerns natively. Third-party
patches could be deployed using SMS by taking advantage of its primitive software
deployment capability, but did not use any detection logic. In essence, SMS simplify
executed a script that installed an update onto a list of computers that had been identified
as vulnerable in a separate network scan. This method required system administrators to
create custom patches manually for each third-party vulnerability, then use an external
scanner to identify vulnerable machines, and finally use SMS push update packages to
specified clients. The same process could be accomplished without SMS by using a
Visual Basic (VB) script or batch file.

In addition, SMS was supposed to be deployed Army-wide by September 30,
2008; as of February 2012, however, the deployment of SMS (renamed by Microsoft to

SCCM in 2007) to all major Army units was still incomplete.16:17 As a result, many
Army Theater Network Operations and Security Centers (TNOSC) or regional Network
Operations and Security Centers (NOSC) locally purchased their own solutions to meet
their third-party patching needs. TNOSCs or NOSCs used Citadel Hercules, or turned to
the expertise of computer programmers in their units to create custom scripts to deploy
third-party updates. Overall, the Army was left with a comprehensive solution to deploy
Microsoft updates, but a disjointed solution for dealing with third-party patches. As stated
earlier, Army leadership in the CIO/G-6 recognized and acted on this problem prior to
2007 by selecting SMS as the Army enterprise solution for inventory and Configuration
Management (CM), software distribution and patch remediation.18 The selection of SMS
by the Army was influenced by an annual analysis done by the Gartner group called the
“Magic Quadrant for PC Configuration and Lifecycle Management,” which compared

15 Tim Ash and Mike Spragg, “NetOps Implementation Update (CMDB, SMS/MOM, SCTS.),” U.S.
Army Network Enterprise Technology Command, August 22, 2007,
www.afcea.org/events/pastevents/documents/Track4Session5-NetOpsUpdate.ppt, 12.

16 1hid., 19.

17 personal correspondence with U.S. Army Network Enterprise Technology Command official on
February 3, 2012.

18 Ash and Spragg, “NetOps Implementation Update (CMDB, SMS/MOM, SCTS.),” 12.
5)



several enterprise CM tools, including Computer Associates (CA) Unicenter, IBM Tivoli,
Altiris, Microsoft SMS and several others.1® Gartner found that Microsoft SCCM cost
significantly less than the comparable offerings from CA and IBM.20 Of course, Gartner
is just one of many analyst firms, but the recommendations of Gartner are highly valued
by the U.S. Army. Prior to the decision to select Microsoft SMS, the Army had also
entered into an Enterprise Licensing Agreement (ELA) with Microsoft. The ELA, which
was signed in 2003, provided long-term, favorable pricing/licensing for SMS and other
Microsoft products.?! It is likely that the recommendations of Gartner, along with
favorable pricing under the ELA, helped to steer decision makers into choosing
SMS/SCCM over its competitors. Technology and the patching tools available to meet
the Army’s CM and third-party patching requirements have changed significantly since
the Army made the decision to select SMS/SCCM.

A. PROBLEM STATEMENT

The U.S. Army is currently fielding Microsoft System Center Configuration
Manager 2007 to provide a unified and comprehensive asset management system with the
capability to mitigate vulnerabilities found in third-party applications on its information
systems. However, it is unclear whether SCCM is the optimal choice for addressing this

problem.

B. PURPOSE STATEMENT

The purpose of this thesis is to explore possible options that the Army may have
to resolve third-party application vulnerabilities on its information systems. This study is
concerned with determining whether a more effective and efficient way of mitigating
third-party application vulnerabilities found on Army information systems exists in
comparison to vulnerability mitigation systems currently in use, such as SCCM 2007.

19 Ronni J. Colville and Michael A. Silver, Magic Quadrant for PC Life Cycle Configuration
Management 2005 (Gartner RAS Core Research Note G00131185), 2005.

20 personal correspondence with U.S. Army Network Enterprise Technology Command official on
February 3, 2012.

21 Mark Barnette and Adelia Wardle, “Microsoft Enterprise License Agreement,” Program Executive
Office Enterprise Information Systems, February 11, 2004.

6



C. RESEARCH QUESTIONS

. Q1. What would be an ideal solution to mitigate vulnerabilities in third-
party applications on U.S. Army information systems?

o SQ1: What would an ideal third-party patching solution look like
from a system engineering perspective?

. SQ2: Of existing third-party patching solutions, which comes the
closest to meeting the ideal system as identified in the systems
engineering analysis?

D. METHODS OF ANALYSIS

This thesis takes a system engineering approach to determine a notional ideal
vulnerability management solution and then compare existing technologies to the
notional ideal solution. Additionally, this thesis makes use of a cost benefit analysis to
compare a select group of vulnerability management solutions to the notional ideal

vulnerability management solution identified using the systems engineering approach.
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Il. LITERATURE REVIEW

A. OVERVIEW

The lack of automated patching for both operating systems and third-party
applications presents a very serious security risk. Research conducted by Gkantsidis,
Karagiannis, Rodriguez, and Vojnovi¢ showed that over 95% of computers that did not
receive automated Microsoft updates, required updates when the system user manually
initiated an update request with an update server. In contrast, less than 10% of computers
with automatic updates enabled required additional updates upon checking in with their
update server.22 This research was supported by Duebendorfer and Frei who found that
97% of web browsers with automatic updating enabled were running the latest version. In
comparison, only 24% of web browsers that required the user to initiate the update
process manually were running the latest version.23 Keeping a computer system updated
against all known vulnerabilities is extremely challenging but important to network
security. An often cited 2004 study by CERT at Carnegie Mellon University found that,
“about 95% of all network intrusions could be avoided by keeping systems up to date
with appropriate patches.”24 Another study by Shostack found that the best way to reduce
network security vulnerabilities was to close vulnerabilities than could be exploited with
little skill. Closing those security vulnerabilities is best done by applying vendor supplied
security patches. Shostack also noted that the majority of network break-ins take
advantage of well-known security vulnerabilities where patches are available but have

not been applied.2> Once a network or information system is compromised, the cost to

22 Christos Gkantsidis, Thomas Karagiannis, Pablo Rodriguez, and Milan Vojnovié, “Planet Scale
Software Updates,” Proceedings of SIGCOMM, ACM, SIGCOMM, September 11-15, 2006,
http://www.cs.ucr.edu/~tkarag/papers/planet_scale_updates.pdf.

23 Thomas Duebendorfer and Steven Frei, Why Silent Updates Boost Security, Technical Report 302,
TIK, ETH Zurich, 2009, http://www.techzoom.net/silent-updates.

24 U.S. Government Accountability Office, Agencies Face Challenges in Implementing Effective
Software Patch Management Processes, by Robert F. Dacey, (GAO-04-816T), Washington, DC: GPO,
2004, http://www.gao.gov/new.items/d04816t.pdf, 6.

25 Adam Shostack, “Quantifying Patch Management,” Secure Business Quarterly, 2003,
http://www.homeport.org/~adam/sbq_patch_ashostack.pdf.
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the organization in terms of monetary loss, and more importantly, intellectual property

rights, is often costly and embarrassing.

B. THE COST OF CYBER ATTACKS

Monetary losses as a result of vulnerability exploits can be extremely high. A
2004 Congressional Research Study estimated that virus attacks cost $12.5 billion
annually.26 The 2009 Computer Crime and Security Survey reported that the average loss
to a major U.S. business/institution per security incident to be $234,244, which represents
a very significant decrease from the 2001 peak of $3.14 million per incident.2” A 2005
survey done by the FBI indicated that annual losses due to computer crime for U.S.
organizations to be at $67.2 billion.28 Loss of national secrets can be even more
damaging and difficult to quantify. A 2005 Time article by Elaine Shannon detailed how
volumes of information were exfiltrated from DoD networks, as well as the world bank,
by alleged Chinese hackers.2® The newly published Department of Defense Strategy for
Operating in Cyberspace stressed the nation’s, and DoD’s challenges in securing 15,000
networks and seven million information systems. The strategy noted that “every year, an
amount of intellectual property larger than that contained in the library of congress is
stolen from networks maintained by U.S. businesses, universities, and government

departments and agencies.”30

A 2012 article in the Wall Street Journal reported that the Chinese government
has a domestic policy of espionage in cyberspace. This fact has been acknowledged by

the DoD, which sees the Chinese as “the world’s most active and persistent practitioners

26 Czumak 111, “Recommendations for a Standardized Program Management Office (PMO) Time
Compliance Network Order (TCNQO) Patching Process,” 1.

27 Robert Richardson, “2009 Computer Crime and Security Survey,” Computer Security Institute,
20009, http://www.personal.utulsa.edu/~james-childress/cs5493/CSISurvey/CSISurvey2009.pdf, 2-10.

28 U.S. Government Accountability Office, CYBERCRIME: Public and Private Entities Face
Challenges in Addressing Cyber Threats, by Dave Powner, (GAO-07-705), Washington, DC: GPO, 2007,
http://www.gao.gov/assets/270/262608.pdf, 2.

29 shannon Elaine, “The Invasion of the Chinese Cyberspies (And the Man Who Tried to Stop
Them),” Time, August 29, 2005, http://www.time.com/time/magazine/article/0,9171,1098961,00.html.

30 Department of Defense, “Department of Defense Strategy for Operating in Cyberspace,” July 2011,
http://www.defense.gov/news/d20110714cyber.pdf, 1-4.
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of cyber espionage today.”3! The article cites a recently declassified report to Congress in
November 2011 from the office of the national counterintelligence executive that stated it
was difficult to estimate the economic cost to the United States from stolen intellectual
property or national secrets. The report considers the impact as “large,” with significant
effects on jobs, innovation and national security. The definition of “large” is assumed to
be a loss of billions of dollars and millions of jobs.32 A recent victim of one such cyber
espionage attack, Lockheed Martin, provides an example of hackers targeting one of the
United States’ major defense contractors that supports the DoD. The latest attack used the
Sykipot backdoor Trojan horse, and exploited vulnerabilities within Adobe Reader. A
report by MSNBC found that the Sykipot Trojan horse was recently used by Chinese
hackers to “hijack” the smartcards of U.S. government employees and access privileged
information. Researchers from Alien Vault reported that the attacks spread via spear-
phishing, which made use of targeted e-mails intended to trick victims into opening an
infected PDF file, which then exploited security vulnerabilities in Adobe Reader.33 As
time passes, the number of cyber attacks that allow the penetration of Army/DoD
networks and information systems can be expected to increase in frequency and

sophistication.

The United States Department of Homeland Security (USDHS) recently
published an extensive list of significant cyber incidents since 2006.34 Of the 87
significant cyber incidents, 43 were reported from foreign governments or foreign
corporations. The remaining 44 incidents occurred against various U.S. government
agencies and major U.S. corporations. Furthermore, these incidents all occurred after the
hackers gained access to networks through various third-party vulnerabilities and or other

network vulnerabilities, such as phishing attacks. USDHS defined significant cyber crime

31 Michael Chertoff, Mike McConnel, and William Lynn, “China’s Cyber Thievery is National Policy-
and Must Be Challenged,” Wall Street Journal, January 27, 2012,
http://online.wsj.com/article/SB10001424052970203718504577178832338032176.html.

32 |pid.

33 Matt Liebowitz, “Chinese Sykipot Malware Targets US Government,” MSNBC, January 13, 2012,
http://www.msnbc.msn.com/id/45985897/ns/technology_and_science-security/t/chinese-sykipot-malware-
targets-us-government/#.TzBSiaX2aHw.

34 U.S. Department of Homeland Security, “Significant Cyber Incidents Since 2006,” January 19,
2012, https://www.hsdl.org/?view&did=12410.
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as successful attacks on government agencies, defense and high tech companies, or

economic crimes with losses of more than one million dollars.

In 2009, USDHS planned to put the following measures in place to prevent future
attacks and intrusion attempts by hackers:35 Hiring additional personnel for the U.S.
Computer Emergency Readiness Team (US-CERT) to bolster its around-the-clock
identification and response to cyber threats and vulnerabilities. Expanding the EINSTEIN
program36 to all federal departments and agencies would help provide government
officials much-needed early warning systems to identify unusual network traffic or
pattern trends, and would signal a potential network threat. Consolidating and reducing
the number of external Internet connections of the federal government internet
infrastructure to improve efficiency and security to all federal “.gov” domains by creating
a National Cyber Security Center to address cyber threats and improve cyber security
mitigation efforts. Expanding the National Cyber Investigative Joint Task Force
(NCIJTF) will now include the Secret Service and several other federal agencies not
currently members. This task force will serve as a multi-agency national focal point for
coordination, integration and sharing of pertinent information relating to cyber threats.
DHS will further facilitate coordination and information sharing between the federal
government and the private sector to reduce cyber risk and disseminate possible threat
information and share best practices as outlined within the National Infrastructure
Protection Plan (NIPP) framework. The final measure was to increase funding for IT
security through the President’s FY2009 budget request of $7.2 billion, which reflects an
increase of $600 million over the FY2008 budget across the federal government for IT

security.

Anyone who has been in the U.S. Army for longer than 10 years can remember a
time when electricity was down at their workplace for an hour or longer. During this
time, everyone starts to come out of their offices to investigate and congregate in

common areas. Some staff is on the phone trying to ascertain the reason for the power

35 U.S. Department of Homeland Security, “Fact Sheet: Protecting Our Federal Networks Against
Cyber Attacks,” April 8, 2008, https://www.hsdl.org/?view&did=486707.

36 The EINSTIEN software program was developed by US-CERT to monitor the network gateways of
U.S. government agencies from unauthorized traffic.
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outage, but it was generally realized that employees have an unprecedented reliance on IT
systems. Luckily, power outages are extremely rare in this day and age on major U.S.
Army posts. Similar to a power outage, network outages are also rare, but do happen.
However, some work is still able to be done locally, even on an isolated IT system until

services are restored, unlike a power outage where no work can be completed.

Network outages can be caused by a number of different factors to include power
outages, network equipment faults, denial of service attacks and other software virus
attacks to name but a few possibilities. The main outage focused upon involves third-
party applications vulnerabilities exploited by phishing expeditions. It comes as no
surprise to a system administrator that the major vulnerability within most networks is the
end user, which phishing takes advantage of to exploit vulnerabilities in third-party
applications. Timely updates of third-party applications are essential in a large network,

but pose a significant challenge.

A survey of more than 400 data center and IT operations professionals
commissioned by Emerson Network Power and conducted by Ponemon Institute in
September 2010, reported that misconceptions about the impact of downtime and the
frequency of those interruptions have become commonplace across the United States.3”
The survey brought to light the widening gap in perceptions between upper management
and the “rank-and-file” IT staff. Even though upper management realized the economic
importance of their company data services, they were not as “in-tune” with the everyday
data center operations as the “rank-and-file” employees who were actually maintaining
the IT infrastructure. This lack of perception could either be a disconnect on the part of
the upper management, which is unfamiliar with the realities of operations at the ground
level, or that the “rank-and-file” employees were lax in reporting actual network down
time. The U.S. Army, unlike private companies, will not experience a decrease in revenue
stream as a result of a network downtime; however, network downtime does make it

more difficult to measure personnel efficiency.

37 Emerson Network Power, “Understanding the Cost of Data Center Downtime: An Analysis of the
Financial Impact on Infrastructure Vulnerability,” 2011, http://emersonnetworkpower.com/en-
US/Brands/Liebert/Documents/White%20Papers/data-center-uptime_24661-R05-11.pdf.
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Even though the U.S. Army is not a private corporation, and as such not looking
to increase its profits, it does, however, endeavor to be a good steward of taxpayer
dollars. With ever shrinking defense budgets looming in the future, increased belt
tightening and improving efficiency will continue to be as important today and in the

future as it was in the past.

A well-known quote from Benjamin Franklin once said that, “an ounce of
prevention equals a pound of cure.” Patch and vulnerability management is the “ounce of
prevention” compared to the “pound of cure” that is incident response.

To maintain the operational availability, confidentiality, and integrity of U.S.
Army information technology IT systems, easy fiscal choices must be made.38 The U.S.
Army can choose not to be proactive and thus ignore third-party software vulnerabilities.
This course of action (COA) will undoubtedly be the most expensive, as the cost to fix
thousands or perhaps tens of thousands of computers would be in the millions of dollars.
Another COA could be to monitor for patches manually and generate third-party software
updates as the vulnerability presents itself. This COA is more cost effective than the first
COA, but another COA is even more cost effective than the previous two. The third COA
involves utilizing a commercial solution to check automatically for required new patches
and deploy them. This solution would involve paying for the enterprise licenses for up to
“744,000 U.S. Army Desktop computers”3® and licensing costs for the individual
software loaded on patching servers located at each U.S. Army NOSC, or TNOSC, to
include continued contract, technical, updates and customer support for five years.

When considering the costs involved in maintaining U.S. Army information
systems, initial costs, maintenance and operation costs and life-cycle costs of the system

to be purchased must be quantified. Along those lines, it must also be possible to measure

38 peter Mell, Tiffany Bergeron, and David Henning, Creating a Patch and Vulnerability Management
Program: Recommendations of the National Institute of Standards and Technology (NIST), (Special
Publication 800-40, Gaithersburg, MD, 2005), http://csrc.nist.gov/publications/nistpubs/800-40-
Ver2/SP800-40v2.pdf.

39 Gary Sheftick and Delawese Fulton, “Army Migrating to Vista,” Army News Service, May 20, 2009,
http://www.army.mil/article/21389/army-migrating-computers-to-vista/.
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a proposed purchase with a well-known industry standard or standards. The next section

explores the DoD concept of Cost-Benefit Analysis (CBA).

1. What Is a Cost-Benefit Analysis?

CBA is a technique used to evaluate a project or investment by comparing the
economic costs with the economic benefits of the activity. CBA has several objectives.
First, CBA can be used to evaluate the economic merit of a project. Second, the results
from a series of CBAs can be used to compare competing projects. CBA can be used to
assess business decisions, to examine the worth of public investments, or to assess the
wisdom of using natural resources or altering environmental conditions. Ultimately, CBA
aims to examine potential actions with the objective of increasing Return on Investment
(ROI). Regardless of the aim, all cost-benefit analyses have several properties in
common. A CBA begins with a problem to be solved. For example, a community may
have the goal of alleviating congestion on roads in an area. Various projects that might
solve the particular problem are then identified. As an example, alternative projects to
alleviate road congestion in an area might include a new highway, a public bus system, or
a light rail system. The costs and benefits of these various projects would be identified,
calculated, and compared. Decisions are typically not made solely on the basis of CBA,
but CBA is useful and sometimes required by law. Without a doubt, results from a CBA
can be used to raise the level of financial awareness surrounding a project but perhaps
more importantly, it helps leaders make informed decisions. Some think of CBA as a
narrow financial tool. However, this belief underestimates its versatility in addressing
intangible values. Recent methodologies can help estimate the value to decision makers
of intangible benefits. At the very least, CBA can be used as the basis of comparison
between alternative ways of achieving an intangible benefit, such as different forms of

treatment in health care.

2. Where Cost-Effectiveness Analysis Fits into Decision Making

Cost-Effectiveness Analysis (CEA) was developed specifically as part of efforts
to extend economic criteria to assess military spending alternatives. In the 1960s, the
RAND Corporation devised rules for allocating resources to achieve military objectives
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to assign a perceived valuation for measurement.49 CEA is a form of economic analysis
that compares the relative costs and outcomes (effects) of two or more courses of action.
CEA is distinct from CBA, which assigns a monetary value to the measure of effect.
CEA often used in the field of health services, where it may be inappropriate to monetize
health effect. CEA enables application of rational economic logic to assess policies for
which it is extremely difficult if not impossible to value benefits in monetary terms. “The
first systematic attempt to apply cost-benefit analysis to government economic decisions
probably started in the United States. Here it was a matter of practical engineering, with
the attempt, starting about 1900, to improve harbor and river navigation. Here it was “in
origin an administrative device owing nothing to economic theory.”4! It was not until
1965, after a CBA was first utilized in justifying that year’s projected DoD budget, that
an impressed President Johnson directed that the Planning, Programming, and Budgeting
System (PPBS) activity be further utilized throughout the federal government. Even
though the military does not derive any increase in revenue or a decrease in measured
expenditures as a result for certain policy choices, the CBA is a natural choice to utilize
in this instance as the authors attempt to monetize the benefits of utilizing one of the
many automatic third-party application remediation products available on the market
today.

3. What is the True Cost of a Computer Virus?

Depending on whose estimate is relied upon, the worldwide cost of the LoveLetter
worm is placed somewhere between tens of millions to possibly one billion dollars in
damage. Whichever is correct, the estimates are staggering. Just how are such costs
calculated? Can they be substantiated? What costs might be incurred? Hard costs, such as
technician costs to mitigate the infection, costs to replace any hardware or even costs to
upgrade hardware in hopes of mitigating a future similar virus are relatively simple to

calculate. Typically, “soft-costs” calculations are much harder to quantify, which

40 H. G. Massey, David Novick, and R. E. Peterson, Cost Measurement: Tools and Methodology for
Cost Effectiveness Analysis (Santa Monica, CA: The RAND Corporation, February 1972).

41 E. S. Quade, A History of Cost-Effectiveness (Santa Monica, CA: The RAND Corporation April,
1971).
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includes intangibles, such as loss of opportunity combined with the more realistic loss of

productivity, or more importantly and easier to measure, lost person hours.

4. Loss of Opportunity

Hypothetical Company A makes widgets that it badly wants to sell to Company B.
Deals are on the table, ready to be signed. Unfortunately for Company A, a competitor,
Company C, also wants to sell to Company B. The most important factor to Company B
is whether its widgets will be delivered on time; thus the reliability of the competing
companies will be the deciding factor. Company A has promised to e-mail its final
proposal by Monday at 4 p.m. At 2 p.m., a virus infiltrates its organization and all the
mail servers are shut down shortly thereafter. As luck would have it, Company A’s
proposal is stuck in the queue and never leaves the company servers. As 4 p.m. comes
and goes, Company B has only received one proposal —from Company C. Guess to
whom the deal is awarded? This situation is a worst case scenario, but it illustrates the

importance of virus mitigation.

5. Loss of Productivity

A public relations firm, PR One, is heavily involved with technology publications
and various industry analysts. It constantly corresponds via e-mail, sets tour schedules,
sends press releases, and maintains its valuable contacts. Struck by an e-mail worm, PR
One is not able to function for several hours as its mail servers have all been shut down.
Telephoning contacts is not an option, as everyone in its industry is focused solely on this
latest virus attack. Although no known opportunities were lost, several PR personnel
were still sitting around, waiting. In other words, they were not productive during this

time while the servers were down.

6. Lost Person-Hours

Not quite the same as loss of productivity, but lost person hours usually only
affect IT personnel. Their workloads have tripled, and are busy due to a virus outbreak;
the fact is that the work they should have been doing, such as finalizing the E-Commerce

backbone, is not getting done. Every hour they spend working on the latest malicious
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code emergency means pushing off the projects on which they should be working. Even
with overtime, these hours cannot simply be recaptured. Thus, everyone’s schedule is
adversely affected. In addition, an actual cost is associated with the virus if an IT
employee is being paid for overtime to mitigate the infection. Technically, the same
could be said for a regular employee when prevented from completing tasks on time and
forced to work overtime to complete assigned tasks or job to meet a deadline. The bottom

line, however, is the fact that it is not possible to regain those lost hours.

7. Life-Cycle Costing

In the early 1960s, the DoD realized that its initial acquisition costs were
traditionally small when compared to the cost of the system over that system’s entire
lifetime. Thus, it reengineered its business model and made it mandatory for acquisition
offices to start looking at the projected costs of the system over its lifetime in addition to
its price bid. This new system was coined “Life-Cycle Cost Methodology.” This method

of costing is used in the analysis as required by the federal government regulations.

Symbolically, LCC appears as the following.

Life-Cycle Costing = Z le K
k=(m-1) (1+ I)

where m is the number of years in the development/acquisition phase, n is the operational
lifetime, i is the interest (discount) rate, and C, is the cost incurred in the kth year. This

equation basically provides the Net Present Value (NPV) at the end of period

discounting.42

To utilize the formula, the following must be executed.

o Estimate the useful life of the system

. Estimate the yearly costs over the life-cycle

. Choose a discount rate (Use OMB Circular A-94, Appendix C)

42 1. Eisenberger and G. Lorden, Life-Cycle Costing: Practical Considerations, DSN Progress Report
42-40, May and June 1977.
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The purpose of the OMB Circular A-94 is to set forth clear guidance from the
federal government for future potential considerations of projects paid for by U.S.
taxpayer dollars. It also provides general guidance for conducting benefit-cost and cost-
effectiveness analysis. It also puts forth guidance on the proper use of the discount rates
to be utilized when evaluating any federal program whose benefits and costs are
considered over a period of time. Appendix C, within Circular No. A-94, also sets forth
the historic discount rates in both nominal rates that represent the dollars that must be
paid to settle a debt and includes inflation, and real rates that represent the constant
purchasing power over time, from 1979 to 2012.43 For the purpose of this study, nominal

dollars and the discount rate from 2009 are used for all CBA calculations.

C. TRENDS IN CYBER ATTACKS

Statistics from the National Vulnerability Database (NVD) show a disturbing
trend in the number of software flaws recorded annually. The NVD first began recording
software flaws in 1988, during which time, two vulnerabilities were reported. By 1997,
only 211 software vulnerabilities were reported for the year, which represents modest
growth considering the time frame. In contrast, the number of vulnerabilities rose from
1,020 in 2000 to a peak of 6,608 in 2006, a six-fold increase. This time period coincided
with the explosion of the Internet and e-commerce. Since 2006, the number of
vulnerabilities reported annually has seen a steady decline. The last full year on record,
2011, recorded 4,151 vulnerabilities (Figure 2),44 which represents an average of slightly

over 11 patches released per day over the entire year.

43 Office of Management and Budget, Guidelines and Discount Rate for Benefit-Cost Analysis of
Federal Programs, Circular No.A-94, April 19, 1992,

44 National Vulnerability Database, “NVD’s CVE and CCE Statistics Query Page,” 2011,
http://nvd.nist.gov/statistics.cfm.
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Figure 2. Software Flaws Reported Annually4>

Another disturbing trend is the diminishing time between a software vulnerability
being announced to an exploit being created to take advantage of the vulnerability.
Pfleeger and Lawrence reported in their book, Analyzing Computer Security: A
Threat/Vulnerability/Countermeasure Approach, that in 2009, Microsoft released patches
for Internet Explorer and within two days, exploits were live and targeting unpatched
systems,46 which indicates that cyber criminals have become very skilled at reverse
engineering patches to develop exploits. Even more troubling is the fact that some
software vendors are very lax about releasing patches for known vulnerabilities. Oracle is
reported to have released no patches from January 2005 to March 2006, which allowed
reported vulnerabilities to go unattended for over a year.4? Other corporations, such as
Microsoft, have a history of releasing patches very quickly when vulnerabilities are

discovered.

45 National Vulnerability Database, “NVD’s CVE and CCE Statistics Query Page.”

46 Charles P. Pfleeger and Shari L. Pfleeger, Analyzing Computer Security: A Threat/ Vulnerability /
Countermeasure Approach (Prentice Hall, New Jersey, 2011), 137.

47 |bid.
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Yet another trend even more difficult to deal with is the increased use of zero day
exploits in cyber attacks. A zero day exploit takes advantage of a software vulnerability
that has been discovered, but does not yet have patch ready for release to address the
software vulnerability.48 For this reason, software vendors will not normally disclose to
the public that their software has a vulnerability until they have a patch for it. Thus,
hackers are not tipped off that a vulnerability exists before a patch is ready. Professional
or state sponsored hackers actively work to find undiscovered software exploits, and keep
them secret until they are ready to launch a true zero day attack. State sponsor hackers are
much more likely pursue zero day exploits because they have the expertise and resources
to discover a software vulnerability and develop an exploit. The zero day exploit provides
the state-sponsored hacker with the capability to gain access to an adversary’s
information system(s) almost at will, at least for the first time it is used.

Once a zero day exploit is discovered, but no patch is available, the best course of
action is to avoid using the software that contains the vulnerability. After the discovery of
a zero day exploit, software developers will develop a patch that closes the vulnerability
in the affected software. Once the patch is released,