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Abstract 
 

Military organizations have embedded Information and Communication Technology 

(ICT), collectively known as “Cyberspace,” into their core operational processes across 

all levels of military operations. Cyber mission assurance is an essential risk management 

activity focused on assuring an organization’s mission capability in response to any loss 

or degradation of cyber capabilities. The cyber mission assurance process requires an in 

depth analysis of the organization’s mission including enumeration of its core mission 

processes, prioritization of mission processes, mapping of mission processes to 

underlying cyber capabilities, and application of control measures to mitigate risks to 

mission capability. Unfortunately, the structure of military organizations makes this type 

of analysis challenging as the mission tasks and cyber ICT capabilities virtually always 

span multiple organizational boundaries. 

The 24th Air Force recently developed new draft guidance for conducting cyber 

mission assurance, 24th Air Force & 624th Operations Center Mission Assurance 

Operating Concept, 2011. The goal of this research is to present a methodology enabling 

mission owners to efficiently prepare for cooperative cyber mission assurance 

engagements with 24th Air Force.  The proposed methodology incorporates the new 

24th Air Force guidance; best practices from commercial, governmental, and military 

organizations; and incorporates operational lessons learned. Application of the proposed 

methodology will enable more efficient and productive cyber mission assurance 

engagements with 24th Air Force.  
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CYBER MISSION ASSURANCE: 

A GUIDE TO REDUCING THE UNCERTAINTIES 

OF OPERATING IN A CONTESTED CYBER ENVIRONMENT 

 
 

I. Introduction  
 

The United States Air Force (USAF) has its roots buried deeply in the use of 

technology to enhance its mission capabilities and effectiveness.  From the all important 

Norden bombsight used during the early days of the Army Air Corps in World War II, to 

the laser guided munitions of the Vietnam Era, the Conventional Air Launched Cruise 

Missiles of the first Gulf War, the use of B-2 Stealth Bombers in Operation Allied Force 

and the GPS-aided Joint Direct Attack Munitions used in Operations Enduring and Iraqi 

Freedom, the Air Force mission is very dependent upon technology. Technology has 

dramatically changed the Air Force from a mentality in Billy Mitchell’s day of sending a 

multitude of bombers loaded with dozens of bombs to cover just one target due to 

inaccurate weapons and aircraft survivability concerns, to one bomber loaded with 

dozens of smart weapons to cover multiple targets due to improved precision and 

defensive technologies. 

Today, the success of virtually every military operation is dependent upon the 

availability, quality, and quantity of information communicated in and through 

Information and Communication Technology (ICT), collectively known as “Cyberspace.” 

The increasing dependence upon ICT has resulted in an environment where the loss or 

degradation of the availability, confidentiality, or integrity of a cyber resource or 
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information flow can result in significant mission degradation or failure (Ware, 1970; 

GAO, 1996; Jajodia, Ammann, & McCollum, 1999; Fortson & Grimaila, 2007).  It is 

therefore of no wonder why there is a significant emphasis placed on cyberspace 

operations in the Department of Defense (DoD) and Air Force, second only to nuclear 

programs. Organizations typically address this type of risk through an introspective, 

enterprise-wide focused risk management program that continuously identifies, 

prioritizes, and documents risks so an economical set of control measures (e.g., people, 

processes, technology) can be selected to mitigate the risks to an acceptable level.  

However, this can be challenging for military organizations as their mission objectives 

often span multiple organizational units, services, and agencies. 

Background  

The Air Force and the DoD have become ever more reliant on cyberspace assets to 

perform their missions. The connectivity within the DoD across, between, and within 

each service and agency has increased drastically to the point of work comes to a stop if 

cyber resources become unavailable.  This leads to the key priorities of cyber focused 

units such as 24th Air Force (24 AF) and USCYBERCOM: cyber mission assurance.  At 

first glance, cyber mission assurance sounds more like ensuring email and 

Internet/Intranet connectivity, but it is more about assuring any mission dependent upon 

the use of cyberspace.  It is for this reason that it is imperative that units understand their 

cyber dependencies.  This is essential knowledge that entities like 24 AF and 

USCYBERCOM need to help assure an organization’s mission success. 
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Purpose and Scope 

The purpose of this research is to present a methodology to enable unit commanders 

to efficiently prepare for cooperative cyber mission assurance engagements with 24 AF. 

This research effort discusses guidance from 24 AF; reviews best practices from 

commercial, governmental, and military organizations; and considers lessons learned 

from the operational environment to provide the reader both with an overall 

understanding of cyber mission assurance and a means to efficiently interact with 24 AF 

when building cyber mission assurance plans. The work presented will help to guide a 

unit in the process of determining mission to critical cyber asset lists that are prioritized 

and how to engage with 24 AF to develop a plan for cyber mission assurance.  Lastly, the 

project will look to help reduce the uncertainties of operating in a contested cyber 

environment by making suggestions on ways to exercise cyber mission assurance. 

This project was scoped based on the author’s more than 13 years experience in 

B-52H bomber operations in a high assurance environment and offers a framework for 

discussion on which the author can speak intelligently and confidently.  The intent is to 

use this experience to enable creation of practical examples for the sake of discussion but 

generic enough for units of any type (aircraft operations, maintenance, logistics, etc) to 

use this project as a resource to enable cyber mission assurance within their respective 

units. 

It is also important to note this research will deal mainly with one key aspect of cyber 

mission assurance: prioritized mapping of critical missions to cyber assets.  There are 

other aspects of mission assurance that will not be covered as they are far more technical 

in nature and therefore outside the scope of this particular project. 



 

4 

Organization 

The research for this project was divided into three parts that build on each other.  

The first part is in Chapter II, which discusses why a unit commander should care and be 

proactive when it comes to cyber mission assurance.  The discussion will look at the 

definition of cyber mission assurance to better understand why it is not just a cyber unit’s 

problem.  Lastly, this chapter will show that the unit needs to be proactive, as cyber 

mission assurance will not just happen. 

Chapter III will look at how a unit can be better prepared to engage 24 AF in 

developing a mission assurance plan.  Going in a little more prepared to engage 24 AF 

with a prioritized mapping of critical mission sets to critical cyber assets will decrease the 

amount of time needed to develop a cyber mission assurance plan. 

Reducing the uncertainties of operating in the contested environment will be the focus 

of Chapter IV.  What good is a plan if it is never tested before the big game actually 

happens.  There is not a sports team that takes the field of battle on game day without 

having practiced the plan of attack.  This chapter will emphasize the importance of 

exercising these plans by giving suggestions for what and how to exercise as well as what 

the end state goals of an exercise plan should be. 
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II. Understanding Cyber Mission Assurance 
 

To understand the importance and relevance of the methodology presented in this 

project, there must be a discussion on what cyber mission assurance is and why it is 

important for a unit commander to proactively engage 24 AF with its cyber mission 

assurance needs.  This section will first review the different definitions of cyber mission 

assurance found during research for this project.  Next, motivated by these definitions, 

this author will look to show cyber mission assurance is not just 24 AF’s task to deal with 

and therein finally show the need for unit commanders to be proactive when engaging 

24 AF. 

What is Cyber Mission Assurance 

Research on the topic of cyber mission assurance showed only one general definition 

for mission assurance in a DoD Directive for critical infrastructure.  There is a definition 

for cyber mission assurance found in Air Force Doctrine documents.  Of the other 

documents researched, writers break apart the terms mission and assurance and delve into 

the definition of these terms separately to derive a definition for use in their respective 

writings, most writers leaving out the term cyber all together.  This being the case, this 

section will mention a few of these definitions as well as what is written in some of the 

DoD, Joint and USAF publications.  These definitions will serve as background to 

influence later discussion on the importance of the unit commander to be proactive as it 

pertains to cyber mission assurance as well as set the stage for the methodology to be 

described in Chapter III of this project.   
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Grimaila et al. took the approach of defining the terms mission and assurance 

separately and then bringing the terms together to have a common ground for the rest of 

the paper (Grimaila, Mills, Haas, & Kelly, 2010).  The authors used the definition of 

“mission” from Joint Publication (JP) 1-02 “Department of Defense Dictionary of 

Military and Associated Terms”, stating: 

1. The task, together with the purpose, that clearly indicates the action to be taken 
and the reason therefore, 

2. In common usage, especially when applied to lower military units, a duty 
assigned to an individual or unit; a task, 

3. The dispatching of one or more aircraft to accomplish one particular task 
(Department of Defense, 2011a). 
 

The authors further break the definition down to discuss three different types of tasks to 

accomplish in order to complete the mission which are linked through objectives and 

effects as spelled out in JP 5-0, “Joint Operation Planning”: specified, implied and 

essential tasks (Department of Defense, 2011c).   

 

 

Table 1 Mission Tasks 

Specified 
Tasks 

In the context of joint operation planning, a task that is 
specifically assigned to an organization by its higher 
headquarters. 

Implied Tasks 

In the context of joint operation planning, a task derived 
during mission analysis that an organization must 
perform or prepare to perform to accomplish a specified 
task or the mission, but which is not stated in the higher 
headquarters order. 

Essential Tasks 
A specified or implied task that an organization must 
perform to accomplish the mission that is typically 
included in the mission statement. 
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The authors point out that missions can be broken into tasks and most, if not all, of these 

tasks may be critical for mission accomplishment and may also have cyber dependencies.  

Grimaila et al. used a definition of “assurance” from the American Heritage Dictionary: 

1. A statement or indication that inspires confidence 
2. a. Freedom from doubt; certainty about something 

b. Self-confidence 
3. Chiefly British Insurance, especially life insurance (American Heritage 
Dictionary, 2011). 
 

From this definition, the authors defined “assurance” for the context of the paper as that 

of “reducing the uncertainty in the expected outcome of an activity”, specifically relating 

assurance to risk, “the effect of uncertainty on objectives” (International Organization for 

Standardization, 2009).  Combining the definitions above, they were able to explain 

mission assurance as “reducing uncertainty in the belief of the organization’s ability to 

successfully complete its mission.” 

Another group of researchers presented a paper at the 2010 IEEE Second 

International Conference for Social Computing titled “Managed Mission Assurance: 

Concept, Methodology and Runtime Support.” Within this report the authors pose a very 

simplistic definition for mission assurance: 

“…the guarantee that Mission Essential Functionality (MEF) is continued 
despite partial failures or changes in the system and its operating 
environment (Pal, Rohloff, Atighetchi, & Schantz, 2010).” 
 

The above definition, while simplistic and relevant to the authors’ paper, makes mention 

of functionality as opposed to assuring missions and tasks.  This is just one of several 

definitions found during research that shows no clear consensus on the definition of 

mission assurance, that many times definitions are derived in order to motivate the 

author’s paper. 
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When looking through the various DoD Joint Publications, there is no definition for 

mission assurance, much less cyber mission assurance.  In JP 1-02 and JP 3-13, 

Information Operations, information assurance is the closest definition to cyber mission 

assurance found in DoD Joint Publications: 

“information assurance – Measures that protect and defend information 
and information systems by ensuring their availability, integrity, 
authentication, confidentiality, and non-repudiation. This includes 
providing for restoration of information systems by incorporating 
protection, detection, and reaction capabilities (Department of Defense, 
2006; Department of Defense, 2011a).” 
 

While this definition mentions protecting and defending information and information 

systems it does not mention protecting and defending missions. 

As mentioned before, only one DoD definition could be found for the term “mission 

assurance” and it was in the DoD Policy and Responsibilities for Critical Infrastructure, 

DoD Directive 3020.40: 

“mission assurance. A process to ensure that assigned tasks or duties can 
be performed in accordance with the intended purpose or plan. It is a 
summation of the activities and measures taken to ensure that required 
capabilities and all supporting infrastructures are available to the 
Department of Defense to carry out the National Military Strategy. It links 
numerous risk management program activities and security-related 
functions, such as force protection; antiterrorism; critical infrastructure 
protection; IA; continuity of operations; chemical, biological, 
radiological, nuclear, and high explosive defense; readiness; and 
installation preparedness to create the synergy required for the 
Department of Defense to mobilize, deploy, support, and sustain military 
operations throughout the continuum of operations. (Department of 
Defense, 2010).” 
 

This definition of mission assurance is not just tied to cyber, but other areas as well.  But 

the definition does build a foundation for mission assurance in cyberspace to allow for 
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the mobilization, deployment, support and sustainment throughout all phases of military 

operations. 

Research done through Air Force publications revealed a definition of cyber mission 

assurance in AFDD 1, Air Force Basic Doctrine, and AFDD 3-12, Cyberspace 

Operations.  Both documents define cyber mission assurance as: 

“mission assurance (cyberspace). Measures required to accomplish 
essential objectives of missions in a contested environment. Mission 
assurance entails prioritizing mission essential functions, mapping 
mission dependence on cyberspace, identifying vulnerabilities, and 
mitigating risk of known vulnerabilities (Department of the Air Force, 
2010).” 
 

This definition relates closely to cyberspace and spells out some specific tasks (not 

necessarily all inclusive) that need to be accomplished to provide mission assurance: 

prioritizing mission essential functions, mapping mission dependence on cyberspace, 

identifying vulnerabilities and mitigating risk of known vulnerabilities. 

Mission Assurance – Not Just 24th Air Force’s Problem 

Mission assurance is ultimately the commander’s responsibility and undoubtedly is 

something thought about by commanders at all levels but not necessarily codified on 

paper.  It may be thought more in the light of Operational Risk Management (ORM) but 

this is more often related to the risks of safely performing a mission and less to the risks 

to mission accomplishment.  With cyberspace being more global than a local engagement 

within an AOR, the vast number of cyber dependencies that need to be monitored means 

cyber mission assurance cannot be left to thoughts on mission assurance in a 

commander’s mind, mission owners need to codify mission tasks and cyber dependencies 

for those tasked with cyber mission assurance.   
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There were two statements found during research that drive home the level of 

importance placed on cyber mission assurance by senior leadership, first by Mr. Robert F. 

Lentz, Deputy Deputy Assistant Secretary of Defense for Cyber, Identity and Information 

Assurance, before the U.S. House of Representatives Armed Services Committee 

Subcommittee on Terrorism, Unconventional Threats & Capabilities on 5 May 2009 

where he quoted the Department of Defense’s Guidance of the Deployment of the Force 

(GDF) for 2010-2015: 

“All DoD Components will reduce the risk of degraded or failed missions 
by developing doctrine/tactics, techniques and procedures and planning 
for, implementing, and regularly exercising the capability to fight through 
cyber or kinetic attacks that degrade the Global Information Grid (Lentz, 
2009).” 
 

The second comes from the Department of Defense Strategy for Operating in 

Cyberspace, which makes reference to cyber mission assurance in “Strategic Initiative 1: 

DoD will treat cyberspace as an operational domain to organize, train and equip so that 

DoD can take full advantage of cyberspace’s potential”:   

“Operating with a presumption of breach will require DoD to be agile 
and resilient, focusing its efforts on mission assurance and the 
preservation of critical operating capability (Department of Defense, 
2011b).” 
 

These two statements make it appear to be just a 24 AF problem.  A case can be made for 

why it is as much a problem for a unit commander as it is for 24 AF. 

Billy Mitchell saw how aircraft technology would change the way we fight wars.  

While he may not have been able to imagine it then, there is no doubt that ICT have taken 

the Army Air Corps. from those days of sending 10-20 bombers to attack one target, to 

today’s Air Force sending one bomber to cover 10-20 targets.  Computers and cyberspace 
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have made the Air Force more efficient in training and fighting, from Link-16, to the 

aircraft systems that target GPS aided Joint Direct Attack Munitions, to remotely piloted 

aircraft operated from half a world away.  So much so, the Air Force and the other sister 

services have become even more dependent on cyberspace as the DoD draws down in 

forces and budgets, forcing all the services to do more with less.  

From this author’s experiences in the B-52 community as a Weapons School 

Graduate, a mission planner and an assistant director of operations of an operations 

support squadron in the Air Force’s largest bomber wing, it is easy to see the intertwining 

of cyberspace and B-52 operations, or any unit for that matter.  In the day-to-day home 

station environment, accomplishing the daily duties around a squadron comes to a stand-

still when the network becomes unavailable.  While flying operations may continue, it is 

not without much angst as things such as flight schedules, lists of currencies and aircraft 

maintenance information (just to name a few) are located on the network.  Other mission 

support tasks such as intelligence and weather support become harder to accomplish if 

access to the Internet is down.  While operations might not stop entirely, operations 

tempo definitely may slowdown. 

Looking at wartime operations, the damage becomes more significant.  With 

technology driving a lot of the B-52’s arsenal, having key systems or connections go 

down could keep a unit from accomplishing the mission as directed.  There are certain 

systems that if knocked off-line, could prevent certain weapons from being 

planned/programmed for maximizing weapon reliability and survivability, thus 

sacrificing effectiveness as tasked by the Joint/Combined Forces Air Component 

Commander through the Air Tasking Order (ATO).  In order to mitigate such a problem, 
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the mission planning system is typically set up to allow mission planners to operate 

“disconnected” from cyberspace.  While this kind of setup keeps mission planners 

relatively safe from cyber attacks or degradations, it does not take advantage of certain 

efficiencies of being “connected” to cyberspace, like up-to-date data and systems which 

becomes manual and, most often, time consuming in nature.  This does not mean that 

mission planners do not need connectivity, as threat orders of battle, ATOs and targeting 

data (again to name a few) are distributed electronically via Secret Internet Protocol 

Router Network (SIPRNet).  Typically units are geographically separated from the Air 

Operations Center (generally by at least a thousand miles), making it a challenge for 

distributing the needed electronic files when SIPRNet is down or degraded.  Add to this, 

the beyond line of sight communication links used to pass targeting information in-flight 

well before entering the area of responsibility could further affect mission effectiveness 

in a degraded or denied cyber environment. 

This is just one airframe or unit of many having cyber dependencies that could result 

in critical mission failure if not able to operate in a degraded or denied cyber 

environment.  One of the biggest challenges facing 24 AF is the ability to map out a 

prioritized list of the massive number of missions out there with critical cyber 

dependencies.  This was made evident from out-brief slides from the Military Operations 

Research Society (MORS) symposium on Mission Assurance: Analysis for Cyber 

Operations Special Meeting, when Working Group 3 (which included representation 

from 24 AF and USCYBERCOM) recognized the need for identifying critical missions 

and assets and mapping critical assets to missions to aid in mission assurance (Military 

Operations Research Society, 2011a, p. 28).  In themes across the working groups, it was 
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determined that “Mission Assurance requires an understanding of how network 

capabilities map into the mission” and that “such maps are seldom, if ever, generated 

(Military Operations Research Society, 2011b).”  What is being seen is a lack of quality 

information that can be used to make prioritization decisions when cyber systems come 

under a cyber attack.  What ends up happening is due to this lack of information, critical 

systems may inadvertently get locked down/out due to these attacks thus affecting the 

critical mission that system supports, e.g. mission planners lack the tools/information to 

plan the mission, when it may have been avoidable.   

Confidentiality and integrity of data at rest or in motion is another key aspect of 

mission assurance.  In other words, how is the data used for mission accomplishment 

protected from prying eyes or from tampering while it is being stored or while it is in 

transit from one system to another.  Many perceive cyber mission assurance as making 

sure the actual cyber asset is available, what many overlook is the fact cyber assets are 

typically information storage or transportation devices.  The information stored or passed 

on these systems can go toward the success or failure of the mission if the information is 

not sufficiently protected in either of its two states, at rest or in motion.  On SIPRNet 

systems, in motion data is typically taken care of due to the bulk encryption techniques 

(pre-shared cipher keys), unlike NIPR where most everything is passed in the clear with 

the exception of Secure Socket Layer and Transport Layer Security connections which 

are still susceptible to man in the middle attacks.  But when looking at the storage side of 

data or data at rest, most often the data is not encrypted or protected from prying eyes or 

data tampering on either SIPRNet or NIPRNet.  What then are the ramifications to 

mission accomplishment if data used for the mission is somehow compromised?  How 
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can a mission owner be confident the data used for mission accomplishment is good?  

Therefore, not just the mapping of cyber assets to missions needs to occur but the 

identification of data flows is also crucial to mission assurance. 

One clear conclusion that can be drawn thus far is that cyber mission assurance is not 

solely a 24 AF problem; it is a mission owner problem.  24 AF cannot adequately map 

and prioritize network capabilities and data flows to missions without the aid of the 

mission owners to identify the critical mission tasks.  For one, 24 AF does not know the 

in’s and out’s of every mission a unit may have and second, they do not have the man 

power, whether it be number of personnel and/or subject matter experts, to be able to 

accomplish this task for the entire Air Force.  As far as mission owners, it goes towards 

their mission success, so it would be in the best interest of mission owners to be proactive 

in making sure the mapping of mission to network is covered and prioritized correctly as 

well as wanting to ensure the data being stored and transmitted across those systems is 

adequately protected.  Additionally, it will help mission owners to find gaps allowing 

them to develop contingency plans to enable operations in a degraded or denied 

environment.  This is where 24 AF and maybe even base cyber units will help mission 

owners create or update the cyber portions of their contingency plans. 

Unit Commanders Need to be Proactive 

The recent creation of a draft of the 24th Air Force and 624th Operations Center 

Mission Assurance Concept has changed how 24 AF is approaching mission assurance.  

24 AF will now engage with requesting MAJCOMs or COCOMs to build mission 

assurance plans (24th Air Force, 2011 (DRAFT)).  For the most part, 24 AF is not going 
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out and tracking down all organizations within the Air Force to acquire the information 

needed to provide mission assurance services, this would be too unmanageable to 

accomplish and has not worked thus far.  In order to provide quality mission assurance 

services, organizations need to come to 24 AF with their needs in order for mission 

assurance planners to develop plans. 

According to the American Heritage Dictionary Online, one of the definitions of the 

word “plan” is: 

“An orderly or step-by-step conception or proposal for accomplishing an 
objective (American Heritage Dictionary, 2011)…” 
 

This definition would imply a certain amount of forethought and information gathering as 

to be able to create a plan for later execution.  Therefore, waiting until there is a need for 

mission assurance in the middle of a conflict, does not a plan make nor does it make for a 

successful conflict.  24 AF has recognized within the operating concept document that 

plans could take up to six months to develop (24th Air Force, 2011 (DRAFT)).  This is a 

significant amount of time in which missions could go ineffective due to cyberspace 

degradations or denials.  Therefore, units need to be proactive and engage with 24 AF 

now to start preparing mission assurance plans and to have a chance to exercise those 

plans prior to operations/conflicts.  Now is the time to start building the prioritized 

mapping of critical missions and tasks of a unit linked to cyber assets used to accomplish 

those critical missions and tasks, not when the unit is trying to deploy or while in the 

middle of the fight.   

This chapter presented a few definitions of mission assurance, the importance placed 

on continuing operations in a degraded or denied cyberspace environment, how mission 
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assurance is not just 24 AF’s problem but a mission owner’s problem as well, and 

stressed the need for unit commanders to be proactive in engaging 24 AF in regards to 

mission assurance planning.  The next chapter will examine how to best prepare to 

engage 24 AF in developing mission assurance plans. 
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III. Research Methodology 
 

In order to successfully engage 24 AF concerning cyber mission assurance, a unit 

must be reasonably prepared to answer questions concerning missions and mission tasks 

and how these mission tasks are reliant on cyberspace assets.  This chapter will focus on 

the collection of initial unit mission set(s) data in order to have a successful engagement 

with 24 AF on building a mission assurance plan.  The first section will deal with who 

should be initiating and completing the mission to cyber asset mapping process.  The 

second section discusses tools and techniques for collecting and compiling data in a 

coherent manner to aid in the start of the mission analysis phase 24 AF will first perform.  

The next section deals with determining the unit’s mission sets, breaking these mission 

sets into mission tasks, and mapping out a battle rhythm for a given mission set.  The 

fourth section analyzes the information gathered about the mission sets to determine 

cyberspace dependencies and what information to gather concerning these cyberspace 

dependencies.  The fifth section discusses mapping and prioritizing the mission sets and 

cyber assets.  Finally, the chapter concludes with how to begin the engagement with 

24 AF. 

Getting Started 

Up to this point, the unit has been the focus of discussion but what will become more 

apparent in a later section of this chapter is: once a mapping is generated it will need to 

be routed through the Major Command (MAJCOM) or Combatant Command (COCOM) 

to get to 24 AF.  This leads to an issue that needs to be mentioned up front of who should 

be initiating and completing the mission to cyber asset mapping process.  In the case of 
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the COCOM, while they may recognize the need for cyber mission assurance for a given 

unit’s mission set, they have no in depth insight into the inner workings of a unit’s 

mission sets and mission tasks to create such a mapping and, therefore, would be handing 

the dirty work of creating the mission to cyber asset mapping down to the mission owner 

for completion. 

The MAJCOM, however, may have sufficient subject matter experts (SMEs) on hand 

to both initiate and at least begin to create the mapping.  The advantage of the MAJCOM 

taking the “wheel” is that the product can be tailored to work across multiple units of the 

same mission function, e.g. Air Force Global Strike Command (AFGSC) putting together 

a mapping of mission sets for both B-52 wings, the 5th Bomb Wing in North Dakota and 

the 2d Bomb Wing in Louisiana.  But it may be in the best interest of the MAJCOM, if 

they are the initiator of the mapping process, to be a coordinator between multiple units 

to allow the units to develop a mutual mapping of mission to cyber assets since the units 

are closest to the mission and provide the in depth look into tasks and cyber assets that 

the MAJCOM may not have.   

If a unit were to initiate the mapping process and there is a community of 

geographically collocated or separated units under a MAJCOM with the same mission 

function, similar to the B-52 example given in the previous paragraph, then it would be in 

the best interest of that community for the units to work together.  This would provide the 

MAJCOM with a mutual mapping to present to 24 AF as a part of the cyber mission 

assurance request for support document discussed later in this chapter. 
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For the remainder of this chapter, the term “unit” refers to the entity, whether it be a 

specific unit, MAJCOM or COCOM, who actually is putting the information together to 

develop the mission to cyber asset mapping. 

Tools and Techniques 

To facilitate the collection and consolidation of mission sets, mission tasks and cyber 

assets, a brief discussion of tools and techniques for collecting and consolidating such 

data is important.  First, this section will look at the Department of Defense Architecture 

Framework Version 2.0 (DoDAF V2.0), Systems Viewpoint-5 (SV-5) Model as a model 

for collecting and consolidating the data.  Then, this section will describe the types of 

information concerning cyber assets that need to be collected from Donald L. Pipkin’s 

book, Information Security: Protecting the Global Enterprise (Department of Defense, 

2009; Pipkin, 2000) 

DoDAF V2.0 - SV-5 

DoDAF V2.0 “serves as the overarching, comprehensive framework and conceptual 

model enabling development of architectures (Department of Defense, 2009)” within the 

DoD.  This document provides a means for developing and modeling a system 

architecture that ties functions or objectives to systems and system processes using a 

common format that is understandable across different agencies within the DoD.  The 

document has many different views or models that can be tailored to capture the 

information that is trying to be conveyed or transferred.  Therefore, the document is not 

purely prescriptive in nature. 
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Of the many models that could be used, it was suggested through contacts at 24 AF 

that a Systems Viewpoint - 5 would be a useful model to follow for providing needed 

mission and system data.  Within DoDAF there are two different models for SV-5, an 

SV-5a and SV-5b.  The SV-5a model is an Operational Activity to Systems Traceability 

Matrix with the important role of tracing system function requirements to associated user 

requirements (Department of Defense, 2009).  This and the other models are intended for 

use in building user systems but using the SV-5a model as a guide for mapping missions 

to cyber assets makes it a very useful tool for gathering the needed information for the 

start of developing mission assurance plans.  Useful information that can be gathered is: 

• Tracing functional system requirements to user requirements 
• Identification of overlaps or gaps (Department of Defense, 2009). 

 
In the case of mission assurance, system requirements are the cyber dependencies and the 

user requirements are the mission tasks required for mission success or effectiveness.  Of 

note, this model could be used for more than just cyber mission assurance showing 

missions and cyber dependencies.  It could be used to map out a mission’s dependencies 

on other outside agencies or actors that do not fall inside the cyberspace realm, but this is 

outside the scope of this research project.  The SV-5b is essentially the same as the SV-5a 

but it could be used to summarize the SV-5a and it could be used to take functionality 

down to the performers executing activation of the function.  Based on the research 

conducted, the SV-5a will be the model of choice for this project. 

As previously stated, the models are not prescriptive in nature, meaning there is no 

defined set of steps nor is there a specific presentation design for collected data, this 

allows tailoring for the organization’s needs.  Later in this chapter, a method for 
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collecting and presenting the data is presented.  It is not a 100% solution but one that 

captures the data necessary to begin planning for cyber mission assurance with 24 AF. 

Pipkin’s Resource Inventory 

The book Information Security, Protecting the Global Enterprise, Donald L. Pipkin 

discusses how to implement information security in an enterprise, breaking it up into five 

distinct phases: inspection, protection, detection, reaction and reflection.  The first critical 

step in the inspection phase, conducting a resource inventory, will be the basis for 

collecting cyber asset data later in this chapter. 

Within the step of resource inventory, Pipkin suggests an organization should identify 

all of its cyber related systems to include every end system that touches the network and 

information on each system’s MAC address with a listing of all of the software 

applications including which applications are mission critical and what internal and 

external network resources the applications use.  While compiling this data on cyber 

assets, the assigning of ownership of these systems needs to be accomplished to provide 

accountability so someone can be contacted when remediation or other actions related to 

the systems needs to occur and for maintaining contingency plans for those systems.  

Finally, a determination of the value and security classification of the systems should be 

accomplished which will aid in the prioritization of these systems (Pipkin, 2000).   

Enumerating all of a unit’s cyber assets would be a daunting task to handle right at 

first due to the OPSTEMPO of the unit and its many competing interests.  While 

enumerating all of a unit’s cyber assets may be the ultimate goal for a unit to truly 

understand all of its cyber dependencies, the methodology in this chapter only has 

resource inventory occurring after the enumeration of mission sets, tasks, and sub-tasks.  
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This will focus a unit’s limited and strapped resources on the more important mission 

critical cyber assets.   

Automated Methods 

As mentioned there is no one technological solution to aid in the collection of the 

mission tasks and cyber dependencies.  However there is much work being done on 

finding the technological solution for mission assurance mapping and monitoring but it is 

not yet fielded as it is a difficult process.  D’Amico et al. present scenarios in order to 

continue research into development of an automated mission impact system, Cyber 

Assets to Mission and Users (Camus).  Haigh et al. is working on a project called the 

Automated Intelligent Management for Integrated Strategy and Tactics (AIMFIRST) 

which is an approach to providing automated mission assured networking, involving 

modeling missions using mission planner inputs and adapting network discovery and 

modeling tools.  While not all inclusive, these are some of the ongoing research into 

automating mission assurance mapping and impact assessment. 

Determine Mission Sets 

Every unit has at least one mission and in the case of some flying units, some have 

many different types of missions a unit could be tasked to perform based on the 

capabilities of the tasked Mission Design Series (MDS).  In the case of many mission 

sets, these mission sets may have similar tasks that are performed with slight variances on 

the mission set.  The goal of this section is to provide a methodology for determining the 

unit’s mission sets, delineating the tasks and sub-tasks for each mission and then mapping 

out the battle rhythm for when these tasks are performed.  In order to provide clarifying 
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examples, this report will pull from the author’s experience gained in B-52H operations.  

This in no way limits the implementation of this methodology to just flying or other 

operations oriented organizations. 

Work Most Critical to Least Critical Missions 

The first task for a unit is to list all of the missions or mission sets the unit could be or 

are tasked to accomplish.  For an aircraft maintenance unit, it could be as generic as 

providing mission capable aircraft for the flying unit to perform ATO assigned missions.  

For a flying unit, generally speaking it might be a strategic attack sortie but more 

specifically a long range strike sortie with a specific weapons load-out that has some 

significant planning and execution implications say standoff cruise missiles.   

This step is a high level look and should not be getting into the detailed tasks of each 

mission set but more to parse out the different missions to determine where to focus 

efforts.  These missions/mission sets may include both contingency/war-time and 

peace-time missions.  In this case, a prioritization would need to occur to continue to 

focus efforts.  Since, contingency/war-time mission sets can carry higher implications in 

regards to mission failure, time should be mostly spent on these types of missions in the 

beginning.  Then as time allows and the war-time missions have mission assurance plans 

created, later revisiting peace-time operations could be in order. 

Focusing on the war-time/contingency mission sets, an attempt needs to be made in 

prioritizing the missions before moving on to the next step of delineating tasks and 

sub-tasks for each of the missions in order to focus on the most important missions first 

and work down through the list.  Prioritizing may be difficult if doing this analysis in a 

peace-time environment since mission priority often times comes from the commander’s 
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intent and/or the ATO in a war-time/contingency environment.  In this case, it might be 

best to choose a mission typically designated as high priority or a frequently tasked 

mission.  Once the onion is peeled back on this mission, many dependencies inside and 

outside of the unit may be brought to light of which may prove it to be best the candidate 

for cyber mission assurance planning.  For the purposes of further development of the 

methodology, a generalized mission for the B-52H will be used as an example: strategic 

attack mission – long range strike with conventional stand-off weapons. 

Delineate Tasks and Sub-Tasks for each Mission 

Now that missions have been enumerated and a mission task has been selected for 

continued analysis, the next step is to break the mission down into tasks and sub-tasks.  

This is where the unit gets down into the weeds of a mission and simply is identifying the 

individual tasks required for mission accomplishment.  A unit needs to enumerate every 

task and sub-task from beginning to the end of the mission to ensure there are no known 

open gaps in the plan later.  Obviously, every pop-up contingency cannot possibly be 

considered, but the finer the detail the better as plans are something to deviate from “no 

plan of operations extends with certainity beyond the first encounter with the enemy’s 

main strength (Moltke & Hughes, 1995).” 

Looking at Figure 1, in an Excel spreadsheet format the mission tasks are spelled out.  

In the first column is a name for the mission task itself, in this case one is “Mission 

Planning Data Collection”.  When looking at the mission tasks, if the overall step is too 

broad it could be broken into sub-tasks to capture the detail of the overall task.  For each 

task or sub-task, a description of the task to include actions taken and who performs the 

actions, if known, is needed in the description.  The third column gives details on internal 



 

25 

information flows, to whom it flows and what information is flowing.  The last column 

continues on the theme of information flows except it is the external side, to whom and 

what is flowing outside the unit, on and off installation.  The more descriptive the better 

as this will allow mission assurance planners to ask smart questions when they begin to 

analyze the mapping that is provided.  Being as detailed as possible will help later in the 

section dealing with determining cyber assets as well. 

 
Map out the Battle Rhythm for each Mission 

Cyberspace Superiority is defined as “the operational advantage in, through and from 

cyberspace to conduct operations at a given time and in a given domain without 

prohibitive interference (Department of the Air Force, 2011) [emphasis added].”  This is 

very much like the definition of Air Superiority “the degree of dominance that permits 

friendly land, sea, air, and space forces to operate at a given time and place without 

prohibitive interference by the opposing force (Department of the Air Force, 2011) 

 
Figure 1 Mission and Task Descriptions 
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[emphasis added].”  Not unlike Air Operations, Cyberspace is a large and vast domain in 

which it is hard to maintain superiority in all places at all times with the limited amount 

of resources available to today’s Air Force.  For this reason, 24 AF needs information on 

the battle rhythm of the mission sets in order to map out those times in which mission 

assurance is most crucial.  When planning in a peace-time environment for contingency 

or war-time operations, giving as good estimates of time frames for task accomplishment 

will be beneficial for the initial plan and can be updated when it comes time to implement 

the plan. 

Determine Cyber Assets 

Now that the mission is defined and the tasks and sub-tasks enumerated with as much 

detail as can be provided from the beginning to the end of the mission, analysis can now 

begin on determining cyber dependencies and enumerating those dependencies.   

Analyze Tasks to Determine Cyber Dependencies 

While enumerating the mission tasks and sub-tasks, some of the analysis to determine 

cyber dependencies has already started.  The task internal and external data flows is a 

good place to start when determining the cyber dependencies.  This is where the analysis 

turns to how the information is collected, stored and/or disseminated.  Analyze each task 

and determine if the information collected, stored and/or disseminated was accomplished 

via computer, telephone and/or fax machine, even land mobile radio as these may be 

transmitted across a network to improve functionality.  Including satellite 

communications, either voice or data, is important as well despite the fact the 

communications may not touch a network or the Internet, the systems that control the 
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satellites may need to be considered for mission assurance purposes.  Listing other line of 

sight radios would be mainly for situational awareness purposes to potentially show a 

redundancy capability. 

Enumerate the Cyber Dependencies 

Now that there is an idea of the cyber dependencies, data needs to be collected on 

these cyber dependencies.  Collecting the data for the cyber dependencies will take two 

steps depending on the type of system used, data on the system itself, and data on task 

related software/applications running on the system.  Figure 2 below will continue the 

B-52H example beginning with the collection of system data. 

 

A list of cyber related systems descriptions are pulled from the list of mission tasks 

and sub-tasks as seen in Figure 2.  Much of the listed data is what was suggested by 

Pipkin earlier in this chapter.  First things first, the system name or host name is needed.  

If it is a computer the host name will help to identify the system on the network and offer 

a better differentiation between similar systems.  Use a system name if it is not 

 
Figure 2 System Descriptions 
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necessarily a computer, i.e.: LMR or ARC-210 Radio.  Next, it is helpful to list the owner 

and/or maintainer of the system.  This aids in further analysis later by allowing mission 

assurance planners to engage with the system owner/maintainer when more data is 

needed and to provide contact information within the plan for when the plan is executed 

later.  Listing of the operating system is key to having some insight into potential 

vulnerabilities that may already exist with the system and aids in asking the right 

questions in developing the mission assurance plan.  One other piece of identifiable 

information for a computer system would be the system’s Media Access Control (MAC) 

address, again this can aid in finding and identifying the system while it is on a network.  

The last item for system level description is listing the task related software/capability.  

In the case of a computer system, this is a list of software and applications used to 

accomplish mission tasks.  For non-computer systems, it is the capability the system 

provides for accomplishing a mission task.  With the systems listed, the next step is to 

make a list of the system software descriptions as seen in Figure 3. 

 

 
Figure 3 System Software Descriptions 
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The system software description list (Figure 3) should include all of the 

software/capabilities found in Figure 2, System Descriptions.  This list should also 

contain any intranet/Internet sites that may be used in accomplishment of mission tasks.  

Then a detailed description needs to be provided on how the software, capability, or 

intranet/Internet site is used for task accomplishment.  This will help mission assurance 

planners to ask smart questions to minimize gaps in the plan.  Next, listing the software, 

capability, or intranet/Internet site’s owner/maintainer is useful for mission assurance 

planners for inquiring about dependencies that may be further down the line.  Finally, 

listing both the internal and external data links is crucial for aiding mission assurance 

planners in developing the plan.  This information will help the planners to understand 

the linkages and to where to best focus their efforts in the plan.  As with listing the 

software owners/maintainers, the links may point the mission assurance planners 

dependencies further down the line. 

Mapping and Prioritizing 

Much of the work of identifying missions, mission tasks, system descriptions and 

system software descriptions is now accomplished.  The next crucial step is to 

consolidate the information into a single mapped matrix of mission tasks to cyber 

systems.  This section will take a look at the mapping and prioritizing of the data 

collected. 

Mapping 

The mapping itself is pretty straightforward.  Referencing the sample matrix in 

Figure 4 on the following page, take a mission task and list the systems and system 
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software/applications used to accomplish the task as well as when in the battle rhythm the 

task occurs.  All of this information should come straight from the lists completed earlier 

in the process.  One last key piece of information remains for the completion of the 

mapping, that is prioritization or in this case Mission Capability Code. 

 

Prioritization 

Prioritization in this case is a Mission Capability Code of Full Mission Capability 

(FMC), Partial Mission Capability (PMC) or No Mission Capability (NMC).  These can 

mean a great many things to many different organizations.  Generically speaking for this 

report they can mean the following: 

• FMC - Nice to have.  Loss of these components will be inconvenient but will not 
cause mission failure or abort. 

• PMC - Need to have.  Loss of these components may not cause certain mission 
failure or abort due to potentially having an out of band backup/alternative 
capability. 

• NMC - Must have, loss of these components will cause mission to fail or abort; 
may not have a backup mode of operation. 

 
Figure 4 Mission Task to System Mapping 
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If the definitions do not meet the organization’s needs, the definitions can be tailored to 

an organization’s specific needs or ideas of what FMC, PMC and NMC mean to the 

organization.  As long as they are spelled in clear language, 24 AF can work with the 

changes.  Within the mapping, it is best to provide a listing of the backup or alternative 

systems for a given task, if there are any. 

Thus far, a mapping of mission tasks to cyber assets has been created for one mission 

set.  If there are other missions to break down, the first mapping can serve as a baseline 

for the rest as it is quite possible there are duplicate or overlapping mission tasks across 

the different missions.  In this case, copying from this baseline and only modifying or 

adding the differences may speed up the process.  It is still important to ensure that each 

mission is thoroughly analyzed to ensure to the max extent possible that there is nothing 

left out. 

How to Engage with 24th Air Force 

The initiation of the engagement with 24 AF will have to be between the MAJCOM’s 

or COCOM’s A3 or J3 directorate and 24 AF’s A3 directorate.  While the bulk of the 

work of preparing to engage 24 AF on developing a cyber mission assurance plan is 

completed, there are few more pieces of information that would be useful in the 

development of the plan: 

• CONUS and Forward Operating Locations 
• Mission Support Requirements 
• Mission C2 Structure 
 

The above information combined with the mission to cyber mapping that was created will 

allow a unit to be more than adequately prepared to engage 24 AF. 
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To engage 24 AF a Mission Assurance Request for Support needs to be filled out, the 

request form can be found in Appendix B of the 24th Air Force & 624th Operations 

Center Mission Assurance Operating Concept (DRAFT).  It is a template document with 

certain information needing completion.  In the case of “requesting (supported) command 

or commander”, this is the command generating the request for support, the MAJCOM or 

COCOM.  The “specific Mission Assurance set” is the specific mission requested to be 

supported (24th Air Force, 2011 (DRAFT)). 

The third section of the request is the most important, “Desired Effects (Specific)”.  

Based on the mapping of mission tasks to cyber assets, a list of the desired effects can be 

created.  Being as specific as possible when it comes to the asset and mission task to be 

protected is crucial.  Being generic and listing a desired effect of “Ensure the availability 

of NIPR/SIPR” would not get the desired response, as the point of the whole process is to 

determine those assets out of the many assets that are most critical to mission 

accomplishment.  Also when creating the list of desired effects, include critical 

information and information flows that were determined to be critical for mission task 

accomplishment.  Remember, when it comes to cyber assets it is not just about 

availability, it is also about integrity and confidentiality of information as well.   

Once the request is completed, it will be submitted to 24 AF/A3 through the 

appropriate A/J3 staff equivalent at the MAJCOM or COCOM.  24 AF will then hand it 

off to the 624 Operations Center (OC) to accept the task of Mission Assurance Support.  

Once the task is accepted by the 624 OC, it will enter the planning stage where it will 

enter the Combat Plans Division (CPD) for plan development.  During the Mission 

Assessment and Cyberspace Assessment phases of Mission Assurance plan development, 
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there will be a continuous back and forth conversation to collect data on mission tasks 

and cyber dependencies for analysis.  Fortunately, most of the delineation of mission 

tasks and cyber dependencies is already broken out and the analysis by 624 OC will be 

mostly fine tuning the initial mapping to continue the planning process of cyber threat 

assessment.  During the cyber threat assessment, 624 OC/ISRD will also have to contact 

the unit’s tactics section for the operational view of cyber threats on a kinetic mission, 

when applicable (24th Air Force, 2011 (DRAFT)).   

From here the operations and cyberspace correlation phase assigns operational 

meaning to each component of the mission architecture so that specific operational 

impact is immediately understood by those providing mission assurance in the event of a 

network failure.  This leads to capability assessment and coordination, the integration of 

the threat assessment into the planning process to align capabilities and effects to support 

the mission (24th Air Force, 2011 (DRAFT)).  Once these steps are completed, the 

formal plan is developed.  The next chapter looks at continuing to reduce the 

uncertainties once the plan is developed. 
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IV. Reducing Uncertainties 
 

“Thus a victorious army wins its victories first before seeking battle; an 
army destined to defeat fights in the hope of winning.” 

– Sun Tzu, The Art of War 
 
At this point there should be a good understanding by the mission owners of their 

mission sets, mission tasks, and cyber dependent systems.  Also, the MAJCOM/COCOM 

A/J3 has initiated the cyber mission assurance planning process with 24 AF on the behalf 

the unit.  As previously stated, there will be back and forth communication between the 

mission owner and the 624 OC as they build the plan.  Hopefully through the work 

accomplished prior to engaging 24 AF, the time to completion of the plan has been 

shortened to well less than the anticipated six months and a plan is established.   

During the planning process, there will be much thought given to developing methods 

to back up those critical functions listed as NMC during the mapping and prioritization 

phase.  These methods may be items the 624 OC will task out via the plan or the methods 

may be items for which the mission owners need to develop their own contingency plans.  

In either case, once the measures are put into place they need to be exercised prior to 

being used in actual combat.  This chapter will briefly deal with the importance of 

exercising, what and how to exercise and finally what the end state goal of exercising 

should be. 

Importance of Exercising 

The importance of exercising cannot be understated.  While the forces are in a 

peacetime state is the best time to practice in as accurate and realistic way possible the 

plans developed for wartime use.  In testing these plans, one is able to find what works 
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and what may not work, as well as catching any items missed in the plan before the actual 

execution of the developed plan.  This leads to increased confidence in the plan.  

Confidence in knowing the plan has been tested which has most likely led to 

modifications and additions to the plan, making it more robust to survive first contact 

with the enemy.  Seeing all the parts, pieces and players in a plan work together to solve 

inefficiencies in the plan (known or unknown) and then revising those plans, can also 

increase confidence.  While all contingencies cannot be planned for nor exercised to, 

exercising can help to build confidence in the plans and thus reduce the uncertainties of 

operating in the degraded or denied cyber environment. 

What and How to Exercise 

The “what” to exercise is probably the most obvious.  After the cyber mission 

assurance plan has been created and on the shelf, the items covered in the plan deemed 

NMC or most critical for assuring should most definitely be exercised.  This also should 

include any measures suggested by 24 AF that are implemented at the unit level.  Items to 

include in the exercise should also be those that have redundant capabilities in order to 

ensure the redundant capabilities work as advertised.  Probably the most important thing 

to concentrate on is not only do the planned measures work but to think in terms of the 

adversary and try to find creative techniques that could be exercised to potentially break 

the planned measures in an attempt to find missed issues.   

The “how” to exercise tends to be a little more difficult.  Cyber exercises tend to 

mainly focus on a cyber unit’s ability to defend a small, closed network or “cyber range” 

to keep from causing problems with operational systems.  Such exercises have started 
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taking place in forums like Red Flag and the U.S. Air Force Weapons School Mission 

Employment phase, touted as Red Flag on steroids.  This makes it difficult to ascertain 

the effectiveness of a cyber mission assurance plan as, from an operations perspective, 

the mission owners are not seeing the degradations or denials since the systems are not on 

the “cyber range”.  Unfortunately, this will lead to contrived exercise inputs to simulate 

the degradations/denials of the cyber environment.  What is needed is the ability to create 

a contested environment from which the mission owners can participate to allow the 

mission owners practice operating in a contested environment and allow 24 AF a method 

to validate cyber mission assurance plans.  Unfortunately this is outside the scope of this 

research project and is definitely a tough problem to solve. 

As mentioned, what are left are contrived exercise inputs to simulate a contested 

environment.  From this author’s experience, exercising in a contested cyber environment 

has not been incorporated into many units’ exercises, at least from a mission owner’s 

perspective.  Mission owners need to take the next step and start exercising in a simulated 

contested environment.  By accomplishing the mission to cyber asset mapping, a unit can, 

at the very least, see its cyber dependencies and start incorporating degradation/denial 

simulations into its local exercises and training to reduce the uncertainties of fighting in 

the contested environment, ensuring pieces of the cyber mission assurance plan the unit 

owns work, as well as already identified redundancy capabilities. 

End State Goal of Exercising 

The ultimate end state goal of exercising should be to reduce the unit’s uncertainty of 

operating in the degraded or denied cyber environment and thus building the unit’s 
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confidence in operating in such a cyber environment.  Prior to accomplishing the mission 

to cyber asset mapping there may have been considerable doubt of a unit’s ability to 

operate in a degraded/denied cyber environment.  But once the mission, cyber, and threat 

assessments are complete, the cyber mission assurance plan is created and other measures 

are taken, the uncertainties are certainly reduced.  Exercising cyber mission assurance 

plans and measures will further aid in reducing these uncertainties.   

Another end state goal would be to find the contingencies missed or inadequately 

planned for by attempting to break the plan.  As seen by this author, when a unit is boxed 

into a corner during an exercise, that is when the unit becomes the most resourceful in 

finding new and unique ways to fight out of those tough corners.  Exercises should be a 

forum for encouraging those new and innovative ways to adapt and overcome difficult 

problems.  These problems could be ones never before thought of or it can be tough 

problems everyone talks about but no one has come up with a workable idea to solve.  

Exercises should be a breeding ground for solving these types of problems in a 

consequence free environment, meaning if an attempted solution fails, there is less fear of 

consequence or reprimand.   

Exercising will go a long way in helping to reduce the uncertainties of operating in a 

contested cyber environment.  Exercises can aid in validating 24 AF developed cyber 

mission assurance plans and build confidence on the part of the unit in its ability to 

operate in the contested environment.  Unfortunately, there is not a good method for 

integrating mission owners and their systems into the “cyber range” to properly exercise 

cyber mission assurance.  In the end, the goal of exercising should be to reduce the 
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uncertainties of operating in the contested cyber environment and to think creatively in an 

attempt to break the plan to find gaps or solutions to known or unknown hard problems.  
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V. Conclusions and Recommendations 
 
 

Cyber mission assurance is an important process when considering the vast amount of 

missions relying upon massive amounts of cyber assets for successful mission 

accomplishment that can be vastly different in regards to architecture and software 

applications.  24 AF has sought to formalize a concept of operations for tackling its 

mission of cyber mission assurance within its own resource constrained environment.  

Units have to realize that cyber mission assurance is not just a 24 AF problem but a unit 

(mission owner) and 24 AF problem.  Units needs to proactively seek out 24 AF support 

through their appropriate MAJCOM or COCOM to start developing cyber mission 

assurance plans in order to reduce the unit’s uncertainties of executing its mission in a 

contested cyber environment.  Having a plan is just the beginning of assuring missions in 

cyberspace.  To continue to reduce the uncertainties, the plan must be exercised in as 

much detail and in as realistic an environment as possible prior to trying to implement the 

plan in a wartime or contingency environment, not only by 24 AF but also by the mission 

owners themselves.   

MAJCOMs need to take a vested interest in cyber mission assurance for their units as 

the MAJCOMs are the force providers to the COCOMs.  MAJCOMs have the mission of 

training and equipping the units in support of a COCOM’s needs.  Mission assurance 

comes at a price to the unit and training is required to ensure the unit can operate in a 

cyber contested environment.  Therefore, MAJCOMs will need to provide resources to 

units to meet the needs for cyber mission assurance.  MAJCOMs will also be able to 

provide the consolidation needed by 24 AF for multiple units with the same or similar 
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mission sets and will also be able to create the bridge needed between the unit mission 

experts and the 24 AF’s cyber mission assurance experts. 

There also needs to be a continued emphasis on the part of the Air Force to look for 

and develop those individuals that can help bridge the gap between operations and cyber, 

thus improving cyber mission assurance.  What is needed are individuals who not just 

understand how to operate their little piece of cyber but understand how cyber works.  

While the newest generations entering the Air Force have grown up in a cyber ‘savvy’ 

environment, these individuals may not necessarily understand the inner workings of how 

the cyber devices they are operating actually work, they just know the device works. 

As for exercising mission assurance plans, red teams not only need to continue to 

stress the plans to point of breaking in an exercise but they also need to debrief the unit 

and those tasked with defending the cyber dependencies so as to create a learning 

environment.  What is seen all too often is the unit gets beat up in an exercise but never 

gets a debrief on what was done in order for everyone to learn from the beating.  The 

environment also needs to change for units in regards to how failure is perceived.  If 

exercises are built around the premise of breaking the plan to find gaps or to figure out 

solutions to known hard problems, then the perception of failure needs not to be seen as 

necessarily bad but potentially good as lessons learned can lead to solutions found for 

discovered gaps or known hard problems that will lead to a higher potential for success in 

a combat environment.  Units need to go into an exercise assuming there will be failure 

and be ready to do the analysis both real time and post exercise to develop and track 

lessons learned to solutions for later use. 
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This project is by no means the panacea that will solve all of the cyber mission 

assurance woes.  Cyber mission assurance has several areas that are difficult problems 

and this research project deals with just one of those areas.  Ideally, this research will stir 

thoughts and discussion at the unit level to look into their mission sets, determine their 

cyber dependencies and engage with 24 AF through the unit’s MAJCOM or COCOM to 

begin handling its cyber mission assurance concerns.  At the very least, if a unit runs 

through the outlined process, it will have deeper understanding of its missions and tasks 

as well as see how other outside agencies may affect the unit’s mission.  Lastly, as with 

any plan, the spelled out process may not entirely meet the needs of the unit and/or 24 AF 

and therefore may need modification to the specific situation in which the unit finds 

itself. 

Future Research 

As mentioned, this is just one small piece of cyber mission assurance.  The following 

are areas for potential future research. 

Research and develop technical solutions for generating the prioritized mission to 
cyber asset map. 

Developing a technical solution was outside the expertise of the author.  The process 

described in this paper could be improved with a technical solution that would provide a 

better and standardized way for capturing, organizing, correlating, and maintaining the 

data collected. 

Research and development in methods for exercising cyber mission assurance plans 
all the way down to the mission owner or unit level. 

This would prove beneficial to test the cyber mission assurance plans prior to having 

to use it in a real combat or contingency event.  
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