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From: Dev 201, Enroll 100 (Sterile Storage Humidity) 
Time: Friday, 12/19/2008 4:37:59PM 

Process I.D.: 131 (annunciate, log) 
State change: low limit·> normal 

Alarm message: Sterile Storage Humidity Normal 

Unit message: Sterile Storage Humidity 
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“Post[sic] July 4th Infiltration”



dlalllas craj,gsljst > mid cities > r~esum es email tlh js posting to, a frjen d 

Experienced Ethical Hacker/ p·c Repair fArlington) 

Re,p]y to:: gbostexodus®gmail ('om [Ftm wht !l rwMng m ffi3?) 

Date: 2009-06-B. 4; 17 AM CDT 

name and other contact infonna6on available upon re.queset. 

Objective: To invest my talents and s.kills in an are~. that others may IJe,nefit from them 

April, 2007 - Apri] 2008 Allied B<Jron Security Services Fortworth., TX 

Security Officer 

misC31tegorized 

prohibited 

spam/ovemost 

Responsibi]iti·es include the fonowing : data entry. tdepbone etiquette, customer service, making copies, 
handJing difficuh situations:, communicating wirth EMS and police. 

Apri12008- May 2008 TripleD Armored Services Dallas, TX 

Armo.red Car Driver 

Daily inte·ntction wi~h customers, delh•·ery. tele-pbone etiquette-, navigation, ]oading and unloading. auditing 
coin and cash. 

Octobe-r 20018 - present nited Pmtective Services Dallas .. , TX 

Cu·tome-r service, tele-pbone. ·etiquette. monitoring and securing infrastructure. making copies, logging 
events. 



Called FBI and Texas DA’s office on 
Mondayy
FBI agent from Jackson drove up that 
afternoon to get the evidenceafternoon to get the evidence
Briefed agents on findings and notified 
them of new developments over the 
next few days
Arrested as he arrived to work that 
Friday eveningFriday evening



There is probable cause to believe that JE· SE WILLIAM M GRA W has 

io ated the provisions of 18 U .. C. §1030(a)(5)(A) and §1030(c)(4)(B)(iv). 

l030(a)(5)(A) Whoe·ver ... knowingly ~causes the transmission of a progra:rn 
in·tormation~ code, or command, ttli1d as a result of such conduct, ~ntent~onaiJy 
causes damage · tthout authorizati.on ~o a pmtectoo. ~computer .. 

030(c)(4)(B)(i) the punishment for an offense under subsection (a) . ... . oftllis 
section i ·~ a fme under tbis title, imprisomnent for not more than. 10 years or 
both,. in the case of- an offie:nse under subsectioli1 (a) S) A) which does not oc~11r 
after a convktion for another offense und r Uds section~ if the offense cause ... a 
hamn p11o ided in subc auses (I) through (VI) of subparagraph (A) iv)~ (that being 
(iv)] a hroat to public health or aft ty; 

n 6124/2009.. As .Lynd and · ingh spok . to the aparttnent manager :at 2801 

GRA W lives in apttrtment 328 bas d on hi J.ease and tha~t he and h·s. 

wife had " o v~ehic~es on he lease induding a Nissan Atdma. he apartment managc:r 

als P'Iovided a floor plan of apartment 328 and a erbal descripHon ofth . apartment 

he apartment rn8nager also stated tber was a ~ca iJle.ra. o ·· ~r the door of apartment 3 2:8. It 

ffiant's exp rience that c mputer hack~rs :vho· believe tha~ th y are under urveillan 

or in danger of being arrested use catneras to who is a their door in rder ·" destro·y 

evid noe and I or flee· ifta.w en(! rcement or a riva~ hack·et come to their r . idence. he 

manag ·r J:ated til t ap rLm nt 32 8. wa in th flrst set of ap, rtm nt n th · right .. .acin . 

.riv· ~ and ro s the fi t brc ~ z . w nd up on- Hgh of ta.irs on th ~ef. 

f the l1nd·ing. 



19'. A ·· ingh was ftlso t~old that a r~eview of the I VA .. comp 1ters t ad idenU fied a 

us pro .~ram on i ·which a11.owed unauthorized user:~ ·to assume remote control. of 

the sys~ m. Property manag~em.ent also notoo that dt HVA, sy tem was continuing to 

experienc problems incl1l1ding a one hour ou ag.c· of aU fiv,e unit ~controlled by the· 

HVAC ·computer on ,6/25/2009, which appear·ed ~ originate with the softwar _ 

cont:roHingtheHVAC sy tem.as none ofth _ a~armswh"ch hould ha.ve goneoffdid. 

They further noted that pdor to the intrusion they hav _ n v r e p rienc dan incident 

21. SAs Lynd and Singh also reviewed the documents provided by LT Hilbolt which 

CW-1 had collected. Included in the e documents was what appeared to be a compromis 

of the City of Dallas computer system by ETA, MCGRAW's hacker group. Based on the 

nan:1ing of this system in appeared to be a c.omputer used by Dallas Police Department's 

Case 3:09-mj-00207-BD Document 1 Fi led 06/26/2009 Page 18 of 19 

(DPD) aviation unit. Detective Bill Cox, a DPD officer working with the. FBJ tn a task 

force role, c.onfinned that the computer was an aviation unit computer located at or near 

Love Field and that .it was already known by DPD to have be.en compr.omised by an 

unauthoriz.ed individual. Other documenrs indicated that MCGRAW had also 

compromised computers u ed by the National Aeronautic and Space Administration 



ti.,, Dr R1CTCOURT 
NORTHERN rn. TRICT OF n; ..\: 

UNITED T f S OF A 

JE ' ''E WilLIAM MCGRAW (I) 

~NDICTME T 

18 U.S.C. § 1030(a) 5) A) and § 1 030(c) 4)(B)(i) II) 
Transmitting a Malicious C d!. 

18 U.S . .C. W30 a)(5)(A) and§ 1030 c)(4)(B)(i)(II) and. (IV) 
Transmitting a MaUcious. Cod 

2 Counts 

A true biU :rendered: 

Filed in open court tihis _ _;day of _______ -J A.D . .2009. 

-------------- - - --... ---------------------.................. - .................... '!!' ...... ,. ... ,., ... --

WILLIAM MCGRAW- In Custody (SeagoviJlc) 

Cdrnirml Complaint 3:09-MJ-207 
Mag" trate Cast; No. 3:09-207- J 

FILED 

B 

Clerk 



GhostE.xodus arrested bu the FIBI [XXxxhnmortalxxXX turned him into] - !Page 3 - ..,_ lnj3ct..,. Hacking & Securi ty 

http: // lnj3ct.ln/ showthread .ph p?l= 1807&page:= 3 ~ l (a,; ... Go ogle 

!iiii~iiiiiiiiiiiiiiiii-



site harcked 

Rate This News ; l 2.3 Views 
'·---· 

Your Secu rity Has Been Breached By Wesley Mcgrew If you Want Me To Fix This Issue 
cont act Me At http://www.mcgrewsecurlty .com 

Rate This News 

A 

stop servin your masters .and joi 11 the resist.an·ce mcg rew 

Tuesday, Oc:.tol>er 27, 2009 

Wed,.e-sl:iay, NoYfmber 4 . 2009 

IHack Se rvoe r .o rg > IHla·cking > IHtacked Sit-es 

mc.grew a hacker? 

-------

Post Repl:Y 
- - -

D View First Unread i Threo~~d Tools • f Displllly Modes • 

• Today, 07:00PM #"' 

[. m<ig 11ew a haclcier? 

Join Dat·e: Soep· 2009 
Lo·cation: new z-ealand 
Posts: 14!4 

http : /lw w w. rea lty v e rti ca Is . com/New sVl ew. ph p ?l d = 2.600 

http: //www.da nas·oft.oom /s g /MRE395154.1 pg 



Take awayTake-away

Low skill can lead to heavy 
consequences
Human-Machine Interface security
Physical securityPhysical security

Recommendations
Taking action on serious incidents that 
present themselvesp



Questions  DiscussionQuestions, Discussion


