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“Post[sic] July 4th Infiltration”







Called FBI and Texas DA's office on
Monday

FBI agent from Jackson drove up that
afternoon to get the evidence

Briefed agents on findings and notified
them of new developments over the
next few days

Arrested as he arrived to work that
Friday evening




4. There is probable cause to believe that JESSE WILLIAM MCGRAW has
violated the provisions of 18 U.S.C. §1030(a)(5)(A) and §1030(c)(4)(B)(iv).
1030(a)(5)(A) Whoever . . . knowingly causes the transmission of a program,

information, code, or command, and as a result of such conduct, intentionally
causes damage without authorization, to a protected computer..

1030(c)(4)(B)(i) the punishment for an offense under subsection (a) . . . of this
section is - a fine under this title, imprisonment for not more than 10 years, or
both, in the case of - an offense under subsection (a)(5)(A) which does not occur
after a conviction for another offense under this section, if the offense cause . . . a
harm provided in subclauses (I) through (VI) of subparagraph (A)(iv), [that being
(iv)], a threat to public health or safety;

I5. On 6/24/2009. SAs Lynd and Singh spoke to the apartment manager at 2801
TRINITY OAKS DR, ARLINGTON, TX, 76001, who confirmed that JESSE
WILLIAM MCGRAW lives in apartment 328 based on his lease and that he and his
wife had two vehicles on the lease, including a Nissan Altima. The apartment manager

also provided a floor plan of apartment 328 and a verbal description of the apartment.

The apartment manager also stated there was a camera over the door of apartment 328. It

is Affiant's experience that computer hackers who believe that they are under surveillance

or in danger of being arrested use cameras to see who is at their doors in order to destroy
evidence and / or flee if law enforcement or a rival hacker come to their residence. The
manager stated that apartment 328 was in the first set of apartments on the right facing
Trinity Oaks Drive and across the first breezeway and up one flight of stairs on the left

side of the landing,




19. SA Singh was also told that a review of the HVAC computers had identified a
malicious program on it which allowed unauthorized users to assume remote control of
the system. Property management also noted that the HVAC system was continuing to
experience problems, including a one hour outage of all five units controlled by the
HVAC computer on 6/25/2009, which appeared to originate with the software

controlling the HVAC system as none of the alarms which should have gone off did.

They further noted that prior to the intrusion they have never experienced an incident

where more than one or two units had problems at the same time.

Other Acts:

21. SAs Lynd and Singh also reviewed the documents provided by LT Hilbolt which
CW-1 had collected. Included in these documents was what appeared to be a compromise
of the City of Dallas computer system by ETA, MCGRAW's hacker group. Based on the
naming of this system in appeared to be a computer used by Dallas Police Department's
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(DPD) aviation unit. Detective Bill Cox, a DPD officer working with the FBI in a task
force role, confirmed that the computer was an aviation unit computer located at or near
Love Field and that it was already known by DPD to have been compromised by an
unauthorized individual. Other documents indicated that MCGRAW had also
compromised computers used by the National Aeronautic and Space Administration

(NASA).
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JESSE WILLIAM MCGRAW (1)

$=09CR-210-B

18 U.S.C. § 1030(a)(5)(A)and § 1030(c)(4)B)(i)(II)
Transmitting a Malicious Code

INDICTMENT

18 ULS.C. 1030(a)(5)(A) and § 1030(c)(4)(B)(i)(1I) and (IV)
Transmitting a Malicious Code

2 Counts

A true bill rendered:

DALLAS FOREPERSON

Filed in open court this day of . A.D. 2009.

JESSE WILLIAM MCGRAW - In Custody (Seagoville)
UNITED STATES T/MAGISTRATE JUDGE
Criminal Complaint 3:09-MJ-207
Magistrate Case No. 3:09-207-MJ










Take-away

Low skill can lead to heavy
conseguences

Human-Machine Interface security
Physical security
Recommendations

Taking action on serious incidents that
present themselves




Questions, Discussion



