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Polytope Codes Against Adversaries in Networks

Oliver Kosut, Lang Tong, and David Tse

Abstract— Network coding is studied when an unknown subset from the same node. It is therefore reasonable to consider

of nodes in the network is controlled by an adversary. To the prob|em of the adversary Contro”ing any setzafiodes,
solve this problem, the class of polytope codes is introduced.aS we do in this paper.

Polytope codes are linear codes operating over bounded polytopes
in real vector fields. The polytope structure creates additional
mplexit titin roperti n marginal distribution
g?copdz V()e/é:tgtls so tr?;tc\?sligit?epseofecsogewor%g c:n ges cr?:cl?eds byA' Related Work
internal nodes of the network. It is shown that a cut-set bound for Byzantine attacks on network coding were first studied
a class planar networks can be achieved by the polytope codes.in (7] which looked at detecting adversaries in a random
g Lisgﬁg? sgsmni;hgitv:ehrisfgf Zﬁeéxgonfgli 'rs]’ ergvc\’,toﬁl\_'vays tight, and linear coding environment. T.heuniF—capacity edge adversary
problem was solved theoretically in [4], [5]. In [8], the same
problem is studied, providing distributed and low complexity
|. INTRODUCTION coding algorithms to achieve the same asymptotically optimal
Network coding allows routers in a network to executstes. In addition, [8] looks at two adversary models slightly
possibly complex codes in addition to mere forwarding; different from the omniscient one considered in [4], [5] and
has been shown that allowing them to do so can incredsethis paper. They show that higher rates can be achieved
throughput [1]. However, taking advantage of this use of codnder these alternate models. In [9], a more general view of
ing at internal nodes means that the sources and destinatittresadversary problem is given, whereby the network itself is
must rely on other nodes—nodes they may not have complatsstracted into an arbitrary linear transformation.
control over—to reliably perform certain functions. If these Network coding under Byzantine attacks that are more
internal nodes do not perform the function correctly, or, worsgeneral than the simple edge-based model was first studied in
maliciously attempt to subvert the goals of the users, launchif& and [12]. The former studied node-based attacks by means
a so-called Byzantine attack [2], [3], standard network codirgf several examples, and the latter looked at the problem of
techniques fail. edge-based attacks when the edges could have unequal capac-
Suppose an omniscient adversary controls an unknowies. This problem was found to have similar complications
portion of the network, and may arbitrarily corrupt the value® the node-based problem. Both found that linear coding
sent on certain links. We wish to determine how the size &f suboptimal, and that simple nonlinear operations used to
the adversarial part of the network influences the capacigugment a linear code can improve throughput. It is shown in
If the adversary may control any unit-capacity edges in the [13] that the node-based problems subsumes even the unequal
network, then it has been shown that, for the multicast problezdge problem.
(one source and many destinations), the capacity reducgs by All of these works, in addition to ours, seek to correct for
compared to the non-Byzantine problem [4], [5]. To achiewde adversarial errors at the destination. An alternative strategy
this rate, only linear network coding is needed. Furthermorgnown as the watchdog, studied for wireless network coding in
if there is just one source and one destination, only routing[0], is for nodes to police downstream nodes by overhearing
needed at internal nodes. their messages to detect modifications. In [11], a similar
The above model assumes that any setzofdges may approach is taken, and they found that nonlinear operations
be adversarial, which may be overly pessimistic dependisgnilar to ours can be helpful, in which comparisons are made
on the situation. If the adversary cuts a certain number @f detect errors.
transmission lines in a network, this would be a reasonable
model. If, on the other hand, the adversary seizes a single
router, it will control the values on all links connected t&> Main Results
that router; the number of these links may vary in number The primary contribution of the present paper is to elab-
depending on which router is attacked. It is easy to construgtate the theory of polytope codes, originally introduced in
examples (see [6]) for which allowing the adversary to contrf$] under the less descriptive term “bounded-linear codes”.
any set ofz edges results in a much lower throughput thaRolytope codes make use of probability distributions defined
allowing them only to controlz edges if they all emerge over polytopes in real vector fields. The main innovation of

. N these distributions is that it they possess properties having to
O. Kosut and L. Tong are with Cornell University, Ithaca, NY

{oek2, | t 35}@or nel | . edu do with constraints against their marginal distributions. This
D. Tse is with the University of California, Berkeley, CA property is stated and proved is Section V, and it allows
dt se@ecs. berkel ey. edu more effective checks at internal nodes in a network; these
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Award CCF-0635070 and the Army Research Office under Grant ARGNECKS either detect and correct adverserial actions or force

WO11NF-10-10419. adversaries to act properly.



Polytope codes are used to prove that the cut-set boundThe corresponding cut-set bound when an arbitraonit-
stated in Section lll, is tight for a certain class of planacapacity edges can be modified by the adversary was proved
networks. Planarity requires that the graph can be embeddedhif4]. In [12], it was conjectured (for the edge adversary
a plane such that intersections between edges occur at nogesblem with unequal capacities) that the cut-set bound (stated
This allows additional comparisons that might otherwise natore in the more general form than that in [4], but essentially
be present, allowing the code to more well defeat Byzantitiee same as Theorem 1) is not tight. We prove in Sec. VI
attacks. that the cut-set bound stated in Theorem 1 is not tight in

Finally, we show in Section VIl that the cut-set bound igeneral. The example used to demonstrate this, though it is
not always tight, by giving an example with a tighter bounda node adversary problem, can be easily modified to confirm

the conjecture stated in [12].

II. PROBLEM FORMULATION
Let (V,E) be an directed acyclic graph. For each edge V. CAPACITY OF A CLASS OF PLANAR NETWORKS
e € I, there is an edge capacity, which we assume 10 tpeqrem 2: Let (V, E) be a network with the following

be an integer. One node W is denotedS, the source, and properties:
one is denoted), the destination. We wish to determine the _
1) Itis planar.

maximum achievable throughput frosto D when any set L
gnp y 2) No node other than the destination has more than two

of z nodes inV '\ {S, D} aretraitors; i.e. they are controlled . L : . .
by the adversary. Given a raf@ and a block-lengthy, the unit-capacity input edges (i.e. either one 2-capacity edge
; or two unit-capacity edges).

messagdV is chosen at random from the sft, ..., 2"%}. 3) N de other than th h .
Each edge: holds a valuex, € {1,...,2m}. ) No node other than the source has more output capacity
than input capacity.

A code is be made up of three components:
z =1, cut-set bound is tight for this network.

1) an encoding function at the source, which produces val- _ ) e

ues to place on all the output edges given the message, Prqof. Omitted due to space limitation. See [13]. Sec-
2) a coding function at each internal node V \ {S, D}, ion VI illustrates the proof for an example, and Section VII

which produces values to place on all output edges frofii€fly sketches how planarity is used. "

i given the values on all input edges o The key ingredient in the proof of the above theorem is
3) and a decoding function at the destination, which pr(t,he use of a new class of codes referred to as Polytope Codes,

duces an estimaté of the message given the valuedntroduced next in Sec. V. Polytope codes are nonlinear codes,
but they are not drastically different from linear codes; they
Supposel’ C V' \ {8, D} with |T| = = is the set of traitors. are linear codes defined on polytopes in real field. The proof
Thev mav subvert the coding functions at nodes T b of the above theorem seems to suggest that the cut-set bound

y Y 3 g y may be tight for a much larger class of networks. Indeed,
placing arbitrary values on all the output edges from these

nodes. LetZy, be the set of values on these edges. For e conjecture that this theorem can be generalized, and that

particular code, specifying the messatjé as well asZy polytope codes achieve capacity for all planar networks and

determines exactly the values on all edges in the netwoﬁ<", = -
Fig. 1 shows an example of a network that satisfies the

in addition to the destination’s estimai&. We say that a dit £ Th > Thus th itv of thi work

rate R is achievable if there exists a code operating at thafonh_I |ondst()) eolr(im ' dus_ (ch?pacll yl_o IS r(;e or

rate with some block-length such that for all messages, all achieved by a polylope co_e) 'S 4. Il only inear coges are
allowed, the maximum achievable rate is 3 (see [6] for a

sets of traitorsT’, and all values ofZ;, W = W. That is, ¢ of imilar fact). Th vt d dt
the destination always decodes correctly no matter what t’ﬁré%(.) ob'?t S|_m|d§1r act). di % pto_ly_opg C? € \l/Jlse 0 prove
adversary does. Let thmapacity C be the supremum over all achievability Is discussed in detail in section Vi.

achievable rates.

on all input edges.

V. THE PoLyTOPE CODE

. CuT-SET UPPERBOUND We begin with a simple example of the distribution under-

Theorem 1: Consider acutd C V with S € AandD ¢ A. lying the polytope code. For some positive integeconsider
Let £, be the set of edges that cross the cut. For two nidte set ofX,Y, Z, W € {—k, ..., k} satisfying
necessarily disjoint sets of possible traitdks 7>, let £, and
E» be the subset of edges ifi4 that originate at nodes if; X+Y+2=0 @)
and T respectively. LetF be the set of edges ifi; N E in 3X -Y +2W =0. 3)
addition to all edges € F; U E5 for which there is no path __ . | . . Lo
that flows through: followed by any edge i1\ E: \ E». The This is the set of integer lattice points in a polytope. Let the

following upper bound holds on the capacity of the netWorkqistributionp(a:yzw) be uniform over these points. The region
of (X,Y) pairs with positive probability is shown in Fig. 2.

C< Z Ce. (1) Observe that even thoughi andY are linearly independent
cCEA\E in the subspace given by (2)—(3), they are not statistically
Proof: A version of this theorem was proved in [6]. Thandependent, because the boundednesg ahd W requires
proof follows along the lines of the Singleton bound. m that X andY satisfy certain linear inequalities. Nevertheless,



2. The following lemma generalizes the entropy calculations
performed above.
Lemma 1: According top(z), for anyS C {1,...,m}

H(Xs)

k—oo logk rank(K's) )
whereK s is the matrix made up of the rows &f correspond-
ing to the elements of.

Recall that in a linear code operating over the finite fig)d
we may express the elements on the edges in a netwerk
F™ as linear combinations of the message= Kw, where
K is a linear transformation over the finite field, amds the
message vector. Taking a uniform distribution @nmposes
a distribution onX such thatH(Xgs) = rank Kg)log |F|.

Fig. 1. An example planar network. All nodes may be traitors, and all edgddiS differs from (7) only by a constant factor, and also that
have capacity 1. The specification of a capacity-achieving polytope code(®) holds only in the limit of large:. Hence, polytope codes
given. achieve a similar set of entropy profiles as linear codes.

In a polytope code, every node in the network observes
several sequences?, from which it may determine their
joint type. It will check whether the joint type matches the
corresponding distribution from, and forward a bit specifying
whether it does along all its outgoing edges. In addition, all
nodes will continue forwarding these comparison bits all the
w X way to the destination. The number of these bits is determined
only by the size of the network, so they occupy an arbitrarily
small amount of link capacity as grows. These comparisons
force a traitor to make a choice: it causes the comparison to
kY fail, which may give away its location, or it is constrained so
that the comparison pass. The following theorem allows us to
analyze how these constraints influence the traitors’ actions.

Theorem 3 (Fundamental Property of Polytope Codes):

Let p(x) be a probability distribution for: € {—k,...,k}™
the area of the polygon shown in Fig. 2 grows @gk2). Such thatp(z) > 0 only if Fz = 0. For another distribution

Fig. 2. An example polytope projected into tié&’, Y") plane.

Hence, q(x) on the same space subject to
Jim Hli‘:l:‘/) =2. 4) q(Ajz) = p(Ajz) fori=1,...,L (8)
Note also that where A; € R“*™ ¢ must be identical tg if the following
H(X) HY) properties ofF" and theA; hold:

lim = lim =1. (5) 1) There exists a positive definite matix such that
k—oo logk  k—oo logk
Therefore, for largek, X andY are nearly independent in
that their joint entropy is close to the sum of the individual en-
tropies. The four variableX, Y, Z, W make up something like
a (4,2) MDS code, in that each pair is close to independent ~ for somex; € R,
for largek, and any two completely determine the other two. 2) There exists ai* such that the value ofl;- x uniquely
These distributions over polytopes can be made to perform determinesz subject toF'z = 0. That is, the matrix
many of the same functions as standard linear variables defined A has full column rank.
over finite fields. F

More generally, given a matri¥’ € Z“*™, consider the Proof: By (8), foralll and ally € {—Fk,....k}",

polytope Yoaw = Y ) (10)
{zeZm:Fx=0,|z;|<kfori=1,...,m}. (6) wdjp=y wAjp=y, Fz=0
where we have used the fact that) is only positive if Fax =

B(. Multiplying (10) by y”'¥;» and summing over alj and all
al’ then applying (9), yields

L
FTCF =Y " Al'nA (9)

=1

We may also describe this polytope in terms of a matr
K whose columns form a basis for the null-space rof
Let p(x) be a uniform distribution over this polytope. In
polytope code, each codeword is a sequentewith joint Z[xTFTCFx]q(x) - Z 2T FTCFap(z).  (11)

type equal tp(x). Each edge in the network holds a sequence 2P0



Observe that” FTCFz is 0 if Fz = 0 and positive ifF'z # one pair; generalization is not hard. Suppose that node 3 is

0, because&’ is positive definite. Therefore the right hand sidéhe traitor and it acts such that it appears to the destination

of (11) is 0, and the left hand side is a linear combination dfiat node 2 may be the traitor. Because node 2 and node

{q(z) : Fx # 0} with strictly positive coefficients. Therefore3 do not share any symbols, we wish to show that node 3

q(x) =0if Fz #£0. cannot transmit to nodes 6 and 7 anything but the true values
Now we make use of the property (2). For amy € of X5 and X respectively. Lefy(x; - - - xg) be the empirical

{=k,...,k}™ with Fz = 0, we may rewrite (10) foi* as type of the sequences sent through the network, where it may
be different fromp if node 3 has changed&s or X4. The

> q(z') = > p(z’). (12) following conditions hold ony:
z Apxax'=Apxx,Fa'=0 z Apxx’' =Apxx, Fa'=0
T1x0x7x8) = p(r1202728), 13
But observe thatd;«2’ = A;»x and Fa’ = 0 imply thatz’ = d(@rzazras) = ple12aeras) (13)
z. That is, there is only one term in the summation. Hence, q(x225) = p(r225), (14)
q(z) = p(x) for all . | q(zgzr) = p(xer7), (15)
q(r1257678) = p(T1705T678). (16)

VI. APPLICATION OF POLYTOPE CODESAGAINST

ADVERSARY NODES Condition (13) holds becaus¥;, X5, X7, Xg cannot be in-

fluenced by node 3, so they retain their true values. Condition
Consider the example in Fig. 1, shown with a routingl4) holds because if it did not, node 5, which obser¥gs

scheme for a polytope code that we will show achieves tlg@d X5, would detect it, and forward the information to the

cut-set bound of 4 with one traitor. In Fig. 1, variabl&s— destination. Since node 2 cannot influen¥e or Xs, this

X comprise the polytope code equivalent of @4) MDS  would remove 2 fromC. Similarly, (15) holds becausEg, X~

code. That is, the matri¥’ imposing constraints on th&¥s are compared at node 7. Finally, if (16) did not hold, then the

is such that any four variables are linearly independent, addstination could tell that node 2 was not the traitor, because

determine the other four. Recall that each of these variablgs, X5, X, Xz are untouched by node 2.

represents a sequencg transmitted across the respective link \We wish now to apply (13)-(16) to Theorem 3 to conclude

so that(z?,...,z%) has joint type equal tg(z; - - - zs), and

each message is associated with one such joint sequence. In q(z129w5762708) = P(T12275T62728). (17)

addition to these sequences, comparison bits are generatedg{|d is enough to show thak’s and X cannot be corrupted
sent through the network, as discussed above. by node 3, because under X, X, X7, Xg determineX;

To decode, the destination first compiles a liSiC V' of - ang x| so they must do so in exactly the same way under
which nodes may be the traitor. It does this by taking all \we must now check that (13)-(16) satisfy the conditions
its available data: received comparison bits as well as tBe Thegrem 3. The second condition can be satisfied by
@ sequences it has access to, and determines whether it{gosing* to correspond to either (13) or (16), since they both
possible for each node, if it were the traitor, to have acted ingolve four variables, and by construction any four variables
way to cause these data to occur. If so, it adds that node t0getermine the rest. Satisfying the first condition is not so easy:
For example, if the comparison bit from node 8 reports thfere exist, matrices such that the right hand side of (8) can
the distribution ofX and.X; did not maiclp, then the traitor e made to be any matrix whose entries corresponding to the
must be a node that can influence one of those two symbglgirs (x,, X;) and (X5, X;) are zero, because these pairs
le. £ C {1,3,5,6,8}. Observe that the true traitor is . hever exist simultaneously in any of (13)—(16). This places

Depending on£, the destination choses which variablegyg jinear constraints>. Observe that is 2 x 2, since the
to decode from. Any traitor action leads to somie so it iy variables are subject to two linear constraints. It can be

is comprehensive to consider all values for If [£| = 1, ghown that there exists a positive definiteiff
then this single node must be the traitor, so the destination

can simply disregard all symbols that came into contact with |K1278] [K1568] [K1258| [Ki76s/ <0  (18)
that node (there are at most 2) and decode the message f@tr)%erve that in order fok,—Xs to be the equivalent of an

i > i . .
the re;t. Now gon3|der th? case thaf > 2. Say node; IS (8,4) MDS code, each of the determinants in (18) must be
the traitor, andj € £, j # . This places certain constraints

. . . . _nonzero; here we see that we must design the code being
on the behavior of nodéthat we may exploit. The following . :
. . aware of the signs of these determinants as well as that they
lemma allows us to conclude that the code is effective.

Lemma 2: If node i is the traitor, butj € £, theni could be nonzero. It is, however, possible to desigro satisfy (18).

only have corrupted variables that are also touched by aodeThIS concludes our proof of Lemma 2 for=3 andj = 2.
By Lemma 2, the destination can ignore variables touched
by all nodes in{ and decode from the rest. For example,
suppose node 3 is the traitor and node 6 isCinThe only We briefly sketch how the arguments in Section VI can be
symbol node 3 may have corrupted X5, so the destination extended to prove Theorem 2. We need to generate a routing
may decode from the rest. scheme for an arbitrary network, then prove a more general
To prove Lemma 2, in principle one needs to check tiferm of Lemma 2. The key observation in order to do this in
condition for all pairsi andj. We illustrate the argument for general is that the important comparisons that go on inside the

VIl. PLANAR NETWORKS



the value on(10, D). Let p be the honest distribution on these
variables, and define the following alternative distributions:
(19)
(20)

q3 = p(w12224)p(23)p(y|212273)p(2|T374),
qa = p(w12223)p(24)p(y|212273)p(2|T374).

If node 3 or node 4 is the traitor, they may induce these
distributions. Therefore

R S qu (X1X2X4;YZ),
R <1, (X1 XX3;YZ).

(21)
(22)

Fig. 3. A network with capacity strictly less than the cut-set bound. Observe thatgs(z3z42) qs(xz3242), Meaning any joint
entropy made up of these three variables is the same for each
distribution. Using this fact, (21), (22), that all edges have
network are those that involve a variable that does not reaghbacity 1, and standard information theoretic inequalities, one
the destination (e.g. (14) and (15) involW&, and X7). ThiS can conclude thak < 1.5.

is because those symbols that do reach the destination can B
be examined there, so further comparisons inside the network
do not add anything. Therefore the key routing problem is to
carefully design the paths of these non-destination symbols
maximize the utility of their comparisons. In particular, w
design these paths so that, as much as possible, for a n X ; . -
having one direct edge to the destination and one other outffi1 cks on network cod_lng. However, it remains difficult _to
edge, the output edge not going to the destination hoIdsC%CUIate the best possible rate they can achieve for a given
non-destination variable. The advantage of this is that af twork. We have proyed that they achieve the cut-set bound,
variable, before exiting the network, is guaranteed to crod d hepce the capac[ty, for a class of planar graphs, and
a non-destination variable at a node where the two variabl¥§ conjecture that this holds for all planar graphs. One

may be compared, but this routing requirement may not Iul(;_obwousl)l/ hope to f'\r/]\(/j tﬁe ca;i]acny t?\f ta” ?](_atvv_orkfr,]
possible if the network is not planar. including non-planar ones. We have shown that achieving the

cut-set bound is not always possible, meaning there remains
significant work to do on upper bounds as well as achievable
schemes. Whether polytope codes can achieve capacity on all

IX. CONCLUSION

toThe main contribution of this paper has been to introduce

he theory of polytope codes. As far as we know, they are the
%t known coding strategy to defeat generalized Byzantine

VIIl. L OOSENESS OF THECUT-SET BOUND

We show that the cut-set bound given in Theorem 1 is ngétworks remains an important open question.

tight. We do this in two parts. First, consider the problem

that a special subset of nodes are designated as potential

traitors, and the code must guard against adversarial contrgl
of any z of those nodes. We refer to this as the limited-!
node problem. Certainly the limited-node problem subsumeg]
the all-node problem, since we may simply take the set of
potential traitors to be all nodes. Furthermore, it subsumqgl
the unequal-edges problem studied in [12], because given an
instance of the unequal-edge problem, an equivalent limited?!
node problem can be constructed as follows: create a new
network with every edge replaced by a pair of edges of equé]
capacity with a node between them. Then limit the traitors tg
be only these interior nodes. It can be shown (see [13]) that e
all-node problem actually subsumes the limited-node problen]
This is done by constructing all-node problems equivalent to
a limited-node problem. Next we give an an example of
limited-node network for which there is an active upper bound
on capacity tighter than the cut-set. This proves that, even féfl
the all-node problem, the cut-set bound is not tight.

Consider the network shown in Figure VIII. All edges haveio]
capacity one, and there is at most one traitor, but it is restricteid
to be one of the black nodes. The cut-set bound is 2, but‘in
fact the capacity is no more than 1.5. [12]

Consider a code achieving rafe Fori =1,2,3,4, let X;
be the random variable representing the value on the out&ﬂ
edge of node. LetY be the value on edg®, D) and letZ be
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