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Abstract

This paper will address the ability of recent technological advances in Virtual
Worlds (VWs) to affect better submarine C2 design via increased participation by the
fleet personnel in design and experimentation. With the rapid emergence and evolution
of VWSs over the past three years, the US Navy has investigated and applied multiple
applications of this technology to the undersea warfare (USW) domain. One area of
application that is currently being supported is C2 collaborative engineering and concept
of operation exercises (COOPEXs). VWs enable all stakeholders to remotely,
distributively, and collaboratively participate in the design of prototype systems in real
time while utilizing video, voice, chat, and intuitive build tools. These prototypes can
then be used to analyze pre-recorded C2 events for the purpose of exposing information
flow through a C2 space and visualization of C2 metrics. In addition, VWs allow these
virtual prototypes to be evaluated by fleet personnel immersed into the environment with
enough fidelity to allow operator performance assessment. This is because VWs allow for
live connections with full control to real-world tactical systems. These capabilities are
currently being utilized by multiple USW programs for next generation submarine attack
center design.

Introduction

Over the past two decades technology to aid in USW system design, assessment,
experimentation and training has seen dramatic advancements. Like the Computer Aided
Design (CAD) revolution in the 1990’s, the 21% century is posed to exploit a new
technological revolution that is human-centric, enabling new methods of collaboration.
Today’s virtual environments now combine the power of CAD (the foundation for most
synthetic environments) with technology such as Web 2.0, gaming engines and
distributed Modeling & Simulation (M&S). The result is not just a more capable
synthetic environment but rather a fully immersive Virtual World (VW) where people can
come together to innovate. Distributed teams can now design, create, and experience any
workspace of their choosing while enjoying full social interaction with each other via
presence and voice. Like the vision portrayed in popular science fiction films such as
Tron (1982), The Matrix (1999), and Avatar (2009) — today VWs are helping build the
foundation for full human immersion into synthetic environments. [1]
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Figurel. VW Program Lead, Mr. Steven Aguiar, on Virtual USS Virginia
VW Characteristics

While there are a number of definitions, simply speaking, a VW is a three-
dimensional (3D) computer environment, often created in real time by the user
community, and in which users are uniquely represented on screen as themselves and are
able to interact with other users. [2] A key trait is that this environment is immersive,
allowing users to feel like they are truly resident in the “world” with other users. In
particular, Web 2.0 has allowed VWs to become social environments where users interact
with each other both audibly and visually. This Web 2.0 toolset provides a blank palette
for users to create and control their own environment based on their individual interests,
needs, and requirements. VWs are a user-created experience.

Due to the fact that most VWs can be thought of simply as an immersive interface
to an existing network, they allow collaboration to be performed remotely and in a
distributed manner. This means that all participants that are on the same network
(whether a private, secure enclave or the open Internet) have the ability to participate
from their own remote locations while interacting with each other as if they were co-
located in the same physical space. Additionally, some VWs like Second Life™ provide
simple Microsoft PowerPoint™-like build tools so that participants can build content
easily, collaboratively and in real-time. [3] User-generated content is the power of Web
2.0. Multiple VW products also support the reuse of existing 3D models in wire mesh
formats such as Computer Aided Three-dimensional Interactive Application (CATIA)
created from external 3D modeling applications. This prevents the user from having to
rebuild complex models in the VW if they already exist.
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VWsand Submarine C? Design

Historically, submarine attack center spatial designs have used miniature 3D
physical mockups. Although these mockups did not allow for any human interaction, they
did allow for the visualization of spatial command and control (C?) relationships. For
example, Figure 2 shows a design team surrounding a small-scale replica of a submarine
attack center space. In the 1980s this was an efficient way to visualize and evaluate
physical spaces. But even this process was costly and time consuming. Validation of
these C? prototypes still required construction of a full scale mockup in plywood for
further spatial evaluation. This is because C? is (and will be in the foreseeable future) a
human-centric activity since the attack center arrangement needs to support optimized C?
decision making and team interaction.

In support of designing next-generation C* spaces, VWs allow all stakeholders
(including fleet, civilians, and contractors) to participate collaboratively to design, build,
and assess virtual layouts. Participation can be collocated through a single VW designer
acting as an interface into the VW or in a distributed fashion with each participating
through their unique avatar. [4] Several US Navy programs are tasked with investigating
various aspects of future submarine C2 design and are planning to conduct experiments
to improve the current Virginia Class submarine attack center design and provide design
inputs for the Ohio Replacement Program (ORP), in order to achieve better performance
across a greater variety of mission areas.

As an example, in October 2010 a program under the Office of Naval Research
held a week-long arrangement studies workshop in Groton, CT, in which submarine
crews, with the aid of C2 subject matter experts and cognitive scientists, generated 10
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separate Command and Control Center (CACC) arrangements in real-time. One such
arrangement in which Ship Control is moved aft and Command is provided with a 360
degree overhead display is shown in Figure 3. In this depiction the VW CACC is kept
simple (block-like as in Figure 2) to facilitate more emphasis on function and location
and less emphasis on chassis and monitor details. These models were then provided to
the ship builder, Electric Boat, to implement in CAD for the purpose of ensuring that the
fleet concepts could be built (with modifications).
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Figure 3. Fleet-generated CACC using VW model

The design process is iterative, providing a full concept evolution maintained with
linkage to source material such as 3D models of hardware systems, documentation of
utilized software systems, and related websites — all provided alongside a specific design.
The design is not a single model but rather a documented evolution of the design process
that captures its pedigree. (See Figure 4). As arrangement decisions are reviewed, a
complete evolutionary string affecting that particular decision is available literally as a
walk-through of the evolutionary process. Persistence with linkage to source material
provides knowledge management.
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Figure4. ‘A collaborative environment in Second Life™ documenting the evolution
of a submarine C? center.

VWsand Submarine C? Visualization and Analysis

As a next step to the design phase, Visualization and Analysis aims to understand
all components that affect C? decision making in a Virginia class submarine CACC.
Beyond simple console arrangement, C? is impacted by Information Architecture types
and processes such as workspace, human communications, Human-System Interface
(HSI), team structure, work flow, task flow, automation, training, etc. The goal is to
expose visually each architecture component as it impacts a specific mission scenario.
For example, in the notional depiction of an ASW mission string in Figure 5, human
communications are depicted as green (visual), blue (audio), white (control) and magenta
(electronic) information paths that can trace information from earliest detection (in
theater) to a command decision being made. Other components such as task flow can be
depicted by linked, dynamic Mind Maps located above the appropriate watch team

Figure5. C2Information flow visualization in a submarine CACC



Released for Public Distribution

member. Initially, the intent is to be able to first play a high-fidelity recorded event
within a fully virtual environment, and then for a particular mission string (e.g., ASW Kkill
chain) expose only those information architecture components at the appropriate scenario
time that are impacting / contributing to the command decision. This supports the
determination of which measures/metrics to employ in an actual experiment as well as to
document the a priori expected performance of a future CACC design.

VWs and Submarine C? Experimentation

An early Concept of Operation Exercise (COOPEX) to support development of
submarine advanced combat systems was conducted in December of 1984. This
COOPEX was designed to show how the fleet would interact with the proposed system’s
highly advanced operational characteristics. The COOPEX served to define when and
how individual consoles would be used by watch station personnel and to define
coordinated team operation. [5] Since then, there have been several additional full-scale
C2 experiments conducted resulting in important validation of CACC designs, though at
a significant cost in time and dollars.

With the recent advances in VWs, for the first time the potential exists to cost
effectively perform similar human-in-the-loop experimentation in a virtual environment.
[6] Not only do VWs provide the communication mechanisms and the ability to model a
physical space, they have also been demonstrated to provide interaction with real or
simulated hardware and software systems essential for full C* functionality. For example,
Virtual Network Computing (VNC) allows any system running a VNC server to be
accessible from any other computer connected to the same network giving the user full
interactive control, via mouse and keyboard, of the remote system. Virtual world service
providers like Teleplace™ and more recently Second Life™ have successfully integrated
the VNC capability into their VW platforms. The implications of this are that once a
virtual CACC (or any other physical space) is mocked up in the VW, the corresponding
systems that drive the displays can be connected, visible, and fully accessible from within
the virtual world.

NUWCDIVNPT leveraged this capability to run a proof of concept pilot study to
assess the maturity and potential to support a full interactive CACC in support of a virtual
COOPEX. In August of 2009, the VW team ran an experiment to characterize the
performance of fleet operators in a VW compared to a physical world. The experiment
involved two groups of fleet personnel (each group containing two individual operators)
performing submarine Target Motion Analysis (TMA) in order to identify, classify, and
track a contact of interest. Each team ran through a TMA scenario twice - one trial
allowed the operators to access the submarine combat system from the actual CACC
hardware, and the other allowed access via the VW CACC. Figure 6 shows the virtual
COOPEX setup. Once logged in and sitting at a console, the users’ avatars were focused
on the virtual screens connected to the real tactical hardware. Using VNC, the virtual
screens were controlled by fleet operators using a standard keyboard and trackball mouse.
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Figure6. Virtual COOPEX Setup

The results of this experiment were very positive. They indicated that for this
particular tactical function (i.e., TMA) operators performed equally well in both
experiments. Novice operators (who had no experience with the specific version of the
system) found the virtual C? system facilitated better performance when being presented
with the real system (actual CACC hardware). Expert operators experienced medium to
high confidence levels in their decisions using both systems. The only noticeable
detriment was up to 1-second lag induced via VNC. The findings of this proof of concept
experiment have led to the implication that C* dynamics from within a remote, distributed
virtual environment are comparable (and hence measurable) to operation in the physical
environment. The potential implications are that it is possible to create any virtual C2
environment (platform level or theater level or combination), insert real fleet operators
(all blue or blue on red), give them access to actual tactical displays (with real or
simulated data) and prototyped functions and be able to conduct experiments assessing
team performance or the environment’s performance compared to a baseline.

Implications and Conclusion

Of course, there are significant barriers for the wide-spread adoption of any new
technology and VW technology is no exception. Information Assurance is critical to
success, especially as it eventually makes it way to the warfighter. But what is essential
to protect the Navy’s information also constrains its ability to exploit key VW social
features such as Voice over Internet Protocol (VolP) and Instant Messaging (IM). The
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challenge is to bring the military and VW industry partners together to develop and
deploy secure VWs.  Another challenge, perhaps even more profound, is the
psychological and sociological implications about moving more work — conferencing,
training, collaboration, experimentation — into an immersive environment where the user
is perceived first by their avatar and not their physical persona. [7] While this may be
less of an issue for people who are accustomed to working in virtual environments (i.e.,
digital natives) other people will no doubt have difficulty initially adjusting to an
immersive virtual environment. Virtual World acclimation (as opposed to training) will
be an important S&T area in the decades to come.

The US Navy is at a point in its history where technological advances in virtual
environments offer promising and cost-effective opportunities to conduct design,
analysis, experimentation and training at unprecedented levels of collaboration. While
research into the efficacy of Virtual Worlds is still in its early stages, the technology has
been applied to a number of programs with positive results. Users of VW technology
have reported increases in the rate of innovation, and collaboration at levels that would
otherwise be unaffordable. NUWCDIVNPT will continue to work closely with industry,
academia, and the military to explore how Virtual World technology can best support the
Fleet.

References

[1] J. F. Belisle and H.O. Bodur, “Avatars as Information: Perception of Consumers
Based on Their Avatars in Virtual Worlds,” Jul. 2010.

[2] J. Bishop, “Enhancing the understanding of genres of web-based communities: The
role of the ecological cognition framework,” International Journal of Web-Based
Communities, vol. 5, pp. 4-17.

[3] B. Mennecke, E.M. Roche, D.A. Bray, B. Konsynski, J. Lester, M. Rowe, and A.M.
Townsend, “Second Life and Other Virtual Worlds: A Roadmap for Research,” 28th
International Conference on Information Systems (1CIS), 2007.

[4] E. Shein, “Avatars rising in the enterprise - Virtual worlds are finding a niche in the
workplace for purposes such as training, simulation and prototyping,” Computer World,
Apr. 2010.

[5] W.M. King, Submarine Advanced Combat System: Concept of Operations
Experiment (COOPEX 1), Newport, RI: Naval Underwater Systems Center, 1985.

[6] W.S. Bainbridge, “The Scientific Research Potential of Virtual Worlds,” Science, vol.
317, Jul. 2007, pp. 472-476.

[7] K. Cooper, “Go With the Flow: Engagement and Learning in Second Life,”
Interservice/Industry Training, Smulation & Education Conference (I/ITSEC), Orlando,
FL: 20009.



Helping Secure Undersea Superiority Virtual

sEA for Tomorrow’s Fleet... Wir"ds 5

E CENTERS by

Actions Today

Virtual Worlds
for C2
Design, Analysis &

Experimentation

for
16t ICCRTS, Quebec

21 June 2011

-, S. Aguiar
Distribution - A _
All source material released NUWCDivNpt Code _2511 _
for Public Distribution (401) 832-4147, Steven.Aguiar@navy.mil

NAVAL UNDERSEA WARFARE CENTER DIVISION, NEWPORT R| USA



Virtual
Worlds

WV Z7Z] NUWC Mission Objectives

WARFARE CENTERS
NEWPORT

* To Iinvestigate, apply and adopt rapidly evolving and
converging Virtual World technologies that have the
potential to radically change the way the Navy
approaches:

Collaboration & Innovation

— FYO08 began investigation of various virtual world technologies (i.e.,
Second Life, Open Sim , OLIVE and Wonderland) to fully understand
their strengths, weaknesses and limitations.

— FY09 began experimentation so that NUWC, its customers and
sponsors can effectively apply this technology to specific Use Cases in
support of undersea warfare mission areas. Limited investigation
continued focusing on convergence to a single VWT.

— FY10 began adoption and integration of mature virtual world
technologies as a beneficial tool in employee services and program
utilization. Experimentation in new USW use cases will continue as
opportunity / fleet need requires.

5/4/2011 2
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Information arranged in 3-D and
accessed via geo-spatial
referencing or teleports

CAD / M&S

(environment)

User immersed in information
with unique representation
In common virtual space
and with an identified goal

Experience Is social where
users interact with each
other (visual, chat, voice)
and user created

VWs Are Rapidly Evolving Technology That Supports Full Spectrum RDT&E
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e Acquisition . Outreach and STEM

* Rapid Prototyping Environment Virtual NUWC Conference Support

* Model Pedigree * College Recruitment - Virtual Recruiters

»  Virginia Block IV/V C2 Design *  High School Mentoring

*  Procedural Design & Rehearsal +  UMASS CAPSTONE — Scenario Terraforming
o Analysis « UMASS CAPSTONE — Data Center

Management

&2 Cognitive Walksthrougt - NUWC Bring Child to Work Day

+  C2Information Flow Playback

«  ASuW Innovation Cell e Collaboration
» Theater C2 M&S «  Virtual LEAN Six-Sigma
o Experimentation « DSTO-AUS AIS Tracking

ry 4

* Virtual C2 Demonstration

+ IBAL Experiment

» Virginia Block IV CASEX / COOPEX
360 Deg Periscope Human Factors

Test and Evaluation
* Virtual Mk48 ATE Facility
*  Virtual WAF
 Fleet Reach-back

Planning
 _TempAlt/ OpAlt Planning

-

US Milands Joint Forces Events
ERPTS Collaborative Design reviews
Virtual NUWC Library Demonstration
4-D Data Visualization Toolset

Training

Virtual Classrooms

Rules-Of-The-Road Curriculum Enhancement
Immersive TMA

Immersive Towed Array

Immersive Sound Propagation

Project Bluejacket — Scenario Simulation

ERP Training Simulation

Digital Tutoring via Bots
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« 2-D concept evolution actually 3-D spatial environment

— Each concept is represented by full model with optional information
flow & analysis

— Allows access remotely and collaboratively
— Relationships / evolution preserved

— Concept states link to supporting documenn/ edia / data
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Notes |

Design is Not a Single Model But an Evolution with Linked Supporting Material
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How do you know whether information is flowing effectively?
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How Does This Kitchen Work? How Does This Attack Center Work?

« Current methods can visualize some kinds of data ...

Verbal Communications Thought Processes Eye tracking

VWs Expose and Integrate Information Components
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« VWs are not limited to simulating real-world components;
they can also be used to visualize and expose information not
typically available in a physical environment

« Allows analysts to visualize and query experimentation data
and information
— Information Flow -
— Team Structure
— Task Flow &
— Decision Hierarchy #&
— Algorithms
— Doctrine
— Data Sources
— HSI
— Human Comms -

5/4/2011 Contact Information Flow Audio Paths in C2 Spacéd4
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Remote, Distributed Access Virtual C2 Space Actual Tactlcal Systems ‘

Team C2 on Tactical System « Supports distributed

Virtual C2 team dynqmlcs
 Enables virtual
Supported COOPEX and team
Equivalent training
Performance as « Enables Integration of
Physical C2 legacy and prototype

components

First Remote and Distributed Control of a Submarine CCS

5/4/2011 15
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Screens

Implications:

Can create any virtual C2
environment (platform level or
theater level or combination),
Insert real fleet operators (all
blue or blue on red), give
them access to actual tactical
displays (with real or
simulated data) and
prototyped functions and be
able to conduct experiments
assessing team performance
or the environment’s
performance compared to a

baseline

*Run August 2009
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« Original USS Virginia Concept of
Operations Experiment (COOPEX)
conducted in 1995

— Images depict actual fleet personnel as they
conduct a mission specific experiment

— Goal was to assess / validate the new
attack center layout (Sonar combined with
tactical control)

« Physical Experiments are Ciritical but Can
Be Expensive & Time Consuming

 Virtual Worlds will support:
— COOPEX planning and data collection plan

— Focused “mini” experiments

— Actual fleet experiments on real software /
virtual configuration
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« Because all human interactions are going through an electronic
Interface, data collection for metric generation and analysis can be
much more efficient and comprehensive

« Data is recorded as [Operator, Information, Time, X,Y,Z]

Avatar Eye Tracker - A pointer tracks
where the avatar is looking

Mouse Tracker - A pointer appears
where user clicked on screen

Loss in Human Performance Off-set by Gains in Data Collection




Virtual

Worlds

W2 ZY \ulti-level C2 Environment

WARFARE CENTERS
NEWPORT

GLOBAL

" THEATER

-
i

NIRRT L
N '/
C&C Drill Down

e Simultaneous C2
— Multiple C2 nodes at various
levels of Command hierarchy

— Simulates real-world
operational areas and individual
C2 spaces at controllable scale !

— Models/behavior provided
through simulation or live feeds I

— Brings discrete informational
components together within a
single collaborative

environment
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Virtual Worlds today can supperta- g'r_jets_ -array of C2 and
other military-applications (Fest finvestigated)

Being demonstrated. acmD_&Q;as &%Femgnd.o_sly
capable and flexible platf tion-& Collaboration)

+

Need continuous R&B#eﬁﬁ reguirements to VW
capabilities and to un‘d‘rsta%gsﬂﬂeaeﬁt trade-off

Challenges like IA and assimilation are being worked
“The future is here — it’s just not yet widely distributed.”
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- Dr. Mic Bowman, Intel, Gameiieeh 2011 \




