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Editor's Notebook

In this issue, we look at the efficiencies that can
be achieved through improved information tech-
nology planning in interviews with top leadership
in the information dominance domain, Rear Adm.
Michael Broadway, deputy director, concepts and
strategies for OPNAV N2/N6, and Mr. Dave Weddel,
assistant deputy Chief of Naval Operations for In-
formation Dominance. From the Program Execu-
tive Office for C4l, Mr. J. Terry Simpson, principal
deputy for intelligence, discusses unmanned vehi-
cles and theirimportance and challenges in regard
to IT planning.

Experts from the DON CIO discuss their subject
areas with an eye focused on achieving efficien-
cies, as directed by the Under Secretary of the
Navy in a memo from Dec. 3, 2010, “Department of
the Navy (DON) Information Technology (IT)/Cy-
berspace Efficiency Initiatives and Realignment.”

To this end, the DON CIO is engaging with top
commercial IT providers in DON desktop services,
desktop/laptop operating systems and produc-
tivity software, database software, and network
technologies to obtain their insight and lessons
learned. The DON CIO posed IT strategy questions
to Cisco, HP Enterprise Services, Microsoft and Ora-
cle, and you will find their answers in this issue. The
industry discussion will continue at the East Coast
DON IT Conference in May, where these commer-
cial IT providers will participate in a panel session.

In celebration of the Centennial of Naval Avia-
tion (CoNA), commemorating 100 years of prog-
ress and achievement in naval aviation, we are
featuring two interviews with Navy pilots: Rear
Adm.Wendi Carpenter, Commander, Navy Warfare
Development Command, and Capt. Sara Joyner,
the first woman carrier air wing commander, who
discusses the high-tech systems onboard Navy air-
craft. They are emblematic of the pioneer spirit of
naval aviation, and there are many others in addi-
tion to pilots, including aircrew, maintenance per-
sonnel and air traffic controllers.

CHIPS salutes the Navy, Marine Corps and Coast
Guard aviation community. The Navy site for CONA
is  www.public.navy.mil/airfor/centennial/pages/
welcome.aspx, featuring events and historical
information.

We are also pleased to feature an interview with
the new Army ClO/G-6 Lt. Gen. Susan Lawrence.

In January, CHIPS staff participated in the West
Coast DON IT Conference in San Diego, Calif.,
where we caught up with the dedicated members
of the DoD Enterprise Software Initiative team, one
of CHIPS' sponsors. At the same time, we exhibited
CHIPS with SPAWAR at the West conference.

Welcome new subscribers!

Sharon Anderson

= v o] = —1 |1 —_—

San Diego, Calif. DON IT Conference. The hardworking members of the DoD
Enterprise Software Initiative, including the DON's ESI software product manager
team and Naval Inventory Control Point Mechanicsburg contracting officers.
Front row, from left, Henry Ingorvate, Robert Harden, James Clausen, Floyd
Groce and Jim Cecil. Middle row, Chris Panaro, Susan Ellison, Linda Greenwade,
Nina Diep, Jeffrey Ho, Thao Vu, Marissa Jackson and Sylvia Neidig. Back row,
John Zetter, Bruce Whiteman, Clark Hendrickson, Renée Rothlein, Terri Baxter,
Jonnice Medley and Rachel Cadarella.

SPAWAR Commander Rear Adm. Patrick Brady addresses conference attendees at
West 2011, cosponsored by AFCEA International and the U.S. Naval Institute. Brady

spoke about the Navy's information dominance goals and how SPAWAR's mission
aligns with the Chief of Naval Operations' vision for information dominance. Photo
by Rick Naystatt/SPAWAR A/V specialist.
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Why IT Efficiencies?

Why is the Department of the Navy
aggressively pursuing information tech-
nology efficiencies? There are a number of
contributing factors that led to the recent
focus on efficiencies, but the primary
catalyst is the realization by Department
of Defense and DON leadership that from a fiscal perspective
we cannot continue to do business the same old way, or it will
adversely affect our ability to direct necessary resources to the
“tip of the spear.”

Additionally, striving to implement efficiencies in all areas
of our business is always the right thing to do as the stewards
of taxpayer money and to most effectively contribute to the
nation’s defense. If done right, implementing IT efficiencies will
lead to significant improvements in the effectiveness and secu-
rity of the department’s IT environment.

Initially, the DON will focus on areas that have great poten-
tial for improvements in how we do business and for achieving
significant cost savings. These areas include data center con-
solidation, enterprise software licensing, application rationaliza-
tion, an enterprise portal environment, review of IT acquisition
programs for enterprise effectiveness, video teleconferencing
optimization, and enterprise IT workforce initiatives.

When it comes to data center consolidation, we plan to ini-
tially target midsized data centers that provide services to an
individual command or function. We will analyze them, from a
fiscal, functional and security perspective, to determine which
facilities can be migrated to enterprise-level data centers run by
the Navy, Marine Corps, Defense Information Systems Agency,
or other military departments. The initial consolidation targets
will provide true cost savings due to reductions in physical plant,
power, and data center management contracts.

There are more than 1,600 applications used in the depart-
ment, many of which appear to perform overlapping functions.
Additionally, many applications were not designed to effectively
function in forward operating and low-bandwidth environ-

AN

ments and, therefore, do not adequately
support Sailors and Marines in theater.
The number of application variations,
and the lack of planning for effective use
of available bandwidth, add complexity
to the department’s network environ-
ment and greatly have an impact on per-
formance and security. The department
is developing a robust process for review-
ing applications and determining which
ones should be optimized for use across
the enterprise, which should continue
to function as is, and which should be
“killed.” Implementation of this review process has the potential
to significantly improve performance for Sailors, Marines, and
the supporting establishment and enable us to better secure
our network and IT infrastructure.

To be effective and achieve the efficiency potential of an
organization with the scale and scope of the DON, we need to
begin to operate as a true enterprise. An important first step
toward achieving this goal is to put in place enterprise-wide
software licensing agreements. Led by the Marine Corps, the
department will establish agreements for key applications used
across the DON. The agreements will ensure the department is
getting the best price possible for widely used applications, and
once the agreements are in place, we plan to mandate their use
by all DON, Navy and Marine Corps organizations.

All proposed IT efficiency courses of action will be sup-
ported by a robust business case analysis, and will be reviewed
and approved by the DON Information Enterprise Governance
Board. As necessary, the analysis will be reviewed by the DON
Large Group, which includes the Under Secretary of the Navy, the
Vice Chief of Naval Operations and the Assistant Commandant
of the Marine Corps. In this way, we will ensure that we under-
stand the potential costs and benefits associated with pursuing
a particular IT efficiency initiative and ensure the department’s
leadership is fully supportive of pursuing proposed courses of
action.

We have a great opportunity to optimize IT operations
across the department, and to reinvest the savings achieved by
this effort into the tip of the spear. | look forward to aggressively
pursuing this opportunity to better serve our Sailors, Marines
and supporting establishment. {(HI%

Terry Halvorsen

DEPARTMENT OF THE NAVY
CHIEF INFORMATION OFFICER

www.doncio.navy.mil

CHIPS April - June2011 5


http://www.doncio.navy.mil

Interview with David W. Weddel
Assistant Deputy Chief of Naval Operations
for Information Dominance (OPNAV N2/N6)

David W. Weddel is a former naval officer. He served as the commanding officer of USS
Gary (FFG 51) and as assistant chief of staff for command, control, communications, com-
puters and intelligence (C4l), the N6, for U.S. 7th Fleet, among other assignments. He left

active service in 2000.

In November 2009, the Office of Naval Operations (N6) merged with OPNAV N2 forming
N2/N6, the office of the Deputy Chief of Naval Operations (DCNO) for Information Domi-
nance. Mr. Weddel was appointed as the assistant DCNO for Information Dominance. In
this role he has been tasked to assist in leading the Navy into the information age. Working

David W. Weddel

with Mr. Weddel are seven flag officers, five Senior Executive Service members and the
N2/N6 staff who manage a portfolio of 140 programs of just under $12.4 billion per year.
CHIPS asked Mr. Weddel to discuss N2/N6 initiatives, including deployment of unmanned aerial vehicles; he responded

in writing in March.

CHIPS: You discussed unmanned systems
and vehicles at the West conference in Janu-
ary, and indicated the Navy is accelerating
the development of UAVs, including a car-
rier-based combat UAV. Is there any specific
threat driving this urgency?

Weddel: While there are no specific
threats that are driving the acceleration
of development, the Navy remains com-
mitted to the aggressive development of
a carrier-based UAV to enhance the intel-
ligence, surveillance and reconnaissance
(ISR) capability and persistence that the
Navy can provide around the globe, espe-
cially to locations where basing rights are
not permitted.

CHIPS: Some have said that experimenta-
tion and testing are more important than
ever with defense budgets so tight. Is there
a firm schedule for testing and deploying
UAVs?

Weddel: Yes, experimentation and test-
ing are critical elements in the develop-
ment of UAV systems, not the least of
which are efforts to ensure cost savings
and efficiency. A number of UAV systems
are being tested, and experiments are
ongoing in order to meet the objectives
of effectively and efficiently integrating
these emerging technologies.

The Navy uses laboratory technical
development and integrated phased
quantitative risk assessments to ensure
timely deployment and operational suc-
cess. An example of this process is the
testing and experimentation that is being
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conducted for VTUAV (vertical takeoff
and landing tactical unmanned aerial
vehicle) integration with the Littoral Com-
bat Ship program. Navy also continues to
work with the Joint Unmanned Aircraft
System Center of Excellence to ensure
lessons learned from the joint environ-
ment are incorporated into Navy systems
development.

Our Scan Eagle Unmanned Aerial Sys-
tem is deployed and currently supports
naval forces at sea and ashore. The MQ-8B
Fire Scout Vertical Takeoff Unmanned
Aerial Vehicle is currently deployed
aboard USS Halyburton (FFG 40), and an
upcoming land-based Fire Scout deploy-
ment will provide testing and additional
operational data, which we can use to
improve this system.

Our Broad Area Maritime Surveillance-
Demonstrator (BAMS-D) is currently
deployed to the Central Command area
of responsibility. Navy is learning a great
deal from these ongoing operational
tests which will directly impact our emer-
gent UASs, resulting in improved system
capability and development as we evolve
to [the] MQ-4C BAMS program of record,
which will achieve initial operational
capability (I0C) in 2016.

The Unmanned Combat Air System
Demonstrator (UCAS-D) just completed
the first set of flight tests last week (Feb.
4) at Edwards Air Force Base in Califor-
nia. The lessons learned and technology
gained from UCAS-D will be incorporated
into the Unmanned Carrier Launched Air-
borne Surveillance and Strike (UCLASS)
program of record.

Dedicated to Sharing Information - Technology - Experience

CHIPS: Traditionally, carrier wings have
been skeptical about integrating UAVs into
operations. Has the Navy been testing this
concept in exercises, experiments or model-
ing and simulation?

Weddel: In the Navy’s ISR ‘family of sys-
tems’ approach to information domi-
nance, the vision is a mix of manned and
unmanned platforms to meet the infor-
mation needs of commanders and lead-
ers. While our first carrier and Unmanned
Combat Air System Demonstrator is not
yet an operational system, the Navy is
postured to use lessons learned from
UCAS-D flight testing for the develop-
ment and integration of future opera-
tional unmanned systems aboard aircraft
carriers.

Modeling and simulation is being used
as part of the UCAS-D engineering devel-
opment process. The Navy is using King
Air and F/A-18D aircraft as surrogates to
test many of the UCAS-D guidance and
control interfaces. The F/A-18D tests will
include closed-loop autopilot software
performance that progresses to fully
coupled approaches to touchdown. Ini-
tial surrogate testing will be aboard USS
Eisenhower (CVN 69) and is scheduled to
begin this spring.

CHIPS: What stage of development are the
UCLASS and BAMS programs in?

Weddel: UCLASS is a pre-Milestone A sys-
tem, with the initial capability document
(ICD) entered into Joint Staffing for vali-
dation by the Joint Requirements Over-
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sight Council. After validation, the ICD will
proceed to a material development deci-
sion at the Defense Advisory Board.

The BAMS program is in engineering
and manufacturing development (post
Milestone B), and successfully completed
critical design review (CDR) this past Feb-
ruary. Component testing is underway
and initial developmental aircraft are
in production. The next major program
milestone is Milestone C, scheduled for
mid-2013.

CHIPS: Is the Navy working on how it will
analyze and distribute the sensor data from
unmanned systems in tandem with the
development of UAVs?

Weddel: The Navy recognizes the inher-
ent requirement to enhance legacy pro-
cesses, procedures and capabilities within
the tasking, collection, processing, exploi-
tation and dissemination (TCPED) con-
tinuum. As such, we have begun a con-
certed effort to review how each Navy ISR
sensor-platform combination currently
conducts, or plans to conduct, TCPED
operations. This study will highlight how
material and nonmaterial improvements
can be combined with a Navywide TCPED
end-to-end enterprise designed and con-
structed to optimally support U.S. and
coalition operations with specific focus
on the maritime domain.

Notably, the continual improvement
in information technology has created
significant opportunities to innovate all
aspects of the TCPED cycle — from the
collection and indexing of individual data
points — to the final delivery of com-
prehensive knowledge to commanders,
within the necessary timeline to achieve
desired effects.

As an example, cloud computing tech-
nologies are one key area under consider-
ation to enable the Navy to recognize and
react to current and emerging threats
swiftly and decisively. Cloud computing
capabilities can be employed by opera-
tors and analysts to more effectively per-
form TCPED operations in direct support
of the tactical edge, while simultaneously
delivering Navywide efficiencies.

We recognize the importance of
approaching this issue from a holistic
perspective that employs realistic sys-
tems engineering concepts to produce
an end-to-end solution that accounts for
the ‘wholeness’ of ISR operations. This

analysis will include the need to deliver
information across security and classifica-
tion boundaries to individual personnel,
as well as more traditional operational
watch centers.

CHIPS: In January, Vice Adm. Dorsett said
that the Navy has been “out of balance”
and needs to concentrate more effort on the
“non-kinetic, information side of the house.”
Can you discuss what the admiral means by
this?

Weddel: We are in a new era where glo-
balization and the convergence of com-
puter and telecommunication networks
have transformed the information envi-
ronment from an enabling capability to a
core warfighting capability.

As Admiral Dorsett described recently
when speaking of the shift from an indus-
trial age military force to an information
age force, ‘It's now time for the Navy and,
frankly, the U.S. joint forces to step up and
start dealing with information in a much
more sophisticated manner than they
have in the past.

reconfiguring them as distributed, adap-
tively networked enterprise capabilities.

One of the returns on the investment
to reorganize as an information domi-
nance directorate has been the increased
opportunity to explore and support non-
kinetic operations. Our (N2/N6) Cyber,
Sensors and Electronic Warfare Division is
doing just that as we mature our thinking
and developmental efforts with stake-
holders across the Navy and throughout
DoD.

CHIPS: The stand up of N2/N6 and the
reorganization of cyber within the Navy
demanded a cultural shift in how the Navy
views information. How would you assess
progress thus far?

Weddel: Over the last year we made sig-
nificant progress in revolutionizing cyber
warfare and changing how the Navy
views information.

The reorganization is largely complete,
and | am pleased with the cultural shift
that is well underway. We are changing
the culture within our own ranks with the

“While there are no specific threats that are driving the acceleration of

development, the Navy remains committed to the aggressive development

of a carrier-based UAV to enhance the intelligence, surveillance and

reconnaissance (ISR) capability and persistence that the Navy can provide

around the globe, especially to locations where basing rights are not

permitted.”

These new concepts in warfighting are
creating opportunities to enhance Navy's
contribution to national security, but we
must fully integrate information, intelli-
gence, command and control, and cyber
capability, and wield it as a ‘main battery,’
transitioning to an information-centric
force. This concept and its instantiation is
the non-kinetic warfighting domain.

In the past, the Navy has invested in
sensors, weapons and control systems,
but suboptimized their overall effective-
ness through an architecture that welded
them to a single platform. This legacy
platform-centric approach unacceptably
increases our operational risk as we con-
tinue to evolve in the information age. We
are addressing these gaps by decoupling,
both programmatically and functionally,
platform-sensor weapon artifacts and

implementation of the Information Domi-
nance Corps.

This professional community of over
44,000 personnel has just completed its
first year of standup and, with great sup-
port of Navy senior leadership, is devel-
oping and maturing the personnel side
of information dominance. We have also
made cyber a priority in our budgeting
process where it is a recognized element
in achieving superiority across the full
spectrum of naval operations.

The establishment of Fleet Cyber
Command/10th Fleet was one of the first
steps in changing Navy's understanding
of cyber operations. Tenth Fleet's rela-
tionships continue to mature with U.S.
Strategic Command and the operational
management of Navy cyber operations.

Cyber defense is critically important

CHIPS April - June 2011 7



and certainly is part of the Navy culture. It
is an all-hands effort. We are elevating the
magnitude of cyber security through the
development of a robust network inspec-
tion and certification process. The formal
network inspections will be conducted
across the Navy to enforce accountability
and shift fundamental behaviors of how
our forces operate, maintain and interact
with our networks.

Global standardization of network
assets is critical to assuring command
and control of forces and warfighting sys-
tems. We continue to evolve from static,
reactive network operations, to a capabil-
ity that provides proactive, predictive and
dynamic operations.

While we have made tremendous
strides over the past year, our work is
far from over. The pace at which we are
advancing is and will remain demand-
ing. We are a global maritime force, and
we recognize that we as a service must
advance our capability to plan and exe-
cute in cyberspace.

CHIPS: Vice Adm. Dorsett has set targets
for information technology streamlining
initiatives in regard to enterprise licensing,
virtualization and reduction in data centers.
Does the Navy have a data consolidation
strategy and a plan for reducing servers and
data centers?

Weddel: Vice Adm. Dorsett, in his role
as the Deputy Chief Information Officer
(Navy), has tasked the Navy to develop its
data center consolidation and enterprise
licensing strategies. This strategy will
detail consolidation plans to ensure that
the Navy is gaining efficiencies relative
to enterprise licensing, virtualization and
data center consolidation.

We are utilizing the Federal Data Cen-
ter Consolidation Initiative, combined
with the direction and guidance within
NAVADMIN 008/11 (Navy Information
Management Information Technology
Efficiencies), to guide and develop that
strategy.

We are teaming with the Department
of [the] Navy Chief Information Offi-
cer to address individual focus areas in
the department’s ‘DON I[T/Cyberspace
Efficiency Initiatives and Realignment
Tasking’ effort. Members of our staff are
actively involved and are serving as the
Navy leads for several of these initia-
tives. We also remain engaged with OMB
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PENSACOLA, Fla. (Feb. 3,2011) The Center for Information Dominance (CID) has become the first
nonoperational shore command approved for the newly created Enlisted Information Domi-
nance Warfare Specialty pin. U.S. Navy photo by Gary Nichols.

“We are changing the culture within our own ranks with the

implementation of the Information Dominance Corps. This professional

community of over 44,000 personnel has just completed its first year of

standup, and with great support of Navy senior leadership, is developing

and maturing the personnel side of information dominance.”

(Office of Management and Budget) and
the DoD Federal Data Center Consolida-
tion Initiative, which intends to reduce
the number of data centers across the
federal government.

CHIPS: Reaping the benefits of enterprise
licensing is ripe for cost savings, but there
is a lot of confusion in the Navy about the
differences in licensing models, and many
commands purchased licenses for applica-
tions that are already available on the Navy
Marine Corps Intranet. How can the Navy
reduce the confusion and help commands
meet the Navy’s IT cost-saving goals?

Weddel: A centralized solution to enter-
prise software licensing (ESL) will reduce
the confusion and help commands meet
the Navy'’s IT cost-saving goals. DON CIO,
the Program Executive Office [for] Enter-
prise Information Systems (PEO EIS), U.S.
Marine Corps, and OPNAV N2/N6 are all
working together to establish more rig-
orous and streamlined ESL policies and
procedures.

The 20 December DON CIO memo,
DON IT/Cyberspace Efficiency Initiatives
and Realignment Tasking, designated the
Marine Corps as the DON enterprise soft-

Dedicated to Sharing Information - Technology - Experience

ware licensing lead. We are actively par-
ticipating in the DON ESL working group
that will address plans to centralize the
procurement and management of DON
software licenses, support license alloca-
tion and tracking, and enable cost recov-
ery for the enterprise.

CHIPS: Anything else you would like to add?

Weddel: With the vision and active sup-
port of the Chief of Naval Operations,
Adm. Gary Roughead, and the leadership
of Vice Adm. Dorsett, we have made great
strides in elevating information as a war-
fare area within the Navy. But there are
great challenges ahead.

All our systems and programs are
geared toward one goal — providing our
Navy and joint warfighters the informa-
tion they need, at the time they need it,
to make the critical decisions they have
to make in support of our forces and our
nation. With the standup of the Informa-
tion Dominance Corps, we are bringing
our greatest resource, our people, to bear
on the challenges we face. I'm confident
we will be up to the task. (HI"

For more Navy news, go to www.navy.mil.
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Q&A with Rear Adm. Michael W. Broadway
Deputy Director, Concepts and Strategies for Information Dominance (N2/N6F)

Since the stand up of the Deputy Chief of Naval Operations for Information Dominance (N2/
N6) and Director of Naval Intelligence (DNI) organization in November 2009, with Vice Adm. Jack
Dorsett at the helm, Dorsett and his directorate have dramatically changed the face of information
dominance and how cyber is viewed in the Navy. Some have compared Dorsett to Adm. Hyman
Rickover, known as the “Father of the Nuclear Navy,” for his transformational vision of how the

Navy now treats information as a critical warfighting domain.

N2/N6 is creating a series of roadmaps for the key components of information dominance to pro-
vide a framework for delivering on the Chief of Naval Operations’ vision to create a fully integrated
information, intelligence, command and control, cyber and networked capability to be used as a
naval weapon. So far Dorsett has approved seven of 10 Information Dominance Roadmaps. Rear
Adm. Broadway has been leading the effort to create the roadmaps in his role as deputy director

for concepts and strategies.

Rear Adm. Broadway was commissioned through the NROTC program at Auburn University in
December 1974. He was designated a naval flight officer in January 1976, flying the S-3A aircraft.

Rear Adm. Michael W. Broadway

Since affiliating with the Naval Reserve Intelligence Program in 1981, Broadway has served in vari-
ous naval intelligence leadership positions. As a flag officer, Broadway commanded the Navy Intelligence Reserve Command from

February 2007 to November 2009.

Rear Adm. Broadway provided a written response to questions about the Information Dominance Roadmaps in February.

CHIPS: How were the categories of road-
maps selected and prioritized?

Broadway: The Information Dominance
Roadmap categories were identified in
early 2010 to address some of the high-
est interest issues facing the Navy. Each
roadmap was purposely designed to
cover a broad warfare area or warfighting
domain that we believed could benefit
by adopting the concepts, principles and
guidelines outlined in the Navy Informa-
tion Dominance vision.

Our top priority was the Maritime Bal-
listic Missile Defense Roadmap, due to the
national level attention that followed the
president’s announcement in late 2009 of
the European Phased Adaptive Approach
(PAA) initiative, which involves putting a
Navy Aegis capability ashore in Eastern
Europe.

We also pushed for an early release of
the Undersea Dominance Roadmap to
coincide with the CNO'’s approval in 2010
of the high-level document, ‘Leveraging
the Undersea Environment,’ which we
believed could also directly benefit from
the information dominance vision.

The remaining roadmaps were deliber-
ately kicked off in a phased approach over
the first half of 2010 to enable N2/N6 and
OPNAV leadership, as well as other Navy
stakeholders, to dedicate sufficient time
and resources to focus on developing and
publishing each individual roadmap.

The original 14 identified roadmaps
were reduced to 10. To date, seven have
been published and printed with the

remaining three undergoing pre-publica-
tion review. All 10 will be published along
with a capstone document by 31 March
2011. Our plan is to iterate and update the
roadmaps, but as we progressed in the
development of the original roadmaps, a
large number of overlapping capabilities
and interdependencies became evident.
Our plan as we move forward is to col-
lapse the number of roadmaps into some
number that will focus on the informa-
tion backbone, battlespace awareness,
information as warfare, and information
in warfare.

CHIPS: What do the roadmaps encompass
and who is the target audience?

Broadway: Each roadm