AIR WAR COLLEGE

AIR UNIVERSITY

SUN TZU IN CYBERSPACE

by
Scott W. Rizer, Lt Col, USAF

A Research Report Submitted to the Faculty

In Partial Fulfillment of the Graduation Requirements

16 December 2008

DISCLAIMER

Distribution A: Approved for public release; distribution unlimited



Form Approved

Report Documentation Page OMB No. 0704-0188

Public reporting burden for the collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information,
including suggestions for reducing this burden, to Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington
VA 22202-4302. Respondents should be aware that notwithstanding any other provision of law, no person shall be subject to a penalty for failing to comply with a collection of information if it
does not display a currently valid OMB control number.

1. REPORT DATE 2. REPORT TYPE 3. DATES COVERED
DEC 2008 N/A -
4. TITLE AND SUBTITLE 5a. CONTRACT NUMBER

Sun Tzu in Cyber space 5b. GRANT NUMBER

5c. PROGRAM ELEMENT NUMBER

6. AUTHOR(S) 5d. PROJECT NUMBER

5e. TASK NUMBER

5f. WORK UNIT NUMBER

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES) 8. PERFORMING ORGANIZATION

Air War College, Maxwell Air Force Base, Alabama REPORT NUMBER

9. SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSOR/MONITOR’'S ACRONYM(S)
11. SPONSOR/MONITOR’ S REPORT
NUMBER(S)

12. DISTRIBUTION/AVAILABILITY STATEMENT

Approved for public release, distribution unlimited

13. SUPPLEMENTARY NOTES

The original document contains color images.

14. ABSTRACT

15. SUBJECT TERMS

16. SECURITY CLASSIFICATION OF: 17.LIMITATION OF | 18 NUMBER | 19a NAME OF

ABSTRACT OF PAGES RESPONSIBLE PERSON
a REPORT b. ABSTRACT c. THISPAGE SAR 48
unclassified unclassified unclassified

Standard Form 298 (Rev. 8-98)
Prescribed by ANSI Std Z39-18



The views expressed in this academic research paper are those of the author and do not reflect
the official policy or position of the US government or the Department of Defense. In accordance
with Air Force Instruction 51-303, it is not copyrighted, but is the property of the United States

government.



Contents

Lol 18T o] o ST PRPRPR 1
B F= 103 (0 (011 g o TR PSPPSR 2
(O3 0T £ o Lot TSRS PPR 2
D] a1 To] 41U P PSR 3
Cyberspace Domain and Information OPerations ...........cceeeeiieiirienieriesee e 3
Cybherspace CharaCteriSTICS. ......uiiieiiiie ettt sttt bbb e e be e sreene s 4

00U T 4 PSPPSRI 5
LT 0] =] ¥V [0 o OSSPSR 5
TAKING WHROIE ...ttt ettt et r e sbe et e neenes 6

K] 21 USRS SSPRPRSRPRN 8
1= L0 TSP PP PP 9
SUPPOITING PIINCIPIES ...ttt 11

N g 12 ST 14
(O3 0T A 1 o OSSPSR 15
REIALIVE DECISIVENESS .....c.viiieie ittt bbbttt nb e bbbt enes 15

(@8 1o Lo | LA LTS 1Y OSSPSR 17
Cyber AttaCk EffECHIVENESS ........oiieice ettt sre e 22

(@8 0T g =4 0] (0] = U1 o] o OSSPSR 23
Contribution T0 SHIN .....o.vie e 23
LBVEIS OF WK ..o bbbttt bbbttt 24
Collection Means and SUDJECT..........voiiieieee e 24
National SECUMILY ROIE .......cvi et rs 25
CYDBE DEIENSE ...ttt bttt b ettt et e e st e bt et e e st e beenbe e e e are et 26
DefensiVe AdAPLALION .........ccuiiiiiiiie ettt b et e e e es 27
TWO-MOGEI DETENSE ...ttt et b ettt ee e sbe e b 28

(000] 0 10d (U1 [ S J TR P PP URTRTRR 34
BIDHIOGIAPNY ..o ettt nee e 37



Illustrations
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INTRODUCTION

This paper asks how cyberspace capabilities will most likely contribute to strategy. The
cyberspace domain, much as the arrival of the air domain before it, provides a mix of known and
unknown strengths, weaknesses, opportunities and threats. Cyberspace is often treated as
transformational or exceptional relative to other domains and its evolution challenges current
assumptions regarding organizational roles and responsibilities, doctrine, tactics, techniques, and
procedures both inside and outside the Department of Defense. All of these issues are being
addressed in a simultaneous and iterative manner as the collective understanding of the

cyberspace domain matures.

This paper is based on the premise that strategy provides the conceptual foundation for
most of these issues. Considering how cyberspace capabilities contribute to strategy provides
insight into the ultimate question — to what purpose do we operate in cyberspace? This, in turn,
provides direction for further research into future technologies, organizational constructs, roles,
responsibilities, tactics, techniques and procedures. Sun Tzu’s The Art of War provides a useful
analytical framework for answering this question because its timeless and conceptual nature is
not tied to a specific environment or context. With Sun Tzu as a guide, this paper takes a
skeptical position towards cyberspace’s exceptionalism relative to the experience of other
domains and instead argues that an effective way to look to the future is to learn from the past.

As Michael Handel notes, “Ultimately, the logic and rational direction of war are universal and



there is no such thing as an exclusively “‘Western’ or ‘Eastern’ approach to politics and strategy;
there is only an effective or ineffective, rational or irrational manifestation of politics or

strategy.”*

The Background section provides definitions, concepts and supporting principles for
cyberspace and The Art of War. The Analysis section integrates the Art of War’s concepts on
strategy with the characteristics of cyberspace and is organized along the core cyberspace
capabilities of attack, exploitation and defense. The Conclusion section provides a summary of

the main conclusions that will be derived from the analysis.

BACKGROUND

Cyberspace, an emerging warfighting domain comprised of advanced networking and
communications capabilities is oriented towards the future. In contrast, Sun Tzu’s The Art of
War was authored over two thousand years ago in a distant land and foreign culture. Both topics
justify deep and broad backgrounds that would easily exceed the constraints of this paper.
Consequently, this background focuses on the concepts that directly support its analysis,

conclusions and recommendations and admittedly omits significant subjects.

Cyberspace. This cyberspace background: a) provides definitions, b) distinguishes the
cyberspace domain from its capabilities such as information operations, and c) presents key

characteristics that distinguish it from the traditional warfighting domains.

! Handel, Masters of War, 3.



Definitions. Defining cyberspace has been a challenge because it can be alternatively
perceived as the physical nodes (servers, computers, wires) that make up the global information
grid, the physical information (zeros and ones) contained in the grid or the cognitive meaning
that information has for decision makers. The National Military Strategy for Cyberspace
Operations focused on cyberspace’s physical attributes and defines it as, “A domain
characterized by the use of electronics and electromagnetic spectrum to store, modify, and
exchange data via networked systems and associated physical infrastructures.”? This definition
has been adopted by DOD and serves as a sound theoretical foundation for distinguishing what
cyberspace is from what it isn’t. Key to that distinction is separating the concept of cyberspace
as a physical domain from the capabilities and missions that occur in the domain due to the cross
functionality of cyberspace capabilities and the cross-domain characteristic of information

operations.

Cyberspace Domain and Information Operations. Cyberspace capabilities are cross
functional and are not limited information operations. Lt Col Fahrenkrug reinforces this
distinction saying the Air Force intends to, “...create very real effects in cyberspace that affect
the adversary’s ability to orient his forces, command and control, or even fire weapons. These
are not effects that simply occur in the adversary’s mind. In other words, these are not virtual or
imagined effects — the adversary can in fact die or be harmed through warfighting in
cyberspace.”® Similarly, information operations are cross-domain activities and are not limited

to cyberspace. “When viewed from the perspective of a warfighting domain, cyber operations

2 Fahrenkrug, Cyberspace Defined.
® Ibid.



will improve our efforts to influence our adversaries and others using information operations in

all the domains.”*

Cyberspace Characteristics. Cyberspace has unique characteristics that distinguish it
from other warfighting domains and impact its role in strategy. First, although cyberspace
architectures are physical our presence in cyberspace is virtual so while we can never physically
be in cyberspace our presence can “be” in adversarial cyberspace with an immediacy and 24-7
persistence that are difficult to achieve in other domains. This leads to two cyberspace access
characteristics that are related but opposite in their effects: a) lack of sanctuary and b) lack of

forced entry.

There is no sanctuary in cyberspace because access is potentially available wherever
cyberspace exists. Once an element is networked it is a component of cyberspace and exists as a
potential warfighting domain. “As a realm of operations, the infosphere or cyberspace exhibits
peculiarities and properties; despite having a real topology, it has no geography. Physical
distances or separations become meaningless; as a result, there are no “‘denied areas’ but also no
‘sanctuary’ in this domain.”® Although there is no sanctuary in cyberspace, likewise there is no
forced entry into cyberspace.® Cyberspace can only be entered where opportunities already exist.

Whether through the exploitation of a password or unknown system vulnerabilities intruders can

* Fahrenkrug, Cyberspace Defined.
> Cooper, Another View of Information Warfare: Conflict in the Information Age, 128.
® Libicki, Conquest in Cyberspace, 39.



only enter cyberspace where the means exists. “Hackers have little extant ability to create entry

paths — only to exploit them.”’

Cyberspace also provides few barriers to entry which enables a broader range of
threatening actors than traditional domains. “One can place the threat agents executing these

"8 Convertino,

attacks into four profiles: hackers, organized crime, terrorists, and nation states.
DeMattei and Knierim list several attributes that can make cyberspace an attractive attack option
including the broad span of physical and informational effects, surgical precision, stealth and low

probability of detection, attribution and traceability.”® Combined, these attributes provide very

real advantages to cyber attack and very real challenges to cyber defense.

Sun Tzu. The Art of War describes basic concepts and principles of strategy while leaving the
details of how to apply them to the reader. As Ralph Sawyer notes, “Over the millennia the
book’s concepts have stimulated intense debate and vehement philosophical discussion,
commanding the attention of significant figures in all realms.”*® Although Sun Tzu’s concepts
can be characterized as timeless this background begins with a cautionary note due to the
challenges of interpreting a writing that is thousands of years old and presented through
metaphors and analogies. Then it presents the following core concepts from The Art of War: a)
limiting costs and risks by taking whole, b) Shih, ¢) Tao and d) the supporting principles of

initiative, knowledge, deception, surprise, flexibility and creativity.

" Libicki, Conquest in Cyberspace, 39.

& Convertino, DeMattei and Knierim, Flying and Fighting in Cyberspace, 23.
* Ibid., 42-43.

19 sawyer, The Art of War, 79



Interpretation. Interpreting and understanding The Art of War can be challenging due to
the distance in time and culture between its writing and today’s environment. Some, like James
Adams, have asserted that The Art of War may be unintelligible to the Western mind, *... Sun
Tzu’s writings were the external manifestation of a complete and deeply rooted philosophy on
life that a Westerner can only dimly comprehend.”*! Roger Ames counters that the cross-
cultural nature of interpreting The Art of War presents both advantages and disadvantages and
ultimately concludes, “In pursuit of understanding, we have no choice but to attempt to identify

and excavate these uncommon assumptions ..."*?

Another challenge to interpreting The Art of War is its use of analogies and metaphors to
develop broad concepts and supporting principles. While principles provide, “an adopted rule or
method for application in action,”** Sun Tzu’s concepts provide, “an idea of something formed

by mentally combining all its characteristics or particulars ...”**

which requires study, thought
and analysis. The book, “...does not develop its doctrines through logical demonstration.
Rather, it teaches by analogy and metaphor. We cannot simply pluck its insights and drop them
into our already existing frameworks. We must develop new ways to use our minds.”*®
Ultimately, some of Sun Tzu’s most important concepts are not explicitly stated and must be
derived through analysis. This is a potential weakness because it is subject to misinterpretation

but it is also a potential strength because it is timeless.

1 Adams, The Next World War, 256.
uAmes, The Art of Warfare, 45.

B Dictionary.com., “principle” definition 6.
1 Dictionary.com., “concept” definition 2.
> Denma Group, The Art of War, xix.



Taking Whole. The Art of War’s first important concept is the importance of limiting
risks and reducing costs or of “taking whole.” According to Sun Tzu, warfare must be studied
because the existence of the state could literally depend on it. Mistakes could not only be costly,
they could prove fatal. In Sun Tzu’s time, *...warfare had evolved sufficiently to endanger the
existence of virtually every state, large and small alike. Many had already perished; innumerable
ruling families had been extinguished and their peoples subjugated; and others tenuously
survived only through adroit political maneuvering and servile submission.”*® Thus, The Art of
War’s opening lines read, “War is a vital matter of state. It is a field upon which life or death is
determined and the road that leads to either survival or ruin, and must be examined with the

greatest care.”*’

All translations of The Art of War note the priority Sun Tzu places on victory with the
lowest cost and risk. The Denma Group refer to this concept as “taking whole.” According to
their interpretation, “Taking whole means conquering the enemy in a way that keeps as much
intact as possible - both our own resources and those of our opponent.”*® They are quick to point
out that this importance is based on calculations of cost and risk. “This is not merely a
philosophical stance or altruistic approach. Destruction leaves only destruction, not just for
those defeated, their dwellings and their earth, but also for conquerors.”*® Other interpreters
similarly note the importance of winning without fighting to avoid risk and loss. “Warfare

always constitutes a loss. As the Sun-Tzu observes, ‘If one is not fully cognizant of the evils of

16 Sawyer, The Art of War, 128.
v Ames, The Art of Warfare, 103.
¥ Denma Group, The Art of War, xvii.
19 . .
Ibid., xvii.



waging war, he cannot be fully cognizant, either, of how to turn it to best account’ ... even
military victory is ‘defeat’ in the sense that it requires an expenditure of a state’s manpower and
resources.”® Sawyer elaborates on this important theme as well. “Whenever possible, “victory’
should be achieved through diplomatic coercion, thwarting the enemy’s plans and alliances, and
frustrating his strategy. Only if the enemy threatens the state with military action or refuses to
acquiesce without being brutally forced into submission should the government resort to armed

combat.” 2

When fighting proves unavoidable strategy should be guided by those same priorities.
According to Ames, “The first priority is the avoidance of warfare if at all possible. Once,
however, a commitment has been made to a military course of action, the project becomes to
achieve victory at the minimum cost.”* Likewise, Sawyer notes, “... every military campaign
should focus upon achieving maximum results with minimum risk and exposure, limiting as far
as possible the destruction to be inflicted and suffered, fighting with the aim of preservation.”?®

The vital importance of preserving oneself and avoiding risk and loss is reinforced throughout

The Art of War and provides the philosophical basis for strategy and the concepts that follow.

Shih. Sun Tzu develops the important concept of Shih through analogies and metaphors

124

that require interpretation. Ames refers to Shih as “strategic advantage”*" and describes it as, “...

the full concentrated release of that latent energy inherent in one’s position, physical and

20 Ames, The Art of Warfare, 85.
2 Sawyer, The Art of War, 129.

2 Ames, The Art of Warfare, 85.
2 Sawyer, The Art of War, 129.

2 Ames, The Art of Warfare, 104.



otherwise.”® The Denma Group agree on the positional nature of Shih and describe it is a
function of relationships, “Shih, then, is like looking at a chessboard: the effectiveness of a
position is read in terms of the relative power of certain pieces, the strength of their formation,
their relationship to the opponent, and also their potential to turn into something else.”?® But,
they also elaborate on the analogy by observing, “The world is more complex than three- or even
five-dimensional chess ... and there’s a further crucial notion, which is timing; the right moment
to step in, to take the shot, to release the accumulated energy.”?” This leads to Sawyer’s
interpretation of Shih, which is the most succinct. Sawyer begins with the analogy of tumbling
stones and notes that the force they deliver depends equally on their course towards a target
(position) and their mass and momentum (power). “Thus it appears that two equally important
factors are integrated by this concept ... first, the strategic advantage conveyed by superior
position, and second, the power of the forces involved ... accordingly we have chosen to
translate the term Shih by ‘strategic configuration of power’”?® Sun Tzu presents Shih through
many analogies such as a hawk striking its prey in flight, cascades of water flowing through a
gorge and the potential energy of a bow and arrow. All serve to demonstrate the importance of
the strategic combination of superior power and superior position in space and time. These
configurations, however, are changing and fleeting. The fluid nature of Shih leads to another of

Sun Tzu’s concepts — Tao.

> Ames, The Art of Warfare, 82.

*® Denma Group, The Art of War, 70.
" Ibid., 71.

28 Sawyer, The Art of War, 146.



Tao. If Shih can be conceived as an ever-changing state of strategic configuration as
relative power and position evolve throughout the environment, Tao is the set of patterns we can
observe that enable us to understand, predict and shape the changes evident in our environment.
Tao is usually translated as “the way” and we can think of an object’s Tao as its fundamental
nature. The Tao of water is to flow downhill. It is both what it is and how it acts. “The world,
then, consists not of solid things but of flows of forces or movements of energy or shifting
configurations of Shih. These are Tao.”?° Literally described, Tao is, “... a roadway, or path,
the way something works and equally a recommended course of action, the way it should be
done,”®® Tao describes how the various aspects in the environment work and allows us to
anticipate events. “The intelligible pattern that can be discerned and mapped from each different
perspective within the world is Tao — a “pathway’ that can, in varying degrees, be traced out to

make one’s place and one’s context coherent.”%

The combination of Shih and Tao provides the foundation of strategy. If one understands
the Tao of the strategic environment, not only can one comprehend the current configuration of
Shih, one can also predict future states of Shih and with skill one can even shape or create Shih.
“It may be simplest to take advantage of naturally occurring Shih, but it’s also wise to learn the
small alterations you can make to the environment so that it works suddenly in your favor.”*

This, in essence, is Sun Tzu’s most basic formulation of strategy. “Having paid heed to the

advantages of my plans, the general must create situations which will contribute to their

* Denma Group, The Art of War, 77.
** Ibid., 128.

3t Ames, The Art of Warfare, 50.

32 Denma, The Art of War, 77.

10



accomplishment. By ‘situations’ | mean he should act expediently in accordance with what is

advantageous and so control the balance.”*

Supporting Principles. Creating or exploiting naturally occurring Shih relies on several
supporting principles that bear a remarkable similarity to our own Principles of War: initiative,
knowledge, deception, surprise, flexibility and creativity. The first supporting principle is
initiative. Strategy is competitive and exists in the minds of opposing commanders as each
strives to shape the environment to match superior force with superior position. The resulting
superior configuration of power enables a wise commander to force a decision by denying the
enemy the space and time needed to adapt or react. As in chess, one does not necessarily have to
destroy the enemy if one can effectively checkmate them by constraining or eliminating their
ability to adapt or react and deny any options other than their destruction. In this context, Sun
Tzu advises, “Therefore, the best military policy is to attack strategies ...”>* The Denma Group
notes, “The approach of taking whole first targets enemy strategy, undoing the coherence of the
plan. The battle is won in the mind.”* Similarly, Ames refers to a commander’s wisdom as,
“... acognitive understanding of those circumstances that bear on the local situation, an
awareness of possible futures, the deliberate selection of one of these futures, and the capacity to
manipulate the prevailing circumstances and to dispose of them in such a way as to realize the
desired future.”*® Thus, Sun Tzu’s emphasis on initiative is apparent when he states, “Victory

can be created. Even though the enemy has the strength of numbers, we can prevent him from

33 Griffith, The Art of War, 66.

3 Ames, The Art of Warfare, 111.

** Denma Group, The Art of War, 141.
36 Ames, The Art of Warfare, 92.

11



fighting us.”®” The active controlling aspect of strategy rests on the supporting principles of

knowledge, deception and surprise.

Sun Tzu notes throughout The Art of War that possessing superior knowledge of the
situation is imperative to creating and exploiting Shih. Knowledge comes from a disciplined
analysis of all variables with primary emphasis on the opposing commander. “Absolute
standards are unnecessary: the general seeks knowledge by contrasting various qualities, since
strength and weakness, self and other, are relative. Thus he knows victory.”*® The concept of
“knowing victory” cannot be over-emphasized. It is in this context that Sun Tzu presents one of
his most famous, if not always fully understood maxims, “He who knows the enemy and himself
will never in a hundred battles be at risk...”*® Knowledge and risk management are inseparable.
“Knowledge protects one from danger. The general must know both self and other, conditions

here and conditions there. This requires an ability to penetrate all aspects of the world.”*°

Denying adversaries information about the environment and oneself through deception or
appearing formless is equally important. Hence, Sun Tzu famously said, “All warfare is based
on deception.”* But less well known is Sun Tzu’s argument for remaining unknown or
“formless” even to one’s own forces. In a world where adversaries will employ spies of their
own, constantly devising deceptive patterns and remaining formless or unknowable serve to

constrain the enemy’s ability to assess the Tao of a given situation. “The ultimate skill in taking

3" Ames, The Art of Warfare, 126.

% Ibid., 131.

% Ames, The Art of Warfare, 113.

“* Denma Group, The Art of War, 145,
* Griffith, The Art of War, 66.

12



up a strategic position (hsing) is to have no form (hsing). If your position is formless (hsing), the
most carefully concealed spies will not be able to get a look at it, and the wisest counselors will
not be able to lay plans against it.”** Remaining formless and employing deception serve one
purpose — to make the opposing commander misjudge the situation long enough to surprise them
with superior power and position or Shih. Sawyer reinforces the link between deception and

Shih.

Deceit is of course not practiced as an art or an end in itself, contrary to tendencies
sometimes prevailing in the modern word ... such acts are all designed to further
the single objective of deceiving the enemy so that he will be confused or forced to
respond in a predetermined way and thereby provide the army with an exploitable
advantage ... deception and manipulation are actually aspects of the greater
question of form (hsing) and the formless.*®

Finally, surprise and deception depend on flexibility and creativity. If one provides an
adversary enough time or space to adapt and react to a situation then the momentary advantage
of Shih is lost. Flexibility and creativity are the principles that enable skilled commanders to
combine superior power with superior position. “Victories depend on Shih, whose configuration
IS never constant. The general must recognize a momentary advantage, capturing victory as it
arises.”* Sun Tzu employs the analogy of water adapting and matching its form to that of the
terrain while it rushes down to the decisive point. “A central theme ... is the need for flexibility
and negotiation in dealing with the specific conditions that make each situation particular. In the
business of war, there is no invariable strategic advantage (Shih) which can be relied upon at all

times.”*

2 Ames, The Art of Warfare, 126.

*% Sawyer, The Art of War, 136-137.
* Denma Group, The Art of War, 133.
*> Ames, The Art of Warfare, 80.
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ANALYSIS

The purpose of this section is to integrate the Art of War’s concept of strategy with the
characteristics of cyberspace. The model in Figure 1 uses an inside-out approach with the circle
in the center representing the space-time available to an adversary. The circle should be viewed
as dynamic - growing larger or smaller as freedom to adapt and react is augmented or
diminished. Directly around the space-time circle and constraining it are the two attributes of
Shih - superior force and superior position. Tao, as a key enabler joins the two attributes of Shih
with the supporting principles of initiative, knowledge, deception, surprise, flexibility, and
creativity depicted above. At the top are the core capabilities of cyberspace: attack, exploitation
and defense which are achieved through a combination of physical and informational cyberspace

effects.

ATTACK EXPLOIT DEFEND

initiative | knowledge | deception | SUTPTise |f|exil:|i|'rt1,r |creati1.ri1:l,r
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Figure 1. Cyberspace/Sun Tzu Strategy Model

Cyber Attack. The cyber attack section makes a three-part argument. First, the use of force in
any domain tends to be most decisive at the tactical/operational level and least decisive at the
strategic level. This has been evident throughout history and the experiences of the air domain
provides a useful example. Cyberspace capabilities will not prove exceptional in this regard and
the concepts and principles from The Art of War help explain this phenomenon. Second, the mix
of available physical and informational cyber capabilities differs between the different levels of
war. Strategic and non-state actor attack options will include physical and informational cyber
capabilities while tactical/operational attack options will be limited to informational cyber
capabilities. Combining the first two arguments leads to the third argument that cyber
capabilities will most effectively contribute to strategy at the tactical/operational levels of war
and will contribute less at the strategic level and to non-state actors.

Relative Decisiveness. All forms of combat with the exception of nuclear war have
tended to be more decisive at the tactical/operational levels than at the strategic level of war.

Daniel Gouré frames this concept in terms of scale and scope.

At the strategic level, the reasons for continued difficulty in conducting decisive
warfare came from the increasing scale and scope of combat. As military
capability increased, so too did the territory over which wars were fought ... in a
sense, the capability for destruction was constantly outpaced by increases in the
demand for coverage.*°

*® Gouré, The Impact of the Information Revolution on Strategy and Doctrine, 222.

15



Additionally, Clausewitz notes the importance of the freedom to adapt and react that
usually remains available to strategic decision makers even after significant losses. “A
government must never assume that its country’s fate, its whole existence, hangs on the outcome
of a single battle, no matter how decisive. Even after a defeat, there is always the possibility that

a turn of fortune can be brought about by developing new sources of internal strength ...”*’

This leads to the example of early air power theorists such as Douhet. While studying a
new technology with apparently unrestricted strategic access, Douhet predicted strategic
airpower attacks would prove decisive if targeted against civilian populations. However, his
prediction wasn’t realized during “strategic” bombing campaigns. Overy notes, “The naive
expectation that bombing would somehow produce a tidal wave of panic and disillusionment
which would wash away popular support for war and topple governments built on sand was
exposed as wishful thinking.”*® Robert Pape’s excellent study on coercion provides a similar
argument, “...strategic air power cannot be decisive. The most it can do is to reduce the costs
that friendly land and theater [tactical/operational] air forces have to pay to defeat enemy forces
on the battlefield.”*® Like Clausewitz, Pape’s analysis reveals that decisiveness is essentially a
function of the space-time available to decision makers to adapt and react. “Theater air power is
a much stronger coercive tool ...it gives the opponent much less scope to minimize

consequences because effects are more immediate.”>°

" Clausewitz, On War, 483.

8 Overy, Why the Allies Won, 132.
*° Pape, Bombing to Win, 317.
Ibid., 318.
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Although he doesn’t use the term, Pape is describing Shih and he even uses a Sun Tzu-like
analogy of a hammer and anvil to describe the decisiveness of theater-level airpower.>* The
model in Figure 1 helps to explain this. If the objective of strategy is to constrain an adversary’s
space-time, deny their freedom to adapt and react and force a decision then it’s reasonable to
assume decisiveness is more easily achieved at the tactical/operational levels where space-time is
already the smallest and freedom to adapt and react is more naturally constrained. Likewise,
decisiveness is harder to achieve at the strategic level where the space-time available to decision
makers is already the largest and freedom to adapt and react is less naturally constrained despite

the employment of significant physical force.

Capabilities Mix. The mix of physical and informational cyber capabilities differs
between the various levels of war. Strategic and non-state actor attack options include physical
and informational cyber capabilities while tactical/operational attack options are limited to
informational cyber capabilities. The next section analyzes this observation, along with the
relative decisiveness of cyber capabilities from the perspectives of strategic, tactical/operational
and non-state actors.

Strategic Level. Theories predicting a decisive cyberspace role focus on modern society’s

reliance on networked systems and the potential enormity of the physical effects that can be
directed towards civilian populations through cyberspace. “... the battleground is the
information infrastructure upon which modern societies have become so dependent, including

the electrical power grid, the financial system, the air traffic system, and a variety of sensitive

* Ibid., 318.

17



computer systems.”>* These predictions along with predictions that strategic cyber attacks will
induce overwhelming fear, panic and capitulation in civilian populations are similar to those of
early airpower theorists. “This aspect of ‘information warfare’ has the side benefit for the
attacker to create confusion, panic, and irrationality among the civilian target population further
contributing to the weakening of its political ‘will-to-fight’ [and] information warfare aimed at
the civilian information infrastructure may be the next major innovation in the domain of

strategic warfare ...”>*

One could argue these predictions focus on the ability to generate significant cyberspace
effects without fully considering whether the effects contribute to strategy. Some theorists are
beginning to argue against the decisiveness of strategic cyber attacks using logic that’s closely
linked to Sun Tzu’s emphasis on space-time, or Shih. Martin Libicki makes this argument by
comparing the time-space consequences of strategic cyber attacks to those of a snowstorm.
“There is a big difference between disabling a system temporarily and doing so for a great length
of time. ... even a successful widespread information attack has more the character of a
snowstorm ... it is not that they’re smaller [than nuclear firestorms] ... but the effect is entirely
temporary and rapidly over.”®* David Lonsdale reinforces the argument with a strategic

bombing analogy saying, “The notion that a population, or state, would surrender as a result of
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its electricity or banking system going down in the face of SIW [strategic information warfare] is

difficult to accept in the light of the experience of strategic bombing.”>®

War is a human endeavor and people resist capitulation as long as there is sufficient space-
time available to continue resisting. Strategic cyber attack options include potentially significant
and disruptive informational and physical capabilities but their power can’t be matched with the
superior position required to create Shih. Whether the domain is cyberspace or the air, “There are
two serious shortcomings with distant [strategic] punishment; first, firepower alone is seldom
determinant (regardless of the volume, lethality, or precision); and second, over-reliance ignores
the psychology of the opponent’s will to resist ... the “losers’ rightly do not understand they

lost.”>®

Tactical/Operational. Tactical/operational level cyber attack capabilities will take the form

of information rather than physical effects. Information itself has not been weaponized and can’t
provide superior force but it exists as a key enabler for achieving superior position through
deception and surprise. “Cyber capabilities can assuredly support the application of other force
capabilities, but fundamentally, they are not the destructive, Kinetic, purveyors of violence that

war fighters traditionally envision in planning military strategies, engagements, and war.”>’

Some have argued tactical/operational level information will be so important to warfare
that control of information alone will become the decisive factor rather than the physical

destruction of adversary forces. Arquilla and Ronfeldt, argue, “... decisive duals for the control
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of information flows will take the place of drawn-out battles of attrition or annihilation; the
requirement to destroy will recede as the ability to disrupt is enhanced.”*® Additionally,

Andrew Marshall argues,

... protecting the effective and continuous operation of one’s own information
systems and being able to degrade, destroy, or disrupt the functioning of the
opponent’s information systems will become a major focus of the operational art
... it has always been important. It will soon be central.*®

These arguments are less persuasive when viewed through Figure 1. A cyberspace attack
may temporarily blind, disorient or confuse an adversary at the tactical/operational level but
surprise isn’t decisive unless it matches superior force with superior position and eliminates the
space/time needed to adapt and react. It’s not coincidental that the tactical/operational level of
today’s warfare most closely resembles the conditions that existed at the time of Sun Tzu’s
writings. The Art of War places great emphasis on deception and surprise in part because they’re
inherently easier to achieve in constrained space-time. This is why Handel argues Sun Tzu and

Clausewitz provide apparently conflicting perspectives on the value of surprise. *... when
Clausewitz speaks of the near-impossibility of achieving surprise, he is primarily referring to the
higher operational or strategic levels, whereas Sun Tzu’s high estimation of the utility of surprise

is mainly in the context of tactical level.”®

Non-state actors. Non-state actors such as terrorists may prove more constrained in their

use of cyber attack options than many assume. Some have argued cyber attacks are custom-
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made for terrorism due to their inherent anonymity and the potential for significant strategic

effects. However, in an age when terrorists have demonstrated the will to kill thousands through

traditional kinetic means cyber terror attacks still haven’t occurred. Gabriel Weimann argues,
“... cyber terrorism now ranks alongside other weapons of mass destruction in the public
consciousness ... but there’s just one problem: there is no such thing as cyber terrorism — no
instance of anyone ever having been killed by a terrorist (or anyone else) by a computer.”®
Maura Conway similarly notes, “The problem [of cyber terrorism] certainly can’t shrink much,

hovering as it does at zero cyber terrorism incidents a year.”®?

The Art of War may help explain this through the familiar space-time argument. As its
name suggests, terrorism’s effectiveness is based on the ability to create terror. Causing
inconvenience or major disruption is not the same as unleashing random violence and killing

civilians. Weimann argues that for a cyber terrorism attack to, “... intimidate or coerce a

government or its people in furtherance of political or social objectives ... an attack should result

in violence against persons or property, or at least cause enough harm to generate fear.”®® It’s

possible that terrorists share the same strategic-level weakness as state actors. While terrorists

can potentially generate strategic-level effects, the effects will fail to produce the immediateness

needed to generate fear and contribute to terrorists’ strategies. Ironically, terrorists may also

share tactical/operational-level weaknesses because tactical cyber capabilities aren’t weaponized

and can’t contribute violent acts. “Traditional terrorism generally involves violence or threats of
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violence. However ... ‘cyber violence’ is still very much an undefined activity.”®* The
tactical/operational information capabilities that contribute to surprise in traditional war provide
little advantage to terrorists who target unsuspecting civilians and don’t need to “generate”
surprise. Shih tends to exist naturally for terrorists because they target non-combatants who are

unaware of the engagement.

While the jury is still out on cyber terrorism, a case can be made that cyber terrorist attacks
remain difficult to execute and may be perceived by terrorists as ineffective in contributing to
strategy. “For the foreseeable future, cyber terrorism [attacks]... will be very difficult to

perform, unreliable in their impact, and easy to respond to in relatively short periods of time.”®

Cyber Attack Effectiveness. Combining the relative mix of strategic, tactical/operational
and non-state actor capabilities with their potential decisiveness leads to the counter-intuitive
conclusion that strategic physical/informational cyber attacks and terrorist cyber attacks will
prove ineffective and will contribute less to strategy than tactical/operational-level informational
capabilities. This does not mean the often predicted cyber “Pearl Harbor” won’t occur. Like
airpower, cyber attack provides a means of inflicting distant punishment whose, “... ease of use
and apparent low risk make it deceptively attractive ...”% Perhaps, the best way to view a
potential cyber Pearl Harbor is by considering the real one. The Japanese achieved strategic
surprise and a tactical/operational victory but the effects weren’t decisive enough to prevent an

American response that ultimately proved disastrous for Japan. In arguing against the surprise
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attack, the Japanese Naval Chief of Staff tellingly observed the importance of space, time, power
and position to strategy. “Even if our Empire should win a decisive naval victory ... we will not
thereby be able to bring the war to a conclusion. We can anticipate that America will attempt to
prolong the war, utilizing her impregnable position, her superior industrial power, and her

abundant resources.”®’

Cyber Exploitation. Cyber exploitation is a joint term describing cyber intelligence,
surveillance and reconnaissance (ISR) and is the cyber equivalent of intelligence preparation of
the operational environment (IPOE).®® Exploiting the information that exists in adversarial
cyberspace is important for several reasons. First, Sun Tzu repeatedly emphasizes that
knowledge is critical to creating or exploiting Shih and hence, knowledge is the prerequisite of
victory. Second, in contrast to cyber attack options, cyber exploit options will prove valuable at
all levels of war. Third, cyberspace is man-made and dynamic. Hostile cyber activities require a
thorough knowledge of an adversary’s changing cyberspace architecture. Consequently,
knowledge of cyberspace itself has become a new and critical collection requirement in its own
right. Fourth, Sun Tzu advocates for initiative in intelligence gathering and cautions against
combat when possible. Exploitation may prove to be the primary form of hostile cyber activity
between current and rising great nations while armed combat is limited to the periphery to lower

risk and costs.
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Contribution to Shih. Much of the information needed to exploit or create Shih exists in
cyberspace and is vulnerable to exploitation. Sun Tzu repeatedly emphasizes that knowledge is
critical to the ability to limit risks and exploit or create Shih. Knowledge in itself is not the
object. Knowledge is needed to fully understand all variables and know when, where and how to
exploit or create Shih. The Denma Group makes this point saying, “Because you have taken the
measure of things, you know their true weight. Victory is then arranging the balance to create
preponderance. Like the release of water down a steep ravine, this is Shih.”®® According to
Convertino, DeMattei and Knierim, “Cyberspace directly enables the information-based war
envisioned in Sun Tzu’s theories, immediately capturing the concept of achieving information

advantage and applying it to execute and win wars.”"

Levels of War. Cyber exploitation is also important because it provides valuable
information at all levels of war. In contrast to cyber attacks that contribute to strategy primarily
at the tactical/operational level, the exploitation of intelligence has no similar boundaries. In fact
strategic information, if successfully exfiltrated is of paramount importance. “Foresight in
diplomatic affairs can be a crucial advantage ... the ability to know what the adversary will

propose and what his goals are is a strategic advantage that cannot be ignored.”"

Collection Means and Subject. The third reason cyber exploitation is important is that
cyberspace is man-made and dynamic. In one sense, gathering information in cyberspace can be

simply characterized as a new tool for accomplishing one of the oldest known professions —
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spying. As Timothy Thomas asked, “Exploiting information about the number and location of
enemy forces, as well as the composition of his own force, was key to the decision-making of
Genghis-Khan. Does ‘information age’ really define anything new?”’? However the cyber
domain has brought an important change. One of the challenges of cyber exploitation lies in
understanding the architecture of the adversary’s cyberspace systems to ensure they can be
infiltrated and/or attacked when needed. This is challenging because a wide variety of deliberate
and incidental activities can dramatically alter the cyber landscape over time. Systems are
routinely modified, upgraded or abandoned and information is deleted, archived or moved.

Not only is considerable effort, often spanning several months or years, required

to scope adversary systems, but the efforts must be constantly renewed in order to

validate their relevance at the time of attack. And even then, the descent into

crisis and war is often the moment that they change the most, as users suddenly

begin to take their security much more seriously. ™

In essence, cyberspace provides both a new medium and a compelling new subject for

exploitation — the destination and the path. This new requirement to “know” potential
adversarial systems is so compelling that cyber exploitation will be systematically accomplished
against friend and foe well before attacks are considered. Martin Libicki notes, “...intelligence
preparation of the battlefield — a must — requires hacking prior to having the information that
would justify permission to do so.”"

National Security Role. Finally, cyber exploitation requires initiative and will assume a

central if not defining role in national security. “The unvarying rule is never to rely upon the
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good will of others, not upon fortuitous circumstances, but guarantee — through knowledge,
persistent analysis, and defensive preparation — that the enemy can neither mount a surprise
attack nor gain a victory through simple coercion.””™ Thus, an additional constraint on a
cyberspace Pearl Harbor is that it could reveal the attacker’s capabilities, tactics, techniques and
procedures and bolster the target nation’s defenses. “One places a greater premium on stealth
and low probability of detection than one does in many kinetic operations because activities in
the cyber domain depend upon continued access to target systems; detection could result in loss

of access due to disconnection or improved security.”"®

Perhaps the US-Soviet Cold War provides a model of future great power cyber hostilities
with the familiar spy/counter spy dynamic at once both defining and moderating the conflict’s
nature. “This type of warfare straddles the continuum of political, strategic, operational, and
tactical levels of war. It is waged continuously at all levels, through peacetime, crisis, escalation,
conflict, war, war termination, and restoration. It is the art of survival.”’" It is possible that
many hostile cyber actions will be difficult to characterize as either an attack or an exploit.
Future combatants may initiate disruptive and even destructive cyber operations with the intent
of proving attack concepts and capabilities. It will be difficult to know if an attack was just an
attack or if it was a means of assessing an adversary’s capabilities, reactions and vulnerabilities.
In this regard, cyber attack and exploit will be a murky ground as nations probe and assess each

other’s cyberspace architecture. “Intelligence is cousin to deception. As hiding and seeking
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assume larger roles in outcomes, each side will necessarily put more effort into testing each

other’s capabilities, to see what is and is not detectable.””®

CYBER DEFENSE

This section begins by arguing cyberspace is in its infancy, defenders will adapt to cyber
threat capabilities and many of the advantages currently inherent in cyber attack will be
mitigated with time. Next, it analyses how cyber defense contributes to strategy through Sun
Tzu’s metaphor of formlessness and two concepts: security and unpredictability. Then it
presents potential tactics, techniques and procedures that may prove valuable in bolstering cyber

defenses based on combining both models in a mutually supportive manner.

Defensive Adaptation. Cyberspace, as a warfighting domain, is in its infancy. As impressive as
current technologies are they will almost certainly appear as unsophisticated as the Wright
Brothers’ aircraft appeared just a few decades after the first flight. This is important because one
of cyberspace’s “truisms” is that it is inherently difficult to defend. The Air Force Research Lab
(AFRL) notes that, “Many describe cyberspace as a domain that favors the attacker ... Defensive
operations are constantly playing "catch up™ to an ever-increasing onslaught of attacks that seem

to always stay one step ahead.”"”®

Interestingly, another of the predictions that Douhet got
wrong regarding the development of airpower was the inherent strength of the offense. In

language that is strikingly similar to AFRL’s he predicted,
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The greatest advantage of the offensive is having the initiative in planning
operations — that is, being free to choose the point of attack and able to shift its
maximum striking forces; whereas the enemy, on the defensive and not knowing
the direction of the attack, is compelled to spread his forces thinly to cover all
possible points of attack ... in that fact lies essentially the whole game of war
tactics and strategy.*

What Douhet could not predict were the defensive technological advances and elaborate
integrated air defense systems that would emerge as nations adapted to airpower threats.
Similarly, the rest of this section rests on the assumption that offensive cyber attackers currently
possess clear advantages but that effective defensive capabilities will emerge and they will rely
on technological advances. “The history of war-fighting in this century has been one in which
technological changes have played a major role in the outcome and the ability of nations to
defend themselves effectively has, in large measure, depended on access to technology at least

equal to that of the adversary.”®!

Two-Model Defense. The Art of War provides guidance for the development of these
technologies and capabilities by emphasizing formlessness. “The ultimate in disposing one’s
troops is to be without ascertainable shape. Then the most penetrating spies cannot pry in nor
can the wise lay plans against you.”® Michael Handel argues this leads to a defensive strategy
based on two models. “In the process of gathering the best possible intelligence on his enemy, a

successful leader must also prevent his enemy from doing likewise. This can be accomplished
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through two main methods: security and unpredictability.”®®* The security model is focused on
protecting access to information and has been the traditional framework for cyber defense.
“Traditionally our information systems are seen as fortresses that must be fortified against attack
— but the advantage remains with the attacker” ®* Several theorists argue the security model fails
in cyberspace because cyberspace is comprised of networks and networks are designed to let
others in and share information. The dilemma is providing access to authorized users while
keeping adversaries out. As Robert Ghanea-Hercock points out, “There is no inside or outside
[in cyberspace], only a continuous spectrum of risk and trust”® The unpredictability model
makes friendly cyberspace difficult for adversaries to know and understand through two
concepts: formlessness and deception. The strategy of using technology to remain formless and
deceptive differs from most approaches to cyber defense which focus on providing security, but
as Ralph Sawyers notes, “By integrating these two principles, a foe can be manipulated and vital
secrecy preserved.”®® The next two sections review potential tactics, techniques and procedures

that can be developed and employed in support of the security and unpredictability models.

Security Model. Convertino, DeMattei and Knierim provide a good framework for the

traditional security model in the Air University Maxwell Paper, Flying and Fighting in

Cyberspace by breaking cyber security into five categories: a) Protection from Attack, b) Attack
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Detection and Attribution, ¢) Automated Attack Response and Operator Alert, d) Self-healing

Networks and Systems, and e) Rapid Recovery.®’

Protection from attack includes many traditional technologies such as firewalls, access
control measures and patching known vulnerabilities. Noting that these techniques are
inherently reactive, some have argued security should be built into cyberspace by revising its

basic rule sets. For example, AFRL argues,

since cyberspace is a man-made technological domain, the "laws" of
cyberspace can be re-written, and therefore the domain can be modified at any
level to favor defensive forces. We need to modify, extend, or replace vulnerable
and insufficient protocols, architectures, instruction sets, etc. as necessary to
secure critical warfighting systems.®®

Rick Wesson, CEO of Support Intelligence, counters that these important changes will
prove problematic because of their global impact. Noting that cyberspace was originally
designed by DOD agencies well before security was an issue he ironically notes, “Even a
founding father can’t unilaterally change things that the entirety of the internet ecosystem now
depends on.”® The second security category includes IP trace back, geo-location, and
determination of intent.*® These techniques counter the anonymity that provides much of the

advantage to cyber attackers and reduce the ambiguity of an intruder’s intent. “Responding to
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someone’s destructive electronic intent in an imprecise science ... it is very difficult to ensure

that the culprit in question was actually the one who initiated the action.”®*

While the first two security categories were focused on preventing attacks, the next three
security categories are focused on mitigating the consequences of an attack, improving attack
responses and continuing operations. Automated attack response techniques are designed to
ensure defensive operations can respond at the same tempo as attack options. Some have argued
game theory could provide a means of developing a set of response “playbooks” that could
anticipate an attacker’s likely actions and provide automatic and timely responses to the attack.*
Self regenerative code allows attacked organizations, “... to fight through cyber attacks by
enabling information systems to learn, regenerate themselves in response to unforeseen errors
and/or attacks, and automatically improve their ability to deliver critical services.”®® Self
regenerative networks employ graceful degradation techniques to ensure systems can continue to
provide a basic level of service during attacks, rapidly reconstitute system parameters and data
and provide persistence. Finally, rapid recovery from attack techniques exploit advancements in
memory to ensure even complex systems could recover from disruption or even destruction in

minutes and at relatively low cost.

Unpredictability Model. The unpredictability model has two main components —

formlessness and deception. Formlessness contributes to strategy by making friendly cyberspace
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architectures difficult to understand and exploit. Deception applies to the design of cyberspace

architectures and to the data that resides in them.

Formlessness techniques include encryption, polymorphic networking, rapidly
reconfigurable system parameters and dynamic protocols. Encryption transforms information
using an algorithm or cipher to make it unreadable to anyone who doesn’t have the key. Skilled
and persistent adversaries can break most current encryption methods but this takes time. Thus,
encryption technologies are most effective when used to augment other techniques because
encryption complicates an intruder’s task. Polymorphic computer code is similar to encryption,
but instead of changing the nature of data it changes or mutates cyberspace architectures.
Interestingly, these techniques are already being used in computer viruses to avoid pattern
recognition algorithms in virus scanning software.** “Everything Hopping” is an AFRL term
that describes dynamic networking systems in which all components would simultaneously and
rapidly reconfigure parameters in a manner similar to the frequency hopping that occurs on
secure radios today.*® Although these techniques differ in their approach, the common objective
is to make friendly cyberspace difficult to understand if security is compromised. The AFRL is

researching many of these techniques and explains the concept this way.

Avoiding threats in real-time is accomplished through the use of polymorphic
techniques to present an agile "moving target” that allows systems to employ
evasion tactics, and escape tactics if a viable threat is confronted. The ability to
modify the domain will be leveraged so that modification can take place many
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times per second at multiple layers of networking. Thus, the attacker loses the
advantage of time and the benefit of previously collected intelligence.*®

As Roger Ames notes, “Another way to achieve this desired ‘formlessness’ is through

197

deceit””" and the first deceptive technique focuses on cyberspace architectures. Honeypots are

an existing and relatively simple example of a deceptive technique. Honeypots are,

“... a resource that has no authorized activity, they do not have any production
value. Theoretically, a honeypot should see no traffic because it has no legitimate
activity. This means any interaction with a honeypot is most likely unauthorized
or malicious activity. Any connection attempts to a honeypot are most likely a
probe, attack, or compromise.”®®

The purpose, says Lance Spitzner, is deception. “The idea is to confuse an attacker, to
make him waste his time and resources interacting with honeypots.”*® Michael, Auguston and
Rowe recommend expanding honeypots with a concept they call intelligent software decoys.
Software decoys would be more active than current honeypots and would be designed to tolerate
intrusions, learn from attack methods and then neutralize attacks. The objective is to deceive the
intruder into terminating the attack without revealing your intentions by either creating

believable friction to reduce the intruder’s will, changing the proximity of the attack to a
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honeypot or if other options fail by eliminating the intruder’s capabilities by closing ports or

killing processes.*™*

Deceptive cyberspace defense techniques can also be applied to the information that exists
in cyberspace. Using language that is reminiscent of Sun Tzu, Rowe and Rothstein argue these
methods share four basic objectives: a) to increase friendly freedom of action by diverting the
adversary’s attention from the real action, b) to persuade an adversary to adopt courses of action
that are to their disadvantage, c) to gain surprise and d) to preserve friendly resources and reduce
risk.2%2 In a comparison between deception in cyberspace and conventional warfare, they
recommend four defensive techniques including: a) concealment of important settings and files,
b) planting lies such as false error messages, c¢) presenting displays so intruders “see” expected
attack effects such as system slowdowns and d) employing feints to distract intruder away from

critical areas.'®

The specific security and unpredictability techniques presented here may or may not prove
viable, but they provide insight into the potential for improving cyber defense by expanding the
traditional concept of security and incorporating The Art Of War’s emphasis on unpredictability
through formlessness and deception. The unpredictability model also supports the security
model by providing useful intelligence on adversarial capabilities and intentions. The Denma
Group makes this point regarding Sun Tzu and the benefits of appearing formless or

unknowable. “Your form cannot be assessed by spies or strategists because there is nothing
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there for them to grasp. Thus, they are formed by their own projections, which is all they can

discern. These projections, in turn, reveal their position to you. This is the Tao of deception.”'%*

CONCLUSIONS

This paper applied concepts from The Art of War to the three core cyberspace capabilities
to answer how cyberspace can be expected to contribute to strategy. Applying Sun Tzu to the
emerging cyberspace domain has merit because of The Art of War’s conceptual nature, timeless
quality and its focus on strategy. Warfare remains a uniquely human endeavor regardless of the
means employed. Although we are still discovering and writing the laws of cyberspace, Sun Tzu
remains popular because the laws of strategy, or Shih, remain constant and relevant. According
John Rothrock, “The best technology, even when employed with the greatest of tactical
effectiveness, can be counterproductive if the technology and its employment are not
orchestrated against a set of well-conceived, hierarchically consistent operational, strategic, and
policy objectives.”*® Sun Tzu helps us understand the ultimate strategic purpose of operating in

cyberspace which in turn leads to clarity in determining objectives.

The primary conclusion is that all three core cyberspace capabilities; attack, exploitation

and defense will make critical contributions to strategy but in ways that are somewhat surprising
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and that conflict with some cyberspace predictions. The specific conclusions for each capability

are presented next and are followed by some general conclusions and remarks.

Cyber Attack. Tactical/operational level information capabilities will enable forces to achieve
superior position through deception and surprise and will achieve a significant role in strategy.
Taken alone, strategic cyber attack options such as disrupting adversarial power grids will
probably not be effective contributors to strategy. Even significantly disruptive and destructive
strategic-level cyber effects will be general in nature and will lack the superior position needed
to contribute to strategy. However, those identical capabilities will be very effective if they are
made operational by integrating them into tactical/operational-level planning and force
employment. Although state actors may be tempted by the possibility of distant punishment,
strategic cyber attacks should be avoided in most situations because they’ll be significant enough
to demand a range of responses (possibly kinetic) from targeted nations without being decisive
enough to prevent the responses and their consequences. In most cases such attacks would
conflict with Sun Tzu’s emphasis on taking whole because they increase the attacker’s risks and

costs while contributing little to strategy. According to Jon Jurich,

Some consensus exists that the world’s major powers are unlikely to engage in
offensive direct conflicts with each other by either traditional means or IW
[information warfare]. In a world with established military and economic
disparities, however, emerging nations and non-state actors that make traditional
attempts to harm a dominant adversary will likely compete asymmetrically,
making the use of IW more attractive to less well-heeled combatants.*®
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Hence, terrorist cyber attack options are the most difficult to predict. Terrorists and non-state
actors have many good reasons to find cyber attack options attractive but there are no
documented instances of cyber terrorism yet. According to traditional definitions, terrorism
requires a level of violence sufficient to induce terror in the public. Currently, no
tactical/operational or strategic level cyber attack options enable terrorists to employ sufficiently

focused violence to meet that definition.

Cyber Exploitation. Cyber exploitation is a reality and will continue to exist as a significant
contributor to strategy. The Art of War is founded on the belief that commanders must “know”
victory through knowledge. Cyberspace will provide a new means for obtaining information and
will also provide a new subject to be studied because knowledge of adversarial cyberspace
architectures is a prerequisite for initiating exploitation and/or attack options. Exploitation of
adversarial information is so fundamental to strategy it will probably be the predominant form of
hostile cyber activity in the foreseeable future. With that said, the line between cyber attack and
cyber exploitation will be ambiguous. It’s difficult for targeted actors to know a cyber intruder’s
intentions. Stealth will be a dominant factor but some attacks could actually be intended to force
defenders to reveal capabilities, tactics, techniques and procedures. Whether disruptive or
destructive intrusions are intended as attacks or exploits, the consequences for the targeted

nation will be serious and a clear threat to strategy and national security.

Cyber Defense. Cyber defense will prove critical to national security and will be an
important contributor to strategy. Cyber attackers currently possess significant advantages over
cyber defenders but technological advances can be expected to mitigate these advantages. Sun
Tzu’s strategy concepts from The Art of War make a compelling argument for broadening the

traditional security-based defensive model through the adoption of a defensive strategy
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comprised of security and unpredictability models. The security model looks inward. Its
objective is to preserve the utility of friendly cyberspace during and after an attack by preventing
attacks, mitigating attack consequences, improving attack responses and continuing friendly
operations. The unpredictability model looks outward. Its objective is to deny intruders the
utility derived from successful exploitation and to keep friendly intentions and strategies
“unpredictable.” The unpredictability model benefits from formlessness and deception and
makes friendly cyberspace difficult to understand or “formless” even if security is compromised.
Many of the unpredictability model’s techniques allow defenders to observe and learn intruder
tactics, techniques and procedures and directly support the security model. Both models will
require significant technological advances to be effective and organizations like the Air Force

Research Laboratory are researching many of these techniques today.

This paper’s focus on strategy simplified the task at hand, but failed to address some of the
ambiguity that exists with regard to cyberspace. This leaves several interesting research
questions unanswered. First, how can we expect cyber forces to be integrated with other force
providers and how central of a role will cyber capabilities provide? If air power’s experience is a
guide we can expect flexibility and creativity to dominate the employment of cyberspace
capabilities. Cyber capabilities can be expected to provide combat support to other forces but
they could also just as reasonably be the primary or even the exclusive force provider. It will all

depend on context and strategy — or Tao and Shih.

Second, this paper focused on attack options with clear tactical/operational effects or
strategic physical effects like taking down a power grid. But what, exactly, constitutes an attack?
What distinguishes criminal activity from cyber attacks? Is that a false distinction? Is a new

realm of political conflict emerging in the cyberspace domain in which a variety of actors can
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conduct disruptive actions that are the cyber equivalent of political protests or riots? Would

these actions qualify as warfare or even attacks if protests and riots don’t?

Finally, Sun Tzu’s concepts on strategy have been reinterpreted and applied in many
contexts from sports to politics and business. If there is merit in studying The Art of War in these
contexts what can Sun Tzu teach if there regarding cyberspace conflict that may not qualify as
war? Given that Sun Tzu wrote during a time of political turmoil involving a variety of strong
and weak warring states it seems The Art of War’s timeless and conceptual nature may still be
quite applicable. As Ames notes, “It [Shih] begins with a recognition that the business of war
does not occur as some independent and isolated event, but unfolds within a broad field of

unique natural, social, and political conditions.”*%’

107 Ames, The Art of War, 76.
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