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1 Introduction and Research Accomplishments

This report summarizes the achievements at Georgia Institute of Technology in securing

wireless sensor networks funded by the Army Research Office (ARO) during the period of

August 1, 2006 to August 31, 2010. The primary goal of the entire research has been to

develop techniques that will enable symmetric key cryptography in wireless sensor networks.

Key pre-distribution, where some key information is placed in the nodes prior to sensor-

node deployment, is advocated to be the most suitable solution for sensor networks. The

goal of this research has been to introduce new key pre-distribution schemes and analyze the

interplay of the many properties of the random key management schemes and networking

of sensors jointly. Furthermore, the research investigates the impact of adversary attacks

on the network properties (e.g., required communication radius for connectivity, latency,

throughput, average path length, etc.) when key pre-distribution is employed.

In the first report (2006-2007), we motivated the research by arguing that existing work

on key pre-distribution schemes [1, 2, 3, 4, 5], have several shortcomings: 1. The key pre-

distribution parameters were designed independent of the attack models (e.g., node spoofing

was not considered by the existing work), 2. Previous work assumes an infinite communica-

tion radius for sensor nodes (i.e., the required communication radius for secure connectivity

for a network under attack cannot be obtained by the past work in the key pre-distribution

schemes), 3. The effect of key pre-distribution on the properties of interest in sensor net-

works (e.g., latency, throughput, etc.) has not been analyzed by the existing work, and 4.

The past work does not consider how the network properties such as latency, throughput,

and connectivity would change under adversary attacks. To achieve the above mentioned

goals, the primary focus in the first period (August 2006 through July 2007) was 1. to de-

velop a new key pre-distribution method based on symmetric polynomials (which we called

MKPS), 2. to analyze the secure link properties of the proposed key distribution scheme

under attacks, 3. to extend the proposed key pre-distribution technique to the case where

prior information about node locations is available and 4. to develop preliminary results on

the relationship between the required communication radius for global network connectivity

and node compromise attacks for any general key pre-distribution schemes.

In the second period of the work (covering the work performed from August 2007 through

July 2008), we achieved two main objectives. 1. We developed an algorithm to find the

optimal dimension in our MKPS scheme, resulting some relatively surprising results that

provided new insights on the design of key pre-distribution schemes and introduced new

ways we may address security challenges in distributed sensor networks. Specifically, we

showed that security can be improved by using the giant component of the network. 2.

We developed a geometric model for a randomly deployed sensor network that realistically

models dependency of the required communication radius (for global network connectivity)

on both key distribution parameters and node compromise attacks. Using this model, we can

study as to how the key distribution parameters affects the required sensor communication

radius for having connectivity in different key pre-distribution schemes. The proposed model
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also facilitated to determine the communication range requirements for providing secure

connectivity to a network as a function of the fraction of compromised nodes; for various

choices of the key pre-distribution schemes.

In the third period of the work (covering the work performed from August 2008 through

July 2009), we accomplish the following main tasks of the project objectives: 1 We addressed

the problem of modeling latency and throughput in a convergecast (i.e., data-gathering sce-

nario) wireless sensor network that is secured using a host of key predistribution schemes.

Then, we investigated the interplay of key pre-distribution parameters of our proposed MKPS

scheme with network properties (e.g, latency, throughput) with and without malicious at-

tacks and compared them with those of the other key pre-distribution schemes. In a typical

sensor-network application, reliability and efficiency are of paramount importance. The per-

formance of a network is adversely affected by the compromise of its security, in whole or in

part, as compromised nodes and communication links are rendered unusable. It is also neces-

sary for the performance of these networks to not sharply degrade as a result of any security

measures implemented in the network. Specifically, the average delay incurred in delivering

a message to the sink node, called the latency, is a critical performance measure in appli-

cations such as military surveillance, chemical hazard detection etc. Hence, it is valuable

to analyze and understand the effects adversary attack on latency in a secure sensor net-

work, in which sensor devices may also employ periodic sleep-active duty-cycling to conserve

precious energy. We provided a comprehensive approach leading to analytical formulations

which enables one to reliably estimate the latency and throughput capacity of secure wireless

sensor networks as a function of its security parameters, such as the key-predistribution and

attack-model parameters. 2. We investigated temporal aspects of networking to enable the

measurement of average packet latency and maximum achievable throughput. We considered

two key predistribution schemes and wireless sensor networks and examined the resilience

of latency and throughput as a function of node compromise attacks. We compared our

proposed key predistribution (MKPS) with the qcomp scheme. We concluded that mkps

possesses superior resilience with respect to average packet latency and maximum achievable

throughput in the presence of adversary. Further, we have analyzed packet latencies with

respect to their distance from the sink node. We obtained similar results when comparing

mkps and qcomp in this scenario as well. Furthermore, we noted that as the dimension of

the hypercube in mkps scheme increases, the resilience of the network to node-compromise

attacks improves with the cost of an increased average packet latency.

Finally, in the last year of the work (covering the work performed from August 2009

through August 2010), we achieved the following main objectives. We investigated ana-

lytically and experimentally node-spoofing attacks on the key predistribution schemes for

wireless sensor networks. Then we designed new key predistribution schemes that resist

node spoofing. Current key predistribution schemes for wireless sensor networks derive the

merit of their performance based on the resilience of secure communication links to node-

compromise attacks without regard to the node spoofing. However, node spoofing can be

considered one of the most threatening attacks that can have devastating effect on the net-
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work security. Unfortunately, random key predistribution schemes, by their design nature,

are very prone to these attacks. As an adversarial entity gathers key information, it is able

to mount attacks by spoofing or eavesdropping on networked communications with growing

success. A powerful variety of attack is possible with a spoofed node, which is when the ad-

versary is able to present itself as a legitimate identity in the network and not be detected.

In this work, we considered the security of wireless sensor networks with a priority on node-

spoofing attacks, which was lacking in all the previous random key predistribution schemes.

We proposed node-spoofing attack models to classify various adversarial capabilities. Specif-

ically, we proposed two knowledge models for the adversary with regard to node-spoofing

attacks, namely, random attack and optimized attack. The idea of the mote-class attacker

and the laptop-class attacker are considered with these knowledge models for the node spoof-

ing attack. In the random attack, the mote-class attacker does not have knowledge of node

locations or deployment topology. Therefore, this attacker is only capable of randomly com-

promising nodes throughout the network. For each successive node capture, the adversary

selects a node at random. In the optimized attack, we considered a more capable adversary

- the laptop-class attacker. This attacker have a global understanding of the topology of

the network along with the location and identities of all deployed nodes. The adversary

optimizes the node-spoofing attack by maximizing the total number of keys removed from

the nodes in the network. This is done by optimizing the set of nodes that the adversary

captures. We examined the node-spoofing attack on key predistribution schemes. Addi-

tionally, we proposed two new key predistribution schemes that provide a higher resilience

to the node-spoofing attack: regular key predistribution (REG) and threshold regular KPS

(TKEY). Both of these schemes provide an increased resilience to the node-spoofing attack

in the lower range of the probability of establishing a secure link, where link security is high.

The gains are realized by enforcing a uniform distribution of keys present in the nodes in

the network and by implementing a λ-secure property for each of the keys. We concluded

that adopting a uniform distribution of the usage of keys in the network can improve the

resilience of node-spoofing attacks for other key predistribution schemes.

In addition to the key distribution problems discussed above, our team has developed

the following schemes and protocols:

• A network coding scheme for data authenticity and availability in data gathering in

multi-hop wireless sensor networks

• A secure multihop broadcasting scheme to provide availability, reliability and authen-

tication for ad-hoc wireless sensor networks

• A protocol for credential based routing in mobile ad-hoc networks in the presence of

insider attacks.

• Trust Management and Adversary Detection for delay tolerant sensor networks

In the following paragraphs we summarize the main results from these works as well.

Any further details of the schemes can be found in the related publications (listed in the
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later part of the report). In all of these publications we have also acknowledged the Army

Research Office as the students involving the research were supported in part by the Army

Research Office.

In the network coding scheme for data authenticity and availability, we proposed a pack-

age of security services for wireless sensor networks in data gathering scenario. The scheme

was called location-aware network coding security (LNCS). As the name of the protocol im-

plies, the nodes take advantage of the location information by dividing the terrain into non-

overlapping cells and deriving location binding keys during the secure initialization phase. In

LNCS, we have eliminated the need to a cluster head, that is responsible for report generation

and forwarding in other schemes. This prevents a malicious cluster head from completely

compromising the security. In our scheme, an event detected in the field is sensed by several

nodes and aggregated by all of them. Using a secret sharing algorithm, the aggregated in-

formation is divided into several shares that are forwarded toward the sink in a cell-by-cell

fashion. A hash tree based authentication mechanism was utilized to filter out the bogus

packets enroute. To provide data availability, we employed random network coding in LNCS.

We have provided a comparison between our scheme and previously proposed schemes. The

results reveal significant improvement in data availability while maintaining the same level

of data confidentiality and authenticity.

Next, we developed a secure multihop broadcasting scheme. Reliability and security of

broadcasting is critical in Wireless Sensor Networks (WSNs). Since reliability and security

compete for the same resources, we are interested in jointly solving for error control coding

(to achieve reliability) and integrity for a broadcast scenario. We assumed Byzantine attacks

in which the adversary can compromise nodes and then drop (or modify) the legitimate pack-

ets or inject its own packets. For reliable and efficient multihop broadcasting, it is critical to

reduce the energy consumption and latency. To prevent the adversary from consuming the

scarce network resources by injecting bogus packets, each receiver node should make sure

that packets it receives are authentic and it filters out malicious packets immediately. We

formed our authentication scheme, on top of a reliable and energy efficient broadcasting pro-

tocol called Collaborative Rateless Broadcast (CRBcast) to improve efficiency and reliability.

Contrary to the previous schemes, our scheme is resilient with respect to Byzantine adver-

sary as well as routing and flooding attacks and protocol exploits. Moreover, we compared

our scheme with the previously proposed broadcast authentication schemes and showed that

our scheme outperforms them in terms of efficiency and data availability. This is a crucial

improvement over the previous schemes that ensure availability by flooding, introducing very

large communication overhead and latency.

In the credential based routing work, we proposed a routing scheme which depends on

the trust establishment and a dynamic Bayesian game model between the network nodes.

Further, we used rateless codes at the source to avoid retransmissions and to increase data

availability. In Mobile Ad-Hoc Networks (MANETs), establishing trust relationships be-

tween the nodes in a decentralized fashion has been an important research issue for a long

time. If the sender nodes accurately identify the legitimate nodes in the network, a robust
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routing can be provided while mitigating the effects of malicious nodes. Further, there is

always a mutual interaction between a sender and its neighbor nodes during the commu-

nication. This mutual interaction can be easily modeled as a game between two or more

players (one player being the sender and the rest being the receivers). Regardless of its type

(legitimate or malicious), each player attempts to maximize its benefit during the game by

choosing an optimal strategy. We proposed a secure and robust routing scheme in which

the interaction between the sender and receiver nodes is modeled using a dynamic Bayesian

game model. A repeated game is considered and opinions of a node about the types of

other nodes is established using an acknowledgement mechanism from the destination. The

proposed method uses the intersection of game theory, trust establishment and coding the-

ory to resist colluding Byzantine (insider) attacks. The scheme guarantees the availability

of message as long as a legitimate path exists. Through simulations we showed that the

proposed scheme provides low latency and high data availability while keeping the energy

consumption moderately low even in highly adversarial environments.

Finally, we will look into the security of delay tolerant sensor networks (DTNs). Specif-

ically, we investigated application of trust and reputation management in such a networks.

DTNs are characterized by large end-to-end communication latency and the lack of end-to-

end path from a source to its destination. These characteristics pose several challenges to

the security of DTNs. Especially, Byzantine attacks in which one or more legitimate nodes

have been compromised and fully controlled by the adversary give serious damages to the

network in terms of latency and data availability. Using reputation-based trust management

systems is shown to be an effective way to handle the adversarial behavior in Mobile Ad-hoc

Networks (MANETs). However, because of the unique characteristics of DTNs, those tradi-

tional techniques do not apply to DTNs. Our main objective in this work was to develop a

robust trust mechanism and an efficient and low cost malicious node detection technique for

DTNs. Inspired by our recent results on reputation management for online systems and e-

commerce, we developed an iterative malicious node detection mechanism for DTNs referred

as ITRM. The iterative reputation management scheme by itself is far more effective than

well-known reputation management techniques such as the Averaging Scheme, Bayesian Ap-

proach and Cluster Filtering. ITRM is a graph based iterative algorithm motivated by the

prior success of message passing techniques for decoding low-density parity-check codes over

bipartite graphs. Applying ITRM to DTNs, we observed that the proposed scheme provides

high data availability and packet-delivery ratio with low latency in DTNs under adversary

attacks.

1.1 Publications and Presentations

While several projects are still ongoing and multiple publications in the near future are

expected, the research supported by ARO has resulted in several conference and journal

papers as follows (ARO was acknowledged in these publications).
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• E. Ayday, F. Delgosha and F. Fekri, ”Security Services in Wireless Sensor Networks

Using Sparse Random Coding ,” in Proc. the third Annual IEEE Communications

Society Conference on Sensor, Mesh and Ad Hoc Communications and Networks -

IEEE SECON’07, Reston, VA, 2006.

• E. Ayday, F. Delgosha and F. Fekri, ”Location-Aware Security Services for Wireless

Sensor Networks Using Network Coding ,” in Proc. IEEE Conference on Computer

Communications - INFOCOM’07, Anchorage, AK, May 2007.

• K. Chan, F. Fekri, Node Compromise Attacks and Secure Connectivity, SPIE Defense

and Security Symposium, 6758-33, Orlando, Florida USA, April 2007.

• F.Delgosha, E.Ayday, and F. Fekri, ”MKPS: A Multivariate Polynomial Scheme for

Symmetric Key-Establishment in Distributed Sensor Networks,” in Proc. ACM Inter-

national Wireless Communications and Mobile Computing Conf. IWCMC’07, Hon-

olulu, Hawaii, August 2007.

• K.S. Chan, and F. Fekri, “A Resiliency-Connectivity Metric in Wireless Sensor Net-

works with Key Pre-distribution Schemes and Node Compromise Attacks,” Elsevier

Physical Communication, pp. 134–145, June 2008.

• F. Delgosha, and F. Fekri, “A Multivariate Key-Establishment Scheme for Wireless

Sensor Networks,” IEEE Trans. Wireless Communications, vol. 1, no. 1, March 2008.

• E. Ayday, F. Delgosha, and F. Fekri, “AuCRB: An Efficient Mechanism to Provide

Availability, Reliability and Authentication for Multihop Broadcasting in Wireless Net-

works,” Proc. the Fifth Annual IEEE Communications Society Conference on Sensor,

Mesh and Ad Hoc Communications and Networks - IEEE SECON’08, San Francisco,

CA, June 2009.

• E. Ayday, and F. Fekri, ”Using Node Accountability in Credential Based Routing

for Mobile Ad-Hoc Networks,” Proc. of the Fifth IEEE International Conference on

Mobile Ad-hoc and Sensor Systems MASS 2008, (CDROM).

• R. Subramanian, K.S. Chan, and F. Fekri, “Analysis of Latency in Secure Wireless

Sensor Networks with Key Pre-distribution,” invited paper in 42nd Asilomar conference

on Signals, Systems and Computers, Pacific Grove, California, Oct. 2008.

• R. Subramanian, and F. Fekri, ”Bounds for Lifetime Optimization with Guaranteed

Information Delivery in Convergecast Sensor Networks,” Ad Hoc Networks Journal,

accepted with revision June 2009.

• E. Ayday, and F. Fekri, ”A Protocol for Data Availability in Mobile Ad-Hoc Net-

works in the Presence of Insider attacks,” Elsevier Ad Hoc Networks, accepted, DOI:

10.1016/j.adhoc.2009.07.001, available online http://dx.doi.org/10.1016/j.adhoc.2009.07.001.
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• K.S. Chan, F. Fekri, ”Resisting Node Spoofing Attacks in Random Key Predistribution

Schemes: A Uniform Design,” in 2009 IEEE Sarnoff Symposium, March 2009.

• R. Subramanian and F. Fekri, ”Modeling and Analysis of Latency in Distributed Sensor

Networks for Converge-cast Traffic,” ACM Transactions on Sensor Networks, submit-

ted in sept. 2010.

• E. Ayday, H Lee, and F. Fekri, ”Trust Management and Adversary Detection for Delay

Tolerant Networks,” Proc. Military Communication Conference (MILCOM) 2010, San

Jose, CA, Oct. 2010.

• E. Ayday, F. Delgosha, and F. Fekri, ”Data Authenticity and Availability in Multi-

hop Wireless Sensor Networks,” ACM Transactions on Sensor Networks, accepted Jan.

2010.

• E. Ayday and F. Fekri, ”A secure multihop broadcasting scheme to provide availabil-

ity, reliability and authentication for ad-hoc wireless networks,” submitted to ACM

Transactions on Sensor Networks, submitted Jan. 2010)

1.2 Recognitions and Technology Transitions

• PhD graduate of the team, Kevin Chan, has taken a PostDoc position at United

States Army Research Laboratory (ARL), Adelphi, MD in 2008. Now he is a full time

employee of US Army Research Lab.

• PhD student of the team, Erman Ayday, took Internship position in QualComm Tech-

nology and Samsung in summer 2009 and 2010, respectively, working on security of

cellular networks and power grids.

• Ramanan Subramanian (Fekri’s Ph.D. student), recipient of the CSIP Outstanding

Research Award, 2009. Now he is a Research Fellow at the University of South Aus-

tralia.

• PhD graduate of the team, F. Delgosha, has taken an Assistant Professor position at

New York Institute of technology (NYIT), since 2008.

• E. Ayday, F. Delgosha, and F. Fekri received the Fourth Annual IEEE Communications

Society Conference on Sensor, Mesh and Ad Hoc Communications and Networks (IEEE

SECON 2007) best Poster Award.

• F. Fekri received the 2006 Outstanding Junior faculty Award from the School of Elec-

trical and Computer Engineering (Georgia Tech).

• F. Delgosha received the 2006 best Graduate Research Assistant Award from CSIP

(the Center for Signal and Image Processing at Georgia Tech).
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