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Conclusions/Recommendations: Fromthe research presented, four
maj or points accrue which conbine to support the thesis. These
are:

1) A recognition of the informati on war battl espace of
i nformati on systens and systens-of - systens.

2) That the inpetus to change in the new battlespace is to
avoi d defeat on the scale of Iraq's, as Iraq was an industria
age force crushed in part by the U S nascent informtion age
capabilities.

3) That the prize of information warfare is information
superiority. Information superiority is the ability to influence
t he eneny conmmander's deci sion | oop while maintaining the
sanctity of one's own.

4) Therefore, the key to victory in operational |evel
information war is adoption of the strategy and target set that
is 2W C2Wis the way mlitary forces gain information
superiority in the information age.

Foll owi ng fromthe above, it is recomended that C2W

1) Be viewed and enployed as a discrete strategi c whol e
vice inits traditional individual pillars.

2) Be considered a co-equal battlespace function to
maneuver, shaping, force protection, and support, for operationa
pl anni ng pur poses.

3) Be recognized as inperative to successful operationa
| evel of warfighting in the informati on age. C2W cannot be
viewed as a purely strategic |evel of war concern.



COMMAND AND CONTROL WARFARE:
AN OPERATIONAL IMPERATIVE IN
THE INFORMATION AGE

PREFACE
The United States is at a "strategic inflection point"; a

time inthe life of an organization "...when its fundanentals are

about to change."?!

The technol ogi cal advances of the information
age are the progenitor of this strategic inflection point. For
the United States military, the information age causes a
fundanmental shift in the way warfare will be conducted in the
next century. ‘'Information War'--the broad rubric for war in the
i nformati on age--is upon us.

Thi s paper addresses the conduct of information war at the
operational |level of war. |Its thesis is that wagi ng successf ul
information war is howwars will be won in the future and that
wi nni ng the ' Conmand and Control Warfare' (C2W battle is how
mlitary forces wage successful information war. Conclusions and
recommendations that follow fromthe thesis are expressed to
advance the understandi ng of operational information war and to
enhance the ability of the United States mlitary to successfully

conduct it.

Specifically not taken up is the strategic inplications

1
1996.

Andy G oves, Only the Paranoid Survive, New York: Bantam Doubl eday,



of information war as the majority of witings to date seem
to be concentrated at that |evel. The work therefore answers to
a perceived shortfall in the on-going discussion concerning
information warfare, nanely a |l ack of a studied focus on the
operational battlespace and the collision of mlitary forces.

Chapter One delves into the nature and rel evance of
information war. The intent of the chapter is to devel op the
first half of the thesis, specifically that the way wars will be
won in the future is through information warfare. Exam ned are
the factors that conbine to create the conditions that
necessitate operational information warfare.

Chapter Two acconplishes several objectives. First it is
designed to exam ne the second half of the thesis, nanely that
wi nning the C2Wbattle is howmlitary forces wage successf ul
informati on war. Second, because C2ZWis a new concept, the paper
consciously serves as a prinmer, delving into each of its five
pillars in depth. The intent is to bring under one source a
detailed intellectual exam nation of each of the pillars,
supported by historical exanple. In this exam nation, the
pillars of C2Ware grouped by the noral and the physical as a new
way of understanding how the pillars relate to each other

Third, Chapter Two considers that the way to win the QW

battle is to integrate the individual pillars in a synergistic



way. A historical exanple fromWVII| supports this statenent.

Chapter Three exam nes through the prismof C2ZWthe first
war of the information age, Operation Desert Storm How well C2W
animated the Coalition's strategy and execution of operations is
exposed and anal yzed. C2Wis viewed through both its noral and
physi cal expression, and sought is an assessnent of C2Ws
deci siveness in Desert Storm

The paper concludes with Chapter Four, where the concl usions
drawn fromthe research and analysis are presented. Specific
recommendati ons and rel ated questions bearing further exam nation
are al so rai sed.

The United States mlitary nmust be able to win on any
battl efield. The changes to warfare wought by the dawni ng of
the informati on age therefore can not be overl ooked. At the
strategic inflection point, Arerica's mlitary nust pivot smartly
and enbrace the future, or become outdated and ultimately

defeated on future fields of conflict.



Chai rman of the Joint Chiefs of Staff General John
Shal i kashvili's Joint Vision 2010: Force of the Future (JV 2010)
is the nechanismused to explore information warfare at the
operational |level. Analyzed in depth is JV 2010's lynch pin
concept of 'information superiority' as gaining information
superiority is the heart of successful information warfare.

In the course of analyzing how mlitary forces gain
information superiority, the idea that all mlitary information
invariably follows a path from'sensor to decision-nmaker to
shooter' is expressed. The mlitary information path idea is
used to illum nate the specific fundanmental changes and
correspondi ng inpacts on warfare in the information age. From
the 'changes and inpacts' cone an assessnent of the mlitary
tasks to be acconplished to wage successful operational
information war. This serves as a springboard into Chapter Two
and the concept of Command and Control Warfare.

and is a bridge into Chapter Three, where this idea is exam ned

t hrough the vehicle of an extended case study
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CHAPTER ONE
A Joint Vision of Information Superiority

Chai rman of the Joint Chiefs of Staff (CICS) General John M
Shal i kashvili published in July 1996 his personal vision of how
U.S. forces will fight in the next century.! Entitled Joint
Vision 2010: Force of the Future, his vision is a conceptual
tenplate articulating the ways U.S. forces will realize new
| evel s of effectiveness in joint warfighting in the next century.
The docunent envisions joint forces achi eving dom nance across
the spectrumof mlitary operations through the synergistic
i ntegration of new operational concepts. The goal is for a
smal | (er than now), high-quality force to win in the next century
by | everagi ng new concepts to achieve the effects of mass w thout
massed forces and sequential operations. Dom nant naneuver,
preci si on engagenent, full-di nension protection, and focused
| ogi stics are the key concepts of the vision. Linking these
concepts is the enabling concept of infornmation superiority.?

Joint Vision 2010 (JV 2010) fundanentally has an operationa
perspective. Technol ogi cal advances gui ding weaponry over
| onger ranges to precise targets and inproved conmand, control,
and intelligence capabilities are harnessed synergistically.

U S. forces benefit fromincreased awareness of both the eneny

1 Robert Hol zer, "Battlefield Vision Stresses Information Speed," Army
Times, Vol. 56, issue 30, Feb 19, 1996: 26.

2 John M Shalikashvili, "Joint Vision 2010: Force of the Future," Defense

96, issue no. 4: 6-21.
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and friendly situation in the battl espace as a result of

i nproved, all-source intelligence fusion efforts. Dom nant
maneuver follows as the sinultaneous application of decisive
force against eneny centers of gravity (COG at all levels. COG
identification is enabled by increased battl espace awareness.

The sumgoal is the nulti-dinensional application of information,
engagenent, and nobility capabilities to achieve full spectrum
dom nance.

The ability of dispersed U S. forces to control the breadth,
dept h, and height of future battl espaces inherently pivots on an
i nproved, 'real tine' awareness of what is going on in the
batt| espace superior to that of any adversary. This is the sou
and the purpose of the concept of information superiority.

JV 2010, therefore, pivots on information superiority.

Recogni zi ng that throughout history "...gathering, exploiting,
and protecting information have been critical,"® JV 2010
anticipates the effects of increased access to infornmation and

t he enhanced speed, precision, and accuracy of its transm ssion.
Defined in JV 2010 as "the capability to collect, process, and

di ssem nate an uninterrupted flow of information while exploiting

Shal i kashvili, 12.



4 information

or denying an adversary's ability to do the sane,"”
superiority is the keystone upon which the success of JV 2010
rests. | nfformati on superiority is the high ground that provides
the asymmetrical advantage sought by commanders through history.
Having it is essential to achieving the full scope of JV 2010.

The Search for Information Superiority

The search for information superiority is not new. Sun
Tzu's observation to "Know the eneny and know yourself; in a

"5 is well-known and

hundred battles you will never be in peri
tinelessly accurate. Scouting the eneny in order to gain

advant age from knowi ng his dispositions (and sinultaneously
protecting against his scouts) is |ikewi se ancient. Intuitively,
this task is also the essence of practicality. 1In this age-old
quest for know edge of the eneny, history abounds w th exanpl es
of commanders who either gained or lost the race for infornmation
superiority to decisive effect. Prom nent Anmerican exanples

i nclude the Gettysburg canpai gn of 1863, where CGeneral Robert E.
Lee lost his picture of the Union Arny and bl undered into a
nmeeti ng engagenent without a battle plan and on inferior ground.

Operation Desert Storm presents a recent exanple of the decisive

effect of achieving information superiority. W wll exam ne

4 Shal i kashvili, 13.

5 Sun Tzu, The Art of War, trans. by Samuel B. Giffith, (London: Oxford

University Press, 1963): 84.
3



this conflict in greater detail later in this paper. However,
before reaching that juncture, we nust first discuss what is new
about the quest for information superiority that nakes it
different and relevant for today's warfighter. That difference
is in the character of the dawning 'information age.'

The Information Age

A new age is upon us. In this new age, information flows
like water. In sone formit is everywhere, and like water, it is
essential. Information as a concept is old, but how we

mani pul ate, transfer, collate, store, and use it is changing wth
the force of a tidal wave. Information as water has becone a
raging torrent. This change is revolutionary in inpact and
scope. Increasingly, theorists note that nodern tines are
transitioning to what is being hailed as 'The Informati on Age.
Home conputers, hone satellite dishes, the Internet,
cel l ul ar phones, etc., are all exanples of how accessible
information is to the common citizen. Due to the worl d-w de
medi a, we can watch |ive events unfold in real-tine, or watch
satellite imges of weather patterns across the globe. LtCo
T. X. Hammes USMC observes that, "Hi erarchical structures are
breaki ng down as informati on systens are connecting people in new

ways. The world is organizing into webs tied together by the



I nternet and neshes tied together by powerful personal
computers."®

The 'information superhighway' of popular rhetoric is real.
On-ranps, off-ranps, as well as spur, connector and ring roads
are appearing overnight and continually noving off in unexpected
directions. Additionally, the information superhighway is an
autobahn with no posted speeds. Dom nating this highway are
advanced-t echnol ogy, hi gh-performnce machi nes that inherently
realize that the race is to the swft.

Utimately, the dawning of the information age represents
acceptance of information (and all that it entails in this sense)
as a tangi bl e nedi um of human exchange, akin to earth, water, and
sky. Like those famliar settings, it can not help but be an
arena for human conflict. This conflict is energing under the
rubric of information warfare. Information superiority nust and
will be the result of successful information warfare.

Warfare i1n the Information Age

The intellectual roots of information war thinking lies in
the work done by noted futurists Alvin and Heidi Toffler. Their
thesis is that the way we make wealth is the way we make war and
that in the future, the manipulation of information is the way we
will make wealth.’ Building on their earlier work, The Third

Wave (1980), they offer a correspondi ng energing third wave of

6 Thomas X. Hammres, "Don't Look Back, They're Not Behind You," Marine
Corps Gazette, Vol. 80, No. 5 (May 1996): 75.

! Alvin and Heidi Toffler, War and Antiwar: Survival at the Dawn of the
21st Century, (New York: Little, Brown and Co., 1993): 3-5.
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warfare. In the Tofflerian view, third wave warfare wl |

suppl ant our current (or second wave) industrial way of warfare
by harnessing information technol ogy much as third wave econom es
wi |l eventually suppl ant second wave econonmies.® W will make
war by mani pul ating information.

The change from second wave to third begins wth the
technol ogical ability to gain and exchange rapidly--and therefore
nore efficiently use--information on a wde scale. Increasingly,
di spersal (the opposite of mass), systens integration, networks,
fiber optics, mniaturization, and other innovations now bei ng
seen in commercial applications are being translated into
mlitary applications with unprecedented effects on how we
organi ze and wage war. For exanple, networked conputers massage
a common data base (specifically, the Tine Phased Force
Depl oyment Data or TPFDD) to plan and nonitor the world w de
depl oynent and redepl oynent of U S. forces. On the ground and at
sea, we are gaining continuous and precise understandi ng of where
our troops are through the @ obal Positioning System (GPS).
Enhanced information gathering capabilities (satellite imagery,
| aser range-finders, etc.) are inproving our certainty on where
the eneny is. Couple all of this with precision weaponry and you
get an "If | can sense you, | can kill you" paradigm The fog of
war is lifting--if perhaps only for a short while--through

t echnol ogi cal neans. °

Toffl er, 65.
Shal i kashvili, 11-13.



Tof fl erian thought on information warfare found ready
acceptance in the U S. Departnent of Defense, npbst notably in the
Air Force and Arny. Forner Arny Chief of Staff General Gordon
Sullivan cited themrepeatedly in a 1994 article on war in the
information age.® R L. DiNardo and Dani el Hughes detail the
i nfluence of the Tofflers in a cautionary article on information
warfare. A review of the literature suggests the highest |evel
of acceptance resides in the Air Force.'> Mich of Air Force
acceptance seens the result of Qperation Desert Storm a
perspective addressed later in this work.

Information war at the strategic |level is the enpl oynent of
all the tools of national power to gain information superiority
over the eneny. Today, the cybernetic | oop connecting sensor to
shooter is dom nated by technology. Intrinsically informtion

warfare at all levels is associated with information systens

10 Gordon R Sullivan and Janes M Dubik, "War in the Information Age,"
Military Review, Vol. 74, no. 4 (April 1994): 46-62.

1 R L Di Nardo and Dani el J. Hughes, "Some Cautionary Thoughts on
Information Warfare," Ailrpower Journal, Vol. 4, no. 9 (Wnter 1995): 70.

12 For exanple see , Omen E. Jensen, "Information Warfare: Principles of
Thi rd-Wave War," Airpower Journal, Vol. 8, no. 4 (Wnter 1994): 35-43, or
Ri chard Szafranski, "A Theory of Information Warfare: Preparing for 2020,"
Airpower Journal, Vol. 9, no. 1 (Spring 1995): 57.
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(Admiral WIIliam Onens' "system of-systens"!®) and the struggle
bet ween opponents for control of the information realm?* CQur
focus here is on the operational level of war. On this |evel,
informati on war's basic prem se hinges upon: (1) the rapid
collection and processing of information to gain accurate
under standing of a given situation; (2) the follow ng rapid
transm ssion of "intelligent' (processed information equals
intelligence) direction to forces that can speedily act with
preci sion and effect.?'®

JV 2010's neasure of success as an operational vision hinges
on the ability to use the information advantage (asynmetric
batt| espace awar eness gai ned through superior speed of
transm ssion fromsensor to shooter) in a decisive way--that is,
dom nant maneuver.

The Significance of Information Warfare
Fundanental |y, information warfare is not a change in the

nature of warfare; war is still Causewitz's act of force to

n 16

conpel our eneny to do our wll. Information war is instead a

way to conduct warfare that intrinsically recognizes the changing

13 WIlliam A Owens, "System O -Systens,"” Armed Forces Journal
International, Jan. 1996: 47.

14 Jeffrey McKitrick, et al. "The Revolution in Military Affairs,”™ Science
Applications International Corporation, Proprietary Draft Paper, Septenber
1994: 11.

15 Onens, "System OF - Systens, " 47.

16 Carl von Clausewitz, On War, trans. and ed. M chael Howard and Peter
Paret (Princeton, NJ: Princeton University Press, 1976 [1832]), 75.
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nature of the nodern world. For the mlitary, the nost i medi ate
and tangi bl e aspect is the significantly increased speed in which
mlitary information travels the path froma force's sensory
organs, to its brain, and on to the nuscle. To denobnstrate this,
we nust first | ook deeper into the path that mlitary information
inevitably follows. This is relevant to our inquiry, as in
truth, information does not flow nerely from'sensor to shooter',
but i nstead makes an internedi ate--and critical --stop along the
way.

Stripped to its bare essentials, all conbat significant
i nformati on noves along a path from sensor to decision-maker to
shooter (Figure A). Information is valueless until it is

processed into intelligence. This is to say information nust be

anal yzed and pl aced i nto context

(_DECISION MAKER ) in order to have full val ue.

= o \\?J_ _ This of course is the
{ SENSOR_\:] (sHooTER) _ _
A Ne intelligence cycle. Further, the
&- ~— ,.-"\\_\ . ‘__-')\ :
W N - - - -
\TRRGES value of intelligence i1s that it

Figure A drives operations. Toget her,

intelligence and operations
conprise the thinking and creative parts of the |oop, the end
product of which are decisions and direction (orders).
In this nodel, sonething is seen (sensor) and is reported to

a 'deci sion-maker.' The deci sion-nmaker decides what it is and



what ought to be done about it. There may be hierarchies of

deci si on-makers (the chain of comrand), but ultimately, if action
is to be taken, it is directed by the decision-maker to the
shooter. 'Shooter' reflects the concept that intrinsically
mlitary forces are designed to kill people and break things.
Shooter represents sone unit, weapon, system (or a conbi nation of
the three) that takes action in response to the decision-nmaker's
interpretation and use of the sensed information.*” Al of these
steps--'sensor to decision-maker to shooter'--are taken relative
to the eneny. The nodel cycles back on itself through the
sensing of new information about the result of its previous

action (battle damage assessnment) or some new eneny action

The mlitary information path is Col onel John Boyd's
" OODA"*® | oop through Alice's looking glass. Like information
itself, the path is old. Scouts report eneny novenent to their
command post and, as a result, a force is dispatched to counter
or take advantage of an (unexpected) opportunity. Wile
i nformati on age capabilities do not change the stations along the
pat h, the changes do have

several inpacts on the process that are rel evant.

17 O based upon a previously decided protocol, such as a Rule of

Engagenent .

18 bserve, Orient, Decide, Act. Also known as 'the decision cycle.'

10



The informati on age causes four fundanmental changes in the
conduct of war at the operational |level, each with a
correspondi ng i npact. The four changes are: (1) a dramatic

i ncrease in sensor capability and output; (2) a volune of data
that stresses the functional (or Napoleonic) staff nodel; (3) a
dependency on systens to wage war; and (4) an increased speed of
data transm ssion. The related inpacts are: (1) an overwhel ned
deci sion process due to information overload; (2) an information-
organi zation msmatch; (3) identification of information systens
as a critical vulnerability; and (4) the potential for real-tine
awar eness of the situation, leading to informati on superiority
and dom nant nmaneuver. As each of the changes and inpacts are
i nked, we will discuss each duality in turn.

The first change is that new technol ogi es greatly increase
the capabilities and outputs of the sensory organs. Satellites,
as well as systens such as Joint Surveillance Target Attack Radar
System (JSTARS) and Ai rborne Warni ng and Control System (AWACS),
and a host of sophisticated radars, infrared devices, sonars,
etc., are the new high ground. As a result, nore facts are added
into the decision fornmula. Logically it follows that since we
see so much nore, the brain has nmuch nore to think about. The

related inpact is a potentially overwhel ned deci si on process.

11



For exanple, during Operation Desert Storm the Marine Corps
| ocal area network processed 1.3 mllion electronic mail nessages

° At a bare mni mum

inthe first 36 hours of the ground war.?
just the human sorting of the nessages--sone of which were
undoubt edly inportant--consuned tine and del ayed deci si on.

Second, the new technol ogi es--created by industrial age
societies--tend to serve masters in hierarchical organizations.
As a result, the data collected by sensory organs have but one
destination--the top--and one road to it. Information in
Napol eoni ¢ command and staff structures is owned, not shared.
Staffs collect, collate and anal yze information principally for
their commander. The second change therefore, is that the vol une
of data stresses functional staffs and causes friction in the
deci sion process. Inportant data can be obscured in a haystack
of white noise and inconclusive or false reporting. Marine

Commanders in Beirut "...received a great volume of intelligence

war ni ngs about potential terrorist threats..."?°

prior to the
terrorist attack of 23 Cctober 1983, yet were unable to pick the
real threat out of the pile. The inpact is a m smatch between

i nformati on and organi zati on where the current staff structures

can not bear the weight of the data pouring in. Until command

structures inplenent the lattice potential of networked

19 Merrill L. Pierce, Jr., "Established Architecture Keys Marine Data," in

The First Information War: The Story of Communications, Computers and
Intelligence Systems in the Persian Gulf War, contributing ed. Alan D. Canpen,
(Fairfax, VA AFCEA International Press, 1982), 153.

20 Benis M Frank, U.S. Marines in Lebanon 1982-1984, (Washi ngton DC
Headquarters, U S. Marine Corps, 1987), 108.

12



i nformati on age technol ogi es, and nmake i nformation a shared
asset, much of the potential of increased information gathering
is wasted.

Third, the ever growi ng use of inter-connected information
systens causes a concurrent dependency on them Dependency
breeds vulnerability, perhaps a critical vulnerability.

Bri gadi er General Robert F. Dees of the Joint Staff maintains
that, "Information systens may very well be an Achilles heel."?!
As an exanple, consider the U S. TPFDD system Earlier, this
systemwas cited as the systemby which the U S. plans and
monitors the worl d-wi de depl oynent of forces. |nagine then, the
inpact on U S. capability to project power rapidly if that system
were to be shut down, degraded or disrupted. Time Magazine
reported that Bel gian hackers offered (for a mllion dollar fee)
to disrupt U S. deploynment to Operation Desert Shield; post-war

i nvestigation supported their clained capability. ?

The point follows then, that as hierarchical nmanagenent
nodes are commonly found at road junctions along the information
path, they beconme key terrain to be attacked and defended. This
notion has its own |logic: capture the intersection, block the

road, degrade the force.

21 Interview, Brigadier General Robert F. Dees, USA, Vice Director for

perational Plans and Interoperability, J-7, Joint Staff, The Pentagon, 31 Jan
1997.

22 Dougl as Waller, "Onward Cyber Soldiers," Time, 21 August 1995, 44.

13



Threats of this nature can only be expected to increase as
new t echnol ogy appears. They nust be guarded agai nst, | est
informati on superiority be surrendered.

Fourth, and perhaps nost inportantly, when uni npeded,
information is capable of noving to the decision-nmaker at
unprecedent ed speeds. The inpact of this change is that near
real -tinme battlefield awareness is avail able. Real -tine awareness
is just around the corner. Real tinme awareness--electronically
| eading fromthe front--can engender better decisions. ??
Optimally, this enhanced battl espace awareness i s shared,
creating common battl espace awareness. The potential synergy
from common battl espace awareness w Il increase execution
proficiency by an order of magnitude. This is the notive for
enbracing the potential of organizational structures that allow
information to flowrapidly to all that need it. The failure to
do so will be at the cost of information superiority. Wthout
information superiority, the dom nant maneuver envisioned by JV
2010 is not attainable.

Achieving Information Superiority: C2W

Superior situational awareness is the end product of
i nformati on superiority, and, throughout history, a force

mul tiplier of decisive effect. Information superiority accrues

23 See Fleet Marine Force Reference Publication (FMFRP) 15-3, A Concept of
Command and Control, (Washington, DC. U S. Marine Corps, 1994), 1-14 for a
fictional, but thought-provoking, account of C2 in the near future.
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to those who can get the information quickest fromsensor to
deci si on-maker to shooter. Adversaries wll use the new
technol ogi es to enhance their efforts and to attack each other's
systens. Therefore, information systens and information itself
are increasingly centers of gravity in the classic Causewtzian
sense. Attacking and defending those centers of gravity are
intrinsic functions of information warfare. In this light, two
specific mlitary tasks accrue as a result of the information
age.

First, the information path of the eneny nust be attacked
and degraded. Second, but equally inportant, one nust protect
one's own mlitary information path, specifically the
technol ogi cal |y sophi sticated version characteristic of the
informati on age. These tasks are not sinply centered on the
destruction or protection of systens hardware or software.
| nfformati on systens are dependent on the quality of the inputted
information ('garbage in is garbage out'). Attenpts to attack
information will al so be based upon feeding systens--and
deci si on- maker s- - bad dat a.

The tasks are not new. However, as shown, they are of
central inportance given the nature of the information age. At
the operational level of war, the mlitary aspects of these tasks
are captured in the concept of Command and Control Warfare (C2W.

W will ook into C2Win the next chapter.
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CHAPTER TWO

For it is by upsetting the eneny's "balance" that the victory is won; the
concentration of fire and the opening of the breach are only the nmeans to the
true end -- the psychol ogical destruction of the eneny's will to continue

resi st ance.

David G Chandl er, The Campaigns of Napoleon®

Command and Control Warfare

In the previous chapter, we discussed the inpact of the
informati on age on the age-old quest for know edge of the eneny.
| nf ormati on age technol ogi es change the dynam c of this ancient
guest by increasing the coverage of data gathering sensors and
t he speed by which information travels from sensor to deci sion-
maker to shooter. Reliance on the technol ogical systens that
animate the information age mark the information sphere as a
battl eground. Consequently, two tasks accrue in the informtion
war: protect one's own information systens and attack the
eneny's.

The mlitary aspect of this struggle is called command and
control warfare (C2W. C2Wis a strategy and a target set;
conbi ned are both ancient concepts and nodern capabilities. Like
much of war, C2Wis heavily dependent on intelligence and
communi cations. In this regard, it is a subset of informtion
war; information war in full battle array is the use of all the
tools of national power to create a conpetitive advantage at the

national strategic |evel.?®

24 David G Chandl er, The Campaigns of Napoleon, (New York: MacM I | an
1976), 135.

25 Nor man B. Hut cherson, Command and Control Warfare: Putting Another Tool
in the Warfighter®s Data Base (Maxwel|l Air Force Base, AL: Air University
Press, Septenber 1994), xvii.
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Air Force LtCol Norman Hutcherson describes C2Was an
i npl enenting strategy that attacks, "...the conmand and contro
(C2) decision-making capabilities of an adversary while
protecting friendly C2."%® CWis a nilitary tool to be enpl oyed
agai nst opposi ng commanders and forces. It is applicable at al
| evel s of war and in all spectrunms of conflict.

C2Win its offensive node is called C2-attack.?’ C2-attack

assai |l s deci sion-making by attacking information and the path

that information travels from sensor to shooter. It blinds the
eyes and clogs the ears. It confuses the brain through false
i nformati on. It dulls or cuts the nerve connecti ons between

sensory organs and brain, as well as between brain and nuscle.
It fosters bad decision making and contributes to inaction,

i ndeci sion, and nental paralysis by disrupting the opposing
commander's OCDA | oop.

C2W's def ensive node is C2-protect.?®

C2-protect shields
deci si on processes and conmand and control capabilities. It
works to maintain friendly balance while shoving the eneny off

bal ance. C2-protect activities include electronic signature

26 Hut cherson, C2W, xiii.

21 Joint Publication 3-13.1, Joint Doctrine for Command and Control Warfare
(C2w), (Washington, DC: Joint Chiefs of Staff, Feb. 1996), |-4.

28 Joint Pub 3-13.1, C2W, |-4.
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reduction, proper command post sighting, and the coordi nation
needed to ensure that friendly C2-attack efforts do not adversely
effect friendly operations.

C2Whas five pillars: mlitary deception, operations
security (OPSEC), psychol ogi cal operations (PYSOPS), electronic
warfare (EW, and C2Wphysical destruction.?® Al serve the
functional C2-attack and C2-protect roles of C2W Conbi ned they
render C2Was an integrated, synergistic strategy designed to
"decapitate the eneny's command structure fromit's body of
conbat forces."*°

C2W's pillars can be viewed in two groupings. The first is
through the relationship of C2Wto truth. The CWpillars of
OPSEC, mlitary deception, and PSYOPS deal with different aspects
of the truth of friendly dispositions, capabilities and
intentions. Accordingly, OPSEC hides truth, mlitary deception
tells "untruths', and PSYOPS (truth-based) presents half-truths.
| ndi vidually or conbined they attack understandi ng, and
consequently, decision. The focus is a soft-kill on the nora
heart of deci sion-nmaking.

The second groupi ng includes EWand C2W physi cal
destruction. Physical systens receive attack from both
el ectromagneti c energy and kinetic energy weapons. The

intent is to control the systens (including, in a broad

29 Joint Pub 3-13.1, C2W, I1-4.

30 CJCS MOP 30, Command and Control Warfare, 1st Rev., 8 March 1993, Encl
3, as cited by Hutcherson, C2w, 21.
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sense, the el ectromagnetic spectrun) that collect and
transmt information. The focus is a hard-kill on the ways and
means of deci sion-making and i nformation handling.

Cl ausew tz spoke of the "remarkable trinity" of war and the
inpossibility of fixing an arbitrary relationship between the
governnent, the army and the people.® Al three remain
perpetually in a balanced tension. The pillars of C2Ware the
sanme. Viewing the pillars either individually, functionally as
C2-attack or C2-protect, or through noral or physical |enses,
does not obscure that all are inexhaustibly conbinable in pursuit
of the larger goal-- achieving informtion dom nance over the
eneny.

Each of the pillars of C2W bear deeper exploration. W
w Il address each in turn, grouped by the noral and physical. W
Wil begin with mlitary deception.

Military Deception
Though fraud [deception] in other activities be detestable, in the nmanagenent
of war it is laudable and gl orious, and he who overconmes the eneny by fraud is

as much to be praised as he who does so by force.
Ni ccol o Machi avel i, Discourses, 15173

Mlitary deception is as old as war. Sun Tzu's twenty-five

century old observation that "all warfare is based upon

n 33

deception articulates the tineless presence of deception in

war. Marine Major John LeHockey concurs when he begins a

31 Cl ausewitz, On War, 89.

32 Ni ccol o Machiavelli, as cited in Joint Publication 3-58, Joint Doctrine
for Military Deception, (Washington, DC. Joint Chiefs of Staff, My 1996), II-
1.
33 Sun Tzu, The Art of War, 66.
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contenporary paper on strategic and operational mlitary
deception with a review of the art of mlitary deception in the

anci ent and cl assi cal worlds. 3

Al though it has been argued that
deception has not been a pre-em nent U S. stratagem due to
Clausew tz's disdain for using deceit to generate mlitary
surprise,® it is nowfully recognized as a vital part of C2W

Mlitary deception requires little definition. It is

trickery and deceit to create a picture that does not accord with

. i the facts. Deception creates
{ DECISION MAKER ° \ BESEATION
-z TARGET fal se information so as to skew
_:_f"" e , o .
Ty 7y the eneny's decision path. (Figure
'SENSOR } o~ SHOOTER|
§§} | - N B) It |eads the eneny to an
/ \ \_ F - -
Ra; mij? MILITARY DECEPTION incorrect estimate of the
TARGET\ Figure B

situation.® His fal se situational

awar eness i s the poi sonous tree,

the disaster of his related operations its bitter fruit. The

34 John D. LeHockey, Strategic and Operational Military Deception: US
Marines and the Next Twenty Years, (Col unbus, OH Mershon Center, Chio State,
1989), published as Fleet Marine Force Reference Publication 15-6, (Quantico,
VA: Marine Corps Conbat Devel oprment Conmand, 1989), 16.

35 See M chael |. Handel, Masters of War: Sun Tzu, Clausewitz and Jomini,
(London: Frank Cass, 1992), specifically Chapter 11 (p. 101) for this
argunent. Also, National Defense University, Joint Command and Control
Warfare Staff and Operations Course: Student Text, (Norfolk, VA: Armed Forces
Staff Coll ege, January 1996), 9-2 - 9-3.

36 Joint Pub 3-58, Military Deception, |I-1.

20



object of mlitary deception under C2-attack is the eneny
commander and hi s deci sion process.

A classic exanple of mlitary deception is a Wrld War
Il British effort code-named "Operation M nceneat."” Mounted
in early 1943, M nceneat supported Operation Husky--the planned
July 1943 Allied invasion of Sicily. Sicily was an obvi ous next
operational objective for the Allies on the heels of the
successful North African canpaign. M nceneat was born to deceive
the Germans that the invasion would be el sewhere.?’

M nceneat revol ved around the placenent of a briefcase
cont ai ni ng docunents detailing "Operation Brinstone"--an entirely
fictious invasion of Sardinia--into Spanish hands. Once there
the Allies were certain it would be shared with the Germans. The
sanme docunments would let slip that Husky was to be the deceptive
cover for Brinstone--to include pre-invasion bonbardnent of
Sicilian airfields. Mnceneat's |lie--that Husky was deception
and Brinstone was real --was a big one. 3

The key docunents were delivered to the Spanish at the
correct tinme and place by a Major WIlliam Martin, Royal Marines.

Maj or Martin was a corpse--an officer courier seem ngly washed

87 Ewen Mont agu, The Man Who Never Was, (New York: Schol astic Book
Services, 1971 [1st ed. 1953]), 8-09.

38 Mont agu, The Man Who Never Was, 38-41.
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ashore in Spain after a plane crash at sea. He was a "nule" and
the insert was staged--but the briefcase containing the essentia
docunents was chained to his wist. The "art" of M nceneat was
in the British presentation of the deception story, supported by
the invention of the nyriad details concerning Major Martin to
convince the Germans that the courier, and therefore the
information he carried, was valid. The "man who never was" was a
persuasive liar and the Germans believed him

M nceneat was stunningly successful. Post-WVII exam nation
of German records indicated that prior to Mnceneat, the Gernans
had correctly deduced that Sicily was to be the | ocation of the
next Allied invasion. Their perception showed an inmedi ate shift
away fromSicily after the arrival of Major Martin. Once Sicily
was elimnated as an option, other options received support and
serious discussion. Htler, for one, believed the true effort
woul d be in Geece and sent Irwin Ronmel to command the effort
there. Gernman defensive efforts and force di spositions were
di srupted by the M nceneat docunments, and the shifts aided the
successful prosecution of Husky. 3

As shown, mlitary deception seeks to give the eneny a fal se
understanding of friendly situation and intentions and by such,

adversely effect his decisions and actions. Relatedly, efforts

39 Mont agu, The Man Who Never Was, 129-141. For exanple, naval units noved

away from Sicily and Panzer Divisions went to Corsica and G eece.
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are also taken to ensure that an adversary does not gain a

correct portrait of the friendly situation. Efforts taken to

deny critical information about friendly forces are called OPSEC

Accordingly, it is the next pillar of CCWwe w Il exam ne.
Operations Security

The ultimate in disposing one's troops is to be w thout ascertainabl e shape.
Then the nost penetrating spies cannot pry in nor can the wise lay plans
against you. Sun Tzu, The Art of War®

OPSEC is vital because as assiduously as we watch the
eneny, the eneny watches us. OPSEC is the epitonme of C2-protect.
Its goal is to ensure that the eneny does not gain an accurate
read on friendly operation, dispositions, and intent. Mich as
mlitary deception seeks to create a false estimte of the
situation, OPSEC seeks to ensure an incompletely accurate
version. Deception and OPSEC work hand in gl ove; OPSEC protects
the truth while deception fills in the blank spaces in the
eneny's curiosity with believable |ies.

Certain actions, when taken in context to the situation and
the capabilities of the force, telegraph intent prematurely. The
eye is attracted to novenent; a savvy eneny can detect--and
t herefore sonetinmes deflect--the blow before it lands. Oten it
is little indicators, puzzle pieces, that when conbined with
other indicators, loudly shout "Here | aml" to the eneny.

OPSEC s task is to sort through the possible puzzle pieces,

determ ne those that are nobst ruinous to our schene if exposed,

and obscure them
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OPSEC (Figure C) begins wth an understanding that the eneny

can see and hear; that is, gather information about us. OPSECis

¥ therefore concerned with
{;EC!SION MAKER;JOPSEC canouf | age and conceal ment,
_/‘1 “ \__,_TARGET di mming the light and muffling
i??ﬁ?ik§?\ %ﬁf?ﬁ% footsteps. It is a process of
g:ISE,i%PL\) g:gsgﬁ'g“‘s i dentifying and anal yzi ng t hose
; Figure C items of critical information the

eneny woul d nost |ike to obtain,
factoring which of these are observable through his collection
means, and instituting neasures to reduce friendly vulnerability
to collection. *

OPSEC s biggest challenge lies in the area of unclassified
or open source materials or actions. The global village
connectivity of the information age heightens the difficulty of
OPSEC. A free press operating in an open society can be a
fountain of information for the eneny. |In August 1870, during
t he Franco-Prussian War, Prussian Field Marshall Hel nuth von
Mol tke (the Elder) |earned of the whereabouts of the French Arny

courtesy of the Paris press. French general MacMahon's Arny of

40 Sun Tzu, The Art of War, 100.

4l Joint Publication 3-54, Joint Doctrine for Operations Security,
(Washington, DC. Joint Chiefs of Staff, August 1991), [-1.

24



Chal ons was caught executing an unexpected operational novenent
to relieve the
city of Metz. Surprise was |lost and he was fell upon by
Mol t ke's nunerical ly superior force, and defeated. *?

| magi ne if von Mdltke could have watched his counterpart
MacMahon on CNN.  What coul d he have discerned? How fast coul d
he have discerned it? Factor in retired generals giving analysis
and 'color commentary' and the challenges of OPSEC in the

i nformati on age becone staggeri ng.

Lastly, "Red Cell' teans sinmulating a thinking eneny are a
cruci al conponent in determ ning what critical truths nust be
hi dden. The key to OPSEC is to conbi ne know edge of friendly
situation and intent with enpathy for the eneny's perspective and
of his information gathering capabilities. Know ng what nust be
protected is the key first step in fornulating the entire C2W
strategy. OPSEC is the base of the C2Weffort. Fromit flows the
integrated efforts of the other pillars.

To this point we have discussed both truth and untruth. In
between lies the shadow world of half-truth. PSYOPS uses bits

of the truth to achieve its effect. W wll discuss it next.

42 M chael Howard, The Franco-Prussian War: The German Invasion of France
1870-1871, (New York: MacM Il an, 1961), 191-192. Also Field Marshal Count

Hel mut h von Mol tke, The Franco-German War of 1870-1871, transl ated by

Archi bal d Forbes, (London: Harper & Bros., 1914), 71-72. As a side note,
MacMahon's novenent (vice falling back into the Parisian defensive works),
cane as a result of empotional editorializing in the French press. MacMahon's
earlier, prudent judgnment to defend Paris was reversed with ultimtely

di sastrous results. (Howard, 188-189).
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Psychological Operations

To seduce the eneny's soldiers fromtheir allegiance and encourage themto
surrender is of especial service, for an adversary is nore hurt by desertion
than by sl aughter.

Vegetius, De Re Militari, circa 378 A D.*

Cl ausewi tz observed that a war "...cannot be considered to
have ended so long as the eneny's will has not been broken."*
The Chandl er quote at the beginning of this chapter reinforces
the notion that the true objective is the psychol ogi cal aspect of
the eneny's will. PSYOPS is that portion of C2Wainmed directly
at the psychol ogy of the eneny. Its lingua franca is a pastiche
of half-truths; we wll return to this point nonentarily.

Joint doctrine correctly asserts that "The enpl oynent of any
el ement of national power, particularly the mlitary el enent,
al ways has a psychol ogi cal dinmension."* However, PSYOPS is nore
than the cal cul ated recognition of the psychol ogi cal inpact of
operations. PSYOPS is a shaping tool where enotions and

attitudes are fostered in the eneny to our advantage.

PSYOPS is defined in Joint doctrine as:

"Qperations planned to convey selected information and
i ndicators to foreign audi ences to influence their
attitudes, enotions, notives, objective reasoning, and

43 Vegetius, as quoted in Robert Debs Heinl, editor, Dictionary of Military

and Naval Quotations, (Annapolis, MD: U S. Naval Institute, 1966, 3d ed.
1978), 257.

44 O ausewitz, On War, 90. (ltalics in original).

45 Joint Publication 3-53, Joint Doctrine for Psychological Operations,
(Washington, DC. Joint Chiefs of Staff, July 1996), I-1
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ultimately, the behavior of foreign governnents,
organi zati ons, groups, and individuals."*

The key words are influence, attitudes, and behavior.
PSYOPS (Figure D) (under the C2-attack function) seeks to

create or strengthen eneny perceptions so that his actions are

/ affected in a way favorable to
:%EU%WMfﬁJ;gﬂﬁﬂgg ~friendly purposes. PSYOPS is a
P R o SR . ..
= \\,4_hﬁ§> soft kill on the eneny's decision
_:'.SENSOR\:: j"/SHOOTEF}' .

process and includes underm ning

Fat

1,/\“3 PSYCHOLOGIC
CSTORY_D OPERATIONS
Figure D

of his forces by sow ng

" "di ssidence or disaffection"?

anongst his ranks. PSYOPS seeks
to convince the eneny to do, or not to do, sone action of his own

volition; it is a persuasive attack

PSYOPS is talking to the eneny. It is a non-lethal way to
multiply the effects of mlitary capabilities through the direct
conmuni cation of information to the eneny. The mlitary form of
propaganda, an effective PSYOPS canpai gn communi cates our resolve
and/ or capabilities as superior to that of the PSYOPS target. A
sinpl e exanple is the appearance of a well-equi pped, highly
di sci plined body of troops in front of an assenbl ed nob; the
bright flash of bayonets and the unitary crash of the manual of

arnms conveys a psychol ogi cal nessage: stand down or be crushed.

46 Joint Pub 3-53, PSYOPS, I-1

a7 Joint Pub 3-53, PSYOPS, I-1
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At the strategic level of war, PSYOPS is very nuch an aspect
of deterrence. During the Cold War the credible U S. nucl ear
t hreat buoyed our various retaliatory strategies. Deterrence is
a formof PSYOPS in its C2-protect node. At the operationa
| evel, classic naval presence m ssions or show of force
operations directly communi cate national interest, resolve, and
capabilities. Leaflet drops, radi o broadcasts, and | oudspeakers
blaring all manner of sounds fromtank noises to Wagner's The
Ride of the Valkeries are exanples of tactical |evel PSYOPS. The
essence of PSYOPS is presenting the eneny information (that is,
entering into his decision process) that causes himto react in a
desired way.

Successful PSYOPS canpai gns and nessages have specific
characteristics. First, the intended outcone supports the w der
m ssion. Second, the PSYOPS nessage is believable and verifiable
by the eneny through his own nmeans. Third, careful crafting is
essential; PSYOPS is a persuasive truth project. Cultural
intelligence and careful analysis of the adversary are necessary
before the fact. Effective PSYOPS canpai gns consi der the eneny's
vi ewpoi nt, observations, and issues. Fourth, constant feedback
and anal ysis ensure PSYOPS continuous efficacy towards the
m ssi on.

The believability of the PSYOPS nessage rai ses an inportant
di stinction between PSYOPS and mlitary deception. These two

facets of C2Ware conplinentary opposites. D stinguishing PSYOPS
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is that it is truth-based, although the whole truth is not always
used. PSYOPS aids mlitary deception operations by providing
that part of the deception that is real. PSYOPS 'sets the hook';
deception adm nisters the sting. It can "magnify and nmultiply
the effects of deception."*® PYSOPS, like all the pillars of

C2W is a conbi nabl e arm

The psychol ogi cal aspect of the eneny's will, the target of
PSYOPS, is found both in the mnd of the eneny commander and in
the individual mnds of his soldiery. At a mninmm each man
commands his own body, no matter how small his circunstances.
VWil e certainly convincing the eneny conmander that the cause is
| ost has nore efficacy then convincing the |lowest private in
ranks, the effect is the sanme. The eneny does not fight as
efficiently. That |oss of conbat power aids the friendly cause.
Achi eving that point is the aimof PSYOPS.

Mass nedi a techni ques are often used to convey the PSYOPS
message, to include broadcast nedia. Reaching the eneny's ears
t hrough the el ectromagnetic spectrumis just one way to get the
PSYOPS nessage delivered. Many other mlitary functions use the
el ectromagnetic spectrum High use of this nediumis a
characteristic of nodern operations and of the Information Age.
Not surprisingly, nodern war contains a contest for control of

the el ectromagnetic spectrum The battle is known as el ectronic

48 Joint Pub 3-13.1, C2W, I1-4.
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warfare and is the next conponent of CCWwe will address. This
point also marks our shift fromtruth-related C2CWto C2Wefforts
that concentrate on the physical portions of decision-nmaking.

Electronic Warfare

In order to progress, radio only needs to go backwards to the time... when
radio was rather proud, alert and fast.
Edward R Murrow, 1958

The prom nent newsman Edward R Murrow, whose career
saw t he advent of both radio and television journalism was not
tal ki ng about electronic warfare (EW when he offered the above
observation. He was tal king about the electronic nedia, yet from
his words conme two cogent observations about EW First, EW has
been with us in sone formas |ong as we have used the
el ectromagneti c spectrum-since the birth of radio in the m d-
1890s; and second, successful EWrenders friendly use of the

el ectromagneti c spectrum "proud, alert and fast."

EW (Figure E) is defined as

- ) Gy 1‘ \ e
TARGETS kDH“m“M”?i\%§TWEW ~"any military action involving
,/Jf"'l e N i
~§V ™ \\finﬁﬁ$ the use of el ectromagnetic and
(‘sensor ) /SHOOTER! ,
QQ?‘ L di rect ed-energy to control the
\_ ELECTRONIC _
/arcer\ WARFARE el ectromagnetic spectrum
Figure E

49 Edward R Murrow, in a speech presented at the Radi o and Tel evi si on News

Directors Convention, Chicago, IL, 15 Cctober 1958, quoted by John Bartlett,
Familiar Quotations, (Boston, MA: Little, Brown & Co., 1l4th ed., 1968), 1064A
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"50  EWhas three subdivisions: electronic

or to attack the eneny.
attack (EA), electronic protection (EP), and electronic warfare

support (ES).

EA is the striking armof EW Fornerly called electronic
counternmeasures (ECM, EA enploys el ectromagnetic or directed-
ener gy agai nst adversary personnel, facilities and equi pnent that
use the el ectromagnetic spectrum Yoked
to the C-attack function, soft kill expressions of EA
i nclude jamm ng and el ectromagnetic deception. Hard kill options
i nclude antiradiation mssiles or electromagnetic and directed-
energy weapons such as lasers and particle beans. >t

EP is the shield of EW Answering to the C2-protect
requi renent, EP defends friendly forces agai nst adversary EA
Once call ed el ectronic counter-counterneasures (ECCM, EP
deconflicts conmunications frequencies so that friendly EA
activities (such as jamm ng) do not adversely effect friendly
C2.%% EP is a factor included in EW pl anni ng when the eneny
possesses any EW capability.

ES is the tactical expression of EWfor the operational
commander. Its purpose is imediate recognition of the eneny's
use of the electromagnetic spectrum It is tied to signals

intelligence, communications intelligence, and el ectronic

50 Joint C2W Staff Course: Student Text, 10-3 - 10-4.

51 Hut cher son, C2W, 26.

Joint C2W Staff Course: Student Text, 10-4
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intelligence: it is a collector not a source of cogent analysis

or eval uation. 3

ES serves as el ectromagnetic 'eyes and ears.'
It is a sensor in the 'sensor to decision-nmaker to shooter' path
di scussed in the previous chapter.

EWefforts, conposed as they are of EA EP, and ES, are
sophi sticated and highly technical, and are the aspect of C2W
nmost related to hardware and systens. The fixed size of the
el ectromagneti c spectrum shared by the three conponents of EW
and by the eneny, further conplicates EWefforts. As proof,
consi der the Joint Comruni cations-El ectronic Operating
I nstructions (JCEQ ) produced in over twelve editions by the U S
Nati onal Security Agency (NSA) for Operation Desert Storm
Utimately, the JCEO totaled over a half mlIlion pages and
wei ghed in at 85 tons. >

The 'science fiction or fact' nature of EWI eaves many
confused, yet the outcone of the EWbattle is the nost directly
measurable of the C2Wpillars. Wnners transmt, |osers do not.
Control of the "electronic' line of
communi cations results.

Successful EW nore then any other function of C2ZW cuts the
connective nerves of the adversary body. It nost directly
achi eves the 'decapitation of the eneny's comand

structure fromits conbat forces' goal of CW

53 Hut cher son, C2W, 26.

54 Donald L. Jones and Richard C. Randt, "The Joint CEQ", in The First

Information War, 162.
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Expl oitation of the el ectronagnetic spectrum has been this
century's addition to C2W One aspect of CW C2W physi cal
destruction, enploys the nore traditional nmeans of conbat--
physi cal destruction--to achieve its ainms. It is the next, and

last, pillar of C2Wwe w || discuss.

C2W Physical Destruction

Superior force is a powerful persuader.

W nston Churchill: Note to the First Sea Lord, 15 October 1942%

C2W physi cal destruction is the use of traditional nodes of
firepower in pursuit of C2Wgoals. As a target set, C2W physi cal
destruction (Figure F) generally concentrates on C2 nodes and
sensors although it may be enployed in support of the other

pillars of C2W As a neans, therefore, it is defined as "the use

of 'hard kill' weapons agai nst designated targets as an el enent
/ of the integrated C2Weffort.">°
S— m gésmucr )
& ey agcls;oummr{l"" TARGETS C2W destructi on depends on the
T;L\R(;ETS/,,&1 L _&x o _ _
'AQ:ji ability to locate and identify
'—jh sroorer) targets that if neutralized,
sENSOR N
\. /J / ."\ N ' i i
T iameen  C2WPHYSICAL degrade the eneny's decision
L")\ DESTRUCTION
Figure F process. This

i ncl udes attacki ng hardware

(sensors and communi cations systens) as well as command posts and

55
121

Wnston Churchill, as quoted in Heinl, Military and Naval Quotations,

56 Joint Pub 3-13.1, C2W, I1-7.
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t he actual decision-makers thenselves. The later point is sinply
denonstrated by recalling the age-old practice of aimng for the
eneny's officers first. QOher exanples include cutting tel egraph
wires or raiding the eneny's command post. C2Wdestruction
captures the fact that it is often of practical value to
physi cal |y destroy, neutralize, suppress and harass your eneny's
C2.

C2W destruction bel ongs not as nuch to information war
theory as it does to traditional targeting. C2W destruct
targets serve C2Wnuch as preparatory fires serve maneuver.
The information age's inpact on how we organi ze and conduct war
changes little the cogency of knocking out your eneny's key
capabilities. As the Churchill quote at the beginning of this
section testifies, sonetines force 1s a powerful persuader

To this point we have discussed the individual pillars of
C2W vyet the key to the successful inplenentation of C2Wis the
integration of all its aspects. W wll exam ne that next.

The Greater Whole of C2W

The pillars of C2Ware inextricably intertw ned. PSYOPS
serves mlitary deception and vice versa, both enhance OPSEC by

di stracting the eneny's attention. EWand C2W physi cal
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destruction al so support each other--picture a HARM nm ssi |l e
following the "electrons' back to their source to destroy the
emtter--as well as supporting the other pillars. 1In fact, it is
difficult to find exanples of each of the pillars that do not
i nvol ve the other aspects of C2W This is logical, for in the
'sensor to decision-naker to shooter' nodel, it is inpossible to
separate truth (the noral) fromthe neans that carry it (the
physical). An attack on one, effects all.

C2W as a strategy demands the integration of all its
parts in order to reach its full potential. The pillars are
conbi nable in both design and function. The way of the past has
been a haphazard appreciation for the way the pillars inter-
related, this will not be acceptable in the information age.
Failure to deliberately plan and follow a C2W strat egy
integrating all the pillars invites the |oss of information
superiority and defeat. Let us consider an exanple of the power
of integrated C2ZWinvol ving PSYOPS, mlitary deception, EW and

OPSEC. W return to WWVII.

As 1943 becane 1944 in the European Theater of QOperations,
Germany antici pated a cross-channel invasion of France. The
| ocation and date of the planned Overlord | andi ngs were the OPSEC
jewel to be protected, yet the Germans had the ability to gather
i nformati on about the burgeoning Allied invasion force and its
preparations. Deception was called for in order to hide the rea

oper ati onal objective--Nornmandy.
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The actual effort conbi ned PSYOPS and decepti on and was
carried on, in part, through EW Several deception plans
(Bodyguard, Quicksilver, and Fortitude) painted a portrait that
an invasion arny under General George S. Patton was formng in
sout heastern Engl and opposite the nost likely invasion site of
Pas de Calais. The location of the force opposite the Pas de
Calais (the closest point in France across the English channel)
seened logical. Further, as in the German view Patton was the
i kely conmander, the deception story had nerit. An entirely
fictious First US. Arny Goup of nore than fifty divisions,
portrayed through false radio traffic, conpleted the 'believable
picture. Patton hinself--never w thout |uster--nmade visible
publ i c appearances and was often in the press, and was therefore
"seen" to command an arny that did not exist. >’

The sum effect was operational surprise. The initial
| andi ngs at Normandy were considered by the Germans to be a
feint. German operational reserves were held back awaiting
Patton's 'real' landing at Pas de Calais.>® The successful

deception confused the Axis for several weeks; as a result

operational and tactical surprise were achieved in Normandy.

The whol e of C2W exceeds the sum of each of the parts.

Integrating the pillars of C2Wis how to wage successful C2W

57 Ant hony Cave Brown, Bodyguard of Lies, (New York: Harper and Row,
1975), 1. 511, 2: 532-536.

58 John Keegan, The Second World War, (New York: Penguin Books, 1989), 373-
378. Also, LeHockey, Military Deception, 52-58.
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Having laid out the pillars of C2Windi vidually and collectively,
di scussed their nature, and highlighted the criticality of CWin
achieving information superiority, we will next exam ne a case
study. The purpose of our study wll be to analyze through

hi storical exanple the effect of the integrated pillars of C2W

In Chapter Three, we will examne C2Win QOperation Desert Storm

37



CHAPTER THREE

...in Desert Storm knowledge cane to rival weapons and tactics in inportance,
giving credence to the notion that an eneny m ght be brought to his knees
principally through destruction and disruption of the means for comrand and
control .

Al an D. Canpen, The First Information War>®

Operation Desert Storm and C2W

Mlitarily, Operation Desert Stormwas a rout for the US and
its coalition allies. The first mgjor mlitary conflict after
the end of the Cold War, Qperation Desert Storm has been
variously characterized as "w thout precedent in the annals of

war fare, "6 "

i nconsequential, even slightly ridiculous... a
footnote, a conflict as distant as the Boxer Rebellion of

1900, "% and "hol |l ow'.% Disputes over the character of the
victory aside, what is indisputable is that the fourth | argest
arnmy in the world was smashed in just six weeks and that US and
coalition casualties were remarkably low ® Iraqi forces,
despite their battle hardening in the Iran-lrag War, were no
match for the U S. led whirlwind. Wy? Part of the answer my
be found in the U S. use of a strategy of C2Wto decapitate the

| ragi war machi ne.

59 Al an D. Canpen, "lIntroduction,” in The First Information War, x.

60 M chael R Gordon and CGeneral Bernard E. Trainor, The General®s War: The
Inside Story of the Conflict in the Gulf (Boston, MA: Little, Brown and
Conpany, 1995), x.

61 Ri ck Atkinson, Crusade: The Untold Story of the Persian Gulf War
(Boston, MA: Houghton Mfflin Co., 1993), 4-5.

62 Jeffrey Record, Hollow Victory: A Contrary View of the Gulf War
(Washington DC. Brassey's (US), Inc., 1993), 1

63 Conduct of the Persian Gulf War: Final Report to Congress, (Washington
DC. Departnent of Defense, April 1992), xiii.
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In Desert Storm C2Wwas a rousi ng success and a key factor
in the swft nature of the Coalition's triunph. This chapter wl|
| ook at and anal yze Operation Desert Stormfroma C2W st andpoi nt.
The intent is to denonstrate C2Ws «criticality in the rout of
the Iragis, and through specific historical exanple, confirm
C2W's value as a mlitary strategy. Operation Desert Stormis
chosen as the exanple because it is, inny view, the first war of
the information age.

Alan D. Canpen, editor of a collection of essays concerning
communi cations, conputers, and intelligence systens in ODS, first
proposed that the outcone of ODS, "turned as nmuch on superi or
know edge as it did upon performance of people and weapons."®
This contention supports the position taken earlier in this work,
nanmely that the collision of information age technol ogi es and the
anci ent quest for information superiority have produced a
dramati c new way to wage war. Using advanced technol ogi es--and
the pillars of C2W-Coalition Forces created an infornmationa
differential that was the key to rapid victory. U S. Air Force
Col onel Edward Mann does not disagree. Citing the increased
rel evance of the struggle to dom nate the eneny in terns of
i nformati on and know edge in nodern warfighting, he unequivocally
l[inks ODS with information warfare. Using Tofflerian terns, he

credits "the overwhel m ng defeat” of Iraq to the fact that

64 Al an D. Canpen, "Preface", in The First Information War, vii.
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"Saddam Hussein's industrial-era arned forces ran up agai nst a
post-industrial [that is, information age] mlitary whirlw nd."®
Qur central thesis of this work is that wagi ng successful
information war is how wars will be won in the future and that
Wi nning the C2Wbattle is howmlitary forces wage successf ul
information war. This said, let us nowreturn to CWin ODS. W
wll begin with an overview of strategic planning as Desert
Shield transitioned to Desert Storm
Operation Desert Storm: The Plan
Once the decision to intervene in the crisis was taken, the
US National Command Authority (NCA) recogni zed the potential need
to forcibly dislodge the Iraqgis fromKuwait. Accordingly,
Ceneral H. Norman Schwar zkopf USA, Commander-in-Chief (CINC), US
Central Command (CENTCOM), was tasked by the NCA to devel op an
of fensive strategy. On 25 August 1990, General Schwar zkopf
briefed the President, the Secretary of Defense, and the Chairman
of the JCS on a four-phase canpai gn designed to provide a
multiple axis, coordinated air, ground and naval canpaign. °®
Phase | was a strategic air canpaign against Iraq. Phase |
attacked lraqi air forces in Kuwait. Phase Ill changed the
target to Iraqi ground conmbat units (specifically the elite
Republican Guard) with a design of attriting eneny ground conbat

power and isolating the Kuwaiti battlefield. Finally, Phase IV

65 Edward Mann, "Desert Storm The First Information War?", Airpower
Journal, Vol. 8, No. 4 (Wnter 1994): 5.

66 The Conduct of the Persian Gulf War: Final Report to Congress, 66
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was a ground offensive to expel Iraqi forces fromthe physica
[imts of Kuwait. These phases were to remain essentially the
sane throughout the conduct of the Gulf War, m nor semantic
changes not withstanding.® It was a blueprint for victory, a
cogent way of organizing Coalition effort.

On the surface, Schwarzkopf's four phases were not
revolutionary. Strategic air canpaigns, the intial phase, were
fought during World War |1 and continued on after as a hall mark
of Cold War pl anning; enbodied, of course, in the US. Strategic
Air Command. The m ddle two phases, gaining air superiority and
attriting the eneny's ground forces, also were not departures.
They are traditional neasures taken prior to any ground canpai gn-
-Schwar zkopf's fourth phase. To understand how C2W was
integrated with ODS strategy, we nmust peer inside Ceneral
Schwar zkopf's intent.

Commander®s Intent and C2W

At the sanme 25 August briefing, General Schwarzkopf
presented his intent for the offensive canpaign. It included
what we now call C2Wconcepts as integral to his

schene, as noted in bold [enphasis added]:
"W will offset the inbalance of ground conmbat power by

usi ng our strength against his weakness. Initially, execute
deception operations to focus his attention on defense and
cause incorrect organization of forces. W will initially

attack into the Iraqi honel and using air power to decapitate
his leadership, command and control and elimnate his
ability to reinforce Iragi forces in Kuwait and southern

67 For exanple, phase Il becane 'Air Suprenacy in the KTO (Kuwaiti Theater

of Operations)" while phase Il becanme 'Battlefield Preparation.' See The
Conduct of the Persian Gulf War: Final Report to Congress, 68-69 (inset).
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lrag. We will then gain undisputed air superiority over
Kuwait so that we can subsequently and sel ectively attack
Iragi ground forces with air power in order to reduce his
conbat power and destroy reinforcing units. Finally, we
will fix lraqi forces in place by feints and limited
objective attacks foll owed by an arnored force penetration
and exploitation to seize key |lines of comrunication nodes,
which we will put us in a position to interdict re-supply
and remaining reinforcenents fromlrag and elimnate forces
in Kuwait."®®

C2W concepts are prom nent in Schwarzkopf's intent. The
mlitary deception and C2W physi cal destruction pillars of CW
| eap fromthe page. The inclusion of decapitation of |eadership
and C2 systens as goals intrinsically enbrace C2W C2Wpillars
were to be used to shape the battlefield environnent in a
deci sive way; fromthis would cone information superiority.

Information Superiority in ODS

In JV 2010 ternms, General Schwarzkopf was seeking
information superiority. As further proof, consider this

uncl assified extract fromhis operations order:
"(u) The basic targets are...the eneny's conmand and contr ol
capability and all supporting information. |In broad terns
t hese include the equi pnent, people perceptions, functions
and processes which facilitate the enemy commander-®s

decision making and control of forces. [enphasis added]"®°

Schwar zkopf's intent was realized and the Coalition attained

information superiority in ODS. Coalition planners benefited

fromremarkably clear pictures of the eneny's dispositions,

68 The Conduct of the Persian Gulf War: Final Report to Congress, 66

(inset).

69 Headquarters, U S. Central Command, Riyadh, Saudi Arabia, Paragraph 1
(Situation), Appendix 4 (C3CM), Annex C (Operations) to Operation Desert
Storm, 16 Decenber 1991: C-4-3. The Desert Storm Operations Order has not
been decl assified, however certain aspects of it, as above, were never
classified.
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gai ned nostly through dom nance of both the air (enabling
platforns |ike JSTARS and AWACS to perform as well as photo-
reconnai ssance assets) and the el ectromagnetic spectrum
Contrastingly, no Iraqi aircraft ever overflew U S. forces.
Further, successful EWprevented Saddam s ears from conpensati ng
for the blindness of his eyes. U S satellite systens, aided by
the desert conditions, produced exceptional imagery throughout
the conflict. Divination and analysis of lraqi intentions,
especially at the strategic |evel, experienced difficulty due the
| ack of human intelligence sources, however the Coalition
general |y knew where the eneny was in excellent detail.’

Coalition attacks on Iraqi C2 using both hard-kill and soft-
kill nmeans further w dened the information gap. Wat Iraq
sensors perceived could not always get through to the deci sion-
makers for analysis and decision; transm ssion to shooters was
i kew se degraded. What the sensors percieved--those sensors
| eft operating--was often false,
|l eading to an incorrect estimate of the situation and bad
decisions. The resulting asymetrical battl espace
awareness |l ed to decisive defeat for Iraq.

How deci sive? Beside the blinding rapidity of the 100-hour
ground canpai gn, Coalition casualties were remarkably | ow.

Stephen Biddle tells us:

70 Angel o Codevilla, Informing Statecraft: Intelligence for a New Century
(New York: The Free Press, A Division of Macmllan, Inc., 1992), 275-282.
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"I'n l ess than six weeks, 795,000 Coalition troops destroyed
a defending Iraqgi army of hundreds of thousands, |osing only
240 attackers. This loss rate of fewer then one fatality
per 3,000 soldiers was |ess then one tenth of the Israeli's’
loss rate in either the 1967 Si x-Day War or the Bekaa Vall ey
canpaign in 1982, less then one twentieth of the Germans' in
their blitzkrieg against Poland or France in 1939-40, and
about one one-thousandth of the U.S. Marines' in the

i nvasi on of Tarawa in 1943.""

In short, by the neasure of cost as conpared to scale, the
@ul f War was anongst the nost lopsided in history. This occurred
despite the survival of lraqi arnmor in significant nunbers prior

2

to the start of the ground war.’® Opinions and observations over

& Stephen Biddle, "Victory M sunderstood,” International Security, Vol.
21, No. 2 (Fall 1996), 142.

2 The @ul f War Ai rpower Survey states that about 2,000 Iraqi tanks and
2,100 ot her arnored vehicles survived the air canpaign and were potentially
able to resist the Coalition ground attack of 24 February. Attrition rates
varied by units, averaging 48%in tanks, 30%in APCs and artillery to about
60% Some units were 100% attrited. (Eliot A Cohen and others, The Gulf War
Airpower Survey, 5 Vols., (Washington, DC. Ofice of the Secretary of the Air
Force, GPO 1993), 2: 170, 214, 218-219). Biddle cites these nunbers
("Victory M sunderstood”, 149), as well as pointing out that even a
conservative estimate of a 1200 Iraqi tanks represents nore tanks then
possessed by the entire Israeli arny in 1967. ("Victory M sunderstood", 152).
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the quality of the Iraqi forces and conmanders aside, ® there is
a direct linkage between the stunning success and the enpl oynent
of C2Wconcepts to gain information superiority.

Let us now turn nore specifically to how C2W concepts
contributed to the rapid decision and one-side victory over lraq.
The next section offers the historical evidence.

C2W in ODS

The objective of this section is tw-fold: 1) to denonstrate
the operational lethality of integrated CW and 2) to
denonstrate that the successful execution of C2W strat egy--
| eading to informati on superiority--was a primary reason for the
Coalition's speedy and | opsided victory over Iraq.

To denonstrate the above, only selected exanples wll be
di scussed. The interwoven pillars of C2Wwere in harness
continuously throughout the Gulf War’®, and it is beyond the
scope of this work to catalog themall. Therefore, to
denonstrate ny points, | have chosen two maj or exanpl es of
decisive C2Win ODS. The first is physical: the "anti-head and
"anti-neck' strategic air canpaign. The second is noral: the
el aborate mlitary deception canpaign that conpletely nystified

the Iragis as to where the Coalition |land forces would strike.

3 Biddle attributes the lopsided victory in the Gulf to a "synergistic

i nteraction between a major skill inbalance and new technol ogy." ("Victory
M sunder st ood", 149) | do not disagree, however the coalition's information
superiority, created in part by superior technol ogy enpl oyed in accordance
with C2Wconcepts, nust be included in any accounting of skill differential.
A blind boxer is not as effective as a sighted one, and Biddl e neglects this
point in his recounting of Iraqgi deficiencies.

4 This despite the CENTCOM Qperations Order spreading "C2W direction over
four separate annexes and six different appendi xes. See the bibliography.
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The first exanple attacked the brain and nervous system of the
| raqi war machine, the second dizzily spun its attention about,
causing it to be off-balance and nmal oriented--ripe for the
knockout punch. Their interaction was decisive. W wll begin
with the strategic air canpaign

Douhet®s Dream Refined: Airpower in ODS

No di scussion of ODS would be conplete if it did not
recogni ze the dramatic effect of Coalition airpower. A world-
wi de audi ence sat entranced in front of their televisions as the
first bonbs fell on Baghdad just before 3 a.m local tinme on 17
January 1991. Desert Storm had begun.

The initial airstrikes were part of a dedicated canpaign to
"silence Saddam -- to destroy his ability to command the forces

"7  Code naned "Instant Thunder", the

arrayed agai nst ours.
strategic air canpaign's first objective was to "isolate and
incapacitate the lraqi regine" by attacking its | eadership
command facilities, electrical production infrastructure,

6 It was the brainchild of

t el ecomuni cations, and C3 systens. '’
Air Force Col onel John Warden and his ' Checkmate' planning staff.
| nst ant Thunder

was based upon Warden's vision of the eneny as a system of

S H. Norman Schwarzkopf with Peter Petre, General H. Norman Schwarzkopf:

The Autobiography: It Doesn®"t Take a Hero (New York: Bantam Books, 1992), 318-
319.
76 The Conduct of the Persian Gulf War: Final Report to Congress, 96-97
Also WIlianson Miurray, Air War in the Persian Gulf (Baltinore, MD. The
Nautical & Aviation Publishing Conpany of America, 1995), 101.
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five rings. The center ring in his vision is the | eadership of
the eneny--the center of gravity to be attacked with airpower.’’

Forty-five 'Leadership command facilities' were in Baghdad
al one, with others scattered throughout the country. The desired
end-state was the fragnentation, disruption and degradation of
the eneny's decision process.’® Targets struck the first night,
in denonstration of their inportance, included the Baghdad
I nternati onal Tel ephone Exchange (dubbed the AT&T building), the
Presidenti al Pal ace conmand center and bunker, the Mnistries of
Defense, Intelligence and Propaganda, as well as the headquarters
of the Iragi Air Force, Secret Police, Republican Guard, Baath
party, and National Air Defense.’®

The strategic air canpaign was nothing |l ess then a dedi cated
attack on the central nervous systemof Irag.® It was QW
physi cal destruction enployed at both the head of the eneny, but
also at its 'neck'; that is to say, its ability to receive
information and transmt direction. Oher pillars of CCWwere
enpl oyed--especially EW-at the tactics, techniques, and

procedures level. A US. Arny attack helicopter raid on Iraq

& CGordon and Trai nor, The General®s War, 79-94. Al so John A Warden, "The

Eneny as a Systent Airpower Journal, Vol. 9, no. 1 (Spring 1995): 40-55, and
Richard T. Reynolds, Heart of the Storm: The Genesis of the Air Campaign
Against Iraq, 2 vols. (Maxwell Air Force Base, AL: Air University Press,
1995).

8 The Conduct of the Persian Gulf War: Final Report to Congress, 96-97

[ Janes P. Coyne, Airpower in the Gulf (Arlington, VA Air Force

Associ ation, 1992), 3-11.

80 Herman L. G lster, "Desert Storm Wr, Tinme, and Substitution

Revi sited," Airpower Journal, Vol. 10, No. 1 (Spring 1996): 89. G lster cites
Cohen and ot hers, The Gulf War Airpower Survey, 2: 274-290.
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air warning radars on the first night of the war, credited wth
"cutting the keyhole" for the air canpaign, is an exanple of C2W
ai med at sensors. 8!

The destruction of the Iraqi Air defense system ('Kari' or
| raq backwards in French) is an exanple of C2Wdestroying the
eneny's capabilities fromthe inside out. By breaking the
connections between air defense sites, the entire system was
burdened. The strike at the central node was designed to
paral yze the overl oaded system by incapacitating the decision-
maker at the nonment of greatest need. The result was an
i neffective and uncoordinated air defense effort, and ultimtely,
the surrender of the contest for air superiority before it had
begun. &2

Sonme debate |ingers over whether Instant Thunder was fully
effective. The U S. Ar Force Institute believes it was, and
that it effectively cut Saddamoff fromhis forces, blinded him

to Coalition noves, and silenced himfrom providing active

81 At ki nson, Crusade, 17-19, 31-33

82 Wl lianson Murray, Air War in the Persian Gulf 103-104. Also Alan D.
Canpen, "lIraqgi Command and Control: The Information Differential", in The
First Information War, 176.
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strategi c, operational or tactical direction.® Dr. Herman
G lster believes the inpact was questionable, noting that
al though Iragi C2 was degraded, the dedicated air attacks did not
succeed in either toppling the reginme or conpletely severing
communi cation with forces inside the KTQ 8 This critiscm nisses
the point, for neither was an objective of the canpaign. The
real objective was to degrade--not destroy--the eneny's decision
| oop, thus allowng the Coalition to "OCDA" faster then the
lraqgis.

Per haps the best proof may cone fromthe Iragis thensel ves.
At the Safwan cease fire talks at the end of the ground war,
I ragi generals were shocked at the amount of POAs taken and at
the extent of the territory captured.® Their surprise does not
suggest an accurate understanding of the situation. Al an D
Canpen cites Ilraqi POM revealing that "...intelligence officers
used Radi o Saudi Arabia...and the Voice of Anerica as sources to
bri ef Commanders."® In the final neasure, the nunerous instances
of uncoordinated and ineffective lraqgi mlitary efforts at |levels
from highest to | owest, speak el oquently about the decisive

success of the C2Wattack on the head and neck of Iraq.

83 US. Ar Force Institute, "The Institute Responds,"” in Martin van

Creval d and others, Air Power and Maneuver Warfare (Maxwell Air Force Base,
AL: Air University Press, 1994), 229-230.

84 Glster,"Desert Storm War, Tinme, and Substitution Revisited": 89.

85 At ki nson, Crusade, 8. Al so Schwarzkopf, Autobiography: 488-489.

86 Canpen, "lraqi C2: The Information Differential”™, in The First

Information War, 172.
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Italian air power theorist Gulio Douhet dreanmed of fleets
of bonbers attacking eneny popul ati on centers, governnent, and
industry. Sailing over the horrors of the trenches, airpower
woul d be the decisive armof warfare.?’

In Desert Storm through the targeting phil osophy of C2W his
dream may have been finally vindicated. "8 This explains the U.S.
Air Force's enbrace of Information Warfare as a Revolution in
Mlitary Affairs, as their ODS experience attacking the CW
target set validates their service ethic, derived from Douhet and
Mtchell, concerning the primcy and decisive character of

ai r power.

In the first exanple, we have discussed the physical
destructiveness of C2W The Air Force is justifiably proud of
their performance in ODS, yet C2W enconpasses nore then C2W
physi cal destruction. Next we wll review a decisive
exanpl e of C2Ws noral aspect.

Tricking the Devil: Military Deception in ODS

As shown earlier in this chapter, Schwarzkopf's intent
statenent called for deception to "focus his attention on defense
and cause incorrect organization of forces."8 \Wat Cl NCENT

want ed was Saddam Hussein's incorrect estimate of the situation

87 Davi d Macl saac, "Voices Fromthe Central Blue: The Airpower Theorists,"

i n Makers of Modern Strategy: Machiavelli to the Nuclear Age, Peter Paret,
ed. (Princeton, NJ: Princeton University Press, 1986), 626.

88 John F. Jones, Jr., "Gulio Douhet Vindicated: Desert Storm 1991," Naval
War College Review, Vol. XLV, No. 4 (Autum 1992), 97-101.

89 The Conduct of the Persian Gulf War: Final Report to Congress, 66
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as it pertained to Coalition ground attack options. |f achieved,
t he subsequent Iraqi force disposition plan woul d expose Saddam s
flank to the I eft hook of the ground canpai gn. Schwarzkopf
needed to focus Saddam s attention away fromthe west. The
danger was real; if the repositioning of the U S. XVIII Airborne
and VIl Corps--over 100,000 thousand troops and 1,200 tanks an
average di stance of 200 mles--was to be observed, the planned
ground schene of maneuver woul d be conprom sed and operationa
surprise lost. A properly executed deception plan would nmake
Saddam | ook in the wong direction--away from where the hook
woul d be | aunched--and position his defense accordingly. From
this need cane a plan that integrated all the pillars of C2Win

t he service

of decepti on.

The deception effort was nulti-faceted. In the Persian
@ul f, a series of large, well-publicized, anphibious exercises
entitled 'Sea Soldier (I-1V)" and 'Inm nent Thunder' showed
Saddam Hussein a creditable threat on his eastern fl ank.
| nvol vi ng over twenty-one thousand Marines and sail ors enbarked
in forty anphi bious ships, it was the |argest anphibious force
af | oat post-lnchon. Aiding the cause, Newsweek magazi ne
dedi cated a feature article to a planned anphi bi ous invasion in
the niddl e of February.® U.S. Navy SEALS conducted beach

reconnai ssance in Kuwait and got into firefights with Iraq

90 Tom Post, with John Barry and Douglas Waller, "To The Shores of Kuwait",
Newsweek, Vol . 117, No. 6, February 11, 1991, 28-29.
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coastal defenders.® Also, air and surface battlefield
preparatory fires remained concentrated in the KTO until just
prior to 24 February.

Al this activity could not be ignored and Saddam di d not
ignore it. H's focus stayed to the east and to the coast,
including the "shifting of several divisions and hundreds of
heavy guns to reinforce Kuwaiti beaches."% Somewhere between 8
to 11 divisions stayed oriented on the coast, their attention
fixed in the wong direction.

The anphi bi ous deception | ooked real because for a while it
was real. M chael Gordon and Bernard Trainor have classified it
"deception by default" because it was not until early February,
1991 that the real anphibious option was disnissed.® This
characterization may be harsh. It is |ikely Schwarzkopf retained
an anphi bi ous option for any of a conbination of practical,
political, and deceptive purposes. However, the truthful aspect
of the anphi bi ous option--springing fromwhatever source--speaks
to PSYOPS, and the conbination of PSYOPS with deception, even
deception by default, proved very effective.

Ashore, in the blank spaces of the Iragi's attention, XVIII
Airborne and VII Corps were neanwhile noving west into their
eventual attack positions. A Potenkin Village built

el ectronically through false radio traffic, electronic em ssions,

91 At ki nson, Crusade, 369-370.

92 At ki nson, Crusade, 169-173.

93 CGordon and Trai nor, The General®s War, 294.
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and run by a small force at Forward Qperating Base Wasel,
signaled the fal se presence of both Corps due south of Kuwait.
Conmput ers routed nessages, | oudspeakers offered sound recordings,
snoke generators made dust clouds. The nessage for the Iraqis
was that the Coalition intended an attack into Kuwait fromthe
South. % Stringent OPSEC protected the real plan, despite a
publ i shed Newsweek projection of the |ikely ground war that
depi cted the actual ground schene of maneuver wi th astoni shing
veracity.®

I n support of the deception plan, XVIII Airborne Corps
feinted in divisional strength into the likely attack avenue of
the Wadi al Batin, nmade contact and took casualties before
w thdrawi ng. The fixing attack, paid for in blood, supported the
overall ruse that the Coalition was com ng straight into the
Saddam Line in southern Kuwait. The attack was credi bl e because
of the casualties; the Iragis perceived it as a probing attack

for the expected main thrust. As a result, four lraqi Divisions

94 Thomas M Huber, "Deception: Deceiving the Enemy in Operation Desert
Storm" in Combined Arms Battle Since 1939, Roger J. Spiller, ed., (Fort
Leavenworth, KS: U S. Arnmy Conmand and General Staff College Press, 1992), 59-
65.

95 Charl es Lane, and others, "The Killing G ound", Newsweek, Vol. 117, No.
4, January 28, 1991, 28-31.
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were re-positioned to block the Wadi.% The deception was
successful as "false sensing" led to shifted forces.

The conbi ned effect of the deception effort was to render
the Iragi offense off-balance and poorly positioned. PSYOPS, EW
OPSEC, and C2W physi cal destruction conbined to nmake the
deception believable and effective. When the left hook | aunched,
t he boxer was | ooking the wong way and his guard was down. QC2W
mat eri ally enhanced the effect of the blow The arnored fist was
a first round haynmaker because the eneny never saw it com ng.

C2W in ODS: Decisive

In ODS, the Coalition's information superiority gained
t hrough successful C2Wwas decisive. The lraqgis were rendered
of f - bal ance and susceptible to dranatic defeat. The conduct of
the cul mnating ground canpai gn was not a fair fight, nor were
the preceding three phases. Fromthe very begi nning, C2W
concepts animated Coal ition planning and execution. The C2W
target set, attacked as a first priority with both hard kill and
soft kill means, caused an information differential between the
adversaries that could not be overcone. The C2W str at egy,
supported by superior technol ogi es, |eadership, and soldiery
operating under an unbrella of information superiority, produced
the nost |opsided victory in nodern history. At the operationa
and tactical level, it is a nodel of successful warfare in the

i nformati on age.

96 At ki nson, Crusade, 332-333. Also Robert H. Scal es and others, Certain
Victory: The United States Army in the Gulf War (Washington, DC. Ofice of the
Chief of Staff of the United States Arny, 1993), 200-207.
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CHAPTER FOUR

What to Make of All of This

Building on the three previous chapters, four main points
thrust thensel ves forward. These points are: 1) The new
batt| espace; 2) The inpetus to change; 3) The prize; and 4) The
key to victory. Each point builds on the previous one and
conbines into a single argunent for war is a seam ess web. All
serve the jealous mstress of victory. W wll address each in
turn, beginning with the new battl espace.

The New Battlespace

The arrival of the information age is irreversible.
I nformati on age trends--increased sensor output and capability,
speed of transm ssion, stress on the Napol eonic staff nodel, and
dependency on information systens to wage war--wi Il continue
their sine wave clinb. New capabilities will rise fromtrough to
the wave top to achieve the potential of new technol ogies. The
adverse inpacts of the information age on mlitary operations
will be negated. A way will be found to prevent overwhel m ng the
deci si on process through volune, hierarchies will flatten to nore
efficiently share information. Real tinme awareness wll be
i ncreasingly avail abl e.

Al the above trends are underway now. W wll enbrace them
or suffer the consequences. Information has becone a fifth
di nension, taking its place along earth, sea, sky, and tine. As
we enbrace its possibilities, we will not be able to avoid our

i ncreasi ng dependence--and therefore vulnerabilty--on information
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systens and 'systemof-systens’ to wage war. Fromthis
dependence flows the first point: the battl espace of the
information age will be information systens and the mlitary

information path of 'sensor to decision-maker to shooter.' The
struggle in this new battlespace will be to protect one's own
informati on systens and path while attacking the eneny's. W
will have to continue to change to win this struggle. The reason
to do so is our next point.

The Impetus to Change

The i npetus to change is sinple. Operation Desert Storm
poi nts out the one-sided outcone of the mlitary collision
bet ween industrial age forces and those with infornmation age
technol ogies in harness. The inpetus to change therefore is the
opportunity to gain asymetric real-tine situational awareness,
or sinply, information superiority. Failure to do so is
dangerous folly and invites defeat in ODS-Iike magnitude. "Adapt
or die" is Darwinian truth in any survival situation. This
truth resonates on battlefields through history and applies
fully as the information age arrives.

The author of Joint Vision 2010 intrinsically
understands this, and for this reason the vision's epistenol ogy
begins with information superiority. Information superiority is
correctly the enabling architecture for JV 2010's princi pal
concepts. Wthout the foundation stone of information
superiority, dom nant nmaneuver, precision engagenent, full-

di mension protection and focused | ogistics are not attai nable.
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JV 2010 seeks the extra-sensory advantage of the sighted
boxer over a blind opponent. Cursing not the darkness, JV 2010
relies on the candle of information superiority to reveal the
true prize. That prize, flowng frominformation superiority, is
addressed in our next section.

The Prize

The prize accruing from possession of information
superiority is the ability to influence the eneny conmander's
deci sion | oop while maintaining the sanctity of our own. \Wen
achi eved, the eneny conmmander sees only what we wish himto see,
and further cannot distinguish between what is real and unreal.
Hi s decisions therefore are adversely inpacted and intrinsically
faulty. Bad decisions flow from bad data and/or inconplete
informati on. The eneny commander unconsci ously adopts a false
situational awareness. This false awareness deserts him
faithl essly when friendly forces inpose reality at a tinme and
pl ace of
our choosing. At that juncture, the gane is |ost.

When the prize of information superiority is achieved, the
eneny commander is transformed by his own decisions into an
obl i gi ng opponent. H's m stakes support our plans. H s degraded
systens further exacerbate his inefficiency. H s efforts in
opposition to our will |ose focus and cohesion. At a very
m nimum his decision |loop is slower than ours, granting us

advant age.
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G ven the new battl espace of the information age, the
i npetus to enbrace the changes needed to be successful on that
battl espace, and the prize of information superiority, what is
the key to achieving this vision? The answer is found in the
next section.

The Key to Victory

The key to victory is the adoption of the strategy and
target set that is Conmand and Control Warfare. Successful C2W
is howmlitary forces gain information superiority in the
information age. Achieving this posits successful information
war and information war is how wars wll be won in the future.

Achi eving information superiority will be a mandatory
precursor to victory in the information age. As margins of error
will consistently continue to shrink opposite the growh of
technol ogi cal capabilities, the danger of 'second-place
situational awareness and decision |oops is precipitous.
Operation Desert Stormreveal ed just how steep that precipice can
be. Saddam Hussei n--consi dered an i ndustrial age power--faced
only the enbryonic avatar of a truly information age force and
was dramatical ly routed.

Joint Vision 2010 is the road map to that information
age force. To realize JV 2010, a concurrent enbrace of C2W nust
al so occur. This enbrace is needed to give JV 2010 an organi zi ng
focus and strategy to illumnate its trek into the future. To be
effective at the operational level of warfare, C2W nust enconpass

nore than its strategic dinension, a dinmension that has dom nated
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nmost of the discussion to date. Several specific recommendations
along this line foll ow bel ow.

First, C2Wnust be seen as a discrete operational strategy,
one that is superior to the sumof its parts. Appreciation of
i ndi vidual pillars and a haphazard approach to their conbination
(e.g., "deception by default”) will not neet the standards of the
new battl espace. C2W gui dance spread out over four annexes and
vari ous appendi xes, as was the case in CENTCOM s ODS operations
order, does not fully provide the full potential of C2Wpillars
wel ded into a decisive whole. C2Wnust be an up-front,
integrated strategy that flows snmoothly from Commander's i ntent
t hrough execution. Mral and physical expressions of C2W nust be
enployed in harnmony. |In this strategy, all the pillars nust
be fully integrated in order to achi eve synergy.

Second, to achieve this end, an adaptation of how we plan
operations is recommended. C2W nust be viewed as a distinct
battlefield function, nuch as maneuver, shaping, support, and
force protection are viewed today. Further, C2ZW nust be seen as
co-equal to these functions and conpletely integrated in the
future planning process. This entails establishing a proponent
for C2ZWin each planning cell, responsible for integrating C2W
concepts and target sets throughout the envisioned actions of the
force.

Currently, C2Wconsiderations are nore often than not a
subset of 'shaping', although its interplay with force

protection, support, and maneuver are readily apparent. Any
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subordi nati on of C2Wto ot her functional concepts fundanmentally
msses its inportance in the informati on age. The nature of the
informati on age battl espace demands--at a very mni num-the

el evation of C2Was a functional proponent on par with the

exi sting proponents. Further, given the baseline requirenment to
gain information superiority--and the dramatic results when it is
not achi eved--C2Warguably is the |ead concept. This step is

al so consistent with JV 2010's view of information superiority as
t he key enabling concept.

Absent C2W shaping reverts nore to traditional roles,
oriented on the eneny's neans, position in the battl espace,
| ogi stics, and ot her physical expression of his power. Shaping
wll serve C2W (and the other proponency concepts), anal ogous to
the way C2W physical destruction serves the other pillars of CW
I ntegrating and conbining still occur in the name of generating
synergy.

Last, C2Wnust continue its novenent into the realmof the
operational art. It can not remain solely at the strategic |evel
where its 'science fiction' reputation causes many to mss its
cogency and powerful effect for the information age. C2W-as a
war fi ghting approach--is central to successful warfighting in the
information age and is thus of practical interest to the
operational warfighter. This paper (as an open goal) hopes to
facilitate the understandi ng and acceptance of C2W by

war fi ghters.
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Miles to Go Before 1 Sleep

Just as a raging torrent wll cut new and unexpected
channels for the riverbed, so does the application of C2Wto the
operational art raise nore questions then answers. Unanswered
i ssues yet to be explored include how CCWw Il apply in the
likely Mlitary Operations G her Then War (MOOTW chal | enges of
the future. |If the center of gravity in MOOTWis the civil
popul ace, then C2Wis a superb vehicle to "win hearts and m nds."
Central to this observation is determning what is the mlitary's
proper role in C2Wained at a civil populace. Does the mlitary
| ead or follow civilian agencies such as the Departnent of State?
What of international organizations and non-gover nnenta
organi zati ons such as the Red Cross? Can war be 'conducted' by
civil agencies? What are the legal ramfications of the non-
consensual co-opting of the nedia to serve C2W? \Were does
propaganda, mlitary public affairs, and deterrence based upon
the noral aspects of C2Wseparate? Do they ever?

Rel ated to the above and yet unanswered are the |inks
bet ween C2W and recent ideas on the nerging |evels of war and the
concurrent expansion of the battlefield.® Effective C2Wat the
operational level likely will begin in peacetinme. Does waging
"information operations"--the doctrinal expression for CWin

peaceti me®®--blur the distinction between peace and war?  \What

o7 See Douglas A MacGregor, "Future Battle: The Merging Levels of War,"

Parameters, Vol. 22, No. 4 (Wnter 1992-93), 33-47.
98

1996.

Depart ment of Defense Directive 3600.1 "Information Operations,"” Dec
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can we nake of nerged | evels, expanded battlefields, and no clear
distinction of peace and war. Wat happens to our basic
understanding of war? |s the targeting of an adversary for
"peacetinme C2ZW an act of war? What then of the distinction
bet ween conbat ant and nonconbat ant ?

Organi zati ons change as the wave crest of mlitary
revol utions crash upon them The introduction of firearns caused
the transition frommass formations to those of |ine and col um.
So does the informati on age posit changes to the way we organi ze
for war. Already highlighted are the likely flattening of
hi erarchies. W nust ensure that our staff and force structures
adapt to information war and C2ZWi nstead of the reverse.
Gafting C2Wonto existing staff and command structures will in
time be inferior to those purpose-built to wage C2ZW The poi nt
is we nust fundanentally revi ew whether we are organi zed
correctly to wage C2Wto its full potential.

These are issues for future exploration, study and anal ysis;

they are illum native not exhaustive. This nuch we know. C2Wi s
how we wi |l achieve information superiority in the informtion
batt| espace at the operational and tactical levels of war. It is

the key to Joint Vision 2010. Enbracing it takes us one step
deeper into the dawning information age. It is a step we nust

t ake.
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