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ABSTRACT

This dissertation finds that the full implementation of the traditional security approaches
of prevention, deterrence and defense would not be effective at protecting the United States from
a catastrophic biological attack. The traditional approaches would not merely fail but would be
counterproductive. Most of the relevant literature — in both the policy and academic worlds —
urges the application of traditional strategies to combat the risk of catastrophic biological attack.

The traditional strategies are undercut by two broad changes in the strategic environment:
21% century biotechnologies and the emergence of serious non-state adversaries. This
dissertation proposes refinements to the traditional strategies of prevention, deterrence, and
defense. Prevention seeks to stop an adversary or a potential adversary from acquiring a
capability that could be used to decisive effect in an attack. Deterrence seeks to dissuade an
adversary from launching an attack by making it plain in advance that the costs would
significantly outweigh the benefits. Defense is protecting against an adversary’s attack so as to
minimize its effects.

Traditional prevention strategy should shift from emphasizing export controls and
inspections to norm-building. It should use international technical elites to build and enforce
norms. These strengthened norms would, in turn, strengthen existing prohibitions. Traditional
deterrence strategies should shift from post-attack retaliation to a declaratory strategy more
tailored to the biological threat, underscoring the risk of failure for a terrorist group and the
resulting exposure and destruction of their key operational assets.

Defense must strengthen both traditional defense and medical response. Traditional
defense of the homeland would be overwhelmed by the greater scale, speed and technical
complexity of a catastrophic biological attack. There would be a new requirement for strategic
decisions, as well as a need for federal supplements to state and local tactical and logistical
capabilities. The medical countermeasure strategy needs both substantive and structural
improvements. Substantively, it needs a continuum of activities seeking to exploit the defensive
potential of new technologies, even as adversaries may exploit their offensive potential. The
structure that would be most useful would be an international scientific exchange, where the
additional technical and fiscal contributions would likely speed needed progress.
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[T]he new American [born since 1900]—the child of
incalculable coal-power, chemical power, electric power,
and radiating energy, as well as of new forces yet
undetermined—must be a sort of God compared with any
former creation of nature. At the rate of progress since
1800, every American who lived into the year 2000 would
know how to control unlimited power.

--Henry Adams, 1918’

2 The phrase “new forces yet undetermined” used in the title of this dissertation is from Henry Adams, The
Education of Henry Adams: An Autobiography (Boston: Houghton Mifflin Company, 1918), page 496. Adams was
insightful, as always, but was certainly wrong at least in his view that Americans would uniquely wield this
“unlimited power.”



Chapter 1

Overview of the Dissertation

This dissertation assesses whether the full implementation of the traditional security
approaches of prevention, deterrence and defense could be effective at protecting the United
States from a catastrophic biological attack. Virtually all the relevant literature urges redoubled
efforts to implement traditional approaches, often generalizing from related but critically

different security challenges.

The dissertation finds that the traditional strategies would not work effectively in the case
of catastrophic biological attack and indeed would likely prove to be counterproductive. The
traditional strategies are undercut by two broad changes in the strategic environment: 21%
century biotechnologies and the emergence of serious non-state adversaries. The dissertation

proposes refinements to the traditional strategies.

The dissertation is organized by these traditional strategies — prevention, deterrence, and
defense. These are the three basic approaches that can be used to deal with any emerging threat
to security. Prevention seeks to stop an adversary or a potential adversary from acquiring a
capability that could be used to decisive effect in an attack. Deterrence seeks to dissuade an
adversary from launching an attack by making it plain in advance that the costs would
significantly outweigh the benefits. Defense is protecting against an adversary’s attack so as to

minimize its effects.



Significance of Question

Most writers on the issue of biodefense urge redoubled efforts to implement traditional
strategies, with more liberal analysts emphasizing traditional prevention strategies and more
realist analysts emphasizing traditional defense strategies. Liberals and realists are the traditional
protagonists in the study and practice of foreign policy. Liberals generally believe that conflict
grows out of misunderstanding and that cooperation often can find an outcome acceptable to all

parties. Realists generally believe that outcomes are determined by relative power.

In the case of catastrophic biological attack, liberal analysts tend to argue that a non-state
actor probably could not launch a catastrophic attack in the near future. They are troubled by
growing US government programs to strengthen defenses against a biological attack. They fear
the defensive programs will increase the risk of a biological attack because the programs will
weaken non-proliferation norms, fuel defensive arms races and make the pathogens easier to
obtain by proliferating them through many more government laboratories. They instead urge the
implementation of prevention strategies with inspections and export controls similar to those

used in various existing arms control regimes.’

? For example, Benjamin Friedman, “Homeland Security,” Foreign Policy, No. 149 (Jul — Aug, 2005) pages 22-29;
Milton Leitenberg, “Assessing the Biological Weapons and Bioterrorism Threat,” Strategic Studies Institute, US
Army War College, August 2005; Hillel W. Cohen, Robert M. Gould and Victor W. Sidel, “The Pitfalls of
Bioterrorism Preparedness: the Anthrax and Smallpox Experiences,” American Journal of Public Health, 2004
October; 94(10): 1667-1671. Elisa D. Harris, “Bioweapons Treaty: Still a Good Idea,” Christian Science Monitor,
dated 08/24/2001, Center for International and Security Studies at Maryland website
(http://www.cissm.umd.edu/papers/display accessed 2/14/2008). Andrew Lawler, “ Biosafety: Boston Weighs a
Ban on Biodefense Studies,” Science, 30 April 2004, Vol 304, no. 5671, 665. Even some realists appear to doubt
that a catastrophic attack is within at least the current capability of terrorist groups. See Barry R. Posen, “The
Struggle Against Terrorism: Grand Strategy, Strategy, and Tactics,” International Security, Volume 26, Number 3
(Winter 2001/02), pages 39-55; see page 41: “The ability to make chemical agents and biological poisons is more
widespread than ever, through turning the basic ingredients into useful weapons and delivering them effectively on a
large scale and thus far not proven easy for small clandestine groups.”




Realists fear a catastrophic attack by a non-state actor, pointing to the broad diffusion of
technologies needed to construct such a capability. They doubt the efficacy of prevention
strategies in light of this diffusion and hence urge strengthened defensive programs, believing
that effective defenses might deter an attack by reducing its benefits to an attacker. These
authors warn that hundreds of thousands of innocent civilians could be vulnerable in a
catastrophic biological attack. They are deeply troubled by the extent to which biodefense is
offense dominant, with the attacker being favored by a significant margin over the defender.*
Theorists have warned that offense dominance creates incentives for wars of preemption, arms
races and other destabilizing behaviors.” In short, both liberals and realists warn of dire
consequences, but have essentially completely different assessments of the core problem and the

most promising solution.

These two different assessments probably turn most fundamentally on another critical
insight — the fundamental role played by the spiral model or the deterrence model as an
explanation of basic cause and effect in international relations.® Spiral model effects can occur
when a state takes measures it judges necessary to strengthen its defenses. Other states, though,
often cannot distinguish between measures that have defensive as opposed to offensive effects.
These other states, confronted by measures that could be interpreted as offensive, in turn judge
that they must take measures to strengthen their defenses, continuing the spiral of military

preparations and sometimes leading to defensive arms races, miscalculation and war. This series

* For example, Richard Danzig, “Catastrophic Bioterrorism — What is to be Done?” Center for Technology and
National Security Policy. National Defense University. August 2003. Richard Danzig and Pamela B. Berkowsky,
“Why Should We Be Concerned About Biological Warfare?” in Joshua Lederberg, ed., Biological Weapons:
Limiting the Threat” (Cambridge, MA: The MIT Press, 1999).

SRobert Jervis, “Cooperation Under the Security Dilemma,” World Politics, Vol 30, No. 2. (Jan., 1978) , pp.167-
214.

® Jervis, “Cooperation under the Security Dilemma,” This phenomena is called the “security dilemma: many of the
means by which a state tries to increase its security decrease the security of others.”



of reasonable calculations by basically status quo powers can lead to conflicts that neither sought
and each would have avoided if their security fears could have been alleviated through more
benign means. In the biological case, the US defensive program may be interpreted by other
states to demonstrate US doubts that the non-proliferation norms will prevent a biological attack

and hence increase the doubts of other states.

Realists generally believe the dominant explanation of international relations is the
deterrence model. If states see a significant benefit and little risk from an attack, they may be
tempted to launch that attack. Hence, policy efforts must focus on reducing the benefit and
increasing the risks to a potential adversary. A core objective of this strategy must be deterring

potential adversaries through demonstrating strength and resolve.

This classic division between the concerns of the spiral model and the deterrence model
can be seen in liberal and realist explanations of the biodefense threat. Generally, there is an
unavoidable tension between avoiding spiral model effects and strengthening deterrence effects.
The spiral model and the deterrence model each are focused on their audiences of principal
concern. Generally, the audience is the same — other nation-states. An interesting and possibly
unique element of the catastrophic biological attack problem is that the audiences are different —
the principal sources of an attack are serious non-state adversaries, while the principal sources of
unhelpful spiral model effects are other status quo states. The posited peaceful tendencies of
status quo states are reinforced by the reality that the United States has a reasonably effective
deterrent against an overt state-launched catastrophic biological attack. The refinements to the
traditional strategies outlined here seek to exploit this dichotomy — complicating acquisition and
use by a non-state adversary, while working with other status quo states to strengthen the full

range of strategies against this shared threat.



Structure of Sections

Despite their many advocates, these traditional approaches of prevention, deterrence, and
defense generally have been poorly specified. This dissertation specifies these traditional
strategies. It outlines the enabling conditions that were necessary to make these approaches
work in the past. For both of these tasks, the dissertation uses historical case work, relying on an
analysis of political and institutional factors to help interpret the results of those cases. The
dissertation then considers the extent to which the enabling conditions are present today or
expected in the near-term in the biological area given two significant changes in independent
variables — 21* century biotechnologies and the rise of serious non-state adversaries. Where the
enabling conditions are not expected to be present, the dissertation recommends refinements to

repair the traditional strategy.

The dissertation is organized into three broad sections — prevention, deterrence, and
defense. Prevention seeks to stop an adversary or a potential adversary from acquiring a
capability that could be used to decisive effect in an attack. The prevention section has one
chapter on each of the four tools used in traditional prevention strategies: (1) export controls; (2)
peaceful use limitations; (3) norms, sanctions and benefits; and (4) prohibitions. Deterrence
seeks to dissuade an adversary from launching an attack by making it plain in advance that the
costs will significantly outweigh the benefits. The deterrence chapter demonstrates the weakness
of Cold War-style deterrence (post-attack retaliation) when applied to non-state actors and
proposes an alternative deterrence strategy tailored to catastrophic biological attack by a non-

state actor.



Defense is protecting against an adversary’s attack so as to minimize its effects. The
defense section has two parts. The first part, which consists of four chapters, outlines traditional
defense of the US homeland. It then assesses the extent to which these traditional defense
methods would be overwhelmed in any catastrophic terrorist attack because of the greater scale,
speed and technical complexity of such an attack. It focuses on the need for swift strategic
decisions in a catastrophic biological attack and develops proposed decision tools to enable
officials to make such decisions on the necessary timeline. The second part, which consists of
two chapters, discusses the medical elements unique to responding to a catastrophic biological

attack, particularly the medical countermeasure strategy and public health response.

In each of the sections, the dissertation finds that the application of traditional strategies
to the challenge of biological attack would not merely fail but would prove counterproductive.
The traditional approaches ultimately would be defeated by a changed world. It is a world still
organized by nation-states but one with a much more diffuse international distribution of
technical excellence and one where important non-state actors — with both economic and security
ambitions — constrain some state choices. The following findings are distilled from the longer,
supporting chapters. The concluding chapter restates these findings and then considers their
possible broader application in two areas: in other emerging technologies, like the
biotechnologies, where technological advances are fueled by advances originating in the civilian

sector as opposed to the security sector; and in other forms of catastrophic terrorism.

Prevention

Prevention seeks to stop an adversary or a potential adversary from acquiring a capability

that could be used to decisive effect in an attack. The traditional prevention strategy combines

10



four, mutually-supportive tools: (1) export controls; (2) peaceful use limitations; (3) norms,
sanctions and benefits; and (4) prohibitions. Export controls can prevent or at least slow the
diffusion of worrisome technology. Inspections can assure peaceful use of worrisome
technology. Norms define good behavior so worrisome behaviors are more noticeable and can
be shamed or punished. Prohibitions are particularly useful if coupled with effective inspections
that can assure others are not creating threatening capabilities and hence reduce spiral model

incentives.

Export Controls

Export controls can be an effective tool to prevent the diffusion of dangerous technology.
Effective export controls are possible if worrisome technology has not significantly diffused
beyond states that share a political desire to control it. Effective export controls are vastly easier
to enforce if the entry costs to the new technology are relatively high. Export controls work best

when states are the most significant actors.

Many post-World War II supplier regimes — including the Coordinating Committee for
Multilateral Export Controls (CoCom), the Nuclear Supplier’s Group, and the Australia Group —
demonstrate the potential for effective export controls as long as the technology has not diffused
beyond states that share a political desire to control it. The political agreement of the
technically-ascendant Western states to counter the Soviet threat in the early decades of the Cold
War made CoCom a useful if imperfect tool to control technology diffusion. Two things
eventually changed with the passage of time: the political agreement among the Western states
weakened with the easing of the Cold War threat from the Soviet Union, and the extent to which

the Western states were technically-ascendant and hence effectively controlled access to the

11



relevant technology was reduced. As these two changes altered the broader context, the relative
effectiveness of the post-World War II CoCom export-control regime similarly eased. CoCom

was replaced by the vastly less effective Wassenaar arrangement in 1996.

High entry costs — such as characterized nuclear technology in the immediate post-World
War II period — slow technology diffusion and facilitate controls. Low entry costs — technical or
fiscal — undercut the effectiveness of export controls, as the struggles in the 1990s over computer
encryption technology illustrate. Implementation of export controls is vastly complicated by the
emergence of significant non-state actors — whether economic or terrorist. Multi-national
corporations often can readily move research and assets between corporate labs in different
countries. They often do so based on small differences in the relative favorability of host
business climates, an ability that can render unilateral control efforts not merely ineffective but
counterproductive. Terrorist groups — whether domestic or foreign — often can elude entirely the
state-centered, border-focus of traditional export controls, either because basic materials are

available within most states or they can be acquired through the pretense of legitimate business.

Inspections

Inspections can assure that worrisome technology is only used for peaceful purposes.
This assurance can strengthen related norms and prohibitions because they assure countries that

another state will not benefit from a military capability they have foresworn.

Inspections to assure enforcement of peaceful use limitations require meaningful
technical differences between military and civilian programs. Inspections also require
confidence that states will self-declare program sites for inspection and that these self-

declarations will be reasonably accurate because of the deterrent effect of the well-known

12



technical ability of other states or the international community to remotely identify likely
program sites for challenge inspections. The technical ability to remotely identify program sites
is also critical to identify the facilities of non-state actors. The importance of these
characteristics can be seen in the early successes of the International Atomic Energy Agency
(IAEA). The significant difficulties in the absence of these characteristics can be seen in the

debates about chemical and biological inspection regimes.

Norms, Sanctions and Benefits

Norms can define good behaviors, thereby reducing the incidence of worrisome
behaviors and making continued worrisome behaviors more noticeable and therefore more easily
shamed or punished. International technical elites are often a promising place to build and
enforce norms, particularly when the objective of the norm is consistent with the values of the
technical elite. Observance of norms can be strengthened through the use of sanctions or
benefits. Sanctions work best in the national context or in the international context for issues
perceived to be non-zero sum. Sanctions are more difficult to make work in issues perceived to
be zero-sum, like security in the anarchic international security environment. Benefits often
work best as an inducement to observe norms in the security realm. Norms can be violated and
still be useful as long as they play a meaningful culling role: sorting problematic and potentially
dangerous cases from standard cases. This culling should reduce the number of potentially
dangerous cases to a number that can be more thoroughly examined through targeted diplomatic,

law enforcement or intelligence assets.

The potential role of international technical elites can be seen in post-World War II
institution building in Europe, where central bankers and financiers facilitated the construction of

the European Union and, eventually, the euro zone, to advance their own norms of the relative

13



importance of orderly markets. The Ansilomar conference that established norms for
recombinant DNA research in the 1970s similarly illustrates the potential usefulness of technical
elites, particularly when the goal of the norms is consistent with the core values of the technical

elite.

Prohibitions

Prohibitions, particularly if coupled with effective confidence-building measures, can
reduce spiral model tendencies. They can yield more stable security outcomes at lower costs and
force levels than could have been otherwise achieved. Confidence-building measures have often
been inspections to assure peaceful-use of worrisome technology.” Such inspections have been
useful for nuclear weapons under the IAEA, as well as conventional and nuclear forces under
treaty regimes like the Conventional Forces in Europe treaty and the START treaties.
Prohibitions are not, though, invariably a boon to peace and security. Poorly crafted prohibitions
— particularly if the benefits of cheating are significant, if they principally accrue to the offense,
and if verification or transparency is poor — could worsen spiral model effects and cause

deterrence failures.?

" For a discussion of these dynamics, see Robert Jervis, Perception and Misperception in International Politics
(Princeton, NJ: Princeton University Press, 1976), particularly chapter 3, “Deterrence, the Spiral Model and
Intentions of the Adversary.” Treaties in the early 20" century include the ill-fated Kellogg-Briand Pact of 1928 and
the Washington Naval Treaty of 1922. The period also includes the Geneva Protocol on chemical and biological
weapons in 1925. Cold War and post-Cold War treaties — easily the most numerous -- include treaties on strategic
nuclear weapons (SALT I & II, START and SORT), intermediate-range nuclear weapons (1987), conventional
weapons in Europe (1992), nuclear weapon-proliferation (1957 creation of the IAEA and the 1968 agreement of the
Nuclear Non-Proliferation Treaty) and the biological and chemical weapon conventions (1972 and 1993). These
treaties were all motivated by a desire to better manage spiral model dynamics and the desire to achieve a stable
force balance at lower cost. The only outlier arms control treaty is the 1997 Land Mines Treaty (of which the
United States is not a signatory) which seems motivated by pure humanitarian concerns, more similar to the
motivation for some of the initial 11™ and 12™ century agreements on basic norms for the conduct of war and the
treatment of non-combatants and prisoners. Author interviews with former government arms control experts.

$This set of assertions is worthy of a few good dissertations and books in its own right. The complicated dynamics
are probably best considered in the Jervis chapter cited in the previous footnote (Chapter 3 of Perception and
Misperception) and in the classic book on the interwar period, Edward Hallett Carr, The Twenty Years’ Crisis, 1919-
1939 (London: Macmillan and Company, 1939).
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Liberals tend to assume that spiral model effects are dominant, while realists tend to
assume that deterrence model effects are dominant. Most liberals and realists believe, however,
that both models operate and can be found in history: World War I is generally considered a
spiral model failure, while World War II is generally considered a deterrence failure. The
intentions (not the capabilities) of the potential adversary are considered the single most
significant factor in determining which model of cause and effect applies.” Thus, most analysts
focus on the dyad or bilateral relationship between the two states of interest and strive to deduce
their intentions. More complex analyses examine the dyads among multiple states and the
interaction effects of these dyads on more complex arrangements like alliance formation,
balancing behaviors or band-wagoning among nation-states. The literature on the catastrophic
biological attack problem is sharply divided between those focused on minimizing spiral model

effects and those focused on strengthening deterrence effects.

Likely Presence of Enabling Conditions

This dissertation finds that the enabling conditions needed to make the traditional
prevention strategy effective would not be present in the case of biodefense. The traditional
strategy is undercut by technical characteristics unique to 21* century biotechnologies, including
its extensive diffusion and the emergence of serious non-state adversaries. Implementation of
the classic prevention strategy would not merely fail, but would be counterproductive. This
assessment is at odds with most of the literature, which assumes that the classic prevention tools

should be applied to the biological case and would yield meaningful security benefits.

® This is Jervis’s formulation, still considered the seminal distillation of concepts that appear throughout writings on
international relations. Jervis, Perception and Misperception.
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Export controls would be undercut by the diffusion of technology, lack of political
consensus on controls, and emergence of significant non-state actors, both economic and
security, with interest and expertise in the biotechnologies. Knowledge and materials needed for
catastrophic biological weapons attack are widely diffused abroad. Entry costs for biological

weapons are low (defined in terms of both costs and technical knowledge).

Inspections to enforce peaceful use limitations would not work because there are no
meaningful technical distinctions between a civilian and military program in the general pre-
attack stage. They are further undercut because there would be no reliable external indicators of
a biological program site, to check the declarations of a state actor or to discover the facilities of

a non-state actor.

Lack of effective export controls or inspections undercuts the effectiveness of norms and
prohibitions that already exist in the case of biological weapons. The lack of meaningful
confidence-building measures raises reasonable doubts about whether the norms and prohibitions
are being observed. These reasonable doubts can fuel spiral model dynamics, where countries
judge they must take reasonable defensive measures but other nations interpret these measures as
offensive and hence are spurred to take ever more significant actions.

Recommendations for Refinements

Traditional export controls and inspections to assure peaceful use should not be pursued
in the biological case because of the low probability they would have any beneficial effect.
Work should focus instead on catalyzing efforts by the relevant international technical elite — the
life sciences research community — to develop and implement meaningful international norms on
biosafety, biosecurity and worrisome dual use research. Establishing norms (which most people

want to observe) helps reduce ambiguous behaviors and this culling helps identify remaining

16



worrisome behaviors. Diplomatic, investigative, or intelligence assets should be used to further

investigate these remaining worrisome cases.

While there are many articles that call for better control of access to dangerous
pathogens'® none are very specific about the mechanism by which this should be achieved and
none warn sufficiently of the importance that the norms be established in the international as
opposed to the national context. This dissertation validates the extreme importance of
strengthened norms but emphasizes this importance because of the fatal weaknesses of the
traditional strategies in the biotechnologies case. Drawing on functionalist case studies and
literature, it identifies the international life sciences community as the most promising venue for
the construction and adoption of these norms. After considering the relative success of sanctions
and benefits to strengthen norms, it urges that the adoption of norms be catalyzed by the prospect
of benefits. It identifies a potential source of these benefits — participation in an international
scientific exchange to develop defensive medical countermeasures. Current US policy instead
focuses on constructing a national unilateral system of norms enforced by sanctions. This US
policy provides a limited security benefit, but imposes broader security, economic and
technological costs. An international system of norms would be vastly better from a security,
economic and technological point of view for both the United States in particular and

international security in general.

"See, for example, Christopher F. Chyba, “Toward Biological Security,” Foreign Affairs, May/Jun 2002, Vol 81
Issue 3, p. 122-136, see page 127: “....Washington should act to improve international control of dangerous
pathogens, either within the BWC framework (perhaps by supporting the proposal of a like-minded ally) or in a new
forum.” See also Gregory Koblentz, “Pathogens as Weapons: The International Security Implications of Biological
Warfare,” International Security, Vol 28, No 3 (Winter 2003/04), pages 84-122: see page 121, “[T]he barrier to the
acquisition of biological weapons should be raised by limiting access to dangerous pathogens, techniques, and
research results applicable to the development of biological weapons.” Reynolds M. Salerno and Lauren T. Hickok,
“Strengthening Bioterrorism Prevention: Global Biological Materials Management,” Biosecurity and Bioterrorism:
Biodefense Strategy, Practice, and Science, Jun 2007, Vol 5, No. 2: 107-116, see page 107: “Global biological
materials management, which would focus on identifying and protecting those biological materials at the greatest
risk of being used maliciously, is one potential solution.”
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In a case like catastrophic biological attack, the classic argument between realists and
liberals about whether spiral model or deterrence model effects dominate seems odd. Yet this is
precisely the argument that pervades most of the literature on catastrophic biological attack.™
This dissertation argues that there are enough actors with enough different interests that both
effects are likely to be present in the broad problem of catastrophic biological attack. Spiral
model effects seem most dangerous on other status quo states. Preserving and strengthening the
international norm against biological weapons acquisition and use provides valuable benefits, as
long as no significant policy-maker forgets that the norm is not verifiable in any meaningful
sense. Deterrence effects seem most significant with non-state actors, who, because of the
characteristics of the biotechnologies, could launch a catastrophic biological attack. This
dissertation urges that policy should seek to minimize spiral model effects on other status quo

states, but strengthen deterrence and defense against non-state actors.

Prevention remains a worthy goal but, despite their many advocates, classic strategies
would fail. There is a clear alignment between the interests of the technical elite in the life
sciences and the broader prevention objective. The technical elite in the life sciences community
should be encouraged to develop and implement international norms on biosafety, biosecurity
and worrisome dual use research even as policy-makers should manage programs so as to
minimize spiral model effects on status quo states, but strengthen deterrence on the non-state

actors of greatest concern.

"“Milton Leitenberg, “Biological Weapons in the Twentieth Century: A Review and Analysis,” Critical Reviews in
Microbiology, 27(4): 267-320 (2001). Milton Leitenberg, “Assessing the Biological Weapons and Bioterrorism
Threat.”
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Deterrence

Deterrence seeks to dissuade an adversary from launching an attack by making it plain in
advance that the costs will significantly outweigh the benefits. Deterrence, of different sorts,
always has been part of conflict. Deterrence of a strategic nuclear exchange between the United
States and the Soviet Union during the Cold War was based on the threat of severe retaliation
after a successful attack. Strategic deterrence during the Cold War threatened to swiftly and
reflexively destroy much of the attacker’s civilian population in response to a successful nuclear

first strike.

This declaratory policy with its threat to punish in retaliation was perceived to have
worked with acceptable confidence during the Cold War because of its persistent plausibility: the
attacker could be identified and located, and the defender would retain sufficient capabilities
after absorbing the attack to implement a massive retaliatory blow. And, while largely
unremarked upon at the time, the attacker on balance preferred to avoid his own demise and his

state’s devastation. *?

A strategic nuclear exchange never occurred between the United States and the Soviet
Union during the Cold War. The threat of post-attack retaliation appears to have worked,
although the extent to which the credit goes to US declaratory policy, as opposed to luck or other
factors, remains a point of debate for historians and political scientists.”® Deterrence is a worthy

but invariably uncertain enterprise.

12 Steven E. Miller, ed., Strategy and Nuclear Deterrence: An International Security Reader (Princeton: Princeton
University Press, 1984).

B ward Wilson, “The Myth of Nuclear Deterrence,” Nonproliferation Review, Vol 15, No. 3, November 2008,
1746-1766.
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Likely Presence of Enabling Conditions

The threat of post-attack retaliation is not a solid basis for deterrence against a non-state
adversary contemplating a catastrophic biological attack. The limits on post-attack retaliation
grow out of broad concerns that the threat of retaliation is weak against groups that could not be
identified and located and may not, on balance, prefer to avoid their own devastation."* A
determined and talented non-state actor probably could develop a biological weapons capability
while generating few if any external indicators that could be used to locate the weapons
facility."> Destruction of the leadership team of the attacking organization may not matter —
either to them or to the long-term health of the terrorist organization.'® Post-attack retaliation
would not merely fail to deter a non-state adversary but would likely prove counterproductive.
The terrorism literature warns that it is precisely such undifferentiated retaliation that proves a

boon to the recruiting efforts of most terrorist groups.’’

Post-attack retaliation is a more potent threat to a nation-state. Post-attack retaliation
probably would be sufficient to deter an overt biological attack by a nation-state. There are two
remaining concerns: deterring covert assistance from a nation-state to a non-state actor or

deterring a covert attack by a nation-state itself. These risks could be reduced through

' For an example from the policy world, see The White House, The National Security Strategy, March 2006, White
House web-site (http://www.whitehouse.gov/nsc/nss/2006 accessed 3/29/08), see page 8: “The United States can
no longer simply rely on deterrence to keep the terrorists at bay or defensive measures to thwart them at the last
moment.” For an academic assessment, see Gregory D. Koblentz, Pathogens as Weapons: The International
Security Implications of Biological Warfare (PhD diss., Massachusetts Institute of Technology, 2004), see page 84:
“Biological weapons undermine deterrence as a security strategy...”

Donald A. Henderson, MD, MPH, e-mail communication with the author, February 7, 2008. See, also, Koblentz,
Pathogens as Weapons, see page 89.

' Historical case studies show a mixed record for decapitation as a counterrorism strategy. Robert J. Art and Louise
Richardson, eds., Democracy and Counterterrorism: Lessons from the Past (Washington, DC: The United States
Institute of Peace, 2007) pages 590-591.

1 Art and Richardson, eds., Democracy and Counterterrorism, see page 571: “Terrorist strategists have long been
aware of the value of provoking governmental overreactions that play back into the terrorists” hands.”
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declaratory policy and strengthened attribution capabilities but probably never eliminated

entirely.
Recommendations for Refinements

Narrowing deterrence to only post-attack retaliation is fueling tremendous despondency
in the academic and policy literature about deterring biological attack. Declaratory policy
instead should underscore the risk the attack would fail and expose the attackers’ valuable
operational cells to destruction. Neither the United States government nor the academic
literature has articulated a coherent declaratory policy against catastrophic biological attack by a
non-state actor.'® US declaratory policy remains limited to a set of related but not directly
germane observations that are largely unhelpful to the problem of deterring a non-state

adversary.

This proposed shift from the Cold War’s model of post-attack retaliation is significant.
In the biological case, the declaratory policy should warn that the attack could fail and in that
failure would almost inevitably expose the attackers’ most valuable operational assets to
destruction. The attacker’s operational cells deploying the biological pathogen would very likely
be caught by the defender’s law enforcement forces, regardless of the ultimate effectiveness of
the attack. These operational cells — like the 19 hijackers in the United States who launched the
9/11 attacks — may be the non-state actor’s most valuable assets: skilled, loyal operatives
successfully concealed in the United States. However the leaders of the terrorist group may feel
about their own destiny, they are likely to accept only so much risk that these operational assets

would be destroyed in an attack mode with a meaningful risk of complete failure. The terrorist

'8 The most significant exception is suggestions that strengthened defenses would reduce the incentives to attack, a
piece of the recommendation here. See, for example, Chyba, “Toward Biological Security.”

21



group may prefer to shift to a different attack mode, with a higher rate of operational success but

a lower rate of death in the defender’s population.

The biological attack could fail for one of three reasons: (1) the delivery mode fails
because the attackers decide to avoid detection by foregoing testing (detection and disruption);
(2) the attack would work but the defender effectively defends against its effects (tactical denial);
(3) the attack works but fails to secure the attacker’s strategic and tactical goals (strategic denial).
These three outcomes are plausible, as is the argument that launching the attack would almost
certainly expose the operational cells. Unhappily, as has been the focus of most of the rest of the
dissertation, a plausible outcome also is that the attack is successful from the attacker’s point of
view. The declaratory policy cannot pretend that failure for the attacker is inevitable, but it
should paint the starkest possible picture of the risk the attacker would be running with its very

precious and limited operational assets.

To deter attack, this declaratory policy would require the non-state actor to be “rational”.
He does not need to be rational in the sense that his objectives or chosen means seem rational to
others, but that he pursues them in a way that seeks to maximize the probability of success and
reduce the risk of failure to him, as he defines it. Even if the attacker wishes only to inflict pain
and suffering on the defender’s civilian population, he might rationally assess that the risks of
failure in a biological attack were too great and decide to use his operational cells in a different

attack mode with a lower risk of complete failure from the perspective of the attacker.

The literature on the motivation and efficacy of terrorism is large and growing. It has

three major parts, of which the largest is the “rational terrorist” school — the weak pursue
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terrorism because it has proven to be an effective strategy to exact concessions from the strong.19
A smaller school argues that terrorists are “non-rational” in the sense that they are not seeking
strategies to maximize the achievement of specific political or territorial goals. This school
argues that terrorism has not been an effective strategy overall and that terrorists are motivated
by “non-rational” goals like the affective benefits of belonging to a purpose-filled group.”’ An
emerging literature talks about what might be called “situational terrorists.” This literature
observes that how an issue is defined has a big effect on whether specific terrorist actions can be
deterred or pacified through limited concessions.”! This literature is particularly interesting
when considering catastrophic terrorism and the many sub-groups with particular expertise that
would be necessary to build a catastrophic biological capability. Targeting some of these sub-
groups may be an effective strategy because some sub-groups, like financiers or technical
experts, might be much more sensitive to both threats and opportunities than the leaders of the

core terrorist group.

Currently, the United States does not have a declaratory policy against non-state
adversaries contemplating a catastrophic biological attack. It has made two somewhat relevant
observations, but these observations probably hurt overall with the audience of particular interest
here. The two observations are: (1) obliquely warning states that the use of unconventional

weapons in an otherwise conventional conflict with the United States risks nuclear retaliation;

1 Robert A. Pape, “The Strategic Logic of Suicide Terrorism,” American Political Science Review, Vol. 97, No. 3
August 200, 20:32.

2 Max Abrahms, “Why Terrorism Does Not Work,” International Security, Fall 2006, Vol 31, No 2, pages 42-78.
Max Abrahms, “What Terrorists Really Want: Terrorist Motives and Counterrorism Strategy,” International
Security, Spring 2008, Vol 32, No 4, pages 78-105.

2! Robert F. Trager and Dessislava P. Zagorcheva, “Deterring Terrorism: It Can Be Done,” International Security,
Winter 2005/06 Vol 30 No 3, pages 87-123; see page 96: “To produce a large-scale attack, terrorists must constitute
a system of actors fulfilling specific functional roles.”
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and (2) warning domestic political elites of the potential gravity of a catastrophic biological

attack by a non-state adversary.

The underlying capacity of the defender to cause the three deterrence outcomes —
deterrence through detection and disruption, through tactical denial, and through strategic denial
-- should be strengthened. Deterrence through detection and disruption largely relies on
intelligence and law enforcement assets, like the technical capacity to observe the testing of
aerosol delivery capabilities even in relatively remote parts of the world. Aerosol delivery
systems are relatively easy to build but notoriously tricky to optimize and hence, for example,
both the early US and Soviet systems found testing to be essential. Deterrence through tactical
denial relies on continued improvement to the nation’s ability to respond to a biological attack in
a timely and effective manner with needed medical countermeasures and supportive care.
Deterrence through strategic denial — seeking to assure that the adversary does not achieve the
sought political or territorial ambitions -- would be achieved through a variety of tools, including
strengthened and updated non-proliferation norms robustly supported by the international

community.

Deterrence would be greatly strengthened by shifting declaratory policy from post-attack
retaliation to the real risk of failure and the almost inevitable exposure and destruction of key
operational assets. This proposed declaratory policy would help with “rational terrorists” and
with at least some “situational terrorists.” It should neither hurt nor help with “non-rational
terrorists.” But while worthy, deterrence will remain somewhat weak and uncertain. An attacker
may decide they are prepared to risk failure. Risking it, they may well instead succeed, causing

unprecedented deaths and strategic reversal for the United States. Deterrence strategy should be
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updated and strengthened as suggested here, but its inherent weakness in the case of catastrophic

biological attacks must be recognized.

Defense

Defense is protecting against an adversary’s attack so as to minimize its effects. In
traditional defense of the US homeland, state and local governments have taken principal
responsibility for responding to the threats that have confronted the homeland -- disasters,
accidents and epidemics. This generally has made sense and worked well because two enabling
conditions were present. First, the nature of the threats was limited to relatively small disasters,
accidents and epidemics whose response could be (and generally was) well-managed by state
and local public safety officials, with their inherent ability to get to the scene first, generally high
professional skills, and significant local expertise. Second, for the larger disasters or epidemics
that inevitably did occur occasionally, the federal government had little unique assistance to

offer, particularly in the time-sensitive early phases of the crisis.
Likely Presence of Enabling Conditions

Neither of these enabling conditions would be present in a catastrophic biological attack
on the homeland. Most disasters and accidents in the homeland have killed fewer than 100
people. Only three episodes in the US homeland have caused more than 10,000 deaths, the
number assumed in a catastrophic biological attack.?? Traditional defense approaches would be

overwhelmed by the greater scale, speed and technical complexity of a catastrophic biological

“The top three single events in US history causing the greatest number of deaths were the Influenza Epidemic,
1918-1919 (700,000 individuals died); the US Civil War, 1861-1865 (620,000 died); and the Yellow Fever
Epidemic, 1878 (20,000 individuals died). All other single events caused less than 10,000 deaths and the numbers
drop rapidly. See discussion in Chapter 7.
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attack. With the advent of targeted medical countermeasures, there would at least be the
prospect that federal expertise and materials could significantly improve the response in the very
early hours and days of a possible biological event, long before the federal government generally

gets involved in the detailed response to a homeland security event.

The reality that traditional approaches would be overwhelmed creates two problems: (1)
additional capabilities are needed to respond effectively to these larger, catastrophic attacks, and
(2) there is significant ambiguity in the US federal system about who would be responsible for
handling the response té these larger events. This ambiguity complicates the development of the

needed additional capabilities and their efficient use in an actual crisis.
Recommendations for Refinements

This dissertation makes two specific recommendations: (1) the president should explicitly
have responsibility for making the needed strategic decisions to shape the response to a
biological event and decision aids should be constructed to assist him; and (2) additional
“modular” federal capabilities should be created to supplement state and local capabilities in a
catastrophic crisis and a clear and agreed leadership structure, consistent with US federal values,

should be created to assure its effective use in a crisis.

An effective response to a catastrophic biological attack would require that complex and
highly-contested strategic decisions be made and made quickly. There does not appear to be
explicit recognition that these decisions would need to be made, appropriate analytical means to
support them, or explicit authority or agreement on who should make them. This situation
creates significant risk that in a catastrophic biological attack needed strategic decisions would

not be made swiftly enough to be implemented. Traditional defense of the homeland usually
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does not require any official to make strategic decisions. The public safety objective is generally
unstated but straightforward — maximize lives saved and minimize property damage. This
dissertation urges that the president explicitly have responsibility for strategic decisions in a

biological event and that an appropriate set of analytical tools be developed to support him.

The dissertation has a lengthy discussion of the type of analytical tools that should be
developed. The challenge of decision-making in a catastrophic biological attack has too often
been ignored. The focus instead has been on getting accurate data about each diagnosis to enable
accurate case management and comprehensive post-event review and assessment. In those cases
where the challenge of decision-making has been seriously considered, the posited solution has
generally been to get the data about each case more quickly to a central point and then swiftly
aggregate it. This dissertation argues that in a possible catastrophic biological attack an
alternative approach is needed: robust extrapolations using the limited data available early in the
crisis. The extrapolations should be robust in their recognition of what is known (for example,
speed of symptoms emerging after exposure for a particular pathogen) and what is not known
(for example, maybe it’s a catastrophic biological attack or maybe it’s just a single, benign case
from innocent exposure to an infected animal skin). Given the tight timelines, this absence of a
serious debate in the literature and in the policy world about how these decisions would be made
analytically and who would make them vastly reduces the probability of an effective response to

a catastrophic biological attack.

State and local emergency response is usually effective at the tactical and logistical
elements of a response. This dissertation urges the development of “modular” federal
capabilities that can appropriately supplement state and local capabilities in a catastrophic event

in the homeland. A variety of leadership models, consistent with US federal values, could work
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and should be evaluated. The capabilities are described as “modular” because they would not
constitute a stand-alone, unique response structure for catastrophic events, but rather would be
additional types or increments of capability to supplement existing capabilities. These
“modular” federal capabilities make the integrated effort effective given the greater scale, speed
and complexity of a catastrophic attack. The needed capabilities for these new “modular” pieces
and how they would work with existing state and local assets have not been articulated, much
less agreed or implemented between local, state and federal officials. There do not appear to be
authorities, agreements or expectations that allow either the president or the governor to lead an
integrated set of federal, state and local assets such as would be needed to respond effectively to

a catastrophic event.

Much like the United States, most countries put local or regional governments in charge
of the initial response to a disaster, accident or epidemic. In unitary governments, these local
and regional emergency responders generally work for a national disaster agency. While local
staff are expected to respond promptly to the disasters that do emerge — usually fires, floods or
earthquakes — the national agency retains clear authority to direct the incident response should it
grow unexpectedly in complexity or scope. Even other federal systems have much clearer
divisions of responsibility than the US federal system, often, like Germany, with the regional
government being responsible for protecting the population in peacetime and the national

government being responsible in wartime.

Medical Aspects of Defense

A catastrophic biological attack would pose some unique medical challenges. Public

health was significantly transformed in the mid-1900s as targeted medical countermeasures
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became widely available for the first time. The enabling conditions for an effective public health
response in this post-drug age are two-fold: one scientific and one societal. First, the bug must
be relatively slow in evolving to defeat the countermeasure; and second, the broader public
health infrastructure must be sufficiently committed and coherent that it can provide supportive,

ongoing care in an appropriate environment.

Several examples illustrate the interaction effects within and between these scientific and
societal factors. The speed with which the bug can defeat the medicine depends on the
interaction of two qualities: the ease with which the bug mutates and the range of the medicine’s
effectiveness. This can be seen in cases where the inherent rate at which the pathogen naturally
mutates is very rapid. Influenza, for example, has a genetic structure that facilitates rapid and
significant natural mutations that defeat the flu vaccine with such predictability that the vaccine
is reformulated annually. Smallpox, in contrast, mutated much more slowly and the traditional
smallpox vaccine had a broad range of effectiveness. Hence, the traditional smallpox vaccine
remained effective across time and across the globe and was used. to successfully eradicate
naturally-occurring smallpox. The importance of a robust societal public health infrastructure is
illustrated by comparing the ongoing incidence in poorer countries of diseases that are treatable
and have been limited or effectively eliminated in more wealthy countries. There are vastly
different survival rates for HIV-AIDs in the West as compared to Africa, for example, and there
has been a virtual elimination of malaria in the West while it continues to cause death at a

significant rate in Africa.
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Likely Presence of Enabling Conditions

Neither enabling condition would be expected to be present in the case of a catastrophic
biological attack. The first enabling condition -- the bug must be relatively slow in evolving to
defeat the countermeasure — would be defeated by adversaries exploiting natural mutation or
mutation facilitated by 21% century biotechnologies. A characteristic of the biotechnologies is
that for the foreseeable future it is expected to be vastly easier to modify a pathogen than to
modify the medical countermeasure needed to defeat the new pathogen. This characteristic of
the biotechnologies favors the attacker over the defender. A situation where the attacker is
favored over the defender is called offense dominant. Offense dominant situations are
considered to be highly vulnerable to a host of destabilizing behaviors, including wars of

preemption and defensive arms races.

There is valuable research underway and significant progress to report in the
development of useful medical countermeasures. Overall, however, the pace and nature of
technological progress appears to continue to favor the attacker, not the defender. The evolution
of the defensive strategy is poorly aligned with the likely evolution of the threat. Laboratory
advances are poorly linked to needed progress in related capabilities, like production capacity.
The long-term strategic objective of shifting this area of warfare from offense dominant to

defense dominant remains well beyond the reach of the resources applied to this objective.

The second enabling condition — that the broader public health infrastructure must be
sufficiently committed and coherent that it can provide supportive, ongoing care in an
appropriate environment -- also would not be expected to be met in a catastrophic biological

attack. A catastrophic biological attack would stress the medical infrastructure in any country
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and, while cross national comparisons are difficult, the United States is probably as well
prepared as any other country. There is a broadly held view, though, that the current public
health infrastructure in the United States would be overwhelmed by a bioattack of any significant

size.?

This dissertation argues that the necessary planning for an effective public health
response has not been done because of the ambiguity about who would be responsible for
executing such a response. This case is similar to, but even worse than, the ambiguity about
responsibilities for traditional defense of the homeland. Like the traditional homeland defense
challenge, there would be significant ambiguity about who was responsible for responding to a
catastrophic attack. First, there is extreme ambiguity among local, state and federal officials
about who would be responsible in the US federal system for leading the response to a
catastrophic attack. Second, there also is ambiguity among federal departments, including

particularly the Departments of Health and Human Services and Homeland Security.

In addition, there is a third source of ambiguity which uniquely complicates planning for
the public health response. The third source of ambiguity is that one professional community is
worried about and responsible for mitigating the problem of bioattack (the security community)
while a different community (the public health community) would need to sacrifice its time,
energy and scarce assets to solve the problem. PubAlic health response is a capability largely

implemented by state and local public health officials who confront more illness than they can

BThis view is widely held among those who believe there is any meaningful risk of an attack occurring. See, for
example, Thomas V. Inglesby, MD, “Observations from the Top Off Exercise,” Public Health Reports, 2001
Supplement 2, Volume 116, pages 64 - 68, see page 67: “Not unexpectedly, the logistics of antibiotic distribution
proved quite complex....the ensuing local distribution process did not go smoothly.” Richard A. Falkenrath, Robert
D. Newman, and Bradley A. Thayer, America’s Achilles’ Heel: Nuclear, Biological, and Chemical Terrorism and
Covert Attack (Cambridge, Massachusetts: The MIT Press, 1998), see page 311: “...local medical services could
easily be overwhelmed after a large attack....”
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treat within current and foreseeable assets and understandably don’t feel the need to plan against
theoretical threats, however potentially devastating. While officials of the federal public health
agencies can and have devoted significant efforts to strengthening biodefense response
capabilities, there remains a disconnect between their rhetorical calls for greater exertions and
the reality that most public health assets in the United States are state and local. Authority is
sufficiently diffuse in the national public health system that there really is no one actor who
could force the public health community to participate in the type of detailed planning that would

be essential to an effective response.

The recommendations in this dissertation seek to align the incentives of various relevant
actors -- life science researchers, non-state actors, and public health officials, among others —
with broader national and international security interests. Non-state actors contemplating a
biological attack need to be deterred or defeated, while states need to be reassured that wars of
preemption, arms races or other destabilizing behaviors are not warranted to protect their citizens

from the risk of biological attack.
Recommendations for Refinements

This dissertation has four broad recommendations, two each for medical countermeasure
strategy and fof public health response. In each category, one recommendation focuses on the
substance and one focuses on the structure needed to enable achievement of the substance. The
two recommendations for defensive medical countermeasures urge that: (1) the substance of the
strategy should be a continuum of activities focused on providing capabilities over time, as both
the likely nature of the threat and of the possible defensive capabilities evolve, focusing on a

strategy of stockpiling, and then of rapid adaptation, and then of transformative strategies; and
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(2) the institutional structure for pursuing a medical countermeasure strategy should be an
international scientific exchange. This strategy would best align incentives and resources, both
technical and fiscal, with broader strategic objectives. These strategic objectives include the
long-term goal of shifting bioattack from offense-dominant to defense-dominant, as well as

minimizing spiral model effects and strengthening deterrence model effects.

The dissertation also makes two recommendations for strengthening the public health
response: (1) detailed, integrated planning on how to execute a response to a catastrophic
biological attack should be undertaken, with an initial focus on how stockpiled countermeasures
could be distributed on the needed timeline; and (2) this planning should be embedded in a forum
with legitimacy in the public health community, possibly the international scientific exchange
recommended above, to strive to build greater agreement from the bottom up in the public health
community on the potential challenge posed by bioattack. This call for integrated planning and
technical analyses accepts the diffuse structure of the public health community but attempts to

make it work effectively to solve this problem in the near and mid-term.

Medical Countermeasure Strategies

The substance of the needed research program for defensive medical countermeasures is
very complicated. This dissertation recommends that the program seek to align the evolution of
the defensive medical countermeasures with the likely pace of technological advances on the part
of the adversary. The substantive content should include a continuum of activities focused on
providing capabilities over time, as both the likely nature of the threat and of the possible
defensive capabilities advance. Specifically, the chapter urges that a continuum of activities be

pursued. On one end of this conceptual continuum would be stockpiled medical
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countermeasures against known pathogens. The continuum would progress through rapid
adaptation, a strategy that seeks to strengthen the ability to craft a countermeasure tailored to an
adversary’s modified pathogen after the adversary launched an attack. The end-point of the
continuum would be transformative strategies, a category that includes the broad spectrum
countermeasures and other revolutionary approaches that rapid advances in the biotechnologies
may make possible over time. All the parts of this strategy would need to be pursued
simultaneously, although perhaps not with equal emphasis, as some protect against near-term
threats and others offer the long-term prospect of eventually diminishing if not effectively

blunting the biological threat altogether.

The second recommendation focuses on how to structure such a medical research
strategy. The dissertation recommends that a defensive countermeasure program be pursued as
part of an international scientific exchange. There could be significant benefits to such an
international approach — including reduced spiral model effects and strengthened deterrence
model effects. The dissertation’s earlier discussion on norms focused on another possible
benefit: that the prospect of participating in the scientific exchange could catalyze the broadest
possible international adoption of norms on biosafety, biosecurity and worrisome dual use

research.

This dissertation’s recommendation that the medical countermeasure strategy be pursued
in the context of an international scientific exchange appears to be in direct contradiction to
emerging US policy. The United States appears to be constructing a national, unilateral system
to enforce norms in this area. A national, unilateral system would provide a security benefit but

would impose security, economic and technological costs.
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The decision about whether to pursue an international program is very complex. It turns

on many assumptions, including about the evolution of the relevant technology, assumptions that

are not known or cannot be known. There are eight areas of concern. As a presentational

device, they are stated as propositions in favor of the proposal but each rests on complicated

judgment calls and can be legitimately questioned and rejected. There are eight propositions:

(1)

)

€))

“4)

Requiring the adoption of norms for biosafety, biosecurity and worrisome
dual use research as the price of admission to an international scientific
exchange on defensive medical countermeasures would catalyze the broadest
possible international adoption of these norms;

The process of developing and implementing international norms and
pursuing a shared defensive medical countermeasure program would cause a
broader effect in the relevant technical communities of status quo states,
reducing spiral model effects because of the vastly greater — although not
necessarily complete — transparency it would create;

Given the global distribution of research excellence in the biotechnologies,
creating an international research program is the only strategy that could
assure the US defensive medical countermeasure program remains at the
cutting edge of technology;

Given the inevitable limitations on national resources and the enormity of the
technical challenge, an international scientific exchange would be the only
strategy that has any prospect of applying sufficient resources to the challenge
of developing a full suite of defensive countermeasures quickly enough that

the scientific effort could achieve a core strategic objective -- moving
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biodefense from offense dominant to defense dominant in the foreseeable
future;

&) The benefits of secrecy are limited (but not zero) in a defensive medical
countermeasure program and these benefits would be expected to go down
over time as the program transitions from a strategy of stockpiling (or “one
bug, one drug”) to a strategy of rapid adaptation;

(6) Strengthening the defensive medical countermeasures available to the United
States and to its partners through an international scientific exchange would
greatly strengthen deterrence because it would increase the effectiveness and
distribution of medical countermeasures;

@) Because of various characteristics of the technology and the security
environment, these norms and the countermeasure program would be best
implemented through an informal scientific exchange instead of the
institutionalized structure used more traditionally, like the IAEA and the
OPCW; and

(8) An historical vulnérability of international agreements — an inappropriate
surrender of domestic autonomy — would be avoided in this case and the
United States would properly retain and exercise autonomy in pursuing any
needed classified medical countermeasure programs and diplomatic,

intelligence and law enforcement initiatives.

Clearly some of these propositions strain credulity more than others. Each is discussed in more

detail in the chapter on medical countermeasures and the complex and sometimes uncertain pros
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and cons are weighed. Taking these considerations together, the dissertation recommends that an

international scientific exchange be pursued.

A Strengthened Public Health Response

The recommendations on public health strive to overcome the great difficulty in the
highly diffuse US public health system of catalyzing appropriately detailed, integrated planning.
Experience with public health response in other countries and in the United States, both today
and historically, indicates that an effective response is possible but would need to be planned in
advance. With some isolated exceptions, this type of detailed planning is not underway. There
is probably no way to catalyze the needed planning other than securing broader support from all

segments of the highly diffuse public health community.

The dissertation makes two recommendations to strengthen the public health response:
(1) detailed, integrated planning on how to execute a response to a catastrophic biological attack
should be undertaken, with an initial focus on how stockpiled countermeasures could be
distributed on the needed timeline; and (2) this planning should be embedded in a forum with
legitimacy in the public health community, possibly the international scientific exchange
recommended above, to strive to build greater agreement from the bottom up in the public health

community on the potential challenge posed by bioattack.

In addition to all of the normal constraints to change or innovation that organizations
face, the challenge would be complicated by the reality that the public health community does
not constitute an “organization.” It is made up of a community of public health professionals
who are employed by local, state or federal organizations with weak ability by any one actor to

set shared objectives. The diffuse organizational structure of the public health community
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probably requires more of a broad cultural change in favor of greater emphasis on developing

capabilities to respond to catastrophic bioattack.

The needed planning would be very different from the strategic decision aids to support
decision-making by the president. Those decision aids sought to inform the early, strategic
decisions about whether medical countermeasures should be administered and, if so, to which
segment of the population. The detailed planning called for here would focus on the tactical and
logistical implementation of those decisions. It would, for example, work through the staffing
details of how, for example, to set up and staff sites to provide countermeasures quickly enough

to all members of a community.

Additional resources almost certainly would be needed to implement the plans, but sound
plans have not yet been developed much less implemented to swiftly distribute medical
countermeasures. Similarly, detailed, robust technical analyses (;f how to maximize the technical
benefits of non-pharmacological means to slow the spread of an infectious disease — like wearing
masks or closing schools — have not been developed and vetted in a process that gives them

meaningful standing in the public health community.
Summary

The risk of catastrophic biological attack demands significant changes to traditional
defense of the homeland. Traditional defense techniques have served the nation well overall.
Traditional defense of the homeland challenges — accidents, disasters, and most epidemics —
should continue to be handled by state and local emergency responders, consistent with national
tradition. When confronted by a catastrophic biological threat, however, these techniques would

be overwhelmed. They would be overwhelmed by the new requirement to swiftly make complex
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strategic decisions and by the tactical and logistical demands of responding to an attack of this

vastly greater scale, speed, and technical complexity.

Needed substantive progress on medical aspects of a response to a catastrophic biological
attack can be defined. It has, though, proven remarkably difficult to catalyze for a variety of
reasons. Setting the medical aspects in the context of a broader international effort that included
significantly strengthened norms might break various logjams that are complicating progress.

An international effort would, though, have significant vulnerabilities.

The challenges of updating traditional defense of the US homeland are significant, but
surmountable. Unhappily, the same can be said about the challenge confronted by a talented and
determined adversary seeking to develop a catastrophic weapons capability. History may record
which party stays most tightly focused on their objectives and makes best use of available time

and resources.
Conclusion

Even as the emerging biotechnologies of the 21* century make plain the mechanism of
age-old human diseases, they are making murky indeed the proper security response to the
growing risk of catastrophic biological attack. This dissertation argues that the traditional
security approach to prevention, deterrence and defense, if applied to this new problem, would
not merely fail, but would prove counterproductive. New security approaches must be devised

and implemented, as new, not yet fully understood threats emerge.
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Section I
Prevention

Overview of the Prevention Section

Prevention strategies seek to stop an adversary or a potential adversary from acquiring a
capability that could be used to decisive effect in an attack. Prevention strategies have been used
from the dawn of history, with more technically ascendant empires striving to control the craft
knowledge that enabled a decisive military advantage. These efforts often worked for at least a
short period, enabling military victories or staving off defeat. But these prevention strategies
eventually failed in one of two ways: the technology of interest became more widely available
(either through diffusion or independent development) or a countermeasure was developed,
rendering the controlled technology unimportant.24

In the 19" and 20" centuries, and particularly after World War II, these control strategies
were supplemented with inspections, norms and prohibitions that worked together to control
technology with military uses yet minimize the economic costs of the controls and maximize the
benefits to stability. Norms and prohibitions, when strengthened by inspections, transparency, or
other confidence-building measures, could minimize spiral model dynamics and enable a stable

security equilibrium at a lower and less dangerous force level.

The traditional prevention strategy discussed here is the post-World War II effort that
combines four, often mutually-supportive tools: (1) export controls; (2) peaceful use limitations;

(3) norms, sanctions and benefits; and (4) prohibitions. Export controls can prevent or at least

** Ernest Volkman, Science Goes to War: The Search for the Ultimate Weapon, from Greek Fire to Star Wars (New
York: John Wiley & Sons, Inc, 2002). Stephen Peter Rosen, Innovation and the Modern Military: Winning the Next
War (Ithaca, NY: Cornell University Press, 1991).
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slow the diffusion of worrisome technology. Inspections can assure peaceful use of worrisome
technology. Norms can define good behavior so worrisome behaviors are more noticeable and
can be shamed or punished. Sanctions or benefits can encourage the observance of norms.
Prohibitions can be useful if coupled with effective inspections or other verification measures
that can assure others are not creating threatening capabilities and hence reduce spiral model

incentives.

Needed Enabling Conditions

Each of these tools requires certain enabling conditions to work effectively. These
enabling conditions and the case studies from which they are derived are outlined in the detailed

chapters on each of the four tools.

Export controls can be an effective tool to prevent the diffusion of dangerous technology.
Effective export controls are possible if worrisome technology has not significantly diffused
beyond states that share a political desire to control it. Effective export controls are vastly easier
to enforce if the entry costs to the new technology are relatively high. Implementation of export
controls are complicated by the emergence of significant non-state actors — whether economic or
terrorist. Multi-national corporations often move research and assets between corporate labs in
different countries based on small differences in the relative favorability of host business
climates. Terrorist groups — whether domestic or foreign — can elude entirely the state-centered,
border-focus of traditional export controls, either because basic materials are available within

most states or they can be acquired through the pretense of legitimate business.

Inspections can assure that worrisome technology is only used for peaceful purposes.

Inspections seek to assure enforcement of peaceful use limitations require meaningful technical
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differences between military and civilian programs. Inspections also require confidence that
states will self-declare program sites for inspection and that these self-declarations will be
reasonably accurate because of the deterrent effect of the well-known technical ability of other
states or the international community to remotely identify likely program sites for challenge
inspections. The technical ability to remotely identify program sites also is critical to identify the

facilities of non-state actors.

Norms can define good behaviors, thereby reducing the incidence of worrisome
behaviors and making continued worrisome behaviors more noticeable and therefore more easily
shamed or punished. International technical elites are often a promising place to build and
enforce norms, particularly when the objective of the norm is consistent with the values of the
technical elite. Observance of norms can be strengthened by the use of sanctions or benefits.
Norms can be violated and still be useful as long as they play a meaningful culling role: sorting
problematic and potentially dangerous cases from standard cases. This culling should reduce the
number of potentially dangerous cases to a number that could be more thoroughly examined

through targeted diplomatic, law enforcement or intelligence assets.

Prohibitions, if coupled with effective inspections or other verification measures, can
reduce spiral model tendencies and other destabilizing behaviors. They can yield more stable
security outcomes, at least for a time, than could have been achieved otherwise. Helpful
prohibitions are harder to build in cases where significant benefits accrue to a cheater and where

those benefits strongly favor the offense.
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Likely Presence of Enabling Conditions

Needed enabling conditions are not expected to be present in the case of 21
biotechnologies, particularly for export controls and inspections to assure peaceful-use.
Implementation of the traditional prevention strategy would not merely fail but would be
counterproductive. This assessment is at odds with most of the literature, which assumes that the
classic prevention tools should be applied to the biological case and would yield meaningful

security benefits.’

Export controls would be undercut by the diffusion of technology, lack of political
consensus on controls, and emergence of significant non-state actors, both economic and
security, with interest and expertise in the biotechnologies. Knowledge and materials needed for
catastrophic biological weapons attack are widely diffused abroad. Entry costs for biological

weapons are low (defined in terms of both costs and technical knowledge).

Inspections to enforce peaceful use limitations would not work because there are no
meaningful technical distinctions between a civilian and military program in the general pre-

attack stage. They are further undercut because there would be no reliable external indicators of

?* These come in different flavors and with different levels of nuance. For the view that verification provisions
should be added to the BWC, see (1) Harris, “Bioweapons Treaty: Still a Good Idea;” (2) Graham S. Pearson and
Marie Isabelle Chevrier, “An Effective Prohibition of Biological Weapons,” in Joshua Lederberg, ed., Biological
Weapons: Limiting the Threat (Cambridge, MA: The MIT Press, 1999), pages 113-134; and (3) Leitenberg,
“Biological Weapons in the Twentieth Century,” page 309. For the view that verification measures should be added
but they should be significantly different in nature, see, for example (1) Robert P. Kadlec, Allan P. Zelicoff, and
Ann M Vrtis, “Biological Weapons Control: Prospects and Implications for the Future,” in Joshua Lederberg, ed.,
Biological Weapons: Limiting the Threat (Cambridge, MA: The MIT Press, 1999) which calls for investigation of
unusual disease outbreaks as a deterrent against having offensive programs; and (2) Koblentz, “Pathogens as
Weapons;” see page 122, which calls for making “development, production, transfer, and use of biological
weapons. ..a crime against humanity and that perpetrators would be subject to international arrest and prosecution.”
For calls to better control export of and access to dangerous pathogens see, for example, Chyba, “Toward Biological
Security,” see page 127: “....Washington should act to improve international control of dangerous pathogens, either
within the BWC framework (perhaps by supporting the proposal of a like-minded ally) or in a new forum.” Chyba
overall provides a nuanced call for more of the same with a reasonably pragmatic recognition of the limits on likely
success.
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a biological program site, to check the declarations of a state actor or to discover the facilities of

a non-state actor.

Lack of effective export controls or inspections undercuts the effectiveness of norms and
prohibitions that already exist in the case of biological weapons. The lack of meaningful
confidence-building measures raises reasonable doubts about whether the norms and prohibitions
are being observed. These reasonable doubts can fuel spiral model dynamics, where countries
judge they must take reasonable defensive measures but other nations consider these measures to

be troubling and hence are spurred to take ever more significant defensive actions.

Recommendations for Refinements

Traditional export controls and inspections to assure peaceful use should not be pursued
in the biological case because of the low probability they would have any beneficial effect.
Work should focus instead on catalyzing efforts by the relevant international technical elite — the
life sciences research community — to develop and implement meaningful international norms on
biosafety, biosecurity and worrisome dual use research. Functionalist literature and case studies
indicate that it is promising to attempt to root norms in the relevant international technical elite
particularly when those norms are consistent with core values of the elite. Establishing norms
(which most people want to observe) helps reduce ambiguous behaviors and this culling helps
identify remaining worrisome behaviors. Diplomatic, investigative, or intelligence assets should

be used to further investigate these remaining worrisome cases.

The section discusses the use of sanctions and benefits to strengthen the observance of
norms. Sanctions can work domestically and, at least imperfectly, in international regimes that

are not perceived to be zero-sum. Sanctions are more difficult to implement in the security area
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in the anarchic international environmént. For security issues, attention tends to be focused on
relative standing and hence outcomes are zero-sum. The dissertation considers cases where
benefits were used to catalyze desired behavior on security problems in the international
environment. The dissertation proposes the use of benefits as a source of leverage for the broad
international adoption of norms on biosafety, biosecurity and worrisome dual use research. The
proposal is that adoption of such norms would be the price of admission to an international
scientific effort to develop needed defensive medical countermeasures. Such an effort would
have many benefits and possible risks, which are discussed in a later chapter on a medical

countermeasure strategy.

Current US policy instead focuses on constructing a national unilateral system of norms
enforced by sanctions. This unilateral system provides a limited security benefit, but also
imposes broader security, economic and technological costs. An international system of norms
would be vastly better from a security, economic and technological point of view for both the

United States and international security more broadly.

Prohibitions could convey meaningful benefits to security and stability.?® Prohibitions
are not, though, invariably a boon to peace and security. Poorly crafted prohibitions —

particularly if the benefits of cheating were significant, if they principally accrued to the offense,

%% For a discussion of these dynamics, see Jervis, Perception and Misperception, particularly chapter 3, “Deterrence,
the Spiral Model and Intentions of the Adversary.” An overview of treaties follows: Treaties in the early 20®
century include the ill-fated Kellogg-Briand Pact of 1928 and the Washington Naval Treaty of 1922. The period
also includes the Geneva Protocol on chemical and biological weapons in 1925. Cold War and post-Cold War
treaties — easily the most numerous -- include treaties on strategic nuclear weapons (SALT I & II, START and
SORT), intermediate-range nuclear weapons (1987), conventional weapons in Europe (1992), nuclear weapon non-
proliferation (1957 creation of the IAEA and the 1968 agreement of the Nuclear Non-Proliferation Treaty) and the
biological and chemical weapon conventions (1972 and 1993). These treaties were all motivated by a desire to
better manage spiral model dynamics and the desire to achieve a stable force balance at lower cost. The only outlier
arms control treaty is the 1997 Land Mines Treaty (of which the United States is not a signatory) which seems to
have been motivated by pure humanitarian concerns, more similar to the motivation for some of the initial 11™ and
12® century agreements on basic norms for the conduct of war and the treatment of non-combatants and prisoners.
Author interviews with former government arms control experts.
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and if verification or transparency was poor — could worsen spiral model effects and cause
deterrence failures.”’ In a case like catastrophic biological attack, the classic argument between
realists and liberals about whether spiral model or deterrence model effects dominate seems
singularly odd. Yet this is precisely the argument that pervades most of the literature on
catastrophic biological attack.”® This dissertation argues that there are enough actors with
enough different interests that both effects are likely to be present. Spiral model effects seem
most dangerous on other status quo states. Preserving the international norm against biological
weapons acquisition and use provides valuable benefits, as long as no policy-maker forgets that
the norm is not verifiable in any meaningful sense. Deterrence effects seem most significant
with non-state actors, who, because of characteristics of the biotechnologies, could launch a
catastrophic biological attack. This dissertation urges that policy should seek to minimize spiral
model effects on other status quo states, but strengthen deterrence and defense against non-state
actors.

This paper does not closely focus on preemption, or military action to destroy an
adversary’s biological assets before they could be launched in an attack. The paper is focused on
broad, long-term strategies to reduce the risk of catastrophic biological attack. Preemption is a
highly-scenario dependent tactic that is focused on a particular situation in a time delimited

period.

?"This set of assertions is worthy of a few good dissertations and books in its own right. The complicated dynamics
are probably best considered in the Jervis discussions (Chapter 3 of Perception and Misperception and “Cooperation
under the Security Dilemma”) and in the classic book on the interwar period, E.H. Carr, The Twenty Years’ Crisis.

2 For the danger of spiral model failures, see Leitenberg, “Assessing the Biological Weapons and Bioterrorism
Threat,” see page 68: “the greatly increased magnitude of the U.S. biodefense R&D program will promote a BW
arms race, and, at least in the part of others, perhaps not all of it of a defensive nature..... That arms race, at least in
its initial stages, is more likely to be with developments in our own BW research program than against developments
in the programs of other states or nonstate actors.” For the danger of deterrence failures, see Koblentz, “Pathogens
as Weapons” International Security, see page 107: “The accessibility of biological weapons to a diverse set of
actors and the ease of covert attacks complicate efforts to deter their use. The proliferation of biological weapons to
nondeterrable actors and the prospect of anonymous attacks could undermine reliance on deterrence as a security
strategy and lead states to adopt preventive or preemptive strategies.”
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Conclusion

Prevention remains a worthy goal but the classic strategies would fail, despite their many
advocates. There is a clear alignment between the interests of the technical elites in the life
sciences and the broader prevention objective. This alignment should be strengthened and used
as the basis for the development and adoption of norms that could greatly strengthen national and
international security. Policy should be configured to minimize spiral model effects on status-
quo states and maximize deterrence effects on non-state actors. Using old tools to control
profoundly new technology would fail, undercut by the diffusion and characteristics of new

technologies and the emergence of significant non-state actors in the biotechnology sector.
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Prevention: Chapter 2

Export Controls

Export controls can be an effective tool to prevent the diffusion of dangerous technology.
Effective export controls are possible if worrisome technology has not significantly diffused
beyond states that share a political desire to control it. Effective export controls are easier to
enforce if the entry costs to the new technology are high. Implementation of export controls are
complicated by the emergence of significant non-state actors — whether economic or terrorist.
Multi-national corporations often move research and assets between corporate labs in different
countries based on small differences in the relative favorability of host business climates. Non-
state terrorist actors — whether domestic or foreign — can elude entirely the state-centered,
border-focus of traditional export controls, either because basic materials are available within

most states or they can be acquired through the pretense of legitimate business.

In the case of the biotechnologies, export controls would be undercut by the diffusion of
technology, lack of political consensus on controls, and the emergence of significant non-state
actors, both economic and security, with interest and expertise in the biotechnologies.
Knowledge and materials needed for catastrophic biological weapons attack are widely diffused
abroad. Entry costs for biological weapons are low (defined in terms of both costs and technical

knowledge).

This chapter on export controls has three objectives: (1) it uses historical cases to distill
the enabling conditions needed for effective export controls; (2) it outlines the capabilities

needed for an effective catastrophic biological attack capability, a necessary precursor for an
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assessment of whether export controls could control these capabilities; and (3) it demonstrates
that there are limited prospects for effective export controls. It concludes with the assessment
that the most promising strategy is building and adopting international norms on biosafety,
biosecurity and worrisome dual-use research. Diplomatic, law enforcement or intelligence assets
should be used to pursue further investigation of programs that fail to observe these international

norms.

(1)  Needed Enabling Conditions

Export controls can work if the states with the technology share the political desire to
control it. Export controls are easier if the entry costs to the new technology are high. The
emergence of non-state actors with either economic or security ambitions greatly complicate

effective export controls.

Many post-World War II supplier regimes — including the Coordinating Committee for
Multilateral Export Controls (CoCom), the Nuclear Supplier’s Group, and the Australia Group —
demonstrate the potential for effective export controls as long as the technology has not diffused
beyond states that share a political desire to control it. The broader control regimes required
stronger political agreement. CoCom, formed in 1947, was built on the strong perception of a
shared security threat. There was strong political agreement that the diffusion of technology to
the Soviet Union and the Warsaw Pact could swiftly constitute a security threat to the Western
states that were members of CoCom and controlled most relevant technology. CoCom had three
lists of controlled items: the International Atomic Energy List (IAEL), the International

Munitions List (IML), and the Industrial List.
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The political agreement of the technically-ascendant Western states to counter the Soviet
threat in the early decades of the Cold War made CoCom a useful if imperfect tool to control
technology diffusion. Consensus was strongest around the nuclear-related exports, strong around
the weapons-focused Munitions List, and weakest around the Industrial List with its dual use
elements. Two things eventually changed with the passage of time: the political agreement
among the Western states weakened with the easing of the Cold War threat from the Soviet
Union, and the extent to which the Western states were technically-ascendant and hence
effectively controlled access to the relevant technology was reduced. As these two changes
altered the broader context, the relative effectiveness of and political commitment to the post-
World War II CoCom export-control regime similarly eased. CoCom was eventually replaced
by the less effective Wassenaar arrangement in 1996. The Wassenaar arrangement tries to focus
on nonproliferation concerns but the lack of political agreement about the nonproliferation target

has limited its effectiveness.

The control of exports of nuclear-related items, covered initially by CoCom’s
International Atomic Energy List and, since 1974, the Nuclear Suppliers Group, had the
strongest support because the items were clearly needed only for nuclear-related purposes and
the peaceful use of the items for civilian nuclear purposes was assured by the inspections
conducted by the International Atomic Energy Agency. Nuclear-related equipment was
expensive, difficult to acquire and complex to construct indigenously.”® The consensus to

control these nuclear-related exports and to monitor those that go forward to assure their peaceful

PSteve Fetter, “Ballistic Missiles and Weapons of Mass Destruction: What is the Threat? What Should be Done?”
International Security, Vol. 16, No. 1. (Summer 1991), pages 5-42. See page 41: “Nuclear weapons are by far the
most difficult to acquire; the requisite technologies to produce nuclear materials are expensive and export controls
are relatively effective.”
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use has been strong. The Nuclear Suppliers Group, for example, unlike CoCom, survived the

end of the Cold War.

High entry costs — such as characterized nuclear technology in the immediate post-World
War II period — slow technology diffusion and facilitate export controls. Low entry costs —
technical or fiscal — undercut the effectiveness of export controls, particularly if there is some
motive for actors to acquire and use the technology. This effect can be seen in the case of
computer encryption technology. After more than three decades of government efforts to slow
and control the availability of “strong” computer encryption, the entry costs for the technology
became extremely low. Ultimately, it was downloadable for free off the Internet. Strong public
key encryption could be used to assure secure transmission of computer-based financial
transactions and other communications. This strong public key encryption, though, complicated
the ability of US law enforcement and national security agencies to monitor communications.
The United States placed export controls on strong public key encryption in the 1970s to
preserve this capability.’® But the academic literature indicates that as the technology was
emerging, the National Security Agency sought to work with the relevant portions of the
research community to help them understand the risks and slow down the pace at which the new

technology emerged.”’ One author speculates that the NSA policy did have the effect of slowing

3% Shirley K. Hung, “Managing Uncertainty: Foresight and Flexibility in Cryptography and Voice Over IP Policy,”
(PhD diss., Massachusetts Institute of Technology, 2009).

3! Bobby Inman played a critical role in shaping the policy of the National Security Agency in this issue. See
“Cryptography: A New Clash Between Academic Freedom and National Security,” News and Comment, Science,
Vol. 209, 29 August 1980, page 995: “At the National Security Agency’s (NSA) prodding, the National Science
Foundation (NSF) last week told a computer scientist that it would withhold funds on certain parts of his
cryptography research grant because they impinge on national security....Inman, however, thinks the agency is
being entirely reasonable and that the NSA’s funding of cryptographic research will work. ‘We just need two or
three people who aren’t scared to death of us. I really am dealing with sociological problems on both sides,” he
says.” B.R. Inman, “Letters: Cryptography Research Funding,” Science, Vol. 210, No. 4466 (Oct. 10, 1980), pages
134-136: “I anticipate that the results of most of the research funded by NSA will raise no direct questions of
national security and could be published and otherwise publicly released. On occasion, because of the nature of
cryptographic materials and of the work done by NSA, it may be necessary to classify resulting publications because
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down the pace at which strong encryption became widely available and that this delay was
valuable to the NSA because it enabled them to build their own capabilities to preserve their
mission despite the emergence of the new technology. 32 By the 1990s, there was significant
demand from consumers and businesses for strong encryption. Strong encryption became
available from multiple international sources and even downloadable for free off the Internet.
The economic opportunity costs of the export controls increased sharply as this policy reduced
the ability of US companies to compete in the burgeoning computer sector and affected their
market-share. The US policy was abandoned in the 1990s.* Computer encryption technology in
the 1970s, 1980s and 1990s provides an ideal example of the impact of low entry costs, both
technical and fiscal, for wide adoption of a new technology, despite- government efforts to

prevent that adoption.

of their impact on national security.” L. Peterson, “Science News of the Week: Silencing Science for Security,”
Science News, Volume 121, January 16, 1982, No. 3, see page 35: “As a model of a ‘reasonable and fair’ approach
to the problem, Inman gave the example of the voluntary review of cryptologic research that was established while
he was director of the National Security Agency (NSA). Researchers working in the area of cryptology send
manuscripts to the NSA for prepublication review. So far, 25 papers have been submitted, and none has caused the
NSA any security concerns.” Some of Inman’s later views can be seen in B.R. Inman and Daniel F. Burton, Jr.,
“Technology and Competitiveness: The New Policy Frontier,” Foreign Affairs, Spring, 1990, Council on Foreign
Relations website (http://www foreignaffairs.com/articles/45444 accessed 4/13/2009), see the abstract: “....when it
comes to advanced technology, national security can no longer be viewed in purely military terms; economic
security is also a vital consideration. Moreover, just as it is increasingly difficult to make a meaningful policy
distinction between military and commercial technologies, so is it difficult to determine how to manage international
relationships, since important political allies in military technology are often hard-nosed economic competitors in
commercial technology.” -

32 Hung, “Managing Uncertainty: Foresight and Flexibility in Cryptography and Voice Over IP Policy,” see page 30:
“Although the Clipper Chip initiative was ultimately unsuccessful, and export controls on encryption were loosened
considerably in 1999, the efforts were arguably quite effective in terms of delaying development and deployment of
other forms of cryptography. It is impossible to quantify how many years’ delay resulted or how much more
encryption and of what strength or quality would otherwise be used today. However, the fact that the NSA bought
itself time by throwing what seemed like the kitchen sink at commercial cryptography is undeniable. This would not
have been possible without the existence of and willingness of key members of the Agency to formulate and pursue
a rather sophisticated and unspoken long-term strategy for managing mass market encryption. While to the casual
observer it may have seemed that the NSA sought to eliminate strong commercial encryption altogether, the agency
most likely never expected such a strategy to work. Instead, it used a variety of tactics as stalling devices, never
expecting for them to actually succeed, to buy time to increase and solidify its existing technological advantages.”

%3 Hung, “Managing Uncertainty: Foresight and Flexibility in Cryptography and Voice Over IP Policy.”
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Implementation of export controls are vastly complicated by the emergence of significant
non-state actors — whether economic or terrorist. Multi-national corporations often can readily
move research and assets between corporate labs in different countries. They often do so based
on small differences in the relative favorability of host business climates, an ability that can
render unilateral control efforts not merely ineffective but counterproductive. Non-state terrorist
actors — whether domestic or foreign — can elude entirely the state-centered, border-focus of
traditional export controls, either because many items are available within the state or can be

acquired through trade using legitimate businesses.

(2) A Catastrophic Offensive Biological Capability

This section discusses the knowledge and materials needed to mount an effective
catastrophic biological attack. This discussion is necessary to inform the next section’s
consideration of whether any of these capabilities could be effectively controlled through export

controls.

There are legitimate debates about how soon a non-state actor could launch an effective
catastrophic biological attack. These debates generally are about whether or how swiftly a non-
state actor could surmount various technical and operational challenges to launching an effective
catastrophic attack. Unhappily, there is little debate that a well-executed, well-conceived
biological attack would be devastating against an undefended civilian population: “a millionth of
a gram of anthrax constitutes a lethal inhalation dose. A kilogram, depending on meteorological
conditions and means of delivery, has the potential to kill hundreds of thousands of people in a

. 4
metropolitan area.””

*Danzig and Berkowsky, “Why Should We Be Concerned About Biological Warfare?”, page 9-10. There are many
examples of posited catastrophes to choose from. See also Jeffrey D. Simon, “Biological Terrorism: Preparing to
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There are two very broad requirements for an attacker: (1) getting a deadly biological
agent; and (2) delivering it effectively. There are many subparts to both of these broad
objectives3 5 and many excellent published discussions of the technical details.*® The chapter

walks through each of these two broad objectives.

Getting a Deadly Biological Agent

The first requirement for a catastrophic biological weapons capability would be acquiring
a deadly biological agent and growing it in quantity. There are a range of pathogens that could
be used in an attack. Anthrax and smallpox have many of the characteristics most useful to the

offense:®’ they are relatively robust in the environment (surviving relatively well the stresses,

Meet the Threat,” in Joshua Lederberg, ed., Biological Weapons: Limiting the Threat, see page 236: “BW terrorism
could result in hundreds of thousands or millions of casualties.” Also see Koblentz, “Pathogens as Weapons,” MIT
diss., see page 15-16: “The ability of biological weapons to cause mass casualties has been documented by the
Stockholm International Peace Research Institute (SIPRI), World Health Organization (WHO), and OTA.....The
most significant result of these studies is that the potential of biological weapons to cover large areas and cause large
numbers of casualties are comparable to nuclear weapons.” See also Fetter, “Ballistic Missiles and Weapons of
Mass Destruction”; see page 26: “To illustrate the magnitude of the casualties that could be produced by biological
weapons, consider a missile armed with 30 kilograms of anthrax spores. Lethal doses to unprotected adults would
result over an area of 6 to 80 square kilometers, depending on the weather conditions and assumptions about the
release....” There are many legitimate detailed arguments about biological attack scenarios. The implications of
these arguments tend to be about how hard a particular task would be to accomplish technically, not how many
people would die if the attack were executed as posited in the scenario.

*> Many authors have proposed more detailed and very useful taxonomies for the characteristics that optimize an
agent for biological attack. See, for example, Raymond A. Zilinskas, Possible Terrorist Use of Modern
Biotechnology Techniques, Conference Paper, Conference on Biosecurity and Bioterrorism, Instituto Diplomatico
“Mario Toscano” Villa Madema, Rome, Italy, September 18-19, 2000, page 2. Zilinskas structures his paper around
five attributes of a “perfect” military biological weapon: (1) high virulence coupled with high host specificity; (2)
high degree of controllability; (3) high degree of resistance to adverse environmental forces; (4) lack of timely
countermeasures to the attacked population; (5) ability to camouflage the BW agent with relative ease. A taxonomy
from a medical perspective would be, for example Ross H. Pastel, et al, “Clinical Laboratories, the Select Agent
Program, and Biological Surety (Biosurety),” Clinics in Laboratory Medicine, Volume 26, Issue 2 (June 2006), see
page 2: “Biological agents are not equivalent to biological weapons. For a biological agent to become a biological
weapon, it must be processed further for environmental stability, particle size, and dispersability. Following
processing, the biological agent must be kept in a container (munition) that will maintain viability, delivered by a
delivery system (eg, aircraft, truck, or missile), and then be dispersed by some mechanism (eg, explosion or spray
device). These four components (biological agent, munition, delivery system, dispersal mechanism) form a
biological weapon.”

% Two of the best general reference works are Richard F. Pilch and Raymond A. Zilinskas, eds., Encyclopedia of
Bioterrorism Defense (Hoboken, NJ: John Wiley & Sons, Inc., 2005) and Luther E. Lindler, Frank J. Lebeda, and
George W. Korch, eds., Biological Weapons Defense: Infectious Diseases and Counterbioterrorism (Totowa, New
Jersey: Humana Press, 2005).

3 Donald A. Henderson, “The Looming Threat of Bioterrorism,” Science, 283, 1279 (1999).
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for example, of sunlight and wind); are relatively lethal (in the absence of timely medical
intervention they both could be expected to exact deaths on the order of 50 percent or so of an
exposed population); and are relatively easy to grow, store and deliver effectively. A
catastrophic attack is defined here as one causing at least 10,000 deaths.®

There are, of course, other more unusual agents that could be used effectively for a
catastrophic attack. Other agents, though, tend to pose more advanced but plausibly
surmountable technical problems of one sort or another. For example, plague — the black death
of medieval history — has high lethality but is somewhat more fragile and hence would require
more technical skill to store, grow and deliver it in sufficient quantity to get large enough
numbers of individuals sick enough, fast enough to cause catastrophic effects.”® Other agents
could be used but again would pose a higher technical challenge of one sort or another to the
attacker. For example, ricin has the advantages to an attacker of being made from the easily
acquired castor bean and generating very high rates of death. Ricin, though, is very difficult to
weaponize and hence would pose a significant challenge to an adversary trying to optimize it for
effective catastrophic delivery. It would be well-suited from the attacker’s point-of-view for an

. . 4
assassination weapon. 0

38Fetter, “Ballistic Missiles and Weapons of Mass Destruction;” See page 24: “In particular, bacillus anthracis, the
bacteria that causes anthrax, seems especially well suited for dissemination by missiles or bombs because of its
ability to form spores that can survive violent dissemination methods and exposure to sun, air, and rain.....Left
untreated, anthrax kills nearly all who contract it within a few days.”

3° Norman F. Cantor, In the Wake of the Plague: The Black Death and the World It Made (New York, NY: The Free
Press, 2001). National Institute of Allergy and Infectious Disease (NIAID), “NIAID Biodefense Research Agenda
for CDC Category A Agents,” February 2002, U.S. Department of Health and Human Services, National Institutes
of Health, NIAID, see page 20: Plague’s “potential for use as a biological weapon is based on methods that were
developed to produce and aerosolize large amounts of bacteria and on its transmissibility from person to person in
certain forms....Infection by inhalation of even small numbers of virulent aerosolized Y. pestis bacilli can lead to
pneumonic plague, a highly lethal form of plague that can be spread from person to person. Natural epidemics of
plague have been primarily bubonic plague, which is transmitted by fleas from infected rodents. .. .If untreated,
pneumonic plague has a mortality rate that approaches 100 percent. Antibiotics are effective against plague, but an
effective vaccine is not widely available.”

“U.S. Army Medical Research Institute of Infectious Diseases (USAMRIID), “USAMRIID’s Medical Management
of Biological Casualties Handbook,” USAMRIID, Fort Detrick, Frederick, Maryland, February 2001, See page 132:

55



The most widely-cited listing of biological pathogens of concern is the “Category A” list
identified by the US Centers for Disease Prevention and Control. The CDC defines agents as
“Category A” because, among other characteristics, they “can be easily disseminated or
transmitted from person to person; [and] result in high mortality rates and have the potential for
major public health impact.” The six CDC Category A agents are the classic biological agents of
anthrax, botulism, plague, smallpox, tularemia, and the viral hemorrhagic fevers.*!

Over time, technical advances in the biotechnologies are likely to ease the technical
challenges to an adversary of using an unusual or modified pathogen. An unusual pathogen is
‘one of these pathogens that exists in nature but has qualities, like relative fragility or low
infectiousness, which would make it less attractive to an attacker. Advances in technology,

though, may make it easier for the attacker to overcome the weakness and deploy the unusual

pathogen to catastrophic effect. For example, new encapsulation technology might be used to

“Ricin’s significance as a potential biological warfare toxin relates in part to its wide availability. Worldwide, one
million tons of castor beans are processed annually....The toxin is also quite stable and extremely toxic by several
routes of exposure, including the respiratory route. Ricin was apparently used in the assassination of Bulgarian exile
Georgi Markov in London in 1978. Markov was attacked with a specially engineered weapon disguised as an
umbrella, which implanted a ricin-containing pellet into his body.” See a similar discussion on botulinum toxin and
biological delivery in general in Fetter, “Ballistic Missiles and Weapons of Mass Destruction”; See page 24 where
Fetter discusses the extreme lethality of botulinum toxin but some of the technical difficulties of using it for
catastrophic delivery.

“IThe category A agents and their characteristics are from U.S. Department of Health and Human Services. Centers
for Disease Control and Prevention. Emergency Preparedness and Response, Bioterrorism Agents/Diseases.
Category A. CDC Website (http://emergency.cdc.gov/agent/agentlist-category.asp accessed 11/ 8/2007). There is a
burgeoning effort to rank biological pathogens and assess the threat they pose. Many institutions, even within the
US government, have their own lists. The CDC list is the most commonly used and hence is referenced here. The
intellectual complexities of conducting a biological threat assessment are significant. Many papers discuss these
complexities. Two very different treatments can be found, for example, in the following articles. For a thoughtful
but skeptical discussion that seems to argue that only demonstrated, extant capabilities be considered see Leitenberg,
“Biological Weapons in the Twentieth Century.” For a more classic discussion of how defense professionals would
tend to think about the threat, see Grapham S. Pearson, “The Essentials of Biological Threat Assessment,” in
Raymond A. Zilinskas. ed., Biological Warfare: Modern Offense and Defense (Boulder, Colorado: Lynne Rienner
Publishers, Inc., 2000), pages 55-84.
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overcome plague’s inherent fragility and make it useful for a catastrophic attack from an
adversary’s point of view.*?

Using an unusual or modified pathogen would complicate the defense. This is because
stockpiled medical countermeasures in general need to be targeted to a particular pathogen.
Resources to purchase defensive countermeasures are finite and so there is a risk that stockpiled
countermeasures would not include countermeasures against an unusual pathogen. The
implications for the defense of this interactive struggle between the offense and the defense are
developed in the dissertation’s later chapter on a medical countermeasure strategy. The current
chapter is focused more directly on the attacker and her requirements to launch a catastrophic
biological attack.

Modified pathogens also would become more likely over time.* Modified pathogens are
pathogens whose genetic structure was purposefully modified in some way to increase its
effectiveness from an adversary’s point of view. The pathogen may be modified so as to be able
to defeat extant medical countermeasures or have greater lethality, for example.** Modifications
can range from the relatively straightforward (introducing antibiotic resistance) to the exotic.

State programs could — and apparently have particularly in the Soviet Union — modified

*2 For the general point about microencapsulation, see Raymond A. Zilinskas and Malcom Dando, “Biotechnology
and Bioterrorism,” in Richard F. Pilch and Raymond A. Zilinskas, eds., Encyclopedia of Bioterrorism Defense
(Hoboken, NJ: John Wiley & Sons, Inc., 2005), page 63.

# Chyba, “Toward Biological Security,” see page 126: “Genetic modification of biological agents (to make them
resistant to vaccines or antimicrobial drugs, for instance) probably remains beyond the capabilities of terrorist
groups for the time being — although the illicit Soviet program did carry out such work and scientists have in effect
done the same in research contexts. This sort of biological know-how is spreading quickly.”

4 National Research Council of the National Academies, Biotechnology Research in an Age of Terrorism,
(Washington DC: National Academies of Science, 2004). This report is sometimes called the “Fink Report” after its
chairman, Gerald Fink, Professor of Genetics, Whitehead Institute for Biomedical Research, Massachusetts Institute
of Technology. See pages 114-115: This report outlined seven “Experiments of Concern” that would be of
particular concern. These are modifications that: “(1) Would demonstrate how to render a vaccine ineffective....(2)
Would confer resistance to therapeutically useful antibiotics or antiviral agents....(3) Would enhance the virulence
of a pathogen or render a nonpathogen virulent....(4) Would increase transmissibility of a pathogen....(5) Would
alter the host range of a pathogen....(6) Would enable the evasion of diagnostic/detection modalities....(7) Would
enable the weaponization of a biological agent or toxin.”
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pathogens in the lab and the testing range.” There is legitimate debate about how quickly
technical advances could be incorporated into most adversaries’ programs, particularly into non-
state programs. There is little debate that the pace of progress in the biotechnologies is rapid,
widely-distributed geographically and unpredictable.*®

This section will be organized by the four theoretical routes for acquiring biological
agents: (1) from nature; (2) from a civilian research laboratory; (3) from a state offensive or
defensive research program; and (4) from de novo construction in a laboratory, often using parts

purchased through mail order or over the internet.

From Nature
The first route to acquire a dangerous pathogen is from nature. Many dangerous

pathogens occur in nature and could be isolated from naturally occurring cases and then grown in

“It appears that the Soviets did conduct efforts to genetically modify pathogens. See, for example, Chyba, “Toward
Biological Security;” see page 127: “Genetic modification of biological agents (to make them resistant to vaccines
or antimicrobial drugs, for instance) probably remains beyond the capabilities of terrorist groups for the time being —
although the illicit Soviet program did carry out such work and scientists have in effect done the same in research
contexts. This sort of biotechnical know-how is spreading quickly.” See also Kadlec, et al, “Biological Weapons
Control,” in Lederberg, ed., Biological Weapons; see page 104: “In 1992, Boris Yeltsin admitted that the former
Soviet Union had violated the BWC by developing an offensive biological weapons program....In addition,
unconfirmed published reports from Russian defectors who were formerly involved in the biological weapons
program suggest that they were researching and developing new classes of biological weapons agents. These
defectors disclosed that they were developing viral hemorrhagic fevers and genetically engineered biological
weapons agents. They specifically mentioned creating a strain of Yersina pestis that was resistant to multiple
antibiotics and engineered to overcome the protection of available vaccines.” See Jonathan B. Tucker and Raymond
A. Zilinskas, “Introduction,” in Jonathan B. Tucker and Raymond A. Zilinskas, eds., The 1971 Smallpox Epidemic
in Aralsk, Kazakhstan, and the Soviet Biological Warfare Program (Monterey, CA: Center for Nonproliferation
Studies, Monterey Institute of International Studies, 2002), see: Tucker and Zilinskas state according to information
provided by two former Soviet officials “a variety of BW agents were tested on [the then-Soviet] Vozrozhdeniye
Island, including the microbial pathogens that cause plague, anthrax, Q-fever, smallpox, tularemia, and Venezuelan
equine encephalitis, as well as botulinum toxin. Some of the pathogens tested in aerosol form were genetically
modified strains that produce atypical disease processes and are resistant to existing medications, potentially
complicating diagnosis and treatment.” See also Ken Alibek with Stephen Handelman, Biohazard: The Chilling
True Story of the Largest Covert Biological Weapons Program in the World — Told From the Inside by the Man Who
Ran It (New York, NY: Dell Publishing, 1999), see page 41: Ken Alibek, the 1992 Soviet defector, stated that the
Soviets were hard at work at genetic modification of various sorts and produced large volumes of these modified
pathogens. “Launched by a secret Brezhnev decree in 1973, the [Enzyme] program aimed to modernize existing
biological weapons and to develop genetically altered pathogens resistant to antibiotics and vaccines, which could
be turned into powerful weapons for use in intercontinental warfare.”

% Globalization, Biosecurity and the Future of the Life Sciences. National Research Council of the National
Academies, (Washington DC: National Academies of Science) page 25.
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a laboratory.?” These include all of the CDC Category A agents except for smallpox -- anthrax,
botulism, plague, tularemia, and the viral hemorrhagic fevers. Some — like anthrax — are
relatively common in nature. Isolation of a lethal agent from a naturally occurring case probably
could be done with easily acquired materials and the training possessed by an experienced
technician or a research assistant.*® It would not, though, be technically trivial and at least one
group tried and failed.* The more widespread a disease outbreak, the easier it would be
technically to isolate an agent from the outbreak.”®

Anthrax, for example, is a naturally occurring disease that affects animals like cows and
sheep. It continues to occur, including in the Western part of the United States and Canada. For
example, in 2007 “anthrax has been diagnosed on five farms in Manitoba with about 25 [cattle]
deaths, on two farms in Minnesota with about 15 deaths and in 17 North Dakota herds with

approximately 100 deaths. Other deaths have been recently reported in South Dakota and

“’See Dominique M. Missiakas and Olaf Schneewind, “Bacillus anthracis and the Pathogensis of Anthrax,” in
Lindler, Luther E., Frank J. Lebeda, and George W. Korch, eds., Biological Weapons Defense: Infectious Diseases
and Counterbioterrorism. (Totowa, New Jersey: Humana Press, 2005), see page 79: “B. anthracis [anthrax] can be
obtained from infected animals or soil and anthrax spores are easily prepared.”

8 7ilinskas and Dando, “Biotechnology and Bioterrorism,” in Pilch and Zilinskas, see page 71: “A graduate from a
four-year college biology program with an emphasis on microbiology [or a technician with five or more years of
experience] should have good knowledge of all aspects of basic bacteriology, including the metabolism and growth
characteristics of common bacteria, host-parasite interactions, and endotoxin and exotoxin production. He or she
will have been exposed to virology and mycology, will have learned about many advanced biotechnology
techniques, and will have practiced them in laboratory work. Thus, he or she can follow directions in published
protocols that provide detailed and frequently updated instructions of basic sequencing, genetic manipulation, and so
on.”

* Salerno and Hickok, “Strengthening Bioterrorism Prevention” in Biosecurity and Bioterrorism: Biodefense
Strategy, Practice, and Science, Volume 5, Number 2 (2007), see page 110: “Although almost every biological
agent may be isolated from nature, this procedure can be technically difficuit and the necessary skills are often much
different from those required to culture a pathogen in the laboratory.” See page 113, where Salerno and Hickok note
that members of Aum Shinrikyo traveled to an ebola outbreak but were not able to acquire a sample. Also on Aum
Shinrikyo, see Leitenberg, “Biological Weapons,” see page 294: “Despite the expenditure of substantial time, effort,
money and some requisite talent, their efforts [to develop offensive BW capabilities] totally failed.” The precise
source of the group’s difficulties has not been well explained in the literature and hence it seems difficult to
speculate on its general implications.

%% Salerno and Hickok, page 113.
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Nebraska.”! More cases would be expected abroad where both animal vaccination and
reporting programs would be less comprehensive.

Other naturally-occurring diseases vary significantly in their utility as a catastrophic
biological weapon. Ebola, for example, is naturally-occurring, generally in non-human primate
populations in Africa. It is transferred to humans under an unusual set of circumstances. Once
in humans, it has a high fatality rate but is relatively hard to transmit.**

Smallpox, one of the most deadly diseases in human history, is no longer naturally-
occurring. Naturally-occurring smallpox was eliminated through a remarkable eradication effort
led by the World Health Organization. The last naturally-occurring case of smallpox occurred in
1977.%

From a Civilian Research Laboratory

A second source for a deadly pathogen would be from agent collections in civilian
biological laboratories.>® These pathogens would have been acquired and retained with benign
intentions. Research laboratories are at present very poorly regulated, particularly outside of the
United States. The extent of lethal pathogens in private agent collections is poorly understood
but appears to be extensive, probably numbering in the thousands of agent collections.” A
recent description of a highly-regarded and relatively well-secured laboratory underscores the

challenge:

$1John Kirk and Heidi Hamlen, “Anthrax” Veterinary Medicine Extension, School of Veterinary Medicine,
University of Calafornia Davis, Tulare, CA, website (http:/www.vetmed.ucdavis.edu/vetext/inf-da/inf-
da_anthrax.html accessed 11/14/2007).

>%Questions and Answers about Ebola Hemorrhagic Fever,” Centers for Disease Control and Prevention website
(http://www.cdc.gov/ncidod/dvrd/srp/mnpages/dispages/ebola/qa.htm accessed 5/20/2009).

3«Smallpox,” The World Health Organization website (http://www.who.int/mediacentre/factsheets/smallpox
accessed 4/3/2009).

*Chyba, “Toward Biological Security,” see page 127: “Hundreds of culture collections containing dangerous
organisms also exist around the world. Although terrorists can acquire pathogens from natural disease outbreaks,
existing collections offer the easiest sources.”

55 Salerno and Estes, “Biosecurity: Protecting High Consequence Pathogens and Toxins Against Theft and
Diversion,” in Pilch and Zilinskas, see page 57: “Thousands of bioscience facilities around the world conduct
critical research on pathogens and toxins that could be used as biological weapons.”
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Thierry Heidmann’s office, adjacent to the laboratory he runs at the Institute Gustav

Roussy, on the southern edge of Paris, could pass for a museum of genetic catastrophe.

Files devoted to the world’s most horrifying infectious diseases fill the cabinets and line

the shelves. There are thick folders for smallpox, Ebola virus, and various forms of

influenza. SARS is accounted for, as are more obscure pathogens, such as feline
leukemia virus, Mason-Pfizer monkey virus, and simian foamy virus, which is endemic
in African apes. H.L.V., the best-known and most insidious of the viruses at work today,
has its own shelf of files. The lab’s beakers, vials, and refrigerator, secured behind
locked doors with double-paned windows, all teem with viruses.’

Even smallpox may have been inadvertently retained in some old laboratory freezer
somewhere. Only two avowed stockpiles of smallpox remain — one at the US CDC in Atlanta
and one at the State Center for Research on Virology and Biotechnology in Novosibirsk, Siberia.
Most analysts assume there are other, unacknowledged stocks of smallpox.57 Virologists active
in the smallpox elimination effort warn that the elimination of smallpox holdings at sites in the
1970s was simply requested but there were no practical measures that could reliably certify that
all stocks had actually been destroyed. Virologists have warned that it was common practice for
a virologist to preserve virus isolates from diagnostic specimens which they had processed.

Smallpox virus was grown on the allantoic membrane of a fertile chicken egg. After

examination of the membrane, it was a simple matter to place the membrane in a small vial and

36 Michael Spector, “Darwin’s Surprise: Why Are Evolutionary Biologists Bringing Back Extinct Deadly Viruses?”
The New Yorker, December 3, 2007, page 64. Civilian research labs have done an enormous amount of good, but
have previously been the source of infection. See Jill Lepore, “It’s Spreading: Outbreaks, media scares, and the
parrot panic of 1930,” The New Yorker, June 1, 2009, see page 50: In a “Parrot Fever” or psittacosis outbreak in
1930, the largest single source of infection was the laboratory leading the epidemiological investigation: “In
February and early March of 1930, while Armstrong was still recovering, nine other people at the Hygienic
Laboratory became sick. Psittacosis seemed to have contaminated the whole building. On March 15%, McCoy
ordered the building evacuated. Alone, he walked down the stairs to Armstrong’s basement laboratory. He killed
with chloroform, every parrot, mouse, pigeon, guinea pig, rat and monkey that had been used in the psittacosis
experiments....He burned the bodies in the building’s incinerator. He sealed all the windows. The fumigation
squad arrived at 2 P.M. and began spraying the building with cyanide. Sparrows flying fifty feet over the building
froze, mid-flight, and fell to earth....Two months later, on May 26, 1930, Congress rewarded the Hygienic
Laboratory by expanding it and granting it a new name: the National Institute of Health.”

7 Robert G. Darling, Timothy H. Burgess, James V. Lawlwe, and Timothy P. Endy, “Virologic and Pathogenic
Aspects of the Variola Virus (Smallpox) as a Bioweapon,” in Lindler, Luther E., Frank J. Lebeda, and George W.
Korch, eds., Biological Weapons Defense: Infectious Diseases and Counterbioterrorism. Totowa, New Jersey:
Humana Press, 2005; see page 102: “In short, most authorities agree that the likelihood of smallpox virus existing
outside the WHO-sanctioned laboratories is high.”
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store it in a freezer. Many different virus specimens were preserved in this manner for possible
comparison with apparently similar viruses isolated at a later date. Virologists have observed
that it was common to put such vials in the back of a freezer and for old-fashioned-style labels to

sometimes fall-off. Small-pox scabs that had remained frozen would remain lethal indefinitely.’®

From a State Offensive or Defensive Research Program

The third source of a deadly pathogen would be from a state offensive or defensive
research program. The leakage could either be inadvertent or malicious on the part of the state.”
It would be extremely difficult but not entirely impossible to identify the source of the pathogen,
because different variants of diseases can be identified under certain conditions. Attribution and
its possible utility for deterrence are discussed in the deterrence chapter. Leakage from a state
program probably would speed a non-state program’s acquisition of a pathogen with unusual or
modified characteristics favorable to an attacker. Once a terrorist group had acquired the seed
stock, the pathogen could be grown in essentially unlimited quantity with few constraints using
easily available materials. This lack of a meaningful quantity constraint is one of the great

difficulties of the biological threat.*

8 Donald A. Henderson, M.D., e-mail communication with the author dated May 26, 2009. Dr. Henderson led the
WHO effort that eradicated naturally-occurring smallpox.

% In an example of an inadvertent leak that didn’t happen, one is reminded of the 1989 case of monkeys infected
with Ebola that were identified in a laboratory in Reston, Virginia. See Richard Preston, The Hot Zone: A Terrifying
True Story (New York: NY: First Anchor Books, 1995).

“The ease of growing larger stocks from a stable seed stock is widely held. See, for example, Zilinskas and Dando,
in Pilch and Zilinskas, page 71: “A graduate from a four-year college biology program with an emphasis on
microbiology [or a technician with five or more years of experience] should have good knowledge of all aspects of
basic bacteriology, including the metabolism and growth characteristics of common bacteria, host-parasite
interactions, and endotoxin and exotoxin production. He or she will have been exposed to virology and mycology,
will have learned about many advanced biotechnology techniques, and will have practiced them in laboratory work.
Thus, he or she can follow directions in published protocols that provide detailed and frequently updated instructions
of basic sequencing, genetic manipulation, and so on.” It should be noted that some analysts warn the ease of this
step is greatly exaggerated; see, for example, Leitenberg, “Biological Weapons,” see page 308: “Contrary to a
massive amount of disinformation purveyed in recent years, it is not a simple matter either to obtain or to prepare
human pathogens for use as BW agents.”
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Diversion from the former Soviet program is a particular concern for many in the security
field. Ken Alibek, who defected from a leadership role in-the Soviet offensive biological
weapons program, has warned that very large quantities of smallpox and other deadly pathogens
were produced and weaponized in the Soviet program. 81 It appears that the Soviets did conduct
efforts to genetically modify pathogens.®> The precise disposition of the Soviet stores has never
been fully established.®

The recent case in the United States of the 2001 anthrax letter attacks which killed five
people provide further warning about the vulnerability of materials in state defensive programs.
The FBI has said that Bruce Ivins, a scientist in the biodefense program at USAMRIID, was

uniquely and personally responsible for the anthrax attacks. Ivins committed suicide before he

®l1t appears that the Soviets did conduct efforts to genetically modify pathogens. See Tucker and Zilinskas,
“Introduction,” in Tucker and Zilinskas, eds., The report states that according to information provided by two former
Soviet officials “a variety of BW agents were tested on [the then-Soviet] Vozrozhdeniye Island, including the
microbial pathogens that cause plague, anthrax, Q-fever, smallpox, tularemia, and Venezuelan equine encephalitis,
as well as botulinum toxin. Some of the pathogens tested in aerosol form were genetically modified strains that
produce atypical disease processes and are resistant to existing medications, potentially complicating diagnosis and
treatment.” See also Alibek with Handelman, Biohazard, see page 41: Ken Alibek, the 1992 Soviet defector, stated
that the Soviets were hard at work at genetic modification of various sorts and produced large volumes of these
modified pathogens; “Launched by a secret Brezhnev decree in 1973, the [Enzyme] program aimed to modernize
existing biological weapons and to develop genetically altered pathogens resistant to antibiotics and vaccines, which
could be turned into powerful weapons for use in intercontinental warfare.”

62See, for example, Kadlec, et al, in Lederberg, ed., Biological Weapons, see page 104: “In 1992, Boris Yeltsin
admitted that the former Soviet Union had violated the BWC by developing an offensive biological weapons
program....In addition, unconfirmed published reports from Russian defectors who were formerly involved in the
biological weapons program suggest that they were researching and developing new classes of biological weapons
agents. These defectors disclosed that they were developing viral hemorrhagic fevers and genetically engineered
biological weapons agents. They specifically mentioned creating a strain of Yersina pestis that was resistant to
multiple antibiotics and engineered to overcome the protection of available vaccines.” See also Alibek with
Handelman, Biohazard. See page x: “[W]e stockpiled hundreds of tons of anthrax and dozens of tons of plague and
smallpox near Moscow and other Russian cities for use against the United States and its Western allies.” See also
page 121-122: “We calculated that the production line in the newly constructed Building 15 at Koltsovo was capable
of manufacturing between eighty and one hundred tons of smallpox a year.”

83 Kadlec, et al., in Lederberg, ed., Biological Weapons, see page 104: “[D]espite bilateral agreements between the
U.S. and Russian governments to resolve concerns about the biological weapons capabilities inherited by the
Russian government, concerns still persist about the veracity and completeness of Russian assurances and
statements.”



could be charged and prosecuted, thus leaving some lack of closure about the case.®® The case
does, though, provide evidence for those who argue that the defensive programs are a likely
source of these pathogens.®’ There is a more extensive discussion of the potential spiral model
implications of these defensive programs in the chapter on prohibitions. For the purposes of this
chapter, it is sufficient to use the case to demonstrate that even programs with defensive intent
can inadvertently be the source of pathogens used for offensive purposes.

From de novo Construction in a Laboratory

The fourth route to acquire a deadly pathogen is through de novo construction in a
laboratory. This is by far the most demanding route technically. The rate of progress here is
interrelated with the extent to which the sale of parts through mail-order and the internet is well-
regulated.

The polio virus has been sequenced de novo in the 1ab® as has the influenza strain that
caused the 1918 Influenza epidemic.”” Smallpox is a much longer and more complex virus and
its sequencing would be expected to be correspondingly difficult. The capability to sequence
and recreate pathogens will surely improve over time, although how quickly is uncertain and the
capability would likely spread first to state programs and only later to non-state actors.

The speed of progress in de novo construction is closely related to the ability to acquire
pieces through mail-order and internet purchases. The purchase of items clearly related to

deadly pathogens is better regulated, particularly in the United States, than it was even a few

% See newspaper accounts, including, for example, Carrie Johnson, Del Quentin Wilber, and Dan Eggen,
“Government Asserts Ivins Acted Alone: Officials Detail Evidence, but Questions Linger, The Washington Post,
Thursday, August 7, 2008, Page A01.

8See, for example, Hillel W. Cohen, Robert M. Gould, and Victor W. Sidel, “The Pitfalls of Bioterrorism
Preparedness: the Anthrax and Smallpox Experiences,” American Journal of Public Health, 2004 October; 94(10):
1667-1671.

% The relatively-simple polio virus was built from scratch five years ago. Jocelyn Kaiser, “Proposed Biosecurity
Review Plan Endorses Self-Regulation,” Science, Vol 316, 27 April 2007, page 529.

%7 Brian Handwerk, “’Bird Flu’ Similar to Deadly 1918 Flu, Gene Study Finds,” National Geographic website

(http://news.nationalgeographic.com/news/2005 accessed 5/19/2009).
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years ago. These controls need to be further strengthened. A related problem, though, is that the
sophistication and multi-use elements of materials that can be ordered from these mail-order
facilities is growing rapidly. The norms governing the sale of these items should be covered by
the norms on biosafety, biosecurity, and worrisome dual-use research discussed later in this
section.
Effective Delivery

Once an adversary had a lethal pathogen in sufficient quantity, she would need to
weaponize it for effective delivery. While this would not be particularly complicated if the
objective was to cause a small numbers of deaths, it becomes vastly more complicated for a
catastrophic attack. There are three theoretical routes to infect a human being: (1) through the
skin and into the blood stream; (2) through consumed water or food and into the digestive track;
or (3) through the air and into the lungs. The routes selected by an adversary and the particular
tactic selected within these routes would have very different effects on the number of potential
causalities. Virtually all analysts agree that the most efficient technique to cause catastrophic
numbers of casualties would be through an aerosol attack on a densely-populated area. There is
folk-wisdom that the food and water route would not be effective for a catastrophic attack. The
degree of analysis supporting this view should be improved.

Through the Skin

The first route — through the skin and into the blood stream — can be used and unhappily
has been used as an effective assassination technique.68 No one in the literature, though, appears
to have come up with a technique by which this route could be used to inflict catastrophic

effects.

68 George W. Christopher, Theodore J. Cieslak, Julie A. Pavlin, and Edward M. Eitzen, Jr., “Biological Warfare: A
Historical Perspective,” in Joshua Lederberg, ed., Biological Weapons: Limiting the Threat (Cambridge, MA: The
MIT Press, 1999), page 30.
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Through Food and Water

The second possible delivery technique is through the consumption of food and water and
then infection of the individual through the digestive track. The daily news, unhappily,
demonstrates that innocent but still significant contamination through the food and water systems
is possible.69 Several acts of purposeful contamination of food supplies have occurred, largely
resulting in illness, not deaths. 7 1t seems likely that at least small successful attacks could be
launched through the food and water system by an attacker.”! What is somewhat less clear is the
extent to which purposeful and even very highly-skilled attacks on the food and water system
could generate catastrophic effects. There does not appear to be a robust consensus in the
technical literature about whether food and water attacks could have catastrophic effects. Based
on the current level of knowledge, it does not appear that either the attacker or the defender could
confidently rule it in or out. An attacker could try this route and might have success from their
perspective in that they could cause widespread illness, possibly some deaths, and significant

panic and economic dislocation. Any attacker, though, would face considerable uncertainty

% In the fall of 2007, for example, there were significant multi-state outbreaks in the United States of food-borne E.
coli 0157 infections linked to ground beef, salmonella in pot pies, and botulism in canned hot dog chili sauce. There
is no indication that any of these cases had hostile intent but occurred, rather, because of errors in food handling,
preservation and storage. CDC website (http://www.cdc.gov accessed 11/14/ 2007).

" In 1984, an Indian cult, the Rajneeshee, contaminated salad bars in the town of The Dalles, Oregon with
Salmonella typhimurium. Over 750 individuals were poisoned and 40 were hospitalized. The Rajneeshee sought to
influence the outcome of a local election through discouraging individuals from voting. The poisoning was only
discovered after members of the cult reported the incident to local authorities almost a year later. Leitenberg,
“Biological Weapons,” see page 291: “The salmonella was obtained from a type-culture collection, and a trained
technician who belonged to the group carried out the culturing.” See also W. Seth Carus, “The Rajneeshees
(1984),” in Jonathan B. Tucker, ed., Assessing Terrorist Use of Chemical and Biological Weapons (Cambridge, MA:
The MIT Press, 2000), pages 115-137. USAMRIID’s Medical Management of Biological Casualties Handbook,
page 133: There have been attempts to use biological agents administered through food to commit murder.

! Zygmunt F. Dembek, “Modeling for Bioterrorism Incidents” in Lindler, Lebeda, and Korch, see pages 24-25: “An
outbreak in Minnesota in 1985 affecting more than 16,000 [individuals and causing the deaths of 14] with
antimicrobial-resistant salmonellosis was eventually hypothesized to have been caused by cross-contamination of
raw milk into a pasteurized milk product sold to the public....This outbreak and many others demonstrate that food-
borne bioterrorism has perhaps greater chances of success closer to the table that contamination occurs, thus
circumventing issues of dilution of the pathogen and destruction by cooking/pasteurization. Water-borne
contamination is perhaps more difficult for a terrorist to achieve, ....However, a determined enemy could overcome
the purification process.”
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about the scope and effectiveness of a prospective attack. Additional studies should be launched
to better understand this route of attack and to close particularly vulnerable junctures.

Through Inhalation

The third route -- through the air and into the lungs -- could be actualized through a
couple of techniques, some of which would cause a small number of infected individuals and
others which could produce catastrophic effects. For example, an adversary could use either the
tactic of “human vectors” or of wide-area aerosol release. The first tactic (human vectors) would
probably only result in a relatively small number of deaths, while the second, depending on a
number of variables, could cause catastrophic effects.

The first tactic — the use of human vectors -- would generate some but only a small
number of deaths, assuming there was not a thorough collapse of the defender’s decision-making
and public health system. “Human vectors” means that an adversary would infect a handful of
willing individuals with smallpox or a different contagious pathogen and then send them to the
defender’s territory to infect people with whom they came into contact. While the ranges for
contagious diseases vary significantly, most individuals with smallpox, for example, infect from
one to three other individuals.”” The use of human vectors infected with smallpox hence would
probably “work” from an adversary’s point of view in that it would result in some sick people,
about half of whom would probably die.” But the rate at which people got infected would
probably be too slow to cause catastrophic effects unless there were serious mistakes in the

defender’s response. Even one confirmed case of human smallpox should provoke widespread

"2 This is a reasonable estimate for contagious diseases but the actual number in any particular outbreak would, of
course, vary widely. See discussion in “Smallpox,” World Health Organization fact sheet, WHO website
(http://www.who.int/mediacemtre/factsheets/smallpox accessed 4/3/2009).

3 Estimates of death rates for unvaccinated populations newly exposed to smallpox vary significantly but are
probably about 50 percent of the exposed population with the remainder having extensive scars and other lingering
non-fatal effects. Historically, in populations that had been exposed to smallpox epidemics, the death rate was
generally about 30 percent. See discussion in “Smallpox,” World Health Organization fact sheet, WHO website

(http://www.who.int/mediacemtre/factsheets/smallpox accessed 4/3/2009).
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vaccinations and the rate of spread of the disease from a handful of human vectors should not
outpace the rate of vaccinations unless the decision-making and public health delivery systems
operated even more inefficiently than is generally expected by even relatively pessimistic
analysts.”* By 2006, the United States had more than enough smallpox vaccine for its citizens
and some to share abroad. Vaccine shortages would certainly occur in a global epidemic and the
available vaccine is far from optimal.”

In contrast, effective delivery via the aerosol route — through spray containing the
pathogen — could theoretically generate a large exposed population very quickly.76 Several
technical hurdles would need to be overcome to have an effective attack from the adversary’s

point of view. The pathogen contained in the spray would need to be the right particle size to be

inhaled and retained in the lungs. Asthma inhalers and nebulizers, for example, take liquid

"The US public health response is expected to be overwhelmed in an attack of any significant size. This view is
widely held among those who believe there is any meaningful risk of an attack occurring. See, for example, Thomas
V. Inglesby, MD, “Observations from the Top Off Exercise,” Public Health Reports, 2001 Supplement 2, Volume
116, pages 64- 68, see page 67: “Not unexpectedly, the logistics of antibiotic distribution proved quite
complex....the ensuing local distribution process did not go smoothly.” Falkenrath, et al., America’s Achilles’ Heel,
page 311, “...local medical services could easily be overwhelmed after a large attack....” For an attack launched
using human vectors, however, the number of cases should be much smaller — assuming 20 individuals serving as
human vectors, you might expect the first generation of infected individuals to be about 60 individuals, the second
generation about 180 individuals and so on until the process of infection was stopped. As long as the public health
community began aggressively vaccinating all contacts, they should be able to keep up with an exposure of this size.
The longer the delays of reporting and properly diagnosing the “index” or initial case and then in launching an
aggressive ring vaccination program, the worse the death rate would be and the larger the size of the total infected
population. But, analogizing from the response to the recent swine flu case, the public health community could
plausibly respond to an attack of this size as long as none of the early decisions (properly report and diagnose index
case, aggressively vaccinate contacts and plausible contacts) were poorly managed. There have been about 2,500
cases of the novel HIN1 virus in the United States, with 61 pediatric deaths. See, on statistics for novel HIN1
influenza response, CDC Influenza (Flu) — Weekly Report: Influenza Summary Update Week 19, CDC website
(http://www.cdc.gov/flu/weekly/ accessed 5/23/2009).

5 «“Yaccine Overview,” Smallpox Fact Sheet, Centers for Disease Control and Prevention, US Department of Health
and Human Services, CDC website (http://www.bt.cdc.gov/agent/smallpox/vaccination/facts.asp accessed
4/3/2009).

76 Richard F. Pilch, “Delivery Methodologies,” in Pilch, Richard F. and Raymond A. Zilinskas, eds., Encyclopedia
of Bioterrorism Defense (Hoboken, NJ: John Wiley & Sons, Inc., 2005), see page 149: “In a 1950 simulation, U.S.
Army officials dispersed BG [a simulant for anthrax] and monitored its spread to assess the potential impact of a
comparable release of B. anthracis spores (Fothergill, 1958). The test employed off-the-shelf technology that has
improved tremendously in the last half-century. Despite this limitation, a 2-mile dissemination line yielded a highly
infectious area approximately 6 miles in length, with simulant traveling a maximum distance of 23 miles. In all, the
release covered approximately 100 square miles, with an infectious area large enough to cover the entire
metropolitan Washington, DC, area. The simulation lasted only 29 min.”
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medicine and convert it into the appropriate micron size for retention in the lungs and hence
remediation of the asthma-related symptoms. Similarly, a pathogen would need to be the right
micron size to be inhaled and retained in the lungs. Transforming the pathogen into the correct
particle size remains a meaningful technical challenge.”’

The particles of pathogen would then need to be disseminated, either through a point
source (a container like a test-tube or a cluster bomb) or a line source (where there is a continual
release of the agent while moving, generally using something like an aerosol sprayer or crop
duster). The equipment and expertise required for successfully developing and delivering
biological weapons through the aerosol route would require significant technical skills.”® Tt is
not, though, out of the reach of most states or at least some non-state actors. The US achieved
this capability during WWIL"

The technical challenge of making, storing and delivering large quantities of pathogen of
the appropriate micron-size would be a meaningful but not insurmountable challenge. Most
authors suggest the possible use of crop dusters or aerosol sprayers such as are used to spray

insecticides through neighborhoods fighting mosquito infestation:

"7 The implication of most published accounts is that Aum Shinrikyo was able to get the right micron size particle,
but did not acquire a virulent strain of a biological pathogens and failed to have an effective delivery device. See,
for example, the discussion in Pilch, “Delivery Methodologies,” in Pilch and Zilinskas, page 147. The challenge of
getting the right micron size for effective aerosol delivery is generally considered among the hardest if not the
hardest technical step. See the discussion of the literature in Leitenberg, “Biological Weapons,” page 309. While
most analysts characterize the other technical steps as easy but concede that the micron-size step is hard, Leitenberg
says that all the technical steps are hard.

78 Pilch, “Delivery Methodologies,” in Pilch and Zilinskas, page 146-149. See also Centers for Disease Control and
Prevention, “Key Facts about Tuleramia,” CDC website (http:/www.cdc.gov assessed on 11/14/07). CDC assesses
that “manufacturing an effective aerosol weapon would require considerable sophistication.” Others argue aerosol
delivery is more straightforward. See Danzig and Berkowsky, “Why Should We Be Concerned About Biological
Warfare?” see page 10: “Since aerosolization is the predominant method of dissemination, extraordinarily low-
technology methods, including agricultural crop dusters, backpack sprayers, and even purse-size perfume atomizers
will suffice. Small groups of people with modest finances and basic training in biology and engineering can develop
an effective biological weapons capability.”

7 Leitenberg, Biological Weapons, see page 272: “[T]he most significant development in all of the WWII programs
was the US achievement of small particle size aerosol dissemination of wet or dry preparations of pathogens. It is
clear that two or three of the programs of other states were moving toward similar technologies for dissemination
mechanisms, but the technological accomplishment was made in the course of the US program.”
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The classic line source dispersal is a crop duster, ideally flown crosswind upwind of a

target so that the stream of released agent is carried by the wind over the target area ....

The goal with this approach, and generally with the use of any type of spray device, is to

generate an aerosol cloud of the ideal particle size range of 1 to 5 um in a high enough

concentration to cover a broad area.*
If an adversary could surmount the technical challenges, he could launch a catastrophic attack
through wide-area aerosol delivery either outside in a densely-populated area or inside a large
venue like a sports stadium.

It is also worth noting that the US and Soviet offensive biological programs had sufficient
problems actually making an aerosol system work that they conducted outdoor tests of their
aerosol delivery capabilities and leamea a great deal that helped optimize these systems from an
attacker’s perspective. An adversary — particularly a non-state adversary — would face a difficult
trade-off. However sophisticated their laboratory-based program, they naturally would have
significant uncertainty about how well an aerosol delivery system would actually work.®' Field
trials would be extremely helpful to optimize the system from the attacker’s point of view. Yet
field trials of aerosol delivery systems would be reasonably noticeable if the group was operating
in an area where surveillance was taking place by a defender. The attacker would face a difficult
tradeoff between accepting vulnerability from detection of field trials or accepting significant
risk that the delivery system would not work or at least would not work particularly well in an

actual operation. Defenders should optimize their surveillance efforts to increase the probability

that field trials of adversary aerosol delivery systems would be detected.® This and other factors

8 pilch, “Delivery Methodologies,” in Pilch and Zilinskas, page 148.

81 Jonathan B. Tucker, “Bioterrorism: Threats and Responses,” in Joshua Lederberg, ed., Biological Weapons:
Limiting the Threat (Cambridge, MA: The MIT Press, 1999), page 290.

82 Detecting sustained outdoor aerosol tests seems like a reasonable ambition. It may be interesting, though, to note
an historical assessment that the US was not always successful in this type of effort: “[I]t appears that the U.S.
intelligence community had no firm evidence during this time that the Soviet Union possessed an offensive BW
program. This lack of information is remarkable considering that the Soviet program had been active since
approximately 1928 and had conducted a sizeable open-air testing program since the early 1950s....” Tucker and
Zilinskas, “Introduction,” in Tucker and Zilinskas, eds., The 1971 Smallpox Epidemic, page 11.
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contributing to uncertainty on the part of the attacker and the potential role of this uncertainty as
an element of strengthened deterrence will be more fully developed in the deterrence section.

It should be recognized that technical trends over the near and mid-term are likely to ease
the challenge of successfully delivering a biological agent from an adversary’s point of view:®
Microencapsulation, for example, is expected to greatly ease an adversary’s challenge of
stabilizing a biological agent during delivery. While the rate at which actors, and particularly
non-state actors, could identify and incorporate these innovations into delivery techniques is

difficult to assess, it could certainly happen eventually and would be speeded by rapid advances

in the civilian pharmaceutical industry.

The Tactical Complexity of a Catastrophic Attack

The benefit of field testing an aerosol capability illustrates a related, proposed access
control point — whether the knowledge to put together a sufficiently integrated, broad-based
attack would be within the capabilities of a non-state actor. To really drive up the size of the
exposed population, there would need to be multiple, perhaps simultaneous attacks. Richard

2

Danzig has particularly written about the problem of “reload” or repeat attacks where an
adversary attempts to drive up the number of exposed individuals and the degree of panic as high

as possible.** In addition to having the materials needed for an attack of that magnitude, an

adversary would need to combine such attacks so that multiple attacks were launched by multiple

8 Zilinskas and Dando, “Biotechnology and Bioterrorism”, in Pilch and Zilinskas, see page 63: “[R]ecently
developed techniques to administer vaccines to animals by aerosol dispersal might be adapted to effectively disperse
living pathogens over a target population; and sophisticated meteorological maps of major urban centers commonly
available on the Internet could guide terrorists in dispersing aerosols for maximum effect. Furthermore, discussion
of the letters containing Bacillus anthracis spores [or anthrax] sent to public figures in the United States during
September/October 2001 served to focus attention on the key problems of drying, milling, and formulating agents so
that they are of the right particle size when dispersed and are able to survive environmental stresses. Anyone with
access to the Internet will have little difficulty discovering the enormous effort within commercial companies to find
more effective technologies for the dry aerosolized vaccines, as well as the much-improved large-scale spraying
systems used in agricultural biocontrol.”

8 See particularly Richard Danzig, “Proliferation of Biological Weapons into Terrorist Hands,” The Challenge of
Proliferation, Aspen Institute Website (http:/www.AspenlInstitute assessed 11/18/2007), pages 67-<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>