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Thanks to new conputer tools, digital files can easily be
altered to enbed hidden docunents, pictures, or virtually
anything that is digital in nature. This process is called
st eganography, or “the art of hidden information.”! Hiding
information within electronic files is relatively benign unless
the originator is exploiting the capability to transmt
classified informati on, espionage products, or terrorist plans
undet ected across the Internet. The rapidly grow ng use of
st eganography in today’'s technol ogi cally advanced worl d poses a
serious threat to national security resulting in the need for the
US mlitary to dedicate resources to conbat this threat.

BACKGROUND

The earliest records of steganography date back to 5 B.C
when a Greek prisoner wanted to send a secret nessage to his son-
in-1aw encouraging a revolt.? The prisoner shaved the head of a
sl ave and tattooed a nessage on his scalp. Wien the slave's hair
had grown | ong enough, he was dispatched to deliver the nessage.
Hundr eds of other types of steganography have been used over
time, including invisible inks, wax tablets, and incredibly smal
photo reductions, used by Germans in World War |1, called
m crodots. Any method of hiding or covering up information so as
not to be detected by others can be considered a type of

st eganogr aphy.



Wth the explosion of the digital era, steganography has
experienced a rebirth. Now, nore easily than ever, information
can be hidden in digital files wwth mnimal possibility of
detection. Information can be enbedded within text files,
digital nusic and videos, and digital photographs by sinply
changi ng bits and bytes.

HOW IT WORKS

Al digital files are made up of bits, which are just ones
and zeros. A grouping of eight bits makes up a byte (Exanple of
a byte: 0-1-0-1-0-1-0-1). The nost conmon process of enbeddi ng
files is based upon the idea that the last bit in each byte adds
such a small anount of identity to the overall file that it could
be nodified w thout causing nuch visual or auditory change to the
original file. New information could be stored in this last bit
position of each byte until enough storage space is available to
store a stolen classified docunent or a digital photograph taken
by a spy. Considering that a PowerPoint file could easily be 10
megabytes in size, if the last bit of every byte was deleted to
free up nenory space for electronic bits of a hidden file, there
woul d be 1.25 nmegabytes available (1/8'" of the original file
size) to hide data. This nuch space could store several M crosoft
Word docunents, multiple digital photographs, or even a short

vi deo clip.



If this process seens confusing, don't worry. Today’s
software does it all automatically. A Google search on the
I nternet for “steganography tools” nets 22,400 matches. Miltiple
software prograns have the ability to take an original file,
called a carrier file, and hide an enbedded file within it. The
carrier file is then transmtted w thout anyone ever know ng
there is additional material enbedded within it except for the
file's intended recipient. The recipient, awaiting the hidden
file, then uses steganography decryption tools to extract it from
the carrier file. An exanple of an apparent innocent photograph
enbedded with an undetected phot ograph that coul d have
intelligence value to terrorists is depicted below Enbeddi ng
t he Pentagon phot ograph was acconplished using freely
downl oadabl e St eganography tools (Steghide, by Stefan Hetzl) on a
home conputer in just a few m nutes. Notice undetectabl e changes
to final enbedded photo (carrier file):

Ori ginal Photo + Hidden Photo = Steganographic Photo

The process of enbedding files lends itself to nearly every

common file extension that nbst conputer users are famliar with



(.txt, .htm, .pdf, .wav, .jpg, .avi, .npeg, .nmp3, .tif, .gif,
etc.). Al of these file types can act as either the carrier or
t he enbedded file. For instance, a digital photograph of troops
at Baghdad International Airport could be enbedded in Brittany
Spears’ latest nusic release in MP3 format. The w de range of
st eganogr aphy capabilities has been exploited by our adversaries.
ADVERSARY”S USE OF STEGANOGRAPHY

Expl oiting steganography is nore than hype; najor threats to
the U S. are using this technology to endanger Anerican |ives.
In a testinony on terrorismbefore a Senate panel in early 2001,
Louis Freeh, the fornmer FBI Director, briefed Congress,
"Uncrackabl e encryption is allowing terrorists to comunicate
about their crimnal intentions wthout fear of outside

intrusion."?3

Freeh was referring to beliefs that Osama bin Laden
and his al -Qaeda followers were hiding maps and phot ographs of
targets, as well as terrorist plans, on the Internet through the
use of steganography.? Enbedded files are believed to be posted
in sports chat roons, pornographic bulletin boards, and ot her web
sites for terrorists to downl oad and unenbed. In fact, the FB

di scovered that three of the suspected hijackers in the 11

Sept enber hijackings rented hotel roonms in Hollywood, Florida,
based upon the hotel’s ability to provide 24-hour Internet access

to their rooms.®> Many experts argue that this requirement was to

help the terrorist stay abreast of the devel opi ng bonbi ng pl an.



The stereotypical terrorist with a black nmask and AK-47 is
not fighting alone now. A new generation of conputer literate
Aneri ca-haters have joined the ranks of terrorist cells and have
expanded their capabilities. Terrorist groups that are well -
armed, conmputer savvy, and determ ned to harm Anericans pose a
greater threat to U S. security than ever before.

REAL OR UNJUSTIFIED THREAT

Despite the proven capability to use steganography to
support terrorist actions, sone analysts view the threat posed by
this technol ogy as unfounded and bl own out of proportion. N els
Provos, a PhD candidate at the University of Mchigan’s Center
for Informati on Technol ogy I ntegration, devel oped a steganography
detection programto search over two mllion photographs posted
on eBay to see if any had enmbedded files.® Hs research identified
no enbedded files despite a USA Today article explaining how eBay
could be an ideal place for terrorists to post enbedded fil es.
However, the use of steganography by terrorist groups cannot be
di scredited sinply because eBay does not contain enbedded fil es.
Provos’ research nmay prove that our adversaries are smart enough
to find a less public site to store and transmt files.

M. Provos is not alone in believing that steganography is
hardly a concern to the U S. Robert Bagnall, a senior security
anal yst for Counterpane Internet Security Conpany, argues that

our eneny has no need for steganography considering other



t echnol ogi cal advancenents that are w dely avail abl e such as

W reless networks, mniature nmass nedi a devices (MenorySticks,
Smart Cards, and so on).’ He argues that new wirel ess technol ogi es
allow terrorists short duration access to digital information
whenever and wherever needed w t hout being observed or tracked.
Wth this capability, Bagnall argues that the eneny does not need
to waste tinme on enbeddi ng hidden files because they can be “in
and out” with the necessary information faster than we can track
them M. Bagnall nmakes one fal se assunption. Just because our
eneny can use wireless Internet capability does not nean that
they won’t use other nethods to transmt data discretely. Having
this variation in technol ogi es between st eganography and w rel ess
net wor ks makes detection of terrorists’ plans even nore difficult
for US. intelligence analysts, conputer technicians, and
security personnel.

Despite the occasional disbeliever, steganography cannot be
discredited as a threat, or at least, a potential threat. Most
intelligence products are now produced and di ssem nated in
el ectronic form It is possible for these products to be
captured, manipulated, and re-transmtted by anyone, at any tine,
to anypl ace...undetected across the Internet. This, by its
nature, is an incredible capability with wi de application. The
bottomline remains: Steganography IS a threat to U.S. national

security.



WHAT CAN THE U.S. DO?

The United States prides itself on keeping up wth
t echnol ogi cal change and remains a world | eader in conputer
net wor k defense. Therefore, we nust allocate dollars, personnel,
and expertise to find a solution and deter our eneny fromfurther
exploitation of this vulnerability. Failure to fight the problem
now may lead to even greater threats in the future.

If the US is to make serious advancenents in countering
st eganogr aphy, we must provide dedi cated financial resources
within the Departnent of Defense. Mchael Vatis, a graduate
student at Dartrmouth’s Institute for Security Technol ogy Studies,
poi nted out that the US Comm ssion on National Security
recommended doubling the federal research and devel opnent budget
by 2010 for counter-terrorismprograms.® Mney will drive private
sector’s interest in advancenents as well as fund the
governnment’s ability to fight the problem Once increased
funding is addressed, the focus nust turn to finding the right
peopl e for the job.

The organi zati on best equi pped to tackle potenti al
st eganogr aphy challenges is the National Security Agency (NSA) at
Fort Ceorge Meade, Maryland. Although their personnel
conposi tion, budget, and specific technological capabilities are
not advertised to the public, there is no secret about the focus

of NSA in today’'s world. NSA's mission is to understand the



secret communi cations of our adversaries while protecting our own
comuni cations.® The cryptanal ysis specialists at NSA coul d
ideally fill the role as steganography detectors. Cryptanalysis
is the art and science of solving ciphers or codes.

Increasingly, it evolves into studying any type of hidden
information in a variety of media.!® NSA s enploynment of
cryptanal ysis specialists would be a starting point for building
st eganogr aphy experti se.

A renewed effort should be made to recruit many of the
sharpest intelligence anal ysts and conputer specialists to work
for NSA. Personnel should come frommlitary occupationa
specialties, civil service, and the private sector. Mlitary
organi zations |like the Navy’'s Fleet Information Warfare Center,
Marine Corps Information Warfare Activity, Air Force Information
Warfare Center, and the Arny’s 1st Information Qperati ons Conmand
all have potential talent pools to draw expertise. These
techni cal experts, equi pped with adequate funding and | eadi ng
edge training, can dimnish our vulnerability to steganography.
Over time, our ability to detect, decrypt, and exploit hidden
information will becone our strength, not our weakness.

CONCLUSION

Undoubt edl y, steganography can be used to support terrorist

activities. Wthout a deliberate effort by the DoD to catch

terrorists using steganography to pass dangerous intelligence to



their organizations, terrorists will continue exploiting this
technol ogy. Despite |limted DoD resources, the mlitary nust
dedi cate manpower, devel op expertise, and all ocate noney to
better fight the technol ogical battle agai nst steganography and
deter our eneny fromusing the Internet and other digital neans

to coordinate terrorist acts agai nst us.
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