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smal | chall enge conpared to the change required in the
mlitary culture.

| would |ike to thank nmy mentors, Dr. Craig A Swanson
and Li eutenant Col onel Zaborowski for their continuous
encour agenent and support to stay with this research
project. Their support and contributions have made this
research project possible. Thanks also to the nmany
prof essionals that have witten books and articles on
Network Centric Warfare. Though |I do not know you
personal Iy, your work provided ne extensive informtion
fromdifferent viewpoints on the subject.

Finally, thanks to nmy friend, Laura Harver, who
inspired ne to conplete this project and hel ped nme to grow
in the process. Thanks to the many that was al so cheering

for ne on the sideline.



Form Approved

Report Documentation Page OMB No. 0704-0188

Public reporting burden for the collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information,
including suggestions for reducing this burden, to Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington
VA 22202-4302. Respondents should be aware that notwithstanding any other provision of law, no person shall be subject to a penalty for failing to comply with a collection of information if it
does not display a currently valid OMB control number.

1. REPORT DATE 3. DATES COVERED
2003 2. REPORT TYPE 00-00-2003 to 00-00-2003
4. TITLE AND SUBTITLE 5a. CONTRACT NUMBER

Network Centric Warfare (NCW): the M echanism for Change £b. GRANT NUMBER

5c. PROGRAM ELEMENT NUMBER

6. AUTHOR(S) 5d. PROJECT NUMBER

5e. TASK NUMBER

5f. WORK UNIT NUMBER

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES) 8. PERFORMING ORGANIZATION
United States M arine Corps,Command and Staff College, Marine Corps | REPORT NUMBER
University,2076 South Street, Marine Cor ps Combat Development
Command,Quantico,VA,22134-5068

9. SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSOR/MONITOR’'S ACRONYM(S)
11. SPONSOR/MONITOR’ S REPORT
NUMBER(S)

12. DISTRIBUTION/AVAILABILITY STATEMENT

Approved for public release; distribution unlimited

13. SUPPLEMENTARY NOTES

14. ABSTRACT

15. SUBJECT TERMS

16. SECURITY CLASSIFICATION OF: 17. LIMITATION OF 18. NUMBER 19a. NAME OF

ABSTRACT OF PAGES RESPONSIBLE PERSON
a REPORT b. ABSTRACT c. THISPAGE Sa_me as 54
unclassified unclassified unclassified Report (SAR)

Standard Form 298 (Rev. 8-98)
Prescribed by ANSI Std Z39-18



EXECUTIVE SUMMARY

Title: Network Centric Warfare (NCW: The Mechani sm For
Change

Author: Lieutenant Commander Jacqueline R Butler, US Navy

Thesis: NCWis not nerely new technol ogy, but a new way of
t hi nki ng, organi zing, and fighting wars in the future.

Discussion: NCWintroduces old termnology with refined
nmeani ngs. First, flexibility and adaptability are defined
by the commonality of information and the availability of
quality information to nake tinely decisions. The

commonal ity and velocity of information expands the
commander s’ courses of action options and streaniine

i nformation coll ection process.

Second, disruption is defined by |ock-in success
for friendly forces while | ockout success or limt the
pl ans of the eneny through the increased tenpo to
engage.

Last, destroying the eneny cohesion is defined by the
rapi dl y executed and highly synchroni zed physical and
information assault without resorting to attrition-style
canpai gns. The conbi nation of these refined terns all ows
commanders to adapt to, and exploit, the rapidly changing
battl e space, leveraging friendly forces fitness while
i ncreasing the eneny friction and overall |evel of
di sorder.

NCWis a m ndset change where classical termnology is
refined.

Conclusions: NCW concepts capitalize on the advances in

i nformati on technol ogy, and will continue to evolve. One
of the greatest challenges to NCWis the cultural change
required to inplement new organi zati onal processes that
exploit the advantage gai ned by NCW concepts. Speed of
command, sel f-synchroni zation, and thin shooters are not
new concepts, but they nust be accepted and i npl enented on
a larger scale within DOD. NCWis the construct to
facilitate change in the m ndset of organizations and the
i ndi vidual within those organizati ons.
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Network Centric Warfare: The Mechanism For Change

Chapter 1

The Emerging Culture Change

s Network Centric Warfare (NCW sonething new or just
old warfare nethods wap in a new package in the age of
Departnent of Defense (DOD) transformation? [|s NCW,j ust
nore technol ogy that prom ses to solve all the probl ens
t hat commanders, operators, and organi zations face during
the tinme of conflict? NCWis not nerely new technol ogy,
but a new way of thinking, organizing, and fighting wars in
the future. NCWcenters on the co-evol ution of technol ogy,
doctrine, and organi zation to radically change the style of
warfare.’ Speed of command, self-synchronization, and the
concept of thin shooters replace much of the existing
lexicon.? In the age of nilitary transformation, NCW
concepts establish a framework to facilitate an
evol utionary cultural change in Navy organizations,
processes, and doctrines for future warfare.

This paper will exam ne NCW concepts and anal yze how

NCWw || inmpact future warfare. First, the transition from

I nformati on Assurance Technol ogy Anal ysis Center (IATAC), Measuring
Ef fects of Network Centric Warfare: Exploring Belief Metrics in
Warfare, May 2002, 5.

2 | ATAC, 5.



an industrial age to the information age will be revi ewed.
Second, inpacts of information age on mlitary operations
will be examned. Third, platformcentric and network
centric environnment, conmand structure, and organizations
wll be conpared. Fourth, Navy's plans to transition to
network centric operations (NCO w Il be discussed. Last,
future warfare nethods including organizational and
doctrinal changes required to transition to a network

centric environnent will be anal yzed.



Chapter 2

From the Industrial Age to Information Age

War achi eves the objectives by violent and costly
means that have encouraged presidents, kings, and
mlitary | eaders alike to seek ways to reduce its
negative inpact on their societies. Mdern European
hi story provides insight into nations in continuous
turmoil and struggle to conquer and control territory.
Bet ween 700 and 1000 AD, wartime outwei ghed peacetine
factor about five to one.® The conflicts between
different enpires continued fromthe sixteen to
ei ghteen centuries, and the continent only experienced
short spans of peacetine.*

Wth the continuous outbreaks, European statesnen
and mlitary | eaders sought new ways to reduce the
cost of warfare. Through the need to change the
adverse inmpact of war on European societies, four
maj or changes occurs in the art of war: revolution in
tactics, growh in arny size, adoption of nore

anbi ti ous and conplex strategies to nove |arger armes

® Geoffrey Parker, The Military Revolution, 2" Edition (Canbridge, UK:
Canbri dge University Press, 1996), 1-2.
* Parker, 2.



into action, and inpact on the society.®> War inflicted
pain and extrenely high cost to the society at |arge
t hrough extensive collateral damages on the civilian
popul ation. Also, the cost to nmintain and augnent a
standing arnmy was a trenendous financial and
adm ni strative burden

The European revol ution forced governnents’
structures and phil osophies to change and expl ore
ot her neans to reduce the cost of war. The severe
adm ni strative and | ogistical problens posed by the
need to build nore fortresses and nore warships, and
to raise and equip nore troops, in effect caused a
revol ution in government from which energed, in the
ei ghteenth century, the nodern state.®

The nodern state concept established structure
and franmework for the society to be an autononous
state and maintain security of their boundaries. The
nodern state introduced the concept of maintaining and
sustaining a stand arny for security. Since the
ei ghteenth century, governments have had the task of
bal anci ng the need for a standing arny and the cost

associated with this benefit.

® Parker, 1-2.
® parker, 2.



Wth the increased cost, the study of the
science of war has become a nean to di scover new
approaches to warfare.’ Wars are fought in three
di mensions: force, space, and tine. The first
di mrension of force is defined as the tangible
di mrension of mlitary power, which is neasured by the
lethality or conmbat power of a particular unit or
[weapon] platform?® The second di nension of space
captures the battle space volunme, which includes the
physi cal world (Euclidean space of forward/ backward,
left/right, and up/down).® The third di mension of tine
i nvolves the tenpo of the action in war. These
di mensi ons continue to be influenced by the many
t echnol ogi cal advances fromthe industrial and
i nformati on ages.

War is a product of the age.® Technol ogica
advances of each age have been used to inprove warfare
strategi es and reduce the cost of war for the side
with superior technology. As an exanple, the

i ndustrial age introduces factories and machi nery

" parker, 1-2.

8 | ATAC, 16.

° | ATAC, 16.

 David S. Al berts, John J. Garstka, and Frederick P. Stein, Network
Centric Warfare: Developing and Leveraging Information Superiority, 2"
Edition revised, (Washington, DC. CCRP Publication 1999), 1.



capabl e of mass-produci ng weapons such as tanks,
battl eships, and aircrafts. The information age
brings inprovenents in effectiveness of kinetic
weapons, through the use of global positioning
satellite (GPS) advance.

The industrial and information ages have brought
significant inprovenents to the tine and space
di mensi ons of war. The introduction of the horse,
railroad, battleship, autonobile, aircraft, and
t el econmuni cati ons enabl es the growth of the
geographical area of responsibility and spati al
di sposition of conbat units.' |nprovenents in
i nformati on technol ogi es and tel ecommuni cati ons have
radically altered the spatial aspect of warfare,
creating a paradigmshift fromcentralized to
di stributed operations.® In the age of
transformation, the Departnent of Defense (DOD) and
the Navy are enbracing technol ogy as the solution to
reduce the inpact and cost of war.

Changes in future warfare are an outgrowth of
fundanmental changes in society fromthe industrial age

to the information age. The transition to the

1) ATAC, 16.
12 ) ATAC, 17.
B | ATAC, 17.



i nformati on age has caused a donminion effect in
econom cs, information technol ogy, and busi ness
processes and organi zations. The fundanental changes
are the shift fromplatformto the network;
organi zati ons no | onger act independently but as
integral part of continuous adapting ecosystem In
the informati on age, power conmes froma different
pl ace, is used in different ways, and achi eves
different effects than it did before.™

The Informati on Age changes the expectations in
the three dinensions of war. Wth technol ogy such as
d obal Positioning System (GPS), tinely and accurate
i nformati on exchange between sensor and shooter
i ncreases the probability of |ocating, classifying,
and hitting the desired targets.® In the past, force
was neasured in terns of sheer mass; in the future,
force will be measured nore in terns of precision
effects.’ The advances in I T and tel econmuni cati ons

al l ows di saggregated network of sensors, conmand

Y Arthur K. Cebrowski and John J. Garstka, “Network Centric Warfare: It
Orgins and Future,” Proceedi ngs, URL:

<htt p://www. usni . or g/ Proceedi ngs/ Arti cl es98/ PRCcebr owski . ht n», Accessed
10 Cct ober 2002.

% Paul R Kauf man, “Sensor Emerge As More Crucial Weapon Than
Shooters,” | EEE Spectrum

URL: <www. spectrum i eee. or g/ EABONLY/ resource/jul 02/ net. html >, Accessed
03 March 2003.

° | ATAC, 16

| ATAC, 16




centers, and weapon system for greater dispersion of
conbat forces while maintaining situational awareness,
thus enabling greater mobility and survivability.®
The tinme dinmension has contracted from days to hours
and mnutes.®

Wth the availability of accurate, tinely and
rel evant information, the spatial dinension of war has
beconme subordinate to the time dinension. The ability
to act in the shortest anmount of tinme in warfare can
result in a decisive edge in conbat operation.? The
i mprovenent in the time dinmension has established the
foundation for network centric warfare. (See Figure 1)

Time is one of the key factors for success in NCW

Network Centric
Focus

TIME |
Shift in Fo / \L\Inr! in Focus
V9 | spPace |

R B Classic Maneuver
o Focus

Figure 1. NCW shifts focus to temporal dimension
Source: Measuring the Effects of Network
Centric Warfare: Exploring Beliefs
Metric in Warfare, May 2002

| ATAC, 17.
¥ ATAC, 16.
2 | ATAC, 18.



Joint Vision 2010 and 2020 state that the information
age set the stage for a change in warfare strategies. The
initial change is the shifting of the primary focus from
attrition to maneuver. Attrition warfare achieves victory
by eroding the eneny’s strength with superior mass and
killing power and anni hilating themthrough conplete
destruction and occupation.® Attrition warfare centers on
| ocating and destroying a series of targets with the ai m of
obliterating the enemy’s material strength.? Arned forces
mat ch their capabilities or weapons and fight until the
opponent material strength is ultinmately destroyed.
Attrition warfare enphasizes armes fighting until the
opponent crunbl ed under the pressure of the mass of force
agai nst the nultiple objectives.

Attrition warfare victory cones in the force
di mensi on where weapons platforns generate the conbat
power.? The ability of this conbat power to inflict
physi cal danage has formed the basis for platformcentric
warfare (PCW.? PCWis a direct combat power approach with

an objective to qualify and quantify conbat power through

2L | ATAC, 28.
2 | ATAC, 20.
Z | ATAC, 23.
2 | ATAC, 23.



anal ysis of the platfornms that directly generate power.?
The result of platformconfrontation is attrition, with one
or nore sides suffering physical damage.® As war is a
product of the age, attrition warfare is losing its
preferred status within American mlitary doctrine as

t echnol ogy evol ves.

Attrition warfare war has dom nated the American
mlitary doctrine, throughout the 20'" Century.? Attrition
warfare is an effective way to win wars and prove
successful for CGeorge Washington during the Anerican
Revol ution. Though attrition warfare has been effective for
many conflicts, governnmental |eaders and society as a whole
seens to be less willing to pay the cost require to
mai ntain the large mlitary forces and weapons. The change
in governnent and society is evidenced by nultiple
reductions in defense spending for personnel and weapon
systens over the |ast decade.

Today, the pendul um has swung toward maneuver
warfare to reduce the cost of warfare. Mneuver is
defined as enploynent of forces on the battlefield
t hrough novenent in conbination with fire, or fire

potential, to achieve a position of advantage with

Z | ATAC, 23.
% | ATAC, 23.
2T | ATAC, 23.

10



respect to the eneny in order to acconplish the

m ssion.?® The primary goal is to generate systematic
di sruption and create eneny friction through rapid,
viol ent attacks agai nst key center of gravity.?

The tenets of nmneuver warfare are:

e Preenption (defeating or neutralizing the
eneny before the fight);

e Dislocation (rendering the eneny’s strength
irrelevant by renoving the eneny froma
deci sive point in function, space, or tine);
and

e Disruption (neutralizing the eneny by
successfully attacking or threatening his
center of gravity)®

Maneuver warfare is an indirect approach that
focuses on the intangible el enments of war such as the
eneny units’ cohesiveness, conmand and control, and

situational awareness.

Speed and surprise are the
key el enents. Maneuver warfare avoids the strongly
hel d positions and attack in unexpected areas. The
goal of maneuver warfare is to inflict damage on the

eneny while m nimzing danage and | oss to the striking

units.

Z | ATAC, 23.
2 | ATAC, 24.
% | ATAC, 25.
1| ATAC, 25.
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NCWt akes a holistic approach for war fighting
based on maneuver warfare tenets and capitalizes on
t he technol ogi cal advances with distributed conputing
and networks. NCW nmakes a fundanental shift from
i ndependent entities or platforns to a system approach
where the actions of one conponent affect the whole
system NCW does not renove the fog and friction of
war, but reduces themby integrating all the noving
parts into a nore robust and effective fighting team
Weapon platforms will be an integral part of the whole
because the sumof the platforms will produce a
greater effect than the i ndependent platforns
according to Metcalf’'s Law. Metcalf’s |law states that
the value of a network increase exponentially as the
nunber of users increases while networking cost
increase linearly.* The information technol ogies
avai |l abl e today brings the nultiplying factor of
Metcal f's law to war fighting through the NCW
concept s.

For centuries, wars have |evied heavy cost on
soci eties’ government structures and civilian
popul ation. To |essen the burden and reduce the cost

of warfare, mlitary | eaders have used the

2 | ATAC, 8.

12



t echnol ogi es of the industrial and information ages to
fight and win wars in nore effective and efficient
ways. The character of warfare was influenced by the
soci ety and the age. The industrial age brought
attrition warfare to the forefront, and the
informati on age caused a shift to maneuver warfare.

| T advanced enabl e conmanders to fight war differently

in the future.

13



Chapter 3

Impact of Information Age on Military Operations

Arising from fundamental changes in Anerican society,
busi nesses, and mlitary operations will capitalize on the
advances and advantages of infornmation technol ogy.®
Mlitary operations throughout the centuries have been
i npacted and changed by the technol ogi es such as tanks,
ships, aircrafts, and radios. In time past, technol ogy has
al so sparked changes in mlitary doctrine and
organi zations. During World War 11, German forces used
exi sting technol ogy such as tanks, aircrafts, and radios
and coupled themw th changes in doctrine and organi zation,
provi ding the Germany Armmy a decisive edge over Allied
armies [in the opening nonths].*

War fighting is a conplex mssion with inherent
characteristics of uncertainty, fog, and friction.
Statesnmen and mlitary |eaders throughout history have
sought means to inprove strategies and resources to
mnimze the effects of these tineliness characteristics.
Technol ogy has traditionally been the avenue sought for
solutions and answers to the dilemmas faced in war. As

seen in other ages, the advances in information age have

% Cebrowski and Garstka, 1.
% | ATAC, 24.

14



enabl ed war fighting to evolve over tine. Conputers,
network and i nproved tel econmunications technol ogi es are at
the heart of future warfare, NCW

NCW f ounders conpare mlitary operations to the
busi ness nodel. Wthin businesses, a fundanental shift has
occurred to increase the return on investnents.
| nformati on technol ogy has been the prine enabler for
busi nesses to realize the increase in wealth.
Though only a small fraction of the econony (3% percent in
1996), information technol ogy sector has been the | argest
contribution to growth in gross donmestic product.®

Li ke busi nesses, Departnent of Defense (DOD) has al so
recogni zed and invested billions of dollars in information
technologies (IT) over the last twenty years. The DODIT
i nvestments have centered on utilizing network and
t el ecommuni cati ons technol ogi es to establish gl obal
information infrastructure (A1) since 1980’ s.

| nformati on technol ogy has evol ved over the last forty
years and significantly inpacts how businesses and nmilitary
conduct operations. In the information age, tinme is one of
the dom nant factor for nmeasuring effectiveness and
ef ficiency of an organi zation. Businesses and the nmlitary

are using | T advances to revolutionize their operations.

% Cebrowski and Garstka, 2.

15



The busi nesses have transforned their operations
t hrough the use of the advances in information
technol ogi es, which are called revolution in business
affairs (RBA).* RBA is a paradigmshift from hardware-
centric to a network centric environnment, which enphasizes
Metcal f's law. ¥ RBA has started new dynamics of
conpetition that are based on increasing returns on
i nvestment, conpetition within and between ecosystens, and
conmpetition based on tine.*® RBA has identified a key
concept, shift fromplatformcentric to network-centric,
that will be used to inplenent NCW | T advances w ||
enabl e the successful inplenentation of NCW concepts.

In the 1960s and 70s, the business community noved
toward centralized conputer operations. During this era,
robust conputing power was very costly and not readily
available to a limted group of organizations. Businesses
wer e encouraged to invest in centralized operations and
cl osed systens with mnimal |inks to external business
partners. Large scientific organizations, data processing
centers, and the federal governnment housed roons and roons
of hardware to provide data processing services for others

organi zati ons and busi nesses. This mai nfrane centric

% | ATAC, 8.
| ATAC, 8.
% Cebrowski and Garstka, 2.
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approach used proprietary system software and users’
applications, which required a significant investnent in
speci alize training and equi pment, facilities, and

personnel . **

The data processing centers were independent
and autononous units with their own managenent structures.
Sharing information was limted if any. The custoners had
mnimal insight into current or real-time informtion.
Leased |ines from comunication vendors were used to
connect external locations. End users had no ability to
mani pul ate data at their level. Al processing was done at
a central location. Information flow could take nonths.
The 1980s and 1990s were characterized by the
proliferation of personal conmputers (PC). Conputing power
becanme avail abl e on m crochips that had the capacity of
mai nfrane conputers. The PC was a smaller unit with al
processi ng conponents |ocated in one unit. The
proliferation of PCs pronoted a phenonena change in the
busi ness and DOD. The PC centric era enphasized
decentralization and | ocalized system operations. Personal
conputers pave the road for diversity of conputing
resources and user applications. No |onger were businesses

tied to centralized processing only. Robust conputing

¥ Mainframe centric nodel is where the conputing power was hosted in
mai nfrane conputer in a central |ocation.

17



power had noved from sacred roons to the desktops. The
advent of mcrochip opened the way for software to be
enbedded i n weapon systens allowi ng control froma

di stance. M crochip technol ogy al so hel ped the surge of

gui ded ammuni tions enabling the delivery of weapons from a
di stance platform As exanple, mcrochip technol ogy
directly inpacted the devel opnent of conputerized conbat
information centers (CIC) aboard Navy ship and aircrafts.
Naval Tactical Data System (NTDS) on ships was the first

al nost - uni versal kind of naval command aid with the digita
link (Link 11) between ships, which nade it possible for

all of themto share a common picture.* Al so, the Joint
Tactical Information Distribution System (JTDS) and Link 16
becanme a reality. JTDS and Link 16 gave pilots an airplane
wi de area picture that a ship’s tactical action officer got
via Link 11.%

As PCs made robust conputing power avail able in one
smal |l unit, businesses and the DOD devel oped their
organi zati onal conputing systens based on their uni que
requi renents and assessnent of avail abl e system
characteristics. UN X, disk operating system (DOS) and

| ater Wndows, and Macintosh are the prinmary operating

“ Friedman, 35.
“ Fri edman, 34.
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systens. Nunerous user applications such as word
processors, databases, and ot her specific devel oped
applications are based on one of the primary operating
system These devel opnents [di fferent operating systens]
i ntroduce problens such as decreased interoperability and
often increased the conplexity of conmunicating between two
di fferent conputing platforns [UNI X and DOS/ W ndows] . %
Faced with extensive mai ntenance and operati ng
expenses of localized systens, businesses sought ways to
address the growi ng concerns with interoperability and
comuni cations. Also, the growi ng needs to share conputi ng
resources across organi zational boundaries with partners,
suppliers, and other business entities occurred. To
address the growi ng concerns, client-server architecture
and I nternet technol ogies were introduced. Cient-server
architecture enphasi zed distributed conputing environnents
where applications and data were downl oaded locally from
network servers on an as-need basis, utilizing high
bandw dt h transm ssi on pat hways and | ower cost thin clients
operated by end user.®® dient server architecture and
I nternet technol ogi es established a pathway for network

centric operations.

2 | ATAC, 5.
B | ATAC, 7.
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Technol ogi es such as transm ssion control
protocol /I nternet protocol (TCP/IP), hypertext transfer
protocol (HTTP), and hypertext markup | anguage (HTM.) have
establ i shed protocol or defacto standards that establish an
environnent for different conputing platforns to
communi cate. Wth these technol ogies, information content
is now created, distributed, and easily exploited across
the extremely heterogeneous gl obal conputing environnent.*
The fundanmental paradigmis npost obvious in the explosive
growth of the Internet, intranets, and extranets.®

Net wor k t echnol ogi es and radi cal process reengi neering
offer nore efficient supplier-to-custoner |inkages,
decentral i ze deci si on-maki ng, enable distributed operations
(e.g., the virtual office), and dramatically conpress the
busi ness pl anning cycle fromnonths to days.“ Technol ogi ca
i nprovenents radically alter existing business concepts of
ti me and space, change organi zational structures and
behavi or, and fundanmentally transformtraditional business
processes. * Network centric operations becone the catal yst
for change in the business industry and introducing a new

m ndset for business entities within the system

“ | ATAC, 3.
* Cebr owski and Garstka , 3.
% | ATAC, 8.
4| ATAC, 8.
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Busi nesses are no |longer single entities acting

i ndependently, but part of a |larger systemof like entities
wor ki ng together to acconplish their mssions, sinplify
operations, and reduce cost.

M ssion acconplishnent, conplexity, and cost are the
driving factors for the businesses to revolutionize the way
t hey conduct the business increasing a return on their
i nvestments. Busi nesses recogni zed i nformation
technologies as their nmeans to a desired end. The network
centric nodel becane the neans to the end. Network centric
conputi ng becane nore than a technol ogi cal enhancenent: it
changed the fundanental paradi gm of conducting business.*

Understanding the critical need for dispersed units to
comuni cat e and share across organi zati onal boundaries, DOD
i npl enent network infrastructure to support the war
fighter. Joint Vision 2010 is the driving force for the
tel ecom and networking initiative for the future of
warfare.* The architectural plan for the new network
called for the linking of all mlitary comruni cations
assets, including mlitary commercial satellite

communi cati ons, |eased tel ecom servi ces, dedi cated DOD

® | ATAC, 8.

“ Bob Brewin, “DOD |ays groundwork for network-centric warfare,”
Federal Conputer Wek, URL<http://spica.qgl.nps.navy.ml/netusw >,
Accessed 12 Cct ober 2002.
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networ ks, and nobile networks.*® Today, Unclassified
Internet Protocol Network (NIPRNET) is the primary neans
for DOD organi zations to connect to the Internet and
comuni cate with DOD organi zations. N PRNET is one
conponent of the G obal Information Infrastructure (A1)
t hat has established the network for NCW

Navy | eadership realizes there are benefits to be
gai ned by studying the revolution business affairs. Though
mlitary and business | eaders have different objectives,
both | eaders share simlar principles and chall enges.
Fundanmental |y, both mlitary and business | eaders are faced
with the cost of doing business. The business world is
notivated by return on their investnment. Simlarly,
mlitary | eaders have the sanme notivation, but their
increase return on investnent is neasured by the reduction

of causalities on the battl efield.

® George Leopold, “Networks: DOD's First Line of Defense,” Electronic
Engi neering Time, URL< http://www.techweb.com/wire/news/1997/10/1013dod.html>,
Accessed 12 Cct ober 2002.
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Chapter 4

Evolution of Warfare

Warfare is a conplex and costly endeavor. The
character of warfare has changed as a result of fundanental
shifts within society and conpl ex organi zati ons. These
shifts have focused on battle space awareness and
know edge, command and control (C2) and deci si on- maki ng,
and execution in the information age. Wthin the mlitary,
there is a shift fromplatformcentric warfare/attrition
nodel to network centric/mneuver nodel. In this section,
PCWand NCWw || be eval uated and conpared based on the

advances in IT.

Platform Centric Warfare

Platformcentric warfare (PCW focuses on the
platform or weapons system as the focal point of combat.>
A conbat platformcan be any weapon or systemthat inflicts
physi cal danage upon an eneny (e.g., tanks, ships,
aircraft, artillery, and nunitions). Platforns generate
conbat power. *

PCW enphasi zes stand-al one, self-sustaining, closed,

and autononous structures. As nore ships, airplanes, and

L | ATAC, 24
2 | ATAC, 24.
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submarines with their respective weapons systens were being
built and fielded, platformcentric warfare emerged wthin
the mlitary. Surface, air, and sub-surface platforns are
i ndependent, sel f-sustaining, and autononobus units wth
specified capabilities and m ssions.

PCWinformation architectures are characterized by
hi erarchical information flows, voice conmunication
l[imted interoperability, and stove-piped battle nanagenent
systens for fires, air defense, strike, intelligence, and
combat support.>* PCW|leads to rigid, top-down hierarchical
or gani zati ons enphasi zi ng centralized planning and
coordi nated execution across a contiguous battlefront.>
The E-2 Hawkeye or E-3 Airborne Warning and Control System
(AWACS), in counter-air operations, provides an exanple of

PCWinformation flow and C2 to engage a target.

e The weapons controll er onboard does not have
engagenent quality awareness on the objects that
the E-2 or E-3 is tracking.

e The controller typically deals with a high | evel
of uncertainty about the position of the target
or insufficient information avail abl e.

e Shooter nust enploy sensors onboard the aircraft

to devel op engagenent quality awareness and may

be require to visually ID the target.

Al'l information exchange is via voice.”

% | ATAC, 24.
% | ATAC, 24.
% Alberts, Garstka, and Stein, 99.
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During the period of information exchange, it may be
difficult for the shooters and C2 nodes to naintain updated
and accurate situational awareness.

Mlitary operations are enornously conpl ex, and
conplexity theory tells us that such enterprises organize
best fromthe bottomup.>® Traditionally, however, military
commanders work to obtain top-down command-directed
synchroni zation to achieve the required | evel of nass and
fires at the point of contact with the eneny.® Because each
el enent of the force has a unique operating rhythm and
because errors in force novenent needl essly consune comnbat
power, conbat at the operational level is reduced to a step
function, which takes tinme and provides opportunity to the
eneny.*® After the initial engagenent, there is an
operational pause, and the cycle repeats. ™

Si tuational awareness is one of the greatest
chal l enges of PCW W thin PCWenvironnent, each platform
or node has a good grasp on its surroundi ngs, but
situational awareness suffers in this environment. In
platformcentric mlitary operations, situational awareness

deteriorates because it is based on a sequential and

% Cebrowski and Garstka, 10.

Al berts, Garstka, and Stein, 17.
% Alberts, Garstka, and Stein, 17.
% Alberts, Garstka, and Stein, 17.
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hi erarchical structure. Platfornms are use to operate in a
sel f-sustaining node with limted interactions with other
units. Though situation awareness may be reestablished
periodically, PCWrequires continually updating which
equates to tine and tine is a precious comodity in
mlitary operations.

Figure 2 portrays a platformcentric engagenent where
sensi ng and engagenent capabilities reside on the sane
platform and there is limted capability for weapon
platformto engage a target based on awareness generated by

ot her pl atforns.

Q Command & Control Inputs

—Control

. i _Information

Objeds O_" i

Information, v

ek e Command & Control 5

Figure 2. Platform-Centric Shooter
Source: Network Centric Warfare: Developing
And Leveraging Information Superiority
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Network Centric Warfare

NCWis warfare in a networked condition and
dramatically increase conbat effectiveness beyond that
| evel obtained by fighting as a collection of individual
platfornms (i.e., platformcentric).® NCWderives conbat
power fromdistributed interacting entities with
significantly inproved access to information.® NCWreflects
and incorporates the characteristics of agility and the
ability to capitalize on opportunities reveal ed by
devel opi ng an understandi ng of the battle space that is
superior to that devel oped by an adversary. %

The power source of NCWis the strong networking of a
wel | -i nformed but geographically dispersed force. The

enabl i ng el enents are:

e Hi gh-performance information grid;
e Access to all appropriate information sources;

e \Weapons reach and maneuver with precision and
speed of response;

e C2 processes with the flexibility to automate the
assi gnment of resources as needed; and

e Integrated sensor grids closely coupled in tine
to shooters and C2 processes. ™

NCW i nt egrat es system of sensors, information, and

engagenent grids that enable concepts |like thin shooter,

% Cebrowski and Garstka, 5.
. Al berts, Garstka, and Stein, 93.
82 Al berts, Garstka, and Stein, 93.
8 Cebrowski and Garstka, 11.

27



speed of command, and sel f-synchronization and dramatically

alter the way to conduct warfare.® Figure 3 depicts the

noti onal architecture for NCWarchitecture.

e e e e Sy e i B T e A e e e e el e o S

Coniol Infzrrret o

LR Chiyters

Figure 3. Notional Architecture for Network-Centric Warfare
Source: Network-Centric Warfare: Its Origin and Future

Thi n shooter concept enables the decoupling of the
sensor and fromthe shooter and coordi nating the required
action through the network. This concept is built on the
di stributed conmputing nodel where all the conputing power
is accessed via the network when required. This nodel
allows units to deploy w thout robust conputing power
because it can be accessed via the network as needed.

Speed of command is the process by which a superior
information position is turned into a conpetitive

advant age. Speed of conmand enphasi zes gai ning the

8 | ATAC, 9. Thin shooter concept refers to the distribution across
several platfornms of capabilities that traditionally reside within
si ngl e weapons/ sensor pl atformns.
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deci sive edge by altering the initial condition through a
high rate of change.® The rapid rate of change |ocks in
success for friendly forces while [ ocking out alternative
eneny strategies.® Speed of command views all elenents of
the operating situation as parts of a conpl ex adaptive
ecosystem and achi eves profound effect through the inpact
of closely coupled events.®

Sel f-synchroni zation is the C2 grid within the NCW
environment. Self-synchronization is the ability of a
wel | -informed force to organi ze and synchroni ze conpl ex
warfare activities fromthe bottomup.® The bottom up
approach converts conbat froma step function to a high-
speed continuum ® The organizing principles are unity of
effort, clearly articulated commander’s intent, and
carefully crafted rules of engagement.” The information
age has produced tools that enable high I evel of know edge
of friendly forces, eneny forces, and all appropriate
el enents of the operating environnment. Figure 3 shows the

information that is available in a NCWenvironnment.

% | ATAC, 11.
% | ATAC, 11.
7 | ATAC, 11.
% | ATAC, 11.
8 | ATAC, 11.
| ATAC, 11.
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Infostructure

Sensor Netting
Data Fusion
Information Management

Vastly improved Battlespace
Awareness

Shared Battiespace
Awargness

Virtual Collaborations
Virtual Organizations

Substitution of Info for People
and Material

Sell-Synchropizing Forcas

Increasad Tempo of
Operations

Increased Responsiveness
Lower Risks
Lower Costs

Increased Combat
Effectiveness

Figure 3. The Military as a Network-Centric Enterprise
Source: Network Centric Warfare: Developing and
Leveraging Information Superiority

NCW enphasi zes the value of the platformin the
net wor ked condition over traditional platfornms in
contributing to operational effectiveness.” NCWis
applicable to all levels of warfare and contri butes to the
uniting of strategy, operations, and tactics. The elenents
of mission, force size and conposition, and geography
become transparent in NCWenvironnent. ™

NCW i ntroduces old termi nology with refined neanings.
First, flexibility and adaptability is defined by the

commonal ity of information and the availability of quality

| ATAC, 8.
2 Cebrowski and Garskata, 10.
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information to make tinely decisions.” The commonal ity and
velocity of information expands the commanders’ course of
actions options and streanline information collection
process.

Second, disruption is defined by I ock-in success
for friendly forces while | ockout success or limt the
pl ans of the eneny through the increased tenpo to
engage. * A network environment coul d enable swarmlike
attacks agai nst the eneny through concepts |ike
di gi tal schwerpunkt and sel f - synchroni zation. "

Last, destroying the eneny cohesion is defined by the
rapi dly executed and hi ghly synchroni zed physi cal and
information assault without resorting to attrition-style
canpai gns. ® The conbi nation of these refined terns all ows
commanders to adapt to, and exploit, the rapidly changing
battl e space, leveraging friendly forces fitness while
i ncreasing the eneny friction and overall |evel of
di sorder. NCWis a mndset change where cl assi cal

termnology is refined wwth rel evant neani ngs.

| ATAC, 12.

| ATAC, 10.

" | ATAC, 10. Schwerpunkt was the Gernan strategy using decentralized
conmand to avoid nmass allied forces and attach |ightly defended points
with a final concentration of forces at a decisive point.

® | ATAC, 12.
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Chapter 5

Transition to NCW Environment

Transition is defined as the process of changing from
one form state, activity, or place to another. The NCW
concepts have been in transition since the 1900's. The
early seeds of NCW concepts were sown with the birth of
aircraft carrier strike operations.

Wrld War 1l has been called the sensory revol ution.
The best sensor, the human eye, literally took flight
fromthe decks of ships and extended the scouting
range of the fleet al nost one hundred fold. For the
first tinme naval weapons could rapidly transported
hundreds of nmiles fromtheir host platforns. 7’

The Battle of Mdway of 1942 provides an historical exanple
of the early benefits of NCW concepts.

Rear Adm ral Raynond A. Spruance, Commander Task Force
16, and Rear Admiral Frank J. Fletcher, Comrander Task
Force 17, were sortied fromPearl Harbor with the
carriers Yorktown, Hornet, and Enterprise; their
orders were to prevent the Inperial Navy [Japanese]
from succeeding. Mtivated by what [Adm ral] Spruance
called an “urgent need for surprise and a strong
desire to hit the eneny with our full strength as
early as we could reach them” the Anericans began and
aggressive search for the [Japanese] Conbi ned Fl eet.
Wil e the Japanese flight decks were pregnant with
fuel and ordnance, the vigorous Anerican search paid
of f. The rudi ments of Network Centric Warfare were
enpl oyed as intelligence, |ong-range sensors, and
coordi nated pul ses of conbat power dom nated the
battle. '8

" Network Centric Warfare and the Battle of Mdway, URL: <
http://ww. al i dade. net/ Network _Centric Warfare and Battle of M dway. doc

>. Accessed on 06 March 2003.
® Network Centric Warfare and the Battle of M dway.
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NCW s conti nued success cones fromtransform ng the whol e
Navy and not only afloat units. To inplement NCW concepts
Navy-w de, Navy has started nultiple initiatives to network
afl oat and ashore units together into a robust informtion
infrastructure.

NCW concepts were not new to the afloat units. Wth
t he advent of conbat information centers (CIC) during Wrld
War |1, this concept was the forerunner to nerging the
sensors on board the ship.” The object of CIC was to
provi de the decision maker on a ship with the best possible
picture of the tactical situation in which the decision
maker was enmbedded.® A special radio network |inked these
CICin order to exchange data with other units.

When powerful and conpact conputing platforns becane
avai |l abl e, the Navy was able to conputerize ClIC and Naval
Tactical Data System (NTDS) becane a reality. NIDS was the
first of an al npst-universal kind of naval command aid.®
NTDS was the follow on to Cl C where the successful nerger
of a ship’s sensor data, to overcone increases in the
number and the speed of potential attackers.® NIDS and the

addition of a digital link (Link 11) between ships nade

 Norman Friedman, “Are W Already Transforned?,” Proceedings, January
2002, 35.

% Friedman, 35.

8 Friedman, 35.

% Friedman, 35.
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comon operational picture (COP), which was precursor of
the network-centric picture.® Joint Tactical |nformation
Distribution System (JTIDS) and digital |ink (Link 16)
systens on board tactical aircraft was devel oped to provide
the same COP for pilots. NIDS and JTIDS initiatives have
est abl i shed the foundation for the sensor grid of the
notional architecture for NCW

Though NTDS/ Link 11 and JTI DS/ Li nks 16 networked units
together wwthin a force, the Tomahawk antiship mssile
targeting systemwas the true forerunner of NCW The
Tomahawk targeting systemintegrated the rich information
and robust conputing power ashore together wth afl oat
units. After the study of Soviet antiship mssile
targeting showed that the shooter needed detail ed know edge
of what ot her ships were present because ot herw se the
mssile mght lock on the wong target.® The Navy
addressed the need for situation awareness by |inking
di ssinmilar sensors that fed into shore conputer systems.®
The m d-1980's and 90's, the Navy was using renpote (netted)
data to practice Tomahawk shots and support the enbargo

against lraq in 1990. %

& Friednman, 35.
8 Friednan, 35.
® Friedman, 35.
% Friedman, 35.
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Cooper ati ve Engagenent Capability (CEC) is another
Navy initiative to transition to NCW The CEC generates
i ncreased battl e space awareness by fusing data from
mul ti pl e sensors and enabl i ng quantum i nprovenents in track
accuracy, continuity, and identification over the
information that could be achi eved by using stand-al one
sensors. ¥ The CEC concept shows how the parts working
t oget her producing quality information that translates into
i ncreased conbat power

CEC conbi nes a hi gh-performance sensor grid with a

hi gh- perf ormance engagenent grid. The sensor grid

rapi dl y generates engagenent quality awareness, and

t he engagenent grid translates this awareness into

i ncreased conbat power. This power is manifested by

hi gh probability engagenents agai nst threats capabl e

of defeating a platformecentric defense.®

The Navy is al so pushing the power of NCWto the
deskt ops through Information Technol ogy for the 21% century
(I T-21) for afloat units and Navy and Marine Corp |Intranet
(NMCI') to shore units. Both initiatives provide the robust
network infrastructure to push information to the desktops.
Each initiative is key to establishing the information
infrastructure to support NCWas seen in figure 5.

Though I T advances are at the center of each of these

initiatives, the Navy is also inplenenting organizati onal

8 Al berts, Garstka, Stein, 146.
8 Cebrowski and Garskata, 11.
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changes such as the establishnment of Naval Network Warfare
Command (NNWC) to institutionalize the changes that NCW
brings. NNWC is the central operational authority
responsi bl e for coordinating all IT, information

operations, and space requirenents and operations within

t he Navy. ¥
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Figure 5. Emerging Architecture for Network-Centric Warfare
Source: Network-Centric Warfare: Its Ori gin and Future

Command and Control (C2) and NCW

The basic function or objective of command and control
is to make the nost of the situation and the resources at
hand.*® C2 deals with the conplexity of battle.®

Command and Control definition is the exercise of
authority and direction by a properly designated command

over assigned and attached forces in the acconplishnent of

% O Rourke, 3
% Alberts, Garstka, and Stein, 80.
1 Alberts, Garstka, and Stein, 161
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the mission.” C2 is the construct that commanders use to
conmmuni cate his intent and nade decisions with his

subordi nates. C2 applies to the organi zations, people,
processes, and systens that enable commanders to understand
a situation and provide intent, plan and/or direction. C2
is the glue to the whol e NCW concept.

NCWis based on the net-centric conmputing concept, but
al so requires, and enabl es, and effective human el enent
perform ng col | aborative thinking, planning, and reacting.®
NCWs ability to rapidly share information al so prom ses
significant inprovenent in a commander’s ability to access
a variety of reach back know edge and data and di ssem nate
it to the appropriate forces at the appropriate time.*

The current approach to C2 (and organi zati ons) has
been designed to keep the span of control wthin well-known
human linmits.® The traditional response to proliferation
of entities requiring managenent is to add |layers to the

hi erarchy, keeping the span of control manageable.® NCW

gi ves commanders the ability to operate along a conti nuum

2 EM 1001-5-1, MCRP 5-2A, 1-33.

% | ATAC, 8.

% | ATAC, 8.

 Alberts, Garstka, and Stein, 81.
% Alberts, Garstka, and Stein, 81.
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of command net hods,

Figure 4 depicts the options avail able to a conmander

fromcentralize to decentralize.?

in a

NCW envi ronnent and their associ ated benefits and costs.

. Centralize Command . Decentralized C2 (Self- No
Type Fully Centralize Decentralized Execution Collaborative C2 Synchronization Organization
Submarine Operations Rout or
Example 72-hour ATO Desert Storm Bosnia & Kosovo Guerrilla Operations Chaoti
SOF aotic
o Higher Quality
. ; o Near Optimum Decision Making o Low Overhead dictabl
Benefits Optimum Use o Resource Allocation e Units Tightly « Responsive to local Unpredictable
Assets - S to Adversary
e Encourages Initiative Coupled situation changes
e Robust
e Can Be Slow to
Respond Syner
Potential for Mutual p_ Highly Professional * 'dgy I
Enormous - e Requires : Accidental
Costs Overhead/Brittle Interference of Missed i Quasi-Autonomous
Opportunities Collaborative Units Required * Mutual
Tools and Interference
Cooperability Likely
Figure 6. Information Age C2 Organizations
Source: Understanding Information Age Warfare

The information age has introduced new vari abl es such

as tinme reduction,

avai lability in warfare.

di st ance reducti on,

and

informati o

n

Oten new command and contr ol

concepts arise out of a desire to | everage new capability

that provides increased information.®

An

illustratio

this is the emergence of the concept of Command by

Negat i on:

In 1972,

defense fighter

t he F-14A was

i ntroduced
repl acenent for the F-4 as its front
The F-14A had a nunber of

significant performance advantages over the F-4,
of which was its ability to generate a superior |evel

of onboard situational
si tuati ona

awar eness.
awar eness remai ned unexploited for 6 years

whil e the sane command and contr ol

Thi s superi or

doctrine for

n of

into the Fleet as a
line Fleet air

one

F-4s

" John D. Zi mrerman, “Net-Centric Is About Choices,” Proceedings,
January 2002, 38.

% Al berts,

Garstka, and Stein, 75.
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was used. This doctrine called for fighters to be

directed to targets by controllers operating in E-2s

and ship CIC wth positive control enforced when

avai | abl e. *°

Command by negation gave the pilot flexibility to
engage the target unless otherwi se directed by their
operational conmanders. Once the new C2, command by
negation, was inplenmented this new approach increase conbat
power of the new F-14A and renove the restraint of an old
system

In the informati on age, one size or approach to
command and control will not fit all situations.'™ The
informati on age has set the conditions for new approaches
to command and command arrangenents to be inplenmented to
effectively flatten hierarchies, free information flow (not
orders) fromthe chain of command, and enable the
enterprise to increase the speed of conmand to | ock out
adversarial options and achi eve option dom nance.'™ 2 is
t he human el ement of war and the advance in the information

age is pushing commanders and organi zations to enploy the

C2 systens that capitalize on the advantages gai ned.

% Alberts, Garstka, and Stein, 76.
10 Al berts, Garstka, and Stein, 80.
01 Al berts, Garstka, and Stein, 81.
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Operational Art and NCW

Qperational art is the conmanders’ abilities and
expertise for taking strategi c guidance and avail abl e
resources and create a coherent joint plan that achieves
the strategic aim?® Network Centric Warfare (NCW is the
net wor ki ng of sensors, shooters, and command and contr ol
nodes on a robust information grid to obtain and maintain
information superiority that translates into conmbat power.
Synergy and synchroni zation of effort are key to the
commander achi eving the desired outconme. Net-centric
operations pull the commanders’ resource together in an
i nt egrated common operation picture. The integrated COP
enabl es the commander to maintain a real -tinme awareness of
avai | abl e resources and execution mssion to their fullest
extent with overwhel m ng power.

As figure 7 illustrates, operational art is conposed
of many facets which the commander nust take into account
to effective plan and execute successful canpaign plans.
NCW concepts integrates the facets of operational art
t hrough concepts of self-synchronization, speed of command,
and thin shooters to provide the commander with flexible
options to nove with speed and agile and maintain battle

space awar eness. NCWconstruct provides commanders at

92 The Joint Staff Officer Guide, 2000, JFSC Publ, 3-2
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operational and tactical |evel of war with real-tine shared

battl e space awareness.

Facets of Operational Art

SYNERGY
TERMINATION SIMULTANEITY AND

DEPTH
CULMINATION

ANTICIPATION
DECISIVE POINTS

pirectversus OPERATIONAL

INDIRECT ART LEVERAGE
CENTERS OF
GRAVITY TIMING AND
TEMPO
ARRANGING

OPERATIONS FORCES AND OPERATIONAL REACH
FUNCTIONS AND APPROACH

BALANCE

Figure 7. Facets of Operational Art
Source: The Joint Staff Officer’s Guide 2000

NCW conpl enents the basic principles of the
operational art. The first principle is synergy. Synergy
| ooks at the enploynment of air, land, sea, space, and
speci al operations forces to achieve concentration in
various dinensions, all culmnating in attaining the
assigned objectives in the shortest tine possible and with

m ni mal causalities.®

Net -centri c operations make
avai | abl e weapon platfornms such H gh Speed Anti-Radi ation
M ssiles (HARM, ATACMS, and Tomahawk cruise mssiles
across diverse surface conbatants and geographi cal

di spersed units increasing operational reach.

The second principle is |l everage. Leverage is gaining

t he deci sive advantage over the eneny. NCW uses

108 JFSC Pub 1, 3-20.
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i nformation superiority to gain |leverage and translate it
into conbat power agai nst eneny forces. |Information
superiority is the capability to collect, process, and

di ssem nate an uninterrupted flow of information while
exploiting or denying an adversary’s ability to do the
sane. 1%

The last principle is timng and tenpo. Timng and
tenpo are critical to the commander for setting conditions
that exploit friendly capabilities and inhibit the eneny.
NCW enphasi zes timng and tenpo by increasing the speed of
command and | ocki ng-out the enemy’s plans for execution.
The | ocki ng-out concept ushers in the principle of
simul taneity and depth. The intent of sinultaneity and
depth is to bring force to bear on the opponent’s entire
structure in a near-simltaneous manner that is within the

5> Net-centric

deci si on-naki ng cycl e of the opponent.
operations continuously provide the conmander with a real -
time COP of the operating forces to facilitate effective
conmand and control .

The advances in technol ogi es have shrunk the battle

space and shorten the decision cycle fromdays to hour and

m nutes. As an exanple, in 1995, when the People’s

%4 Operational Terms and Graphics, 30 Septenber 1997. FM 101-5- 1/ MCRP 5-
2A.

15 3SFC, Pub 1, 3-20.
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Republic of China attenpted to influence Tai wanese
el ections, Vice Admral Cem ns, Commander, Seventh Fl eet,
and his subordi nates reduced their planning tinelines from
days to hours through self-synchronization. These
technol ogi es enable real-tine battle space information to
travel thousand mles away fromthe physical conflict
areas. NCWnakes real-tine integrated COP available to
commanders at all levels, but it will be key for conmanders
to remain in their respective area. Each level of war is
conplex, and if a decision nmaker abandons his | evel even
briefly to nmake decisions at a | ower |evel, effectiveness
will be lost.?

For NCWto reach its full potential, it nust be deeply

rooted in operational art.'®

Bot h operational art and NCW
occupy the same trade space, apply to all services, apply
across the levels of war and the range of conflict and w |
be needed to maintain mlitary dom nance in the battle

9

space.® (perational art provides the framework to channel

the power of network centric operations.

106 Cebr owski and Garskata, 7.

W curt Copley, “A Conmander’s Network Centric Qdyssey,” Proceedings,
January 2003, 58.

18 Al berts, Garstka, and Stein, 3.
1% Copl ey, 509.
10 copl ey, 59.
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Chapter 6

Conclusion

Platformcentric and attrition warfare have served
Anmerican mlitary doctrine for the last twenty years, but
Network centric warfare tenets and concepts are here to
change how war will be fought in the future. Warfare has
gone through generational changes that enphasized mass of
manpower and firepower on a |linear battlefield to maneuver
war f ar e. Maneuver warfare focused on the el enent of
surprise and indirect attack with strength agai nst the
eneny’ s vul nerable areas. NCWconcepts were steeped in
maneuver warfare tactics where speed and adaptability were
essenti al .

The intent of this research was to determne if NCW
was just new technol ogy or new way of thinking, organizing,
and fighting wars. Based on the research and analysis, it
hi ghl i ght ed how NCW used i nformati on technol ogy advances as
an enabler to facilitate new operational concepts.

First, the holistic approach of NCWshifted conbat
power from i ndependent platfornms to the network. Though
pl atforns are geographi cal dispersed, the power of the
di stributed and robust network infrastructure brought these

platforns together in a synergetic effect to exponentially
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mul tiply the commander’s avail abl e conbat power. Quality
battl e space awareness and effective and flexible C2 were
inherently built into the NCWarchitecture.

Second, the change fromattrition to maneuver warfare
enphasi zed an indirect approach that capitalized on the
advant ages gai ned by NCW concepts: speed of conmand, self-
synchroni zation, and thin shooter.

Speed of command brought sinultaneity and depth to the
commander to enploy forces in a synergetic approach to
di srupt the opponent’s actions within the opponent’s
deci si on- maki ng | oop. The comander’s ability to conduct
operations that best exploit friendly capabilities and
inhibit the enenmy was enhanced through the power of
net wor ki ng geogr aphi cal di spersed platfornms and bri ngi ng
themto bear when needed.

Sel f-synchroni zati on addressed bal ance of the forces
by maintaining a real-time common operational picture
(COP). The COP contributed to effective C2 to allow
freedom of action and responsi veness of the various
platforns available to the commander. The quality battle
space awar eness could al so hel ps the commander to
antici pate the unexpected and exploit vulnerabilities in

t he opponent plans and gain a decisive advant age.
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Thin shooters and robust information network increased
the commander’s arsenal of capabilities. The platforns nay
be physically dispersed, but the quality COP gives the
commander the ability to call upon these resources through
the network and extend his operational reach. This
capability greatly enhanced the conmander’s ability to see
and determ ne the best arrangenents of operations to
execute his mssions in nost efficient matter.

Wth the new operational concepts, there are sone
potential vulnerabilities associated with NCW

Inherent IT problems. Networks are excellent tool to
share, collaborate, and distribute information, but what
happens when the network goes down? Based on the network
architecture, it could significantly reduce the
capabilities of the sensors, shooters, and C2 nodes.
Redundancy nust be built in to ensure availability and
reliability during critical periods.

Security. Wth the increase activity of cyberspace
security incidents, the protection of the network has
becone the highest inportance. A robust security network
infrastructure nmust be in place to ensure confidential and
integrity during critical operations. Though there are
chal | enges that nust be addressed, NCW concepts conpl enent

many facets of operational art and provide a flexible and
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effective C2 structure that will be key to success in
future warfare.

NCW i ncl uded new t echnol ogy, but it was a cul tural
change of how the mlitary think, organize, and fight. |IT
brought new neans to address the chall enges of warfare, but
there will have to be an acconpanyi ng change of m ndsets
and organi zati onal processes. Wthout the change of
m ndsets and processes, new technol ogy woul d be used in old
ways that does not exploit the full advantages gai ned by
NCW concepts. Speed of command, self-synchronization, and
thin shooters were not new concepts, but they nust be
accepted and i nplenented on a larger scale. NCWis the
construct to facilitate change in the m ndset of
organi zations and the individual within the organizations.

As warfare evolves froma centralized to a nore
decentral i zed nodel, NCW provides the adaptability and
scalability required to support the spectrum of conflict
frommajor theater wars to mlitary operations other than
war (MOOTW. NCW concepts and the information age inpacts
Wi |l push future commanders to think, organize and fight
wars differently in the future. Joint, integrated, and
conmbi ned operations and arnms are the star players in future

warfare, and NCWw || be the nmechani sm of change to
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facilitate and inplenment these elenents into an effective

fighting team
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