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QoS-LI: QoS Loss Inference in Disadvantaged Networks — Part 11
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Abstract

The Quality-of-Service (QoS) in disadvantaged net-
works is a function of many parameters, including the na-
ture of the physical link over which the disadvantaged net-
work operates. While there exist mechanisms (like special-
ized versions of TCP) to account for their nature and operate
optimally over disadvantaged networks, their operation un-
der adversarial conditions have not been investigated. In our
prior work [17], we presented a game theoretic framework
to infer the nature of a QoS loss in disadvantaged networks.
In this work, we present the translation of the theoretical
framework to a satellite based disadvantaged network. We
show the feasibility of the game theoretic formulations in
satellite networks through simulations in Opnet.

Keywords: Disadvantaged Networks, Game Theory,
Multi-Armed K Bandit Problem, QoS, Resource Selection,
Satellite Networks.

1. INTRODUCTION

Wireless and satellite networks are examples of disadvan-
taged networks where the very nature of the physical me-
dium restricts the effective bandwidth. The Quality of Ser-
vice (QoS) in disadvantaged networks is thus limited by the
nature of the physical medium. For example, satellite net-
works with geosynchronous satellites have a per packet de-
lay of at least 500 ms, that is attributed to the round trip
time. Consider a situation where a complex backend system
provides some services to the remote system via a satellite
network, as shown in Figure 1. The effective QoS between
the two systems are also dependent on the nature of the sat-
ellite network. A QoS loss to the remote system may be due
to several reasons:

e  Statistical variations on the satellite network

e  Adversarial manipulation of the network (through a

Jammer)

e  Backend operating under hostile conditions

e Problems on the host of the remote platform
As a practical motivation, consider the case where the re-
mote backend is a Self Regenerative System (SRS) [6]. SRS
are complex backend systems composed of various inter-
connected components that provide a ‘self regenerative’ ca-
pability; thus an SRS under attack could restructure itself in
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order to continue providing services. An SRS conceptually
extends the notion of healing [18] from biological systems
into computer systems. The goal [6] of an SRS is to provide
cognitive immunity and regenerative capabilities to com-
puter systems. While a number of SRS have been designed
(like key distribution schemes [5] and hardware platforms
[9]), a standard assumption across all systems is the exis-
tence of an enterprise class network with ample bandwidth
for the system under consideration (with the exception of
mobile networks [15, 14]).
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Figure 1: Complex Backend System Servicing Remote
Node
In our prior work [17], we considered the problem of an
SRS operating over a disadvantaged network (such as a sat-
ellite network) and presented a game theoretic formulation
to infer the nature of a QoS loss over a disadvantaged net-
work. The goal was to infer if a QoS loss is due to:
e adversarial network control or
e  statistical variation in the network conditions or
e drop in the service of the SRS due to hostile conditions
(DDoS attack) on the backend system

The game theoretic framework is based on the Multi-
Armed K Bandit [7, 11] problem. This work takes as its
point of departure the framework presented in [17]. In this
paper, we present how the theoretical framework is trans-
lated to a practical implementation for satellite networks.
We also present the viability of such a translation by means
of OPNET simulations.
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1.1. Related Work

The QoS of satellite networks is limited by the physical
characteristics of the medium and setup. For example, the
round-trip-time of a radio signal for a geosynchronous satel-
lite is at least 500 ms due to the distance of the satellite from
the base station. Moreover, the application of standard pro-
tocols, like TCP over IP results in very poor performance
over satellite networks due to the link layer characteristics.
TCP, for example, increases its congestion window size if
an acknowledgement is not received “on time”. However,
the very nature of satellite networks (long propagation de-
lays, large bandwidth-delay product and high bit error rates)
implies a higher time for acknowledgement, which causes
traditional TCP to assume congestion, when there is none.
The work [16] gives an overview of the problems with TCP
over satellite networks and proposes solutions for the same.
Several variants of TCP [10] have been proposed and im-
plemented to account for such deviations from standard be-
havior. These protocols are tuned so as to adjust for the
characteristics of the link layer. For example, the Satellite
Transport Protocol (STP) [19] is tuned for satellite net-
works. Standard TCP is also used in conjunction with Per-
formance Enhancing Proxies (PEPs) [3]. PEPs are hardware
devices or software components that are located at the in-
gress and egress of a satellite network. The objective of the
ingress PEP is to send an acknowledgement to the TCP
originator and then forward the packets over the satellite
link to the egress PEP. Such PEPs are said to split the TCP
connection. PEPs can also be application transparent and/or
protocol transparent. SaTPEP [20] is an example of a PEP
for satellite networks, which employs negative acknowl-
edgements to recover from errors. A common underlying
theme of all these works is the consideration of QoS only
from the network viewpoint. To the best of our knowledge,
our work is the first to consider the problem of inferring the
nature of a QoS loss, where not only network conditions,
but also an attack on the backend could cause a service loss.

The rest of this paper is organized as follows. Section 2
gives a synopsis of the game theoretic framework. In section
3, we detail the translation of the framework to a satellite
network and present preliminary OPNET simulation results
for the same. Concluding remarks are presented in section 4.

2. OVERVIEW OF THE QoS-LI MODULE

Consider the end-points of the disadvantaged networks
shown in Figure 1. Let N1 denote the backend system and
N2 denote the remote system. The only means of communi-
cation between N1 and N2 is the disadvantaged network: in
this case, this is the satcom. The QoS-LI module is a com-
ponent at the end-points (on both N1 and N2). QoS-LI as-

sumes that the endpoints have multiple (logical) connections
between them, through the same disadvantaged (physical)
channel. In this case, the physical channel is the satcom. The
QoS is limited by the physical channel: for a geo synchro-
nous satellite, this limitation is expressed in terms of the
round-trip time of a packet being at least 500ms. The QoS-
LI module uses a metric to measure the QoS between N1
and N2; for purposes of simulation, we use the per-packet
end-to-end delay, although the metric could be changed to
any other meaningful function, based on the nature of the
disadvantaged network.

QoS-LI infers the nature of QoS loss between N1 and
N2 based on a game theoretic formulation called the Multi-
Armed K Bandit (abbreviated as maKb) problem. The maKb
problem is a classical tradeoff scenario between the notion
of exploration and exploitation. The setting is as follows: A
gambler is a casino has K slot machines to play on. The
payoff from each slot machine is not known. The objective
of the gambler is to maximize the payoff over a period of N
trials. The gambler has two options: try out each of the K
slot machines and infer the one with the best payoff distri-
bution (exploration), or stop when a slot machine offers an
adequate enough payoff and keep playing that machine for
the remaining trials (exploitation). The payoff of the slot
machines may be stochastically distributed or adversarial
(deterministically) controlled. Within this scenario, there ex-
ist algorithms to converge to the slot machine with the best
possible payoff under the different conditions viz., stochas-
tic distribution or adversarial control [13] of slot machine
payoffs: the application of these algorithms to the QoS Loss
Inference module is described in our prior work [17].

The correlation between the maKb game and the loss
inference is drawn as follow: each of the slot machines rep-
resent multiple links between the nodes N1 and N2. The slot
machine’s payoff is equivalent to the link payoff, which in
our situation is the end-to-end packet delay. The QoS-LI
module applies the maKb algorithms as follows: a setup
stage is first initiated between the SRS backend and the re-
mote system, and a detection stage is switched on if a QoS
loss is found to occur.

The setup stage is assumed to occur when the backend
system is not under attack and the network is free of adver-
sarial control. The setup stage follows greedy algorithm, in
terms of choosing the link with the best payoff, and sets the
maximum possible QoS. The greedy strategy and its vari-
ants are described in [4]; the work [8] details empirical
evaluation that supports the hypothesis that this strategy is
the best in terms of achieving greatest payoff. At the end of
the setup stage, the nodes N1 and N2 communicate on a
dedicated link (which is the outcome of the setup stage). A



default standard of the observed QoS is also set for com-
parison purposes.

QoS-LI switches to the detection stage if a drop in the
effective observed QoS is detected. In the detection stage,
the modules multiplex packets over the other links and ob-
serve the convergence of the observed QoS. If this conver-
gence occurs within a specified duration of time, the chan-
nel may be assumed to have stochastic variations. If the QoS
convergence is not observed over the specified time interval,
the module switches to an adversarial detection stage, where
the packets are multiplexed over the links assuming deter-
ministic (adversarial) control. This algorithm is expected to
converge to a QoS (limited by the adversarial manipulation)
in a larger period of time, thereby providing the inference
that the network is adversarial controlled. If the QoS (still)
remains low, it may safely be assumed that the backend is
under attack, and hence the effective service quality is low
(and will remain so despite any switching strategy).

A complete description of the setup stage and detection
stage algorithms is given in [17]. With this background on
the maKb algorithms and its application to the general QoS
loss inference problem, we show its translation to a practical
domain, with satcom’s as the disadvantaged network.

3. QOS-LI APPLICATION ON SATCOM

The QoS-LI module proposed in [17] assumes the existence
of multiple links between the remote system and the SRS
backend. This may physically be true in the case of mobile
networks (802.11x) where the last link may operate on dif-
ferent channels, with a suitable receiver at the remote sys-
tem. However, in a satellite network, the uplink and the
downlink are different insofar as their transmission charac-
teristics are concerned; they are both time and frequency
multiplexed, with each incoming packet stream transmission
being subject to a reservation on the uplink and scheduling
on the downlink. The uplink is a multiple access channel,
while the downlink is a statistically multiplexed broadcast
channel. We derive the motivation for the practical transla-
tion of the QoS-LI module to satellite networks from the
work by Pandya et. al, [12], where the authors proposed a
dynamic resource assignment algorithm for effective link
layer utilization. This work uses a similar approach in terms
of link layer resource allocations for obtaining multiple
links on the satcom.

In this work, we consider a packet switched military
satellite network (similar to [12]), with a provision for dy-
namic resource allocation on the uplink and downlinks.
Each terminal in a satcom is capable of operating in multi-
ple transmission modes (burst rates). The uplink and
downlink are thus characterized by the modulation format

(QPSK, BPSK, etc), the coding rate and the data burst rates.
This triple is referred to as the transmission mode [12].
QoS-LI uses multiple transmission modes as the logical
equivalent of multiple links over the same physical channel.
The testing approach in this work is an absolutist one: we
verify that if a consistent transmission mode were used,
providing a predetermined (statistically variant) QoS level
to the remote system, then a variation in the QoS due to a
Jammer (at the SRS end) will be detected by a suitable
switch of the transmission mode. With this verification, any
resource assignment algorithm (predictable or dynamically
assigned) may be used for normal communications: when
the QoS drops below a predetermined level, the transmis-
sion modes may be switched and an inference on the exis-
tence of a Jammer could be made based on the observed

QoS.

3.1. Simulation Setup

Egress

Aggregation
Point

One Sink

A Number of Sources

Figure 2: Single Aggregation Point Simulation Setup

Figure 2 depicts the simulation setup overview. We
simulate the QoS-LI module with a single aggregation point,
i.e., we assume all streams from the remote backend are ag-
gregated at one point (the ingress). It is also possible for sat-
ellite networks to have multiple uplink points (when the
number of discrete terminals is high), as shown in Figure 3.
In the context of this work, figure 3 depicts the situation
when multiple remote terminals send back data to the single
backend (the reverse situation of figure 2).

The single aggregation point usually transmits the up-
link in a time and frequency multiplexed manner, with a
scheduling algorithm, to account for different types of
streams. For purposes of the simulation, we use a single
source traffic distribution pattern (Constant Bit Rate). Other
traffic distributions could also be used to detect a QoS
drop/pickup after a transmission mode change. A jammer
(not shown in figures) is also introduced at the aggregation
point (base station) to impede communications to the remote



end. The satellite simulations are performed in OPNET [1],
using the wireless module.
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Figure 3: Multiple Uplink Points for Single Sink
3.2. Jammer Characteristics

OPNET includes three types of Jammers for simulation pur-
poses. They are:

e single band jammer

e pulsed jammer

e frequency swept jammer

A single band jammer, as the name suggests, transmits
signals on a single predefined frequency band. A pulsed
jammer is usually used to target a frequency hopping system
by targeting its power to a narrow spectrum, thereby hitting
a minimal set of frequency hops of the target system. Like
the single band jammer, it also transmits on a single fixed
frequency band, but masks it with a periodic pulse. A fre-
quency sweep jammer concentrates its power on a particular
frequency range, which is constantly shifted in order to
cover a wide range of operating frequencies. In this work,
we use a single band jammer to impede satellite communi-
cations. This provides the best test case for the switch in the
transmission mode; a pulsed or a frequency swept jammer
would have the same (but limited) effect on the outgoing
signal, and its effect on the transmission switch would be
perceived only in the overlapping pluses or frequency
ranges. We used a single band jammer with a similar fre-
quency range and packet source as the SRS sources.

3.3. OPNET Setup

Figure 4 shows the OPNET setup, with a SRS and a re-
ceiver connected only by means of a satellite link. The SRS
is modeled as a simple source with a packet multiplexing
component that represents the scheduler for traditional satel-
lite uplinks. The satellite receives the SRS signals (operat-
ing at the same frequency) and queue’s them for processing
and transmits them to the receiver. The processing is mod-

eled as a simple delay, with a constant service rate at the
queue.
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Figure 4: OPNET Simulation Setup

When evaluating resource assignment algorithms,
the processing takes form of multiplexing the received
streams for broadcast, and in some cases, priority process-
ing. However, in this situation, since we use a single stream,
a service delay is appropriate to abstract the normal process-
ing time. The QoS is measured at the receiver, and is cur-
rently the end-to-end packet delay in seconds. Note that this
delay is at least 250 ms for one trip from the SRS to the re-
mote receiver. The jammer is also similarly set, with fre-
quencies matching the SRS transmitter (which in turn
matches the satellite receiver). The jammer is a single band
jammer, but with a similar source rate as that of the SRS, in-
stead of the constant rate of 1 per second provided by the
default OPNET template.

3.3.1. Simulation Parameters and Assumptions
The transmitting nodes’ propagation delay is set to 250

ms; the satellite orbit is set to a geosynchronous orbit (hence

no orbital paths are defined in OPNET). The channel-
match and closure properties of the transmitting and re-
ceiver pair are set appropriately to ensure that the SRS sig-
nal does reach the satellite (and the Jammer, when opera-
tional, interferes with the SRS-Satellite link). All terminals
are assumed to transmit at full power. Since the channel-
match and closure properties are set to ensure recep-
tion, the power variation does not change the simulation re-
sults in this context.

The OPNET simulations make the following assump-
tions with respect to the traffic streams and the Jammer.

1. The traffic from the source to the destination is as-
sumed to be a Constant Bit Rate (CBR) stream. In a
typical satellite uplink, multiple sources ‘submit’ their
streams for transmission; a FTP server might submit a
file upload, a VOIP/multimedia server would submit a
real-time stream. These streams are frequency and time
multiplexed, based on a reservation strategy that at-
tempts to deliver real-time traffic with QoS guarantees
while maintaining fairness for the non-real-time (FTP)



traffic. Although we do not introduce multiple streams,
the simulation results hold true since the QoS metric
would include the summation of all streams (which
would be affected by a Jammer).

2. We assume that the Jammer cannot predict the trans-
mission mode switching pattern; if an adversary were
able to do so, then the Jammer transmission mode could
be synced with the satellite transmission, thereby affect-
ing the QoS in a more granular level. In this case, al-
though we would (theoretically) be assured of a optimal
QoS convergence [13], the adversary, by suitably ma-
nipulating the QoS, could convince the remote end of
an attack on the SRS (as opposed to a Jammer opera-
tion).

3. The simulation uses only one terminal for testing all the
burst rates; in practice, no single terminal will be capa-
ble of handling all the burst rates and power require-
ments. However, a typical satellite ground station will
have multiple terminals capable of handling the re-
quired burst rates: this is a standard assumption for sat-
ellite simulations (unless the simulation involves path
fading and/or directional antenna characteristics).

3.3.2. Simulation Results

The uplink and downlink are characterized by the band-

width, the burst rate and the modulation. As derived from

[12], the combination of the typical values for satellite op-

eration are form around 20 transmission modes, each with a

different power requirement. The values for the Bandwidth

are 4/16/64/256 MHz and the data burst rates are 2/8/32/128

Kb/time slot, where a time slot is 500 ms (the round trip

time). For normal operation without a Jammer, with uplink

(BPSK, 1Mhz, 1000 kbps), downlink (BPSK, 4MHz, 8000

kbps) with a Constant Bit Rate (CBR) source, the through-

put and end-to-end delay curves are shown in Figure 5. The
throughput levels off and the end-to-end delay remains con-
stant, around 0.7 seconds. Similarly, the throughput and

end-to-end delay curves for Uplink (BPSK, 4Mhz, 8000

kbps), downlink (BPSK, 4MHz, 8000 kbps) with CBR

source is shown in Figure 6. As expected, the end-to-end de-
lay is rises linearly since the data burst rates on the uplink
and downlink are equal (the processing time on the satellite
keeps packets in the service queue). With a limited buffer
size, this value would level off soon. With an uplink (BPSK,

4Mhz, 8000 kbps), and downlink (BPSK, 8MHz, 16000

kbps) with CBR source, the curves shown in Figure 7 show

a structure similar to Figure 5, but for an improved end-to-

end delay (since the downlink bandwidth and burst rates are

both higher). The throughput is also seen to approach its as-
ymptotic value around 1 minute and 31 seconds.
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Figure 5: Throughput and End-to-End Delay curves: Uplink
(BPSK, 1Mhz, 1000 kbps); Downlink (BPSK, 4MHz, 8000 kbps)
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Figure 6: Throughput and End-to-End Delay curves: Uplink
(BPSK, 4Mhz, 8000 kbps); Downlink (BPSK, 4MHz, 8000
kbps)

Thus, as the transmission mode is changed, the effec-
tive QoS (measured in terms of end-to-end delay) is also
seen to change. This provides validation that different
transmission modes can serve as the logical equivalent of
multiple links over the same channel. A Jammer that is suc-
cessful in lowering the QoS in one transmission mode will
not be as effective in another (switched) transmission mode.
Figure 8 shows the end-to-end delay and throughput curves
with a jammer operating after 210 seconds of SRS/satellite
operation. As expected, the end-to-end delay immediately
drops and the throughput gradually drops after the jammer
starts operating (the jammer operates on the same frequency
bandwidth as the SRS-satellite link).
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Figure 7: Throughput and End-to-End Delay curves: Uplink
(BPSK, 4Mhz, 8000 kbps); Downlink (BPSK, 8MHz,
16000 kbps)
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Figure 8: Throughput and End-to-End Delay curves: Jammer
operating with exaggerated data rate of 512 kbps

The hypothetical throughput curve for the SRS-satellite link
after a transmission mode switch is shown in Figure 9 (this
is Figure 8 spliced with figure 7; they are operating in a dif-
ferent transmission modes).

j: / Throughput (packets/sec)

Figure 9: Hypothetical Operation after transmission mode
switch

With a transmission mode switch, the single band
Jammer is ineffective (in an absolutist sense; a pulsed or
frequency sweep jammer would have some effect even after
a transmission switch, but the effective observed QoS would

still rise, albeit at a slower pace): in this case, the frequen-
cies do not overlap; in other situations, the data burst rate /
modulation also play a role. The jammer effectiveness,
unlike the hypothetical situation in Figure 9, may not be
completely lowered, but the remote end would perceive a
raise in the effective QoS, thereby leading to the inference
of a Jammer at the backend (as opposed to an attack on the
SRS).
3.3.3. Applicability

In a typical satellite system, there are many other
mechanisms in place for ensuring QoS. Dynamic Resource
Allocation (DRA) algorithms like the one proposed in [12]
change the transmission mode every epoch. These allocation
mechanisms can proceed independently of the scheme pro-
posed in this work. Once a drop in the QoS is observed, the
remote system can initiate a deterministic (or dynamically
evaluated) transmission mode switching strategy to infer the
nature of the QoS loss. This argument applies to other link
layer optimizations for QoS. The remote system is typically
a individual terminal [2] that are marketed by commercial
entities. The QoS-LI module can be implemented as a soft-
ware component on the remote system or integrated as a
plug-in to existing QoS optimization mechanisms. Depend-
ing on the rate of the QoS drop/rise, the inference can be
made in real-time, in as low as 10 epochs (5 seconds). The
actual time convergence, however, requires further investi-
gation. The existence of PEPs [3] does not affect the QoS-LI
module; the placement options for the QoS-LI module with
respect to PEPs have been discussed in our prior work [17].

4. CONCLUSION

This work presents the implementation of a QoS Loss
Inference (QoS-LI) module on satellite communication
(SATCOM) networks. We presented a translation of theo-
retical QoS-LI module [17] to a satcom, using multiple burst
rates and modulation formats as a logical equivalent of mul-
tiple links. In the presence of a QoS loss due to statistical
variations, it is possible for the remote system and the local
SRS backend to engage in an appropriate logical-link
switching mode to ensure a return to the previously assured
service quality level. In the presence of a Jammer with lim-
ited or deterministic frequency hopping, the return to a pre-
viously assured QoS level is expected to take relatively
more time; in the presence of an attack on the backend net-
work, the end-to-end delay (or any other appropriate metric
choice) is not expected to improve. This work verifies
through simulations that the logical equivalent of multiple
links can be obtained in a satcom by switching between
transmission modes. The assumptions made only serve to
simplify the simulation setup and do not invalidate the result
in a general setting.



However, future work in this area will investigate the

usage of metrics other than end-to-end delay to infer QoS
loss, when multiple streams of data are sent to the base sta-
tion. Although the theoretical expectation is still the same
with respect to the SRS related traffic, we also intend to
simulate the behavior of different applications such as FTP,
multimedia services, VOIP, etc., multiplexed over the same
satcom link.
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