DEPARTMENT QF _._x'\"“r‘J-, — -
YSI S S % INSTErrUTE FOR RESEARCHIN ( \ S DEPARTMENT OF
l | ( ' 8 “ LECTRONICS ' @} ELECTRICAL &
4 Sonee” +39Ws  COMPUTER ENGINEERING

UNIVERSITY OF MARYLAND e & APPUED PHYSICS

Prediction and measurement of induced
voltages inside complicated enclosures using
wave-chaos

Sameer Hemmady, Chris Bertrand, Michael Johnson, James Hart, Xing Zheng
Thomas M. Antonsen Jr., Edward Ott, Steven M. Anlage

Project funded by USAF-MURI and DURIP programs


http://index.html/
http://www.ireap.umd.edu/

Form Approved

Report Documentation Page OMB No. 0704-0188

Public reporting burden for the collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information,
including suggestions for reducing this burden, to Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington
VA 22202-4302. Respondents should be aware that notwithstanding any other provision of law, no person shall be subject to a penalty for failing to comply with a collection of information if it
does not display a currently valid OMB control number.

1. REPORT DATE 2. REPORT TYPE 3. DATES COVERED
JUL 2006 N/A -
4. TITLE AND SUBTITLE 5a. CONTRACT NUMBER

Prediction and measurement of induced voltagesinside complicated
enclosures using wave-chaos

5b. GRANT NUMBER

5c. PROGRAM ELEMENT NUMBER

6. AUTHOR(S) 5d. PROJECT NUMBER

5e. TASK NUMBER

5f. WORK UNIT NUMBER

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES) 8. PERFORMING ORGANIZATION

Institute for Research in Electronics Applied Physics REPORT NUMBER

9. SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSOR/MONITOR’'S ACRONYM(S)
11. SPONSOR/MONITOR’ S REPORT
NUMBER(S)

12. DISTRIBUTION/AVAILABILITY STATEMENT

Approved for public release, distribution unlimited

13. SUPPLEMENTARY NOTES

The original document contains color images.

14. ABSTRACT

15. SUBJECT TERMS

16. SECURITY CLASSIFICATION OF: 17.LIMITATION OF | 18 NUMBER | 19a NAME OF

ABSTRACT OF PAGES RESPONSIBLE PERSON
a REPORT b. ABSTRACT c. THISPAGE UU 15
unclassified unclassified unclassified

Standard Form 298 (Rev. 8-98)
Prescribed by ANSI Std Z39-18



Motivation :- The “Four Famous” Questions:

* Is there some fast, simple and accurate way to predict the
voltages induced at specific points within a complicated
metallic enclosure (e.g. computer-box) due to external
radiation?

e What factors determine the nature of these induced
voltages ?

* Is there some “optimally shaped” wave-form for the
external radiation, for which the electronics within the
enclosure is most susceptible ?

* Is it possible to engineer an enclosure to make it resistant to
HPM attack ?



1. Can we predict the voltages induced at specific locations in a computer-
box due to a external RF radiation?
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Our outlook to this problem:- Formulating the Random Coupling Model
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: y ., Electromagnetics, 26, 3 (2006).
Random Coupling Model (RCM)- “In a Nut Shell Electromagnetics, 26, 37 (2006).

Zheng, Antonsen, Ott

e RCM: Stochastic model for
impedance of complicated
enclosures

Real-World Data on
complicated enclosures
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Implications of RCM to Real-world 3D cavities
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2. What minimum information do I need to predict the range of voltages on
port 2 because of “x” watts of power injected into port 1?

Minimum Information to predict PDF of induced voltages at port 2:
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Determine the shape and scales of the
induced voltage PDFs




“Terrapin algorithm for a priori prediction of Induced Voltage PDFs
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http://www.gctts.org/

“3D Real-World” Test of the Random Coupling Model and the
“Terrapin Algorithm”

* Frequency Range: 2GHz to 20 GHz ( A<<L)

» Ensemble Averaging over ~20 positions of the mode-stirrer.

Port 2

Microwave |
absorber ,

Port Radiation Measurement Setup



Tutorial: Using the “Terrapin Algorithm” on the computer-box:
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PDF of induced voltages on port 2 of computer-box

for different power profiles radiated from Port 1
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For the End-User : Terrapin RCM Solver v1.0

I,’!

* User-friendly, stand-alone, GUI code using RCM e Bemmady, S

* Current Capabilities- Typical run-time ~ 5 to 15 mins

* Predict induced voltages in real-world,
complicated 2D/3D enclosures with minimum of
user-inputs

* Determine universal fluctuations in user-
supplied data on real-world 2D/3D enclosures

@l supparted by AFOSR -MURT grunt FA26200110
and AFOSR-DURIP grunts

* Generate universal PDFs for user-specified a FA9SS00410295 ; FASSS00510240

M Anlage, anlage@nmd.
* www.csr.umd.edu/anlage/RCM/index.htm
Screenshots- Terrapin RCM Solver v1.0

Screenshots- Terrapin RCM Solver v1.0
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Conclusions: Extensively validated RCM for 2D/3D cavities. IT WORKS!!

* Is there some fast, simple, accurate way to determine a priori the voltages
induced at specific points within a complicated metallic enclosure (computer-
box) due to external radiation?

Use a Statistical Description (RCM).
www.csr.umd.edu/anlage/RCM/index.htm

* What factors determine the nature of these induced voltages ?

Frequency, Volume of Enclosure, Typical Q of Enclosure,

Radiation Impedance of ports, shape of external radiation wave-form

* Is there some “optimally shaped” waveform for the external radiation, for
which the internal electronics is most susceptible ?

See talks by Dr. Steven Anlage ; Dr. John Rodgers to follow.....

“Terrapin Algorithm” : quick insight into induced voltages for given excitation

* Is it possible to engineer an enclosure to make it resistant to HPM attack ?

Higher o => Radiation Impedance Non-Reciprocal Media

more resistant. Engineering (Ferrites)



Future Work:

* Time Domain RCM theory / Experiments: (Hart, Bertrand, Antonsen, Ott, Anlage)
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* Quantum Graphs and its applications to EMC topology:
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