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PREFACE

1. Scope

This publication establishes doctrinal guidance on the provision of joint and nationa
intelligence products, services, and support to military operations. 1t describesthe organization
of joint intelligenceforcesand the nationa 1ntelligence Community, intelligenceresponsibilities,
command relationships, and nationa intelligence support mechanisms. It providesinformation
regarding the fundamentals of intelligence operations and the intelligence process, discusses
how intelligence supports joint and multinational planning, and describes intelligence
dissemination viathe globd information grid.

2. Purpose

This publication has been prepared under the direction of the Chairman of the Joint Chiefs
of Staff. It setsforth doctrineto govern thejoint activitiesand performance of the Armed Forces
of theUnited Statesinjoint operationsand providesthedoctrina basisfor interagency coordination
and US military involvement in multinational operations. It provides military guidance for the
exercise of authority by combatant commanders and other joint force commanders (JFCs) and
prescribesdoctrinefor joint operationsand training. It provides military guidancefor use by the
Armed Forces in preparing their appropriate plans. It is not the intent of this publication to
restrict the authority of the JFC from organizing the force and executing the mission in amanner
the JFC deems most appropriate to ensure unity of effort in the accomplishment of the overal
mission.

3. Application

a Doctrine and guidance established in this publication apply to the commanders of
combatant commands, subunified commands, joint task forces, and subordinate components of
these commands. These principles and guidance aso may apply when significant forces of one
Service are attached to forces of another Service or when significant forces of one Service
support forces of another Service.

b. The guidancein this publication is authoritative; as such, this doctrine will be followed
except when, in the judgment of the commander, exceptiona circumstances dictate otherwise.
If conflictsarise between the contents of this publication and the contents of Service publications,
this publication will take precedence for the activities of joint forces unlessthe Chairman of the
Joint Chiefs of Staff, normaly in coordination with the other members of the Joint Chiefs of
Staff, has provided more current and specific guidance. Commanders of forces operating as part
of amultinational (alliance or coalition) military command should follow multinationa doctrine
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and procedures ratified by the United States. For doctrine and procedures not ratified by the
United States, commanders should evauate and follow the multinational command'’s doctrine
and procedures, where applicable and consistent with US law, regulations, and doctrine.

For the Chairman of the Joint Chiefs of Staff:

T.J. KEATING
Vice Admiral, USN
Director, Joint Staff
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SUMMARY OF CHANGES
REVISION OF JOINT PUBLICATION 2-01, DATED 20 NOVEMBER 1996
(INCLUDES CONSOLIDATION OF JOINT PUBLICATION 2-02,
NATIONAL INTELLIGENCE SUPPORT TO JOINT OPERATIONS,
DATED 28 SEPTEMBER 1998)

* Addsadiscussion of intelligence and the challenges of the 21st century.

* Provides a comprehensive, updated discussion of joint and national
intelligence organizations, responsibilities, and procedures.

* Changestheconcept of “intelligencecycle’ to“intelligence process.”

» Discussestherelationship between essential elementsof infor mation and
priority infor mation requirements.

« Coversintelligencefederation planning guidance.

* Introducesintelligence, surveillance, and reconnaissance (I SR) concept of
operationsand | SR visualization.

* Discusses| SR resour ceallocation based on validated intelligence collection
requirements.

* Changes*production” to* analysisand production” asan intelligence
operation and discusses the conversion of information into intelligence.

* Changes“dissemination and evaluation” to “dissemination and integration”
as an intelligence operation and discusses the integration of intelligence and

operations.
* Adds*“evaluation and feedback” as an intelligence oper ation.
* Revisesthediscussion of intelligence support to joint planning.
* Discussesintelligence and the Global Information Grid.
* Addsan appendix on national intelligence capabilities.

* Promulgatesdefinitionsof " battlespaceawareness,” "I1SR," " ISR
visualization," " persistent surveillance,” and " threat warning.”
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EXECUTIVE SUMMARY

COMMANDER’SOVERVIEW

« Explainsthe Role of Intelligencein Military Operations

« Describes Joint and National Intelligence Organizations, Responsibilities,
and Support Mechanisms

« Discusses Intelligence Operations and the Intelligence Process

« DescribesIntelligence Support to Joint Planning

* Discusses Intelligence and the Global Information Grid

The objective of joint
intelligence operationsis
to integrate Service and
national intelligence
capabilitiesinto a unified
effort that surpasses any
single organizational
effort and providesthe
most accurate and timely
intelligenceto
commanders.

Introduction

Joint intelligence is produced by elements of more than one
Service and consequently relies heavily on the timely and
integrated departmental intelligence afforded by national
intelligence organizations. This joint intelligence effort
facilitatesthat degreeof dominancein theinfor mation domain
which permits the conduct of operations without effective
opposition (i.e., information superiority). In order to
accomplish this, intelligence must provide the joint force
commander (JFC) with as timely, complete, and accurate an
understanding as possible of the battlespace. Intelligence staffs
must anticipate and fully understand theintel ligence requirements
of their superior and subordinate commands and components,
identify organic intelligence capabilities and shortfals, access
theater and/or nationa systemsto aleviate shortfalls, and ensure
that timely and appropriate intelligence is provided or available
to the JFC and subordinate commands and components.

Intelligence Support to Military Operations

Intelligence playsa
critical role acrossthe
range of military
operations.

Commander suseintdligencetoanticipatethebattle, visualize
and understand the full spectrum of the battlespace, and
influence the outcome of operations. Intelligence enables
commanders at all levels to focus their combat power and to
provide full-dimensional force protection across the range of
military operations. In war, intelligence focuses on adversary
military capabilities, centers of gravity (COGs), and potential
coursesof actionto provide operational and tactical commanders
the information they need to plan and conduct operations. Short

Xi



Executive Summary

Joint intelligence
organizationsare directly
responsible for providing
the combatant command
and subordinate joint
force with a common,
coordinated intelligence
picture by fusing national
and theater intelligence
and law enforcement/
counterintelligence
information into all-
source estimates and
assessments.

of war, joint oper ations are normaly very sensitive to political
considerations and can be governed by rules of engagement
requiring the adoption of a new and complex set of operational
responses. Theinteligence directorate of ajoint staff (J-2) must
modify and tailor intelligence support to meet the unique
challenges presented in each operation.

Joint Intelligence Organizations

Joint intelligenceactivitiesfocuson determining thejoint force's
intelligence needs based on the mission and commander’s
guidance; prioritizing intelligence requirements; developing an
optimal collection plan and strategy; identifying collection or
production shortfalls that may require resource augmentation,
intelligence federation, or direct national-level analytic support;
and then evaluating satisfaction of needs and requirements and
adjusting intelligence services and support accordingly.

The combatant command J-2 assists the commander and staff
indeve oping strategy, planning theater campaigns, and organizing
the command relationships of theater intelligence assets for
effective joint, interagency, and multinational operations and to
facilitate interagency coordination. Additionally, the J-2 is
respong blefor determining therequirementsand direction needed
to ensure unity of the intelligence effort supporting the
commander’s objectives.

Thecombatant command joint intelligencecenter (JIC) isthe
focal point for inteligenceanalysisand production effort, andis
organizedinamanner best suited to sati fy thecombetant commander’s
intelligence requirements. 1f the JIC cannot meet the combatant
commander’sregquirements, the J Cforwardsarequest for informeation
totheNational Military Joint Intelligence Center or to subordinate
command leve susing thecommunity on-lineintelligencesysemfor
end-usersand managers.

The organizational structure of a subordinate joint force's
intelligence element is determined by the JFC based on the
stuation and mission. All subordinatejoint force J-2s, however,
will at a minimum require a core element of anaytical and
administrative capabilities. Most situations will require
augmentation of joint force intelligence capabilities through the
deployment and integration of theater intelligence eementsinto
ajoint intelligence support element (JSE). Capabilities of the
JSE include order of battle analys's, identification of adversary

Xii
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Executive Summary

National intelligence
organizations conduct
extensive collection,
processing, analyss, and
dissemination activities.

COGs andydsaf adversary commeand, control, communications and
computers targeting support, collectionmanagement, and mantenance
of a24-hour watch.

National Intelligence Organizations

National intelligence organi zationsempl oy specialized resources
and dedicated personnel to gain information about potential
adversaries, events, and other worldwide intelligence
requirements. These organizations routinely provide support to
the JFC while continuing to support national decision makers.
However, thefocusof thesenational or ganizationsisnot evenly
split among intelligence customers and varies according to
the stuation and competing requirements.

The Intdligence Community (IC) refers in the aggregate to
those Executive Branch agenciesand organizationsthat arefunded
inthe National Foreign Intelligence Program. ThelC consists of
15 member organizations:

The Defense Intelligence Agency (DIA) has oversight of the
Department of Defense Intelligence Production Program
(DODIPP), under which al-source intelligence is produced for
use by both policymakers and commanders. Under DODIPR,
DIA's Armed Forces Medica Intelligence Center is assigned
responsibility for medical intelligence and DIA's Missile and
Space Intelligence Center is responsible for missile and space
intelligence. Additionaly, DIAs Defense Human Intelligence
(HUMINT) Service provides a full range of HUMINT and
HUMINT-related intelligence collection services to combatant
commanders and other Department of Defense (DOD) and
national-level consumers. DIA aso providesinteligence support
in areas such as: counterintelligence, counterterrorism,
counterdrug operations, computer network operations, personnel
recovery, proliferation of weapons of mass destruction and the
means of delivery, United Nations peacekeeping and coalition
support, measurement and signature intelligence (MASINT),
noncombatant evacuation efforts, indications and warning,
targeting, battle damage assessment, current intelligence, collection
management, intelligence architecture and systems support, and
document and mediaexpl oitation capability.

The National Security Agency/Central Security Serviceisa
unified organization structured to provide for the signals
intelligence mission of the United States and to ensure the

Xiii



Executive Summary

protection of nationd security sysemsfor dl departmentsand agencies
of theUnited States Government.

TheNational Geospatial-Intelligence Agency providestimely,
relevant, and accurate geospatia intelligence support to include
imagery intelligence, geospatial information, national imagery
collection management, commercia imagery, imagery-derived
MASINT, and some meteorol ogical and oceanographic dataand
information.

The National Reconnaissance Office is responsible for
integrating unique and innovative space-based reconnaissance
technol ogies, and the engineering, devel opment, acquisition and
operation of pacereconnaissance systemsand rel ated intelligence
activities.

The Service Inteligence Organizations provide intelligence
support for Departmenta missions related to military systems,
equipment, training, and national intelligence activities. The
Services also provide support to DOD entities, including
combatant commands and their components.

The Central Inteligence Agency’s (CIA’S) primary areas of
expertiseareinHUMINT collection, all-sourceanalysis, and the
production of political and economic intelligence.

The Department of Sate (DOS) Bureau of Intelligence and
Research performsintelligence analysis and produces studies on
awiderangeof political and economic topicsessentia toforeign
policy determination and execution.

The Federal Bureau of Investigation (FBI) has primary
responsibility for counterintelligence (ClI) and counterterrorism
operations conducted in the United States. FBI CI operations
oversess are coordinated with the CIA.

The Department of Treasury anayzes foreign intelligence
related to US economic policy and participates with the DOSin
the overt collection of genera foreign economic information.

The Department of Energy analyzes foreign information
relevant to US energy policies and nonproliferation issues.

The Department of Homeland Security’s Directorate for
Information Analysis and Infrastructure Protection analyzes the

Xiv
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Executive Summary

I ntelligence supports joint
operations by providing
critical information and
finished intelligence
products to the combatant
command, the
subordinate Service and
functional component
commands, and
subordinate joint forces.

Theintelligence process
describes how the various
types of intelligence
operationsinteract to meet
the commander’s
intelligence needs.

vulnerabilitiesof UScriticd infragtructure, assessesthe scopedf terrorist
threatsto the US homeland, and providesinput to the Homeland
Security Advisory System.

The United States Coast Guard (USCG), a component of the
Department of Homeland Security, operates as both an armed
forceand alaw enforcement organization. TheUSCG' sMaritime
Intelligence Fusion Centers Atlantic and Pacific serve as the
centra hub for callection, fuson, analysis and dissemination of
maritime intelligence and information to Coast Guard operating
units, Department of Homeland Security and al members of the
ICincluding DOD and key decision makersat the national level.

Intelligence Operations

Commandersat dl levelsdepend ontimely, accurateinformation
and intelligence on an adversary’s dispositions, strategy, tactics,
intent, objectives, strengths, weaknesses, val ues, capabilitiesand
critical vulnerabilities. Theintelligence processis comprised
of awidevariety of interrelated intelligenceoper ations. These
intelligence operations (planning and direction, collection,
processing and exploitation, analysis and production,
dissemination and integration, and eval uation and feedback) must
focus on the commander’s mission and concept of operations.

Theinteligence process provides a useful model that, albeit
smplistic, nevertheless facilitates under standing the wide
variety of intelligenceoper ationsand their interrelationships.
There are no firm boundaries delineating where each operation
within the modern intelligence process begins or ends.
Intelligence operations are not sequentid; rather they are nearly
smultaneous. Additionally, not all operationsnecessarily continue
throughout the entire intelligence process. The increased tempo
of military operations requires an unimpeded flow of
automatically processed and exploited data that is both timely
and relevant to the commander’sneeds. Thisunanalyzed combat
information must be simultaneously available to both the
commander (for time-critical decision making) and to the
intelligence analyst (for the production of current intelligence
assessments). Likewise, the analysis, production, and
dissemination of intelligence products must be accomplished in
time to support the commander’s decision-making needs.
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Executive Summary

Planning and direction.

Collection.

Processing and
exploitation.

Analysis and production.

Dissemination and
integration.

Joint intelligence operationsbeginwith theidentification of aneedfor
intelligenceregarding dl relevant agpectsof thebattlespaceespecidly
theadversary. Theseintelligence needsaredevel oped by the J-2in
coordinaionwithother gaff dements andareformdized asintdligence
requirementsearly intheplanning process. Thosecritical piecesof
intelligencethecommander must know by aparticular timeto
plan and execute a successful mission are identified as the
commander’spriority intelligencerequirements(PIRs). PIRs
aeidentified a every levd and arebased on guidanceobtained from
the mission statement, the commander’ sintent, and the end state
objectives

The collection portion of theintelligence processinvolvestasking
appropriate collection assetsand/or resourcesto acquirethe
dataand information required to satisfy collection obj ectives.
Collection includes the identification, coordination, and
positioning of assets and/or resources to satisfy collection
objectives. Finally, collection involves gaining electronic,
physical, spectral, or visual access to atarget and searching for,
discovering/sensing, and gathering characteristics, data,
equipment, or phenomenato process and exploit.

Once the data that might satisfy the requirement is collected, it
must undergo processing and exploitation. Through processing
and exploitation, the collected raw data istransformed into
information that can be readily disseminated and used by
intelligence analysts to produce multidiscipline intelligence
products. Relevant, critical information should also be
disseminated to the commander and joint force staff to facilitate
time-sensitivedecisonmaking. Processing and exploitationtime
varies depending on the characteristics of specific collection
assets.

The analysis and production portion of the intelligence process
involvesintegrating, evaluating, analyzing, and inter preting
information from single or multiple sources into a finished
intelligenceproduct. Thedemandsof the modern battlerequire
intelligence products that anticipate the needs of the commander
and are timely, accurate, usable, complete, relevant, objective,
and available.

Properly formatted intelligence products are disseminated
totherequester, whointegratestheintelligenceinto thedecision-
making and planning processes.
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Evaluation and feedback.

I ntelligenceoper ations, activitiesand productsar econtinuoudy
evaluated. Based ontheseeva uationsand theresulting feedback,
remedial actions should be initiated, as required, to improve the
performanceof intelligence operationsand theoverdl functioning of
theintdligenceprocess

Intelligence Support to Joint Planning

I n today’s global threat
environment, rigid
sequentially-structured
intelligence support to
planning must yieldto a
more dynamic process
involving overlapping and
smultaneous activities.

Military planner sand decison maker srequireafaster, more
accurate flow of information and intelligence. Intelligence
support in this environment requiresincreased agility to quickly
identify requirements, collect and disseminate information, and
andyzeand produce predictiveintelligenceto support the planning
process. Intelligence support to thejoint planning effort must be
focused to ensurethat it fully anticipatesand dynamically responds
to the commander’s requirements and the requirements of
subordinate units and/or elements.

Intelligence support to joint operation planning includes a
single integrated set of policies, activities, and procedures
applicable to both deliberate planning and crisis action
planning (CAP). Deliberate plans include operation plans in
completeformeat, operation plansin concept format with or without
time-phased force and deployment data, and functiona plans.
CAPisconducted for the actual commitment of allocated forces,
based on the current situation, when a contingency response is
imminent. This planning results in time-sensitive devel opment
of campaign plans and/or operation orders for execution.

Intelligence and the Global Information Grid

The Global Information
Grid isthe end-to-end
integrated set of
information technology
capabilities, associated
processes and personnel
for collecting, processing,
storing, disseminating and
managing information on
demand to commanders,
policy makers and support
personnel in a globally
interconnected
environment.

The Globa Information Grid (GIG) includes all DOD-owned
and leased communicationsand computing systemssoftware,
data, security services, and other associated servicesnecessary
toachieveinformation superiority. Thisenvironment supports
al DOD and IC missions and functions (strategic, operationa
and tactical), in war and peace, at al operating locations (bases,
posts, camps, stations, facilities, mobile platforms and deployed
sites). The GIG providesinterfacesto codlition, alied, and non-
DOD users and systems.

Thecommunicationsnetworksand information processing, Sorage,
and management systemsthat comprisethe GI G providethebasic
framework for thetimely transfer of dataand information to support
military operations. TheGIG aso providesthemeansfor thetimely
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I ntelligence-Related
Communications
Infrastructure.

dissaminationof information andfinishedintdligenceto commanders
and other key decision makers, thereby facilitating information
superiority. The GI G architectureimplementscommon procedures,
standards, and streamlined support, and continuesto evolve. The
intelligence portion of the GIG is designed to provide an
architecture that can be individually tailored to the specific
needsof ajoint for ce, ensuressur vivability and flexibility through
distributed operations, and can be rapidly reconfigured to
accommodatechangingdemandsand responsbilitiesincluding
fadlitatingrdationshipsamongfeder ated inteligencepartners.
Thistallorable, digtributed, andrgpidly reconfigurablejoint architecture
providesdl relevant available battl espaceinformation totheuser in
theform of acommon operational picture. Withinthe GIG, the
Department of Defense Intelligence Information System
(DODIIYS) is the aggregation of personnel, procedures,
equipment, computer programs, and supporting
communications of the military 1C. DODIIS defines the
standardsfor intelligence system and applicationinteroperability.
The system concept provides an integrated strategic, operational,
andtactica user environment for performing identica intelligence
support functions on compatible systems. DODIIS provides a
robust and flexible intelligence capability for subordinate joint
forces aslong as supporting communicationslines are available.
DODIIStoolssupport themovement of intelligence between DIA,
the combatant commands, the Services, and other intelligence
production and customer activities worldwide.

The joint intelligence communications subarchitecture
encompassescollection, processing, exploitation, analyss, and
dissemination nodes. These nodes are supported by a robust
communicationsinfrastructure and automated systems equipped
with tailored applications to meet the broad array of intelligence
activities. Command, Service, and combat support agency
intelligence processes rely on a communications backbone
consisting of the Joint Worldwide Intelligence Communications
System and the Secret Internet Protocol Router Network. This
infrastructure is supplemented by a distributed, common
exploitation and dissemination system, tactical data links, and
intelligence broadcast services.
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CONCLUSION

This publication establishes doctrinal guidance on the provision
of joint and national intelligence products, services, and support
tomilitary operations. It describestheorganizationof jointinteligence
forcesandthenational IC, intelligenceresponsibilities, command
relationships and nationd intdlligencesupport mechaniams. It provides
informationregarding thefundamenta sof intelligence operationsand
theintelligence process, discusseshow intelligence supportsjoint and
multinationa planning, and describesintdligencedissaminaionviathe
GG
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CHAPTER |
THE ROLE OF INTELLIGENCE IN MILITARY OPERATIONS

“When | took a decision, or adopted an alternative, it was after studying every
relevant — and many an irrelevant — factor. Geography, tribal structure, religion,
social customs, language, appetites, standards — all were at my finger-ends.
The enemy | knew almost like my own side. | risked myself among them a hundred
times, to learn.”

Colonel T. E. Lawrence
Letter to Liddell Hart, 26 June 1933

1. Introduction

a The objective of joint intelligence operations isto integrate Service and national
intelligence capabilitiesinto a unified effort that surpassesany singleor ganizational effort
and providesthe most accurate and timely intelligence to commanders. Joint intelligence
isproduced by elements of more than one Service and consequently reliesheavily onthetimely
and integrated departmental intelligence afforded by national intelligence organizations. This
joint intelligence effort facilitates that degree of dominance in the information domain which
permitsthe conduct of operationswithout effective oppogition (i.e., information superiority). In
order to accomplish this, intelligence must provide the joint force commander (JFC) with as
timely, complete, and accurate understanding as possible of the battlespace, particularly all aspects
of the adversary’s forces, capahilities, and intentions. Intelligence staffs must anticipate and
fully understand the intelligence requirements of their superior and subordinate commands and
components, identify organicintelligence capabilitiesand shortfals, accesstheater and/or national
systemsto aleviate shortfals, and ensure that timely and appropriate intelligenceis provided or
availableto the JFC and subordinate commands and components (seeFigurel-1). Theseobjectives
are achieved through the cooperative and comprehensive efforts of dl intelligence personnel
throughout the intelligence process.

b. Jointintdligencedoctrinedefinestherolesand rd ationshipsof inteligenceorgani zationsat the
nationd leve, inthecombatant commands, andin subordinatejoint forces. TheNationd Military Joint
Intelligence Center (NM JIC), the combatant command’sintelligence directorates (J-2s), thejoint
intelligence centers(J Cs) (or equivaents) of combatant commeands, andthe J-2sandjoint inteligence
support dements(J SES) of subordinatejoint forcessupport thecommander by minimizing thenumber
of organi zationsand echd onsuponwhichthe JFC must rely in order to accomplishintel ligence support
missons. Thegoal istomaximizetheimpact of intelligenceon military oper ationsby increasing
theefficiency of theintdligence processand theeffectivenessof theintelligenceor ganizations
that support theJFC. Robustintelligenceresources, methodol ogies, and productsfor every military
option and scenario should be devel oped, reviewed, and exercised regularly. Intelligencethat is
anticipatory, timely, accurate, usable, complete, relevant, objective, and avallableisacrucia enabler of
decigveunified actionand successful military operations.
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INTELLIGENCE STAFFS’ RESPONSIBILITIES

Identify Understand the

; ; Intelligence Requirements
Intell ) _
O%’:S;%iﬁ'ttiees'%%ce of Their Superior and

Shortfalls Subordinate Commands
and Components

Intelligence
Staffs Must

Ensure that Timely and
Appropriate Intelligence is
Provided or Available to the

Joint Force Commander and
Subordinate Commands
and Components

Access Theater
and/or National Systems
to Alleviate Shortfalls

Figure I-1. Intelligence Staffs’ Responsibilities

2. Intelligenceand the Challengesof the 21st Century Environment

a The2lst century environment presentsincreasingly difficult intelligencechallenges.
Threstsnow span awidening rangeof activities: fromterrorist use of weaponsof massdestruction
(WMD) to regional military or socia crises that threaten the territorial integrity of US dlies.
Someregiona powersare capableof chalenging US security interestsin geographicaly diverse
areas. The globd availability of new technology provides regiona powers with the means to
rapidly develop new military capabilities without the traditional warning time associated with
normal buildup indicators. Theinherent deniability of dual usetechnologies, particularly inthe
chemical and biological industries, makesfuture technical assessmentsand estimates even more
difficult. Transnationa threats such as terrorism, computer network attack, and the global
proliferation of missiles and weapons technology have reduced the relevance of traditional
international boundaries while increasing the significance of “non-state actors.” The use of
asymmetric warfare techniques such as denia and deception has become increasingly popular
among potentia adversaries asameansto counter US and allied intelligence, surveillance, and
reconnaissance (ISR) and power projection capabilities. Furthermore, intelligence support to
military operationswill be affected by non-threst-related environmental factorssuch asrequisite
changesin sources and methods and user expectations. To meet these for midable challenges,
theintelligence process must be sufficiently agile and intelligence or ganizations prepared
and ready torespond toamyriad of anticipated and unanticipated requirementsin awide
variety of situations across the full range of military operations. At the same time, the
quality of the intelligence product remains of paramount importance, and must be sufficiently
detailed and timely to satisfy the commander’s decision-making needs.
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b. The21s century environment dso offersunparal el ed technol ogical opportunitiesfor meeting
thesechdlengeshy dramaticaly increes ng thetimdinessof rdevantinformationandby virtudly integrating
operationsandintelligence. Advancesindataprocessing, suchasatificia intelligence, knowledge
bases, anditerative search tools, have created anew paradigminwhich thetimelinesof intelligence
operaionsandtheintdligenceprocesshavebeangreatly compressed. Likewise, thetraditiond ddinestions
among thevarioustypesof intelligence operationshavebeen blurred. Inteligenceproductionand
dissemination now occur near ly smultaneoudy asmultimediainteligenceproductsresdent
in knowledge bases ar e automatically updated with new infor mation asit is collected and
processed. Dynamiciterativesearchtools, virtua collaborativework environments, and acommon
operationd picture (COP) enableintelligence personnd to near ly smultaneoudy exploit, andyze,
produceand disseminaterelevant information. Securedigital communicationlinksand automated
exploitation toolsnow makeit possibleto immediately process collected dataand disseminate the
resultinginformetionto support thecommeander’ sdecis on-mieking nesdsand providesthetimey fesdback
required to support thedynamic management of intelligencecollectionassets. Likewise, direct * sensor-
to-shooter” connectivity dramaticaly increasesthetimelinessand precison of informationrequired to
successfully engageadversary time-sengitivetargets

“Successful employment of modern weapons systems, new operational concepts,
and innovative combat techniques — particularly those involving forces that are
lighter, faster, more agile, and more lethal — also depends on rapid, precise,
accurate, and detailed intelligence. The persistent demand for very high-resolution
intelligence data is driven by a combination of factors: the inventory of increasingly
precise weaponry; a mission mix that requires surgical application of force; and
growing use of high-fidelity modeling to support mission planning. In addition,
future trends — such as the weaponization of information technologies or the
increased probability of combat operations in urban terrain — foreshadow a
dramatic growth in requirements for the fine-grained, time sensitive intelligence
collection and analysis.”

GEN Hugh Shelton, USA
Chairman of the Joint Chiefs of Staff, 2000

3. Intelligence Support to Military Operations

Intelligence playsacritical role acrosstherange of military operations. Commanders
use intelligence to anticipate the battle, visualize and understand the full spectrum of the
battlespace, and influence the outcome of operations. Intelligence enables commanders at all
levels to focus their combat power and to provide full-dimensiona force protection across the
range of military operations.

a Inwar, inteligence focuses on enemy military capabilities, centers of gravity (COGs),
and potentia courses of action (COAS) to provide operational and tactical commanders the
information they need to plan and conduct operations. It enablesthe JFC to visualize, understand,
andidentify whenand whereto apply combat power to exploit enemy vulnerabilitiesand capitdize
on opportunities with minimum risk.




Chapter |

Joint Publication (JP) 2-0, Doctrinefor I ntelligence Support to Joint Operations, describesintdligence
and the range of military operations.

INTELLIGENCE SUPPORT ACROSS THE RANGE OF MILITARY
OPERATIONS

In 1992 the Defense Intelligence Agency (DIA) sought to improve support
for future disaster relief operations. The initiative was largely a response
to Operation SEA ANGEL, a major disaster relief operation in Bangladesh
in May 1991 in which some 152,000 people were killed by a tropical cyclone.
Interviews with SEA ANGEL commanders indicated they had not had
adequate intelligence on Bangladesh’s physical and cultural environment,
infrastructure, disaster relief capabilities, and the potential for further
disaster. The DIA initiative attempted to satisfy these requirements in
preparing for disasters.

The most important component of this initiative was the development of a
new, all-source, comprehensive finished intelligence product modeled on
DIA’s Contingency Support Studies (CSS) and Contingency Support
Products. Such products originally were designed to provide “ off-the-shelf”
contingency intelligence for combat operations and noncombatant
evacuation operations.

The new CSS-type product was designed for potential humanitarian relief
operations generated by natural or technological disasters. In addition to
the traditional essential elements of information (EEIs) included in studies
that support the movement and deployment of military forces — such as
transportation infrastructure intelligence — the product was designed to
include EEls that are unique and yet critical to the planning and prosecution
of disaster relief operations.

SOURCE: G. Ted Constantine,
Intelligence Support to Humanitarian-Disaster Relief
Operations, Center for the Study of Intelligence, December 1995

b. Short of war, joint oper ationsarenormally very senditiveto politica congderationsand can
begoverned by rulesof engagement requiring the adoption of anew and complex set of operationa
responses. TheJ-2 must modify andtailor intelligence support to meet the unique chalenges presented
ineach operation. Inaddition, thenatureand intendty of apotentia threat can change suddenly and
dramaticaly. For example, apeacekeeping operation may abruptly transition to acombat peace
enforcement operation should any of thebelligerentsfail to honor thetermsof thetruce. Therefore,
intelligenceresourcesa every echd on should bestructured to providesupport thet isproactive, aggressve,
predictive, andflexible

c. Acrosstherangeof military operations intelligenceprovidesthreat assessmentsthat arecrucid
toforceprotectionand homdand defense. Thetimely horizontd integration and sharing of intelligence
and gppropriatelaw enforcement informetion among combatant commeands, interagency members and
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multinationd partnersisvita tothiseffort. Toachievesuch anend sate, the Department of Defense
(DOD) workswith the Department of Homeland Security and the Department of Justiceto arriveat a
snglecoherent security policy and architecturethat includes personnd security policiesand practices
and supporting information technologies. Of particular importancetoforce protectionisthetimely
sharingof counterintdligence(Cl), law enforcement information, and other actionableintd ligenceregarding
asymmetricthrestsfromterrorism, WMD, and information operations(10).

(1) CI support iscrucial to protecting the force and combating terrorism and
must befully integrated into oper ation planning and execution. The Department of Defense
Cl program has four separate but interrelated functions: investigations; collection; operations;
and analysisand production. All four functionswill beincorporated into Cl planning and support
activities. Cl operationsare conducted to detect, identify, assess, exploit, and counter or neutralize
the threat to security posed by foreign intelligence services or organizations, or by individuals
engaged in espionage, sabotage, subversion, or terrorism. An effective Cl program uses a
multidisciplined approach that relies on the timely fusion of law enforcement information, Cl,
and other traditional intelligence sources to counter an adversary’s al-source intelligence and
other security threats. The Counterintelligence Field Activity (CIFA) and Cl elementsfrom the
Service components play a lead role in this multidisciplined effort and facilitate information
sharing among combatant commands, interagency partners, and law enforcement organi zations.

Basic CI policy is contained in DOD Directive (DODD) 5240.2, DOD Counterintelligence.
Additional information on Cl support to operations can be found in JP 2-01.2, Joint Doctrine,
Tactics, Techniques, and Procedures for Counterintelligence Support to Operations.

(2) Inteligenceisacritical enabler of our effortsto protect theforcefrom WMD
and to support counterproliferation and nonproliferation efforts. At the strategic level,
intelligencefacilitatesnonproliferation activitiesand the devel opment of effectivecounterproliferation
plansby providingintelligenceof activitiesbetween suppliersof WM D and statesand non-dtateactors
atemptingto acquire WM D, and by providing assessmentsof adversary WMD cgpabilities. Likewise,
a theoperationd level, commandersrequiretimely al-source, actiongbleintelligencetotakedecisve
actionsagainst WMD threats. Intelligence provideswarning of WMD attacksand isvital to the
identification, tracking, andinterdiction of adversary proliferation attempts.

(3) Rapid and continuing advancesin information technology (IT) present USforces
with significant opportunitiesand vulnerabilitiesrelevant to full dimensiona protection. 10 has
becomeincreasingly important asatool for both assuring the flow of vital friendly information
and for denying an adversary access to information. A growing percentage of intelligence
manpower, technical resources, products and efforts are dedicated to supporting 10.
Successful 10 requires tailored and highly detailed intelligence analyses of a wide variety of
humeanandinformationenvironmenta factors, such aspublicattitudesand perceptions, leedershipdecison
making styles, td ecommunicationsnodes, and sourcesof informeation.
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INTELLIGENCE SUPPORT TO THE GLOBAL WAR ON TERRORISM

On 11 September 2001, members of Usama Bin Laden’s al Qaida
organization launched the most devastating, synchronized, terrorist attack
on US soil resulting in the loss of several thousand lives. In response to
this attack, Operation ENDURING FREEDOM was launched to track down
and neutralize the terrorist leaders and organizations responsible for the
attack. ENDURING FREEDOM provides an excellent example of an
operation that spans the full range of military operations and demonstrates
the need for precise, timely, and accurate information and intelligence.
Specifically, Operation ENDURING FREEDOM demonstrates the importance
of:

e arational global allocation of high demand national intelligence,
surveillance, and reconnaissance (ISR) assets based on valid
intelligence collection requirements;

e atheater ISR concept of operations based on a coherent collection
strategy that fully integrates and optimizes the use of all organic,
multinational, allied, commercial, and requested national ISR assets;

e apersistent or near-continuous battlespace surveillance capability
as opposed to periodic reconnaissance;

e« a dynamic intelligence process that delivers reliable information
simultaneously to commanders (for time-sensitive decision making)
and to intelligence analysts (for multi-source intelligence
production);

e sufficientnumbers of air-delivered unattended ground sensors with
a wide range of capabilities;

o sufficient processing, exploitation, and dissemination resources
to handle increased volumes of collected data;

e adequate planning for intelligence reachback and crisis intelligence
federation;

e incorporation of medical intelligence from the Armed Forces
Medical Intelligence Center into all-source intelligence;

» sufficient numbers of chemical, biological, radiological, nuclear,
and high-yield explosive experts/analysts along with specialized
collection, transport, and exploitation teams;

JP 2-01
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sufficient numbers of in-theater human intelligence and
counterintelligence personnel, area specialists, and linguists; and

reachback and distributed operations in ISR processing,
exploitation, and command and control.

SOURCE: Various Sources
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CHAPTER 11
JOINT AND NATIONAL INTELLIGENCE ORGANIZATIONS,
RESPONSIBILITIES, AND PROCEDURES

“Nothing should be neglected in acquiring a knowledge of the geography and
military statistics of their states, so as to know their material and moral capacity
for attack and defense as well as the strategic advantages of the two parties.”

Jomini
Precis de I’ Art de la Guerre, 1838

1. Overview

JFCsexercisecontrol over animpressivearray of organic and attached intelligence collection
and analysisresources. Nevertheless, these alone will not be capable of satisfying al thejoint
force's information requirements. Thejoint force J-2 will haveto rely on both theater and
national intelligence or ganizationsfor support in order to provide the JFC with the most
accur ate intelligence possible. The resources of the NMJIC and the Defense Intelligence
Agency (DIA) operationd intelligence coordination center (Ol CC), national intelligence agency
command representatives, crisis intelligence federation partners, United States Joint Forces
Command (USIFCOM) quick reaction teams (QRTS), and nationa intelligence support teams
(NISTs) provide the means to integrate nationa intelligence capabilities into a comprehensive
intelligence effort designed to support thejoint force. The J-2 must understand the organi zation,
production responsihilities, and expertise resident in the various national intelligence agencies
and supporting intelligence federation partners in order to exploit their capabilities efficiently.
Thisisincreas ngly important asnew technology facilitates collaborative anaysisand production
and blurs the traditiona distinction between joint force and nationa-level intelligence.

SECTIONA. JOINT INTELLIGENCE
2. Introduction

Joint intelligence or ganizations are directly responsible for providing the combatant
command and subor dinatejoint forcewith acommon, coor dinated intelligence pictureby
fusing national and theater intelligence and law enforcement/Cl information into al-source
estimates and assessments.  Joint intelligence activities focus on determining the joint force's
intelligence needs based on the mission and commander’s guidance; prioritizing intelligence
requirements, developing an optima collection plan and strategy; identifying collection or
production shortfalls that may require resource augmentation, intelligence federation, or direct
national-level analytic/collection support; and then evaluating satisfaction of needs and
requirements and adjusting intelligence services and support accordingly.

3. Combatant Command Intelligence Organizations and Responsibilities

a Combatant Command J-2. The combatant command J-2 assists the commander
and staff in developing strategy, planning theater campaigns, and or ganizingthe command
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relationships of theater intelligence assetsfor effective joint and multinational operations
and tofacilitateinter agency coor dination. Additionaly, the J-2isresponsiblefor determining
the requirements and direction needed to ensure unity of the intelligence effort supporting the
commander’s objectives. The J2 provides higher echelons, up to and including the NMJIC,
and subordinate commands with a common, coordinated, all-source intelligence picture by
applying nationd intelligence capabilities, employing joint force intelligence resources, and
identifying and integrating additiona intelligence resources such as the JIC and component
command intelligence assets, and fusing information derived from law enforcement/Cl
organizations. Specificdly, the combatant command J-2 will:

(1) Usudly exercise staff supervision over the JIC.

(2) Determineand recommend prioritized intelligence needsbased on missionanaysis
and commander’s planning guidance, specifically priority intelligence requirements (PIRs) for
projected decisions being considered by the commander.

(3) Developand managean optimal collection planthat fully supports, andiscompletely
synchronized with, current and planned joint operations.

(4) Identify available intelligence resources, match those resources against
requirements, and identify potential analytic or collection resource shortfalls.

(5) Request, asrequired, additiona collection resources and analysis and production
support from nationa intelligence organizations or federated intelligence partners.

(6) Coordinate the intelligence effort of subordinate commands.

(7) Plan and coordinate the overdl joint intelligence preparation of the battlespace
(JPB) effort within the combatant command, and ensurethat its JIPB andysesarefully integrated
with all intelligence preparation of the battlespace (IPB) and JIPB products produced by
subordinate commands and other organizations.

(8) Assst the operations directorate (J-3) in development of mission objectives and
determine the availability, quality, and quantity of intelligence assessments, knowledge, and
information to support the combatant commander’s decisions, guidance, and intent relative to
thejoint misson.

(99 Recommend for the combatant commander’s gpproval, appropriate intelligence
support relationships for combatant command and component command intelligence
organizations. Intelligence support relationshipsinclude:

(8 General Support. An intelligence eement in genera support will provide
support to the joint force asawhole and not to any particular subordinate unit. Theintelligence
element responds to the requirements of the joint force as tasked by the J-2.
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(b) Direct Support. Anintelligenceelement indirect support providesintelligence
support to aspecific unit. Theintelligence e ement isrequired to respond to the supported unit’'s
intelligence requirements. As a second priority, the intelligence element will respond to the
intelligence requirements of the joint force as tasked by the J-2.

(¢) CloseSupport. Anintelligenceunit with aclose support missonwill provide
intelligence support on targets and objectives sufficiently near the supported force asto require
detailed integration and coordination with the fire, movement, or other actions of the supported
unit.

(d) Mutual Support. Intelligence elements receive a mutua support mission
when their assigned tasks, their position relative to each other, and their capabilities allow them
to coordinatether activitiesin order to assist each other to respond to theintel ligencerequirements
of thejoint force as tasked by the J-2.

b. Combatant Command Joint IntdligenceCenter. TheJdCisthefocd point for thecombatant
command sinteligenceanays sand production effort, andisorganizedinamanner best suited tosatisfy
the combatant commander’sintelligencerequirements. Each combatant command possessesa
JICor JIC equivalent. For example, United States European Command (USEUCOM) hasajoint
andysscenter (JAC), and United StatesNorthern Command hasaCombined Intelligenceand Fusion
Center. Likewise, United SatesForcesK orea(USHK) rdiesonaCombined I ntelligence Operaions
Center. If theJIC or J C equiva ent cannot meet the combatant commander’ srequirements, the JIC
forwardsarequest for information (RFI) to the NMJI C or to subordinate command levelsusing the
community on-lineintelligence system for end-usersand managers(COL I SEUM) RFI management
system. In some cases, the JIC may a so seek to ensure timely support by submitting requeststo
intelligence community (1C) production centersthrough the national agency representativestothe
commeand.

(1) Organization. Thereisno “typica” JC organizationa structure, and each JC
will vary depending on combatant command requirements.

(@ A JCisorganized in accordance with (IAW) the combatant commander’s
prerogativesas specified in the command' sintelligencetactics, techniques, and procedures (TTPS)
or standard operating procedures. Normally, a JIC responds to crisis Situations by shifting its
focus and assets, possibly through criss intelligence federation, rather than by altering its
organizationd structure. Figurell-1illustratesone of many possiblevariationsof J C organization.

(b) JCsmay aso be members of one or more crisis intelligence partnershipsin
whichthe JIC ether recelves support from extra-theater support organi zationsor providessupport
to another theater JIC. These intelligence support arrangements, known as crisis intelligence
federations, may include a variety of supporting partners, including JCs, nationa agencies,
Service intelligence organizations, and reserve units.
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NOTIONAL JOINT INTELLIGENCE CENTER
ORGANIZATION

Joint Intelligence Center
Analysis Collection
Division Division

Dissemination Targets
Division Division
Indications & Warning Order of Battle
Division Division
Theater Assessments Requirements
Division Division

Figure II-1. Notional Joint Intelligence Center Organization

(2) Responghilities. Theprimary responsbility of the J Cisto ensurethat theintelligence
needsof the combatant command and subordinatejoint forcesare satisfied. Other responsbilities
include, but arenct limitedto:

(& Maintaining and coordinating the theater collection plan and employment of
theater assigned and supporting sensors.

(b) Developing and maintaining databasesthat support planning, operations, and
targeting.

(c) Deveoping battle damage assessments (BDA) as required, and vaidating
BDA from other sources.

(d) Providing continuousindicationsand warning (& W) intelligence assessments.

(e) Producing JIPB products based on planning and coordination from the
combatant command J-2.

(f) Providingintelligencesupport to, and augmenting theintelligenceinfrastructure
of, subordinate joint forces.
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(9) Providingintelligencesupport to other intelligence organi zationsasrequired by
federatedintd ligenceagreementsand relationships.

(h) Maintaining awarenessand providing amplification asrequired of intelligence
derived threat warning events and actions.

4. Subordinate Joint Force Intelligence Organizations and Responsibilities

The organizational structure of subordinate joint force's intelligence element is
determined by the JFC based on the situation and mission. All subordinatejoint force J-2s,
however, will at aminimum require acore e ement of analytical and administrative capabilities.
Most situations will require augmentation of joint force intelligence capabilities through the
deployment and integration of theater intelligence elementsinto a J SE.

a SubordinateJoint ForceJ-2. Thesubordinatejoint force J-2isresponsblefor planning
and directing the overall inteligence effort on behalf of the JFC. The J2 develops and
recommends Pl Rs based on the JFC’s guidance, identifies shortfalls in intelligence capabilities
and submits requests for additional augmentation, and ensurestheintelligence needs of the JFC
and joint force gtaff are satisfied in atimely manner. Additionally, at the discretion of the JFC,
the J-2 provides administrative support to augmentation forcesand the Jl SE, including personne,
information, and physical security.

Appendix A, * Joint Force J-2 Quick Reaction Checklist,” contains a detailed list and generic
descriptions of joint force J-2 tasks and responsibilities.

b. Joint Force J-2 Cl and Human Intelligence (HUMINT) Saff Element (J-2X). In
coordination with the theater J-2, the JFC normally establishesa J-2X. Thisconcept isdesigned
to integrate HUMINT and CI by combining the HUMINT operations cell (HOC) with the task
force counterintelligence coordinating authority (TFCICA), both of which comprise the J-2X.
The J-2X may asoincludeasupport eement to providereport and sourceadminigtration, linguistic
services, and polygraph support. A J2X isthe HUMINT and ClI foca point for the JFC. Asthe
JFC's tasking authority for HUMINT and CI collection, the J-2X is responsible for the
management, coordination, and deconfliction of HUMINT and Cl collectionwithin the operationd
area. TheJ2X monitorsand supportstheactivitiesof thejoint exploitation centers(see Appendix
G “Joint Exploitation Centers’), maintains the command source registry, deconflicts source
matters, and performsliai son functionswith external organizations. Itisimperativethat asecure
communications/systems architecture be established for the J-2X that is compatible with
component HUMINT elementsand other intelligence organizations. The J-2X should belocated
in a sensitive compartmented information facility (SCIF).

Additional information on the J-2X organization and respons bilities can befound in JP 2-01.2,
Joint Doctrine, Tactics, Techniques, and Proceduresfor Counterintelligence Support to Operations.

c¢. Joint Intelligence Support Element. Thesubordinatejoint forceisusually augmented
with theater intelligence production resources, which are organized into a JISE under the
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supervisonof thejoint force J-2. Capabilitiesof theJI SE includeor der of battle(OB) analysis,
identification of adver sary COGs, analysisof adver sary command, contr ol, communications,

and computer s(C4), tar geting support, collection management, and maintenance of a 24-
hour watch.

d. Anexample of apossible subordinate joint force J-2 organizational support packageis
shown in Figure [1-2. This hypothetical structure should only be used as a point of departure
when planning and organizing a subordinate joint force JSE. The nature and magnitude of the
crisswill dictate the actua size and configuration of the J SE.

NOTIONAL SUBORDINATE JOINT FORCE
INTELLIGENCE ORGANIZATION

Joint Force
Intelligence Staff

National Intelligence
Support Team

Cryptologic

Services Group

Administration

Joint Intelligence
Support Element

Intelligence
Operations
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Order of Battle LLEIE
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Order of Battle
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Human
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Operations

Missile and Space
Order of Battle
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Naval

Order of Battle

Information
Operations Support
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Request for
Information

Terrorism/WMD

Analysis

and Human Intelligence Staff Element
SSO Special Security Officer

Nuclear, or High-Yield Explosives)

J-2X Joint Force Intelligence Directorate Counterintelligence

WMD Weapons of Mass Destruction (Chemical, Biological, Radiological,

Coordination/Consultation

Figure II-2. Notional Subordinate Joint Force Intelligence Organization

11-6

JP2-01



Joint and National Intelligence Organizations, Responsibilities, and Procedures

SECTION B. NATIONAL INTELLIGENCE
5. Introduction

a National inteligenceor ganizationsconduct extensivecollection, processing, analyss,
and dissemination activities. These intelligence organizations employ speciaized resources
and dedicated personnel to gain information about potentia adversaries, events, and other
worldwideintelligence requirements. The national intelligence organizationsroutinely provide
support to the JFC while continuing to support national decision makers. However, thefocus of
these national organizationsis not evenly split among intelligence customers and varies
according to the stuation and competing requirements. The joint force J-2 should take
advantage of the extensive capabilities provided by these organizations.

b. Successful nationa support to JFCs depends upon efficient and effective cooperation
and interoperability both vertically (among nationa and subordinate echelons) and horizontally
(among nationa organizations). Each agency isassigned clearly defined functions and areas of
concernto minimize confusion over functional responsibilitiesand to avoid duplication of effort.

6. National Intelligence Community Organizations and Responsibilities

The Intelligence Community (IC) refers in the aggregate to those Executive Branch
agenciesand organizationsthat are funded in the National Foreign Intelligence Program (NFIP)
(seeFigure11-3). ThelC congsts of 15 member organizations:

a. Defense Intelligence Agency. DIA has oversight of the Department of Defense
Intelligence Production Program (DODIPP), under which all-source intelligence is produced
for use by both policymakers and commanders. Under DODIPP, DIA’'sArmed Forces Medica
Intelligence Center (AFMIC) isassigned responsibility for medical intelligenceand DIA'sMissile
and Space Intelligence Center (MSIC) is responsible for missile and space intelligence.
Additionaly, DIAs Defense HUMINT Service (DHS) provides afull range of HUMINT and
HUMINT-related intelligence collection services to combatant commanders and other DOD
and national-level consumers. DIA also provides intelligence support in areas such as.
counterintelligence, counterterrorism, counterdrug operations, computer network operations,
personnel recovery, proliferation of WMD and the means of ddlivery, United Nations (UN)
peacekeeping and coalition support, measurement and signature intelligence (MASINT),
noncombatant evacuation efforts, 1&W, targeting, BDA, current intelligence, collection
management, intelligencearchitecture and systems support, and document and mediaexpl oitation

capability.

b. National Security Agency (NSA)/Central Security Service (CSS). NSA/CSSisa
unified organization structured to provide for the signasintelligence (SIGINT) mission of the
United States and to ensure the protection of national security systemsfor al departments and
agencies of the United States Government (USG).
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INTELLIGENCE COMMUNITY MEMBERSHIP
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Figure II-3. Intelligence Community Membership

c. National Geospatial-IntelligenceAgency (NGA). NGA providestimely, relevant, and
accurategeogpdid intdligence(GEOINT) support toindudeimeagery intdlligence, geospatid informetion,
nationd imagery collection management, commercia imagery, imagery-derived MASINT, and some
meteorol ogica and oceanographic (METOC) dataand information. NGA createstailored, customer-
specific, geogpatid and METOC intelligence, anayti ¢ servi ces, and sol utionsto support USG activities
acrosstherangeof military operations.

d. National Reconnaissance Office (NRO). NRO is responsible for integrating unique
and innovative space-based reconnaissance technologies, and the engineering, development,
acquisition and operation of space reconnaissance systems and related intelligence activities.
NRO activities provide support to 1& W, monitoring arms control agreements, and the planning
and execution of military operations.

e. Service Intdligence Organizations. The Chiefs of the Military Services provide
intelligence support for Departmental missionsrelated to military systems, equipment, training,
and national intelligenceactivities. The Servicesa so provide support to DOD entities, including
combatant commands and their components.
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(1) Army Intdligence. TheArmy Deputy Chief of Staff for Intelligence (G-2) exercises
staff supervison over the USArmy Intelligence and Security Command (INSCOM). INSCOM
providesintd ligence support to strategic- and operationd-level commandersintheareasof imagery
intdligence(IMINT), MASINT, SIGINT, tacticd HUMINT, Cl, O, and generd miilitary and scientific
andtechnicd intdligence. INSCOM dementsincudetheNationd Ground Intelligence Center (NGIC),
which producesmulti-sourceintelligence products, and the 902nd Military Intelligence (M1) Brigede,
which performstheCl functionfor theArmy. G-2isresponsiblefor policy formulation, planning,
programming, budgeting, management, daff supervison, eva uaion, and oversght of intdligence, weether,
and geogpatid activitiesfor the Department of theArmy. G-2hasArmy Staff responsbility for overal
coordination of theintelligencedisciplineslisted above.

(2) Air Forcelntdligence. TheAir Force Director of Intelligence, Surveillance, and
Reconnaissance (AF/XQOI) is responsible for intelligence policy, planning, programming,
evaluation and resource allocation. Other Air Force intelligence organizations include the Air
Intelligence Agency (AlA) and its National Air and Space Intelligence Center (NASIC), which
produces multi-sourceintelligence products pertaining to foreign air and spacethreats; Air Force
Information Warfare Center (AFIWC), which provides 10O-related intelligence to operationa
forces; and the Air Force Office of Specid Investigations (AFOSI), which providesafull range
of Cl services.

(3) Navy Intelligence. The Director of Naval Intelligence (DNI) exercises staff
supervisonover the Officeof Naval Intelligence (ONI), which providestheintelligence necessary
toplan, build, train, equip, and maintain USmaritimeforces. TheNationa Maritimelntelligence
Center (NMIC) consstsof ONI, adetachment of the Marine CorpsintelligenceActivity (MCIA),
theUS Coast Guard (USCG) Intelligence Coordination Center, and theNaval Information Warfare
Activity (NIWA). The Commander, Naval Security Group isthe US Navy Service cryptologic
element (SCE). The Nava Crimind Investigative Service (NCIS) provides Cl services and
intelligence on terrorist and unconventional warfare (UW) threats.

(4) Marine CorpsIntéligence. The Director of Intelligence is the Commandant’s
principa intelligence staff officer and thefunctional manager for intelligence, counterintelligence,
and cryptologic materid. Asthe Servicelntelligence Chief, heall ocatesresourcesand manpower
to the operating forceswith specific expertisein the areas of human and technica reconnaissance
and surveillance, general military intelligence, human-sourceintelligence, Cl, IMINT, SIGINT,
andtactica exploitation of national capabilities(TENCAP). TheDirector of Intelligenceexercises
supervisonover theMCIA. MCIA hasthemission of providing tailored intelligence support to
the Marine Corps operating forces with contingency planning and other requirements for
intelligence products not satisfied by other theater or national assets.

f. Central InteligenceAgency (CIA). CIA'sprimary areas of expertisearein HUMINT
collection, al-source analysis, and the production of politica and economic intelligence.

11-9



Chapter 11

0. Department of Sate(DOS). The State Department Bureau of Intelligenceand Research
(INR) performs intelligence analysis and produces studies on a wide range of political and
economic topics essentia to foreign policy determination and execution.

h. Federal Bureau of Investigation (FBI). The FBI hasprimary responsibility for Cl and
counterterrorism operations conducted in the United States. FBI ClI operations oversess are
coordinated with the CIA. The FBI shares law enforcement/Cl information with appropriate
DOD entities and combatant commands.

i. Department of Treasury. TheTreasury Department analyzesforeignintelligencerelated
to US economic policy and participates with the DOS in the overt collection of genera foreign
economic information.

|. Department of Energy (DOE). DOE analyzes foreign information relevant to US
energy policies and nonproliferation issues.

k. Department of Homeland Security. The Department of Homeland Security’s
Directorate for Information Analysis and Infrastructure Protection analyzes the vulnerabilities
of US critica infrastructure, assesses the scope of terrorist threats to the US homeand, and
provides input to the Homeland Security Advisory System.

I. United SatesCoast Guard. The USCG acomponent of the Department of Homeland
Security, operates as both an armed force and a law enforcement organization. The USCG's
Maritime Intelligence Fusion Centers Atlantic and Pacific operate under the direction of the
Ass stant Commandant for Intelligence and serve asthe central hubfor collection, fusion, analyss
and dissemination of maritime intelligence and information to Coast Guard operating units,
Department of Homeland Security and all members of the IC including DOD and key decision
makers at the nationa level.

Appendix B, “ National Intelligence,” contains more detailed information regarding the
organization, capabilities, and responsibilities of IC members.

7. National Intelligence Support Mechanisms

a National Agency Combatant Command Representatives. CIA, DIA, NSA, NGA,
and NRO support thecombatant commander son afull-timebasisthrough representatives.
Some of these representatives are located full-time at the command headquarters (HQ). These
representatives serve as the combatant commander’s advisors on how to best employ their
organization’s capabilities and provide liaison with their parent organizations. The combatant
commander and J-2 should fully utilize these representatives to ensure that the command is
familiar with the current responsibilities, capabilities, and operations of the representative’s
parent organization.

(1) Director of Central Inteligence (DCI) Representative. The DCI has assigned
representatives to each of the combatant commands to coordinate CIA and other |C support to

[1-10 JP 2-01



Joint and National Intelligence Organizations, Responsibilities, and Procedures

thecommand, and tofacilitateaccessto CIA resources. DCI representativescanadsoadviseand asss
the command regarding the secondary and follow-on dissemination of originator-controlled materia
andHUMINT Control Syseminformation] AW Director of Centrd IntdligenceDirective(DCID) 1/7.

(2) Defenselnteligence Support Office(DISO). DIA maintainsDI SOsat each of
the combatant commands, USForcesK orea, and SupremeHQ Allied Power sEuropeand
NorthAtlantic Treaty Organization (NATO) HQ. Each DISOincludesasenior DIA intelligence
officer, who servesaschief of the DISO and asthe persond representative of the DIA Director; an
adminigrativeass stant; and avarying number of DIA functiond intelligence specidistsbased onthe
needsof the supported command. Thetypica DISOincludesaHUMINT support eement (HSE),
conggting of oneor moreDHS personnd ; aninteligence production liaison officer; and ameasurement
andsgnaturesintelligenceliason officer (MASLO). SomeDISOsdsohavel T and Joint Intelligence
Task Force Combating Terrorism (J TFCT) representatives. The DI SO organization enhancesand
expeditestheexchangeof information between DI A and thesupported commeand. TheDISO provides
anon-gteinterfacebetween DIA and thecommand, advising thecommand ontheroles, missonsand
cgpabilitiesof DIA, whileensuring that command requirementsareunderstood by DIA.

(3) DefenselnteligenceAgency Directoratefor MASINT and Technical Collection
(DIA/DT). DIA/DT provides MASINT representatives to the combatant commands in the
form of MASLOs. The MASLO helps expedite a broad spectrum of MASINT operational
support between DIA/DT and the supported command. For example, the MASLO provides
technical assistance on MASINT capabilities available to support military operations.
Additiondly, they are the meansfor providing feedback on the commander’s operational needs
for integration into MASINT-related current operations and future acquisition requirements.

(4) NSA/CSSRepresentatives. NSA/CSS providesrepresentativesto the combatant
commandsin theform of NSA/CSSrepresentatives (NCRS) and cryptologic servicesgroups
(CSGy).

(& NCRs are senior representatives of the Director, NSA, accredited to the
combatant commands, other senior military commands, and the Department of State and
Department of Defense. TheNCRsat themilitary commandsarethe senior cryptologic authorities
intheregion and arethe specid advisorsto the combatant commander for al cryptologic matters.

(b) CSGs are extensions of the National Security Operations Center (NSOC)
and are the primary mechanism for the supported organization to gain entrance into and support
fromthe US Cryptologic System (USCS). CSGsprovide cryptologic interpretation, advice, and
assistance. They advise organizations of USCS capabilities and limitations that might affect its
cryptologic requirements and recommend to NSA/CSS those actions to ensure cryptologic
responsiveness to the supported command.

(5) NGA Representatives. NGA providesrepresentativesto the combatant commands
intheform of NGA support teams (NSTs) composed of staff officersand imagery and geospatial
analysts. The NST isthe central point of contact (POC) for al operational and training support
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fromNGA. Inaddition, theNST hel pscombatant commandsundersand emerging GEOINT concepts,
technologiesand procedures, and arrangesM ETOC support from the Joint METOC Officer.

(6) NRO Representatives. NRO providesrepresentativesto the combatant commands
intheform of liaison officers (LNOs) and theater support representatives (TSRS). These NRO
representatives providetechnical assstancere ating to the capabilitiesof NRO systemsto support
operations. These LNOSTSRs also provide insights on warfighter operational needs for
integration into NRO present operations and future acquisitions.

b. National Inteligence Support Teams. The NIST misson is to provide national
level, all-source intelligence support from throughout the 1C to deployed commanders
during crisis or contingency operations. NISTs are comprised of intelligence and
communicationsexpertsfrom DIA, CIA, NGA, NSA, and other agencies asrequired to support
the specific needs of the JFC. The Joint Staff J-2isthe NIST program’s executive agent and has
delegated the NIST missontothe Deputy Directoratefor CrisisOperations(J-20). J-20 manages
daily operations and interagency coordination for al NISTs.

(1) Deployment Policy. A NIST isdesigned to support intelligence operations at the
joint task force (JTF), component command, and/or combatant command level andistraditionally
collocated with the supported/requesting command's established J-2 element. Each NIST
deployment isunique based on mission, duration, team composition, and capabilities, asrequired.
The combatant command J2 must vaidate al NIST requirements identified by component
commands/JTFs, and forward an official NIST request message to Joint Staff J-20. ThisNIST
request message begins the coordination process between the Joint Staff J-20, the appropriate
intelligence community agencies, and the requesting command. Upon Joint Staff J-20 vaidation
of the NIST request, the requesting command (combatant command level) must ensure the
NIST requirement isincluded in therequest for forcesthat is subsequently sent to the Director of
the Joint Staff viarecord messagetraffic. Seeparagraph 8b of thischapter for further information
on National Intelligence coordination/requests.

(2) Participants. TheJoint Staff J-20 managesthe NIST program, toinclude personnel
qualification, training, deployment, and administrative support while deployed and through
redeployment. The program is designed to train and prepare volunteers for deployment in the
event acrisis emerges.

(3) Team Composition and Size. The Joint Staff J-2 selects the NIST team chief
from nominations submitted by participating agencies. Team composition istailored to ensure
it meetsthe needs of the JFC and to eiminate duplication of skillsand functions. Throughout its
tenure, the size and composition of the team will be reviewed and modificationswill be madein
coordination with the supported commander.

(4) Required Command Support. A NIST is not self sufficient; it requires
infrastructure, trangportation, logistic, and bandwidth support from the supported command.

(@ Infrastructure. At aminimum, a NIST requires electric power, adequate
workspace within a senditive compartmented information facility (SCIF), and “expendable’
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adminidraivesupply items.

(b) Trangportation. The supported command must provide transportation for
personnel and equipment from the continental United States (CONUS) marshalling areato the
operational area during initia deployment and redeployment. The NIST is responsible for
transportation from the Washington, DC area to the marshalling area. Vehicle lift from the
airhead may be required dependent on the equipment and communications package deployed.
If vehicles are deployed, the supported command provides required fuel and maintenance.

(o) Logistics. Lodging and dining facilities are provided and funded by the
supported command. Additiondly, the supported command will provide mission specific military
equipment.

(d) CommunicationsSupport. TheNIST isdesigned to provide afull range of
intelligence support to a JFC, from a single agency element with limited ultra high frequency
(UHF) voice connectivity to a fully equipped team with joint deployable intelligence support
system (JDISS) and Joint Worldwide Intelligence Communications System (JWICS) video
teleconferencing (VTC) capabilities. The supported command must provide the NIST with
dedicated communications paths (i.e., bandwidth) sufficient to meet the demands of the scale of
operationsand requested support. Military eementsareresponsiblefor identifying thefrequency
requirements for spectrum-dependent equipment through the component commands to the
supported combatant command’s command, control, communications, and computer systems
directorate (J-6) for host-nation coordination. Without advance spectrum-use planning,
interference amnong users and a shortage of assignable frequencies may limit operations. The
systemsthat each NI ST element iscapabl e of deploying arediscussed in greater detail inAppendix
B, “Nationd Intelligence,” Annex C,“ Intdligence Systemsin Support of CrissOperations.”

(5) NIST and Joint Force Relationship. The NIST isdeployed in direct support of
the JFC, under the staff supervision of the J-2, and will perform functions as so designated.
Subject to restrictions based on security clearance and program access, dl intelligence generated
by the NIST is available to the J-2 organization and JFC.

(@) NIST members will not serve as a substitute for normal military
intelligence staffing nor as substitutesfor augmentation. The NIST chief isresponsible for
thegenera employment of theNIST. Theelement leadersareprimarily involvedintheintelligence
lialson and agency representation.

(b) The NIST chief will ensure that only time-sensitive RFIs are directly
transmitted to the NMJC RFl Desk and that the command's intelligence center (JIC and/or
JAC) iskept informed smultaneoudly through the COLISEUM RFI management system.

c. CrigsIntdligenceFederation. During crises, joint forcesmay aso garner support fromthe
|Cthroughthecrigsintelligencefederation process. Feder ation identifiesin-theater intelligence
functionswhich can beaccomplished by intelligenceand appr opriatenonintelligence DOD
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organizationsoper atingfromther homegations. Crigsintdligencefederationarangementsshould
be preplanned and formalized in gppropriate operation plans(OPLANS), OPL ANsin concept format
(CONPLANS), or functiond plans. Instuationsnot covered by an OPLAN, CONPLAN, or functiond
plan, intelligence federations should be formalized in a memorandum of agreement (MOA) or
memorandum of understanding among federation partners. However, in someunanticipated Stuations,
intelligencefederationsmay be established quickly onanad hoc basis. The supported combatant
command J-2isrespons blefor requesting, viathe Joint Staff J-2, crigsintelligencefederation support.
Specific planning guidancefor crissinteligencefederationisdiscussedin Chepter 11, “ Intelligence
Operations,” SectionA, “Planningand Direction.”

d. Quick Reaction Teamsand Other Sourcesof National Augmentation. Severa sources
of intelligence-related augmentation are available to support a joint force during crises and
contingencies. The Joint Staff 320 will coordinate the speciaized intel ligence support provided
by various organizations to supported combatant commands in order to preclude redundancy
with any support being provided by crisis federation partners.

(1) USIFCOM maintainsa standing QRT conssting of dedicated expertsin two
high demand intelligencefields: tar geting intelligence and collection management. These
QRTsareavailabletoimmediately deploy from USIFCOM to arequesting combatant command
to support criss or contingency operations. Requests for augmentation by USIFCOM QRT
personnel are coordinated by the Joint Staff 2 NMJC J20. QRT personnd should beintegrated
into thetheater’ sintelligence structureto provide enhanced targeting and coll ection management
support.

(2) NGA and DIA provide augmentation support to thejoint forcein theform of
subject matter experts or functional analysts as well as facilitating the deployment of sensors
capableof providing specialized geospatia intelligenceor MASINT support. Thesecapabilities
may deploy with aNIST or other joint force units, as requested.

(3) NSA’'sSpecial Support Activity providestwo-man special support teams(SSTs)
for crissresponsemissions. The SST providesenhanced battl espace awareness, threat warning,
personnel recovery support, and tailored intelligence products as required. During the initial
stabilization stages of crisisor senditive/specia operations, acombatant commander can request
the immediate deployment of an SST to provide remote, limited access to NSA threat warning
and intelligence networks. To further expedite augmentation during time-sengitive planning,
SST natification procedures for activation and deployment of an SST can be predetermined by
aMOA between NSA and the supported command. Upon request/notification, an SST can be
deployed withinfour hoursor asrequired by therequesting command. Theteamissdf-sustaining
for up to three days, requires logistic and transportation support, and usualy redeploys after
arrival of aNIST or other augmentation.

(4) Other sources of augmentation support include LNOs from the Joint Warfare
AnadysisCenter (WA C) and Defense Threat Reduction Agency (DTRA), combat support teams
fromUS Strategic Command's (USSTRATCOM '’ s) Joint Information Operations Center (JOC),
and teams of subject matter experts from USSTRATCOM headquarters.
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(5) Theseaugmentation eementsare capableof providing thetypesof support indicated
inFigurell-4. Although these augmentation elements may not fall under the staff supervision of
the joint force J-2, the J-2 should nevertheless be aware of, and actively liaison with such
augmentation teams on al intelligence-related matters.

e. The Joint Staff J-2 National Military Joint Intelligence Center. To accomplish its
assigned crisisintelligencefunctions, the Joint Staff J-2 operatesthe NMJ C Alert Center, which
is collocated in the Pentagon with the National Military Command Center (NMCC), Defense
Collection Coordination Center (DCCC), and MASINT Operations Coordination Center (MOCC)
(see Figure 11-5). The NMJIC is the focal point for all defense intelligence activitiesin
support of joint operations. The NMJIC is comprised of regiond andysts, target anaysts,
operationa specididts, terrorism analysts, warning intelligence officers, and collection managers
fromthe Joint Staff J2. Additionally, DIA hastwo el ements coll ocated withtheNMJIC: DCCC
and the MASINT Operations Coordination Center (MOCC). Additiondly, elements of NGA,
CIA, NSA, representatives of the Services and, as required, other federa agencies are integral
components of the NMJIC.

(1) NMJIC Responsibilities. The mission of the NMJIC is to provide defense
intelligence support and the earliest possiblewarning on devel oping Situationswhich may threaten
USinterestsfor the Office of the Secretary of Defense (OSD), Chairman of the Joint Chiefs of
Staff (CICS), Joint Staff, combatant commanders (through their JC or equivaent), and Military
Service secretaries and chiefs during peace, crisis, and war. It is the permanent DOD Crisis
Intelligenceand 1& W Center. TheNMJIC orchestratestheresponsivenessof al nationa sensors
and collection assets to ensure complete, mutually supportive target coverage and immediate
reporting of events. It supports the combatant commands and their subordinate joint forcesin
exercisng their wartime missions and maintains an operationa link with deployed NISTs to
facilitate national support during crises. As the DOD foca point for crisis intelligence, the
NMJIC drawsuponitscentralized“ al-Service, dl-agency, al-source” resourcesand capabilities.
Moreover, the NMJIC isrecognized asthe nationa focusfor military intelligenceissuesfor the
entire IC, with particular emphasis on crisis management and operations. The mission of the
NMJ Cincludesprovidingintelligence support to sal ected multinationa organizationsin Stuations
where there is an imminent thresat to the life and safety of multinationa personnel worldwide,
and in other prescribed situations as directed by appropriate authority. The NMJIC isadso the
focal point within the IC for military intelligence support to selected peacekeeping and
humanitarian operations, and to civilian agencies involved in emergency and disaster relief
operations.

(2 NMJICAlert Center. Deputy Directoratefor CrissManagement (J-2M) provides
direct analytical and intelligence support to the NMCC through the NMJIC Alert Center, a 24-
hour al-source, multi-discipline intelligence center which monitors and reports on current and
emerging crigsstuations. TheNMJICAlert Center also validatesand providespostivecontrol
and direct management of crisisrelated and time-sensitive RFI s (response required within
24 hours) requiring nationa-level intelligence products in support of commanders, planners,
and other decison makers. The Alert Center assigns requirements to the appropriate national
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Combatant Commander
Release

Duration of the Conflict &
Redeploy Upon
Combatant Commander
Release

Duration of the Conflict &
Redeploy Upon
Combatant Commander
Release
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NATIONAL MILITARY JOINT INTELLIGENCE CENTER

Directorate for Intelligence J-2 Headquarters
Joint Staff, J-2, VJ-2 Elements

J-2 Special Assistant Central Intelllgenc_e Agency

Representative
Assistant J-2 for Operations LetienEl SEED) e

Representative

Diversity Management Directorate for Intelligence
Representative Representative

Tl Fesera U National Geospatial-Intelligence
Agency Support Team

J-20 Crisis J-2M Crisis J-2T Targeting Joint Intelligence
Operations Management Support Task Force-
Counterterrorism

Defense Collection MASINT Operations

Coordination Coordination Center
Center

Intelligence Directorate of a Joint Staff
-2M Deputy Directorate for Crisis Management, Joint Staff
-20 Deputy Directorate for Crisis Operations, Joint Staff
-2T Deputy Director for Target, Joint Staff
MASINT Measurement and Signature Intelligence
VJ-2 Vice Director for Intelligence, Joint Staff

Dashed line indicates NMJIC element not organic to joint staff J-2

Figure II-5. National Military Joint Intelligence Center

producer |AW the DODIPPand/or direct coordination and ensuresthat productsand responsesare
timey and satiSy therequester’ sneeds. RFIsshould besubmitted totheNMJ Cthrough COLISEUM.
If adevel oping Stuationescaatesintoacrigs therdevantAlert Center regiond desk officerisaugmented
withanaytica support, or anintelligencecdl, intelligenceworking group (IWG), or intelligencetask
force(ITF)isformed. Thus, support may rangefromoneadditiond anaystinanintelligencecdl toa
24-hour IWGor ITE

(@ Intelligence Céll. A cdl is established upon indications that a threat to US
interestsor personnel may exist or in other potential emergency situations. Thecell isresponsible
for monitoring and providing acontinuousassessment of thedevel oping Stuation. Anintelligencecdllis
generdly formedwith personnd organictothe NM J C and operateson extended duty hours. However,
24-hour operationsand augmentation from DI A may bewarranted.
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(b) InteligenceWorking Group. Asacrissdeveops, an WG may beestablished
withintheNMJI CAlert Center to providefocused coverageof crisgsrequirements. Specificaly,
thelWGisformed at thelowest level of responseto aparticular crisissituation; providesal-source
intelligenceonthecrigsstuaiontothe OSD, Charman of the Joint Chiefsof Staff, Joint Staff, Services,
combatant commands, and depl oyed operationd forces; andisnormally manned from J-2and DIA
withreserveaugmentation.

(c) IntdligenceTask Force. If acrisissituation continues to escalate, the Joint
Staff J2 may decide to form an ITF to provide increased capabilities for focused al-source
intelligence support. Thesizeof thel TF dependson the severity, complexity, and duration
of the crisisand may beformed usng an IWG asitscore. Figurell-6 displaysabasic ITF
organization. NSA, NGA, CIA, the Services, and other mgjor government organizationsgenerdly
augment an existing IWG to form an ITF. The I TF focusesintelligence resour ces, answers
RFIs, expedites dissemination of intelligence, and provides rapid responses to special
tasking. Specificaly, theITF:

1. Isconvened by the Joint Staff J-2whenever acrissoperationsteam (COT) is
convened by the J3-3. (AnITF may be convened by the J-2 without aCOT being convenedif itis
required to support theNMJIC.)

2. Providestime-critical responsesto requirementsfromthe OSD, Chairman of

theJoint Chiefsof Staff, Joint Staff, Military Services, combatant commeands, and deployed operationa
forces

TYPICAL INTELLIGENCE TASK FORCE ORGANIZATION

Commander

Team Chief

Support Section Operations Analysis Section
® Production Content Officer ® Senior Analyst
Officer
® Secretary
® Intel Tech

Figure 11-6. Typical Intelligence Task Force Organization
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3. Providestimdy warningtothe OSD, Chairman of the Joint Chiefsof Staff, Joint
Staff, Military Services and thecombatant commandsof hodtilitiesor potentid threatsto USinterestsin
thel TF sareaof concern.

4. Developsandtailorsan al-sourceintelligence collection strategy plan for
the DOD response to the crisis.

5. Respondsto requirementsfrom other USG agenciesresponsiblefor crisis
response activities.

6. Respondsto requirementsof the UN and/or foreign governmentscons stent
with DCI guidelines, and in coordination with the DIA Foreign Disclosure Office.

7. Coordinates tasking of other USG agencies in support of the OSD,
Chairman of the Joint Chiefs of Staff, combatant commanders, subordinate JFCs, and other
CONSUMers.

(3) Crids Operations Support. The Joint Staff J-20 is responsible for providing
intelligence operational support and augmentation to combatant commands during contingency
or crisis operations.

(8 Operational Support. J20 is responsible for deployment of NISTs and
maintains formal relationshipswith CIA, NGA, and NSA, which alow J-20 to tailor mission-
gpecific teamsto meet the JFC'sintelligence requirements. J-20 recruits, trains, and maintains
a cadre of military and civilian personnel and systems that are prepared to deploy on short
notice. It also provides NISTs for combatant command exercises. J-20 is the requirements
functional manager of the IWICS and JWICS Mobile Integrated Communications System
(IMICY) programs, and provides guidance on the best usefor collaborativeintelligence systems
support to the operational commander. J-20 isa so responsiblefor managing, adjudicating, and
validating requirementsfor fiel ded, operational intelligence systemsfrom combatant commands
and national agencies.

(b) Joint Exercise Support. J20 orchestrates national intelligence support to
major OSD, CJCS and combatant command exercises. It provides this national intelligence
support through active participation in the exercise planning and execution process. It ensures
appropriate intelligence assessments, products, systems, procedures and relationships are
replicated for the exercise training audience. J-20 also provides intelligence expertise in the
development and execution of training and exercise scenarios for the Joint Staff continuity of
operations (COOP) program.

(©) CrigsAugmentation. J20 coordinatesindividua personnel augmenteationtothe
combatant commandsduring crigsstuations. Itaso coordinatesDIA externd augmentation (eg., DIA
LNOs, NIST members) andinternd augmentation (e.g., NMJCAlert Center IWGsand ITFS). Itis

respongblefor intdligencepalicy guidance, depl oyment readiness, support, andinteligenceaugmentation
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totheJoint Saff COOPR, Additiondly, J-20istheexecutiveagent for Crigsintelligence Federationand
provides Joint Staff oversght of QRTs.

(4 NMJIC Targeting and Battle Damage Assessment Support. Within the Joint
Staff J2, the Deputy Directoratefor Targets(J-2T) isthesingle DI A manager and point of
entry for national-level target intelligence support for conventional, infor mation, special,
and technical operations to the Joint Chiefs of Saff (JCS) and combatant commands.
J2T’smissionsincludeserving asthefoca point for community-widetarget intelligence support
to the Presdent, Secretary of Defense (SecDef), Chairman of the Joint Chiefs of Staff, Joint
Saff, and combatant commands; coordinating nationa-level target intelligence support for CICY
combatant command deliberate and crisis action planning and ongoing operations; directing
nationa-level BDA; and exercising overdl responsbility for joint target intelligence policy,
standards, procedures, requirements, and automation.

(@) The Target Operations Division (J-2T-1) focuses national efforts for
conventiond, 10, and special targeting. Targeting support isprovided to national-level decision
makers, combatant commands, and supported commandsto assist in crisisresponseor deliberate
planning efforts. This divison aso coordinates the efforts of the targeting community (DIA,
NSA, NGA, CIA, IWWAC, DTRA and JIOC experts) to ensure the best target intelligence
information is distributed. J-2T-1 provides exercise and operation national-level BDA support
to the combatant commands; coordinates and provides targeting community assessmentsto the
Joint Staff J2, Chairman of the Joint Chiefs of Staff, and OSD; and coordinates munitions
effectiveness assessment and weaponeering analyses.

(b) The Target Plans Division (J-2T-2) is responsible for the development,
coordination, and maintenance of joint target intelligence policy, standards, and procedures, to
include target materias production programs and target automation. J-2T-2 coordinates target
intelligence issues and assessments, and leverages the collective resources and capabilities of
thel C to satisfy target intelligence requirementsthrough the Secretariat of the Military Targeting
Committee.

(©) When warranted by events, J-2T organizes and directs the activation and
operation of the NMJIC Targeting and BDA Cell (NTBC) comprised of personnel from J-2T,
NGA, DIA, the Services, and other USG agencies. The NTBC is the single national-level
source of targeting and BDA support to the Joint Staff and combatant commands during
contingency operations. The NTBC aso supports the combatant commands by providing IC
coordinated target development and anayses to combatant command J-2s and their targeting
elements. When requested, the NTBC provides federated phase 1, 2, and 3 BDA support to
theater and national elements. The cell may a so be augmented with personnel from DIA, NSA,
NGA, CIA, WAC, DTRA and JOC.

(5) TheJoint Intelligence Task Force— Combating Terrorism isacomponent of
the Joint Staff J-2 and is responsible for directing collection, exploitation, analyss, and
dissemination of all-source intelligence in support of DOD force protection, counterterrorism,
and antiterrorism operationsand planning. The JTF-CT asofocuseson providing strategic and
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tactical warning exposing and exploiting terrorist vulnerabilities, and supporting operationsto prevent
terroristsand their sponsorsfrom acquiring increased cgpabilities, particularly intheareaof WMD.

f. DIA DefenseCollection Coor dination Center iscollocated with, and providestasking
interface and expert advice to, the NMJIC. Operating 24 hours a day, the DCCC fecilitates
timely and responsive management, coordination, validation, approval, and submission of all-
source time-sengitive collection requirements supporting the combatant commands, Joint Staff,
DIA, Military Services, and other DOD organizations. The DCCC provides direct support to
the F2NMJIC andlysts, ITFs, and IWGs. Asthe DOD focal point for time-sengtive collection,
the DCCC servesastheinformation basefor questionsregarding time-sensitive collectionissues.
Specific DCCC respongbilitiesinclude:

(1) Formulating and validating time-sengitive intelligence collection and reporting
requirements in coordination with the user.

(2) Managing the submission of time-sensitive collection requirementsto satisfy user
needs.

(3) Assigning appropriate priorities to available collection and reporting resources.
(4) Recommending reallocation and use of collection assets and resources.
(5) Monitoring satisfaction of collection requirements.

g. MASINT Operations Coordination Center. The MOCC, located in the NMJIC, is
the entry point for coordinating quick response MASINT requirements. The MOCC facilitates
timely and responsive management and coordination of MASINT time-sensitive and short
duration collection requirementsfor the combatant commands, Joint Staff, DIA, Military Services
and other DOD organizations. Non-time-sengtiverequirementsare handled throughtheMASINT
Requirements System (MRS) for tasking and registry.

h. DIA Operational I ntelligence Coor dination Center, located in the DefenseIntelligence
AnalysisCenter (DIAC), servesasthecrissmanagement officefor DIA'sDirectoratefor Analyss
(DI). TheOICCisthesinglepoint of contact in DI for requirementsinvolving analytical support
during criss Stuations and for sustained military operations. Response times are driven by
criticality, time sengtivity, and requestor priority. The OICC trangtions to 24-hour operations
as required, and the size and number of OICC watch teams varies depending upon the nature
and duration of each crisis.

8. Proceduresfor Requesting National I ntelligence Support
a National Intelligence Production Support. TheJIC isthe primary focal point for

providing intelligence support to the combatant command. The JC must analyze theater
intelligence production requirements, collection requirements, and RFIs from subordinate
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commandsto determinewhether suchintelligence needs can be met with organic resourcesor may
requirenationd-level asssance. If theJ C determinesnationd-level production asssanceisrequired,
aformal request will be prepared in theform of an RFI. Theflow of RFIsfrom JCsto national
intelligenceagenciesdiffersonly dightly from peacetimetocriss. Indl Stuations, DIA servesasthe
combatant commeand sporta for requesting nationd-leve intelligence production support.

(1) NoncrissRequest Procedures. TheDIA ensuresthe expeditiousflow of military
intelligence from the nationa level through the JICsto deployed forces during peacetime. RFIs
areforwarded fromthe J Ctothe DIA/DI/OICC and/or production agency. If theJIC determines
national-level intelligence collection is required to meet theater intelligence production
requirements, a formal collection request will be prepared AW the appropriate DIA manual
(DIAM) and forwarded to DIA’s Directoratefor MASINT and Technical Collection (see Figure

11-7).

(2) Criss Request Procedures. The NMJIC is the national focd point for crisis
intelligencein support of joint operations and isthe single point of entry at the national level for
criss RFIs. Likewise, DIA DCCC is the focal point for the receipt and processing of time-
sengtive collection requirements forwarded by the theater JCs. Additionaly, deployed NISTs
may serveasadirect link tothe NMJIC RFI desk and DCCC whenthejoint force J-2 determines
that time-sengitive collection requirementsor RFI srequirenationa support. For tracking purposes,
the JIC or equivalent will recelve asimultaneous copy of al RFIsforwarded by the NIST (see
Figure I1-8).

b. National IntelligenceAugmentation Support. Combatant commandswill coordinate
with the Joint Staff J-20 viarecord message al requestsfor externa support from NISTs, QRTS,
federation, and augmentation from national intelligence agencies that involve personne and/or
equipment. All support requests, with the exception of requestsfor CIA support, are submitted
to Joint Saff J-20 viathe combatant command for validation and subsequent action. Requests
for CIA personnel/equipment support should be submitted directly to CIA for action.
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REQUEST FLOW FOR NATIONAL SUPPORT - NONCRISIS

Collection )
DIA and/or ‘ Requests - PArogr‘]"gt'g?
Production Agency Cg i 3{
Response ollector
CIA
DIA
Response EBI
NGA

NSA
State

Validates
and Tasks/
Forwards

Joint Intelligence Treasury
Center

RS OEE Central Intelligence Agency

Defense Intelligence Agency

Federal Bureau of Investigation
National Geospatial-Intelligence Agency
National Security Agency

Requester Request for Information

Component

Figure II-7. Request Flow for National Support — Noncrisis
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REQUEST FLOW FOR NATIONAL SUPPORT - CRISIS

Validates
and Tasks/

Forward
Response

Time
Sensitive
RFIs and
Collection . .
Regmts. Joint Intelligence

Center

Determines
Time-
Sensitive
RFI Response

Requester

Component

RFls/Collection
Requirements

Response

Time
Sensitive
Response

Combatant
Command

Collection
Requirements

Response

Production
Agency or
Collector

CIA
DIA
FBI
NGA
NSA
State
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CIA  Central Intelligence Agency

DIA Defense Intelligence Agency

FBI  Federal Bureau of Investigation

NGA National Geospatial-Intelligence Agency
NIST National Intelligence Support Team
NMJIC National Military Joint Intelligence Center
NSA National Security Agency

RFI  Request for Information

Figure 11-8. Request Flow for National Support — Crisis
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Intentionally Blank
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CHAPTER 11|
INTELLIGENCE OPERATIONS

“...that no war can be conducted successfully without early and good intelligence,
and that such advices cannot be had but at very great expense.”

The Duke of Marlborough
1650-1722

1. Introduction

Intelligence supportsjoint operations by providing critical information and finished
intelligence productsto the combatant command, the subor dinate Service and functional
component commands, and subordinate joint forces. Commanders at all levels depend on
timely, accurate information and intelligence on an adversary’s dispositions, strategy, tactics,
intent, objectives, strengths, weaknesses, values, capabilities, and critical vulnerabilities. The
intelligence processiscomprised of awidevariety of interrelated intelligence operations. These
intelligence operations (planning and direction, collection, processing and exploitation, analysis
and production, dissemination and integration, and eval uation and feedback) must focus on the
commander’s mission and concept of operations (CONOPS) (see Figurel11-1).

THE INTELLIGENCE PROCESS

Planning
and Direction

Evaluation ol
and Feedback ollection

' Mission/Concept .

. of Operations .

Dissemination Processing and
and Integration Exploitation

Analysis and
Production

Figure lll-1. The Intelligence Process
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2. Thelnteligence Process

Theintelligence process describes how the varioustypes of intelligence operationsinteract
to meet the commander’sintelligenceneeds. Theinteligenceprocessprovidesauseful mode
that, albeit smplistic, neverthelessfacilitatesunder sanding thewidevariety of intelligence
operationsand ther interrelationships. Thereare no firm boundaries delineating where
each oper ation within themoder n inteligenceprocessbeginsor ends. Intelligence operations
are not sequentid; rather they are nearly smultaneous. For example, eectronic intelligence
(ELINT) data may be automaticaly processed and disseminated by the Distributed Common
Ground/Surface System (DCGS) while smultaneously cross-cueing additional platforms for
additiond intelligencecollection. Additionaly, not al operationsnecessarily continuethroughout
the entire intelligence process. For example, during processing and exploitation, information
may be disseminated directly to the user from an unmanned aeria vehicle (UAV) or other source,
without first undergoing detailed all-source analysis and intelligence production. Theincreased
tempo of military operationsrequiresan unimpeded flow of automeatically processed and exploited
data that is both timely and relevant to the commander’s needs. This unanalyzed combat
information must be simultaneously available to both the commander (for time-critical decision
making) and to the intelligence analyst (for the production of current intelligence assessments).
Examples of usesfor such unanayzed combat information include, but are not limited to time-
senditive targeting, personne recovery operations, and threat warning derts. Likewise, the
analysis, production, and dissemination of intelligence products must be accomplished in time
to support the commander’s decision-making needs.

a Joint intelligence operations begin with the identification of a need for intelligence
regardingall relevant aspectsof thebattlespace, especially theadver sary. Theseintelligence
needs are identified by the commander and al joint force staff elements, and are formalized by
the J-2 as intelligence requirements early in the planning process. Those critical pieces of
intelligence the commander must know by a particular time to plan and execute a successful
mission are identified as the commander’s PIRs. PIRs are identified at every level and are
based on guidance obtained from the mission statement, the commander’s intent, and the end
state objectives.

b. Inteligencerequirementsprovidethebasisfor current and futureintelligence operations,
and are prioritized based on consumer inputs during the planning and direction portion of the
intelligence process. The J-2 provides the focus and direction for collection requirements to
support the combatant command or subordinate joint force.

c. Thecoallection portion of theintelligence processinvolvestasking appropriate collection
assetsand/or resourcesto acquirethedataand information required to satisfy collection objectives.
Collection includes the identification, coordination, and positioning of assets and/or resources
to satisfy collection objectives.

d. Once the data that might satisfy the requirement is collected, it undergoes processing
and exploitation. Through processngand exploitation, thecollected raw dataistransfor med
into infor mation that can be readily disseminated and used by intelligence analyststo produce
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multidisciplineintelligence products. Relevant, critical information should also bedisseminated
to the commander and joint force staff to facilitate time-sensitive decison making. Processing
and exploitation time varies depending on the characteristics of specific collection assets. For
example, some I SR systems accomplish processing and exploitation automatically and in near
simultaneity with collection, while other collection assets, suchasHUMINT teams, may require
substantially more time. Processing and exploitation requirements are prioritized and
synchronized with the commander’s PIR.

e. Theanalyssand production portion of the intelligence processinvolves integrating,
evaluating, analyzing, and interpreting information from single or multiple sourcesinto afinished
inteligenceproduct. Thedemandsof themodern battlerequireintelligence productsthat anticipate
the needs of the commander and are timely, accurate, usable, complete, relevant, objective, and
available,

f. Properly formatted inteligence products are disseminated to the requester, who
integratestheintelligenceinto the decision-making and planning processes. Inthe caseof threat
warning aerts essentia to the preservation of life and/or vita resources, such information must
beimmediately communicated directly to thoseforces, platforms, or personnel identified at risk
so the appropriate respons ve action can be taken once such notification has been acknowledged.

0. Inteligence operations, activitiesand products are continuously evaluated. Based
onthese eva uationsand the resulting feedback, remedial actionsshould beinitiated, asrequired,
to improve the performance of intelligence operations and the overall functioning of the
intelligence process.

h. The remainder of this chapter discusses each type of intelligence operation and its
associated activitiesin detail. Organizationa and staff responsibilitiesfor executing the various
typesof intelligence operations are depicted in Appendix H, “ Intelligence Operations Execution
Responsbilities.”

SECTIONA. PLANNING AND DIRECTION
3. Overview

Intelligence planning and direction, while continuoudly conducted, normally intensifies
during operation planning. However, the most dynamic period of intelligence planning and
direction occurs during the execution and assessment of ongoing operations. JIPB helps
thejoint force J-2 focusand direct intelligence planning to ensureit providesaproper foundation
for theentireintelligence process. Planning and directing involvestheactivitiesshownin Figure
11-2.

4. Intelligence Requirements

Successful intelligence support to military operationsdemandsthat someuniversal principles
be understood and applied. The J-2 participatesfully in the planning and decision-making
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INTELLIGENCE PLANNING AND DIRECTION ACTIVITIES

Identifying Personnel,
Augmentation,
Logistics, and
Communications Developing
Requirements Priority Intelligence
Requirements

Task Organizing
Intelligence Assets

Establishing Crisis Developing an ISR
Intelligence Federations Concept of Operations
and Collection Plan

Identifying Need for
Additional ISR
Resources

Preparing Requests for
Information

Figure 1ll-2. Intelligence Planning and Direction Activities

process, contributing knowledge concer ning the battlespace, and receiving guidance to
help focustheintelligenceeffort. Theintelligence planner examines specific operational tasks
and subtasks, then determines what intelligence support and information will be required to
achieve mission success.

a Additiondly, theJFC should providecommander’scritical infor mation requirements
(CCIRy9) to the joint staff and components. CCIRs comprise a comprehensive list of
information requirements identified by the commander as being critical in facilitating timely
information management and the decision-making process that affect successful mission
accomplishment. In the course of mission anaysis, the intelligence planner identifies the
intelligencerequired to answer the CCIRs. Missonanadyssleadsto thedevelopment of intelligence
requirements(generd or specific subjectsuponwhichthereisaneed for thecollection of informetion or
theproductionof intelligence) Thoseintdligencer equirementsdeemed most important tomisson
accomplishment areidentified by thecommander asPI Rs. Based onthecommand sintelligence
requirements, theintelligencestaff devel opsmoregpecific questionsknown asinformation requirements
(thoseitemsaf information that must be collected and processed to devel op theintelligencereguired by
thecommander). Thoseinfor mation requirementsthat aremost critical or that would answer
a PIR are known as essential elements of information (EEIs). Figure I11-3 illustrates how
information requirements(including EEIs) arederived from, and areintended to answer, intelligence
requirements(induding PIRs).

b. Thecategories, types, andlevel of detail of intelligencerequirementsdiffer fromechelonto
echelon. Intelligence necessary to support the operationd level might beinappropriateat thetectical
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INTELLIGENCE REQUIREMENTS AND
INFORMATION REQUIREMENTS
Intelligence Requirements

“Any subject, general or specific,
upon which there is a need for the
collection of information or the
production of intelligence.”

e.g. Will the adversary
attack within the next 72
hours?

3 R e.g. Has the artillery
Information Requirements subordinate to the

“Those items of information regarding the XX Corps deployed
adversary and the environment that need to be forward?
collected and processed in order to meet the
intelligence requirements of a commander.”

Have all naval
combatants sortied?

Have combat aircraft

EEIl Essential Element of Information n_adgplo;ged to forward
PIR Priority Intelligence Requirement airfields

Figure 1lI-3. Intelligence Requirements and Information Requirements

level. Withsomeexceptions, thehigher eche on commander’ sintdlligencerequirementsarelessdetailed
and much broader in scopethan those of subordinatecommanders. Anintelligenceplanner whotriesto
useintelligence beyond what isrequired to support the organi zation may overburdentheintelligence
infrastructurewith too muchinformation and needlesdy complicate thecommander’ sdecision-making
process.

Appendix C. “ Representative Intelligence Requirements,” contains a generic list of sample
intelligencerequirements.

c. RFIsrespond to customer requirements, ranging from dissemination of existing
productsthrough theintegration or tailoring of onhand infor mation to schedulingoriginal
production. Theinformation must betimely, accurate, and in ausableformat. Theintelligence
office trandating the customer’s requirement and the primary intelligence producer determine
how best to meet the customer’sneeds. If it isdetermined that new, finished intelligence derived
from original researchisrequired to satisfy al or aportion of the RFI, then that need isexpressed
formally withinthe DODIPPasaproduction requirement (PR). If itisdetermined that insufficient
information existsto answer an RFI, thenacollectionrequirement isprepared | AW the appropriate
DIA manual.
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(1) Requirementsthat cannot besatisfied are submitted as RFI sor collection requirements
tothenext higher echelon. Each echelonisresponsiblefor vaidating, prioritizingand, if possible,
satisfying the RFI or collection requirement beforeforwarding it tothenextlevel. RFIsshouldbe
satisfied at thelowest level possible. If theinformation required to satisfy an RFI doesnot exist, the
requester isinformed and adecisionismadetoinitiate collection and/or production. Decisionsto
expend collection resourcesshould bemadeat thelowest level possible.

(2) Vdidation, aprocessassociated with the collection and production of intelligence,
confirms that an intelligence collection or production requirement is sufficiently important to
justify the dedication of intelligence resources, does not duplicate an existing requirement, and
has not been previoudy satisfied. Information copiesof the requirement should be forwarded to
supporting intelligence organizations to dert potential respondents to the requirement.

5.  Augmentation Requirements

The demand for intelligence increases significantly at al levels during crisis and wartime
operations. Optimal use of available intelligence assets throughout the IC and combatant
commands is essential to meeting these increasing customer needs. These limited intelligence

INTELLIGENCE AUGMENTATION SOURCES

INTELLIGENCE AUGMENTATION SOURCES

® Presidential or Secretary of Defense directed reassignment

® Crisis Intelligence Teams (national intelligence support team, quick
reaction team, human intelligence operations cell, document
exploitation team)
e Normally requested through JS J-2

® Combatant Command Service Components
e First choice to augment joint force commander requirements
e Requested via JS J-1; JS J-2 validates/prioritizes
e Uses both active duty and reserve forces

® Services (if Service components cannot fill)
e Uses both active duty and reserve forces

® Joint Commands (if Services cannot fill)
e Case by case, if released (uses active duty, reserves, or civilians)

J-1 Directorate for Manpower and Personnel, Joint Staff
J-2 Directorate for Intelligence, Joint Staff
JS Joint Staff

Figure Ill-4. Intelligence Augmentation Sources
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assetscan beeffectively brought to bear on the crisisthrough the personnel augmentation process.
Some potentia augmentation sourcesfor the JFC aredepictedin Figurelll-4.

a TheJFC initiatesaugmentation by defining per sonnel shortfallsbeyond thosethat
can befilled through thecomponents. The Joint Staff takesthelead in augmentingtheNMJIC
intelligence staff and coordinating individual augmentation to meet the JFC's needs.

(1) Normdly, activeduty intelligence personne arereassigned to support the operation
on atemporary basis within-theater through established personnel management channels.

(2) Atthenationd level, the President or Secretary of Defense can direct active duty
personnel to new assignments in support of thejoint force. Additionally, teams of intelligence
personnel can be positioned for crisis deployment (NISTs, USIFCOM QRTs, HOCs, or other
teams of intelligence personnel) upon receipt of a requirement from the supported combatant
command. Each of the Services and |C agencies have established channels to deploy mission-
specific intelligence teams and support personndl. Requesting commands must be prepared to
logistically support these externa augmentation elements.

b. Personnd augmentation requirements should be IAW Chairman of the Joint Chiefs of
Staff Instruction (CJCSI) 1301.01, Policy and Procedures to Assign Individuals to Meet
Combatant Command Mission Related Temporary Duty Requirements, and reflected in the
combatant command's joint table of mobilization and distribution (JTMD). Also, the JTMD
should reflect the need for Reserve personndl, including individual mobilization augmentees,
selected Reserve personnd, or individual ready Reserve personnel.

For further information regarding mobilization of reserve personnel for augmentation, refer to
JP 4-05, Joint Doctrine for Mobilization Planning.

c. A combatant command may make a request to the Joint Staff J-2 for specific national
intelligence agency capabilities. The J-2 will evaluate and coordinate these requirements with
the J-3/Joint Strategic Plans Staff (J-5) and nationa intelligence agenciesand tail or thecomposition
of the deployment packages to meet those needs. The combatant command J-2 may integrate
these supporting capabilities with the command’s JIC and the subordinate joint force JSE. The
deployment packages, including NISTs, USIFCOM QRTs, HOCs, and document exploitation
(DOCEX) teams, provide access to the entire range of capabilities resdent in the national
intelligence agencies and can focus those capabilities on the JFC's intelligence requirements.

6. CrisisIntelligence Federation Planning Guidance

Intelligencefederation enabl escombatant commandsto form support relaionshipswith other theeter
JCs, Saviceintdligenceunits, Reserveorganizations, or other intelligenceagenciestoassst withthe
accomplishment of thejoint force smisson. Thesereationships, called feder ated partner ships,
areformal agreementsintended toprovidear apid, flexible, sur gecapability enabling per sonnd
from throughout thel C toassst thecombatant command with specificfunctional areaswhile
remainingat their normal duty stations. Combatant commandsinitiatethefederation processby
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ngtheir intelligenceshortfallsand requesting, viaforma message, federated partnership support.
Federated support can be provided in specific functional areasdirectly related to thecrigis, or by
assuming temporary respong bility for noncriss-relaed areaswithin thecombatant command sareaof
responsibility (AOR), thereby freeing the supported command’ sorganic assetsto refocuson crisis

support.

a Thedetalsof acrissintdligencefederated partnership should, if possible, be coordinated
and agreed upon by the supported combatant command J-2, the Joint Staff J-20, and al federated
partnerswell in advance of the potential crisis or anticipated military operation the relationship
is designed to support. If the crisis at hand was unanticipated, federated partnerships can and
should be proposed, coordinated, and activated in an ad hoc manner, providing the required,
rapid, flexible surge capability in a prompt and efficient manner. Partners providing federated
support will be considered in direct support of the supported combatant command J-2. Specific
command reationshipswill be developed aspart of crissfederation planning. Federated
relationships may include assigning certain partners a reinforcing misson (e.g., taking
over support requirements from a supporting partner when the organization cannot
continue its federated mission). Once established, al preplanned intelligence federation
agreements must be formalized in OPLANS, CONPLANS, or functiona plans and periodically
practiced during theater joint exercises.

b. The Joint Staff J-20 will adjudicate conflicting partnership requirements and facilitate
the establishment of crisis intelligence federations, and is responsible for providing overall
supervison, guidance, and assistance to the crisis intelligence federation process. The Joint
Staff F20 will coordinate the re-prioritization of support when necessary, including therelief of
supporting partnerswhen resourcesare no longer availableto continue assigned crisisfederation
support. Figure 111-5 depicts the process for crisis intelligence augmentation and federation

support.

7. Intelligence, Surveillance, and Reconnaissance Concept of Operations

Tofacilitate the optimum utilization of al available | SR assets, an ISR CONOPS should be
developed in conjunction with operationa planning. Thel SR CONOPS should be based on the
collection strategy and ISR execution planning, and should be developed jointly by the joint
forceJ2and J-3. It should addresshow dl availablel SR assetsand associated tasking, processing,
exploitation, and dissemination (TPED) infrastructure, toinclude coalition and commercia assets,
will be used to answer the joint force's intelligence requirements. The ISR CONOPS should
also identify and discuss any | SR asset shortfalsrelative to thejoint force' svalidated PIRs, and
may be used as a vehicle for justifying a request for the alocation of additional nationa 1SR
resources. It should aso require aperiodic evauation of the capabilitiesand contributions of all
available ISR assets relative to the joint force mission in order to maximize their efficient
utilization, and to ensure the timely release of alocated | SR resources when no longer needed
by the joint force.

a ThelSR CONOPSisthefirg step to building an ISR Annex and consists of two parts:
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AUGMENTATION AND FEDERATION

Supported Combatant
Commander Determines
Requirements, Shortfalls,

Identifies to JS J-20

PLANORD Quick Reaction
Issued Team Deploys

J-20/Supported Combatant
Commander/Supporting Combatant :
Commanders Operationalize JS/J3-20 Coordinates
Support (Coordination, Supporting

Timing, Connectivity) Relationships
Preplanned

Federated

Relationships Supported Combatant
Initiated Commander Identifies JS J-20 Sources
In-Theater Augmentees
Augmentation Needs

JS J-2/Supported Combatant
Commander/Supporting Combatant Augmentees EXORD
Commanders Determine Deploy Issued
Conclusion of Federated Support

Execute Order
Directorate for Intelligence, Joint Staff
Deputy Directorate for Crisis Operations of a Joint Staff
Joint Staff
PLANORD Planning Order

Figure IlI-5. Augmentation and Federation

(1) A brief description of vaidated intelligencerequirementsand | SR force organization,
alocations, employment priorities, and command and control (C2) relationships.

(2) A generd depiction of employed or planned employment of 1SR assetsto support daily
joint and component-level operations.

b. Thefollowing arefactorsthat should be considered when devel oping an 1SR CONOPS:

(1) Joint ForceCommander (JFC Guidance). The JFC trandates strategic guidance
into operational objectives necessary to plan and execute the military campaign. The JFC
apportionsthe I SR effort based on campaign objectives. JIPB will assist in identifying gapsin
the knowledge of the battlespace environment based on JFC guidance and mission analyss.
Someof these gapsbecometheinitid prioritiesfor intelligence collection providing the baseline
focusfor planning ISR asset employment.

(2) Commander’sCritical Information Requirements. ISR asset managers must
understand the joint force's concept of operations. This includes routine monitoring of the
commander’sintelligence requirements and updated | SR guidance.
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(3) Collection Management Authority (CMA). CMA may resideat the JTFlevel or
may be dd egated to components. |nsomecases, it may beacombination of both.

(4) USand Coalition Theater and Tactical | SR effortsshould beintegrated.

(5) ISR Force Sructure. A key element is determining what the overall 1SR assets
requirementswill be(i.e,, istherearequirement for 24-hour SIGINT; how much IMINT and moving
target coverageisneeded?).

(6) Digributed ISR Operations. Digtributed | SR operations, conducted from multiple
independent nodeswithin anintelligence network, facilitate and enhance accomplishment of JFC
objectives. Thedesign of adistributed operation should enableamore survivable operation through
distribution and sharing of assetsand taskswhile operating with common databases acrossaredundant
communicationsnetwork.

(7) TPEDArchitecture. Muchof TPED necessarily occursouts dethethester viareachback
and digributed architecturebecausevadt intelligencerequirementsfor first and second phaseexploitation
will quickly overwhemin-theeter assets.

8. Reguirements-Based Intelligence, Surveillance, and Reconnaissance Resour ce
Allocation

Themission may requirel SR resources not organic to thetheater or to the componentsof the
subordinatejoint force. 1SR resourcesaretypicaly inhigh demand and requirementsusually exceed
platform capabilitiesandinventory. Thejoint for cecoallection manager must ensurethat all requests
for additional I SR resour cesarebased on validated needsasestablished by thecommand’s
formal intelligencerequirements.

a TheCommander, USSTRATCOM (CDRUSSTRATCOM) and Joint Saff 2 and J-3receive
andandyzerequestsfrom combatant commandsfor additiond | SR resources. Nonorganicl SR resources
aredll ocated based on overal need asdetermined through theanaysisand prioritization of validated
theater intelligencerequirements. Inadditionto optimizing | SR resourcedlocation, therequirements-
based | SR resourcedlocation processa soidentifiescritical unfilled requirements, and permitsthese
requirementsto betrandated into programmatic recommendations.

() TheUSSTRATCOM ISR Divisondeterminestheoptimumalocation of airbornel SR
resourcesby eva uating thetheater ISR CONOPS, consolidating theater intelligencerequirements,
andyzing theresulting collection need, modding it againgt nationa agency databases, and ranking it
agang competing I SR requirementsof other combatant commands. TheUSSTRATCOM ISR Divison
isassgtedinthel SR resourceal ocation processthrough the use of theAirborne | SR Requirements-
BasedAllocation Tool (AIRBAT), aweb-based automated tool thet identifiestheoptimum allocation of
arbornel SR resourceshby collating, analyzing, and comparing competing theater | SR requirements.
Thecombeatant commandshe p populatethe AIRBAT database by furnishing USSTRATCOM andthe
Joint Staff J2with current, detailed, theater intelligence requirements, informati on requirements, and
specificcollectiontarget data

[11-10 JP 2-01



Intelligence Operations

(2) Thedlocation processisinformed by thegloba military forcepolicy (GMFP) and/or
Sarviceidentified metricswhichidentify alocablel SR resourcesfor |low-densty, high-demand assats.
Therespongble Serviceprovideslimitationsfor assetsnot part of GMFP. Allocation recommendations
that exceed metricsidentifiedinthe GMFPrequire goprova by the Secretary of Defense,

b. CDRUSSTRATCOM recommends approval or disapprova of ISR alocation requests
tothe Joint Staff J-3. The Joint Staff J-3 staffsthe recommendation viathe Joint Staff deployment
order (DEPORD) process and provides a find recommendation to the Chairman of the Joint
Chiefsof Staff. Upon Secretary of Defense approval, the Chairman of the Joint Chiefs of Staff
signs and promul gates the DEPORD.

SECTIONB. COLLECTION
9. Overview

a Coallection operations acquire information about the adversary and battlespace
and providethat infor mation tointeligenceprocessng and exploitation e ements. Collection
management, which occurs at all levels of intelligence, converts validated intelligence
requirements into collection requirements; establishes, tasks or coordinates actions with
appropriate collection sources or agencies, and monitors results and retasks as required. The
foremost chalengeof collection management isto maximizethe effectivenessof limited collection
resources within the time constraints imposed by operationa requirements.

b. The terms “collection asset” and “collection resource” need to be clarified in order to
understand the collection management process and the appropriate tasking procedures. A
collection asset or a collection resourceis a collection system, platform, or capability. A
collection asset issubor dinateto therequesting unit or echelon, whilea collection resour ce
isnot. Requests for collection resources must be coordinated through the chain of command
with the echelon that directs and controls them.

10. Principlesof Collection Management

a. Callection managersdevel op collection plansbased on vaidated intelligence requirements
of commanders and decision makers. Intelligence anaysts support the collection management
process by identifying intelligence gapsand collection opportunities. Thecollection manager’s
task istofirst verify the requirements have been validated. Once verified, the manager
beginsthe processto obtain the necessary information in responseto therequirement. To
do thisthe collection manager:

(1) Develops and manages a collection plan that integrates requirements with target
characterigtics.

(2) Comparestheplantothecgpabilitiesand limitationsof theavailableorganic collection
asts.
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(3) Deveopsacollectiondrategy to optimizetheeffectiveand efficient useof dl available,
capable, and suitable collection assetsand resources.

(4) In coordination with the J-3, forwards collection requirements to the component
commander or national agency exercising tactical control over the | SR assetswho will thentask
the asset to satisfy the requirement.

(5) Identifiescollection requirementsthat cannot be met by organic assetsand forwards
them up the chain of command for validation and tasking of intelligence resources.

(6) Directsprocessing and dissemination of collected data. Collection managersmust
understand the capabilities and limitations of each discipline and the procedures for ensuring
target coverage by the appropriate collection asset and/or resource. Collection managers keep
requestersinformed of collection status and capabilities so that there are realistic expectations of
what can be collected and what level of confidence can be placed in the information.

b. Collection managers should follow four principlesin al collection considerations (see
Figure I11-6).

(1) Early Identification of Requirements. Collection managers should beinvolved
early in the identification and validation of requirements. Early consideration of collection
factors enhances the ability to respond in a timely manner, ensures thorough planning, and
increases flexibility in the choice of disciplines and systems.

(2) Prioritization of Requirements. Prioritization assignsadistinct ranking to each
collection requirement. Collection decisions can be made rationdly only if requirements are
prioritized and the resulting trade-offs are fully understood. Time constraints and the finite
number of collection, processing, and exploitation assets and/or resources mandate the
prioritization of collection requirements. Prioritization, based on the commander’s guidance
and the current Situation, ensures that limited assets and/or resources are directed against the
most critical requirements. Collection requirements that are not time-sensitive may initialy be
submitted at lower prioritiesin the expectation that such requirements may be satisfied during
complementary collectionoperations. If collection doesnot occur a thelower priority, therequirement
should be reviewed for apossibleincreasein
daed priority.

COLLECTION
(3) Multidiscipline Approach. MANAGEMENT PRINCIPLES

Collection disciplinescomplement each other,

and the collection manager must resist * Early Identification of Requirements
favoring or becoming too reliant onaparticular * Prioritization of Requirements
sensor, source, system, or technique. Each * Multidiscipline Approach
discipline’s limitations can be mitigated * Task Organic Assets First

through the capabilities of the others, as

different systemsprovideadditional ingghtsinto Figure IlI-6. Collection Management

therequirement. Whileasensor, source, and/or Principles
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systemmay seem to bean obviouschoiceto satisfy arequirement, flexibility isthekey. Collection
managersare advised to match collection resourcesto thetype of adversary activity most likely tobe
captured by collection operationsto satisfy theinformation requirement. Rigid dependenceonasingle
sourcemay resultinmissionfailure, especidly if that sourcebecomesunavailableor if theadversary
becomesawareof theuseof that Snglesourceand takesmeasuresto counter it. Lack of amultidiscipline
approach may alsoresult in discernible patternsthat may play into the adversary’sCl or denid and
deception (D& D) efforts.

(4) Task OrganicAssetsFirst. Use of organic collection assets dlows atimely and
tail ored responseto coll ection requirementsand servesto | essen the burden on coll ection resources
controlled by other units, agencies, and organizations. However, if requirements cannot be
sati sfied by organi c assets, the collection manager should not hesitate to request collection support
from higher, adjacent, and subordinate units, agencies, and organizations.

11. Collection Management

Callection management hastwo distinct functions: collection requirementsmanagement
(CRM) — defining what intelligence systems must collect; and collection operations
management (COM) — specifying how to satisfy the requirement. CRM focuses on the
requirementsof the customer, isall-source oriented, and advocateswhat information isnecessary
for collection. COM focusesonthe selection of the specificintelligence discipling(s) and specific
systemswithin adisciplineto collect information addressing the customer’ srequirement. COM
isconducted by organizationsto determinewhich collection assets can best satify the customers
product requests (see Figure 111-7).

COLLECTION MANAGEMENT

Collection Rgmts.
Collection Collection
Requirement Operations
Management Management

Assigned
Attached
“Owned”

Collection
Assets

Intelligence Requirements
Information Requirements

Collection Request
Resources » Coordination

Figure IlI-7. Collection Management
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a Depending ontheszeof the collection management e ement, the CRM and COM functions
may not beorganizationdly distinct. Although congdered separatdy tofadilitateunderstanding of their
different objectives, in practi cethedi stinction between them may disgppear. Theremust beaconstant
did oguebetweenthetwo.

b. COM and CRM areperformed at all levelsof thelC. Eachleve interacts with the
levels above and below, and among units, agencies, and organizations on the same level. The
further up the chain, the broader the perspective and scope of responsibility; thelower, the more
specific the function and narrow the scope. Organi zations possessing collection assets and/or
resources perform COM.

RELATIONSHIP BETWEEN COLLECTION MANAGEMENT AND
OPERATIONS

The joint force commander’s collection manager prioritizes collection
requirements and recommends the appropriate asset to be assigned to
collect against a particular target. The collection manager, in coordination
with the operations directorate, forwards collection requirements to the
component commander exercising tactical control over the theater
reconnaissance and surveillance assets. A mission tasking order goes to
the unit selected to be responsible for the accomplishment of the collection
operations. The selected unit makes the final choice of specific platforms,
equipment, and personnel based on such operational consideration as
maintenance schedules, training, and experience.

SOURCE: Various Sources

12. Military Collection Requirements

Responsibility for military collection requirements management at the national level
restswith DIA’sDirectoratefor MASINT and Technical Collection (DT). The DT ensures
that all-source collection capabilities are tasked to provide operationd policy and intelligence
support to the OSD, CJCS, the Services, combatant commands, subordinate joint forces, and
their components.

a Tocarry out these responsbilities, the DT coordinates and validates military collection
requirements, including managing time-sensitive, ad hoc high interest and crisis-related al-
source collection requirements for the Department of Defense. The DT develops al-source
collection postures, strategies, policy and procedures, including providing advice on these subjects
to the Director, DIA and Chairman of the Joint Chiefs of Staff as required for crisis response,
intelligence issues, and other specia events; evaluates the results of collection activities; and
developsand maintains collection requirements databases and associ ated management systems.

b. TheDT providesliaisonand representation to facilitate cooperation with other intelligence
and law enforcement agencies. The DT istheintelligence collection management interface with
the Joint Saff Reconnai ssance OperationsDividonfor thereview, coordination, and conduct of sengtive
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reconnai ssanceoperationsworldwide. Asconsolidated authority for centrd HUMINT tasking, theDT
coordinatesandleviesDOD HUMINT tasking and coordinateswith other agenciesresponsiblefor
SIGINT, IMINT, MASINT, and other gpecid collection programsasrequired. Ancther function of the
DT isto provide DOD and DIA representation on nationa-level forums charged with collection
management andoveraght repongihilities suchasthe SGINT Committes, aswe |l asthelr subcommittees
andworking groups.

c. Intheevent of war or periods of criss, the Presdent may direct the military to
exercise greater responsgbilities for tasking of collection systems. When directed, national
intelligence collection tasking authority may pass from the DCI to the Secretary of Defense.
When this occurs, the DT manages this collection tasking authority. This collection tasking
authority approvescollection requirements, determinescollection priorities, and resolves conflicts
among collection priorities.

d. Joint Staff J-2. Theother principa military member in collection at thenational level is
the Joint Staff J2. The J2 coordinates the tasking of national reconnaissance systems and
nationa ly-subordinated manned reconnaissance platforms and sensors. The J-2 also responds
to RFIs submitted by subordinate elements and commands.

e. OperationsManagement. Each of theintelligence collection disciplineshasaseparate
infrastructure to manage operations.

f. Theater Collection Management. Thetheater J-2 must be kept apprised of dl intelligence
collection requirements being levied on assets and resources within the combatant command’s
AOR. Thetheater J-2 retainsfull management authority (i.e, to validate, to modify, or to
nonconcur) over all intelligence collection requirements within the AOR. This authority
may be delegated to asubordinate JFC. Collection requirements must be satisfied at the lowest
possible level. Requirements that cannot be satisfied, and that have been vaidated by the
command's collection manager or J-2, must be forwarded to the next higher echelon for action.
This process continues until the requirement is satisfied, theintelligenceisno longer needed, or
it isdetermined that the requirement cannot be satisfied. Validated collection requirements and
collection requests for theater and national systems will be forwarded for action to the theater
intelligence collection management office. Vaidated collection requirementsfrom components
will become part of the theater collection plan and will be collected by theater collectors or
forwarded to the DT.

13. Collection Requirements M anagement

Management and validation of collection requirement requests for a theater resdes
at thecombatant command level. Thevaidation processparaldsthat for RFIsandisresponsve
to operationa requirements. The JC validates and submits collection requirements to DIA if
reguirements cannot be satisfied by organic or subordinate assets.

a Requirements Thesubordinatejoint force J-2 vaidatescollection requirementsand submits
requestsfor additiona collection resourcesto thecombatant command J-2. Thecombatant command
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J2vdidaesor maodifiesganding collectionreguirementssubmitted by subordinetejoint forceor component
commands. TheJ Ctracksthestatusof research, vaidation, submissonand satisfactionof dl collection
requestsreceived. At theJFC’sdiscretion, ajoint collection management board (JCM B) may
beformed to serveasajoint forum for the management of collection requirementsand the
coor dination of collection oper ations. The JCMB ischaired by the J-2 and should include J-3and
component representatives. If formed, the JCM B recelves coll ection target nominationsfromthe
componentsand the JFC'sstaff, validatesand prioritizestheserequirementsinto ajoint integrated
prioritized collectionlist (JPCL ), and recommendsthe gpportionment of organic | SR assetsto meet
JPCL requirements.

b. Collection Planning

(1) Coallection planning is a continuous process that coor dinates and integr ates
theeffortsof all collection unitsand agencies. CRM beginswith initial effortsto answer the
commander’s PIR. Based on the PIR, intelligence anaysts prepare RFIs. In the context of
collection management, RFIsare queriesto seeif theinformation already existsand, if not, they
form the basis of a callection requirement and/or analysis. The collection manager checks any
ongoing collection operation that might contributeto satisfying therequirement. When previously
collected information will not suffice, collection requirementswill be developed. Whenthe RF
manager postively determines that the information is neither available nor extractable from
archived information or from latera or higher echelons, an intelligence gap is identified. It
becomes the responsibility of collection management to obtain the information.

(2) Thecoallection plan may be either asmple hardcopy or automated worksheet used
solely by the intelligence staff or amore formal document, depending on the complexity of the
requirements to be satisfied. The collection plan includes statements of information desired,
organic collection assets to be tasked or additional collection resources to be requested, when
the information is needed, who is to receive the finished intelligence, and how it isto be used.
The completed collection plan forms the basis for further collection actions (see Figure 111-8).

(3) After establishing a collection plan, the collection manager transforms each
requirement from the plan into a specific effort that ensures optimum employment of collection
capabilities. For efficient management of collection requedts, itisimportant to create, continuoudy
update, and monitor aregistry of active, prioritized requirements, such asthe JIPCL.

c. ResourceAvailability and Capability. After defining the requirement, the collection
manager determinesthe availability and capability of collection assets and resources that might
contribute to requirement satisfaction. The information sought is examined for discrete
elements, called specific information requirements (SIRs). A requirement may have more
than one SIR. For each SIR, a set of key elements is developed that can be used to compare
characteristics of the requirement’ starget with the characteristics of available assetsor resources
to determine collection suitability. Capability factors are shown at Figure [11-9.

(1) KeyElement Sats. Key dementsarethe parametersof thetarget’ scharacteristicsthat
can be compared with the characteristics of the available assets and/or resources and serve as
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COLLECTION PLAN FORMAT

COLLECTION PLAN FORMAT

Period Covered: From To

Priority or Indications Specific Assetsto  Place and Remarks
Other Information be Tasked/  Time to
Intelligence Sought  Resources Report
Requirements to be
Required

Figure I1I-8. Collection Plan Format

discriminatorsindisciplineand/or sensor selection. A completesat of key dementsprovidesthebasis
for identifying sensorsfully capableof performingthecollectiontask. Thekey eementscommonly
consdered are target characterigtics, rangetothetarget, and timeliness.

(@) Target characteristics are the discernible physical, operational, and
technical features of an object or event. These characteristics may be observable and/or
collectible. Observablesarethe unique descriptivefeaturesassociated with thevisibledescription
of the target, whether it is specific units, equipment, or facilities. Collectibles are the unique
descriptive features associated with emanations from the target. Observables are associated
withIMINT and HUMINT/CI, collectibleswith SIGINT, and both are associated with MASINT.
One or more target characteristics may be associated with a specific information requirement,
and these characteristics can be compared to asensor(s) capability to collect. By continuing this
process for each of the collection disciplines, a complete key element set is developed for the
target.

(b) Rangeis measured as distance from a predetermined reference to the target
location. Therangeto thetarget can be used to quickly eliminate from consideration both those
standoff sensorsthat are unableto cover thetarget areaand those sensorson penetration platforms
not capableof reachingthetarget area. INHUMINT/CI, theand ogous cons derationwould besource
access.
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ASSET AND/OR RESOURCE AVAILABILITY
AND CAPABILITY FACTORS

Locate Where Identify Frequency Speed Altitude

Specific Information Asset and/or
Type Key Element Sets  When Nadir Resource Availability ECM
or Requirements and Capability

Search Model Boresight Focal Length

Correlate Platform and Sensor Range
and Standoff Capability

Time Until Correlate . .
Tty 4T> System Timeliness
Correlate
Targe_t . Characteristics of Sensor
Characteristics
Weather and/or Compare Platform and Sensor Limitations
Light Conditions l I I to Weather and/or Light
Compare Platform and Sensor Limitations
CEBEITY l I I to Terrain Masking
o Compare Threat to
Adversary Activity 4T> Platform and Sensor

Selected Discipline or ECM Electronic
Sensor or System Countermeasures

Range to Target

Figure IlI-9. Asset and/or Resource Availability and Capability Factors

(¢) Timelinessiswhentheinformation requested must bereceivedinorder to beof
vaue. Inorder toensuretimeliness, CRM plannersmust congider not only collectiontime, but dsothe
leedtimerequiredfor processng and explaiting collected data, and disseminaing theresulting information.

(2) Collection CapabilitiesFactors. CRM trand atesthe capabilitiesand limitations
of theavailable sensors, systems, or disciplinesinto aset of collection capability factorsthat can
bedirectly comparedtothekey element sets. Thecapabilitiesand limitationsof variousdisciplines
and systems are considered, together with their availability, to decide whether or not they should
be tasked. Sensor capability factors are technical or performance characteristics, range,
dwell time, and timeliness,

(@ Performancecharacterigticsareconcerned withthesystem’sability to collect
therequested information, output quaity, and location accuracy.
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1 Asygemwithinaparticular disciplinemay or may not beabletocadllectinformation
onaparticular target. For example, SIGINT collection systemsoperatein discretefrequency ranges,
sothat if theadversary system being sought operatesouts dethoseranges, that particular collector isnot
vigbleasapotentia source,

2. Thedataqudity relatesto theleve of detall that can be derived from the
collectedinformation. For example, differentimagery systemsprovidevarying degreesof image
resolution.

3. The importance of location accuracy depends on the planned use of the
information collected. For example, information collected for targeting purposesdemands greater
locationda accuracy than information collected for updating OB.

(b) Rangededswiththesystem’sahility to providetarget coverage. For airborne
systems, rangeisdetermined by considering the actual range capabilities of the sensor to provide
detailed information sufficient to satisfy therequirement and the restrictionsplaced ontheairborne
platform, such as the maximum range capability of a platform to its downlink site. The CRM
assesses combinations of these variousrange factorsin order to determineasensor’s potential to
meet operational requirements.

(c) Dwell timeisthelength of time a given collector can maintain accessto the
target, an important consderation in persistent surveillance, tracking, threat warning, and time-
sengtive targeting scenarios, especially those involving mobile targets.

(d) Timelinesconsider the time required to complete each collection event, and
is calculated or estimated for each available sensor based on the tactical situation and the local
circumstances (see Figure 111-10). Timesvary depending on mission priority assigned, specific
system availability, time required to plan the mission, and related information processing and
dissemination means. These times are added to find an overal eapsed time, then compared
with the latest timeliness requirements stated by the user. If the system’stimeliness exceedsthe
latest time of receipt when the information collected will be usable, then it failsto contribute to
satisfying the specific requirement and should not be considered for coll ection planning purposes.

(3) Corrdation. Collectiontarget characteristicsare correl ated with sensor cagpabilities.
Specificaly, key element sets are compared with collection capability factors to provide a
preliminary list of sensorsthat are technically ableto collect the desired datawithin the range to
the target and time required.

(4) Battlespace Factors. After correlation, the candidate sensors are compared with
battlespace factors to support final sensor selection. Those battlespace factor s include the
threat, terrain, contamination, and weather that might influencethe particular discipline
or sensor selection. Depending on the battlespace factors, atechnically capable sensor may be
dropped from congderation.
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COLLECTION TIMELINE

_b. e Timeliness = T+T1+
Time of Asset/Resource T2+T3+T4+T5+T6

Employment Selection
Request

. e [f timeliness is less
Tasking and/or Request than or equal to not

Transmission later than (NLT) time
information
required, then
collection effort is
of value

Mission
Preparation

Collection
Mission L .
If timeliness is
Time Over Processing/Exploitation/ greater than NLT
Target T4 Analysis time information
required, then
collection effort is

Information : : .
Received DS A of NO value

Figure I11-10. Collection Timeline

(@ Sensorvulnerahility isthedegreetowhich adversary countermeasuresmay affect
thecollection platformand/or sensor. Ingenerd, the platformsof penetrating sensorsarethemost
vulnerable, sand-off sensorslessso, and satellite sensorstheleast vulnerable. Threat assessmentisan
evduationof risk (military risk and politicd sengtivity) versusintelligencegain. Whensodesignated by
the commander, sensitive reconnai ssance operations can be empl oyed within predetermined, high-
threet areas. Such operationsrequireadditiond protectivemeasures, someof whichinvolveincreased
and/or gpecidized tasking of intelligenceassats| ooking for adversary reactionsthat may requireathrest
wamningdert.

(b) Weather and light conditionsarea so considerations, particularly withIMINT
sensors. Wesather conditionsin and around the collection areaaffect the collection platform and/
or sensor capability to collect data.

(c) Terrainisaso aconsderation. It may mask atarget, thereby dictating both
the choice of platform and the direction a sensor must point.

(d) WM D contamination may be present fromtheuse of warfare agents, collateral
damage, or release other than attack. Selection criteriafor sensorsmust includetheir vulnerability
to contamination, their ability to withstand decontamination, and their potentia for spreading
contamination.

(5) Availability. Thelist of vigblecollectiondisciplines, systems, and sensorsisreviewed
for current availability and theaddition or deletion of cgpabilities. Coordinationwith adjacent and higher
HQwill determinetheavallability of theeter and nationd resources.
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d. Task Assets or Request Tasking of Resources

(1) The collection manager begins by considering the highest priority requirement,
then proceedsthrough the active requirementslist to determine how each request can be satisfied
(seeFigurelll-11). CRM transmitsto COM the requirementsand recommendationsfor planning,
scheduling, and control of the prioritized list. The resulting tasking provides specific guidance
that identifies the activity to undertake collection operations, the target to be covered, the date-
timethe missionisto be accomplished, and the place and time dataisto bereported. Collection
tasking includes processing and exploitation tasking, guidance, and instructions.

(2) Collectionto satisfy therequirement may occur at any level. For example, if a
combatant commander determines that the information needed to answer aRF is unavailable,
the commander may task organic collection assets or those of a subordinate organization or
request multinational or national-level support to satisfy the requirement. When preparing the
tasking and/or request, consideration should be given whether to integrate the requirement into
an ongoing, planned, or new mission.

(3) Tasking request forms or messages are dependent on the tactica Situation, type of
sensor, and type of asset or resource (i.e., organic, supporting, theater, national, or multinational).
Many specific dataelementsin these requests and the transmission procedures are classified. In
the case of organic and direct support assets, requesters follow ingtructions provided in the
OPLAN or operation order (OPORD) intelligence annex, or by message. In addition, the Joint
Tactica Exploitation of National Systems Manua and the DIA 58-series manuals provide
guidance for requesting support from nationa resources. In preparing requests for nationa
resources, the collection manager should consider the guidelinesin Figure 111-12.

(4) Inteligence Collection Srategy. A collection strategy isa systematic scheme
to optimize the effective and efficient tasking of all capable, available, and appropriate
collection assets and/or resour ces againgt requirements. Collection system effectivenessis
determined by analyzing the capability and availability of ISR assets and resources to collect
against specific targets. Collection system efficiency is determined by comparing the
appropriateness of all available and capable ISR assets to collect against specific targetsin a
given environment. For example, an RC-135 might provide agreater collection capability than
isrequired to support agiven misson. Insuch stuations, an RU-21 Guardrail might besufficiently
capable of meeting the joint force's requirements, and would therefore serve as an appropriate
subgtitute for the more capable RC-135, which could be more efficiently used elseawhere. The
collection strategy considers all outstanding intelligence requirements, their relative priority,
and the immediate tactical Stuation.

(8 Resourceintegration isa process whereby anew collection requirement is
integrated with current or planned missions to increase the efficiency of the overall collection
effort. By taskingamissonaready inprogress, it may bepossibleto reducetimelines, makecollection
moreresponsiveto therequest, and decrease cost and risk. Thisisweighed against thepriority of
scheduled targets that may have to be dropped to accommodate new targets and the impact of a
misson changeontheeffectivenessof theongoingmisson. Incaseswhereintdligencecollectionassts
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Time:
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Specific Information Requirements:

COLLECTION TASKING WORKSHEET
Registration Number:
Collection Manager:

Target Range:

Assets/
Resources
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Timeliness
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ELINT
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Figure 1l1-11. Collection Tasking Worksheet
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GUIDELINES FOR REQUESTING NATIONAL RESOURCE COLLECTION

Areas of Interest

Exploitation and/or
Analysis Timeliness

Justifications

National systems are best employed against high-
priority targets outside the range of organic or theater
sensors, beyond standoff collection range, and/or in
high threat areas.

Targets must be chosen such that, under applicable
timeliness constraints, exploitation reports will reach the
commander in time to react or influence decision
making.

Request justifications must fully explain the need for
information and support the priority assigned by the
requester.

Sensor Capabilities

Target descriptions must place minimum restrictions on
systems’ use.

Sensor Accessibility

The targets’ accessibility must be determined when
possible before a collection request is forwarded.

Exploitation and/or
Analysis Requirements
Clarity

Exploitation and/or
Analysis Requirement
Purpose

Preplanned Collection

Exploitation and/or analysis requirements must be
concise, explicit statements of the actual information
needed.

Exploitation and/or analysis requirements must state
the purpose of the information desired when it will
benefit the interpreter and/or analyst.

Preplanned target sets submitted in advance of an

operation can relieve the workload and must be
considered where the tactical situation permits.

Figure Ill-12. Guidelines for Requesting National Resource Collection

may augment and darify ongoingthreat warning events, argpidintdligencegain/lossassessment must be
made and agreed upon by J-2/J-3 plannersfor re-tasking of collection missonsalready in progress.
Situationsmay warrant such dynamic re-tasking of intelligence assetsto support thecommander’s
urgent force protection asopposed tointelligencerequirements. Whenintegration of anew collection
requirement with current or aready planned miss onsisnot feasible, anew misson should beplanned.

(b) Whileone source may be suitableto collect against different requirements, in
some cases multiple sources are necessary to satisfy asingle, high priority requirement. Cueing
isthe use of one discipline or sensor to target collection by another sensor.

(©) Ast mixand/or redundancy usesacombination of assatsof differing disciplines
(asset mix) or amilar disciplines(assat redundancy) againg ahigh priority target. Whentheprobability
of successof one sensor to completely satisfy the requirement islower than acceptabl e, the use of
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multiplecapabilitiesof different sysemsor disciplinesincreasesthelikelinood of success. Assstmix or
redundancy placesgreater demandson thelimited assetsand/or resourcesavailableand hasto be
dearly judified by thepotentid inteligencegain.

(d) Across the range of military operations, collection strategies against high
current interest targets should emphasize and provide for the near-continuous, all wesather, day/
night surveillance of the battl espace through the efficient utilization of al appropriate | SR assets
inapergstent surveillance, asopposed to periodic reconnaissance, mode. Persstent surveillance
enablestheeffectiveuseof precison-guided munitionsandiscritical to countering theadversary’s
useof D&D. Longdwell I SR platformssuch asthe Global Hawk and Predator UAV's, distributed
undersea and unattended ground sensors, battlefield surveillance radars, and special operations
forces (SOF) have enabled a paradigm shift in which it is possible to provide near-continuous
surveillance over large portions of the battlespace to monitor, track, characterize and report on
moving objects and dynamic events. Persistent surveillance is facilitated by the effective
integration and synchronization of al theater and national | SR assetsand resourcesin acoherent
collection strategy. Because persistent surveillance depends heavily on resources which arein
high demand and usualy few in number, requirements for persistent surveillance must be
prioritized.

e. Evaluate Reporting. The evaluation process tracks the status of collection
requirementsand providesfeedback totherequesters. Monitoring outstanding requirements
ensuresthat orders and requeststo collection activities are understood and the right information
isbeing sought. When the collection results are provided, the collection manager evaluatesthe
report(s) for completeness, ensures that the requesters receive a copy, and determines, in
conjunction with the requester, if the requirement has been satisfied. Requester feedback
establishes customer satisfaction, permitstasker deletion and frees coll ection assetsand resources
to be redirected to satisfy other active requirements.

f. Collection Plan Update. Based ontherequester’ sassessment of requirement satisfaction,
the collection manager reviews prioritiesfor currency. The collection planisupdated to include
retasking (if the requirement is not satisfied), adding new requirements, or canceling satisfied
requirements.

14. Collection Operations M anagement

TheCOM processorganizes, directs, and monitor stheequipment and per sonnel that
actually collect the data to satisfy requirements. COM develops strategies for collection
against requirements in cooperation with CRM; predicts how well a system can satisfy
requirements, eval uatesthe performance of the collection systems; all ocatesand tasks collection
assets and/or resources and processing and/or exploitation systems; and monitors and reports
theoperationd statusof collection systems(seeFigurelll-13). TheCOM processisdirectly linked
tocollection plan execution through | SR visualization.

a Coallection Misson Planning
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COLLECTION OPERATIONS MANAGEMENT

Schedule

Control
Collection / ’

Mission Planning Plan
Execution

Coordination
Update Plan

Exploitation and
Dissemination -
Mission
Exploitation Tasking Order
Element : :
Joint Staff Operations
Directorate (J-3)

Figure I11-13. Collection Operations Management

(1) Panning is concerned with the identification, scheduling, and controlling of
collection assets and/or resources. The operations planner reviews mission requirements for
sensor and target range, system responsiveness, timeliness, threat, weather, and reporting
requirements. These elements are considered with the detailed technical, administrative, and
logistic data of the collection system to identify and determine asset and/or resource availability
and capability. The requirements are then trandated into specific mission tasking orders.

(2) Effective coordination is vital in mission planning operations. With aircraft
collection platformsin particular, many different staff eementsareinvolved: operations, wesather,
maintenance and logistics, and communications must al be closaly integrated into the mission
planning effort. Intelligence sensor plannersand managersof processing and expl oitation elements
must fully understand the requirements and mission profile. It is strongly recommended that
COM personnel and resources belocated in proximity to the operations staff elementswhich are
responsible for reconnai ssance assets.

b. Execution. A mission tasking order goesto the unit selected to be responsible for the
accomplishment of the collection operation. The selected unit makesthefinal choice of specific
platforms, equipment, and personne based on such operationd cond derationsasmaintenanceschedules,
training, and experience.

c. Explaitation. Exploitation of collectedinformationisclosdly associated withthemanagement
of collection assets and resources. Generally the staff allocated a collection capability also
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controlsthesensor-uniqueprocessing, exploitation, and analysisequipment. Exploitationis
discussed further in Section C, “Processing and Exploitation,” and dissemination in Section E,
“Dissemingionand Integration,” of thischepter.

d. Collection Planning Update. Following exploitation, the report or processed data is
disseminated to the requester. If the data is insufficient, the requester coordinates with the
collection manager for additiona coverage. At thispoint, the processed requirement transitions
back to the CRM function. Thecollection manager and the exploitation manager, in coordination
with requesters, continually assess how collection operations quality and timeliness may be
improved. Thiseffort reliesheavily on those supporting organizationsand other unitsor agencies
that own and operate collection and exploitation assets or resources.

“Our satellites and platforms that collect ISR data had difficulty in a real-time,
emerging target situation like we had in Kosovo. It's not that we can't do it, it's
that we don’t practice it . . . no target ever died in the collection process . . . we
don’t pop the cork when the picture arrives; we pop the cork when the target is
dead.”

General John Jumper
Commander, United States Air Force Europe, 1999

15. Intelligence, Surveillance, and Reconnaissance Visualization

ISR visudizationisasubset of the COPavailableinthe Globa Command and Control System
(GCCY) and Servicecommand, control, communications, computers, andintelligence (C4l) systems.
It isan enabling capability within the COP that facilitatescoor dination and synchr onization of
| SR activitiessupporting thejoint for ceand component commands. Thisvisual planning and
decison-making adissupported by acommon dataset of planning and executioninformationandby a
process performed by thejoint force and component command staff sthat ensures continuousand
responsive synchronization of current intelligence collection with current joint operations. Thel SR
visudization processisaJ-2/J-3 and Serviceteam effort intended to bridgethe gapsbetween nationd,
operationd, andtactical level | SR systemsand to fusetheir activitiesto thejoint force' soperationa
tempo. ISR visudizationfadlitatesatime-sengtivedecis on-making processdriven by argpidly changing
battlespace. 1SR visudization optimizesuseof limited | SR collection assats, contributing neer red time
(NRT) ISRinformationthat promotesperd stent survelllance of the battlespaceand enhancesthe JFC's
battle management of theoperation. Successful | SR visudizationiscontingent ontimely reporting of
| SR assetsqatus, vigilant maintenance of the COPand itssupporting dataset, and successful integration
with 1SR assat ground station activities(seeFgurell1-14).

a ISR Display. ISR visudization providesan easily comprehended, readily accessible,
graphicdisplay that depictsthecurrent and futurelocationsof | SR assets, their capabilities,
their field of regard, and their tasked tar gets. ISR visualization requires continuousfeedback
regarding the current and projected locationsof al | SR assetsrelativetother planned ground tracks.
ThelSRvisudization diplay corrdatesinred timethe collection statusand location of al planned
collectiontargetsand the specific | SR asset tasked to collect oneach target. 1SR visudizationdisplays
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INTELLIGENCE, SURVEILLANCE, AND
RECONNAISSANCE VISUALIZATION

® J-2/3-3 team effort synchronizing ISR and ® |dentifies fleeting collection
Operations opportunities

¢ Real time visualization of ISR asset status ® Facilitates time-sensitive decision

¢ Integrates current ISR picture with current making (e.g. dynamic retasking)
military situation and JIPB products ® Resident on GCCS/COP

J-3
Current
Operations

ISR
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Real Time

Feedback Time-Sensitive Target

(Location, Collection Request
Status, Ground ISR Asset

Track, Collection 4 Controlling Authority
Tasks, Fields of Collection

Regard .
gard) Operations Manager

Collection Platform

0 g T 4

COP Common Operational Picture J-3 Operations Directorate of a Joint Staff
GCCS Global Command and Control System JIPB Joint Intelligence Preparation of the
ISR Intelligence, Surveillance, and Reconnaissance Battlespace

J-2 Intelligence Directorate of a Joint Staff

Dynamic Re-Tasking

Figure IlI-14. Intelligence, Surveillance, and Reconnaissance Visualization

asodepict theeffectsof the battlespace, toinclude METOC effects, onthe collection capabilitiesof
individua airbornel SR platformsasthey progressa ong preplanned or ad hoc flight paths (e.g., the
impact of terrain masking on sensor fid dsof regard at variousdltitudes). SR visudizationincludesboth
collaterd-leve and senstivecompartmentedinformation (SCI)-leve diplays.

b. 1SR Visualization and Current Operations. | SR visualizationisintegrated in NRT
with current military operations. From planning through execution, ISR visualization provides
the J-2/J-3 a vauable tool for conducting ISR operations and rapidly responding to changing
collection requirements. ISR visualization is merged with JIPB products such as event and
decision support templates. Theinterface between | SR visudization and JPB productsiscrucial
and hel psto optimize collection opportunitiesby projecting the possiblefuturelocationsof adversary
time-sengtivetargetsintimeand space. Additiondly, inorder to assesstherisk to ISR platforms, ISR
visudizationindudescurrent intelligenceoverlaysdepicting changesin adversary counterair capatiilities
| SR visualization facilitatestheintegration and synchronization of thejoint force’sand component
commands 1SR activitiesand capabilities.
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c. Time-SendtiveDecison Making. Based onthecurrent military Stuation andtheoveral
ISR picture, ISR visuaization helps the commander and J-2/J-3 identify fleeting opportunities
for intelligence collection or strike operations against adversary time-sensitive targets that may
warrant dynamic re-tasking of collection platformsor re-targeting of strike assets. Additionaly,
time sensitive decision making isdirectly enhanced by | SR tasking and support to friendly force
Stuationa awareness and combat identification efforts. ISR visualization also helpsto clarify
ambiguous operational situations by optimizing the reconnai ssance and surveillance of possible
new targetsor emergent, high-probability threatsto friendly forces devel oped through intelligence
tip-offs. At the request of, and in coordination with, the J-3 current operations staff, the J-2
collection management staff forwardsarequest for dynamic re-tasking to the controlling authority
of themost appropriate | SR asset. Thecollection operationsmanager controlling the | SR platform
accomplishes the actual re-tasking of the appropriate collection asset.

d. 1SR Visualization Architecture. At the joint force-level, personnel performing ISR
visualization maintenance in support of current operations should be fully integrated into the
joint force J-3 current operations element, either through physica collocation or by virtual
connectivity. Likewise, the joint force's ISR visualization operation must be integrated and
interoperablewith corresponding | SR battle management operati ons conducted at the component
commands. A common set of 1SR visualization tools provided through the joint GCCS and
Service C4l variants must be fully integrated into these battle management operations and must
support the commander’s information requirements through the COP.

For amoredetailed discussion of JIPB productsand ISR, see JP 2-01.3, Joint Tactics, Techniques,
and Procedures for Joint Intelligence Preparation of the Battlespace.

SECTION C. PROCESSING AND EXPLOITATION
16. Overview

a During processing and exploitation, collected dataiscorrelated and converted into a
format suitablefor subsequent analysisand production of intelligence. Processing remains
distinct from analysis and production in that the resulting information is not yet fully subject to
analytical assessment. Nevertheless, relevant time-sensitive infor mation resulting from
processing and exploitation (especially tar geting, personne recovery, or threat warning
information) should beimmediately disseminated through intelligence broadcasts, secure
information workspace and/or internet relay chat channes, imagery product libraries
(IPLs), intelligencedatabases, or messagereporting. Thesedissemination methodsintegrate
processed data with existing information into the GCCS COR, providing a current view of the
battlespace that facilitates time-critical decision making (see Figure 111-15).

b. Atthecombatant commandlevd, the J-2 managesthegater processng sysemsand capabilities.
Prior planningiscriticd to ensure preparationismadefor systeminteroperability problemsthat may
aisefromacomplex joint, interagency, and multinationd systemsand communicationsenvironmen.
Thepotentid for operationsinvolving both nonmilitary and nongovernmentd organizationscomplicates
thisenvironment. The J-2 should consder thesefactorsand beflexiblein deve oping work-around
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PROCESSING AND EXPLOITATION ACTIVITIES

Collected
Data Data is Converted into
Information Through
Processing and Exploitation

e Signal Correlation
e Imagery Exploitation
® Document Translation

e Formatting

Information

Intelligence
Analysts

Figure I11-15. Processing and Exploitation Activities

procedures. Intelligence processing d ementsshoul d be prepared to set up both US-only and multinetiond
syments.

c. Processing and exploitation of collected information by the components and their
subordinate unitsis closely associated with the effective management of ISR assets. Normally,
the collection operation element also controls the sensor-unique processing, exploitation, and
analysisequipment. Variousexploitation capabilitiesexist to service severa different collection
systems. The exploitation manager must plan the workload and develop a priority system for
accomplishing the work, to include reporting status of 1SR assets.

17. Human Intelligence

Processing of HUMINT information primarily involvesreport prepar ation by collection
activitiesat both thejoint forceand component levels. Processing may a so be accomplished
within the joint force J2X. Exploitation of human resource reporting is conducted by the JIC
andjoint forceandytical and/or production activities, thisprimarily involvesanayzingHUMINT
reporting for inclusion in all-source production and/or for database maintenance. Components
of the joint force may consider document exploitation and trandation as HUMINT processing
activities AW Service doctrine, however, al captured documents should be forwarded to the
J2 DOCEX dement for centralized processing and safeguarding.
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THE CAPTURE OF THE GERMAN ROCKET SECRETS

Early in 1929, German engineers had begun studying rocket and jet
propulsion to be used for transporting mail. In 1933, when Adolf Hitler
became Chancellor, these studies were shifted to military uses, and the
scientists were instructed to explore all ideas, however fanciful. Huge
sums were made available to the Speer Ministry, where Dr. Wernher von
Braun and a group of scientists conducted rocket research. The research
enabled the “doomsday” weapons of the era to be produced, the best
known of which were the V-1 and V-2 missiles.

In the Spring of 1945, as the outcome of WW Il in Europe became more and
more apparent, a principal focus of US intelligence units in Europe was to
capture all possible information pertaining to rocket weapons. Accordingly
these units followed closely behind advancing Allied forces, particularly in
the Black Forest area where technical personnel with key documents from
the Speer Ministry had scattered under heavy pressure of aerial bombing in
Berlin. It was up to the intelligence units to find these individuals and gain
information from them. The search began by interrogating the Germans
who were in custody as a result of the Allied advance.

This method of collection, while painstaking, proved fruitful. Through such
interrogations US intelligence officers learned that the former director
general of German rocket production, George Richkey, was in captivity,
working in a salt mine in the Black Forest. The following is the account of
Norman Beasley, who told the story of his brother, Colonel Peter Beasley,
the senior intelligence collection officer in the area.

“‘I've got ajob for you that is different than working in the salt mine,” Colonel
Beasley told Richkey at the first interrogation. ‘I want you to begin right
now writing out a full description of yourself and all the activities of the V-2
factory.’

When Richkey’s report was completed, Colonel Beasley made it clear, ‘we
accept you as an official of the German Government; we have patience and
time and lots of people—you have lost the war and so as far as | am
concerned you are a man who knows a lot about rockets. As an American
officer,  want my country to have full possession of all your knowledge. To
my superiors, | shall recommend that you be taken to the United States.’

Richkey nodded his assent, explained he was a scientist and wanted only
to develop his knowledge in pleasant surroundings, such as the United
States, and agreed to tell where the records were hidden, and to show the
colonel the place.
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Only hours later, under a heavily armed escort, Richkey led Colonel Beasley
into the Black Forest to a cave, 5 feet wide and 5 feet high, running 300
feet into a mountain. There, records were found intact. Upon examination,
the records disclosed basic blueprints, worksheets, engineering tables,
and advanced plans for virtually every secret weapon in the possession of
German scientists.”

SOURCE: Norman Beasley, The Capture of the German
Rocket Secrets Military Intelligence: Its Heroes and Legends,
compiled by Diane L. Hamm US Army Intelligence and
Security Command History Office, October 1987

18. Imagery Intelligence

I magery may be processed and exploited at multiplelocationssimultaneoudly, bothin
and out of theater, by the JIC or equiva ent, component command intelligence units, and national
intelligence organizations. The JICs or equivalents, or other organizations, process the digital
signd and display the downlinked imagery on a workstation in softcopy form for immediate
exploitation. Theimagery can also be stored ontape, sent to adigitd library for later use, or laid
down on film for exploitation on alight table. Imagery exploitation results, such as reporting
and annotated images, may beincorporated into an al-source product focusing on agiven target
or target type, topic, or activity. IMINT may also be used to update databases resident with
GCCS Integrated Imagery and Intelligence. Non-time-dominant exploitation results may be
distributed via a hardcopy report, tape media (mailed or couriered to the user), or in electronic
form.

19. SignalsIntelligence

SIGINT support to joint operations includes communications intelligence (COMINT),
ELINT, and foreign instrumentation signals intelligence (FISINT). COMINT processng is
accomplished by NSA/CSS elements either assigned to or in support of the joint force mission.
Depending on the level required for subsequent analysis and reporting, processing may be
performed by assigned units in the operational area, at the regiona JICs, or by specidized
Service component or Defense activities. ELINT processing in support of ajoint force may
come from a number of sourcesincluding: assets attached to the joint force, national ELINT
centers, and combatant command JCs. FISINT processing is accomplished by specialized,
nationd-level Serviceand DOD organizations. Requestsfor SIGINT support should beforwarded
through the theater J-2 to the NMJIC, and will result in tasking of appropriate organizations.

20. Measurement and Signature Intelligence

MASINT providestechnically derived intelligenceto detect, locate, track, identify, and describe
thespecific characteridticsof fixed and dynamictarget objectsand sources. Asanintegrd part of theall-
sourcecollection environment, MASINT contributesboth auniqueand complementary information
component to theinformation requirementsof commanders. Specidized MASINT processing and

[11-31



Chapter 11

exploitation techniqueson collected raw datamay be ableto broaden the usefulnessof datacollected
by other intelligence systems. MASINT isemployed asa global system with capabilitiesto
exploit opportunitieswor ldwide. Servicescientificandtechnicd intdligence(S& Tl) centersplay a
criticd roleinprocessing, exploitingand andyzZingMASINT data. Additiondly, the Servicesgenerate
MASINT productsin support of their respective componentsassigned tojoint forces. Theresulting
MASINT productscontributeto but arenct limitedto 1& W, IPB, force protection, and foregn materid
exploitation. Inaddition, MASINT providesintelligenceon WMD capabilitiesaswell asweapons
system cgpatiilitiesbased onanaysisof collected telemetry data.

21. Open-Source Intelligence

Open-source intelligence (OSINT) is obtained from commercia radio and television
broadcasts, newspapers, magazines, and other written publications. OSINT processing
transforms (converts, trandates, and formats) text, graphics, sound, and motion video in
response to user requirements. For example, at the nationa level, the Foreign Broadcast
Information System provides trandations of foreign broadcast and print media. OSINT isaso
availablefrom commercia companieswhich collect information using their own assets, or which
buy information from independent contractorswho listento daily radio/televis on newsbroadcasts,
and/or read daily newspapers.

22. Technical Intelligence

Exploitation of captured adversary equipment can providecritical information on adversary
strengths and weaknesses that may favorably influence operation planning. Exploitation of
adver sary equipment, excluding computer storagemedia, video and digital recor ding tapes,
and media equipment, is generally performed in the combatant command by a joint
captured materid exploitation center (JCM EC), whichisgaffed by Foreign Materiel Program
personnel from the Services' technical intelligence organizationsand Naval Explosive Ordnance
Disposa. Combatant commands or subordinate joint forces should notify the NMJIC through
command channel swhen they require JCM EC support. Thiswill ensurethat appropriate Service
component resources will be allocated.

Appendix G “ Joint Exploitation Centers,” containsa moredetailed description of the organization
and responghilities of a JCMEC.

23. Counterintelligence

Exploitation of data collected by Cl assets can yield information critica to I&W and force
protection. Additionally, law enforcement information or suspiciousactivity reportsareimportant
sources of information that need to be processed, exploited and fused with other Cl sources.
Processing of Cl information primarily involvesreport preparation by collection activities
at both thejoint forceand component levels. Atthejoint forceleve, thisprocessing may aso
be accomplished within the J2 CI/J2X. When CI collection takes place in response to a
requirement that has been generated from outside the CI community, the appropriate processed
informationwill bereportedintheform of aninteligenceinformation report.
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For moredetailedinformation regarding Cl processing, exploitation, and reporting, see JP 2-01.2,
Joint Doctrine, Tactics, Techniques, and Proceduresfor Counterintelligence Support to Operations.

SECTIOND. ANALYSISAND PRODUCTION

24. Overview

a Inteligence andysis and production is accomplished in response to expressed and
anticipated user regquirements. Intelligence (intheform of both productsand services) reponds
to: the chain of command and the decision-making authority it supports, US policy decisons
and military operationa requirements; and changes in strategy, tactics, equipment, and overall
capabilities of US and foreign military forces. Fused joint intelligence assessments, such as
military capabilities assessments, military-related subjects assessments, or adversary COA
assessments, are aso frequently used to present the commander with the most thorough and
accurate description and analysisof adversary capabilities, vulnerabilities, COGs, and probable
intentions.

b. Intelligence is produced through the integration, evaluation, analysis, and
inter pretation of infor mation from single or multiple sources. Intelligence production must
be coordinated and directed by the J-2 to provide nonduplicative al-sourceintel ligence products
to the requester. Production for joint operations is accomplished by organizations at every
echelonfrom national to subordinatejoint forcelevel. Effective production management ensures
that the combatant commander and/or subordinate JFC receives the intelligence products and
services required to accomplish the assigned misson. Automated database systems provide
current tailorable data appropriate to the mission (see Figure 111-16).

25. Conversion of Information into Intelligence

Information is converted into intelligence products through astructured seriesof actions
which, although set out sequentialy, may also take place concurrently. These actionsinclude
theintegration, evaluation, analysis, and inter pretation of infor mation in responseto known
or anticipated intelligence production requirements.

a Integration. Information from single or multiple sources is received, collated, and
entered into appropriate databases by the analysis and production elements of | C organizations,
the theater JICs or equivaents, or subordinate joint force JSE. Information is integrated and
grouped with related pieces of information according to predetermined criteria to facilitate the
evaluation of newly received information.

b. Evaluation. Eachnewitemaf informationiseva uated by thegppropriateanayd sand production
dementwith repect totherdiahility of thesourceand thecredibility of theinformation. Andphanumeric
ratingisassigned to each pieceof informationtoindicatethe degree of confidencetheeva uator places
ontheinformation. Thisratingisbased onthesubjectivejudgment of theeva uator, theaccuracy of
previousinformation produced by the same source, and knowledge of the capabilitiesof particular
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ANALYSIS AND PRODUCTION ACTIVITIES

Intelligence - Information
Decision Makers

Interpretation Integration

Intelligence Analysts Convert
Information to Intelligence

G ENYATES Evaluation

Figure llI-16. Analysis and Production Activities

sensor systems. Thereliability of thesource and the credibility of theinformation must be assessed
independently of each other to avoid thepossibility of onefactor eva uaion biasingtheother (sseFgure
111-17).

c. Analyss. During analys's, deductionsare made by comparing integrated and eval uated
information with known factsand predetermined assumptions. Thesedeductionsarecombined and
assessed to discern patternsor recognize events.

d. Interpretation. Interpretationisan objectivementa processof comparison and deduction
based on common sense, life experience, military knowledge covering both adversary and friendly
forcesand existing information and intelligence. Thismental processinvolvestheidentification
of new activity and a postulation regarding the significance of that activity.

26. Collaboration

a Collaboration among intelligence producersisimperative not only to overcome shortages
of analysis and production resources, but also to improve the overall quaity of intelligence by
providing accessto recognized, but geographically separated, subject matter experts. Through
collaboration, intelligence analystsare able to shareinfor mation, discuss opinions, debate
hypotheses, and identify or resolve analytic disagreements.

b. During crisis Situations or contingency operations, some formal collaboration will be
facilitated by preplanned federated intelligence partnerships. However, eveninthe absence of a
federated support arrangement, J C andystsand their counterpartsin other thestersand a the nationa
level should collaborate asthesituationa requirementsdictate. During peacetime, routine, informal
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EVALUATION OF RELIABILITY AND CREDIBILITY

Reliability of the Source Credibility of the Information

Completely Reliable 1 Confirmed by Other Sources
Usually Reliable 2 Probably True
Fairly Reliable Possibly True

Unreliable Improbable

3

Not Usually Reliable 4 Doubtful
5
6

Reliability Cannot Be Judged Truth Cannot Be Judged

Figure llI-17. Evaluation of Reliability and Credibility

collaborationamongintelligenceandystsshould beencouraged withinguiddinesestablished by the JFC
orjointforceJ-2.

c. TheJoint IntelligenceVirtua Architecture(J'VA) Collaborative Environment (JCE), whichis
access blethrough JWICSandthe SECRET Internet Protocol Router Network (SIPRNET), provides
theprimary meansof collaboration among geographicaly dispersadinteligenceandysts. JCE provides
andystswith chat, ingant messaging, dataconferencing, web presentati on, and knowledgemanagement
toolsto cresteavirtud collaborativeenvironment.

27. Databases and Virtual Knowledge Bases

a Intelligence databases are repositories of collected data, processed information,
and finished intelligence products, and provide analysts with the technological meansto
rapidly retrieve, sort and correlaterelevant information. Intelligence databases are usualy
designed to support specific requirements and functions, and are therefore often “ stovepiped”
according tointelligencedisciplines. For examplethe NGA National Exploitation Systemisthe
repository for imagery analysis and production, and the SIGINT On-Line Information System
containscurrent and historical finished SIGINT products. The “stovepiping” of information by
intelligence discipline or production category limits the potential timeliness and quality of
intelligence production, as analysts are forced to search multiple databases for relevant
information. Furthermore, asdatabases grow in volumeand complexity, potentialy vital pieces
of information may become increasingly difficult for analyststo find and retrieve. In order to
overcomethislimitation, virtual knowledge bases have been designed to serveasintegrated
repositoriesof multipledatabasesaswell asreferencedocumentsand open-sourcematerial.
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Intelligence databasesare described in greater detail in Chapter V, “ Intelligence and the Global
Information Grid.”

b. Virtual knowledgebasesareessentialy databasesof databasesorganized around geographicd
ortopicd “communitiesof interest.” They providethemeansfor andystsandintelligenceconsumersto
eadly accessthemost current information and intelligence availablein multiple databasesand other
reference sources. Knowledgebasesconsst of eements(knowledge objectsand knowledge
packets) that can sand aloneor becombined to makevirtual documentsthat can betailored
totheuser sneads. Knowledgebaseslogicaly organizeinteligenceissuesinahierarchy thet facilitetes
andyticproblemsolving (seeFgurell1-18). Additiondly, dynamiclinksamongknowledgebasedements
makeit possibleto automatically and s multaneoudy updateintel ligenceproductsasnew informationis
received.

28. Products

Intelligence products produced by or for the subordinate joint force are described below
and in Figurell1-19.

VIRTUAL KNOWLEDGE BASES

A Virtual Knowledge Base maintains the published analytical
conclusions of the Intelligence Community in an electronically
accessible form organized according to a taxonomy.

Knowledge Packet Taxonomy

Offensive Chemical
Warfare Capability

Military Chemical
Capability Industry

Economics

Knowledge Packet: A collection of
knowledge objects about a particular
subject that can stand alone or be
combined to make virtual documents.

e Produced/stored/retrieved based on
substance and not on traditional
product type.

e Dynamic content.

e Stands alone or merges with other
objects.

¢ Tailorable - user can customize own C3 Command, Control, and Communications
retrieval/display based upon interest GB Sarin, a nerve gas
and classification. VX Nerve agent

Figure 111-18. Virtual Knowledge Bases
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INTELLIGENCE PRODUCTS

Indications
and Warning
(1&W)

Current
Intelligence

General
Military
Intelligence

Targeting

Scientific
and Techincal
Intelligence

Current intelligence reports from organic assets, theater I&W
support, and correlation of force movements in the joint
operations area (JOA).

National level provides tip-off and warnings of imminent or hostile
activity.

Military and political events of interest from joint intelligence
center (JIC), joint intelligence support element (JISE), and national
sources. Counterintelligence on current foreign intelligence
activities.

Reports on joint force operations.

Summaries and briefings by JIC, JISE, and national organizations.
Open-source intelligence in the JOA.

Tailored to specific mission: Political, economic, and social aspects
of countries in the JOA. Information on organization, operations,
and capabilities of foreign military forces in the JOA.
Counterintelligence on foreign intelligence capabilities and
activities, as well as terrorism which impacts on the force
protection mission.

Formats: Military Capabilities Assessment, Military-Related Subject
Assessment, Adversary Course of Action Estimate, Foreign
Intelligence Threat Assessment.

Basic target graphics from theater operation plan and/or operation
plan in concept format.

Quick response graphics to support contingencies and crises.
Theater target databases and country target materials.

Adversary weapon system capabilities and vulnerabilities.
Medical capabilities and health services available in the JOA.
Potential collateral effects from attacking weapons of mass
destruction sites.

Figure 111-19. Intelligence Products

a l&W

(1) Thel&W processanalyzesandintegratesoperationsand intelligenceinformationto
assesstheprobability of hostileactionsand providessufficient war ningto preempt, counter,
or otherwise moder atetheir outcome. Thefocusof I&W varies at each echelon, and is most
specificat theoperationd andtactica levels.
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(2) Subordinatejointforcel& W rdiesontip-offsfromall sourcesa dl levels. Anintegrated
andrespongveintdligencearchitecturemus beestablihedto sty theater requirements 1& W intdligence
reguirementsindudethefollowing:

(@ Locd orregiond government capability to ded withthestuetion.

(b) Adversary intentions, capabilities, preparations, deployments and related
activities, and possible methods of attack.

(0) Adversary mativations, possibletriggering events, godsand objectives.

(d) Changesinadversary force dispositions, military activities, and mobilization
status.

(e) 10 capabilitiesin the region.

(f) Required military and civil mobilization preparations prior to military action
taking place.

(g9) Nonmilitary activity that could ater the situation, such as drastic changesin
either friendly or opposing forces palitical, economic or socia situations. Other nonmilitary
activitiesmay include environmental factors such aswesather, disease, and/or dispersion of toxic
industrial materias (TIMS).

(h) Status of other military forcesin the operationa area.

THREAT WARNING

Threat warning is closely associated with, but functionally distinct from
indications and warnings. Threat warning is the urgent communication
and acknowledgement of time-critical information essential to the
preservation of life and/or resources. The nature of threat warning is
urgency. The sender of threat warning must always strive for
acknowledgement of receipt of the alert. Although often times initiated by
intelligence reporting and/or tip-offs, threat warning is an operations
function that can be similarly initiated by operating forces, security elements,
law enforcement, or civilian organizations. Different operational
environments and situations lend themselves to different intelligence
disciplines contributing to threat warning. Military operations in urban
terrain may benefit from human intelligence-derived threat warning, whereas
signals intelligence or measurement and signature intelligence-derived
threat warning may prove critical during stabilization or air operations.

SOURCE: Various Sources
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b. Current Inteligence

(1) Currentinteligenceinvolvesproducingand disseminatingall-sour ceinteligenceon
thecurrent Stuationinaparticular area. Itissmilartol& W inthat both depend upon continuous
monitoring of world eventsand specificactivitiesinthe combatant command SAOR. Thesubordinate
joint forcerecaivescurrentinformationfromal levelsof thel C.

(2) Duringtheinitid stagesof an operation, the subordinatejoint force J-2 should assessthe
adequacy of intelligence provided by the combatant command J C and availablethrough networked
databasesand submit prioritized RFIsto satisfy immediateintelligence needsand gapsin coverage.
During sustained operations, the subordinatejoint force' s coll ection assetswill be supplemented by
thesater and nationd support, to providethejoint forcewith current intelligencefor useinintelligence
assessments. Information requiredindudes, butisnot limitedtothefollowing:

(8) Adversary capahilities, probable intentions, and will to use military force,
where, when, in what strength, and with what forces and weapons.

(b) The adversary’s operationa plans.

(©) Theadversary’s COGs.

(d) Theadversary’svulnerahilities.

(&) Andysisof theoperationd areaincluding terrain, hydrology, infectiousdisease
and environmental factors, manmadefesatures, demographics, and thelocation, type, and quantities
of TIMs.

(f) Current and forecast METOC conditions which include the entire range of
atmospheric phenomena extending from the earth’s surface (cloud cover, precipitation, winds,
and other METOC conditions) into space (Spacewegther), aswell asdl of the marine environment
from the bottom of the ocean to the air and/or sea interface (surf, sea conditions, or other sea
interfaces).

(9) Military and political events.

(h) Status of strategic transportation nodes, to include major arfields, seaports,
and surface networks.

(i) Adversary WMD assets, WMD-related facilitiesand activities(e.g., movement
of WMD materials, technology and expertise to hostile states and terrorist organizations).

() Adversary foreign intelligence and security activities.

(3) Currentintelligenceand generd military inteligence (GMI) effortsareinterdependent.
Theintelligencega ned during devel opment of current intelligenceformsthebag sfor the GMI effort.

11-39



Chapter 111

c. General Military Inteligence

(1) GMI includes pertinent information concer ning the political, economic, and
social aspectsof foreign countriesaswell asall infor mation on the or ganization, oper ations,
facilities, and capabilities of selected foreign military forces. GMI is tailored to specific
subordinatejoint forcemissons. Specificdly, GMI dedswithinformationontheitemslistedin Figure
111-20.

(2) Fusedjoint intelligence assessments are listed below.

(& Military Capabilities Assessment. Determining the adversary’s potential
military capability includes the identification of forces and dispositions, an evaluation of the
adversary’svulnerabilities, and an assessment of the adversary’ s ability to employ military force
to counter the objectives of friendly forces. The combatant command JIC is the subordinate
joint force's primary source for al types of military capabilities assessments. Subordinate joint
force components continuoudy provide information to the joint force J SE to update military
capabilities databases. The five mgor components of an opposing force addressed in the
assessment are asfollows:

GENERAL MILITARY INTELLIGENCE CONCERNS

Adversary training, doctrine, leadership, experience, morale of forces, state of
readiness, and will to fight

Adversary’s strengths and weaknesses, force composition, location, and
disposition, including command, control, communications, computers, and
intelligence, logistics and sustainment, force readiness and mobilization
capabilities

Basic infrastructure (power, resources, health, population centers, public
infrastructure, and production and storage facilities for toxic industrial materials)

Hydrographic and geographic intelligence, including urban areas, coasts and
landing beaches, troop handling zones, and geological intelligence

Capability and availability of all transportation modes in the operational area
Military materiel production and support industries

Military economics, including foreign military assistance

Insurgency and terrorism

Military-political and/or sociological intelligence

Location, identification, and description of military-related installations
Survival, escape, resistance, and evasion

Government control

Figure 111-20. General Military Intelligence Concerns
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1 Leadershipand C2. Anassessment of theadversary’sability todirect forces
toaccomplishadesgnated mission. Includesinformation on C2 nodes, linesof authority and reporting
chains, and biographica dataonkey personnd.

2. OB. Identifiesforce componentsand assessesthe strengths, structures, and
dispositionsof the personne and equipment of the opposing military force, toincludeWMD.

3. ForceReadinessand Misson. Assessestheadversary’sreadiness, aswell
asthedoctrineit wouldfollow and strategy and tacticsit would employ, to achieveitsobjectives.

4. Force Sustainability. Assesses the ability of the force to logistically
maintain the level and duration of combat activity (i.e., industria, transportation and military
infrastructure, supply status, attrition rates, and the adversary’s morale) necessary to achieve
objectives.

5. Technical Intelligence. Assesses the technical sophistication of forces,
units, and weapon systems, to include WMD, as well as their capabilities, constraints,
vulnerabilities, and countermeasures.

(b) Military Related SubjectsAssessment. Thistypeof assessment can provide
indicators of an opposing force's capabilities and vulnerabilities, including its warfighting
sustainability. Examples are asfollows:

1. C4 Systems. An assessment of the adversary’s C4 systems (i.e.,
telecommunications nodes and networks) to determine availability, connectivity, and
vulnerabilities.

2. Defense Industries. An assessment of industrial production capacity,
available stockpiles of goodsand raw materiass, natural resources, and reconstitution capability.

3. Energy. A listing of power sources and distribution network locations
and capabilities.

4. Military Geography. A study of the impact that geographic features
may have on planned operations, force deployment, and movement within the joint operations
area (JOA).

5. Demography. Understanding the dispersion and cultural composition of
the population (i.e., language, religion, socioeconomic status, and nationality or ethnic groups)
in the operational areacritical to the nature of the operations to be conducted.

6. Transportation. Thelinesof communications(LOCs) (i.e., location and
capacitiesof arports, ports, and harbors; types, locations and capacities of roads, bridges, railways,
and waterways) and equipment required by military, and/or civil-military related activities.
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7. Space Systems. An assessment of the adversary’sinherent and available
space capabilities and infrastructure.

8. Environmental Congderations Oil dumping, ignitionaof ail fieldfires, diseases
and hedththreets(e.g., contaminated areasand avail ability of water supplies), and other environmentd
factorsthat could affect military operations. (Thecombatant command J Cistheprimary sourcefor the
latest intelligenceassessmentsof environmenta consderations,)

9. Medical. Availahility of foragnmilitary and dvilianmedicd fadilities eguipment,
and suppliesaswell as professiona medical personnd to treat casudties. Infectiousdiseaseand
environmenta healthrisks, and scientific and technica devel opmentsin bictechnology and biomedica
subjectsof military importance. Anassessment of preventivemedicineeffortsand themedi cd environment
inwhich multinationa forceswill operateisimportant to ensurethecorrect medicine, clothing, and
immunizationsareavailabletothefriendly forcesand thelocd population. Particular atentionmust be
padtobiologicd warfare(BW) threatsbecausethey may bedifficult todetect. Duetothepotentid use
of vectors toindudehumans andthelimitationsof automated BW detectionsysems, medicd intdligence
and epidemiologicd reporting may providethefirg indication of abiologica atack.

10. METOC Support toMilitary Operations. Climatology and METOC
patterns affect friendly and adversary military operations. Understanding the opposing force's
ability to assessMETOC dataisimportant in analyzing how the adversary may plan and conduct
operations. For example, chemica and biologica weapons effects are highly dependent on
weather conditions. (The combatant command JC or equivaent and the Joint METOC forecast
unit or desgnated theater METOC unit are primary sourcesfor assessing climatology and METOC
patterns and the adversary’s METOC capabilities.)

(c) Multidisciplined ClI. Multidisciplined Cl threat analysisevauatesal foreign
intelligence and security services disciplines, terrorism, foreign-directed sabotage and related
security threats. Anaysisfocuses on the JFC's ability to sustain forward operations and protect
L OCs and main supply routes. Multidisciplined Cl andysisincludes detailed input to JIPB.

COUNTERINTELLIGENCE

Counterintelligence (Cl) input to vulnerability assessments identifies
weaknesses and vulnerabilities to friendly operations and activities that
may be exploited by an adversary. Clinput to threat assessments includes
the current or projected capability of a foreign intelligence service to limit,
neutralize, or negate the effectiveness of a friendly mission, organization,
or material item through collection efforts, espionage, or sabotage. A
personalities, organizations, installations and incidents database provides
indications and insights into the motivations and ideologies of those who
may come into contact with or influence the joint force’s operational area.
Investigative reports provide insight into potential weaknesses of foreign
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intelligence services. A commander can request and use Cl information to
protect personnel, equipment, and facilities.

SOURCE: Various Sources

(d) IntdligenceEgtimate. Onceabasic understanding of thethreat and pertinent
military-related subjects has been gained, it is necessary to try to view the situation through the
adversary’s eyes, visuaize which COAs are available to the adversary, analyze the advantages
and disadvantages of each from the adversary’s perspective, and estimate which is the most
likely option to be chosen. The intelligence estimate should also contain an assessment of al
adversary COASs, especidly theadversary’ smost likely COA and the COA determined to be most
dangeroustofriendly missionaccomplishment. Thejoint force J SE and the combatant command J C
aretheprimary sourcesof informationin support of theseestimates.

Appendix D. “ Sample Intelligence Estimate Format,” provides a generic example of the format
for anintelligence estimate.”

d. Target Intdligence. Targetintelligence portraysand locatesthe componentsof atarget or
target complex andindicatesitsvulnerability and relativeimportance. All-sourceanalysisprovides
comprehengvetargeting intelligencerequired for the commander to achieve operationa objectives.
Tar get intelligenceincludesfixed and moving tar getsand providesanalysesof construction
(tosupport weaponeering) and Sgnatur es(tosupport tar get detection). Itiscriticd thatintelligence
andysessupporting targeting remain cond stent throughout thejoint forceand component commeands.
TheCOPanditssupporting Globa Command and Control System Integrated |magery and Intdligence
(GCCSH13) capatiility promotethisunity of effort in providing acommon set of data, informationand
intelligence. Targeting productionrequirementsindudethefollowing:

(1) Adversary means, methods, goals, options, objectives, strengths, weaknesses,
values, and critica nodes and elements as determined through target system and functional
analyses.

(2) Target threat characteristics and vulnerabilities.

(3) Adversary COGs.

(4) Andysisof information warfare and other nonlethal weapons.

(5) Precisetarget location, construction information, and target Signatures.

(6) Potentid collaterd effectssuchasrdeaseof TIMsor chemicd, biologicd, or radiologica
materid.
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SPECIAL OPERATIONS TARGET INTELLIGENCE PACKAGES

The special operations target intelligence package (TIP) is developed by
the theater joint intelligence center. TIPs contain timely, detailed, tailored,
and focused multi-source information describing the target; the climate,
geography, or hydrography; the demographic, cultural, political, and social
features of the operations area; and the threat, to include strategy and force
disposition of military, paramilitary, or other indigenous forces and security
or police forces of danger to US elements. The TIP must also contain current
imagery of the target and joint operations area, as well as accurate
geospatial products and information.

SOURCE: Various Sources

e. Scientificand Technical Intelligence. S& T1 looksat foreign scientific and technical
developmentsthat have or indicate a warfare potential. Thisincludes medica capabilities
and weapon system characteristics, capabilities, vulnerabilities, limitations, and effectiveness,
research and development activities related to those systems, and related manufacturing
information. S&TI collectors acquire adversary equipment and information in peacetime and
war. Theinformation isneeded to preclude scientific and technol ogical surprisesand advantages
by an adversary that could be detrimental to friendly personnel and operations. S& T to support
the research and development of friendly systems and countermeasures is gathered through
foreign materiel exploitation, foreign materiel acquisition, and captured enemy equipment (CEE)
programs.

29. Support to Operational Commanders

a. Combatant command, Service, and defense agency production centerswill provide the
Defense Intelligence Production Functional Manager with periodic status reports on their
respective center’s capability to meet assigned tasks. Production-related responsibilities of
combatant command J-2s (see Figure I11-21) include the following.

(1) Toserveasoveral shared production program (SPP) managersfor their respective
production center.

(2) Toidentify, consolidate, and validate command intelligence requirementsfor which
intelligence production must be satisfied by maintenance and entry of datain SPP or command
automated databases.

(3) To participate in production program reviews and other forums.

(4) To coordinate the tasking and assignment of production responsibilities to the
production center within the command’s chain of command. For areas outside the theater JIC
cgpabilitiesand respongibilities, forward arequest for production to thegppropriatecommand, Service,
or DIA.
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PRODUCTION RESPONSIBILITIES

Combatant
Command

Manage Shared Production Program

Identify, consolidate, and validate
command intelligence requirements

Represent command in production
forums

Coordinate tasking and assignment of
production responsibilities within
chain of command

Submit production requirements when
needed

Develop command intelligence
architecture

Oversee command production center
Deconflict production requirement

Joint Intelligence
Center

Current or indications and warning
intelligence

Potential adversaries order of battle and
associates facilities

Foreign military forces’ training and
readiness

Physical environment information

Joint intelligence preparation of the
battlespace

Target support
Support to joint planning and/or exercises

Predeployment support and tailored
intelligence for the command

Background and tactical intelligence for
US and multinational forces

priorities

Joint Force Joint
Intelligence Staff

Intelligence support to targeting
Combat assessment
Information operations

Figure 111-21. Production Responsibilities

(5) To develop command architectures with the necessary capacity, connectivity, and
processing power to host, manipulate, and exchange intelligence required to support command
operations.

(6) Tooverseeactivitiesof thecommand production center to ensureprovision of timely,
accurateintelligenceto theater consumersand/or operators.

(7) To deconflict production requirement priorities.

b. A combatant command’sintdligenceproductionisperformed by aproduction center,
or JIC,whichisassgned dir ectly tothecombatant command in support of theater or specialized
forces. The J Csarethecornerstonesfor fulfilling theintelligence requirementsof the geographic
combatant commanders and their subordinate commanders. The J Csprovidetailored, finished
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intelligence products in support of theater mission planning and execution. Production-related
respongbilitiesof the J Cindudeandys sand production of thefollowing:

(1) Current and/or 1&W intelligence for forces deployed in the command’'sAOR.

(2) Potentid adversaries OB and associated facilitiesand ingtd lationsassigned under the
SPR toincludeassessing thegenera miilitary capabilitiesof thoseforces.

(3) Foreign military forces unit-level training and/or operational readiness.

(4) Physcd environmentinformation (including devel opment of terrainandysisproducts) in
areasof potentid operations.

(5) JIPB in support of joint operation planning and ongoing operations.

(6) Target support, including development of target materials, BDA, wegponeering,
target analysis, and specia operations target intelligence packages.

(7) Information to support command-sponsored joint planning and exercises.

(8) Predeployment support and tailored intelligence produced elsewhere to meet the
specific requirements of the command'’s customers.

(9) Background and tactical intelligence for customers within the theater, including
US and multinationa forces.

c. Detailed intelligence is a critical requirement for conducting targeting.
Responsibility for tar geting resdeswith the JFC. However, JFCsnormally will delegate the
authority to conduct execution planning, coordination, and deconfliction associated with targeting
and will ensurethat the processisalso ajoint effort invol ving applicabl e subordinate commands.
The JFC's guidance directs and focuses operation planning and targeting to support the concept
of operation. Thejointforce J-2isresponsiblefor intelligence support totargeting. Thetargeting
process sdlects and prioritizes targets (geographical areas, installations, activities or facilities
planned for capture, disruption or destruction by military forces) and matches the appropriate
responseto them, taking into account operational requirementsand capabilities. Targeting entails
the analysis of adversary Situations relative to the mission objectives.

A detailed description of joint procedures for intelligence support to targeting is found in JP
2-01.1, Joint Tactics, Techniques, and Procedures for Intelligence Support to Targeting.

d. Combat assessment (CA) isthe determination of the overall effectiveness of force
employment during military operations. CA iscomposed of three magjor components: BDA,;
munitions effectiveness assessment; and reattack recommendation. Intelligence production
support for CA includes detail ed assessments of damageto the adversary’sfacilitiesand combat
capability, summariesof adversary actions, predictionsof adversary intent, analysisof collateral
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damage, and recommendationsfor futureoperations. The J-3, withinput from component commanders
andthe J-2, hasprimary respongbility for CA. During theplanning and execution of joint operations, a
critica respongbility of the J-2isto accumulate, consolidete, and report battle damageinflicted onthe
adversary asaresult of combat operations. Timely and accurate BDA facilitates current and future
operations. BDA incorporatesassessmentsof physical, functional, and target syssem damage. The
JFC requirescontinuousfeedback onthesatusof missonobjectives, and operatorsneed BDA input to
determinetherelative successof completed attacks, the necessity and timing of restrikes, and the
sdection of follow-ontargets.

More information on CA can be found in JP 2-01.1, Joint Doctrine, Tactics, Techniques, and
Procedures for Intelligence Support to Targeting.

HUMAN INTELLIGENCE AND TARGETING

“Identifying military targets was difficult [during DESERT STORM]; however,
information acquired by human intelligence (HUMINT) operations improved
targeting and destruction of significant military facilities in Baghdad,
including the [Ministry of Defense] MOD and various communications nodes.
In addition to blue prints and plans, HUMINT sources provided detailed
memory sketches and were able to pinpoint on maps and photographs key
locations, which subsequently were targeted.

Sources detailed the locations of bunkers underneath key facilities, including
the Iraqgi Air Force headquarters, which was composed of several main
buildings and five underground bunkers, and the Iraqi practice of stringing
coaxial communication cable under bridges rather than under the river beds
in Baghdad and southern Irag. This information was the deciding factor in
the decision to target key bridges in Baghdad. Sources identified the
communications center in Baghdad; less than 12 hours later, this facility
was destroyed. Information obtained from EPWs [enemy prisoners of war]
also helped planners direct effective air attacks against troops and logistics
targets.”

SOURCE: Final Report to Congress
Conduct of the Persian Gulf War, April 1992

e. 10 targets information, information-based processes, and information systems.
The information system components consist of human factors, links and nodes. Offensive 1O
attacksan adversary’ sinformation infrastructure, erodes confidencein theinformationit provides,
and enables commanders to operate within the adversary’s decision-making cycle. Defensive
IO protects the friendly information systems, maintains confidence in its ability to support
operations, and shortens decision cycles. DIA and the nationa S&TI centers provide technical
analytical support and parametric database information to the combatant commandsin avariety
of recurring and ad hoc documents and reports. Combatant commanders, component
commanders, and subordinate JFCs plan and execute 1 O.
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30. Production Responsibilities

a. Production centers at all levels are assigned clearly delineated areas of analytical
responsibility acrossthe range of military operations. These centers support the efficient use of
production community resources, prevent duplication of effort, and providetimely support to customer
requirements. Production center saredesignated aseither primary or collabor ative.

(1) Primary production center sproducethebulk of finished inteligenceproducts. A
center designated asprimary will betheauthoritative sourcewithinthe DODIPPfor finishedintdligence
on designated topicsand geographicd aress.

(2) Collaborative production centers are designated because they possess a
production capability distinct and uniquefrom that possessed by the designated primary production
center for the same topics and geographica areas. A center designated as collaborative will be
the authoritative source within the DODIPP for finished intelligence on designated subsets of
the topics and geographical areas for which the primary production center isresponsible.

(3) Responshilities of dl production centersinclude:

(8 Accomplishing the required production for the specified combination of
substantive topic (intelligence fusion center) and geographical aress.

(b) Identifying resourcesfor thetopic, including systems, funding, and specidists.

(c) Assuming lead or contributing production center responsbilitiesfor validated
production requirements.

(d) Requesting collection for any essential information gaps.
(e) Completing origina research on the topic.

(f) Producing assigned categories in shared national-level databases (such as
Modernized Integrated Database [MI1DB]) within the topic and/or geographical area.

(9) Providing andysisand substantivejudgmentsinresponseto vaidated customer
requirements.

b. The DODIPP is structured to capitaize on the anaytical and production resources of
the entire DOD Intelligence Production Community (DODIPC) and to focus expertise and
maximize output to the consumer. The structure is an explicit, logical divison of activities,
responsibilities, and accountability among nationa , Service, and combatant command production
centers, and by the nationd-level military intelligence forums. SPP structure and procedures
facilitate centrd management and decentraized execution of defense intelligence production.
SPPisdescribed morefully inAppendix F, “ Department of Defense Shared Production Program.”
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c. The combatant command J-2 identifies and validates command oper ational
requirements. Thecommand sproduction center (J C) schedulesand accomplishesproductionactivities
for thethester, focusng on producingtailored, finished inteligencein support of theeter missonplanning
andexecution.

d. Atthesubordinatejoint forcelevel, production focuses on the fusion of all-source
intelligence from components, the combatant command JIC, and national sources to
support the joint force misson and operations. The combatant command JIC receives
informationfromdl echel onsand performsadl-sourceandysi sand production. Itistheprimary source
fromwhichsubordinatejoint forcesrecaveintdligenceandintdligenceproductsonther aressof intered.

e. Lower echeonsrequest, or pull, thetailored intelligence productsthey need from
intelligencedatabasesedectronically availableat inteligencecenter sat all levels. Thisconcept
allows JFCsto acquirerelevant intelligence, based on their mission and the specific phase of the
ongoing operation, using intelligence databases physically maintained at other echelons and
locations. The combatant command J-2 remainsresponsiblefor the coordination of intelligence
information in-theater and managesthe flow of intelligence through direct communication with
each command and Service. The push and pull concepts are discussed further in Section E,
“Dissemination and Integration.”

31. Request Management

a Customers communicate requirements to their supporting intelligence office, an
existing military element or individua that serves DODIPC customers, which articulates the
customers needsasan RFI. RFIsstate questionsthe customer wants answered or contain other
specific intelligence needs, such as countries and topics required, in databases, target materias,
and hardcopy or other production media. RFIsaso specify the variouslevels of detail required
aswell astheperiodicity of productionand updates. An RFI templateiscontained in COLISEUM.
COLISEUM automates the DODIPP procedures for registration and assignment of RFIs and
subsequent tracking of the RFI.

b. After the supporting intelligence office surveysloca resourcesto ensure the requirement
does not duplicate existing or scheduled production, it completes and forwards the RFI to the
validation office (VO) at thenext level inthe Service, combatant command, or DIA chain. DIA/
DI, each Service, and each combatant command hasa VO to processand validatethe PRs
submitted by their organizations supporting intelligence offices. The validation process
shall include a determination as to whether the requirement submitted by the supporting
intelligence office has been properly identified as a PR or should be addressed by other means
(e.g., asacallection requirement or request for personnel or operationa support).

c. Uponvadidation, theVVO determinesif the requirement should bedivided among multiple
producers based upon the specifics of the PR and the expertise of the various production centers.
TheV O then assignsproduction respons bilitiesand transmitsthe assigned PR(S) to the gppropriate
production center(s) with information copies to possible collaborative production centers.
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Smultaneoudy, information copiesaresent tothe Defense I ntelligence Producti on Functiond Manager
(Director, DI).

d. Once requirements are assigned to a primary production center, the center coordinates
theeffortsof al collaborating production centersfor the designated product. All centersschedule
the production of eech PR cong gent with other assigned prgjectsand DODI PPpriorities. Thecommander
and/or director of each production center isrespons blefor submitting abinding, for-the-record assessment
of the center’sahility torespondtoeach PR.

e. After coordinationwith collaborating centers, the primary production office providesawritten
interim responseto the customer, Sating theformat and type of document it will produceand citinga
find responsedate. Copiesof theresponsearesent smultaneoudy totheassigning VO(9), thecollaborating
production centers, and the DefenseIntelligence Production Functiond Manager.

32. Prioritizing Requirements

a. All requirements must be identified, documented, and prioritized. Whenever
possible, customer requirements should be satisfied with either existing intelligence products or
modifications to existing products to prevent duplication of effort. Intelligence products must
bein aformat that the customer can understand and apply.

b. The subordinate joint force J-2 is the focus for al intelligence requirements generated
within the joint force staffs and/or at lower echelons. These requirements are satisfied by the
joint force J-2 through information the J-2 holds, can access via databases, or can acquire by
organic collection assets. If internally generated requirements cannot be satisfied by organic
joint force assets, thejoint force J-2 shdl vaidate and prioritize these requirements and submit
them as RFIs to the combatant command JC. This includes production and/or collection
requirementsthat can be satisfied only by combatant command resourcesor by nationa agencies.
If a combatant command JC cannot satisfy these RFIs, it will forward them directly to the
NMJIC for production or assgnment to the appropriate national agency as necessary. Once
RFIsand/or PRs have been submitted and accepted at any echelon, collection action isinitiated
as necessary. While the status of the RFI/PR is managed at each echelon, the subordinate joint
force J-2 isresponsble for tracking the status of joint force and component RFIs and ensuring
feedback to components on the status of their requirements (see Figure 111-22).

SECTION E. DISSEMINATION AND INTEGRATION
33. Overview

The timely dissemination of critical information and finished intelligence to appropriate
consumersisparamount to attaining and maintaining information superiority. I ntelligencemust
bedisseminated in such amanner that it isreadily accessbleby theuser. Timeconsderations
dictate that information is“pushed” in away that is automatically rendered or visualized in the
GCCSCOP. Theintegration of intelligenceinto the COPisfacilitated by the GCCS-13 mission
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PRODUCTION REQUESTS

Organic or Accessible Databases

Organic Collection Assets Component
Commands

Existing Product
Modified Product

N Bl Subordinate Joint

Force Joint
Intelligence Staff

Combatant National Agencies

Command Joint
Intelligence Center

Push vs Pull

PR Validation Office

COLISEUM: Community on-line (PR) - COLISEUM
intelligencg system for end- Production Requirement INTELINK

users and managers Databases
RFI: Request for Information

Figure IlI-22. Production Requests

gpplication. GCCS-13 enhancesthe COP by providing astandard set of integrated, linked toolsand
sarviceswhich giveready accesstoimagery andintelligencethat isseamlesdy plotted onthe COR.

a The J-2, at each echelon, manages the dissemination of intelligence to the user.
Intelligence must be provided in aform that is readily understood and directly usable by the
recipientinatimely manner without overl oading theuser and, & thesametime, minimizingtheload on
communicaionscapahilities. Itisasoimportant to providefor maximum possiblerd eeseof gppropriste
classfied reporting, andlys's, and targeting datato multinationa forces.

b. Dissemination consistsof both “ push” and “ pull” control principles(seeFigurelll-23).
The" push” concept dlowsthehigher echelonsto pushintdligencedownto satisfy existing lower echelon
requirementsor toreay other rdlevantinformationtothelower leve. Thisindudeswamningdatainitialy
received only & thenationd or theater leve; other criticd,, previoudy unanticipated materid affecting
joint operations,; intelligencewhi ch stisfiesstanding informeation requirementsby asubordinateunit; or
specially prepared studies requested in advance by the subordinatejoint force J-2. The* push”
concept ismanaged through the Defensel ntelligence Dissemination System (DIDS). DIDS
containstheintelligenceconsumer’ sstatement of intelligenceinterest (SI1). Whenaproducer wantsto
push anintelligence product to the consumer, they query the DIDS database and createadistribution
list. The"pull” concept involvesdirect electronic accessto databases, intelligencefiles, or
other repogtoriesby intdligenceor ganizationsat all levels. Anincreasing number of intelligence

[11-51



Chapter 111

DISSEMINATION

PUSH
Allows the higher echelons to
push intelligence down to
satisfy existing lower echelon
requirements or to relay other
relevant information to the
lower level.

PULL
Involves direct electronic
access to databases,
intelligence files, or other
repositories by intelligence
organizations at all levels.

Figure 111-23. Dissemination

“pull” productsareavailableon INTELINK or INTELINK-S(collateral verson), STONEGHOST
(Commonwedthversonof INTELINK), INTELINK-P(Policynet), and other netiond andtheater file
sarvers. Thepull” methodisfar quicker, and morepreferred, than RFI/PR submission, provided the
desredinformation dready exigsinausableform. However, ajudiciouspushmay beneededtoavoid
overloading thelower, support HQ. TheGloba Broadcast Service (GBS) aso providesagresatly
enhanced cgpability todistributemultiplekindsof deta, ind uding bandwidthintensvevideoandimegery,
tod|l levelsof command. Additiondly, thecapebility todirectly broadcad threst warning dert notifications
by meanssuch asthe NSA-provided TRIBUTARY voicethrest warning network, enablesthedirect
“pudh” of time-criticd informationfroman1 SR sourcetothosefriendly assetsmog at risk. Smilarly, the
utilization of information workspace and related capability of secureinternet relay chat enablesthe
collective® pull” of threat warninginformation by dl subscribers

¢. During operation planning, the J-2will coordinatewiththe J-3, logisticsdirectorateof ajoint
daff (3-4), J-5, 36 and component commeandersto ensurethat specific transportation assets, personnd,
equipment (epecialy communications) and procedures (e.g., in-theeter courier airaraft, vehides, liason
teams, networked intelligenceworkgations, facamile[FAX], voice, and other procedures) areavailadle
for disseminatingintdligenceandintdligenceproductswithintheAOR and/or JOA. TheJ-2' sinvalvement
during operation planning ensureshisunderstanding of theintelligenceproductsnesded, requiredtimeliness,
consumer locations, andlogigticandinfrastructureassetsavail ableto supportintelligencedissemination.
Thisisparticularly important when assetsand infrastructure may beaustereand L OCsextended.
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d. Akeytooperational successisthetimely and accuratedissemination of intelligence
todeployed units. Thedissemination manager ensuresthe efficient dissemination of intelligence
products to the user. A dissemination program manager (DPM) works with the dissemination
systemsto get the product to the user. Dissemination managers, in cooperation with the combatant
command sDPM, must ensurethat appropriatemailing addresses, DefenseMessage System (DMYS)
message addressesand routing indicators, and specia security office (SSO) security accreditationare
requested and established for thoseunits. Thisadminigrativeinformeation must becommunicatedtoand
vaidated by thecommand DPM, whowill providetheinformationto DIA and other supporting netiona
agencies. Further, thesubordinatejoint force J-2 shoul d coordinate communi cationsreguirementswith
thejoint force J-6 during the planning phase of the operation.

34. Dissemination M ethods
a Softcopy Dissemination

(1) Softcopy dissemination has become the predominant method of
communicating finished intelligence productsto the consumer. Publication producers and
consumers have transitioned to an al-electronic product environment to improve the timeliness
of intelligence dissemination and to reduce the amount of hardcopy distribution required.
Reporting and archiving using electronic methods increase the IC’s capability to use eectronic
means to deliver intelligence to operationa forces. Communications tools such as the JWICS,
SIPRNET, JDISS, Defense Intelligence Network, Open Source Information System (OS1S),
GCCS, INTELINK and/or INTELINK-S, Integrated Broadcast Service via the GBS
communications pipe are being integrated within the Global Information Grid (GIG) to deliver
intelligence whenever and wherever required.

(2) JWICS and SIPRNET dites that have eectronic publishing capability can pull
electronic products. INTELINK and INTELINK-S congtitute the IC architecture for sharing
and disseminating intelligence, alowing organizations to have the ability to produce their own
documentsor contribute (collaborative publishing) to the creation of other documentsthroughout
the electronic publishing community.

(3) Each J2 dteroutindy has accessto several daily current intelligence documents,
including avariety of DOD and nationa agency products. Other documents (current and finished
intelligence) as well as intelligence information reports and imagery are aso being posted to
sarvers(eg., INTELINK, INTELINK-S, OSIS - unclassfied only) for access by the combatant
commands and subordinate joint forces. Other softcopy products include messages and
intelligence databases maintained by nationa-level agencies or theater JICs.

(4) Electronic documents dissemination media varies (e.g., softcopy, compact disk-
read only memory [CD-ROM], digital video disk), depending on the requirements of the end
user. For example, JCswith INTELINK dissemination capability can passthefinishedintelligence
documentsto their subordinate sitesand/or createtail ored intelligence productsusing CD-ROM or
ectronicpublishing technology.
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(5) Muchof thematerid onINTELINK/INTELINK-Sisavailableto anyonewith access
toadWICSor SIPRNET termind. Withmany documentsaready located on INTELINK/INTELINK -
S itmay only benecessary for adtetote | therequester wherethedocument exists. Requestsfor other
exigting eectronic documentsshould bemadedirectly viaINTELINK or, if not directly accessble, the
request should bedirected totheappropriate DPM to satisfy therequest. The softcopy document will
inturn beplaced ether on thedissemination server for requester pull or dectronic push.

(6) TheServicesand combatant commandsar eintegr ating softcopy dissemination
technologiesintotheir intelligencear chitectur es. Thesubordinatejoint force J-2 should quickly
asesstheequipment assatsand training level sof dl assigned forcesto ensuretimely dissemination of
intelligencetod| users.

(7) DOD and Service DCGSarchitecturesareintegrated componentsof thejoint force
intelligence processing and dissemination system. The DOD DCGS uses a“smart push/smart
pull” concept which promotes bandwidth efficiency and is consistent with GIG precepts. Itis
designed to provide commanders with timely intelligence information derived from nationd,
commercia, DOD, and combined force | SR nodesviaavariety of point-to-point, broadcast, and
web-based communications networks.

b. Hardcopy Dissemination. The capability to ddiver intelligence by FAX, message,
or courier in hardcopy still remains a requirement in many stuations. In any operation
involving dlied or codlition forces, this is especidly true as US intelligence equipment and
system architectures are often not compatible or at the same security level. Additiondly, some
products, such asmaps, are often available only in hardcopy when large quantities are required.

(1) Combatant commandsmanagethe movement of hardcopy intelligenceto deployed
subordinate joint forces in coordination with the J-3, the J-4, the DPM, and the dissemination
manager. Past operations and communication limitations associated with transmitting large
format and/or color products have vaidated the continuing requirement to ship some critical
hardcopy products, such as basic target graphics, to consumers.

(2) From the beginning of any operation, the combatant command, or subordinate
joint force J-2, establishes a dedicated procedure for moving hardcopy intelligence from the
production centers to the theater and distributing it within the AOR and/or JOA. Thisincludes
nominating prioritiesto the JFC relative to available air and/or seallift resourcesfor delivery of
hardcopy intelligence support products.
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35. Integration of Intelligenceand Operations

Information superiority requiresthetimely integration of intelligencewith operationsinaneesly
understood formet that facilitatesdecison making at dl levelswhileat thesametimemaximizing the
amount of relevantinformationavailable. Furthermore, theintegration of intelligenceand operationson
acontinuousbad sdlowscommandersanddl operationd plannersaccesstothemod currentinformetion
available, thereby optimizingintdligencesupport to operation planning, preparation, execution, and CA
functions. Theprimary vehiclefor integr atingintdligenceand oper ationsisthe COP. I ntdligence
must bedisseminated in such amanner that it can beautomatically rendered or visualizedin
the COP and facilitatea shar ed oper ationg/inteligenceview of thebattlespace.

“Success in developing information superiority depends upon integrating
information from a range of sensors, platforms, commands, and centers to
produce all source intelligence. This intelligence must be part of a portrayal of the
battlespace characterized by accurate assessments and visual depiction of friendly
and enemy operations which makes the battlespace considerably more transparent
for a United States commander than for the adversary and forms the basis for
superior decision making. In short, intelligence must be displayable, digestible,
and manageable. Interoperable will not be good enough. Integration into the
Common Operational Picture is required.”

RADM L. E. Jacoby, USN
Joint Staff J-2, 2001

a TheGCCSCOPistheintegrated capability toreceive, corrdate, and display dl available
operationaly relevant information, including planning applications and theater-generated
overlaygprojections. The COPisabroad merging of inputsfrom awidevariety of tactical,
operational and national sourcesinto a single picture that servesa broad set of usersfor
multiple purposes. It facilitates decison making and planning at all levels, from Secretary of
Defensepolicy decisionstojoint force operation planning. The COPdepictsfriendly, adversary,
and third-party force digpositions and contacts on threetypes of graphical backgrounds:
vector maps (ordinary color graphic maps), digital terrain elevation data maps (topographica
relief maps), and compressed ARC digitized raster graphi cs such astopographic and aeronautical
charts. Itincludesavariety of NRT friendly and adversary air, ground and maritimetracks, threat/
warning data, andintdligencebroadcadts. Informationrecaved fromthelntegrated Broadcast System
ELINT feedsfrom orbiting satdllitesand other passve EL INT sensorsisautomatically plotted on COP
graphicdisplays. Additiondly, operatorscan manudly plot information received from other sources
(seeFigurelll-24).

b. GCCS3providesthemeansfor automatically integratingimagery and other relevant
infor mation and finished intdligenceintothe COP. Areasof interest within exploitedimagesmay
be annotated, cropped, and loaded on GCCS-13 by nationd-level and/or combatant command
intelligenceorganizations. After thisinitia download, GCCSI3isautomaticaly updated withthelatest
imagery avalableinvariousIPLs. Metadata, such asbasi cencycdopedianumbers, should beaddedto
theseimagery filesin order tofacilitatelinkageto OB databases, messagetraffic, and theair tasking
order. Thislinkagebetweenimagery and other collaterd-leve intdligenceand operationd databases
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INTEGRATION OF INTELLIGENCE AND OPERATIONS

Global Command
Integrated and Control System
Broadcast Integrated Imagery
Service and Intelligence

Common
Operational

Picture
Intelligence Operations

Figure IlI-24. Integration of Intelligence and Operations

facilitatesintelligence anaysis, battlespace awareness, operation planning, and BDA by providing
intelligenceand operationsstaffswith s multaneousaccessto thesameinformetion.

SECTION F. EVALUATION AND FEEDBACK
36. Overview

All inteligenceoperationsareinterrd ated and thesuccessor fallureof oneoperaionwill impact the
rest of theintelligenceprocess. It isimper ativethat intelligenceper sonnel and consumer sat all
levelshonestly evaluateand provideimmediatefeedback throughout theintelligence pr ocess
on how well thevariousintelligenceoper ationsper form to meet thecommander ’sintelligence
requirements. If theintelligenceprovidedtotherequester iscomplete, timely, andinausableformat,
therequirement issatisfied and subsequently dosed. If theresultingintelligencedoesnot meet theabove
criteria, thereguirement must not becond dered satisfied and, time permitting, therequirement should be
retasked for collection or production. Concurrently, remedid action must beimmediately initiated to
identify thereasonswhy theintelligence processfailed to satisfy therequirement and to ensuresuch
falureisnot repeated.

37. Evaluation

All operationsin the intelligence process are interrelated and must be evaluated to
deter minethe degreetowhich they facilitate each other and ultimately succeed in meeting
thecustomer’srequirements. For example, planning and direction establishesthe groundwork
for al other intelligence operations, but it is aso dependent on the results achieved by other
operations in the intelligence process. The collection manager evaluates collection reports,
ensures that the appropriate requesters receive a copy, and determines, in conjunction with the

[11-56 JP 2-01



Intelligence Operations

requesters, if therequirementshavebeen satisfied. Requester feedback etablishescustomer satisfaction
andfreescollection assetsand resourcesto beredirected to stisfy other ectiverequirements. Processing
and exploitation, and andys sand production areeva uated based on thedegreetowhich cusomersare
satisfied that theresultinginformation or intelligenceanswerstheir requirements. Intelligencepersonnel
and consumersat al levelsevaluatethequdity of intelligence productsrdativeto dl theattributesof
goodintelligence. Theseattributesind udethedegreetowhichintelligenceanticipatestheneedsof the
commeander, andistimely, accurate, usable, complete, relevant, objective, and avallable (seeFigurelll-
25). Findly, intdlligenceand operationspersonnd jointly eval uatehow well intelligenceisdisseminated
andintegrated with operations, and meke changesasnesded toimprovetheoverdl intdligenceprocess.

For moreinformation on theattributes of good intelligence, see JP 2-0, Doctrinefor Intelligence
Support to Joint Operations.

ATTRIBUTES OF GOOD INTELLIGENCE

Anticipatory Complete

Timely Relevant

Accurate Objective

Usable Available

Figure 111-25. Attributes of Good Intelligence

38. Feedback

Allintelligence per sonnel and consumer sareresponsblefor providingtimely feedback
to the joint force J-2 staff regarding both successes and problems with the functioning of the
intelligenceprocess. Inasmuchasdl intdligenceoperaionsareinterrdaed, afunctiond probleminone
typeof operation canresultinarippleeffect with ramificationsfor theintelligenceprocessasawhole. It
isthereforeimperativethat the J-2 saff initiate gppropriateremedia measuresassoon asfeedback is
recelved that identifiesacurrent or potentia problem. Additionaly, the J-2 staff should periodically
solicitintelligencepersonned and consumersfor ideastoimprovetheintdligenceprocess.
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Intentionally Blank
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CHAPTER IV
INTELLIGENCE SUPPORT TO JOINT PLANNING

“One should know one’s enemies, their alliances, their resources and nature of
their country, in order to plan a campaign. One should know what to expect of
one’s friends, what resources one has, and foresee the future effects to determine
what one has to fear or hope from political maneuvers.”

Frederick the Great
Instructions for His Generals, 1747

1. Introduction

a Intoday’s global threat environment, rigid sequentially-structured intelligence support
to planning must yield to a more dynamic process involving overlapping and smultaneous
activities. Military plannersand decis on makersrequire afaster, moreaccurateflow of information
and intelligence. Intelligence support in this environment requiresincreased agility to quickly
identify requirements, collect and disseminate information, and analyze and produce predictive
intelligence to support the planning process. I ntelligence support tothejoint planning effort
must be focused to ensure that it fully anticipates and dynamically responds to the
commander’s requirements and the requirements of subordinate units and/or elements.
Sharing operational, communications and intelligence information among the J-2, 33, 34, J-5,
and J-6 staffsis essentia.

b. JP 5-0 series provides detailed information on planning joint operations. The Joint
Operation Planning and Execution System (JOPES) provides the meansto respond to emerging
crisis situations or transition to war through rapid, coordinated, execution planning and
implementation. JOPEStrand atespolicy decisionsinto OPLANsand OPORDs. JOPESformats
can befound in Chairman of the Joint Chiefsof Staff Manual (CICSM) 3122.03, Joint Operation
Planning and Execution System\ol I1: (Planning Formatsand Guidance), and CICSM 3122.04,
Joint Operation Planning and Execution System\ol 11: (Supplemental Planning and Execution
Formats and Guidance).

2. Intelligence Support to Joint Operation Planning

Intelligence support to joint operation planning includes a single integrated set of
policies, activities, and proceduresapplicableto both deliberate planning and crisisaction
planning (CAP). Ddiberate plansinclude OPLANsin complete format, CONPLANswith or
without time-phased force and deployment data(TPFDD), and functiona plans. CAPisconducted
for theactua commitment of alocated forces, based on the current situation, when acontingency
response isimminent. This planning results in time-sensitive devel opment of campaign plans
and/or OPORDsfor execution. With the rel ease of Contingency Planning Guidance (CPG) 04,
combatant commandersare tasked to devel op their OPL ANsunder an Adaptive Planning System
prototype. Adaptive planning isthe systematic, on-demand, creation and revision of executable
plans, updated, as circumstances require. What sets adaptive planning apart from the current
JOPES process is the significantly truncated devel opment time and emphasis on collaborative
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toolsthat alow parald and concurrent planning to occur at the strategic and operationd levels.
Aswith any planning process, though, adaptive planning still entailstime-tested decision-making
fundamentals such as mission analysis, development of assumptions, and concept/course of
action development. Likewise, theroleof theintelligence staff plannersdoes not fundamentally
change in the adaptive planning process; the requirement for reliable intelligence and timely
1&W will dways be instrumental to any planning process. For purposes of illustration, therole
of the intelligence staff in supporting operation planning is described in the notiona process
below.

a Srategic Guidance. Combatant commanders plan against specific tasks in the CPG
and Joint Strategic Capabilities Plan (JSCP), but also strive to anticipate additional Situationsin
which the employment of US forces may be necessary. In generd, strategic guidance provides
long-term as well as intermediate or ancillary objectives. It should define what constitutes
success (ends), describe the method of employing military force (ways), and alocate adequate
resources (means) to achieve strategic obj ectives. Assuch, strategic guidancenormally contains
the following elements. strategic end state, resources, restraints, constraints, and strategic
assumptions. Thesedementsform thebasisfor subsequent planning to trand ate strategic guidance
to military strategic objectives that define the role of military forces in the larger context of
nationa strategic objectives. For additiona guidance, see JP 5-0, Doctrine for Planning Joint
Operations.

b. Situation Development. Situation development is a dynamic process that evolves
smultaneoudy with policy (see Figure IV-1). Intelligence supports Situation development
by identifying intelligence requirements, developing a collection plan, monitoring & W
problem sats analyzingadver sary activity, and providinginteligenceassessmentsof adversary
capabilities vulner abilities COGs intentionsand possble COAs. Effectivestuation devel opment
requiresintelligence planning that iscollaborative, adaptiveto changing conditions, and anticipatesthe
needsof thecommander. Theintelligenceeffort during Stuation devel opment focusesoninteligence
collection, 1&W, and J PB toilluminate the Situation for the combatant commander, components,
subordinate JFCs, OSD, and Chairman of the Joint Chiefs of Staff. The command J-5, with the
assgtanceof the J-2, reviewsexigting plansto determineif the particular event driving the operation
planning effort hasbeen considered in deliberate planning. If an existing plan doesnot apply, the
commander will need to develop PIRstailored to themission early inthe planning processto assess
intdligenceinformationgaps. Preliminary recommendationsontheagppropriate JTFcompostionshould
becongdered a thispoint. Thecombatant commeand J-2 should notify DIA, NSA, NGA, theDefense
Information SystemsAgency (DISA), the Joint Staff J-6, and any other relevant thester and nationa
activitiesof requirementsfor intelligence, communi cations support, and manpower and equipment
augmentation. Thecommand J-2 should coordinateclosaly with thecommand J-3and J-6toensure
that these communicationsrequirementsreceivesufficient priority inthecommand plan. Workingwith
thecommand J-6, thecommeand J-2 deve opsasubordinatejoint force J-2 communicationsintel ligence
architecturethat achievesinteroperability lateraly, verticdly, and, if required, withmultinationd forces. It
isdsocriticd that intelligence plannerswork closdy withtheir -3, 34, and J-6 counterpartstoensure
priority for anearly intdligencecgpability insupport of deployedforces. Intdligencepersonnd , equipment,
and communi cationspathsmust be part of thelead d ement in deploymentsto providethe commander
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JOINT OPERATION PLANNING - SITUATION DEVELOPMENT

Situation Development

Strateaic President . .
ateg SecDef Joint Intelligence Staff (J-2)
Guidance cJcs

e |dentify intelligence requirements
e Develop a collection plan

e Monitor indications and warning
Combatant problem sets

Command Analyze adversary activity and
Commander's assess adversary capabilities

Assessment Make staffing recommendations for
subordinate joint force J-2

Intelligence Coc_)rdlna}te WI_th theater anq
A t national intelligence agencies for
ssesments support

Coordinate communications
equipment and transportation
support with J-6

Coordinate with other joint

Chairman of the Joint Chiefs of Staff elem,ents for personnel
Logistics directorate of a joint staff requirements
Command, control, communications, and Coordinate transportation support
computer systems directorate of a joint staff with J-4
Joint Intelligence Preparation of the o
Battlespace Initiate JIPB effort
SecDef Secretary of Defense

Figure IV-1. Joint Operation Planning — Situation Development

withthebest intelligence poss blethroughout the operation. TheJ-2 staff should review al gpplicable
jointintelligencelessonslearned andinitiatethe JPB effort.

c. CrigsAssessment. Intdlligencefacilitatesthe preparation of the combatant commander’s
assessment, which is submitted to the Secretary of Defense and Chairman of the Joint Chiefs of
Staff for review. The Nationa Security Council (NSC), President and/or Secretary of Defense,
and the JCS anayze the combatant commander’s assessment and determine whether amilitary
option should be prepared. This activity requires increased intelligence gathering, JPB, and
anaysis, particularly with respect to potential strategic lift destinations and available foreign
infrastructure. Therefore, the combatant command J-2 must work closaly with nationa agencies
to help define and then answer the emerging intelligence requirements of the senior leadership
and answer thecommander’sPIRs (seeFigurelV-2). Theanaysisof the combatant commander’s
assessment results in a decision by the President or Secretary of Defense to return to the pre-
crissstateor to havemilitary optionsdevel oped for consideration and possibleuse. Thedecision
by the President or Secretary of Defense provides strategic guidancefor joint operation planning
and may include specific guidance on the COAs to be developed. The responsihilities of the
theater J-2 during situation development include:
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JOINT OPERATION PLANNING - CRISIS ASSESSMENT

Crisis Assessment
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® Coordinate with DHS for human
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support
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® Establish points of contact with
multinational forces

e Coordinate with USTRATCOM for
joint space support team

® Coordinate with the JIOC for
augmentation and intelligence
support to 10

e Coordinate plans with DISA for
adequate telecommunications
capability

¢ Intensify and focus the JIPB effort

e |dentify ISR shortfalls and begin
development of an ISR CONOPS

CONOPS Cryptologic Services Group JIPB
CSG concept of operations
Director of Central Intelligence
Defense Human Intelligence Service
Defense Intelligence Agency
Defense Information Systems Agency
Defense Intelligence Support Office
information operations
intelligence, surveillance, and
reconnaissance
Deputy Directorate for Crisis
Operations of a Joint Staff
Joint Information Operations Center

NGA
NIST
NRO
NSA
QRT
SecDef
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joint intelligence preparation of the
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National Geospatial-Intelligence Agency

National Intelligence Support Team
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National Security Agency

quick reaction team

Secretary of Defense

USSTRATCOM US Strategic Command
USTRANSCOM US Transportation Command

Figure IV-2. Joint Operation Planning — Crisis Assessment
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(1) Asrequired, theJ-2 should nominateasubordinatejoint force J-2 for consderation by
the subordinate JFC. Onceidentified, the subordinatejoint force J-2 then needsto coordinatewiththe
combatant commeand J-2 and begin organi zing, equipping, and preparing for theimpendingmission. JP
1-0, Doctrinefor Personne Support to Joint Oper ations, providesdoctrineon assigning personnel
tomeet combatant command and UN mission-related temporary duty assgnments. Proceduresinclude
thecombatant commander requestingintdligencepersonnd fromthe Joint Staff M anpower and Personnd
Officer (J-1); the Director Military Intelligenceand the Military Intelligence Board validating and
recommending resourcing of thereguirement; and meeting crisisrequirementshy assgning higher priority
to requestsfor personnel. Reservesshould beincludedin sustainment plansfor long termjoint force
reguirements

(2) Coordinatewiththe combatant command DISO, and NSA/CSS, CSG DCI, NGA,
and NRO representatives to ensure that they are informed of a Presidential or Secretary of
Defense decision and the CICS's planning guidance directive.

(3) Coordinate with United States Transportation Command (USTRANSCOM) J-2
and JC to ensure that required intelligence is provided to transportation planners. Coordinate
with the J4 and J-5 to determine the effect that transportation infrastructure status has on
deployment planning for intelligence assets as early as possible in the planning effort.

(4) Coordinate with Joint Staff J-20 for intelligence augmentation, federation, QRT,
or NIST support, if required. Be prepared to define the supported command, required team
capabilities, number of teams required, geographic locations for deployment, and required
deployment data.

(5) Coordinate with DHS for HUMINT augmentation. The command HSE is the
conduit for HUMINT support coordination.

(6) Coordinate with DIA for MASINT support or augmentation. During non-duty
hours contact DIA’'s MOCC.

(7) Coordinatewith the counterintelligence staff officer (CISO) for initiation of critical
predeployment activities, realignment of ongoing Cl support, and augmentation from the Services.

(8) Notify dl relevant theater and nationa activities of possible requirements for
intelligence collection, production, processing, reporting, and/or dissemination assistance. Be
prepared to state what assistance will berequired, when it will be needed, and the duration of the
reguirement.

(9) Implement and enforce procedures for requesting support from theater, DOD and
non-DOD organizations, and any multinational forces. Identify problems and sensitivities.
Reqguests for sensitive support will be coordinated with and processed through J-3 operations
channels AW DODD S-5210.36, Provison of DOD Sensitive Support to DOD Components
and Other Departments and Agencies of the US Government. All intelligence and other
government agenciesaffected by or involved with sensitive support must also be kept informed.
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(10) Pacethecombatant command J-2ondidributionfor dl crigsreaedtrafficgeneraed
by theater and nationd intelligenceactivities. Ensurethat thecombatant commeand J-2 hasaccesstoany
compartmented messagetraffic. Review thecommand' sSlIs, whicharekey toreceipt of intdligence
trafficand specid requestsfor documents. Coordinatechangeswith DIA.

(12) Identify, in coordination with the J-3 and J-4, requirements and/or requests from
foreign countries for assistance or information. If required, begin coordinating requests for
foreign disclosure and/or release with DIA. Consult with the Joint Staff J-2 on the status of
possible multinational actions and associated intelligence support requirements.

(12) Establish POCswith multinationa forces. Determineif any specid language or
trand ation requirements exist which will necessitate linguist augmentation.

(13) Coordinate with USSTRATCOM for joint space support team (JSST)
augmentation. USSTRATCOM will deploy task-organi zed JSSTsto the supported command to
provide space-derived intelligence, and ensure that support is provided. Information required
includes: specific support teams, wherethey will belocated, what isrequired, and approximately
when the teams are required to be in place.

(14) Coordinate with the JJOC for augmentation and intelligence support to 10.

(15) Coordinate plansin advance with DISA to ensure adequate telecommunications
capability is provisoned in the intended operationd area.

(16) Intensfy and focus the combatant command's J PB effort.

(17) Identify ISR ass=t shortfdls, andin conjunctionwith J-3, begin development of an ISR
CONOPSfor theoptima useof 1SR assetsand requested resources.

d. COA Development

(1) COA development beginswith aPresidential or Secretary of Defensedecision
or CJCS planning directive to develop military optionsin response to a given stuation,
and may include a CJCS warning order activating a designated JTF. This directive and
required actions are described in JP 5-0, Doctrinefor Planning Joint Operations, and JP 5-00.2,
Joint Task Force Planning Guidance and Procedures.

(2) During COA development, the supported commander identifies and anayzes
appropriate COA and prepares acommander’s estimate, to include an intelligence estimate (see
Figure1V-3). COA development endswith submission of the supported commander’s estimate
to the Chairman of the Joint Chiefs of Staff for review, approval or modification. The Chairman
of the Joint Chiefs of Staff prepares recommendations and advice for the President or Secretary
of Defense regarding the COA presented in the commander’s estimate.
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JOINT OPERATION PLANNING -
COURSE OF ACTION DEVELOPMENT

Course of Action (COA) Development

President/SecDef
Decisions

President Military
SecDef Option
CJCS

Planning

Commanders Cuidance

Estimate

Combatant
Command

Courses of Action

Joint Intelligence Staff (J-2)

Provide intelligence support for development of
COA for commander’s estimate

Brief subordinate joint force J-2 on mission
objectives and guidance

Evaluate systems, supply, and equipment
requirements associated with each COA

Brief combatant command J-2 on WARNING
ORDER

Prepare collection priorities and requirements
for subordinate joint force support

If required, request Tactical Exploitation of
National Capabilities Program support

e Review facility security requirements
e Review interoperability requirements
® Coordinate request for foreign disclosure and/or

release

Establish new DMS addressee list for
subordinate J-2

Intelligence
Estimate

CJCS Chairman of the Joint
Chiefs of Staff

DMS  Defense Message System

SecDef Secretary of Defense

TIM toxic industrial material

Eliminate duplicative intelligence products and
avoid unnecessary redundancy

Identify and request communications support
Coordinate a joint restricted frequency list
Report shortfalls in information and capabilities

Request Armed Forces Medical Intelligence
Center support on disease and environmental
hazards

Locate all TIM sites and estimate their hazards

Figure IV-3. Joint Operation Planning — Course of Action Development

(@ Theinteligencestaff supports COA development by collectingand andyzing l
avallableinformation ontheadversary, terrain, geography (geospatia), forecast METOC conditions,
and other featuresof the battlespaceto produceanintdligenceestimate. SeeAppendix D, “Intdligence
Egimate,” for anexampleof theintelligenceestimateformat. Throughthe JIPB process, the J-2 saff
determinespotentia adversary COAsand identifiestheadversary’smost likely and most dangerous
COAs. TheJ-24aff dsoservesasanintegra part of a“red teamcdll” for the purpose of wargaming
dternaivefriendly force COAs

(b) Key COA development actionsof the combatant command J-2in coordination
with or as requested by subordinate JTF J-2, are asfollows:
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1. Ensurethesupported commander receivesdl theintelligence support needed
from thecommand J-2 to develop the COA for thecommander’sestimate. Key tothisisthetimely
preparationof theintdligenceesimate (seeAppendix D, “ Intdligence Esimate” for asampleintdligence
edimateformet).

2. Brief the subordinate joint force J-2 personnel on mission objectives and
guidance contained in the warning order.

3. Evaluate systems, supply, and equipment requirements associated with
each COA. Mohbility planning requires a decision on what to ship to the subordinate joint force
location aong with the required delivery date and priority in the TPFDD. Identify external
theater and/or nationd intelligence and communi cations systemsrequired to support subordinate
joint force operations. Include thisinformation in the commander’s estimate.

4. Brief combatant command J-2 staff on thewarning order and advisethem
of potential requirements for augmentation (personnel and/or equipment).

5. Preparegenera collection prioritiesand requirementsfor subordinatejoint
force support and coordinate requirements with the combatant command J-2. The combatant
command J-2 coordinates with nationa collection authoritiesat DIA, NSA, NGA, and CIA to
notify them of impending requirements and determine availability of resources.

6. If required, request tactical exploitation of nationa capabilities(TENCAP)
support. TheJ-2 canrequest additional TENCAPsupport, including prototype and demonstration
systems, through Service TENCAP offices. If required, additional support may be requested
from NRO.

7. Review facility security requirements. Preparerequesi(s) for accreditation of
facilities, if required. Refer to Appendix E, “ Security,” for detailed instructionsregarding SCIF
accreditation.”

8. Continue to review requirements for systems interoperability and/or
interconnectivity, and report on possible multi-Service and/or multinational interoperability
problems. Coordinate with the agencies and organizationsinvolved.

9. Continueto coordinaterequestsfor foreign disclosureand/or rel easeissues
with DIA, as appropriate. Obtain waiversif required.

10. Establish new DM S addressee lists for receiving and sending pertinent
subordinate joint force J-2 message traffic.

11. Eliminate duplicativeintelligence and avoid unnecessary redundancy in
the re-transmittal or rebroadcast of intelligence information.
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12. ldentify combatant command, Service, or subordinate joint force J-2
requirements for communications support. Coordinate al requirements for systems and
frequendeswiththecombatant command and subordinatejoint force J6. Forward requestsfor netiond -
level communicationssupport through the combatant command J-6 to the Joint Staff J-2 for vaidetion
and the Joint Staff J-6for tasking.

13. Coordinateajoint restricted frequency list with thecommand J-2, J-6, and
NSA.

14. Report mgor capability limiting factors(shortfals) inany areafor possible
inclusion in the commander’s estimate.

15. Request a current profile on disease and environmental hazards from
DIA'sAFMIC.

16. Locateall TIM stesand estimate their potentia hazard.

17. Review the checklist found in JP 5-00.2, Joint Task Force Planning
Guidance and Procedures, Appendix C, Annex B. This checklist contains selected questions
the J-2 should consider.

(o) Uptothispoint, planning for subordinate joint force J-2 operations has been
centered in the combatant command J-2. However, during COA devel opment, the subordinate
joint force J-2 staff begins forming a JISE and assumes leadership for 32 CARP. A JISE will
providethe JFC with completeinformation andintelligenceontheair, space, ground, and maritime
adversary Stuation. Subordinate joint force J-2 consderations include the following:

1. Thesupported combatant command forms a subordinate joint force, with
planning centering on the issues of mobilization and sustainability for the joint force. J-2
requirements for transportation are entered into JOPES during this phase. Input must include
anticipated requirements for attachments such as NIST and augmentation to the HOC and
TFCICA.

2. Thesubordinatejoint force J-2 should keep JOPES managers apprised of
intelligence personne and equipment movement requirements. Thesequenced arriva of deployed
J-2 personnel and materiel, including NIST assets, needs to be planned and coordinated early.
POCs should be identified to work with the combatant command J-3 and/or J-4 aswell asjoint
force J3 and/or J4 on J2 movement requirements.

3. Requesting commands must logistically support the NIST and other
external augmentation elements.

4. Forma requestsfor DISA support must be coordinated with the J-6.
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5. Thesubordinatejoint force J-2and J-3should andyzel SR capabilitiesrdative
toeach COA andidentify shortfdlsthat may requirethe deployment of additional 1SR resources.

e. Concept Development. CONOPS development isinitiated after the President or
Secretary of DefenseapprovesaCOA. Anadlert order implementsthe Presidential or Secretary
of Defense decision and contains sufficient detail to allow the JFC to conduct detailed planning.
A CJCS planning order could be issued to initiate execution planning before the President or
Secretary of DefensesdlectsaCOA. The supported combatant commander expandsthe approved
COA into an executable CONOPS, which is reviewed and approved by the Chairman of the
Joint Chiefsof Staff, and formsthe basisfor subsequent OPLAN development by the combatant
command staff.

(2) During CONOPS development, the focus of the subordinate joint force J-2
planning effort shiftsto the COA selected by the President or Secretary of Defense (see Figure
IV-4). In addition, the subordinate joint force J-2 will:

(&) Coordinate with Joint Staff J-20 via record message for NISTs, QRTS,
federation, augmentation, and al other externa support from national intelligence agenciesthat
involves personnel and/or equipment. Submit all support requests to Joint Staff J-2 via the
combatant commander for vaidation and subsequent action. Follow-up onany requestssubmitted
earlier in the planning process.

(b) Ensure that all subordinate joint force J-2 personnel understand the
organizationa structures, command, support and multinationa relationships established for the
mission. Joint force J-2 personnd should be briefed on key C2 relationships affecting their

specific respongbilities.

(c) Finalize communicationssupport for the subordinatejoint force J-2. Develop
back-up procedures, in coordination with the J-6, for maintaining support to customersif primary
communications are lost.

(d) Prepare and publish the PIR pertinent to the upcoming mission. PIR are
formally published in the OPLAN.

(e) Publish and distribute the CONOPSfor the subordinatejoint force JSE. The
JSE evolvesand issized to meet the specific crisisor contingency with an intelligence structure
that matches the mission.

(f) Submit DM S addressliststo J-6 for sending and receiving message traffic.
(9) Ensure that requests for theater and nationa augmentation (personnel and

equipment) are formally submitted and track responses. Coordinate with J-1 to ensure that
logistic preparations for locating and housing augmentees are underway.
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JOINT OPERATION PLANNING - CONCEPT OF
OPERATIONS DEVELOPMENT

Concept Development

CONOPS Joint Intelligence Staff (J-2)
Review CJCS

Coordinate with Joint Staff J-20 for
NISTs, QRTs, federation, and
augmentation
Combatant Brief subordinate J-2 personnel on C2
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Strategic Finalize communications support for
Concept subordinate J-2
e Prepare and publish PIR
Combatant ¢ Publish and distribute CONOPS for the
Command JISE
Commander’s e Submit DMS addresses to J-6
CONOPS e Ensure requests for augmentation are
submitted
Coordinate all requirements with other
staff sections

Submit prioritized collection
requirements for validation by theater

and national authorities
ISR Submi for facili
CONOPS ubmit request for facility
accreditation

Resolve foreign disclosure and/or
release procedures

Identify intelligence federation
requirements

Prepare an ISR CONOPS

command and control

concept of operations

Chairman of the Joint Chiefs of Staff

Defense Message System

intelligence, surveillance, and reconnaissance

deputy directorate for crisis operations of a
joint staff

command, control, communications, and
computer systems directorate of a joint staff

joint intelligence support element

National Intelligence Support Team

priority intelligence requirement

quick reaction team

Figure IV-4. Joint Operation Planning — Concept of Operations Development

(h) Coordinatefind personnd, sysems, supply, equi pment and communi cationssecurity
materia srequirementswith subordinatejoint force 31, J-3, }4, J-5, and J-6, and submit them |AW
command proceduresfor inclusonin JOPESand the TPFDD.
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(i) Submit prioritized collection requirementsfor vaidation by thester and national
authorities. Inform combatant command | SR plannersand schedulersof required sart detefor thegter-
based | SR support.

(j) Submit andtrack therequest for facility accreditation to ensurethat adecisionis
made.

(k) Resolveforeign disclosure and/or release procedures. Inform al subordinate
joint force personned of procedures for handling disclosure and/or release of intelligence to
foreign nationals. Requirements and procedures for sharing intelligence with multinational
forcesmust befinaized and specific productsto be shared must beidentified in the ] SE CONOPS
andinthe OPORD. Coordinatewiththe Joint Staff J-2 for support being provided to multinational
forces through the UN, NATO, or other international organizations.

() Identify intelligence federation requirements and develop an intelligence
federation plan.

(m) Inconjunctionwith J-3, prepare an SR CONOPS to optimizethe utilization
of al available and requested | SR assets and resources.

(2) The approved combatant commander’'s CONOPS provides the basis for plan
development by the combatant commander’s staff.

f. Plan Development

(1) Ddiberate planning and CAP for any particular joint operation areinterrelated by
the degree to which deliberate planning has been able to anticipate and prepare for the criss.
Every crisissituation cannot be anticipated, but detailed anaysisand coordination accomplished
during the deliberate planning period may greatly expedite effective decison making and
execution planning during crisesand unanticipated contingencies. Therefore, joint intelligence
support for CAP should always begin with a thorough exploitation of relevant deliber ate
plans. The planning component of the joint operation planning process includes all of the
activities that must be accomplished to prepare for an anticipated operation. It includes those
activitiesrequired to preparefor the mobilization, deployment, employment, and sustainment of
forces leading up to, but not including, the actual movement of those forces.

(2) During plan development, the intelligence staffs are responsible for developing
the Intelligence Annex and appendices to the basic OPLAN. Additionally, if required, the
intelligence staff devel opsthe Geospatia Information and Services (Gl& S) Annex tothe OPLAN.
Intelligence staffs must also identify intelligence support force and sustainment requirements
and identify intelligence shortfals throughout the planning process for incorporation into the
OPLAN. Intelligence assets must be included in the time-phased force and deployment list
(TPFDL) to ensure proper movement of critical personnel and equipment. The J-2 must coordinate
with the combatant command J-6 to ensure intelligence communications requirements are
incorporated in Annex K of the combatant command’'s OPLAN (see Figure IV-5).
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JOINT OPERATION PLANNING - PLAN DEVELOPMENT

Plan Development

Y Joint Intelligence Staff (J-2)
Review
® Prepare the Intelligence Annex

¢ |dentify intelligence support force
and sustainment requirements

¢ Include intelligence assets in

Concept
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with J-6
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Planning | Feasibility Analysis Planning

CJCS Chairman of the Joint Chiefs of Staff JIPB  Joint Intelligence Preparation of the
J-6 Command, control, communications, and Battlespace
computer systems directorate of a joint staff TPFDD Time-phased force and deployment data
TPFDL Time-phased force and deployment list

Figure IV-5. Joint Operation Planning — Plan Development

(3) Appropriatesubordinatejoint force J-2 planning actionsduring thisperiod include
the following:

(&) Brief the subordinate joint force J-2 staff, DISO, NCR, CSG HSE, MASLO,
CISO, and the NRO, NGA and CIA representatives on the execute order.

(b) Review Appendix Cin JP5-00.2, Joint Task Force Planning Guidance and
Procedures, and Appendix C of this publication, “ Representative Intelligence Requirements,”
whichlist general intelligence responsi bilities associated with asubordinatejoint force. Develop
the OPORD’s Annex B (Intelligence) and Annex M (Geospatial Information and Services)
according to CJCSM 3122.04, Joint Operation Planning and Execution System, Vol 1I:
(Supplemental Planning and Execution Formats and Guidance).

(c) Ensurethat al personnel havereviewed and understand the* JISE” operations
concept. Ensurethat C4 systemsrel ati onships have been defined for support to major component
forces of the subordinate joint force.

(d) Ensurethat J SE proceduresaffecting highly time-sengitiveand misson-critical
operationsand/or intelligenceinterfacesare thoroughly practiced and deconflicted. Highly time-
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sengtiveinterfacesusualy include SOF operations, targeting, WM D detection, and thejoint searchand
rescue center. Other interfaces may be created depending upon how the subordinatejoint forceis
congtituted. Requests for SOF and other specialized time-sensitive operationa support will be
coordinated through J-3 operationsand may requirespecia category communicationsprocedures.

(e) Apprisethe supported commander of the current status of intelligenceand Cl
cgpabilitiesandlimitations

(f) Enumerate changes, if any, in the adversary’s Situation that could require a
changein the COA sdlected.

(9) Requesttheactivation of pre-planned crisisintelligencefederation partnerships
asrequired.

g. The Chairman of the Joint Chiefs of Saff conducts a final review of OPLANS
submitted by the supported commander during plan review. This review evauates the plan to
determine whether taskings have been met and whether resources have been used effectively
within the constraints of the JISCP apportionment guidance. The Chairman of the Joint Chiefs of
Staff monitors planning activities, resolves shortfalls when required, and reviews the supported
commander’sOPLAN for feasibility, adequacy, acceptability, and compliancewith joint doctrine.
TheJoint Staff J-2, Services, andintelligence combat support agencies(DIA, NGA, NSA) review the
intelligenceand Gl & Sannexesfor the Chairman of the Joint Chiefsof Staff (seeFigurelV-6).

JOINT OPERATION PLANNING - PLAN REVIEW

Plan Review

Plan Joint Intelligence Staff (J-2)
Review
¢ Continue JIPB effort. Provide
Approval, updates to commander and staff

Disapproval, e Address any intelligence-related

and/or :
Disposition Comments JCS comments regarding the

of CJCS proposed plan
Comments

Combatant
Command

Notification of Component
Plan Status Commands Service
Agencies

CJCS Chairman of the Joint Chiefs of Staff Supporting
JCS Joint Chiefs of Staff Commands
JIPB Joint Intelligence Preparation of the Battlespace

Figure IV-6. Joint Operation Planning — Plan Review
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h. Supporting Plan Development. Supporting plansar edeveloped to addressmohilization,
deployment, employment, sustainment, and redeployment of forcesand resourcesin support of the
concept described in the supported commander’ sapproved plan. Theintelligence combat support
agencies(DIA,NSA, NGA) may betasked by the combatant command to devel op asupporting plan.
The Chairman of the Joint Chiefsof Staff may be asked to resolvecritical issues, including use of
intelligence personnd and assets, that ariseduring thereview of supporting plans. The Joint Staff may
review any supporting plan onbehaf of the Chairman of the Joint Chiefsof Staff (sseFgurelV-7).

i. Execution. If the Presdent or Secretary of Defense decide to execute the selected
COA, the Chairman of the Joint Chiefs of Staff issuesan execute order. The execute order
directsthe deployment and employment of forces, definesthetiming for initiation of operations,
and conveys guidance not provided in earlier joint operation planning orders and instructions.
The execution portion of joint operation planning continues until the crisis or mission ends and
force redeployment has been completed. If acrissis prolonged, the process may be repeated
continuoudly as circumstances change and missions are revised. If the crisis expands to major
conflict or war, CAPwill evolveinto and be absorbed within thelarger context of implementation
planning for the conduct of thewar. The subordinatejoint force J-2 providesintelligencecriticd to
current and futureoperations, planning, targeting, andforceprotection. Collection, andyssandreporting
must answer thecommeander’sPIRsand providepredictiveintdligenceand assessments, withemphes's
onintelligenceinvolving the movement and disposition of hostileforces. Adversary movementsof

JOINT OPERATION PLANNING - DEVELOPMENT
OF SUPPORTING PLANS

Development of Supporting Plans

Joint Intelligence Staff (J-2)

® Coordinate with component and
subordinate intelligence staffs
regarding supporting plan
development
Information e e Ensure interoperability of
and Feedback intelligence architectures
ee Establish intelligence support
relationships

Coordinate ongoing JIPB effort
Command with component and subordinate
IPB efforts
Supportingt Component
Plans Commands
Service
CJCS Chairman of the Joint Chiefs encies
of Staff
IPB Intelligence Preparation of i
the Battlespace _ Supporting
JIPB Joint Intelligence Preparation Plans

of the Battlespace

Figure IV-7. Joint Operation Planning — Development of Supporting Plans
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interest to SOF areamong thetopjoint force reporting prioritiesduring execution. The supported
combatant command J-2 must be prepared to assumethisreporting respongbility until thesubordinate
jointforce J-2 hasreached full operational statusat the deployed location (see FigurelV-8).

3. Campaign Planning

The theater campaign plan embodies the combatant commander’s vision of related major
operationsrequired to attain strategic objectives. Campaign planningisappropriatewhen military
operations exceed the scope of asingle maor operation. 1t encompasses both the deliberate and
criss action planning processes. The campaign plan focuses on the adversary’s COGs; the
integrated employment of land, sea, air, space, and SOF assets; and the end state to be achieved.
Intelligence efforts in support of the campaign plan, including the intelligence annexes,
focuson identifying any adver sary forcesand capabilitiesin theAOR and/or JOA and the
adversary's strategic and operational COGs (see Figure 1V-9).

4. Planningfor Multinational Operations

Inmost multinationa operaions, the JFCwill berequiredto shareinte ligencewithforeignmilitary
forcesandto coordinatereceaivingintelligencefromthoseforces. 1nsomecircumstances, the JFC will
need to seek authority to go outsidethe usud politico-military channel sto provideinformationto
nongovernmenta andinternational organizations. Uniqueinteligencepolicy and dissemination
criteriawill havetobetailor ed to each multinational operation.

JOINT OPERATIONS PLANNING - EXECUTION

Execution

President/SecDef Joint Intelligence Staff (J-2)
Decisions

President Decision

SecDef to
cJCS Execute

e Provide intelligence support to current and
future operations, planning, targeting, and
force protection

e Focus collection, analysis and production on

Deploy National :
ploy Execute answering commander’s PIRs

Intelligence

Support Team Order ® Emphasize predictive intelligence and
assessments that concentrate on:

® ¢ Movement and disposition of adversary
forces

e e Special operations forces’ requests for
information

Combatant
Command

rdin Campaign
%l:)?not gorit: Plan CJCS Chairman of the Joint Chiefs of Staff

and PIRs PIR Priority Intelligence Requirement
SecDef Secretary of Defense

Figure IV-8. Joint Operations Planning — Execution
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CAMPAIGN PLANNING
ﬁ Joint Intelligence Staff (J-2)
Coordination

Focus intelligence support on:
e Adversary centers of gravity

e Adversary forces, courses of action,
President and capabilities

SecDef e Employment of intelligence assets
CJCS e Special operations support

Approved Y Approved Intelligence
COA Plan Estimate

Theater
Guidance Campaign Plan
Approval - - g
FjAplert Deliberate Planning [ a1l le[=e=
Crisis Action Planning Annexes CJCS Chairman of the Joint Chiefs of Staff

Order COA Course of action
Jic Joint Intelligence Center

JISE  Joint intelligence support element
Theater NIST National intelligence support team
Operations SecDef Secretary of Defense

Figure IV-9. Campaign Planning

a IntdligencePrinciplesfor Multinational Operations. Insomemultinationa operationsor
campaigns, JFCswill beableto useexigting internationa standardization agreements(STANAGS)
(e.g., NATO STANAGsS) asabasisfor establishing rulesand policiesfor conductingjoint intelligence
operations. Sinceeach multinationd operationwill beunique, such agreementsmay haveto bemodified
or amended based onthesituation. A JFC participatinginacodition or dliancemust tailor thepolicy
and proceduresfor thet particular operation based on thester guidance and nationd policy ascontained
inNationa DisclosurePolicy (NDP) 1, National Policy and Proceduresfor the Disclosureof Classfied
Military Information to Foreign Governmentsand International Organizations. NDP1 provides
policy and proceduresintheform of specific disclosurecriteriaand limitations, definition of terms,
releasearangements, and other guidance. Thedisclosureof classfiedinformationisnever automatic.
Any disclosuremust be cons stent with USnationd policy and USmilitary objectives, bedonewith
Security assurancesin place, present aclearly defined US advantage, and belimited to only necessary
information. Thegenera principlesoutlinedin FigurelV-10 provideastarting point for cregting the

necessary policy and procedures.

(1) Maintain Unity of Effort. Intelligencepersonnd of each nationneed toview thethreat
frommultinationd aswell asnationd perspectives. A threat toonedement of andlianceor coditionby
thecommon adversary must becongdered athreet todl dlianceor coditioneements.

(2) MakeAdjustments
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PLANNING FOR MULTINATIONAL OPERATIONS

(EEEERTTIEE Combined Intelligence Staff (C-2)
- e Maintain unity of effort
_National e Make adjustments
Intelligence Centers * Plan early and plan concurrently

® Share all necessary information
® Conduct complementary operations

Planning Guidance
Priority Information Requests

Multinational Force
Commander

Figure IV-10. Planning for Multinational Operations

(@ Therewill bedifferencesininteligencedoctrineand proceduresamong thecodition
partners. A key toeffectivemultinationd intelligenceisreadiness, beginningwiththehighest levelsof
command, to makethe adjustmentsrequiredto resolvesignificant differences.

Combined
Intelligence
Estimate

(b) Magor differencesmay include how intelligenceisprovided to the commander
(jointly or individua Servicesor agencies), proceduresfor sharing information among intelligence
agencies, and thedegree of security afforded by different communicationssystemsand procedures.
Adminigrativedifferencesthat need to be addressed may include classification levels, personnel
security clearance standards, requirements for access to sensitive intelligence, and trandation
requirements.

(3) Plan Early and Plan Concurrently. JFCs need to determine what intelligence
may be shared with the forces of other nations early in the planning process. NATO and the
United States-Republic of Korea Combined Forces Command have developed and exercised
intelligence policies and procedures that provide examples of how multinational planning can
be donein advance.

(4) ShareAll Necessary Information

(& Multinationa partnersshould shareall relevant and pertinent intelligence about
the situation and adversary consistent with NDP and theater guidance. However, information
about intelligence sourcesand methods should not be shared with multinationd partnersuntil approved

by theappropriatenationd-level agency.

(b) Forceprotectionisamissoninherent toany commander, andintelligenceand Cl
support tothat missoniscritica. Every effort must bemadeto shareany datathat couldimpact onthe
commander’ sforceprotection mission.
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() Wheninformationrelating to aparticular source cannot beshared, theintelligence
derived fromthat sourceshould il beprovided to other multinationd partners. TheJ-2mugt establish
proceduresfor separating intelligencefrom sourcesand methods. Whenever possible, intelligence
productionagendesshould print highly dassfied reportsin suchamanner that compartmentedinformation
isseparated frominteligencethat canbewiddy disseminated by a“tear ling’ (the J-2, G-2, and/or S-
2 keepsinformation abovethetear lineand disseminaestheinteligencebe ow). Havingintdligence
production agendesusesuchtear lineswill greatly faciliteteinte ligencesharing.

(d) ThejointforceJ-2must obtainthenecessary foreign disclosureauthorizationfrom
DIA assoonaspossble. J-2 personnd must beknowledgesbl e of the specificforeigndisclosurepalicy,
procedures, and regul ationsfor theoperation. Theefficient flow of inteligencewill beenhanced by the
assignment of personnel knowledgeableof foragndisclosure.

Appendix E, “ Security,” contains a detailed discussion of sanitization and foreign disclosure
procedures.

(5 Conduct Complementary Operations

(@ Theintdligenceeffortsof nationsparticipatinginmultinationd operationsmust be
complementary. Each nationwill haveintelligence system strengthsand limitations, and uniqueand
va uablecapabilitiesthat should beused to of fset shortfallsin USintelligenceresources. Host-nation
Security sarvices capabilities for example, will contributesgnificantly toforceprotection. Furthermore,
planningwithfriendly netionstofill shortfals espediadly linguistsreguirements may help overcomesuch
limitations. Additiondly, thel SR assetsof participating nations(especidly highdemand airbornel SR
plaforms) shouldbefully integratedinto themultinationd force sintelligencecollection plan.

(b) All intelligence resources and capabilities should be made available for
application to the whole of the intelligence problem. Establishing a multinational collection
management element is essential for planning and coordinating multinational collection
operations.

b. Multinational InteligenceAr chitecture. Anintelligenceoperationd architecturemust be
planned and established for every multinationd operationto hel p unitethenationd intelligencecellsof
participating coditionmembersinacommoneffart. Informationsharing shouldbefadlitated by establishing
acoditionloca areanetwork usng sysemssuch asLinked Operations-I ntelligence Centers Europe
(LOCE) and Combined Enterprise Regiond | nformation Exchange Sysem (CENTRIXS). Theseand
other USand dliedinformation sharing sysemsarediscussedingreater detail in Chapter V, “Intelligence
andtheGlobd InformationGrid.” Anationd multinationa intelligencearchitectureisdepictedinFgure
IV-11 and providesagtarting point fromwhich amoredetailed architecture can be devel oped.

(1) A multinational intelligence center isnecessary for merging and prioritizing the
intdligencerequirementsfromeach particpating nationandfor acquiringandfusngthenations intdligence
contributions. Themultinetiond intdligencecenter mustind udergpresentativesfromal nationsparticipating
inthemultinationd operation. DesignatingasingleDirector of Intdlligencefor themultinetional command
will greatly assstinresolving theinevitabledifferencesamong themultinationd members
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(2) Criticd tothemultinationd architectureisdevelopingastandar dized methodology
for disseminatingand exchanginginteligence. When possible, themethodol ogy must beconceived
andexeradsed aspart of themultinationa planning processbeforeoperationsbegin. Theeffectivenessof
themethodol ogy must be monitored and, when necessary, adapted during operationsto meet changing
crcumstances

(3 Intdligenceliaisoniscritical between commandsand among supporting and supported
organizations. Liasonpersonnd areingrumenta inresolving problemsresultingfromlanguegebarriers
and culturd and operationd differencesthat normally occur inmultinationa operations. Becauseof the
inherent complexitiesassociated with multinational operations, anaggressiveliasoneffortiscritica to
devel oping and maintaining unity of effort. A robust liaison effort with sufficient communicationsis
particularly critical intheinitia stagesof planning and forming acodition, particularly whentheUS
intelligencenetwork isnot yet established.

(4) Inaddition, USSOF may beassgned tocoalition member s or ganizationsto conduct
codition support. Thesecodition support teamshavetheability toreceiveand disssminateintelligence
directly toand fromther counterparts.

NOTIONAL MULTINATIONAL INTELLIGENCE
ARCHITECTURE

_ Allied National
us N_atlonal COMBATANT Intelligence
Intelligence Support

Support

JWICS
JDISS
SIPRNET

JDISS ! inati
. Multinational
MBI SIPRNET X Relel  Intelligence

National Coms,

CENTRIXS) Center

JDISS
SIPRNET
Coalition LAN Coalition LAN

CFLCC CFACC
Intel Element Intel Element Intel Element

/ Walition LAN

us Allied
FORCE FORCE

LOCE: Linked Operational Intelligence Centers Europe NIC: National Intelligence Cell
CENTRIXS: Combined Enterprise Regional Information Exchange System

National Coms
National Coms
National Coms

Figure IV-11. Notional Multinational Intelligence Architecture
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(5 Themultinationa operationa architectureportrayedin FigurelV-12wasestablished to
support USand UN forcesin Somaiaasmembersof the UN Operationsin Somaia(UNOSOM 1)
effort. Twolevelsof inteligencewereestablished: Leve 1 datacould beshowntobut not retained by
coditionforcesor theUN, whileLeve 2 datawascleared for releasetothecoditionandtheUN. Leve
lintdligenceremainedwithinUS-only channds whileLeve 2dataflowedtotheUNOSOM Il informetion
center in Mogadishu either fromthe UN HQ or viathe USJI SE.

(6) Insomesdtuationstheremay bemorethan twolevelsof intelligencerequired.
For example, an operationinvolvingamixtureof NATO and non-NATO forcescould have“USOnly,”
“ReleasabletoNATO,” and“Releasableto Non-NATO” levels. Themulltinationa forcecommander
(MNFC) will play amgjor roleinadvisngthenationa | C ontheintdlligencereguirementsfor eachof the
coditionmembers. TheMNFCwill need to recommend what intelligence should be provided toesch
member.

INTELLIGENCE ARCHITECTURE FOR
UNITED NATIONS OPERATIONS IN SOMALIA

JDISS
National Military Joint Level 1 US United Nations JDISS United Nations
Intelligence Center G Mission Level 2 Situation Room
Pentagon IDISS New York New York

Level 2

......... "
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USCENTCOM UNOSOM I
J-2 : Information Center

MacDill Air Force Base Mogadishu

Radio
Courier

7 : Kismayo Baidoa .
US Intelligence 0 Radio

Support Team (ISE) Courier

>Hand Delivered
Other Locations
FAX, Radio, Courier

FAX Facsimile JWICS Joint Worldwide Intelligence

J-2  Intelligence Directorate of a Joint Staff Communications System

JDISS Joint Deployable Intelligence UNOSOM United Nations Operations in Somalia
Support System USCENTCOM United States Central Command

Figure IV-12. Intelligence Architecture for United Nations Operations in Somalia
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(7) AgurelV-13illugratestheintd ligencesructureestablished by USEUCOM for Operation
JOINT ENDEAVORinBosnia-Herzegovina. Inthissituation, USEUCOM established national
intelligence centersat eacch NATO HQ to provideintel ligence support to both NATO and USforces.
NISTsweredeployed toensuretimely dissemination of intelligencefrom nationd intelligenceagencies

5. Concluson

Thetimerequiredto plan subordinatejoint force J-2 support dependslargely upon how much can
be adapted from dready existing deliberate plansandthetota timerequired for the CAPprocessina
givenstuation. Insomecases, eventscould cause planning to skip directly totheexecution phase. To
preparefor thiseventudity, combatant command J-2sshould cregtetheir own crigsplanning checkligts
andexercisethem. Appendix A, “ Joint Force J-2 Quick Reaction Checklidt,” providesagtarting point
for checklist devel opment.

INTELLIGENCE ARCHITECTURE FOR
OPERATION JOINT ENDEAVOR
National

Intelligence

(FWD)

USAREUR/
ACE

AFSOUTH Allied Forces, South NIC National intelligence center

AIRSOUTH Allied Air Forces, South NIST National intelligence support team

ARRC Allied Command Europe, Rapid SHAPE Supreme Headquarters, Allied
Reaction Corps Powers Europe

BDE Brigade SR Special reconnaissance

CAOC Combat air operations center TF Task force

JAC Joint analysis center USAREUR/ACE United States Army Europe/ Allied

JOIC Joint operational intelligence center Command Europe

Figure IV-13. Intelligence Architecture for Operation JOINT ENDEAVOR
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CHAPTER V
INTELLIGENCE AND THE GLOBAL INFORMATION GRID

“The success of any crisis deployment hinges on the existence of a reliable
command and control system and of a flexible, reliable system for gathering,
analyzing, and disseminating strategic and tactical intelligence.”

General H. Norman Schwarzkopf, USA
Commander, United States Central Command
Operation DESERT STORM, 1991

1. Introduction

a The GIG is the end-to-end integrated set of IT capabilities, associated processes and
personnd for collecting, processing, storing, disseminating and managing information on demand
to commanders, policy makersand support personnel inaglobally interconnected environment.
TheGIG includesal DOD-owned and leased communi cations and computing systems, software,
data, security services, and other associated services necessary to achieveinformation superiority.
This environment supports al DOD and IC missions and functions (strategic, operationa and
tactical), in war and peace, at all operating locations (bases, posts, camps, stations, facilities,
mobile platforms and deployed Sites). The GIG providesinterfacesto codition, alied and non-
DOD users and systems.

b. The GIG integrates intelligence and operations information and schematics to
provide a COP, facilitates interoperability between previously stovepiped Service
information systems, and providesassured, secur e, and tailor ableinfor mation on demand
to all appropriate users. The modern communications and I'T that make the GIG possibleis
undergoing continuousand rapid evolution. Thistechnological dynamism affectsall thevarious
intelligence-related subarchitectures, systems, and applicationsresdentinthe GIG Thispresents
challenges regarding operator familiarization, the integration and interoperability of systems
and networks, and the efficient utilization of available resources. These challenges can be
overcome through dedicated, professiona training, hands-on experience, and clear, workable,
architectura standards.

(1) AsdiscussedinJP 2-0, Doctrinefor Intelligence Support to Joint Operations, the
Director, DIA establishescapability andinteroperability standardsfor joint and Serviceintel ligence
activities. The Director, DIA coordinates planning and programming of intelligence resources,
including those for selected information systems, telecommunications, and survivability. DIA
has established astandard communi cationsarchitecturethat supportsjoint intelligence operations.
The combatant command then takes this standard “ package’ and, in coordination with DIA,
builds athester intelligence architecture based on the mission, combatant commander guidance,
and command requirements.

(2) Developers, installers, and other information systems professionals must
continuously improve the quality of their support to commanders by successfully creating and
refining communications and information systems. However, technological devel opment must
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Chapter V

beredisticaly tempered by thelimitations of fielded and deployed systemsand of the consumers
themselves.

2. Inteligence-Related Components of the Global Information Grid

The communications networks and information processing, storage, and management
systems that comprise the GIG provide the basic framework for the timely transfer of data and
information to support military operations. The GIG aso provides the means for the timely
dissemination of information and finished intelligence to commanders and other key decision
makers, thereby facilitating information superiority. The GIG architectureimplementscommon
procedures, sandards, and streamlined support, and continuesto evolve. Theintelligenceportion
of the GI G isdesigned to provide an architecture that can be individually tailored to the
gpecific needs of a joint force, ensures survivability and flexibility through distributed
operations, and can be rapidly reconfigured to accommodate changing demands and
respongbilitiesincluding facilitating relationships among feder ated intelligence partners.
This tailorable, distributed, and rapidly reconfigurable joint architecture provides al relevant
availablebattlespaceinformation to the user intheform of aCOPR. Withinthe GI G the Department
of Defenselntdlligence I nformation System (DODIIS) isthe aggregation of personnel, procedures,
equipment, computer programs, and supporting communications of the military IC. DODIIS
definesthestandardsfor intelligence system and application interoperability. The system concept
providesanintegrated Srategic, operationd, and tactical user environment for performing identical
intelligence support functions on compatible systems. DODIIS provides arobust and flexible
intelligence capability for subordinate joint forces as long as supporting communications lines
areavailable. DODIIStools support the movement of intelligence between DIA, the combatant
commands, the Services, and other intelligence production and customer activities worldwide.
This program includes hardcopy products, digital or “softcopy” products, on-line access to
databases, the ability to“ push” or “pull” filesof information between producers and consumers,
CD-ROM storage, document imaging, €l ectronic publishing, and networked (viainternal local
areanetworks[LANS] or JWICYS) corporate mass storage devices which contain large volumes
of digitized intelligence information. DODIIS encompasses the GIG components depicted in
Figure V-1.

a. Intelligence-Related Communications Infrastructure. The joint intelligence
communi cations subarchitecture encompasses collection, processing, exploitation, analysis, and
dissemination nodes. These nodesare supported by arobust communicationsinfrastructure and
automated systems equipped with tailored applications to meet the broad array of intelligence
activities. Command, Service, and combat support agency intelligence processesrely on a
communications backbone consisting of JWICS and SIPRNET. This infrastructure is
supplemented by a distributed, common exploitation and dissemination system, tactical data
links, and intelligence broadcast services.

(1) Joint Worldwide Intelligence Communications System. JWICS is the IC's
globa communicationsnetwork that provides DOD and | C usersameature, reliable, and flexible
SCI communications architecture. JWICS is designed to deliver secure, assured, efficient,
interoperable information on a global basis to national and defense intelligence consumers.
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INTELLIGENCE-RELATED COMPONENTS OF
THE GLOBAL INFORMATION GRID

® Joint Worldwide Intelligence Communications System (JWICS)
e Joint Deployable Intelligence Support System (JDISS)
e Global Broadcast Service/lntegrated Broadcast Service (GBS/IBS)
® Secret Internet Protocol Router Network (SIPRNET)
Defense Message System (DMS)

Global Command and Control System - Integrated Imagery and Intelligence
(GCCs-13)

Joint Intelligence Virtual Architecture (JIVA)
INTELINK
Measurement and Signature Intelligence (MASINT) Requirements System (MRS)
e Requirements Management System (RMS)
Collection Management for Mission Applications
Community On-line Intelligence System for End-users and Managers (COLISEUM)
Web Secure Analyst File Environment (WebSAFE)
® Modernized Integrated Database (MIDB)
PORTICO

Figure V-1. Intelligence-Related Components of the Global Information Grid

JWICS provides red-time SCI data and video teleconferencing and connects deployed forces,
on land and at sea, with their parent commands, the Services, nationa intelligence producers,
senior DOD |eadership, and other federal agencies.

(8 JWICSishest described asamultiplexer-based secure (Top Secret/SCl), high-
gpeed multimediaintelligencecommunicationsnetwork. IWICSmeeatstherequirementsfor dedlicated,
interactive, and high bandwidth video-capablecommunications. Thesrategicobjectiveof WICSisto
provideinteroperableand respons veinte ligence communi cationsconnectivity for themilitery IC. This
effort hasincluded the devel opment of WICSinthreemodes(i.e., fixed, containerized, and mobile)
withthecapability of supportingajoint forceor NIST inafixed sructureand/or fidd Site.

(b) The complementary architecture of JWICS (data and/or video) and JDISS
workstations (data) spansstrategic, operational, andtactical levels. Themagjor WICSapplications
are: eectronic publishing; video teleconferencing; and bulk data transfer including very large

file imagery.

(c) Containerized IWICS (C-IWICS). C-JWICS is a lightweight, deployable
JWICS capability devel oped to support contingency requirementsthrough the use of military or
commercid satellitesor terrestrid earthterminds. C-JWICSI I isthecurrentiteration. TheC-JWICS
Il supports SCI video, data, and Nationd Secure Tephone System (NSTS).
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(d) JWICS Mobile Integrated Communication System. JMICS provides a
scaleable, deployable JWICS that is self-contained on a heavy, high mobility, multipurpose,
wheeled vehicle (HMMWV) for rapid deployment in all westher, austere environments. Key
features include satellite connectivity, FAX, Nonsecure Internet Protocol Router Network
(NIPRNET), SIPRNET LAN, SCI LAN workstations, JDISS network servers, and SCI video
teleconferencing equipment. JMICSiscontrolled by Joint Staff J-20 and is deployed in support
of NIST or joint force requirements.

(2) Joint Deployablelntelligence Support System. JDISS bundlescommercia off-
the-shelf hardware and software applicationsin astandard desktop environment. JDISSprovides
afield-deployabl e office automation suite built upon the system security infrastructure provided
by client-server environment system services. JDISSaso dlowse ectronic mail and chat between
intelligence echelonsviathesite'sexisting communicationsarchitecture. JDISS providesaccess
to theater, Service, and nationa intelligenceresources, such asdatabases, basicimagery analysis
and dissemination capabilities, specific analytical tools, and support functionsrequired to execute
the intelligence mission.

(3) GBS is an information service that is based on commercially developed direct
broadcast technology to provide a wide range of information, including intelligence and
intelligence products, to the warfighter. This smplex broadcast system uses both military and
leased commercia satellite capacity to provide high bandwidth capacity for broadcast of
information such asimagery, video, environmenta data, logistics, and warning to all command
levels.

(4) SIPRNET is the Secret-level wide-area network (WAN), with a worldwide
backbone router system. Various DOD router services and systems are migrating onto the
SIPRNET backbone router network to serve the long-haul transport needs of the users. This
network supports national defense C4l requirements.

(5) DMS is an application layer messaging system that relies on the NIPRNET,
SIPRNET, and JWWICSfor messagetransport. DM Sisused to exchange messageselectronically
between DOD organizationsin afixed location or tactical environment, and ensures messaging
interoperability with dlies, codition partners, non-DOD USG agencies, and other USandforeign
organizations.

b. Intelligence-Related I nfor mation Processing, Sorage, and Management Systems.
The “Communications Handbook for Intelligence Planners (U)” provides more information on
the systems briefly described below. These components of the GIG consst of information
processing, storage, and management applications specificaly tailored to meet the broad array
of intelligence activities supporting joint military operations.

(1) GCCSH3providesthecommeander andgaffswithready accesstoimegery andintdligence
throughagtandard st of integrated, linked toolsand services. It enhancesthecommander’sbettlespace
awarenessand maximizescommondity andinteroperability acrosstacticad, thegter, and nationd-levels
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GCCS-I3 operatesin both joint and Service-specific environmentsand isdeployed in both SCI and
collaterd domains

(2) JIVA isaset of information processing and management applications that permit
intelligence personnel to enroll in and attend on-line training courses, facilitate collaborative
intelligence analysis and production among geographicaly disparate analysts, and enable the
rapid analysis of multi-source streams of data.

(3) INTELINK isaprincipal electronic meansfor intelligence product dissemination.
INTELINK buildsonongoing architecturd initiativesat the Top Secret/SCl and Secret and Und assified
classficationlevels(seeFigureV-2). INTELINK providesacomprehensive set of toolsto query,
access, andretrieveinformation. INTELINK permitscollaboration among policy devel opers, andysts,
and users, andwill smplify accesstoawidevariety of services The J-2 should assesstheavalability of
INTELINK accessamong assigned and en routeforces. The J-2 should also ensurethat usershave
adequate systemtraining and areaware of available products, content, and accessprocedures.

(4 MRSprovidesnationd and DOD intelligenceorganizationswithacommon MASINT
requirementssubmissonandtracking system.

INTELINK CONCEPT

INTELINK

Products
Text

Geospatial Information
Multimedia
Images and Graphics

Products Products

Provider K User
Systems or Networks Systems or

Workstations Joint Worldwide Intelligence Workstations
Communication System

National Security Agency Net
Imagery SIPRNET
Signals Intelligence

Economic Analysis Communications Requests and
Biographies Carriers Information
Defense Information

Systems Network

Global Grid
Telephone Companies

Open Source

SIPRNET Secret Internet
Protocol Router Network

Figure V-2. INTELINK Concept
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(5) Requirements Management System provides the nationa and DOD imagery
communities with a uniform automated collection management system.

(6) Collection Management for Misson Application (CMMA). CMMA isaccessed
through GCCS and comprises a tailorable suite of interoperable automated tools designed to
enhancethe collection planning, execution, and | SR battle management capability of combatant
commands, subordinate joint forces, and components. CMMA includes PRISM (planning tool
for resourcing, integrating, Synchronizing, and management), whichisused in collection planning,
operations, and managing of intelligence collection assets that are deployed to al combatant
commands and USFK.

(7) COLISEUM is adatabase application that alows the user to identify and track
the status of all validated intelligence production requirements and RFIs,

(8) Web Secure Analyst File Environment provides intelligence anaysts with the
means of retrieving classified message traffic, intelligence information reports, and abstracts of
hardcopy all-source intelligence documents produced by DIA.

(9) MIDB providessetsof datad ementsand the capability tordateitemsof intelligence
information with other items within the database itsdf; for example, relating OB information to
installations.

(10) PORTICO isaweb-based system designed to improve the qudity, availability,
timeliness, and sharing of information across the DOD Cl community to facilitate common
Stuational awareness.

c. Other Communication Resources

(1) TheJoint Communications Support Element (JCSE). The USIFCOM JCSE
IS aunigque communications organization that provides contingency and crisis communications
to meet the operationa and support needs of the JCS, Services, combatant commands, Defense
agencies and non-Defense agencies. Requests for support should be completed 1AW CJCS|
6110.01A, CJCS-Controlled Communications Assets. The JCSE provides tactical
communi cations support for two simultaneoudy deployed subordinatejoint forcesand twojoint
specia operationstask forces. The JCSE possessesawiderange of communications capabilities
tailored to meet a variety of contingency missions, including intelligence.

(2) Army, Marine Corps, and Specia Operations Forces use TROJAN SPIRIT 11,
JMICS, andtactical LAN insupport of joint requirementsfor intelligence support to subordinate
joint forces and NIST. These systems provide communications connectivity to support full
JWICS, JDISS data, secure voice, and other unique intelligence communication needs.

(3) Liasonwithother agenciesor Servicedementswith communicationscapabilities, such
asNSA or apublicaffarsgroup, may reved exiding or avallablecommunicationslinksinplace. While
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these organi zationshavethel r own requirements, inacrisisthe J-2, in coordination with the J-6, may
arangetotemporarily sharether circuitstomeet critica needs.

3. Combatant Commander’s Communications Planning

A widerange of national, theater, and component intelligence and communication systems
areavailabletoaJFC. Theexistenceof thiscapability doesnot, however, ensurethat intelligence
and communications systems can be deployed without significant planning and coordination.
Supporting communications pathswill probably haveto be procured or extended to link the JFC
with the GIG The theater J-2 must understand current systems sufficiently to tailor an
architectureintegrating intelligence sensor s, processor s, dissemination systems, databases,
information systems and communications systems. The J-2 needsto maximize the use of
the in-theater communication resources and then deploy ancillary equipment to extend
thecommunicationslinkstothewar fighter. Sincethe preferred equipment or communications
paths may not be available for a quick reaction to a contingency, aternative systems and/or
subsystems and communications paths may have to be used or procured. The subordinatejoint
force 32 must effectively coordinate communications architecture requirements with the J-6
and coordinate with the J-4 and other |ogistic elementsfor thetimely delivery and installation of
intelligence and communications systems. In addition, communications systems requirements
for national-level connectivity for NIST support should be forwarded to the Joint Staff J-2 for
validation and tasking. The combatant command or the joint force J-6 should coordinate with
the NIST for communications planning and support. Interoperability problems need to be
addressed and resolved during the planning phase.

a Communications Planning Methodology. Key concepts to successful intelligence
systems support are joint interoperability, streamlined flow of information, and providing pull-
down of intelligence tailored to the needs of the operating forces. The ability to provide the
tactica commander with real/NRT intelligence continuesto be a critical factor. The following
steps provide a useful methodology for planning an intelligence communications architecture
(see Figure V-3):

(1) Inplanning acommunications architecture, step 1 includesidentifying the type of
mission, the CONOPS, joint and Service doctrine, and the specific mission requirements. Step
1 functions are developed to meet specific mission objectives of the JFC and each of the
subordinate commanders and an operationa scenario for the misson. Step 1 products include
lists of the subordinate joint force composition and the assets assigned from national, thegter,
and Service levels, and a specific activity timeline for operations planned by the JFC and each
subordinate commander.

(2) Instep 2 the specific communication intelligence support plan for thejoint forceis
determined by the mission and the intelligence support concept developed by the component
commandersinthe operationa area. Thismodd identifiestheintelligence functionsrequired to
support the subordinate JFC and theintelligenceinformation flowsrequired to support each function.
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JOINT FORCE INTELLIGENCE COMMUNICATIONS
PLANNING METHODOLOGY

Identify type of mission, the concept of operations, joint and
Service doctrine, and specific mission requirements

Specific communication intelligence support plan is determined

by the mission and intelligence support concept of the
component commanders

Compile intelligence information flows from step 2 into a node-
to-node layout

Determine communication support plan for requirements
identified in Step 3

Figure V-3. Joint Force Intelligence Communications Planning Methodology

(3) Step3compilestheinteligenceinformeation flowsfrom step 2into anode-to-nodelayout
of inteligenceinformationtransactions. Nodesareused to represent theHQ and theexternd supported
and/or supportingorganizations. Thisisdoneby numberingthenodesof interest and deve oping needlines.
A needlinerepresentstheflow from onenodeto another.

(4) During step 4 thejoint force J-6 staff will determine the communications support
plan for requirementsidentified in step 3. The requirements developed by the J-2 planning staff
can either be analyzed separately or combined with smilar inputsfrom the J-1, J-3, 34, J5 and
J-6 staffs at each security level.

b. Architecture Planning

(1) In the past, planning for external subordinate joint force exchanges was
accomplished by multiple organi zations, resulting in redundant communications. Interoperability
was hindered by alack of governing architecture, resulting in dissemination requirements not
being sati sfied. Combatant commanders planned their connectivity to the subordinatejoint force,
and the national intelligence agencies planned their connectivity to the NIST at the subordinate
joint force. These requirements should be planned collectively rather than independently, thus
ensuring an integrated communications support plan is devel oped.

(2) Thecombatant commeand J-2 and J-6 should plan and st up adequate communications
pathsfor the JFC and/or subordinatejoint forceintelligence needsprior to operationd deployment (see
FigureV-4). Thejoint forceshould useestablished WANsasthebas sfor planning itscommunications,
information systemssupport, and dissemination to thejoint force component commandersat the Top
Secret/SCl and Secretlevels. Incoordinaionwiththe 36, the J-2 buil dsatail ored, integrated architecture
that incorporates sensors, processors, and dissemination systems with information systems and
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JOINT FORCE JOINT INTELLIGENCE STAFF AND JOINT
COMMAND, CONTROL, COMMUNICATIONS, AND COMPUTER
SYSTEMS STAFF COMMUNICATIONS PLANNING

J=2 J-6

Determine intelligence operational Defense Information Systems
requirements Agency-leased communications

Coordinate with J-6 for Other nonorganic theater
communications systems, software, communications assets
and bandwidth Satellite

[ ]
Coordinate with Joint Operations e Microwave
Staff and Joint Logistics Staff to .
update time-phased force and * Radio
deployment data and time-phased ® | andline
force and deployment list e Local Area Network

Identify shortfalls

J-2 Intelligence directorate of a joint staff J-6 Command, control, communications, and
computer systems directorate of a joint staff

Figure V-4. Joint Force Joint Intelligence Staff and Joint Command, Control,
Communications, and Computer Systems Staff Communications Planning

communicationssysems(e.g., WICS). Thisarchitecturelinksthesubordinatejoint forcewiththe
Servicecomponentsand codlition or alied unitsaswell aswith the combatant commandsand the
NMJC. Themgor componentsof thejoint intelligencearchitecture provide connectivity betweenthe
jointforceandthenationa and component levels. Thistallored architectureind udesprototypeequipment
and unitswith different or uniquesystems. Oncethearchitectureisdefined, theJ-2workswiththeJ-3
and J}4 to updatethe TPFDD. The J-2 and J-6 should solveany interoperability problemsprior to
resourcedeployment.

c. System Planning

(1) Organic communications asset requirements must be identified to the J6. As
soon as the subordinate joint force J-2 determines operational and dissemination requirements,
the J-2 coordinates support from the subordinatejoint force J-6 for the necessary communications
systems, communications security (COMSEC), application software, and communications
bandwidth needed to provide simultaneous transmission of secure, interactive video
teleconferencing; dissemination of selected products using graphics, desktop publishing, data,
and secondary imagery; and securevoice. Shortfallsin communicationssupport areidentified and
submitted to higher HQfor resolution.

(2 Subordinatejoint forcecommunicationslinksindudesadlite, microwave, radio, landline,
andLANSs. Thesubordinatejoint force J-2 and J-6identify the proper frequencies, communications
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protocols, network security management requirements, encryption devices, and proceduresfor the
architecturecomponents. Theresulting communicationscapaility interfaceswiththeglobd inteligence
infrastructure, i.e., the nationa | C, the combatant command JIC, the subordinate joint force and
components, anddliesand/or codition partners,

(3) Regquests to the combatant command J-6 for DISA-leased or nonorganic theater
communications resources may become complex. For example, if requesting a WAN service
such as JWICS, the subordinate joint force will likely need Joint Staff and DISA coordination
and DIA and/or NSA requirement validation. The J-6 requires detailed information for formal
request documentation. Information required includes the type of telecommunications support
required, proposed location, time required to be operational, duration, funding and justification.
For a circuit requirement, the request should indicate terminal types at all locations, estimated
intelligencetraffic volumes; precedence and security levels, typesof availableencryption; specific
locations, POC; any recommended restoration priority; usage duration; and typeof circuit special
congderations. The subordinate joint force prepares a telecommunications request for service
and submits it to the appropriate command or J-6 validating authority. This process can be
completed in advance by establishing contingency or oncall circuitry activation | AW an approved
OPLAN.

(4) Thestandard tactical entry point and teleport sites make this process easier, using
existing Defense Satellite Communication System drategic earth terminas and commercia
earth terminalsto provide warfighterswith astandardized set of pre-positioned circuitsfor entry
into the GIG These dtes serve as a C4l communications hub to maximize satellite resource
efficiency and accessto services.

d. Planning Considerations

(1) Jointintelligencedissemination relieson*pull/push” concepts. The*“pull” concept
allows JFCsto acquirerel evant intelligence when needed, based on their mission and the specific
phase of the ongoing operation, using intelligence databases physically located and maintained
at various locations. Additionally, the theater JIC should determine the location of the desired
intelligence and “push” the necessary information directly to al echelonsrequiring it.

(2) Every subordinate joint force operation requires planning for the exchange of
intelligence within a deployed joint force and between the deployed joint force and supporting
intelligence organizations. Intra-subordinate joint force communications should support the
exchange of Situation data, RFIs, intelligence, and tasking of organic collection resourcesamong
the mgjor elements of the deployed joint force and supporting intelligence organizations
worldwide. These exchangesinclude the following:

(& Intelligence exchanges within and between each component assigned or
attached to the subordinate joint force. Each Service and functional component should deploy
with an organic tactical communications capability that meets intra-Service exchange
requirements.
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(b) ExchangesbetweentheHQ of thesubordinatejoint forceand, if designated, the
HQ of thecomponents. Any intra-subordinatejoint forcerequirementsfor intelligenceexchangesat
lower echd onscan ether berouted throughtheseHQ or identified aspecid requirementsthat must be

planned separately.

(¢) Connectivity requirementsof the subordinate JFC to the combatant commander
andto the nationd intelligence support agencies(e.g., connectivity for the NIST that may deploy
to support the subordinate JFC), to other supporting commanders and, in specia cases, to other
subordinate joint forces.

(d) Connectivity requirements from the assigned components to Service
intelligence centersin theater and CONUS must also be addressed.

(e) ExchangesbetweentheHQ of thejoint force and supporting crisisintelligence
federation partners operating from home stations.

(f) Connectivity with and among codlition intelligence partners.

(3) Therequirement to exchange large quantities of perishable data among dispersed
forces places specia demands on many communications networks. Additionally, commanders
and planners must understand the possible adverse effect large volumes of intelligence datamay
have on alimited bandwidth transmission system. Combatant commanders will determine the
priorities of C4 systems and all ocate communications circuits and channels (bandwidth) within
the geographic AOR of their commands, including those required by component and other
subordinate commands.

THE PEARL HARBOR WARNING MESSAGE

Even the best of intelligence is useless if it fails to arrive in time to support
the decision maker. Just hours prior to the Japanese attack on Pearl Harbor,
US code breakers reading Japanese diplomatic traffic convinced Army Chief
of Staff Marshall to send a message to US forces in the Pacific alerting
them to the possibility of a Japanese attack at approximately 0800 hours on
7 December. The following account of how Marshall’s warning message
was tragically mishandled that fateful day is condensed from Rear Admiral
Layton’s book “And | Was There.”

“Colonel Bratton [Chief of the Army G-2 Far Eastern Section] arrived at the
Munitions Building shortly before nine. He was reading the fourteenth part
of the Tokyo message and comparing it with the previous afternoon'’s thirteen
parts when he was handed a much shorter message that had just been
decrypted: ‘Will the ambassador please submit to the United States
Government (if possible the Secretary of State) our reply to the United States
at 1:00 p.m. on 7th, your time.’
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‘This immediately stunned me into frenzied activity because of its
implications,” Bratton testified. ‘The vital factor in my mind was the date
and hour of delivery of the 14-part message.” That Tokyo would want a
diplomatic message delivered on a Sunday was unusual enough, but the
specific timing was its real significance. Dawn was an ideal time to launch
asurprise attack, and a brief look at a time chart left Bratton ‘convinced the
Japanese were going to attack some American installation in the Pacific
area.’

Nearly two hours had elapsed from the receipt of the deadline message to
the time that General Marshall arrived at his office. Marshall eventually
agreed that another alert should be ‘sent at once by the fastest possible
means.’” Despite the ‘awful urgency’ about beating the deadline, which was
little more than an hour away, for security reasons Marshall did not want to
use the scrambler telephone.

Time was running out, as Bratton well appreciated. When he arrived at the
signal center he was ‘very much exercised,” according to Colonel Edward
F. French who was in charge of the army’s signal center. Bratton had to
translate Marshall’s hastily scrawled dispatch, which read:

‘Japanese are presenting at one p.m. eastern standard time today what
amounts to an ultimatum. Also they are under orders to destroy their code
machine immediately. Just what significance the hour set may have we do
not know but be on the alert accordingly. Inform naval authorities of this
communication. Marshall.’

Marshall might have changed his mind about using the Navy facilities, or
his scrambler telephone, to reach General Short [Commander, US Army
Hawaiian Department] if French had reported that heavy static had blocked
out the Army’s radio circuits to Honolulu since 1030. When French learned
of this holdup, he decided to send the message to Hawaii using his
teleprinter link to the Western Union Washington office.

Because the coded telegram containing Marshall’s warning had been
inadvertently sent out without a priority designation, when it reached the
RCA Honolulu office at three minutes after the deadline had expired in
Washington, it was pigeonholed for routine delivery to Fort Shafter.

Kimmel [Commander in Chief, US Pacific Fleet] stood by the window of his
office at the submarine base, his jaw set in stony anguish. As he watched
the disaster across the harbor unfold with terrible fury, a spent .50-caliber
machine gun bullet crashed through the glass. It brushed the admiral before
it clanged to the floor. It cut his white jacket and raised a welt on his chest.
‘It would have been merciful had it killed me,” Kimmel murmured to his
communications officer, Commander Maurice ‘Germany’ Curts.
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Tadeo Fuchimaki, the RCA messenger who had been delayed for more than
an hour and a half in the panicky traffic jams, finally gunned his motorbike
up to the gates of Fort Shafter. The communications staff was flooded with
incoming and outgoing reports, so it was almost four hours before anyone
thought of decoding the low-priority cable from Washington. When Short
finally saw a copy of Marshall’s warning, it was nearly eight hours old.

Military annals have provided few more glaring examples of information
that arrived too late to change the course of history. To his dying day Admiral
Kimmel considered the delayed warning of Tokyo’s one o’clock deadline as
the most shocking example of Washington’s mishandling of the whole matter
of intelligence.”

SOURCE: Rear Admiral Edwin Layton, USN (Retired),
“And | Was There,” Pearl Harbor and Midway — Breaking the Secrets,
William Morrow and Company, Inc., New York, 1985

(4) Required communicationscapabilitiesconsidered by J6 and J-2 plannersincludes
channel capacity, defined as the maximum rate at which information can be sent over a
communication channel without error. Imagery transmission requirements are of particular
concern because of their high bandwidth requirements, which are directly proportiona to the
degree of resolution desired (i.e., the higher the resolution, the longer the transmission timevia
agiven bandwidth). The J6 and J-2 planners must ensure that high bandwidth transmissions
such as imagery do not preclude or delay the receipt of other transmissions (e.g., messages),
affecting the operation. Wideband circuits required to resolve this problem are costly and not
awaysavailableinintratheater |locations. Whilesatellitetransmission systemsoffer highvolume
and broad coverage (compared to landline and line of sight [LOS] radio systems), overall
transmission capacity is limited to the radio frequency spectrum and how the combatant
commander apportionsavailable satellite bandwidth. Landline system capacity islimited by the
amount of wire or fiber in place throughout the system.

4. Multinational Force Intelligence and Communications | nteroper ability

a. Multinational operations are becoming the norm for military operations, making
intelligence-sharing with allies and coalition partners increasingly important. A multilevel
security system does not currently exist that can easily facilitate sanitization and
dissemination of intelligence to US and allied and/or coalition operational commanders.
However, combatant commandsand subordinatejoint forces can request that intelligence products
be made releasable to coalition and/or dlied nations as necessary.

b. A subordinatejoint forceshould beinteroperablewith, and have accessto, theater-information
systemsand databases, aswel| asdlied and/or coditionforceand component commeand systemssuch
asLOCE and STONEGHOST. LOCE istheprimary automated system for exchangingintelligence
withNATOdlies whilethe STONEGHOST systemisused to disseminateintelligenceamong theUS,
United Kingdom, Canada, Audtraia, and New Zedland. A smilar interoperability exisgsinKoreawith
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the PacificInformation Systems Server Ste-Korea However, CENTRIXSdefinesthestandardsfor
establishingand maintaining multinationa connectivity at thetacticd and operationd leve, withreechback
cgpability tothestrategiclevd. Thebasc CENTRIXSoperationd architectureframework isthesame
for all combatant commands and leverages existing networks, technology and network centers.
CENTRIXSsavicesincudeemall, web, chat, and COP capabilitiesand usescontrolled interfacesfor
two-way informationflowsamong USmilitary commandsand multinationd partners.
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APPENDIX A
JOINT FORCE J-2 QUICK REACTION CHECKLIST

1. Overview

Thischecklist can assist asubordinatejoint force J-2 and staff by providing aquick reference
guide during a crisis Situation. This is a guideline or point of departure, and should not be
construed as al-inclusive. Depending upon the nature of the crisis (war or military operations
other thanwar [MOOTW]), many of thesevariablesmay or may not apply. Other considerations
not listed may also become factors.

2. Establish Missions and/or Tasks

a Clarify and prioritize the subordinate joint force J-2'smissions, tasks, and requirements
with input from the subordinate joint force J-3.

b. Determine WMD reconnai ssance assets and coverage areas for organic, remote, and
stand-off WMD MASINT resources.

c. Assst the J-3 in development of mission objectives and determining the potential
availability of the intelligencefinformation required to support the JFC's decisions, guidance,
and intent relative to the joint mission.

d. Ensure digtribution and complete understanding of the tasking and guidance from the
commander, and that it has been analyzed and applied to regiona and/or theater assessments.
Update or revise assessments, if necessary, to conform to the commander’s guidance.

e. Ensurethat regularly updated intelligence collection and production prioritiesare passed
throughout the entire chain of command, including components and supported commands.

f. Determinethester architecturefor intelligenceresponsibilities. Intelligenceresponsbilities
must be clearly delineated among subordinate joint force, combatant command, and national
levels. Determinewhether any subordinatejoint forceunits (SOF in particular) requireintelligence
support from the combatant command or nationd level that the theater JIC cannot provide.

0. Determinethegter intelligencearchitecturefor flow of securecommunications, collection,
dissemination, and information systems assets. Identify problems regarding coordination,
interoperability of systems, or supply issues.

h. Determinestatus (number, type, readiness condition) of subordinatejoint force' sorganic
intelligence collection, production, exploitation, dissemination and communications assets.

i. Verify that al intelligence personnel and equipment are listed in the appropriate priority
onthe TPFDL.
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J. Conduct liaison, supervise, and coordinate other intelligence-related functions with
appropriate staff €l ements and subordinate and supporting commands. Specific responsbilities
include the following:

(1) 10 (3F3). 10 core capahilitiesinclude:

(@ Electronicwarfare(EW) (J-3, or EW officer when assigned).

(b) Military deception (J-3).

(c) Psychological operations (PSY OP) to include an estimate of target audience
conditions and vulnerabilities, susceptibility, and accessibility of prospective target groups; an
estimate anaysisof theeffectivenessof friendly PSY OPand adversary propaganda; and planning
assistance for the joint psychologica operationstask force or joint special operationstask force
(whichever is applicable) and supervision of training activities concerning defense against
adversary propaganda (J-3).

(d) Operations security (J-3).

(e) Computer network operations (J-3).

(2) Counterproliferation (J-3).
(3 Counterinteligence(J-2).
(4) 1SR (F2and J-3).

(5) Counterterrorism (J-3).

(6) Antiterrorism and/or force protection (J-3).

(7) Handling of enemy prisonersof war (EPWSs), enemy combatants (ECs), detainees,
and captured documents and materid (J-1/3-3/3-4).

(8) Debriefing of EPW and refugees, exploitation of captured documentsand equipment
(F2/F3/F4).

(9) Transportation intelligence (USTRANSCOM/J-2).
(10) Adversary employment of special weapons (WMD) (J-3 and/or WMD officer).

(11) CA,toincludeBDA, munitions effectiveness assessment, and futuretargeting or
reattack recommendations (J-2 and J-3).

(12) Medicd intelligence(gtaff surgeonand/or DIA).
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(13) Civil-military operations (J-3).
(14) Barrier and denial operations (J-3).
(15) Personnd recovery (including survival, evasion, resistance, and escape) (J-3).
(16) Language capabilities of subordinate joint force personnel (J-1).
(17) Classified courier issues (J1).
(18) Geogpdtid informationand services(GI& Sofficer).
(19) Blueforce situational awareness and combat identification requirements (J-3).
3. ldentify Support Needed
a Intelligence Servicesand/or Products

(1) Identify availableintelligence assetsin-theater, including information systemsand/
or toals.

(2) Determinewhether thereisarequirement for Service, theater, or nationd intelligence
agency support (eg., NIST, USIFCOM, QRT, JWICS, DOCEX). If s, identify entitiesto betasked
and mix of skillsand capabilitiesneeded. Identify proper chain of commandfor requests.

(3) Identify and anayzecrigsintelligencefederation requirements. Request activation
or modification of existing crisis intelligence federations or the formation of new federation
partnerships in support of the JFC.

b. Personnel. Ensurethat required and/or additiona expertiseisavailable, with sufficient
personnel to meet watchstanding, courier, security and liaison requirements.

(1) Identify any requirements for personnel augmentation, to include regiona or
functiona experts, linguists, and/or reservigts.

(2) Determine augmentation support that can be obtained from theater assets.
Coordinate tasking for those assets through the combatant commander’s staff.

(3) Determine augmentation support that must be obtained from outside the theater.
Coordinate with the J1 as early as possble in the planning process to request support from
external sources.

(4) Assume that the operation for which the subordinate joint force was established
will continue for an extended period of time, then make plans to request and accommodate
rotation of staff and support eements and additiona augmentation.
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(5) Identify any needfor adeployabledement to support thesubordinatejoint force sefforts
incollection management, CI/HUMINT collection, Serviceexpertise, communications, tacticd or in-
depthanays's, debriefing, DOCEX, and polygraph support.

(6) Identify any needed requirements for a deployable MASINT element to support
the subordinate joint force's efforts.

c. Logistics

(1) In concert with the combatant command J-2 and the subordinate joint force J-2,
J-3, and J4, ensure that transportation requirementsfor high priority personnel and materiel are
documented and prioritized. If thisis an unforeseen contingency or criss, there will not be
existing TPFDD for personnel and materiel, and the J-2 must assist the J4 to ensure that
intelligence needs are documented and met.

(2) Ensure that transportation requirements for high priority intelligence personnel
and or materiel are in concert with J-3 requirements.

d. Gl& SSupport. Shortfalsof critical GI& S products and digital data severely restrict
the planning and analysis phases and may hinder operations during the execution phase. Early
coordination with NGA and other GI& S producersisessential. Outdated or missing geospatial
data may negatively impact the ability of forcesto accomplish the mission.

(1) Initiate single GI&S POC. Notify subordinate forces of correct requisition
procedures for predeployment maps, charts, and digital data.

(2) Notify combatant command Gl & Sstaff of the Gl & Ssupport POC inthesubordinate
joint force.

(3) Identify subordinate joint staff GI& S requirements to the combatant command
GI& S gaff with respect to forces deploying and the operationa area. Include map production
guantities, personnel and equipment to operate a map depot, and staff support personnel.

(4) Request the following from the combatant command GI& S staff: the production
schedule; status of products and digital data required and date of first shipment; status of host-
nation support (HNS) for Gl & Sproducts, digital dataand capabilities; and the statuson disclosure
and/or release of geospatia information to coalition forces.

(5) Verify and/or submit OPORD Annex M to J-2.

(6) Request that supporting forces provide a GI& S digtribution plan. Ensure that
combatant command and joint force Gl & S staffs are provided a copy of al distribution plans.

(7) Send a message reminding forces about accuracies, datums, and coordinates of
GI& S products and digita data.

A-4 JP 2-01



Joint Force J2 Quick Reaction Checklist

(8) Coordinate shipment of deployment stock tothemap depot. Obtainweight, cubicfest,
number of palletsand ready-for-shipment datefrom the combatant command Gl & Sstaff. Forward
unitlinenumber tothecombatant commeand Gl & Sgaff.

(9) Establish map depot inventory quantitiesto include reorder levels. Report results
to the combatant command GI& S staff viaDM S message, el ectronic mail, or JIDISS.

(10) Reqguest that the combatant command GI& S staff have NGA publish a specid
operation catalog.

e. METOC Support. METOC support can help optimizeintelligence support in avariety
of ways (asssting in collection management, hel ping to anticipate adversary actions). Coordinate
with thejoint force METOC officer through the J-3, if applicable, for needed METOC products
and servicesand for the transfer of METOC data received through intelligence resources that
could supplement the METOC database.

f. MASINT Support. MASINT support will help optimize intelligence support by
enhancing the product and providing amore comprehensive view of the COP.

g. DOCEX Support. DOCEX support will assst deployed maneuver elements and/or
the ground component command ininitially establishing adocument exploitation capability ina
remote or distant area of operations.

4. Establish a JISE

a Determinewhether aJl SE isrequired to support the subordinatejoint force. Establishment
of aJISE will be theater and/or Situation dependent.

b. If aJSE isto be established, consider the following:

(1) Facility location and physical security requirements.
(2) Personnel requirements, including augmentation.
(3) JISE dtructure requirements for:

(@ Cadllection Management Section.

(b) Intelligence Support Section.

(c) Targeting Support and BDA Section.

(d) Other intelligence production.

() Communications and information systems support.
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(f) Soft-copy and/or dectronic and hard-copy product dissemination to components,

(g) Receipt, processing and exploitation of imagery and production of imagery-
based materials.

(h) Establishment of subordinate joint force J SE relationships and connectivity
to component, combatant command, and nationa intelligence.

(i) Suppliesneededfor alengthy deployment, if aJl SE or other intelligenceelement
is forward-deployed.

() Force protection and physical security.
(k) Military deception.
() Counterintelligence support.
c. Developintdligence communicationsarchitecture with reporting and requesting channels.
5. Intelligence Collection Management

a In concert with the combatant command J-2 and the subordinate joint force J-3, ensure
that al intelligence collection requirements are identified as early as possible.

b. Develop and publish intelligence collection requirements. Establish time schedule for
updates.

c. Identify organic collection capabilitiesand status of all component and supporting units
aswell asthose en route to the operational area.

d. Identify any shortfals in collection capabilities relative to the joint force's validated
intelligence requirements. Ensure that collection requirements to cover such shortfalls are
developed and forwarded through the combatant command JIC to the DIA Office of Collection
Management for subsequent national resource tasking.

e Preparean| SR CONOPSthat fully integratesthecgpabilitiesof dl organic, codition, dliedand
commercid | SR assetsand resources and that maximi zesthe efficiency of thetasking, processng,
exploitation and dissemination architecture. Forward |SR CONOPSto Joint Staff J-2/J-3withal
requestsfor forcesandwithal OPLANS.

f. Ensurethat collection activitiesare coordinated with the Defense Collection Coordination
Center through the combatant command JIC and the DIA Office of Collection Management for
subsequent national resource tasking.

g. HUMINT collection
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(1) Establish the need for a subordinate J-2X to manage, coordinate and deconflict
HUMINT, CI, country team and/or SOF collection activities. Coordinate with the combatant
command J-2, HSE and CI SO for requesting required resources from the DHS and the Services
and appointment of HOC and TFCICA.

(2 Egablishtheneedfor ajoint interrogation and debriefing center (A DC) andjoint document
exploitation center (JDEC) (seeAppendix G “ Joint Exploitation Centers’) to satisfy subordinatejoint
forceand combatant commeand PIRs. Request saffing from thecomponentsandthe DHS, asrequired.

(3) Egablish the need for and request further HUMINT collection augmentation and
support from the DHS.

h. IMINT collection

(1) Obtain emergency dissemination authority for imagery and imagery products.
Emergency dissemination authority isa powerful tool, designed to support military operations,
including those involving dlies.

(2) Tailoredimagery should berequested assoon asatarget isidentified. All imagery
should be forwarded to requester.

(3) Egablish the need for and request further IMINT collection augmentation and
support from the Services or nationa imagery agencies.

i. SIGINT collection
(1) Coordinationof SIGINT support for JTF operationsshould beaccomplished through
the command'’s organic cryptologic support division in concert with the respective CSG and

command NCR.

(2) Establish the need for and request further SIGINT collection augmentation and
support from the Servicesor NSA.

J. MASINT collection

(1) Coordination of MASINT support for JTF operations should be accomplished
through the command’'s MASLO.

(2) Establish the need for and request further MASINT collection augmentation and
support from the Services and the DIA MASINT/Technical Collection Directorate.

k. All other intelligence disciplines.
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6. IntelligenceProduction Management

a Coordinatewith theater JIC to determinewhether PIRshave aready been established for
current Stuaion. PIRsarebuilt around commander’ soperationd requirements,

b. Asneeded, inconcert with J-3andtheater JIC, tailor PIRsfor current Situation.
c. KeepPIRscurrent and update periodicaly.
d. Develop or acquire acomplete intelligence assessment of the Situation.
(1) Periodically update situation assessment.
(2) Submit completed Situation assessment to the commander and chain of command.
e. Ensureregiona and threat assessments are current.
f. Ensure key friendly and neutral forces have been identified.

g. Coordinate the theater and nationa assessments and provide copiesto subordinates and
components.

h. Ensure dl required intelligence annexes have been incorporated into the OPLAN or
OPORD.

i. Closdly track intelligence collection and production requirements to completion.
7. C4 Support (For Subordinate Joint Force Intelligence)

a The J2 should establish and maintain regular dialogue with the combatant command
J-2 and the Service component intelligence staff officers.

b. Request JCSE support/augmentation.
¢. Assoon aspossi ble, coordinatewith the J-6 to ensure communicationslinesareavailable.

d. Know the capacity of communi cations paths serving the subordinatejoint force, between
the subordinate joint force and its components and with alied or codition units.

(1) Assessthe C4 capabilities and requirements of al assigned intelligence €l ements
and those en route to the operationa area.

(2) Intelligence exchange with allied and/or coalition unitsmay require aliaison with
secure portable communications and information systems support.
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(3) Minimize. Kegp communicationspathsopen by eiminating extraneoustraffic. Units
withgloba missonsroutindy subscribeto numeroussummariesfromall thesters. Assgnlowest possble
precedence on summary messages. Cancel summariesfor the subordinate joint force staff and
componentsand rely ontailored support fromthe J C.

e. Fully apprisesubordinatejoint force and senior commandersof al relevant current events.

f. Ensure subordinate joint force J-2s' information systems equipment is compatible with
theater and subordinate systems. For codlition forces, ensure systems are compatible.

g. Ensure communications lines have sufficient rate capacity or bandwidth.
h. If necessary, establish atactica SCIF
i. ldentify COM SEC needs (devices, keying materid) and determine availability.
J. Ensureall router tables are updated.
k. Ensureal DMS addresses are updated, complete and used.
|. Eliminate duplicate data being disseminated to the same users by different means.
m. Ensure information systems security measures are employed properly.
n. Determine reporting/production times and types of reports.
8. Multinational Interaction
a Establish liaison between joint and multinational force intelligence organizations.

b. Ensureprocedureshave been established and reviewed to expedite saniti zation and sharing
of US-generated intelligence products with alies and coalition partners.

c. Ensurefriendly objectives, intentions, and plans are fully communicated to appropriate
intelligence organizations.

d. Ensureinteroperability of C4 systems.
e. Beawareof, and remain sengitive to, cultural and/or religious differencesamong allies

and coalition members. Insomeinstances, these may result in periodsof increased vulnerability
for the joint force, or may require scheduling changes for meetings and/or briefings.
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9. Counterintelligence

a In coordination with the J-3 and multinationa intelligence and/or CI e ements, develop
and implement ClI and counterterrorism plans.

b. The CISO should recommend to the J-2, appointment of either a TFCICA, or
counterintelligence operational tasking authority upon the establishment of aJTFE.

c. EnsureCl functiong/activitiesareincorporated into planning, especially force protection
planning.

d. Ensure Cl isincluded in collection management planning.

e. Advise component Cl organizations and begin planning coordination with the Joint CI
Division and other combatant command ClISOs for nationa-level joint Cl assistance.

f. Ensure intelligence security guidelines have been developed and disseminated.

0. Ensurethedevel opment and required approva of aCl Force Protection Source Operations
umbrella concept.

h. Ensure early deployment of Cl assets in order to provide critical threat/vulnerability
assessments as necessary.

Additional information on ClI can befoundin JP 2-01.2, Joint Doctrine, Tactics, Techniques, and
Procedures for Counterintelligence Support to Operations.

10. Security

a. Ensure personnel and information security measures, including those applying to
information systems, are enforced throughout the joint force.

b. Enforce need-to-know criteriafor release of al information related to the operation.
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APPENDIX B
NATIONAL INTELLIGENCE

Editor’'s Note: This appendix incorporates the materia currently resident in JP 2-02, National
Intelligence Support to Joint Operations, whichwill be eliminated upon the approval of JP 2-01.

Annex A Joint Centers
Other Governmental Organizations

Intelligence Systems in Support of Crisis Operations
Intelligence Resource Programs

OO
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Appendix B

NATIONAL INTELLIGENCE

“Tell me what you know . . . tell me what you don’t know . . . tell me what you think
. . . always distinguish which is which.”

General Colin Powell
Chairman of the Joint Chiefs of Staff, 1989-1993

1. Introduction

The joint force J-2 will have to rely on national intelligence organizations for support in
order to providethe JFC withtimely, relevant, and accurateintel ligence. The J-2 must understand
how the nationa intelligence organizations are organized and how they operatein order to best
exploit their capabilities. Thisappendix providesinformation about the national -level intelligence
organizations that could provide support to joint operations.

2. Management and Oversight of the Intelligence Community

a National Security Act. The National Security Act of 1947 created the framework for
thelC. Theact established the NSC, DCI, and DOD, and identifies the organizations that make
upthelC.

b. National Security Council. TheNSCisthe principal forumto consider nationa security
issuesthat require Presidential decision (see Figure B-1). Therearefour statutory members. the
President, theVice President, the Secretary of Defense, and the Secretary of State. The Chairman
of the Joint Chiefs of Staff and the DCI serve as statutory advisors. The DCI attends NSC
meetings asitsintelligence advisor. The Assistant to the President for National Security Affairs
(the National Security Advisor) is responsible for the NSC's day-to-day operations. Council
functions are supported by the NSC staff that includes the White House Situation Room and
regiona and functional desks.

c. Director of Central Intelligence. Asthetop policymaker for the IC, the DCI develops
policies for and provides guidance on future intelligence needs and capabilities. The DCI is
authorized to establish committees and boards for advice, and is charged with producing and
disseminating national foreignintelligence. The DCI tasks mgjor collection systemsthat can be
employed to satisfy strategic, operationa, and tactical intelligence requirements. The DCI aso
isresponsiblefor coordinating the rel ationships between elements of the |C and theintelligence
or security services of foreign governments on al matters involving intelligence related to the
nationa security or involving intelligence acquired through clandestine means; providing overdl
direction for the collection of national intelligence through human sources by e ementsof thelC
and coordinating with other agenciesthat are authorized to undertake collections; and conducting
Cl activities outside the US and coordinating the CI activities of other government agencies
outsdethe US. The DCI servesin four roles:

(1) Asthe principd intelligence advisor to the President.
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NATIONAL SECURITY COUNCIL

President
National Security
Advisor

Secretary : Vice : Secretary
of State : President : of Defense

Chairman of the Director of
Joint Chiefs of Staff Central Intelligence

Statutory Members Statutory Advisors

Figure B-1. National Security Council

(2) Asthedirector of the CIA.
(3) Asthe head of theentire USIC.
(4) Asadatutory advisor to the NSC.

d. Inteligence Community. The IC is a federation of executive branch agencies and
organizations that work separately and together to conduct intelligence activities necessary for
the conduct of foreign relations and the protection of US national security. (The IC currently
includes CIA; NSA; DIA; NGA; NRO; State Department; Department of Homeland Security;
theCl, cryptologic, and someof theforeignintelligence e ementsof theMilitary Services(Army,
Navy, Air Force, and Marine Corps); and foreign intelligence and/or Cl elements of the FBI,
USCG and the Treasury and Energy Departments.

(1) ICManagement. Two key officia sdirectly support the DCI inimplementing the
DCI’'s community responsibilities.

(8 Chairman, National I ntelligence Council (NI C). TheChairman of theNIC
over sees| C production and analys's,induding netiond intdligenceestimatesand NIC memorandums.

(b) Deputy Director of Central Inteligencefor Community M anagement (DDCI/
CM). TheDDCI/CM develops, coordinates, andimplementsDCI policiesand exercisestheDCI’s

B-3



Appendix B

respongbilitiesin planning, programming, and budget devel opment; requirementsmanagement and
evd uation; grategicplanning; collection management; andlys sand production; and acquigtionoversght.
TheDDCI/CM supervisestheExecutive Director for Intelligence Community Affairs whoisresponsble
for directing the Community Management Staff (CMS).

(2) Community Management Staff. The CMS is responsible for oversight of IC
responsiveness to the DCI’s guidance. The CMS oversees dl |C-wide programming and
budgeting activities and controls the overall requirements tasking process. The principal CMS
offices, and the contribution each makesin promoting the overall effectiveness of the IC, areas
follows:

(& ResourceM anagement Officeisresponsiblefor NFIPbudget development,
evaluation, justification, and monitoring.

(b) Program Assessment and Evaluation Office is responsible for creating a
process that alows the DCI to shape the NFIP, and helps evaluate intel ligence programs based
on their support to US national security missions.

(c) Requirements, Plans and Policy Office (RPPO) supports the DCI’s
development and promulgation of policy to guide IC activities. RPPO evauates the IC's
performancein responding to current national intelligence requirements;, devel opsorganizational
and procedurad architecturesfor DCI initiatives, addresses| O, security policy, | C-rel ated aerospace
policy, and human resource issues; and coordinates | C foreign language issues.

(3) National Foreign Intelligence Advisory Groups

(& ThePresdent’sForeign IntelligenceAdvisory Board (PFIAB). ThePFIAB
conssts of 16 members, appointed by the President, who are senior civilian and former military
leaders. The Board reports directly to and advises the President on the performance of all
government agencies engaged in the collection, anays's, or production of intelligence or in the
execution of intelligence policy. Additionaly, the Board advises the President concerning the
objective, conduct, and coordination of the activitiesin theseagencies. TheBoardisspecifically
charged to make appropriate recommendations for actions to improve and enhance the
performance of intelligence efforts.

(b) TheNational Foreign Inteligence Board (NFIB). The NFIB isthe senior
| C advisory body to the DCI and includes senior representativesfrom all organizationsinvolved
inthe collection, processing, and analysisof intelligence. Theintelligence chiefsof the military
Servicesareobservers. TheBoardischaired by the DCI and reviewsall substantiveintelligence
matters, including production, review, and coordination of all national foreign intelligence;
arrangements with foreign governments on intelligence matters; and protection of intelligence
sources and methods.

(©) Inteligence Senior Seering Group (1SSG). ThelSSGischaired jointly by
the DDCI/CM, the Under Secretary of Defense (Intelligence) (USD(1)), and the Joint Staff
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Directorate for Force Structure, Resource, and Assessment (J-8), and is comprised of senior
representatives from 1C organizations. It provides oversight of mgjor intelligence systems
requirements, development, acquisition, architecture and related intelligence issues.

(d) Inteligence Community Principals Committee (ICPC) and Intelligence
Community Deputies Committee (ICDC). These committees consider and develop policies,
plans, and processesfor DCI decisionson key issuesof concerntotheIC. ThelCPCischaired
by the DCI or Deputy DCI and includes the directors of the magor IC agencies. The ICDC is
chaired by the DDCI/CM and includesthe deputy directorsof themagjor |C agencies. It resolves
important policies, plans, and processes not requiring the attention of the ICPC or the DCI.

3.  Nonmilitary Members of the I ntelligence Community

The efforts of non-DOD members will primarily focus on strategic intelligence and
support tothe President and Secretary of Defense (see Figure B-2). These agenciesidentify
global and regiond issuesand threatsto the President and Secretary of Defense, military leadership,
and combatant commanders. Thisrespons bility includesassessing potential issuesand Situations
that could impact US national security interests and objectives. Intelligence provided by these
agenciesisessentia in support of somemilitary operations, particularly MOOTW. Thefollowing
descriptions of the non-DOD members of the | C include subordinate offices which support IC
activities but are not necessarily considered a part of, or funded by, the IC.

a Central IntdligenceAgency

NONMILITARY MEMBERS
OF THE INTELLIGENCE COMMUNITY

Central Intelligence Agency

Office of Military Affairs

Foreign Broadcast Information Bureau of Intelligence and
Service Research

Directorate of Intelligence Bureau of Politico-Military Affairs
Directorate of Operations Bureau for International

Narcotics
Department of Energy And Law Enforcement Affairs

Department of Homeland Federal Bureau of Investigation
Security
Department of the Treasury United States Coast Guard

Figure B-2. Nonmilitary Members of the Intelligence Community

Department of State
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(1) ClA'sprimary areasof expertiseareinHUMINT collection, imagery, dl-sourceandys's,
andtheproduction of palitical and economicintdligence. TheCIA hasthree Deputy Directors. Deputy
Director for Operations, Deputy Director for Intelligence; and Deputy Director for Science and
Technology. TheDCl isasothehead of the CI A, but thereisan Executive Director who handlesthe
day-to-day activitiesof theagency.

(2) Officeof Military Affairs(OMA). The OMA falsunder the Associate Director
of Central Intelligencefor Military Support, aflag rank military officer. OMA isstaffed by CIA
and military personnel. As the agency’s single POC for military support, OMA negotiates,
coor dinates, manages, and monitor sall aspectsof agency support for military operations.
This support is a continuous process that can be enhanced or modified to respond to acrisisor
developing operation. Interaction between OMA and the DCI representatives to the OSD, the
Joint Staff, and the combatant commands facilitates the provision of national-level intelligence
in support of joint operations, operation planning, and exercises.

(3) Foreign Broadcast Information Service (FBIS)

(8 TheFBISisthe primary collector of foreign open-source information for the
IC. The FBIS collects comprehensive foreign open-source information on developing world
eventsand trendsfor the President, Cabinet, senior US policymakers, and government agencies.

(b) FBIS brings the latest foreign political, military, economic, and technical
information to the intelligence andysis, warning, and operations processes. FBIS monitors
approximately 2,350 publications, 331 radio stations, 153 television stations, 112 newsagencies,
70 Internet sources, and 40 databases in 210 countries and 73 languages.

(c) FBIS administers CONUS and outside the continental United States
(OCONUS) ingdlationsin support of its mission to collect, trandate, anayze, and disseminate
information responsive to US policy interests from the world's open-source media, including
radio, television, pressagencies, newspapers, periodicals, journas, books, maps, databases, gray
literature, and the Internet.

(d) TheFBISacceptsforma open-source collection tasking from the | C through
the HUMINT process. |C customersthat want to levy standing open-source collection need to
identify their requirements to the Nationd HUMINT Requirements Tasking Center during the
formulation or revision of collection directives. Additionally, FBIS acceptsformal tasking from
the CIA'sDirectorate of Intelligence Production through the Directorate’ s Coll ection Requirements
and Evauation Staff.

(e) Onacase-by-casebass, FBISwill consider ad-hoc collection tasking requests
from | C organizationsand agencies(including CIA), depending on availableresources. Requests
for ad-hoc collection efforts by FBIS should be addressed to the FBIS Information Center for
proper referrdl.

(f) FBISmakesavailabletothel C and other USG agenciesthefollowing products
and services derived from foreign open-sources:
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1. FBISReporting. FBIS, through its worldwide access to foreign media
and other publicly available materials, provides political, military, economic, and technical
information. Trandations of the information are collectively referred to as FBIS “reporting.”
FBISdatabases of reporting are accessible either from severa worldwide €l ectronicinformation
handling systemsthat function viathe Internet or smilar technology, or from one of FBIS own
proprietary mechanisms such as CD-ROM.

2. FBISObservationsand Analysis. FBISanayzesthe content and behavior
of the media of countries posing a significant policy interest to the USG's foreign affairs
community.

3. FBIS Video Products. FBIS provides television program summaries
and selected video programsto alimited set of customers.

4. Foreign LanguageGlossaries. FBISofficersskilledinforeignlanguages
produce on an ad-hoc basis glossaries or guides to foreign language terminology, which the
Nationa Technica Information Service hosts on its Fed World service on the Internet (http:/
www.fedworld.gov/fhis).

5. World Wide Guides. FBIS foreign media experts compile cataogs of
information about the electronic and print media of a specific country or region, providing
broadcast and circulation figures aswell as politica affiliations and policy positions.

6. Maps. FBIS supports USG agencies by providing unclassified reference
maps and geographic information.

7. PublicationsProcurement. FBIS procuresforeign mediaand other forms
of open-source information, including newspapers, journds, books, newdetters, commercia
annua reports, telephonedirectories, CD-ROMS, and databasesfor USG componentsparticipating
in the Foreign Publications Procurement Program.

8. Gray Literature Procurement. FBIS obtains gray literature (publicly
available materia that cannot be obtained by commercia subscription) in response to specific
customer requestsand standing collectiondirectives. FBISmaintainsthe Gray Literature Tracking
Database, which is available on the INTELINK-TS and Open-Source Information System
network.

9. FBIS Operations Center. The FBIS Operations Center is a 24-hour
watch office that serves as a mgor conduit between FBIS HQ, FBIS OCONUS ingtdlations,
and numerous USG operations centers.

10. LinguigticSupport. Onafee-for-servicebass, FBISsdectively provides
avariety of linguistic servicesto its USG customers, including reverse trand ations, emergency
tranglations, foreign language instruction, translations from audio and videos, classified
trandations, and assistance to treaty monitoring efforts.
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b. Department of Sate

(1) Bureau of Intelligence and Research. The INR coordinates programs for
intelligence, analysis, and research and produces intelligence studies and current intelligence
analyses essentia to foreign policy determination and execution.

(2) Bureau of Palitico-Military Affairs. The Bureau originates and developspolicy
guidance and provides general direction on issues that affect US security policies, military
assistance, nuclear policy, nonproliferation policy, and armscontrol matters. Thisoffice maintains
political and military liaison with the DOD and other Federa agencies on a wide range of
affairs.

(3) Bureau of International NarcoticsMatters. The Bureau develops, coordinates,
and implements internationa narcotics control assistance activities. It isthe principa point of
contact and provides policy advice on international narcotics control matters for the Office of
Management and Budget, the NSC, and the White House Office of Nationa Drug Control
Policy (ONDCP). The Bureau also oversees and coordinatestheinternationa narcotics control
policies, programs, and activities of US agencies.

(4) Foreign Service. Ambassadors are the persond representatives of the President
and report to him through the Secretary of State. The President givesthe chief of the diplomatic
mission, normally an Ambassador, direction and control over al US in-country government
personnel except those assigned to an internationa agency or to a combatant commander.

c. Department of Energy. The Office of Nonproliferation and National Security directs
the development of the Department’s policy, plans, and procedures relating to arms control,
nonproliferation, export controls, and safeguard activities. Additionally, thisofficeisresponsible
for managing the Department’ sresearch and devel opment program for verifying and monitoring
armsimplementation and complianceactivities, and for providing threat assessmentsand support
to HQ and field offices.

d. Federal Bureau of Investigation. The FBI, the principa investigative arm of the
Department of Justice, has primary responsibility for Cl and counterterrorism operations
conducted in the United States. Cl operations contemplated by any other organizationsin the
United States must be coordinated with the FBI. Any overseas Cl operation conducted by the
FBI must be coordinated with the CIA.

e. Department of the Treasury. Intelligence-related missionsinclude the production and
dissemination of foreign intelligence relating to US economic policy and participation with the
DOS in the overt collection of general foreign economic information.

f. United SatesCoast Guar d, Department of Homeand Security. TheUSCG hasunique
missionsand respons bilitiesasboth an armed force and alaw enforcement agency that makeit a
ggnificant player in saverd nationd security issues. ToaccomplishthesediverseobjectivestheUSCG
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intelligenceprogram cong gsof two diginct d ements—theNationd Intelligence Element andtheLaw
Enforcement Intelligence Program. TheNationd Intelligence Element conductsactivitiesasdescribed
in Executive Order 12333 and the Nationa Security Act of 1947, and isapart of thelC. USCG
intelligenceeffortssupport counterdrug operations, dienmigrationinterdiction operations livingmarine
resourceenforcement, maritimeintercept operations, port Satusand/or sefety, counterterrorism, coastd
and harbor defense operations, and marine safety and/or environmentd protection.

(1) The USCG Intelligence Coordination Center (ICC) is a tenant command within
the US Navy’'s NMIC in Suitland, Maryland, and maintains a 24-hour intelligence watch,
providing 1&W input totheNMIC. ThelCC actsasthe strategic center with tiesto both national
intelligence agenciesand the HQ-leve law enforcement intelligenceactivities. Thel CC supports
strategic analyss, manages Coast Guard collection, and provides nationa imagery exploitation
support, including tactical support to operational commanders.

(2) USCGArealntelligence componentsprovideregional and operational intelligence
for USCG operations through the Atlantic and Pacific Maritime Intelligence Fusion Centers.
Coast Guardintelligence entities havethe capability to access SIPRNET, Navy and | C databases
and C4l systems, including JWICS, theAnti-Drug Network, and the Joint Maritime Information
Element.

(3) USCG Invedtigative Service(CGIS) isafederd investigativeand protective agency
chartered to conduct internal and external crimina and personnel security investigations, assist
in providing personal security protection, and conduct counterintelligence investigations.
Responghilitiesinclude: crimina investigationsof maritime crimes, investigating fraud, personal
protection services, and security background investigations. CGISCI and intelligence operations
focus on drug smuggling, environmental crimes, illegal immigration by sea, and assistance as
required by other federa law enforcement agencies.

(4) USCG Nationad Response Center (NRC) serves as the centra nationa point of
contact for reporting environmenta intelligencedatafor all oil, chemica, radiological, biological
and etiological dischargesinto theenvironment inthe United Statesand itsterritories. TheNRC
gathers and distributes intelligence data for federa on-scene coordinators and serves as the
communication and operations center for the deployable Nationa Response Team.

g. Department of Homeland Security. The Department of Homeland Security’s
Directoratefor Information Anaysisand I nfrastructure Protection (IAIP) provides1& W support
to the Homeland Security Advisory System, assesses the scope of terrorist threets to the US
homeland, and integrates terrorist-related information from other Department of Homeland
Security components, other USG agencies, State and local government authorities, and private
sector entities. 1AIPprovidesintelligenceanalyststo the DCI Terrorist Threet Integration Center,
which prepares and provides comprehensiveterrorist threat-rel ated assessmentsto the President
and USG agencies. The Department of Homeland Security aso conductsintelligence collection
activitiesunder theauspicesof theUS Customs Service. US Customs Serviceintel ligenceactivities
include an agria surveillance arm and intelligence analysis centers. While the primary purpose
of Customs intelligence activities is to stem the illega smuggling of aiens and merchandise
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withintent to avoid paying duties, information collected and produced by the Customs Servicecan
contributedirectly to home and security and counterterrorism.

4. Military Intelligence Community

a Respongbilities of the Office of the Secretary of Defense. As shown in Figure B-3,
the Secretary of Defense, assisted by the USD(I), exercises full authority, direction, and control
over theintelligence activitiesof DOD. The Secretary of Defenseis responsible for collecting,
processing, producing, and disseminating military and military-related foreign intelligence and
counterintelligence. As a member of the NSC, the Secretary of Defense participates in the
development of national-level policy. The Secretary of Defense has a major responsbility to
ensure timely development and submission of proposed national programs and budgets.

(1) DefenselnteligenceExecutiveBoard (DIEB). TheDIEB isthesenior corporate
advisory body to the Secretary of Defense for review and oversight of defense intelligence
programs and activities. Further, the DIEB isthe senior management body providing fiscal and
programmatic guidance to the Joint Military Intelligence Program (JMIP). Upon the
establishment of the IMIP, the Secretary of Defense created the DIEB as a management
mechanismto “ . . . provide effective oversight of Defense Intelligence programs and to make
key decisionsfor efficient alocation of available resourcesto address Department needs.” The
DIEB is chaired by the Deputy Secretary of Defense, with the USD(I) serving asits executive
secretary. Additional membersincludethe DCI; representativesof theMilitary Services, anumber of
senior OSD dofficids; theVice Chairman of the Joint Chiefsof Staff; the Director of the Joint Staff; and
thedirectorsof dl Defenseagenciesinvolvedinthe IMIP.

SECRETARY OF DEFENSE AUTHORITY

Secretary
of Defense
Under Secretary of
Defense for Intelligence

Exercises Authority,

Collect Direction, and Control Disseminate
Over Department of
Defense Intelligence and Produce
Counterintelligence
Activities

Military and Military-Related
Foreign Intelligence and
Counterintelligence

Figure B-3. Secretary of Defense Authority
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(8 DIEB Issues. TheDIEB providesaforumfor discussonandreview of existing
and emerging issues and challenges for intelligence in support of defense needs and develops
immediate solutions when necessary. The composition of this board ensures significant issues
are identified and addressed. Through careful corporate examination of defense intelligence
capabilities, the DIEB develops alternatives and recommendations that foster the most
effective allocation of these resources. The board meets not less than twice ayear to provide
advice and counsdl on defense intelligence issues.

(b) Discussions and advisory guidance focus on requirements, policy,
interoperability, resources, priorities, and goals.

(2) USD(l). TheUSD(I) isthe principal staff assistant and advisor to the Secretary of
Defenseonadl intelligence, counterintelligence and security, and other intelligence-related matters.
On behalf of the Secretary of Defense, the USD(I) exercises authority, direction, and control of
intelligence and counterintelligence organizations within DOD to ensure that they are manned,
trained, equipped and organized to support DOD missionsand areresponsiveto DCI requirements.
The USD(I) dso exercises authority, direction, and control over CIFA (for further information
regarding CIFA refer to Annex B, “ Other Governmental Organizations,” of thisappendix). The
USD(I) isassisted by the following deputies:

(& The Deputy Under Secretary of Defense (Preparation and Warning) is
responsible for long-range (10-15 years) forecasts and assessments regarding the nature of the
future security environment. Theseassessmentsare designed to help prepare DOD for discernible
changesin areas such as science and technology, deployment of new types of weapons systems
and changes in regional relationships and balances.  This long-range security outlook will
permit DOD leadersto adjust acquisition Strategiesand programs, force deployments, and codition
and aliance planning and structuring.

(b) The Deputy Under Secretary of Defense (I ntelligence and Warfighting
Support) provides assistance to the Services and combatant commands in identifying their
intelligence support requirements and helps ensure those requirements are met with organic
DOD assets or other 1C resources.

() Deputy Under Secretary of Defense (Counterinteligence and Security)
provides guidanceto, and overseeing the activities of, the DOD counterintel ligence community.
Thisincludes defending the security of DOD personnel, facilities, processes, information, and
computer network systems.

(d) Deputy Under Secretary of Defense(Policy Requirementsand Resour ces)
is responsible for planning, programming and budgeting activities pertaining to the IMIP and
tactica intelligence and related activities (TIARA) budgets. This includes coordinating with
other USD(I) edements to formulate programmatic recommendations, and working with the
combat support agenciesto ensure their budgets satisfy DOD intelligence requirements.
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(3) AssstanttotheSecretary of Defense (I ntelligence Oversight). TheAssistant to
the Secretary of Defense (Intelligence Oversight) conductsindependent oversight ingoectionsof DOD
intelligenceand Cl activities, including DOD useof law enforcement information, toensurecompliance
withlegd requirementsand standardsof propriety. Thisofficedsoreviewsall dlegationsthat raise
questionsof legdity or propriety involvinginteligenceor Cl activitiesinthe Department of Defense, to
ensure that investigations are properly accomplished and appropriate corrective measures are
implemented.

b. The Military Intelligence Board (MI1B). The MIB serves as the senior “Board of
Governors’ for the Military IC and works to develop cooperation and consensus on Cross-
agency, Service, and command issues. The MIB is chaired by the Director of DIA. The
membership of the MIB is shown in Figure B-4.

(1) TheMIB isakey element involved in guiding and supporting DOD intelligence
operations. TheMIB coordinatesintelligencesupport to military oper ationsand providesa
forum for the discussion of issues going before the NFIP, CMS, and other national-level
intelligence forums.

(2 TheMIB may assistinobtaining intelligence support to military operationsduring
periods of crisisor contingency operations within acombatant command'sAOR. During mgjor
combat operationsthe M 1B meetsonan dmost daily basisto addresstheater intelligenceshortfals
identified by combatant commanders and to coordinate the deployment of needed personnd,
equipment, and systems to support operations.

5. Defense Intelligence Agency

DIA isacombat support agency and amajor intelligence planner, collector and producer in
the Defense IC. DIA isresponsible for managing military and military-related intelligence and
counterintelligence requirements of the Secretary of Defense and Deputy Secretary of Defense,
Chairman of the Joint Chiefs of Staff, other DOD components, and non-DOD agencies of the
federa government when appropriate. Its mission is to provide timely, objective, and cogent
military intelligenceto commanders— and to DOD and USG decision makersand policymakers.
DIA’s support to policymakers focuses on devel oping national-level intelligence assessments,
presenting and providing perspectivesfor defense policy, and providing & W of potential crisis.

a. Respongbilities. The Director, DIA advises the Secretary of Defense and Deputy
Secretary of Defense, the Chairman of the Joint Chiefs of Staff, combatant commanders, and
USD(1) on all mattersconcerning military and military-related intelligence; isthe principal DOD
intelligence representative in the national foreign intelligence process; and, with the agreement
of the heads of DOD intelligence components, isresponsiblefor coordinating the budgeting and
allocation of DOD intelligence component personnel and resourcesto satisfy DOD intelligence
requirements. DIA’s support flows across a wide spectrum of military activities to include:
counterintelligence, counterterrorism, counterdrugs, medicd intelligence, counterproliferationmisson
support to combat WM D, United Nations peacekeeping and codlition support, personnel recovery

B-12 JP2-01



National Intelligence

MEMBERSHIP OF THE MILITARY INTELLIGENCE BOARD

Principal Members

Chairman (Director, Defense
Intelligence Agency (DIA))

Deputy Director, DIA

Director, National Security Agency
Joint Staff, J-2

Deputy Chief of Staff for Intelligence,

Associate Members

Combatant Command J-2s
Director, National Reconnaissance Office
Director, Policy Staff, DIA

Deputy Assistant Secretary of Defense for
Intelligence and Security

Under Secretary of Defense for Intelligence

Assistant Commandant for Intelligence, US
Coast Guard

G-2, US Army
Director for Naval Intelligence

HQ, US Air Force, Director of
Intelligence, Surveillance, and
Reconnaissance

Joint Staff, J-3
Joint Staff, J-6

Director, Directorate of Military Intelligence
Staff

Defense Intelligence Functional Manager
for Collection

Defense Intelligence Functional Manager
for Infrastructure

Assistant, Deputy Director for Military
Support, CIA

Director, Defense Information Systems
Agency

Director, Intelligence Division, HQ,
US Marine Corps

Director, National Geospatial-
Intelligence Agency

CIA Central Intelligence Agency
J-2 Intelligence directorate of a joint staff
J-3 Opeerations directorate of a joint staff

J-6 Command, control, communications, and
computer systems directorate of a joint staff

Figure B-4. Membership of the Military Intelligence Board

and prisoner of war/missing inaction, missleand spaceinte ligence, noncombatant evacuetion efforts,
targeting, and BDA.. DIA responghilitiesincludethefollowing:

(1) Providing peacetime, crisis, contingency, and combat intelligence support to the
operational military forces.

(2) Providing military intelligence support for the policy and planning activities of
DOD components and, as appropriate, for similar activities of non-DOD national authorities.

(3) Panning, programming, and budgeting activitiesin support of DOD intelligence
missions to include the following (see Annex D of this Appendix, “Intelligence Resource
Programs,” for greater detail on the individual programs):

(8 ServingastheProgram Manager of the General Defensentelligence Program
(GDIP); developingthe GDIPasaninput to the NFI P, participating inthe NFI Pgpprova process, and
overseeing execution of fundsgppropriatefor GDIPand GDIP-rdaed ectivities.
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(b) Preparing and submitting the DIA program and budget input to the GDIP, the
DOD Foreign Counterintelligence Program, and the IMIP.

(¢) Serving asthe program coordinator of the Defense Genera Intelligence and
Applications Program (DGIAP) of the IMIP,

(d) Assembling and developing statements of military intelligence requirements
and related plans, programs, and budget proposal's, and advising the Chairman of the Joint Chiefs
of Staff, USD(I), DCI and other DOD components, as appropriate.

() Responding to requests by the USD(1) and Chairman of the Joint Chiefs of
Staff to review and provide recommendations concerning planning, programming, budgeting,
and the use of intelligence resources for the collection and production of intelligence in support
of planning and operationsrequirements of military forcesin peacetime, crisis, contingency, and
combat Situations.

(4) Providing representation on national and international fora.

(5) Conducting intelligence activities for which DIA is assigned responsibility, the
implementation of which require personnel and resources from one or more of the other DOD
intelligence components, and exercising the degree of direction and control over these personnel
resources that is required to accomplish the purpose of the activities.

(6) Fostering joint cooperation in the activities of DOD intelligence components and
enhancing coordination among these components.

(7) Fostering interoperability of al DOD inteligence systemsat dl levels.

(8) Providing support to the Chairman of the Joint Chiefsof Staff for, and participating
in, the implementation of sensitive support programs.

(9) Coordinating and, when appropriate, developing and executing the intelligence
annex to OPLANS.

b. Organization. DIA isorganizedinto seven directoratesand the Joint Military Intelligence
College, in addition to the staff comprising the Command Element (see Figure B-5). These
Directorates are discussed below.

(1) TheJoint Saff Directoratefor Intelligence, J-2. The Joint Staff J-2 isaunique
organization, inthat itisboth amaor component of DIA, aswell asafully integrated € ement of
the Joint Saff. Joint Staff J-2 is composed of severa deputy directorates, three of which make
up the core of the NMJIC: Criss Management (J2M), Crisis Operations (J-20), and Targets
(J2T). The organization, missions and functions of the NMJIC have already been discussed in
detail in Chapter 11, “Joint and National Intelligence Organizations, Responsibilities, and
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Figure B-5. Defense Intelligence Agency Organization

Procedures,” Section B, “Nationd Inteligence.” Theother deputy directoratesareAdminidtration (F-
2A), Joint Staff Support (J-2J), and Assessment, Doctrine, Requirements, and Capabilities (J-2P) and
aredescribed below.

(& Deputy Directorate for Administration. J2A focuses on dl personnd,
budget, manpower, and infrastructureissuesfor the Joint Staff J-2. All J-2 personnel and security
issues are centralized in this directorate to support J-2 and the | C representatives resident in the
NMJIC. Itisthe centra clearinghouse for al information systems requirements necessary to
support the J-2 and its operations.

(b) Deputy Directorate for Joint Staff Support. J2J serves as the DIA focal
point for supporting the Chairman of the Joint Chiefs of Staff, maintains closerelationshipswith
all officesof the Joint Staff, and ensures prompt and responsive DI A participation and support in
intelligence matters. J2J aso serves as the Joint Staff J-2 Military Secretariat, and receives,
tasks, monitors, and ensures suspense dates are met on all Joint Staff actions.

(c) Deputy Directoratefor I ntelligenceAssessments, Doctrine, Requirements,
and Capabilities. J-2P assessesintelligence-related joint warfighting capabilitiesfor the CICS
Joint Requirements Oversight Council (JROC) to assist JCS prioritization of high-payoff
capabilities. J-2P aso developsjoint intelligence doctrine, architectures, strategies, and policies
that directly support combatant commandsand subordinate JFCsworldwide. Specificresponghilities
indudethefallowing:
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1. Leadingand conducting thebattl espaceavarenessjoint warfighting capabilities
asessmentsfor the JROC, acting asthe secretariat for thefunctiona concept board (intelligence); and
providing management and gui dance and deve oping consensusamong thel C, combatant commands,
Services, Defenseagenciesand organizations, and OSD.

2. Integrating existing studies, data, and analysesfor assessmentsof baseline
ISR capabilities and programs, developing a future vision of 1SR support to joint warfighting;
identifying gapsin capabilitiesand shortfallsin ISR systems and programs; and recommending
improvementsand new initiativesfor consideration by the JROC and OSD in their devel opment
of the key CJCS and SecDef planning and programming guidance.

3. Developing capabilities to perform comprehensive analyses of 1SR
requirements, capabilities, and resulting architectures; devel oping and maintaining aninteractive,
multimedia and data access system; and providing all-source intelligence information, sensor
characteristics, C4l data, organizationa relationships, equipment quantities and locations, and
associated programmatic information to support assessments of 1SR architectures.

4. Ensuring that joint intelligence doctrine and intelligence support to
information operationsare structured to support forces operating throughout therange of military
operations.

5. Developing and maintaining joint, multinational, and combined intelligence
doctrineand TTP.

6. Conducting liaison with the IC, including representing and monitoring
the Defense IC and combatant commands or Service requirements for intelligence and
intelligence-related capabilities and systems.

7. Ensuringthat joint intelligencerequirementsareincorporated in both DCI
and DOD planning, programming, and prioritization documents.

8. Serving asthe Inteligence Requirements Certification Office for the IC.

9. Coordinating and facilitating military intelligence issues between the
military intelligence and C2 communities.

10. RepresentingtheJoint Staff J-2in the programmetic and budgetary review
of proposed and/or operational community and Defense intelligence programs.

11. Participating in the development of DCI, OSD, and CJCS program
guidance documents.

(2) Directoratefor Analyss. DI producesthe broadest rangeof intelligencefor support
to joint operations of any organizationinthe|C. Asthe Functiona Manager for Production, DI
also manages the production of military intelligence throughout the Defense IC in response to
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theneedsof DOD and non-DOD customers. DI’sdefenseintelligence officers, with regiona and
functiond respongbilities, providethebridgeamong policymakers, intelligence collectors, andthe J-2.
Inanticipation of crisis, and during crissor deployed US military operations, DI drawson anaytic
expertisethroughout the Defense | C and, whereappropriate, from non-Defenseagencies. DI directs
andytica dementsinWashington, DC and the production effortsof twofield production activities:
ARMICandMSIC. TheOICC, locatedinthe DIAC, servesasthe cris smanagement officefor the DI
indirect support of DIA and/or the J-2 and isthesingle point of contact in DI for requirementsinvolving
andyticd support. Other DI respongihilitiesindudethefollowing:

(8) Participating in and supporting, as appropriate, the activities of the Defense
Specid Missleand Astronautics Center, | C centers, committees, and working groups established
by the DCI, and comparable activities established by the Secretary of Defense.

(b) Preparing intelligence assessments and estimates concerning transfers of
technology, goods, services, and munitions (including associated transfer mechanisms) and
participating in interagency, nationd, and international foraon such transfers.

() Establishing product standards for, exercising technical and quality control
over, overseeing the establishment of requirements for, and managing the nonduplicative
scheduled and unschedul ed production of integrated scientific and technical and genera military
intelligence for al DOD intelligence components.

(d) Egablishing and maintaining a DOD-wide system of DODIPP.

(e) Supporting the DOD weapons acquisition process by producing threat
assessments within DIA (or validating assessments produced by other DOD intelligence
components) for all mgor DOD acquisition programs.

(f) Establishing and conducting research, development, test, and evaluation
programs and projects to accomplish the DIA mission.

(g) Managing the execution of the Foreign Materiel Program, except for those
acquisition and exploitation activities for which NSA and USD(1) have primary responsibility.

(h) Armed ForcesMedical Intelligence Center. AFMIC, located at Ft. Detrick
in Frederick, Maryland, istheonly Tri-Service medical intelligence or ganization within the
USG. AFMIC products are tailored to the unique requirements of deployed operationa forces
but area sowidely used by national-level policymakersand the acquisition community. Mission
responsibilitiesinclude the production of finished, al-source, medical intelligencein support of
DOD and its components, national policymakers, and other federal government agencies.
Assessments, forecasts, and databases are prepared on foreign military and civilian hedth care
capabilities and trends, worldwide infectious disease occurrence, globa environmenta health
risks, militarily significant life science technologies, and foreign BW programsto include dual-
use biotechnology.
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(i) Missleand SpaceIntelligence Center. MSIC, located at Redstone Arsenal
near Huntsville, Alabama, provides current and comprehensive scientific and technical
intelligenceto USdecison maker s, weapon system developer s, and combatant commanders.
It develops and disseminates intelligence concerning the threat from offensive and defensive
guided-missile systems, directed-energy weapons, selected space programs and/or systems and
related command, control, and communications (C3) to support operationally deployed forces
and the materiel acquisition process. Additiondly, it develops and digtributes digital threat
simulations to force developers and operationa forces.

(3) Directorate for MASINT and Technical Collection. DT manages collection
requirementsand oper ationsand ensuresthe effective acquisition and application of al-source
intelligence collection resources to satisfy DOD collection requirements. DT aso provides a
broad range of MASINT support to joint operations, and national, strategic, and non-DOD
customers. DT operatestheMOCC, located inthe NMJIC, to ensurethat time-sengitive MASINT
requirementsof commandersaremet. Additionaly, MASL Osprovide ass stanceto the combatant
commandersfor MASINT products. DT performs the following functions:

(& Provideresponsve MASINT support to the IC, DOD, NSC, and other USG
departments and agencies.

(b) Manage MASINT for the NFIP and DOD.

() Managedl| appropriateresearch and development activitiesrelatedtoMASINT
tasking, collection, processing, exploitation, and dissemination.

(d) Throughacentral MASINT tasking authority, task national MASINT collection
assets of the |C and DOD.

(e) Establish and maintain anational MASINT requirements system.

(f) Coordinate MASINT exploitation activitiesamong diverse national and DOD
organizations.

(g) Advisethe DCI and the Secretary of Defense on the adequacy of existing and
potentia systemsto satisfy requirements for national and nonnational MASINT.

(h) Develop and implement standards and architectures to foster equipment
interoperability andtraining associated with MASINT tasking, collection, processing, exploitation,
and dissemination.

(i) Ensurethat MASINT sysemsparticipateinexerdsesinvolvingsupporttoUSmilitary
forces

() Develop, recommend, and implement policy regarding MASINT tasking,
collection, processing, exploitation, and dissemination.
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(k) Validate, register, and recommend priorities for military intelligence
requirements; assign collection responsibilities; and monitor the application of DOD collection
resources to such requirements.

(I) Overseethedevel opment, procurement, and operation of military intelligence
collection systems funded in the GDIPR, and develop recommendations for future systems.

(m) Implement national intelligence collection tasking authority after such
authority istransferred fromthe DCI to the Secretary of Defensein crisisand/or conflict Situations.

(n) Serve asthe Callection Fund Manager to ensure funding and manpower for
valid joint resource requirements.

(4) Directoratefor Human Inteligence(DH). DH conductsHUMINT management
and oper ationswor [dwidein responseto DOD and combatant command requirements. The
Directorate providesgloba reach and pers stent accessto worl dwide collectiontargetsby providinga
rangeof HUMINT capabilitiestail ored to meet the needsof itscustomers, from officid military-to-
military intelligenceexchangesto unilaterd operations. DH directsdl nontacticd DOD HUMINT
activitiesthroughthe DHS. Inadditionto providingHUMINT collection support, theDHSdeploysa
forward HSE to each combatant command to provide aconduit for coordination withthe DHS, to
ensurethe J-2isfully informed of theDHSactivities, andto assist thecommandinobtainingHUMINT
support. HUMINT operating basesand |ocations around theworld a so satisfy joint information
requirements. TheDHS providesHUMINT resourcesinresponsetojoint forcerequirementswhich
may includeaugmentingajoint forceJ-2 CI/HUMINT gaff dement and/or HUMINT operationscell
and deploying gpedid collectionteams. The DHSd so managestheworldwide DefenseAttaché System.
Defenseattachés observe and report military and politica-military information of interest tothe Joint
Staff, Services, DOD, and combatant commands.

(5) Directoratefor Information Management and Chief I nfor mation Officer (DS).
DS provides information systems and services to the IC in support of warfighters, national
policymakers, and defense acquigition authorities. Its functions include information systems
and communication engineering development, integration, and operations for DIA and the IC;
information library services, hardcopy and e ectronic publication and dissemination; video and
visud information services, GDIPintdligenceinfrastructurefunctional management; and DODIIS
planning, engineering, and life-cycle management efforts. Additiona responsibilities include
the following:

(& Overseeing theresearch and devel opment, procurement, and operation of DOD
intdligenceinfragructure-rated programs, systems, and activitiesfundedinthe GDI B toindudeprinting,
processing, communicaions, andinformationsysems.

(b) Providing centralized intelligence dissemination services and supervising a
DOD-wide intelligence dissemination system.
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(6) Directoratefor External Relations(DX). DX, locatedinthePentagon, isresponsible
for ensuring that al requirementsfor military intelligence support to the Secretary of Defense, senior
DOD policymakers, and membersof Congressaresatisfied. DX routingly interfaceswiththel C, the
Services, the combatant commands and substantive ana ystsin bringing together intelligence-policy
perspectives. DX isthecentrd authority for dl DOD activitiesrdaedtonon-SIGINT and non-IMINT
intdligenceagreementsand arangementswithforagngovernments, dlies andinternationd organizations
Itadso servesasthesngleauthority for dl disclosuresof DIA informationto foreign governmentsand
internationd organizations. DX’sDefenselntdligenceLiason Officesinterfacewiththe Commonwedth
nations (Canada, Audtraia, and the United Kingdom) inthe sharing of intelligenceimpactingonjoint
operations. DX sarvesasthesinglepoint of contactin DIA for requestsfrom membersof Congressand
congressiona committees. Additionaly, DX managesthe DI SOsassgned to thecombatant commands,
US ForcesKorea, Supreme HQ Allied Powers Europe, NATO HQ, and Allied Forces Southern
EuropeHQ. DX isdsorespongblefor criticd infrastructureprotection activitiesreated tol SR resources
andisafocd pointfor DIA Homeand Security policy issues.

(7) Directorate for Administration (DA). DA develops and implements DIA
per sonnel management policies, procedures, and programs. DA supportsAgency missons
for training and career development of personnel and manages support services in the areas of
engineering, logistics, travel, space management, and facilities maintenance.

(8) DA operatesthe Joint Military Intelligence Training Center (IMITC). MITC
provides strategic and joint intelligence training in resident and nonresident modesto DIA, the
combatant commands, theMilitary Services, other DOD components, and other federal agencies.
It dso provides DOD-wide oversight of genera intelligence training, functional management
for GDIP-funded intelligence training, and vaidation of DOD generd intelligence training
requirements.

(b) Within DA, the Counterintelligence and Security Activity (DAC) manages
security and Cl programs to safeguard DIA personnel, information, facilities, systems, and
operations. This includes operating as the focal point for al joint Cl issues arising from or in
support of the Chairman of the Joint Chiefs of Staff and combatant commanders, and serving as
the coordination point among Joint Staff directorates and the Service Cl elements. It provides
Cl analysis, production, and staff support to OSD, the Chairman of the Joint Chiefs of Staff,
combatant commands, Defense agencies, DOD specid activities, and thenational |C for assgned
regions. DAC aso serves asthe manager for al DID CI collection, production, and operations
requirements, implements SCI security policy within DOD, and devel opsand publishes security
policy manuals, regulaions, and handbooksfor DOD. Theoverseasbranch providestailored technicd
Security support and monitorsthethreatsto the security of UScustomers.

(8) Joint Military Intelligence College. The College, located at the DIAC, educates
military and civilian intelligence professonds. A regionally accredited institution, the College
isauthorized by Congressto award two degrees, the Master of Science of Strategic Intelligence
and the Bachelor of Science in Intelligence. Its educational programs prepare military and
civilian personnel for command, staff, and policymaking positions. The College manages an
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intelligenceresearch program that conductsand disseminatesrel evant academic research ontopicsof
sgnificanceto present and futureintdligencemissons

6. National Security Agency/Central Security Service and the United States
Cryptologic System

TheNSA/CSSisaunified organi zation sructured to protect thesecurity of USsgnd sandinformation
sysemsand provideintd ligenceinformation derived fromtheexpl oitation of thesgna sandinformation
systemsof America sadversaries. TheNSA/CSShasaunique position among thedefenseagencies
because of itsgovernment-wide responsibilities providing products and servicestothe DOD IC,
government agencies, industry partners, and select alliesand coalition partners. NSA/CSSisalso
designated asaCombat Support Agency performing 22 specific combat support activitiesfor DOD.

a TheCSSwasestablishedto promoteafull partnership betweenthe NSA and thecryptologic
eementsof theArmed Forces. By combining NSA and CSS, amoreunified DOD cryptologic effort
isprovided. TheCSSiscomposed of the SCEsof theUSMilitary Services.

b. TheUSCSisaterm usedto describethe USG entitiestasked with collecting and exploiting
SIGINT and with preserving the availability, integrity, authentication, confidentiality, and
nonrepudiation of information systems. The NSA/CSS manages cryptologic planning and
operationsin support of theUSCS. Asthe Community Functional Lead for SIGINT, the Director,
National Security Agency (DIRNSA) isresponsiblefor the overall management and operational
control of the USCS.

c. NSA/CSShastwo coremissons: SIGINT andinformation assurance(1A).

(1) SIGINT comprises either individualy or in combination all COMINT, ELINT,
and Foreign Instrumentation Signals Intelligence.

(2) 1A encompassesthe disciplinesand activitiesthat ensure the availability, integrity,
authentication, confidentiality, and nonrepudiation of national security information. To meet
management, readiness and operational responsibilities, NSA/CSS performs the following
functions:

(@ Management

1. Exercise SIGINT operational control over the USCS and execute the
responsibilities of the Secretary of Defense as Executive Agent for US IA and interagency
operations security (OPSEC) training.

2. Functionsasthe SIGINT and IA advisor to the Secretary of Defense, the
DCl, the Chairman of the Joint Chiefs of Staff and the Joint Staff. Provides cryptologic advice
and ass sanceto the combatant commands and other military commandsthrough collocated NSA/
CSSrepresentatives.
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3. Determines, inconjunctionwiththecombatant commanders whenthe DIRNSA
should delegate SIGINT operationd tasking authority.

4. Implements programs and initiatives that promote interaction among
nationa and tactica cryptologic assets.

5. Functions as the National Manager for National Security
Telecommunication and Information System Security.

(b) Readiness

1. Responds directly and quickly to the validated and prioritized readiness
information requirements.

2. Ensuresthat designated wartime and contingency cryptol ogic resources
are adequate to support readiness requirements.

3. Provides security assessmentsto assist in determining the vulnerability of
nationa security systems.

4. Assistsindeveloping |A capabilities; evaluating and devel oping national
security system architectures and standards; managing associated encryption systems; and
designing secure Internet architectures, standards, and protocols.

5. Assists in defining national security systems transmission security
Standards.

6. Evaluates jam-resistant, |ow-probability-of-interception, and other
detection systems.

7. Develops, tests, and implements new concepts, plans, capabilities, and
procedures to improve cryptologic support functions.

8. Providessystemsdevel opment, engineering, and programmatic support to
nationd or multinationd cryptologicinitiatives.

9. Ensuresthetechnica adequacy of al cryptologic training.

10. Conducts, participates in, and supports both US and alied exercisesto
facilitate use of cryptologic resources.

(c) Operations

1. Providesinformation systems encryption materias during peacetime, in
criss, contingency, and war.
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2. Provides cryptologic support to 10.
3. Integrates US and allied cryptologic activities.

4. Supports, in coordination with other national intelligence activities, US
contingency operations cons stent with procedures defined in CICSM sfor support to conventiona
and specia operations missons.

5. Supports specia technical operations.

6. Provides SIGINT and IA support through appropriate channels to the
commanders responsible for C2 of mobile SIGINT platforms.

7. Providesdirect and dedicated interoperable cryptologic communications
support to facilitate the delivery of perishable SIGINT and provides for continued cryptologic
support to emergency or rapid recovery and reconstitution teams.

d. Organizational Framework for Cryptologic Support. NSA/CSSprovidescryptologic
support to departments, agencies, commands, and other USG activitiesand provides expeditious
responses to user information needs. The USCS is responsive to the needs of al authorized
cryptologic users, including military commandersfor whom specia support arrangements have
been devised aspart of the system. Thefollowing arethe mechanismsthat support departments,
agencies, commands, and other USG activities.

(1) National Security Operations Center. The NSOC is DIRNSA's cryptologic
mission management center for USCStime-sengtive SIGINT and | A operations. It continuously
monitors world events and the status of the USCS, and manages the NSA/CSS mission in redl
time. The NSOC a so directly supports activities required for mission execution.

(2) Special Support Activity (SSA). The SSA provides real time threat warning in
its role as the contingency and crisis management center of the NSOC. It serves asthe NSA/
CSSlead on al NISTs, and its personnel are deployablefor up to 90 days. It may function asa
temporary CSG inresponding to RF sby commanders, and somonitorsexercises.

(3) Regional SIGINT OperationsCenter s(RSOCs). RSOCsareNSA fidd activities
with the mission to enhance SIGINT support to commanders at dl echelons. The RSOCs are
regionally focused and receive inputs from multiple sources. These centers are multi-Service
military and civilian facilitiesand provide an opportunity to build on the synergy of nationa and
tactical assets.

(4) NSA/CSS Representatives. NCRs are senior representatives of the DIRNSA,
accredited tothe combatant commands, other senior military commands, andtheDOSand DOD. The
NCRsat the combatant commandsare the senior cryptologic authoritiesintheregion and arethe
specid advisorsto the combatant commander for cryptol ogic matters.
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(5) Cryptologic Services Groups. The CSGs are extensions of the NSOC and are
the primary mechanism for the supported organization to gain entrance into and support from
the USCS. CSGs provide cryptologic advice, and assstance. They advise organizations of
USCS capabilitiesand limitationsthat might affect its cryptol ogic requirements and recommend
to NSA/CSS those actions necessary to ensure cryptologic responsiveness.

(6) The Joint COMSEC Monitor Activity (JCMA). JCMA is a JCS-sponsored
organization operating under the auspices of the NSA. The mission of the JCMA isto conduct
COM SEC monitoring (collection, analysis, and reporting) of DOD telecommunicationssignals
(encrypted and unencrypted) and automated information systems and monitoring of related
noncommunications signals. The purposeisto identify vulnerabilities exploitable by potential
adversaries and to recommend countermeasures and corrective actions.

(7) National Intelligence Support Team. Based onlessonslearned from Operations
DESERT SHIELD and DESERT STORM, dl nationa-level agenciescombined their separately
deployed intelligence support teamsinto one NIST. The NIST concept wasdesigned to createa
dynamic flow of information and intelligenceto and from the operationa area. Theintent of the
NIST isto provide decision makers timely and tailored intelligence. The NSA element of the
NIST brings awide range of services, which include analytic support and secure voice and/or
data connectivity to supported organizationsviathe NSOC. Asacrissmaturesinto asustained
operation, the NIST isoften dissol ved and replaced by acombatant command’ sor Department’s
organic intelligence support apparatusto include a CSG

(8) NSA/CSSCustomer LNOs. NSA/CSS customer LNOs act asrepresentativesto
customersthat do not have an assgned NCR. LNOs are provided to various Executive Branch
agencies, such as the Departments of Justice and Commerce, which use SIGINT product, but
not on the scale of Defense or State.

(9) Support tothe Department of Defenseand theJoint Chiefsof Staff. DIRNSA
isthe principa cryptologic advisor to both the Secretary of Defense and the Chairman of the
Joint Chiefs of Staff, keeping both fully informed on cryptologic matters. In additiona to the
nationa cryptologic representative defense (NCRDEF) who provides day-to-day advice and
support to the DOD, the DIA, the JCS, and the Military Departments, the Joint Staff CSG
providesthe JCSwith time-sengitive cryptologic services. Additionaly, both the NCRDEF and
Joint Staff CSG provide NSA/CSS with advance warning and advice on DOD policies, Joint
Saff plans, and IA and intelligence requirements.

e. Whilemany NSA systems could have useful applicationsin contingency operations, the
most commonly employed systems are TRIBUTARY and Critical Source (CS). Though not
exclusive to NIST deployments, these systems are most often deployed with NISTs.

(1) TRIBUTARY. The TRIBUTARY System is a voice and limited data network
that can provide direct real-time threat warning intelligence information to operationa forces.
The TRIBUTARY System uses portable UHF satellite communi cations (SATCOM) equipment
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to providemilitary commanderswith direct subscriber linkageto the NSOC SSA. Commanderscan
accessoneof the SSA'sstanding TRIBUTARY networkswith most any organic UHF SATCOM
system by smply requesting satellite frequencies and cryptographic materials. NSA provided
TRIBUTARY equipmentincludesan L ST-5 UHF radio and an antennagppropriatefor themisson. A
portable computer witha SATCOM modemisdeployed asrequired to support datarequirements.
Withinfour hoursof arequest, atwo-man SSA teamwith TRIBUTARY accessand equipment canbe
activated and deployed to assist acommander at any level in responseto acrisisor contingency.
Althoughthemain purposeof TRIBUTARY isto providetime-sengtivethreat warning and reporting,
thevoiceand datacapabilitiescan dso beused to support theinitid functionsof aNIST until aCSis
deployed. If required, SSA can establish aseparate dedicated network to support threat-warning
requirementsinasengtive OPSEC environment.

(2) Critical Source. CSis a scdeable, deployable equipment suite that provides
operational forces with access to theater and national SIGINT support and other national
intelligenceresources. Thissecure, multimedia, tactical voi ce and dataprocessing system extends
the powerful NSA/CSS communicationsinfrastructure to aforward-deployed CSG or the NSA
element of aNIST. Within 72 hours of request for support, NSA can provide either “heavy” or
“light” CS to contingency operations worldwide for full reach back, secure communicationsto
Washington-area intelligence agencies. The CS deploys with its own satellite dish and base
band secure communications suite. The*“heavy” system iscomprised of avehicle-mounted full
communications center package with organic SATCOM. The*“light” system provides accessto
the same nationa-level networks; however, it is smaler, more compact and can be deployedin
containersthat aretransportable on one USAIr Force standard pallet. Thesesystemsareregularly
deployed to support NIST communications requirements and provide entry into the NSTS or
“Gray phone” and other secure networks. Communications pathway (bandwidth) and logistic
support to the deployed CS are the responsibility of the supported command.

f. Support to military operations depends on IWICS and on the SIPRNET, the DODIIS-
standard SECRET-leve-high-speed communications and dissemination network. The NRT
dissemination (NRTD) system, one of NSA's key combat support mechanisms, depends upon
JWICS and SIPRNET for Internet Protocol (1P) network broadcast of vital time-sengitive data.
NRTD uses satellite broadcast mediafor delivery of intelligence to combat units not connected
to the IP networks (JWICS or SIPRNET).

7. National Geospatial-Intelligence Agency

NGA is both an IC organization and a DOD combat support agency whose mission isto
providetimely, relevant, and accurate geospatia intelligence in support of national security. To
do s0, NGA capitaizes on dl forms of what is traditionally categorized as imagery, imagery
intelligence, and geospatid dataand information— now known asgeospatid intelligenceto providethe
foundationd “knowledgemap’ insupport of nationd intdligenceandyss.

a Respongbilities. NGA provides GEOINT and services to national decision makers,
military commanders, the IC, and other USG entities, as appropriate. The Director of NGA
advisesthe DCI, Secretary of Defense, Chairman of the Joint Chiefs of Staff, and the combatant
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commandersondl issuesrelated to geospatid intelligence. Thissupport extendsto thedepartments
and agenciesof the Federd government totheextent dlowed by law. TheDirector of NGA dsoserves
asfunctiona manager for theNationd Sysemfor Geospatid Intelligence (NSGI).

b. Organization. NGA is organized to ensure support for current requirements while
smultaneoudy facilitating the transformation necessary to fulfill the geospatia intelligence
mission (see Figure B-6).

(1) NGA is composed of an Executive Leadership Group, Staff Offices, and
Directorates. The Executive Leadership Group is the senior corporate body and provides
leadership direction for NGA'sinterna and externa activities.

(2) Several NGA Staff Offices provide essential support for military operations. This
support includes:

(8 Managing and tasking national imagery collection operations on behaf of
the DCI toincludetheintegration of national, NGA-purchased commercia, and selected airborne
collection requirements.

(b) Developing and disseminating geospatial intelligence policy and guidance
on behdf of the DCI and the Secretary of Defense. NGA a so devel opsand implementsgeospatia
intelligence release and disclosure policy.

(©) Providing planning and programmatic guidance to the members of the NSGI
for geogpatia intelligence programs and activities.

(d) Deveoping, negotiating, and managinginternationa agreementsfor geospatial
intelligence data sharing and co-production with foreign partners.

(3) Fveof NGA'sDirectoratesareconddered lineorgani zations.

(@ AndyssandProduction Directorate: Providesgeospatid intelligenceandyssand
productionto meet cusomer requirements.

(b) Source Operations and Management Directorate: executes the nation’s end-
to-end space-based, airborne, and commercia imagery requirementsfor geospatia intelligence.

(o) EnterpriseOperationsDirectorate: Respongblefor day-to-day sysemsoperations
andleveraging technol ogy to ensureand protect NGA'smission by operating theNSGI and providing
enterprise, corporate, dissemination andinformation services.

(d) Acquigition Directorate: Plans and implements acquisition of geospatial
intelligence systems for the NSGI.
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Figure B-6. National Geospatial-Intelligence Agency Organization

(© InnoVisonDirectorate: Forecagtsenvironments, definesfutureneeds, and devel ops
innovativesol utionsand technol ogiesthrough focused research and devel opment and systemsenginesring.

(4) Theremaining Directorates, the enabling organizations, and staff offices provide
speciaized support for NSGI community activities, including:

(@ Beginning, intermediate, and advanced geospatia andimagery analysstrainingto
NGA, the Services, and thel C through the National Geospatid Intelligence College.

(b) Provide on-site training support for geospatial intelligence systems and
proceduresthrough mobiletraining teams. Though theseteamstypically train during peacetime,
they often deploy during crisis Situations.

(c) Provide program guidance to the NSGI.

(d) Providegeospatid intelligencesupport to depl oyed customers, and support deployed
NGA support teams.

c. NGA SupporttoMilitary Operations. NGA providesgeospatid intelligenceto support
military planning, decision making, targeting, and intelligence production during peacetime and
criss. Thissupport includes:
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(1) Imegery exploitation. NGA exploitsall formsof traditional and nontraditiond data, from
nationd, civil, and commercid sources

(2) Provide traditional and speciaized hardcopy geospatia products and eectronic
data

(3) Provide safety of navigation products and services.

(4) Populate and maintain national databases that provide the visuaization and
analytical framework to support decision making.

(5) Manage the acquisition of commercia and foreign government remote sensing
datafor DOD users.

(6) Maintain crisis-specific geospatia intelligence productsand dataon NGA'sJWICS
and SIPRNET systemsto complement its direct support activities.

d. NGA Customer Support. The NST isthe primary mechanism for NGA interaction
withits customers. The NST coordinates NGA's operational, policy and training support to its
customers.

(1) NGA maintains NSTs at the Joint Staff, combatant commands, Services, and
National and Defense agencies. Additional NSTsarelocated at several non-DOD government
organizations (e.g., Department of State). A typical NGA NST at the combatant commands and
Service headquartersiscomposed of asenior representative (military O-6 or GS-15), staff officers,
and imagery and geospatial analysts. A reach back component at NGA Headquarters focuses
NGA production support.

(2) InadditiontousngNSTs, NGA may deploy crisssupport teemsof twotofive imagery
and geospatid andystsupon request, either independently, asaugmentationtoanexisting NST, or as
part of aNIST. Theseteamsof government and/or contract personnel employ deployablegeospatia
intelligence production systems. NST personnel can reach back to NGA for dataand products, fuse
thisinformationwith tacticd and theater sources, and work with usersto produce productstailored to
their needs.

8. National Reconnaissance Office

Themissonof theNRO isto enhance USG and military information superiority, acrosstherange
of military operations. TheNRO isrespong blefor theagpplication of uniqueandinnovativetechnology,
largescd e systemsengineering, devel opment and acquiStion, and operations of spacereconna ssance
systemsandrdatedintdligenceactivities

a Organization. TheNRO'sorganizationa structureisshowninFigureB-7. Thepositionof
Deputy Director for Military Support (DDMS) wascrested in 1990 when theroleand vaueof NRO
systemsto support military operationswasrecognized. The DDM Sisrespons blefor consolidating
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NRO military support and overseesal actionsimpactingthe DOD. NRO directoratesand offices
provideNRO training, education, and exercise support to nationa, military, and civil cusomers. The
NRO'ssupport to military programsincludestail ored training, professiona military education, and
exercsesupport conducted by the Operationd Support Officeandthel MINT and SIGINT Directorates
ThePlansand Andys s Office devel ops engineering assessmentsof futuremilitary requirementsto
ensurethat they can bemet by sysemsbeinglaunched today.

b. Respongbilities. NRO responsibilitiesinclude support to 1 & W, monitoring armscontrol
agreements, and crisis support to the planning and conduct of military operations. The NRO
accomplishes its mission by building and operating reconnaissance satellites and associated
communicationssystems. The NRO LNOsand thester support representatives| ocated with each of
the combatant commandsserveasdirect linksto NRO for the combatant commandersand their Saffs.

c. Application of Data. NRO support must be continuously incorporated into the planning
process. Asakey element in achieving information superiority, it should be viewed as part of dl
aspects of full spectrum dominance, not Ssmply those areas that fall within the purview of the
jointforceJ-2. Many of thegreatest gainscan beredized in nontraditional areas such assupporting
logistics with terrain data from NRO systems or providing warning for force protection. The
NRO accommodates the functional needs of battlespace information dominance with near-
continuous coverage architecturesin partnershipswith the OSD, JCS, I C, and USSTRATCOM.
Advancesintechnology enabletheNROto providegreater amountsof useful informationtoever lower
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Figure B-7. National Reconnaissance Office Organization
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tacticd echelons, withthe primary impact of NRO databeing redized a the operationa level. With
regard to security, thegod isto downgrade dassfication and disseminateproductsessentia to operations.

d. Obtaining Support. The DIA is the overal coordinator of NRO support for DOD,
which it manageswith on-linesystems. IMINT requirementsaretasked through NGA, SIGINT
requirements through NSA, and MASINT requirements through DIA. NRO LNOs and the
NRO's Operationa Support Office facilitate end-to-end support from education and tasking to
dissemination of the product and service. The basic reference for obtaining support isthe Joint
Tactical Exploitation of National Systems Manual.

9. Servicelntelligence Organizations

The Chiefs of the Military Services provide intelligence support for Departmental
missionsrelated tomilitary systems, equipment, training, and national intelligenceactivities.
The Services act to support DOD entities, including combatant commands and the Service
components of those commands.

a USArmy

(1) Deputy Chief of Saff (DCS) for Intelligence, G-2. TheArmy G-2isresponsible
to the Chief of Staff, Army for long-range planning and policy guidance on al mattersrelating
to Army intelligence, security, and Cl activities. The G-2 manages the Army portion of the
NFIP, Army departmental-level general military intelligence and scientific and technical
intelligence production missions, intelligence readiness training, the Army language program,
and theArmy Foreign Material Program. The G-2 exercisesstaff supervision over the USArmy
INSCOM and hasoperationd control over itsdepartmenta production resources.

(2 INSCOM. INSCOM, headquartered at Fort Belvair, Virginia, is an operationa
HQ responsiblefor Army echelonsabove corps (EAC) inteligence and e ectronic warfare (IEW)
operations executed by its subordinate commands located worldwide. INSCOM is a mgor
participant innationa intelligenceactivitiesand support to theeter [IEW operations. Itssubordinate
commands consist of three broad categories of organizations that provide cryptologic, genera
military, and theater intelligence support to strategic and operationa level commandersin the
areasof TIARA HUMINT, IMINT, MASINT, SIGINT, ClI, 10, and intelligence analysisand/or
production. Throughitstheater MI brigadesand other specid missonunits, INSCOM:

(8 Provides direct support operationd intelligence units to Army component
commanders.

(b) Conductsovert TIARA HUMINT collection worldwidein responseto Army
commanders regquirements.

(©) PeaformsgroundMASINT collectionfor the Defensel C, under thedirectionof the
DefenselntdligenceAgency Directoratefor MASINT and Technical Collection, insupport of thegter,
Army, and nationd requirements.
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(d) FunctionsastheArmy’sSCE fortheUSSIGINT System and provides support
to NSA cryptologic missions with Army SIGINT units located at NSA HQ and the regiona
SIGINT operations centers.

(&) Incoordinationwiththe FBI in CONUS and the CIA OCONUS, conductsCl
investigations of and operations against foreign organizations and persons which target US
Army personnel and equipment by means of espionage, sabotage, or terrorist activities.

(f) Performs Cl analysis and production for the Army.

(3) Theater M1 Brigadesand/or Groups. INSCOM theater M| brigadesand/or groups
conduct multidisciplineEA Cintdligenceoperationsin support of therespectivethester’ SArmy component
commeander and, if oneisdesignated by the JFC, thejoint forceland component commander (JFLCC).
Thefour EACunitsare:

(@ 66th M1 Group, USArmy Europe, USEUCOM.
(b) 500th M1 Group, USArmy Peacific, US Pacific Command.
(c) 501st MI Brigade, 8th USArmy, US Forces Korea.

(d) 513thMI Brigade. The513thistasked to providesupport, asrequired, toArmy
forces(ARFOR) commandersin USEUCOM, US Centrd Command, and US Southern Command.

(e) 704th MI Brigade, Ft. Meade, Maryland.
(4) 902d M1 Group

(& The 902d MI Group, located at Fort Meade, Maryland is subordinate to
INSCOM and isthe largest CI organization within the Department of Defense. The Group has
aworldwidemissontodetect and neutrdizeforeignintdligencecollection againg the USArmy’ sforces,
operations, and technologies. Thisencompasses both offensive and defensive Cl operationsand
counterespionage (CE) invedtigations, toind udeinvestigationsof Army informeation network denid and/
or disruptions, computer systems penetrations, and attempted penetrations. Inthisregard, the Group
supportstheArmy’s1st Information Operations Command (Land) (1t 10C (Land)) C2 protection
missionthroughitsinvestigations, andys's, and Cl operations. The Group hassupported numerous
JTFswithtailored Cl support packages, toincludeoperationsin Somadlia, Haiti, Bosnia, Europe, and
Centrd America. It conducts RED team eva uationsto providearedlistic picture of acommand's
organizationa vulnerabilities. The Group a o provides Cl support to theArmy technology baseand
acquistioncommunity.
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(b) The902dMI Groupisoneaof three DOD CONUS-based unitschartered toidentify
and report Foreign Intelligence Service (FIS) collection operations (i.e., threat information, modus
operandi, interests, habits, trends, activities). Andystsat the Group'sArmy Cl Center (ACIC) support
USArmy CEinvedtigations, Cl operations, C2 protection and specid accessprogramsthroughandyss
of FI Stargets, trends, and modus operandi; provide anaysisof raw information and open-source
materia to meet worldwideArmy requirements,; and produce multidiscipline Cl threat assessments,
counterterrorism, and other threat products. Itisthe ACIC that conductsthe Army Cl production
missonto complement theNGIC.

(©) The902d MI GroupistheArmy’ssolee ement responsiblefor providing SCI
oversight, inspections, advice, and ass stance and Site-based accreditation for theArmy component
of the DODIIS computer security programs. Through its battalions, the Group identifies and
neutralizes technical penetrations directed against US forces, secrets, and technology through
itstechnical survelllance countermeasures (TSCM) and TEMPEST teams; conducts polygraph
examinations in support of Army technology and operations; and provides signals profiling
primarily for sengtivefacilitiesand USArmy SOF. The 902d M| Group providesbasic TSCM
training for all DOD personnel and is the only TSCM certification-granting ingtitution in the
Army.

(d) The 902d M1 Group conducts Cl operations to determine foreign collection
patternsand areas of interest; predictsforeign technology collection requirements; and develops
cost effective countermeasures that will prevent those targeted critical technologies from being
defeated on the battlefield, countered, or duplicated to the detriment of USforces. The 902d Ml
Group addresses the foreign collection threat posed by foreign LNOs, foreign scientist and
engineer exchange programs, foreign visitor programs, and the data exchange programs aswell
asthe emerging CI threat to the Army from other nontraditional sources.

(&) The902d MI Group providesdirect Cl support totheArmy Specia Operations
Command, DTRA, NGA, and the combatant commandsand subordinateforces. Thegroup conducts
nationd-level liasonfor INSCOM.

(5) National Ground Inteligence Center. The NGIC, located in Charlottesville,
Virginia, is assigned to INSCOM and is under the operational control (OPCON) of the Army
G-2. NGIC isthe Service Nationa production center for ground forces intelligence and has
DODIPP primary productionrespongbility for most groundforceintelligencefunctiona codes. The
NGIC providesthefollowing:

(& All-source scientific, technical, and general military intelligence on foreign
ground forces in support of Army Title 10 requirements.

(b) IMINT and secondary imagery dissemination to support training, exercises,
and contingency planning.

(c) ExecutestheArmy’sforeign materid acquisition requirementsand exploitation
program.
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(d) Current- and future-oriented ground capabilitiesthreat assessmentsto support
operationd forces, the combat and materiel development community, contingency planners,
force planners, wargame personnel, and doctrine devel opment organizations.

(e) Detailed andlysisand production of systems capabilities and parametric data
for dl foreign ground and ground-related systems (to include helicopters, air defense guns,
infantry, armor and anti-armor, fire support, engineer, mines, EW, reconnaissance, chemical
warfare, TIM with potential dual-use capability, directed-energy weapons, and C3 systems).
Produces assessments of ground systems trends.

(f) A shared production and database maintenance responsibility for selected
countries.

(9) Reinforcing support to other intelligencecentersasrequired.

(6) 1st Information Operations Command (Land). 1t 10C (Land) isassigned to
INSCOM andisunder the OPCON of theArmy DCS, component operations staff officer [G-3].
The 1st 10C (Land) provides operations support for the planning and execution of the O portion
of acampaign from the Military Department level through tactical-levels. Support across the
gpectrum of 10 isaso provided to the JFLCC, if oneisdesignated by the JFC. Primary 1st 10OC
(Land) functionsinclude the following:

(@ ProvidelO staff support to ARFOR and JFLCC staff.

(b) Coordinate IO intelligence and Cl support to operationa and tactical ground
commanders, including the JFLCC.

(¢) Coordinateand deploy field support teamsto assst ARFOR commandersand
JFLCCsin the area of C2-protect, C2-attack and C2-support planning.

(d) Develop and sustain rapid response capabilities and oppose penetrations of
Army C4l systems and processes.

b. USNavy

(1) Director of Naval Inteligence. DNI istheintelligenceexecutivetothe Chief of Nava
Operations(CNO), exercising overal authority throughout the Department of the Navy on matters
pertainingtointelligence, cryptology, Cl, and specid security. The DNI managestheNavy portion of
thenationd foreignintdligence, setsnava intdligencepalicy, and directsnavd intdligenceplanningand
programs.

(2) Officeof Naval Inteligence. TheCommander of ONI, heedquartered at theNationa
Maritimelntdligence Center at Suitland, Maryland, providesthe Department of theNavy theintdligence
necessary toplan, build, train, equip, and maintain USmaritimeforces.
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(3) National MaritimelntelligenceCenter. TheNMIC isthenational production
center for maritime intelligence. Located at Suitland, Maryland, NMIC consists of ONI, a
detachment of the MCIA, USCG ICC, and the NIWA. The NMIC supports Navy, Marine
Corps, Coast Guard, joint, and nationa-level requirements through a variety of intelligence
production capabilities, including:

(& Naval weapons systems analysis.

(b) Integrated tactical andysis of foreign navies and maritime threats.
() Acousdtic callection and andysis.

(d) Naval foreign material acquisition and exploitation.

(e) Civil maritime analysis of topics such as merchant shipping, sanctions
violations, commercid treaty violations, counterdrug, and maritime smuggling.

(f) Intelligence support to nava 0.
(g) Nava-related collection and information systems devel opment.
(h) Community management support on naval budget, security, and reserveissues.

(4) Naval Security Group. Commander, Naval Security Group (CNSG) Command, is
located at Fort Meade, MD. CNSG reportsdirectly to the CNO asan echelon |l command, andisa
principa assistant to DNI. CNSG providestechnical guidance and support to cryptologicand |O
activitiesof USNavy operatingforces.

(5) Naval Criminal Investigative Service. NCI Sfulfillsthecriminal investigative
and CI responsbilitiesof theNavy. TheDirector, NCIS, isdirectly subordinateto the Secretary
of the Navy, and also serves asAssistant Director of Nava Intelligence for CI. Intelligence on
potentia terrorist and UW threats to the Navy and Marine Corps is provided by the Multiple
Threat Alert Center (MTAC), a 24-hour terrorism 1& W center. A branch of NCIS, the MTAC
providesafull rangeof counterterrorism, Cl, and technology transfer analysisand productionfor the
Department of theNavy.

c. USAIr Force

(1) Air ForceDirector of Intelligence, Surveillance, and Reconnaissance. AR/ XOI
isresponsibletotheAir Force Chief and Deputy Chief of Staff for Air and Space Operationsfor
policy, planning, programming, resourced | ocation, and program eva uaion activitiesaimed & ensuring
information superiority inpeace, crigs, andwa.

(2) Air Intelligence Agency. AlA, subordinate to Air Combat Command and
headquartered at Lackland Air Force Base (AFB), Texas, over seesprocessing and production
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elementsworldwide. It providescustomersat dl echelonswith multi-sourceintelligence products,
gpplications, and servicesand providesintdligenceexpertiseintheareasof 10 (toincludeinformation
protection), acquistion, foreign wegponssystemsand technol ogy, and treety monitoring. Additiondly,
AlA servesastheAir Force Vaidation Officefor Production and Application Requirementsunder the
DODIPR. WhenAir Forcecomponent intelligencerequirementsexceed thetheater’ scapabilities AIA
may reinforcethe combatant command with andytica expertiseand products.

(3) National Air and SpacelntdligenceCenter. NASIC, subordinatetoAl A, isthe
principal agency for assessingtheforeign air and spacethreat. NASIC can provide deployed
forceswith uniquecapabilitiesfor aeragpaceinteligencefor DOD operationad commeands, researchand
deve opment centers, wegpon acquisition agendes, and netiond plannersand policymakers HQNASIC
islocated & Wright-Peatterson AFB, Ohio; subordinate NA S C dementsoperatein Washington, DC,
Langley AFB, Virginia, and Offutt AFB, Nebraska

(4) Air Forcelnformation WarfareCenter. AFIWC explores, applies, and migrates
offensiveand defensiveinfor mation war far e (I W) capabilitiesfor operations, acquisition, and
testing. AFIWC providesadvanced IW training for theAir Force, devel opsand maintainscommand
and control warfare (C2W) databases and appli cations, providesvulnerability anaysesof friendly
electronic systems, and protectsfriendly C2 against adversary attacks. AFIWC' s databases and
gpplicationsaremgor dissemination mechanismsthat providel W-rdl ated intdligenceto thewarfighter.
Supportisprovided directly from AFIWC and JOC which arecollocated in San Antonio, Texas.
(SeeAnnex A, “Joint Centers’).

(5) Air ForceOfficeof Special Investigations. AFOSI isresponsible to the USAIr
Force Inspector General, Office of the Secretary of the Air Force, and providesa full range of
Cl services encompassing four primary misson areas. collection, analysis and production,
operations, and investigations. These missionsare accomplished through proactive and reactive
programs in support of Service, combatant command, and national-level agencies. AFOSI’s
primary respong bility during al levelsof conflict isto provideAir Force commanders Cl support
toidentify and neutralizethe sabotage, clandestineintelligence, subversive, terrorist, and criminal
threat to resources. Inwar or MOOTW, aredignment of AFOSI forces may be accomplished to
meet the commander’s requirements.

d. USMarineCorps

(1) Director of Intelligence(DIRINT). TheDIRINT isthe Commandant’s principal
intelligence staff officer and the functional manager for intelligence, counterintelligence, and
aryptologicmatters. ThroughthelntdligenceDivison, HQ MaineCorps, DIRINT dlocatesresources
and manpower to develop and maintain specific expertise in the areas of human and technical
reconnai ssanceand surveillance, GMI, HUMINT, CI, IMINT, SIGINT, and TENCAP.

(2) USMarineCor psintdligenceActivity. MCIA isafiddactivity under theDIRINT
andtheMarine Corps Service production center. MCIA islocated a Quantico, Virginiawitheements
collocated withtheNavy' sNMIC a Suitland, Maryland. MCIA supports.
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(@ The Commandant of the Marine Corps and his staff with threat assessments,
estimates, and intelligence for Service planning and decision making.

(b) Combat developerswith threat dataand other intelligence support for doctrine
and force structure devel opment, systems and equipment acquisition, wargaming, and training
and education.

(c) Operating force requirements for predeployment planning, training, and
exercise, aswell as support to contingency planning and other production not satisfied by either
theater, other Service, or national research and analytic capabilities.

(3) Astheproduction manager and validation authority for theMarine Corpsproduction
requirements, MCIA isfully integrated into the DODIPPR. Through DODIPP, and the Joint Staff
J-2 directed federated production program, MCIA can betasked to provide expeditionary warfare
intelligenceto support any nationa, theater, or operational command inthe Armed Forcesof the
United States. Thus, MCIA’'suniqueandtailored analysisand production capabilities, to include
its reserve production elements, supports not only the Marine Corps, but also nationa decision
makers, combatant commanders, and operationa forces.
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JOINT CENTERS

1. Joint Information Operations Center

The JOC, asubordinate element of USSTRATCOM, serves as the principal field agency
within DOD for non-Service specific IO support. The primary mission of the JOC isto provide
direct 10 support to operationa commanders. Additionaly, the JOC will providegenera support
to OSD, the Joint Staff, the Services, USagencies, NATO, and dlied nations. The JOC integrates
the congtituent e ementsof |O— OPSEC, PSY OP, military deception, EW, and computer network
operations — throughout the planning and execution phases of operations. The JOC executes
its mission through its directorates of Operations, Protection and Defense, and Technology
I ntegration.

2. Joint Warfare Analysis Center

a The IWAC, aUSJFCOM subordinate element, islocated at the Naval Surface Warfare
Center in Dahlgren, Virginia. Likethe JOC, IWAC isnot strictly an intelligence organization;
however, asignificant portion of its work supports intelligence applications.

b. The JWAC assists the Chairman of the Joint Chiefs of Staff and the combatant
commandersin preparation and analysis of joint OPLANSs and assists the Service Chiefsin the
analysis of weapon effectiveness. JWAC serves as the Joint Staff agent for the integration and
analysis of data concerning infrastructure networks. JWA C supports the combatant commands
and the Joint Staff as prioritized by USIFCOM J3. Secondarily, it provides support to the
Military Services, OSD, and other government agencies as tasked by USIFCOM J-3.

c. The IWAC executes its mission through the following directorates. Intelligence;
Operations; Information Systems; and Strategic and Technical Initiatives. Within these
directorates, WA C maintainsaregiond focusaigned with the geographic combatant commands.
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OTHER GOVERNMENTAL ORGANIZATIONS

1. Office of National Drug Control Policy

TheDirector of ONDCPisresponsblefor establishing policies, objectives, and prioritiesfor the
Nationd Drug Control Program and for annually promulgatingaNationa Drug Control Strategy tobe
submitted by the President to the Congress. The Director advisesthe President regarding necessary
changesintheorganization, management, budgeting, and personnd dlocation of Federd agendiesinvolved
indrugenforcement activities

2. TheDrug Enforcement Administration, Department of Justice

The Drug Enforcement Administration (DEA) enforces laws and regulations governing
narcotics and controlled substances, chemical diversion, and trafficking. It is aso the lead
agency oversess for counterdrug law enforcement activities and investigations. DEA makes
ancillary contributionsto thenational 1C viaeffortsto buildlega casesagainst narcoticstraffickers.
DEA-collected and produced information isvaluablein homeland security dueto thetraditiona
close association between narcoticstrafficking andillegal dien smuggling. Thisresultsin DEA
information potentially having significant value in counterterrorism applications.

3. Defense Threat Reduction Agency

DTRA'smissonincludespreventing thesoread of WM D, responding to military requirementsto
hel pthe United States deter, withstand, prevail againgt and recover from the use of suchwegpons, and
preparing the combatant commandsto counter thefull spectrum of future WMD threats. DTRA'S
widespread ingpection activitiesrequire close coordination with, and support from, |C members.

4. Counterintelligence Field Activity

CIFAisafiddactivity withinthe Department of Defense, under theauthority, direction, and control
of USD(I). CIFA'smissionisto develop and manage Cl programsand functionsthat support the
protection of DOD personnd, resources, critical information, research and devel opment programs,
technology, criticd infrastructure, economic security, and USinterests, againg foreigninfluenceand
manipulation, aswell asto detect and neutralize espionage against DOD activities. CIFAisaso
responsiblefor overseeing DOD-wide Cl investigations, operations, and Cl functional services, to
includeoversight of Cl investigationsand operationsin support of or arising out of joint operations.

5. Other USG Sources of Information

Thereareanumber of “ nonintdlligence” USG agenciesand organi zationsrespongblefor gethering
and maintaininginformation and it csrel ated toforeign governmentsandinternationd affairs. Such
organizationsastheLibrary of Congress, the Departmentsof Agricultureand Commerce, theNationd
Technical Information Center, and the US Patent Officeare potentia sourcesof detailed, specidized
informationon palitical, economic, and military-rdaedtopics. Thenationd-level 1C may draw onthese
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organi zationsto support and enhance research and analysisand for relevant, peripheral dataand
backgroundinformationfor plannersand decisonmakers.
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INTELLIGENCE SYSTEMSIN SUPPORT OF CRISIS OPERATIONS

1. DIA

a. NIST Fly-away Kits. DIA/J20 maintainsan organic secure communications capability
for support of crisis operations. This quick reaction capability is based on the International
Maritime Satellite INMARSAT) system and JDI SSworkstationsand providesuserswith limited
accessto SCI and SIPRNET web pages, e-mail, joint collaborative intelligence tools, accessto
national intelligence databases, and one NSTS telephone line per kit. The deployable kits are
capable of supporting threeto five cleared individual s depending on the customer requirements.
J20 maintainsalimited number of fully capablekitsready for immediateworl d-wide deployment
in support of JCS directed operations.

b. Containerized JWICS. C-JWICS provides a portable JWICS communications
capability to adeployed NIST or JTF. The C-JWICSisadeployable systeminfour transit cases
that provides secure multimedia communications between the JTF and the IC. The C-JWICS
gives the user access to the JWICS data network, JWICS VTC system, and to NSTS. The
C-JWICS requires commercial power, a SCIF, and a communications path.

c. JWICSMoabilelntegrated CommunicationsSystem. TheJMICSprovidesaJTFwitha
mobile WICScommunicationssysemonaheavy, HMMWYV andtrailer. Thismobilesystem provides
secure Top Secret/SCl, high speed multimediacommuni cations connectivity betweenthe JTFandthe
IC. IMICSprovidesuserswith accessto the WICSdatanetwork, WICSVTC system, theNSTS,
securetelephoneunit- 11, and other communicationsfeeds. IMICSistransportedonaHMMWYV,
communicationsshelter, and agenerator trailer. Thesystemistrangportableon C-130, C-141, C-17,
and C-5aircreft. Itistypicaly deployedwithaTrojan Spirit [| communi cationstransmisson system
athoughit can operatewith commerciad SATCOM systems. TheJMICSisdeployed at thedirection
of the Joint Staff J-2 in support of acombatant commander and/or JTF requirements.

2. NSA

a. INMARSAT-B. INMARSAT terminals can transmit either voice or data
communications. INMARSAT providesexpedient temporary accessto WICSduring theinitial
stages of a deployment when no other pipelineisavailable.

b. TRIBUTARY Fly-away package: ATRIBUTARY fly-away packageprovidesaportable,
securevoicetermind using either military UHF, SATCOM media, or other LOStransmissons. Itis
designed for worldwide SATCOM or LOS communicationsaccess. Each unitisdeployed asasdlf-
contained casethat providesall interconnect wiring, spesker system, antenna, and handset inahinged
equipment box for easy ingalationand repar. TheNSA/SSA usesTRIBUTARY fly-away packages
for worldwidethreat warning broadcastsover the TRIBUTARY network. TheTRIBUTARY network
consists of anumber of dedicated UHF secure SATCOM nets providing 24-hour secure voice
communicationssupport between nationd agendesand geogrgphic combatant commands TRIBUTARY
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packagesaredso deployed withthe“light” version of the CScommunicationssuite (CSLite) asa
backup emergency communicationssystem.

c. Critical Source Lite: CS Lite is a preconfigured communications suite containing a
communications center and satellite equipment. The suite provides access/connectivity to the
following systems. NSTS secure voice, National Security Agency Network, JWICS, and
SIPRNET. The network connectionswill allow the analyst/customer accessto the WICS data
network, the National Time-Sensitive System, and selected NSA databases authorized on a
case-by-casebasis. Thecustomersarerequiredto provide the appropriate hardware (computers,
printers and servers etc.), software loads, user login and password for terminals and databases.
The supported commander is responsible for the following: certified tactical sensitive
compartmented information facility, power, environmental controlled operating areaand billeting
Spaces.

3. CIA

The CIA eement of theNIST deployswith itsown secure satellite communi cations package.
These communications providedirect connectivity between the JTF and CIA HQ and worldwide
stationsand bases. Thefully redundant communications packageis capabl e of secure voice and
data transmissions as a stand-alone communications system, and can dso interface with the
JWICS and MICS.
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ANNEX D TOAPPENDIX B
INTELLIGENCE RESOURCE PROGRAMS

1. Introduction

A large number of organizationa € ementshave evolvedintheintelligencearenato manage
intelligence and intelligence-related activities. The numerous activities and assetsthat comprise
the total US nationa intelligence effort fall within a broad spectrum ranging from strategic to
tactical. There are three mgjor intelligence groups that manage al intelligence activities and
directly contribute to effective and coherent support to military intelligence consumers. NFIP,
JMIR and TIARA. TheNFIPservesnational-level decision makersacross multiple government
agencies and departments with primarily strategic intelligence. The IMIP providesintelligence
to joint mission-oriented customers defense-wide. TIARA is focused on individua Military
Servicesor agencieswhose principal consumersare operationa and tactica military commanders.
Each of the three intelligence categories are addressed in this annex.

2. Resource Programs

a Intelligenceactivitiesand assetsare grouped and funded according to their function and/
or purpose. Strategicintelligencetypically isconsidered to be nationa-level activitiesand assets
funded under a number of resource programs referred to collectively as the NFIP. Strategic or
nationa intelligence primarily supports the President and national-level politica and military
leadership. Itisprimarily strategic in nature, concerns plans and intentions of foreign entities,
and serves as the basis for the nationa military strategy. The NFIP is jointly managed by the
Deputy Secretary of Defenseandthe DCI. The NFIPresourcesprovidethefunding for intelligence
activities and assets necessary for intelligence operationsto support the US military for EAC. It
is conducted by awide range of intelligence organizations (see top arrow Figure B-D-1).

b. The IMIP was established to improve the effectiveness of DOD intelligence activities
when those activitiesinvol ve resources from more than one DOD component; when the users of
theintelligence dataarefrom morethan one DOD component; and/or when centralized planning,
management, coordination, or oversight will contribute to the effectiveness of the effort. The
JMIP focuses on joint, defense-wide initiatives, activities, and programs that provide more
effective and coherent intelligence programmatic decison making (see middle arrow Figure
B-D-1). Military intelligence consumers supported include the warfighter, policymaker, and
force modernization planners. IMIP-funded activities are managed by the Deputy Secretary of
Defense. IMIP and TIARA congtitute the basis for Defense intelligence outside the NFIP.

c. TIARA resourcesprovidethefunding of tactical intelligence, related activities, and assets
necessary for military operationsat the corps, wing, naval battle group, and Marineexpeditionary
forcelevel and below (see bottom arrow Figure B-D-1). TIARA-funded activities are managed
under the direction of the Secretary of Defense. The programsare designed, built, and operated
by the Military Services and Defense agencies and compete for funding with combat and
combat-support programs. TIARA funds represent those portions of the DOD budget devoted
to non-NFIP intelligence and other related activities that respond to combatant commander’s
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THE INTELLIGENCE ARENA
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Figure B-D-1. The Intelligence Arena

requirements to gather and interpret time-sensitive intelligence on foreign entities. TIARA
includes programsthat fund intel ligence training, reserveforces, and research and devel opment.
A universal “rule of thumb” is anything that is not NFIP or IMIP-funded must be considered
either atactical-level intelligence asset (i.e,, TIARA) or something other than an intelligence
ast (i.e., operationdl).
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3. National Foreign Intelligence Program

a The NFIP provides funds for the bulk of nationa-leve intelligence, foreign CI, and
reconnai ssance activities of the IC as well as other USG intelligence programs designated for
inclusion in the NFIP by the heads of the executive department involved and the DCI or the
President.

b. Each NFIPprogramisheaded by aprogram manager who preparesthe program’sannual
budget and oversees the expenditure of the funds alocated to the program. While some NFIP
programs are managed by the heads of organizations most closely associated with them (e.g.,
the Consolidated Cryptologic Program [CCP] by the Director of NSA), others are not (e.g., the
Central Intelligence Agency Program [CIAP] is not managed by the DCI, but by the Deputy
Director of CIA). The program managers receive policy and fisca guidance from the DCI and
prepare and submit their programs’ budget for DCI approva and consolidation into the single
NFIP budget which is submitted to the President.

c. TheNFIPbudget isnot openly published for national security reasons. NFIPfundingis
actualy embedded within e ements of the Defense budget. Thesefundsare administered by the
Military Services, but under the close scrutiny of NFIP program managers.

4. General Defense Intelligence Program

a. The broadest-based NFIP program within the Department of Defense and Military
Servicesisthe GDIP. This program funds M1 units and activities that involve functions other
than cryptology, Cl, and certaintypes of speciadized reconnaissance. ItincludesDIA, intelligence
units from each of the Military Departments, and combatant command units that have theater-
wide responghilities and significant national or departmental intelligence missions.

b. The GDIP encompasses the following activities.

(1) All defenseinteligence production not funded elsewhere in the NFIP.
(2) All nationa-level DOD human source intelligence.
(3) A widerange of activitiesthat provide defense intelligence infrastructure.

(4) Significant collection (other than cryptologic and Cl) against geographic targets,
foreign forces, and foreign weapon systems.

c. GDIP-funded units and activities collect information, process and anayze data, and
produce M| for the following spectrum of missions:

(1) Support to warfighting

(@ Input to nationa military strategy.
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(b) 1&W.
(c) Countermeasures and military contingency operations.
(d) Theater-level battle planning and direction of combat operations.

(e) Planning and conducting small scale contingency operations (e.g.,
noncombatant evacuation operations).

(2) Equipping and training of forces
(8 Weapons and countermeasures acquisition.
(b) Force structure development.
(¢) Doctrine and tacticstraining.
(d) Military education and training.
(3) Direct support for national-level priorities
(&) Foreign policy development.
(b) Arms control negotiations and treaty monitoring.

d. Units and activities funded by the GDIP must be tasked to perform their principal
intelligence mission and must support missions of the Department of Defense, a Military
Department, a combatant command, or more than one component command.

(1) The GDIP supports OSD and JCS decision making; Military Servicetraining and
equipping; and production, collection, information systems, or intelligence communications
capabilities within combatant commands, J Cs, and component HQ.

(2) GDIPis affected by resource decisions and actions of other programs within the
NFIP and TIARA. For example, GDIP often funds the training of operators of new systems
acquired through other programs. It also provides equipment and communications for other
systemsto ensureinteroperability and compatibility with other systemsfunded outsidethe GDIP.

e. GDIP funds are expended mainly in the four following areas of intelligence:

(1) Production

(& GDIP-funded production includes al Defense intelligence production in the

NFIP (except SIGINT, MASINT, and Cl) and supportsthetimely production of fused al-source
finished intelligence for warfighters and the nationa, Service, and departmental leadership. Its
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productsinclude databases of foreign military forcesand programs, targeting materials, scientific
and technical (S&T) analyses, and threat assessment.

(b) TheDirector, DIA isthe Program Manager of the GDIPand the agency isone
of the mgor producers. DIA produces a full range of basic, current, warning, and estimative
intelligencethat supports geographi c combatant commandersand operational forces, theMilitary
Departments, and nationa policymakers.

() Military Serviceproducersfocus mainly on nationa-leve intelligence needed
to equip and train forces to support the combatant commanders and maintain S& T centers and
operational intelligence centers funded through the GDIP.

(d) A sgnificant portion of GDIPintelligence productionisaccomplished in theater
intelligence production centers, imagery centers, and component analytical centers.

(2) Collection. The GDIP fundsintelligence collection primarily in three arees.
(8 HUMINT.

(b) MASINT conducted through a variety of systems ranging from nationa
technical means to ground-based systems.

(¢) Cadllection (other than SIGINT and certain other typesof collection conducted
through other NFI Pprograms) against geographic targetsand foreign forces and weapon systems.
The collectionisachieved mainly through technical sensorson airbornereconnaissance platforms
and aboard avariety of other collection systems.

(3) Infrastructure. Thisthird aspect of the GDIP includes the following:

(& Automation. DODIISintelligence systemssupport and automated intelligence
systems, as well as noncryptologic communications for SCI dissemination.

(b) Reproduction, presentation, and dissemination of awiderangeof intelligence
materias and data

(c) Physical, personnd, industrial, computer, telecommunications, and operations
security. This includes noncryptologic SCI policy and operations as well as adjudication of
specia background investigations.

(d) Inteligencetraining and education, such asthe courses conducted at the Joint
Military Intelligence College.

(4) Management. GDIP funds three types of intelligence management: program
intelligence management, functiona management, and fisca management. Program management
was discussed earlier in thisannex. Functional managers and their staffs are oriented along the
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three broad functional areas of production, collection, and infrastructure which encompass the
full range of activities funded under the GDIP. Fiscal management involves the GDIP
programming and budget process, a structured sequence within the NFIP that runs parale to
that of all other NFIP programs against which GDI P requests eventua ly compete for ashare of
the NFIPbudget. The process beginswhen the GDIP Program Manager receivesguidancefrom
the DCI and usesiit to develop his own “top-down” policy and fiscal guidance, in the Program
Manager’s Guidance Memorandum (PMGM), to the Service intelligence elements, DIA, and
the combatant commands. Based on the Program Manager’ s guidance, thefunctiona managers
provide funding priorities and specific guidance relative to their respective area of concern
whichisincluded in the PMGM.

5. Other NFIP Programs

a Central Intelligence Agency Program. The activities of CIA are funded under the
CIAP. ThisNFIPprogram providesfundsfor analytical and controlled activities, administration,
field operations, and research and development. The Deputy Director of the CIA isdesignated
as the Program Manager of the CIAPR.

b. National Geospatial-IntelligenceAgency Program (NGP). TheNGPfundsall NGA
national level programs. The Director, NGA is designated as the functional manager of the
NGP.

c. Consolidated Cryptologic Program. CCPisoperated and managed by NSA, with the
DIRNSA sarving as the Program Manager. In addition to its own worldwide SIGINT and
OPSEC operations, NSA also oversees national-level operationsof thethree Service cryptologic
elements. TheseedementsincludetheNava Security Group, the cryptologic components of the
Army’sINSCOM, and the Air Intelligence Agency.

d. DOD Foreign Counterintelligence Program. This component of the NFIP conducts
Cl activitiesin support of DOD components OCONUS In coordinationwiththe CIA, and within
the USin coordination with the FBI, pursuant to procedures agreed upon by theAttorney Generd
and the Secretary of Defense.

e. Special Reconnaissance Intelligence Programs in DOD. Two sensitive programs
collect speciaized intelligence through reconnaissance. These programs are responsible for:

(1) Carrying out consolidated reconnaissance programs for specialized intelligence.
(2) Responding to taskings |AW procedures established by the DCI.

(3) Delegating authority to the various agencies and departments for research,
development, procurement, and operation of designated means of collection.

f. Treasury Department Intelligence Program. This NFIP program is that element of
the Treasury responsible for:
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(1) Overt collection of foreign financial and monetary information.

(2) Participation with the DOS in the overt collection of general foreign economic
information.

(3) Productionand dissemination of foreignintelligencere aing to USeconomic policy
asrequired for the execution of the responsibilities of the Secretary of the Treasury.

g. Sate Department Bureau of Intelligence and Research. ThisNFIP organization is
that element of the State Department that:

(1) Overtly collectsinformation relevant to US foreign policy concerns.

(2) Produces and disseminates foreign intelligence relating to US foreign policy as
required for the execution of the Secretary of State's responsibilities.

(3) Disseminates, as appropriate, reports received from US diplomatic and consular
posts.

(4) Transmitsreporting requirementsof thel Ctothechiefsof USmissonsabroad.

(5 Supportschiefsof missonsindischargingthar gatutory respongbilitiesfor directionand
coordinationof missonactivities

h. FBI Foreign Counterintelligenceand I nternational Terrorism Program. ThisNFIP
element isresponsible for:

(1) Conducting CI activitieswithin the United States.

(2) Conducting CI activities OCONUS in coordination with the CIA, asrequired by
agreement of the DCI and the Attorney Generdl.

(3) Coallecting, producing, and disseminating foreign intelligence and CI.

(4) Carrying out research, development, and procurement of technical systems and
devicesrelated to their authorized functions.

i. Department of Energy Intelligence and Satellite Instrumentation Program. This
program is responsible for:

(1) Participatingwiththe DOSin overtly collecting information with respect toforeign
energy meatters.

(2) Participatinginformulatingintelligence collection and anaysisrequirementswhere
the specia expert capability of the DOS can contribute.

B-D-7



Annex D to Appendix B

(3) Providingexperttechnicd, andyticd, and research capatiility to other agencieswithinthe
IC.

J. Special NFIP Accounts. In addition to the programs described above, there are two
additiona accounts managed as part of the NFIP. These two accounts are the CIA Retirement
and Disability System and the Security Evauation Program.

6. Joint Military Intelligence Program

a The JMIP is designed specifically to improve the oversight of selected Defense-wide
intelligence programs and resources. Defense-wide resources are those initiatives, activities,
and programsthat predominantly provideintelligenceinformation and support to multiple Defense
consumers. The IMIPingtitutesamanagement system to oversee programsintended for multiple
users, and/or cross-Service support, to ensure genuine responsiveness to the requirements of
thosewho areto be supported and to revitalize the concepts of commondity and interoperability.

b. As the Program Executive, the Deputy Secretary of Defense provides policy and
substantive programmatic and fiscal guidance for the IMIP and exercises review and approval
authority over IMIP and any subsequent program modifications that significantly alter cog,
schedule, or capability. Reprogramming of IMIP funds requires the approva of the Program
Executive.

c. The IMIP iscomposed of three mgor programs.
(1) DefenseCryptologicProgram. TheProgramManager isDIRNSA.

(2) Defenselmagery and Mapping Program. The Defense Imagery and Mapping
Program funds defense-wide GI& S activities, including production, communications, and
production system improvementsaswell asthe defenseimagery activitiesof NGA. Alsofunded
are gl ected defense airborne and space reconnai ssance activitiesmanaged by NGA. TheProgram
Manager isthe Director, NGA.

(3) Defense General Intelligence and Applications Program. The Program
Coordinator isthe Director, DIA.

d. TheDGIAPiscomprised of fivecomponent programs. Each program focusesonacertain
key areaof joint support. TheProgram Coordinator workswith each component to best integrateand
utilizeavailableresourcesand ass ststhefive DGI A P component managersin devel oping their program
submissons, resolving programmaticissuesacrossthe DGIAPand, in conjunctionwith thoseprogram
managers, resolvesissuesacrossthe IMIP. Assuch, the DGIAPProgram Coordinator istheprincipd
interfacewiththeother MIPprograms, NFIP, and TIARA.

(1) The component programsinclude:

(@ DefenseAirborneReconnassanceProgram.
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(b) DefenseIntelligence Tactical Program.

(c) Defense Intelligence Counterdrug Program.

(d) DefenseIntelligence Specid Technologies Program.
(e) Defense Space Reconnaissance Program.

(2) Each of theabove programsconsstsof former TIARA or selected NFIPprograms
whose primary customer base was judged to be multiple Service and defense-wide.

e. The IMIP uses the DOD Planning, Programming, and Budgeting System. The JMIP
management process avoids the establishment of dedicated panels or working groups to raise
and resolve issues by employing existing boards such as the Intelligence Systems Board, the
MIB, and the Military Communications and Electronic Board.
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Intentionally Blank
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APPENDIX C
REPRESENTATIVE INTELLIGENCE REQUIREMENTS

1. Overview

Anilludgrativetableof intelligencerequirementsisprovided asastarting point for developinga
missonspedificlig. Thisreflectstheprobableintelligenceneedsof acombatant commeander. Theligtis
representative of themajor concernsof acommander at any level, butisnot offered asadefinitive,
exhaustive compilation of every possible concern. A combatant command J-2 or subordinatejoint
force J-2 preparing PIRsfor the commander’sapproval can usethistableto stimulateideasandto
identify information gaps, egpecidly sncedifferent Serviceand/or functiona componentsmay require
moredetailed informationthan outlined intheintelligencerequirementsprovided below. Themisson-
specificlist should beprioritized to ensurethat collection decis onscan bemaderationdly and that the
intelligenceeffort remai nsfocused on responding to themost important requirementsfird.

2. Intelligence Requirements
a AssessDamage

(1) AssessDamagel. Assesstarget audience behavior change and determinemission
success as defined by PSY OP objectives and measures of effectiveness.

(2) AssessDamage2. Assessextent of soft or hard damageto adversary combat units
in order to plan restrike and follow-on phases of the operation.

(3) Assess Damage 3. Assess status and adversary ability to repair, reconstitute,
recuperate, or relocate vita infrastructure, weapon systems and forces. Provide data which
allows assessment of mission results against overall campaign objectives and tactics.

(4) AssessDamage4. Determinetheleve of casudtiesat which the specific adversary
congders his units to be combat ineffective and identify which military units have sustained at
least that level of casualties.

(5) AssessDamage5. Assessthe extent, type, and operationd implications of attack
onaWMD facility.

b. Beach Defenses. Determine adversary beach defenses; provide timely surveillance,
locateand/or identify coastal defense units(priority on artillery, mechanized infantry, and armored
units).

c. Casualties. Predict number of friendly and adversary casuatiesand chemical, biologicd,
or radiation injuries to estimate transportation, hospital space and medical support required.

d. Commercia Traffic
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(1)) Commercia Traffic 1. Identify air, sea and ground commercia routing, traffic,
and dengity within the operationa area. Identify commercia air corridors.

(2) Commercid Traffic 2. Provide information on al shipping to include suspected
carriers of contraband, mgor ports of debarkation, historic shipping dendity data, and daily
operation summary of expected departures, arrivals, and schedules. Identify types of vessels.

e. Counterintelligence. Describe adversary’s awareness or knowledge of, and
countermeasures to, US intelligence activities.

f. Personnd Recovery

(1) Personnel Recovery 1. Assess adversary capabilitiesto threaten recovery forces,
including rotary-wing aircraft. Include disposition, strength, capabilities, and activities of air,
ground, maritime, specia operations, paramilitary, and security forces.

(2) Personnel Recovery 2. Describeadversary electronic capabilitiesto detect, locate,
track, jam, or deceive recovery forces.

(3) Personnel Recovery 3. Identify adversary resources used tofind isol ated personnel
(direction finding equipment, helicopters, dogs, infrared trackers, night vison goggles, etc.).

(4) Personnel Recovery 4. Analyze the policy, practices, and intentions of adversary
or neutral countries toward friendly isolated personnel, hostages, detainees, prisoners of war,
and recovery forces.

(5) Personnel Recovery 5. Estimate the attitude of the populace toward isolated
personnel, including their susceptibility to adversary pressure to provide information about or
asss in the search for isolated personnel. Include information about minority or opposition
groupsthat may ass<t, or at least not oppose, evasion and personnel recovery operations.

(6) Personnel Recovery 6. Collect and analyze information about the physical
environment pertinent to isolated personnel and recovery forces to include terrain, climate and
weather, food and water sources, floraand fauna, concealment, L OCs, and avenues of approach.

(7) Personnel Recovery 7. Locateand characterize potentia detention or interrogation
facilities and medical facilities where personnel may be held

g. Computer Network

(1) Computer Network 1. Describe the key components of an adversary’s computer
network infrastructure.
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(2) Computer Network 2. Identify key componentsand potentid vulnerabilitiesof friendly
computer networks,

(3) Computer Network 3. Evauate adversary’s ability to conduct or direct network
attack activities.

h. Demographicg/Culture

(1) Demographics/Culture 1. Identify languages, didects, ethnic and triba composition
(both nationa and target areq).

(2) Demographics/Culture 2. Describe customs (socia, weapons, religious, cultural,
mores).

(3) Demographics/Culture3. Identify tensons(regiond and nationd; causes, intensity,
degree, and exploitability by the United States or opposition).

(4) Demographics/Culture 4. Identify foreign influences (sources, leaders, themes,
influence on government, unions, students, insurgents and genera public).

(5) Demographicsg/Culture5. Characterize attitude of civiliansand civilian groupsto
USinvolvement (friendly, unfriendly, or neutral), and for planned US operations (support, oppose,
tolerate).

(6) Demographicg/Culture 6. Estimate assistance available to US forces (extent and
capabilities, laborers, linguists, liaison, andysts, administrators); determine attitude of neutral
population toward host country, threat policies, and actions.

(7) Demographics/Culture 7. Determine probable reactions of leadership and
population in country to USUW or other SOF activities. Determine how acountry (government
and population) will treat those indigenous personnel who participated in wartime UW or SOF
activitiesin a post-conflict environment.

i. Demographics/Economics

(1) Demographics/Economics 1. Assess civilian economy and war sustaining
infrastructure; include community structures, industrial base and complexes, resources and
strategic reserves, petroleum production, storage and/or distribution, weapons systems and/or
munitions, research and devel opment, stockpiles, electric power, and transportation.

(2) Demographics/Economics 2. Estimate available labor force (location, numbers,
equipment, skills).

(3) Demographics/Economics3. Assesseffect of any UN and/or international sanctions
on the country’s ability to wage war.
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(4) Demographics’Economics4. Identify aviliansupply shorteges Lis commoditiesavailable
for potential useby USforces. Determinestatusof loca food or market distribution system. I dentify
food stocks, stockpiles, and warehouses.

(5) Demographics/Economics5. Identify the location, type, and quantity of TIM for
potentia impact on operations or consequencesif the facility is attacked.

J. Demographics/I nformation

(1) DemographicsInformation 1. Describe information or propaganda service,
apparatus, or organization (key personnd, attitude toward the USG, whether usable by USforces)
and employment of propaganda and disinformation (current, future capabilities).

(2) DemographicgInformation 2. Determine if military personnel have access to
commercid radiosand/or televisons, automated information management systems; typeof printed
material they carry, literacy rate, languages used. Provide samples.

k. DemographicdInter national
(1) Demographics/Internationa 1. Describe country’s diplomatic activity.

(2) Demographics/International 2. List membership in international organizations
(UN) or groups (Red Cross).

(3) Demographics/International 3. Characterize human rights history (friendly and
threat countries) and US policy toward country’s human rights actions.

(4) Demographics/Internationa 4. Describe country’sgovernment or popular support
of regiona insurgencies (groups, movements, type of support).

(5) DemographicdInternationa 5. Identify foreign military or political agents of
influence within country.

|. Demographics/Medical

(1) DemographicsMedica 1. Determinethe health threat tofriendly forces. Describe
local diseases, extreme environmenta conditions, localy availableillega drugs, and floraand
fauna which may contribute to the health threet.

(2) DemographicsMedica 2. Determinelocal public hedthfacilities statusand needs,
to include level of staffing available; specific hedth services provided; health and sanitation
conditions, mgor hedlth-rel ated problems; shortages of medicines, pharmaceuticas, or equipment
including transportation.
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m. DemographicsMiscdlaneous. Miscdlaneous (induding currency, holidays, dress, customs,
andforeigninfluences).

n. Demographics/Political

(1) Demographics/Palitical 1. Oppositionto existing USforces, facilities, or interests
(genera population and significant groups and forces).

(2) Demographicg/Palitical 2. Describe adversary nation’spolitical leadership structure
and dynamics, with particular emphasison C2 facilities. Describe country’spolitical structures,
parties, and leadership organizations.

(3) Demographicsg/Political 3. Describe country’sinternal groups (indigenouse ements
who aremembers, level of popular support, group’ ssupport or nonsupport of governing regime).

(4) Demographics/Palitical 4. Providebiographica sketchesof dl significant political
leaders and advisorsand military leadersdown to division level (background, education, talents,
connections, politica affiliations, orientation, US training).

(5) Demographics/Political 5. Describe anti-government opposition groups or
resistance forces (names, organization, leaders, political affiliation, size, support), military
capabilities(organization, equipment, training, ability to conduct sabotage, subversion, deception),
and communications.

(6) Demographicg/Politica 6. Determine threat to US personnel from opposition or
resistance groups.

(7) Demographics/Politica 7. Identify military or civilian leaders within potential
insurgent groups who will support coalition efforts.

(8) Demographicg/Politica 8. Identify military or civilian leaders within potential
insurgent groupswho would make acceptabl e post-hostility leaders. Identify military and civilian
leaders, whom, if protected, would enhance post-hostility restructuring.

(9) Demographicg/Poalitical 9. Assessvulnerabilitiesof objective country government
to insurgent attack (prioritize).

(10) Demographics/Poalitical 10. Identify US-provided materiasor services urgently
needed or required by cooperating indigenous military, paramilitary, resstance forces, or local
nationals.

0. DemographicgPopulation. Describe area population characteristics.
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p. DemographicgRefugees. Estimate number of didocated civilians, disruptiontocivilian
infrastructure, and refugee movement. Identify andlocate campsand camp managers. Determine
support requirements (shortages of food, medicine, shelter, clothing).

g. DemographicgReligion. Describe key religions and impact on ethical or decison-
making processes. ldentify key religious leaders, factions, and groups.

r. Demographics/Social Conditions

(1) Demographics/Socia Conditions 1. Describe civil disturbance and riot control
training (units and their capabilities).

(2) Demographics/Socia Conditions 2. Determine status and needs of loca public
adminigtration and law enforcement. Can local, regiond, or national administrators continue
essential functions? |dentify key leaders of the various civil agencies or departments. Status of
jalsand prisons.

(3) DemographicsSociad Conditions 3. Determine status and capability of power,
telecommunications, water, sewage, refuse collection, fire-fighting, and public transportation
services. Arefacilitiessecured (by whom)? Identify capability to transport water (trailer, tanker).
Isloca water potable?

s. Environment. Describe adversary intentionsand capabilitiesto conduct environmental
warfare (oil dumping, ignition of oil field fires, release of toxins).

t. Geography

(1) Geography 1. Characterize objectivearea, including country(s), geographiclimits
of objectivearea(geographicor universa transversemercator coordinates), and plan or operation
(number and name).

(2) Geography 2. Describe and state the significance of objective area.

(3) Geography 3. Describe geographicterrain features(genera description, key natural
and manmade features).

(4) Geography 4. Describe flora and fauna. Include information of tactical value,
e.g., plantsand animalsthat would impede or assist movement routes, rates, massing, dispersd,
identification and acquisition of forces; the effects on weapon capabilities; and security
considerations.

(5) Geography/Approaches. Avenues of approach into objective area (road, rail,
waterway, air) with most likely approach of reinforcements; obstacles, choke points, terrain
features, specia conditions (seasond variations); fording sites (depth, width, type bottom);
trafficability (trangit).
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(6) Geography/Hydrography 1. Providehydrographic data(coastd, waterways, lakes), to
includetida activity; currents, temperatures, specia conditions(seasond variations); and depthsand
underwater obstacles.

(7) Geography/Hydrography 2. Identify water sources(type, source, location, capacity).

(8) Geography/Hydrography 3. Provide detailed terrain and/or hydrographic dataon
landing beacheswithin the objective areato include nearshore and/or offshore bathymetric data
(currents, tides, wave height, depth, reef conditions, location of sandbars, beach gradients, frontage,
composition, obstacles).

(9) Geography/Geospatia Information and Services 1. Provide terrain data (i.e.,
prominent geographica or manmade structuresthat could be used asnavigationa aidsfor aircraft,
troops, cruise missiles or precision-guided munitions [PGMS]; and characteristics of dope, soil
analysis, or surface material) to determine trafficability.

(10) Geography/Geospatial Information and Services2. Provideterrain maps, charts,
overlays, imagery, or pictomapsin both printed and digital form.

(11) Geography/Geospatia Information and Services 3. Provide ocean charts for
deploying naval forces.

(12) Geography/Meteorology and Oceanography 1. Describe METOC conditionsto
support air, ground, and naval operations, artillery, surface-to-surface missile, cruise missile,
PGM s, reconnaissance, surveillance, and communications operations.

(13) Geography/M eteorology and Oceanography 2. Provide historical METOC data
(including unusual conditions such as sandstorms, blizzards).

u. Geopoalitical

(1) Geopolitical/Allies and Coalition Partners. Assess true capabilities and
vulnerabilities of non-US multinationa forces.

(2) Geopaliticd/Intentions. Determinecountry’ sstrategicintentions. I dentify country’s
criteriafor success.

(3) Geopoalitica/Reaction 1. Determine the reaction of potentidly hostile, allied, or
neutral internationa, political, civilian, military, and paramilitary elements to insertion of US
forcesintotheAOR and/or JOA beforeor after initiation of hostilities. Will athird party intervene?

(4) Geopalitical/Reaction 2. Identify neighboring countries or non-state actors that
have taken any measures or may attempt to disrupt US air mobility and/or sedlift operations.
Describe their capabilities, e.g., units, tactics. Determine which resources will be used.
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(5) Geopalitica/Reaction 3. Identify countriesenroutetoor intheAOR and/or JOA which
will or may deny USoverflight, landing rights, or docking privileges.

(6) Geopolitical/Reaction4. Determinewhich potential hostileand/or target countries
intheAOR and/or JOA have detected US preparati onsto conduct or support military operations
inthe AOR and/or JOA. Estimate their reaction.

v. Host-Nation Support

(1) HNS. Describelogistic infrastructure existent within the coalition areafor use by
US and/or codition forces. Estimate level of HNS that US forces can expect. Identify and
determine the severity of threatsto HNS efforts.

(2) HNS/Logidtics. Identify suitablebeachesand/or terrain availablefor joint logistics
over-the-shore operations.

(3) HNS/Ports 1. Describe sea ports (port infrastructure, operationa considerations,
fuel, cargo handling, transshipment, security).

(4) HNS/Ports 2. Describe arports (type, status, activity), defenses (friendly and
unfriendly), combat operations, facilities, infrastructure, support facilities.

(5) HNS/Transportation 1. Describe transshipment or transportation capability from
air and seaports. Identify mgor obstacles, choke points, limitations, and aternative routes.

(6) HNS/Trangportation 2. Identify criticad C4 and transportation nodes which, if
destroyed, would have an adverse impact on USTRANSCOM's ability to deploy and sustain
US combat forces.

w. [&W

(1) 1&W 1. Providel&W of potentiad hostile attacks such as movement of aircraft to
dispersal bases; unusua out of garrison deployments; distribution of wartime storesand supplies,
changes in readiness, dert, and mobilization postures.

(2) 1&W 2. 1&W indicators of preparation by the objective country or opposition
forcesfor action within a 24-hour period for the following: attack, withdraw without engaging,
reinforce, defend, delay, conduct specia or WMD operations.

X. Infiltration. Identify and descri