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Summarizing Energy Security

Fossil Fuels
— Qil
— Coal
— Gas

Nuclear

Renewables
— Hydro
— Wind
— Solar
— Geothermal
— Ocean Energy
— Biomass
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Summarizing Energy Security

Electricity Oil
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A DOD, DOE, DHS Joint Concern

Report of the
@ Criti cal N ati on al secu rity an d Defense Science Board Task Force
on
Homeland defense DoD Energy Strategy
missions are at an “More Fight — Less Fuel”

unacceptably high risk of
extended outage from
failure of the grid.”

Dependence on a vulnerable
commercial power grid may
be a bigger risk to DOD than
dependence on oll.

February 2008

Office of the Under Secretary of Defense
For Acquisition, Technology, and Logistics
Washington, D.C. 20301-3140
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Projected US Electric Demand

Figure 7. Electricity generation by fuel, 1980-2030
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50% Electricity Demand Growth By 2030

To preserve current electric fuel supply mix:

EI) TR TR (104 o2
ENEREETTE o

(~ 750)

n Renewables (100 MW)

Source: 2006 Annual Energy Outlook, Energy Information Administration

Bigger grid needed to accommodate growth.
Smart grid needed to integrate renewables and manage demand.
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North American Transmission Grid

Transmission owned by over 500 independent companies.
Generation supplied by over 3000 utilities.
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Grid Infrastructure

B Generators

o B Circuit Breakers
2@ Homeland
2 Security

[1 High Voltage Transformers
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EHV Transformers

— US spares.

— 500KV and 765KV manufacturing capability.
— 100+ tons.

— Lead time 6 to 18 months.
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EHV Transformer
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Moving EHV Transformers

Homeland
Security
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Emergency Transformers

230 KV Mobile Transformer (Made in US)
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Major US Grid Substations
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Langevin Determined To
Prevent A 'Cvber 9/11

Rhode Islaml Democrat Supparts White House Owersight OF
Cyhersecurity But dpposes Giving I To Any One Sgency
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Saturday, Aprif 25, 2004

I's been a bleak Agnl for tha nation's

cybarsecurty. YWith hacks raported in the LLZS,
electrical gric and the Pentagor’s Joird Strike
Fighter grogram — aat to merdion the cantinuing
specter of dehilitating worms and virses

oflicials ara lacing 3 batlary ol new gueslions
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parsizterd problem cybar attack in
Elpouk s Genersl are
Fep. Jim Langevin, 0-R || co-faunded and ':'_'E Hﬂ"ea'-
co-chairs e House Cyberseconly Caucus, { arevin

and he recantly co-chaired a cybersacunly
regart from the Ceanter for Strategic and
Intemationzl Studies for the ddih presidency. In 3 recent interdew with Mational
Journals Winter Casey Langesin discuszed the impodance of & national cyberspaca
office i thee While House and 2 comarehensse secarty effor thraughoul not just the
gowarnmant, but tha private seclor ae wall.

Edited 2xcearpiz follow Read the Insider interviews archivas for mare discussions in
Ihe series

HJ: What do you know about spies from Russia and China penetrating the W.5.
electrical qrid?

Langevin: | would rather not get into any classdied mtelligence infomalion
Out [ will £ay that the thraats 12 our slactric gad and aur valnerabilities to
poiential cyber atieck in genaral are very real, and thay continus to grow, and
they do concem me. | spent & great daal of tima in the last year on this issue
anid will eontinge 10 pay & lat of sttention ta il

H.J: Have spies penetrated other LS. infrastructure?

t Wilcom

AT Thrggs Dt

SrariMoney

e 2009

THE WALL STREETJOURNAL | TECH

Tes s Pager = Widso = e =

= Journsl C

Haime World L5, Busziness Markets Iech | Personenl Finan: e Lite & Style C
1

Blgms  Persomal Teshiodeoy

LR 1n

; Ut IFhone Sales Bocst Appls Fro

[} (=13 5
Bl Founders Step
l'echnology Aside at MySpace

TECHNOLOGY |

Electricity Grid in U.S. Penetrated By Spies
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By BIOBHAMAN GORMAN

Azsoolated Fress

Fabert Maran monlors sn eRCIG Gid in Delse. Such infrestruziues Grids scres the country a8 wineratls 1o
cyberattacks.

WASHINGTOM — Cybarspias have penelraled tha U5, electncal gnd and lelt behind soltwars
programs 1hel could e used to dismupt the systermn, according 10 curent and former nationek
securnty officals.

The spies came from China, Russia and olher countrizs, these officials said, and were believed
to be on & migsion 1o navigate the LS. slecincel sysiem and itz contralz. The intruders havant
sought to darmage e power grid or ather key infrastrocture, but oficials wamed they could tey
during a crisis or war.
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System Control And Data Acquisition (SCADA) System

Chain link
fence

SCADA*

300 ton $10M
transformer*

Remotely located
poorly protected.

Industry
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EHV Circuit Breakers
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3 Phase Circuit Breaker Operation

Power Plant
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3 Phase Circuit Breaker Operation

Power Plant
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2007 Grid Cyber Test at INL
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WASHINGTON [CHMp — Reszarchers wao launched an eperimental cynar attack caused a generator o
aalFdestct, alarming Ee fedesal gossmemenl ang glactical mduste aboatwhat might hagpen itsuch @9
attack wera carried auton a larger scale, CHM has leamed.
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Large US Power Plants
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Wargame Scenario
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United States
transmission grid o

Source: FEMA

0500 — Columbus attacked.
0600 — Terrorist group claims responsibility and issues
demands through media.
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Wargame Scenario

0900 — Government evaluates options for protecting
EHV transformers.
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Wargame Scenario

1215 — Cyber attack against a major utility SCADA system
In US southeast.
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Wargame Scenario

1220 — effects of major utility loss propagate through the
US eastern interconnection.
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Wargame Scenario

1230 — Columbus and most of Georgia, Florida, Alabama,
South Carolina, North Carolina are blacked out.

1245 — terrorist group claims responsibility and issues
new demands.
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Wargame Scenario

United States
transmission gri
Source; FEMA

1400 — Government considers options.

1500 — Intel intercepts provide new info.
1700 — Game over.
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DHS Recovery Transformer Program

Single 3 phase 3 single phase
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Smart Grid

The Smart Grid Can Deliver

Shift from coal to renewables is a big driver.
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