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Secure Grid 2009Secure Grid 2009
A DHSA DHS--DOEDOE--DOD Joint ExerciseDOD Joint Exercise

9 &10 July 099 &10 July 09

Hosted by National Defense UniversityHosted by National Defense University
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Summarizing Energy Security Summarizing Energy Security 
Fossil Fuels

– Oil
– Coal
– Gas

Nuclear
Renewables

– Hydro
– Wind
– Solar
– Geothermal
– Ocean Energy
– Biomass
– Biofuels
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Summarizing Energy Security Summarizing Energy Security 

OilElectricity
FossilsFossils
NuclearNuclear

RenewablesRenewables
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A DOD, DOE, DHS Joint ConcernA DOD, DOE, DHS Joint Concern

“Critical national security and 
Homeland defense 
missions are at an 
unacceptably high risk of 
extended outage from 
failure of the grid.”

Dependence on a vulnerable 
commercial power grid may 
be a bigger risk to DOD than 
dependence on oil.
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““DOD Facility IslandingDOD Facility Islanding””
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Projected US Electric DemandProjected US Electric Demand

US EIA AEO 2009

50% growth by 2030
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50% Electricity Demand Growth By 203050% Electricity Demand Growth By 2030

To preserve current electric fuel supply mix:

Nuclear reactors (1,000 MW)

Renewables (100 MW)

Natural gas plants (400 MW)

Coal-fired plants (600 MW)

50

93

279

261

Source: 2006 Annual Energy Outlook, Energy Information Administration

> 2 / year (104 today)

(~ 600)

(~ 750)

Bigger grid needed to accommodate growth.
Smart grid needed to integrate renewables and manage demand.
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North American Transmission GridNorth American Transmission Grid

HVDC
HVDC

HVDCHVDC

HVD
C

HVD
C

Mexico

Canada

Transmission owned by over 500 independent companies.
Generation supplied by over 3000 utilities.
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Grid InfrastructureGrid Infrastructure

Circuit Breakers
High Voltage TransformersHigh Voltage Transformers

Generators
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EHV TransformersEHV Transformers

– US spares.
– 500KV and 765KV manufacturing capability.
– 100+ tons.
– Lead time 6 to 18 months.

765kV
500kV
345kV
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Moving EHV TransformersMoving EHV Transformers
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Emergency TransformersEmergency Transformers

230 KV Mobile Transformer (Made in US)
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Major US Grid SubstationsMajor US Grid Substations
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System Control And Data Acquisition (SCADA) SystemSystem Control And Data Acquisition (SCADA) System

CB CB

CB

CB

Power Plant

Grid Control SCADA*
InternetInternet

500KV
300 ton $10M
transformer*

Substation

Remotely located
poorly protected.

CB = Circuit Breaker (remotely operable)

HV 
Transmission

Lines

Chain link 
fence

Utility

City

Towns

Industry
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EHV Circuit BreakersEHV Circuit Breakers
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3 Phase Circuit Breaker Operation3 Phase Circuit Breaker Operation
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3 Phase Circuit Breaker Operation3 Phase Circuit Breaker Operation
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2007 Grid Cyber Test at INL2007 Grid Cyber Test at INL

““AuroraAurora””

http://www.cnn.com/2007/US/09/26/power.at.risk/index.html 
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Large US Power PlantsLarge US Power Plants
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Wargame ScenarioWargame Scenario

0500 – Columbus attacked.
0600 – Terrorist group claims responsibility and issues
demands through media.
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0900 – Government evaluates options for protecting 
EHV transformers.

Wargame ScenarioWargame Scenario



25

1215 – Cyber attack against a major utility SCADA system 
in US southeast.

Wargame ScenarioWargame Scenario
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1220 – effects of major utility loss propagate through the 
US eastern interconnection.

Wargame ScenarioWargame Scenario



27

1230 – Columbus and most of Georgia, Florida, Alabama,
South Carolina, North Carolina are blacked out.
1245 – terrorist group claims responsibility and issues 
new demands.

Wargame ScenarioWargame Scenario
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???

???
???
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1400 – Government considers options.
1500 – Intel intercepts provide new info.
1700 – Game over.

Wargame ScenarioWargame Scenario



29

DHS Recovery Transformer ProgramDHS Recovery Transformer Program

Large & Heavy Smaller & Lighter Movable

Single 3 phase 3 single phase
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Smart GridSmart Grid

Shift from coal to renewables is a big driver.
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