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Preface

The purpose of this paper is to examne the vulnerability
of the U S. oil supply infrastructure (both donmestic and
international) to terrorist sabotage, and to offer a few
solutions that mght mtigate the threat. | chose this topic
due to the extrene inportance that oil plays in today’'s gl oba
econonmy. Wth oil prices at record highs (over $50 a barrel as
of this witing), and with the United States consum ng about 25
percent of the world' s daily requirenent, any interruptions to
the gl obal supply will have critical consequences for the U S
and worl d econom es.

The research into this topic has reinforced for ne how
dependent on others the United States really is with regards to
our donestic energy supply. It seens obvious, at least froma
national security standpoint, that the U S. needs to place far
nmore enphasi s on devel oping alternative energy sources. Until
then, it remains vul nerable both at hone and abroad.

| would |ike to thank Dr. Norman Cigar and M. Gayl and
Lyles for their patient support in this endeavor. Their
know edge, gui dance, and encouragenent greatly assisted ny

efforts.



Executive Summary
Title: Vul nerability of the U S. QI Supply to Terrorist Attack
Author: Major J.J. Stower, United States Marine Corps

Thesis: The United States’ oil supply infrastructure is very
vul nerable to terrorist attack both at hone and abroad.

Discussion: This paper exam nes the vulnerability of the U S. oi
supply infrastructure (donestic and international) to terrorist
sabot age, and the econom c inplications of such an attack. It

wi |l show that many vulnerabilities exist within the supply
system exam nes the effects of attacks on those vulnerabilities,
and offers various solutions that could mtigate the threat of
sabotage and its consequences. The U.S. possesses only 3% of the
world' s total reserves, yet uses approximtely 25% of the world's
oil. Because of this, the U S. is dependent on external sources
of supply. It inports about 50%of its total requirenment, and 20%
of these inports are fromthe Mddl e East and North African ( MENA)
region. After the terrorist attacks of 11 Septenber 2001,
protection of the U S. energy infrastructure becane a key donestic
i ssue for Washington, D.C. policy makers. Although many security
measures were in place prior to 9-11, the enphasis was on safety,
countering vandal s, and stopping m nor sabotage fromthe odd
enviro-activist group. Donestically, the focus was not on
terrorism Feeding off the instability and volatility existing in
the MENA region and el sewhere, terrorists threaten the
infrastructure of the oil industry, internationally as well as
donmestically. Because of oil’s volatile nature as a substance,
its restricted flow through critical chokepoints, and its
strategic inportance to the gl obal econony, the world s oi
infrastructure offers lucrative targets for terrorists.

Conclusion: The United States cannot insulate itself fromthe

gl obal oil market. To do so would nmean becoming totally

i ndependent of any globally traded sources of energy. The U.S.

oil industry and the U S. governnent are currently taking all the
reasonabl e steps to nake the U S. donestic infrastructure secure.
The chief vulnerability, however, resides in the country s foreign
sources of supply and the international oil transportation
infrastructure. The mitigation of this vulnerability can be
acconpl i shed through several avenues. One way is to encourage and
assi st other oil-producing nations to effectively secure al
aspects of their infrastructure. Another way falls into the

di plomatic realm with the U S. pronoting worldw de security and
stability. A third option is to hunt down and kill the threat.
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Part I: OVERVIEW

Introduction

Thi s paper exam nes the vulnerability of the U S. oi
supply infrastructure (donmestic and international) to terrorist
sabotage, and the econom c inplications of such an attack. It
wi |l show that many vulnerabilities exist within the supply
system exam nes the effects of attacks on those
vul nerabilities, and offers various solutions that could
mtigate the threat of sabotage and its consequences.

The oil industry is a highly globalized one, and any study
of the U S. oil supply nust include coverage of both the
donmestic infrastructure as well as that of foreign suppliers.
The U. S. possesses only 3% of the world s total reserves, yet
uses approximtely 25% of the world' s oil. Because of this, the
U.S. is dependent on external sources of supply. It inports
about 50% of its total requirenment, and 20% of these inports are

fromthe Mddl e East and North African (MENA) region.?!

! Richard G bson, “Sone Interesting Q| Industry Statistics,” URL:
<www. gr avimag. conf oi | . ht Ml #i nports>, accessed 5 April 2005.
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Figure 1: Sources of U S. QO 1?2

After the oil shock of the early 1970's, Anerica’'s “Project
I ndependence” was conceived. It was a plan to devel op nethods
to reduce Anerica’ s dependence on foreign oil sources,
specifically fromthose in OPEC (O gani zati on of Petrol eum
Exporting Countries). It prom sed various solutions that
i ncluded the hopeful discovery of non-MENA oil reserves,
production of oil from shal e, conservation, nuclear power, as
wel |l as other alternative energy sources (geo-thernmal, w nd,

solar, etc.). None of these, however, has succeeded in altering

2 Richard G bson, “Sone Interesting Ol Industry Statistics,” URL:
<www. gr avimag. conf oi | . ht Ml #i nports>, accessed 5 April 2005.



the U S. dependence on the MENA oil supply (See Figure 1 and

Table 1).

Table 1: U.S. Dependence on Imported Petroleum (1960-2002)°

Ol remains the nost efficient, flexible way to transport
energy over long distances.* In the mid-1970's, the U. S.
Strategic petroleumreserve was created to hel p buffer any
future shocks from di sturbances in the inported supply, but
Anmerica s ever-expandi ng econony is quickly negating the val ue

of that reserve. 1n 1985, it stored enough oil to augnent

3 Ccarol dover, “Energy: Useful Facts & Nunbers,” CRS Report for Congress,
RL31849 (Washington, DC. Congressional Research Service, Library of
Congress, 18 March 2004), 8.

4 Anthony H. Cordesman, “Mddle Eastern Energy after the Irag War: Current
and Projected Trends,” Middle East Policy, 10, no. 4 (2003): 126.



domestic supply for 300 days. Today, there is only enough oi
stored to replace inports for 53 days.°®

After the terrorist attacks of 11 Septenber 2001 (9-11),
protection of the U S. energy infrastructure becane a key
donestic issue for Washington, D.C. policy makers.® Al though
many security neasures were in place prior to 9-11, the enphasis
was on safety, countering vandals, and stopping m nor sabotage
fromthe odd enviro-activist group. Donestically, the focus was
not on terrorism/’

Feeding off the instability and volatility existing in the
MENA regi on and el sewhere, terrorists threaten the
infrastructure of the oil industry, internationally as well as
donestically. Because of oil’s volatile nature as a substance,
its restricted flow through critical chokepoints, and its
strategic inmportance to the gl obal econony, the world s oi
infrastructure offers lucrative targets for terrorists. |Indeed,
on 15 Decenber 2004, an OGsana Bin Laden audi o recordi ng was
rel eased in which he called for Persian Gulf mlitants to

“attack oil facilities all over the region” to prevent the Wst

> “Strategic Petrol eum Reserve: Quick Facts and Frequently Asked Questions,”
U.S. Department of Energy Office of Fossil Energy website,

<http://ww. fe.doe. gov/ programns/reserves/spr/spr-facts. htnl > accessed 5
April 2005.

6 Maureen Lorenzetti, “U.S. Energy Infrastructure now a Key |ssue in

Washi ngton,” Oil & Gas Journal, 1 Cctober 2001, 22.

" Paula Dittrick, “US. Ql, Gas Conpani es Reassessing Post-Sept 11 Security
Risks,” Gl & Gas Journal, 22 April 2002, 24.



fromgetting Arab oil.® This paper discusses the vulnerability

of the many nodes along the U S. oil supply infrastructure.

Global Commodity
Ant hony Cordesman, in an essay for the journal Middle East

Policy, eloquently describes the global inportance of the

world s oil supply:
Ol is a global comodity distributed in a global
market. Wth the exception of differences in price
because of crude type and transportation costs, all
buyers conpete equally for the supply of available
exports, and the direction and flow of exports changes
according to demand. The percentage of oil that flows
fromthe Mddle East to the United States at any given
time has little strategic or economc inportance. If a
crisis occurs, or prices change drastically, the
source of U S. inports will change accordingly.?®

Here, Cordesman illustrates that the oil market is truly

gl obal, with one gl obal market price. Regardless of where

a county’s oil is inported from the price will be the sane

(more or less, factoring in transit mleage). The only way

a country can escape paying the global market price is to

nationalize its owm supply. He goes on to explain that it

is very difficult for the United States to isolate itself

fromthis global oil market, even if it manages to sonehow

develop a viable alternate supply for itself:

8 Mordechai Abir, “The Al -Qaeda Threat to Saudi Arabia’s Ol Sector,” brief
for the Jerusalem Center for Public Affairs, vol. 4, no. 13, 28 Decenber
2004, <http://jcpa.org/brief/brief004-13. htne, accessed 5 April 2005.

® Anthony H Cordesman, “Mddle Eastern Energy after the Iraq War: Current
and Projected Trends,” Middle East Policy, 10, no. 4 (2003): 126.



The United States is also increasingly dependent on
the health of the global econonmy. U'S. economc
activity and growmh is dependent on how well the
econoni es of Europe, Asia and Latin Anerica function
Wth the exception of Latin Anerica, Mexico and
Canada, all of Anerica's mgjor trading partners are
critically dependent on Mddle Eastern oil exports.!°

The Threat

There has been a history of attacks on the oi
infrastructure, both foreign and donestic. Though not al
attributable to terrorism (sone were unconventional mlitary
operations, others by environnental activists), these attacks
hi ghlight the vulnerability of a vast and conpl ex energy system
both in the physical and cyber realm The primary threat today
is sabotage by radical Islamc terrorist groups such as Al
Qaida. 9-11 has denonstrated their global reach, and attacks on
Iragi and Saudi oil nodes have denonstrated their intent. The
oil pipelines and facilities in Irag have become a popul ar
target for insurgents, and with the Decenber 2004 audi o rel ease,
“al -Qaeda’ s | eadership has openly divulged its strategy of
hitting the Western econony by disrupting oil supplies and

causing prices to skyrocket.”??

10 Anthony H. Cordesman, “M ddle Eastern Energy after the Iraq War: Current
and Projected Trends,” Middle East Policy, 10, no. 4 (2003): 126.

11 Mordechai Abir, “The Al -Qaeda Threat to Saudi Arabia’s G| Sector,” brief
for the Jerusalem Center for Public Affairs, vol. 4, no. 13, 28 Decenber
2004, <http://jcpa.org/brief/brief004-13. htnr, accessed 5 April 2005.



In Saudi Arabia, terrorists have attacked the oil industry
over the last two years both directly and indirectly. Al Qaida
has al so attacked the conpounds housing foreign oil workers, in
an attenpt to have a “future inpact on the foreign expertise
Saudi Arabia still needs for some aspects of its energy

product i on. ” 2

"They are trying to target the oil industry and
scare people - and in particular foreigners - into |eaving the
country”, Saudi government adviser Adel al-Jubeir told the BBC
"They believe that if this happens, the Saudi econony w ||
col | apse and the Saudi governnment will be ripe for the plucking”

due to the loss of critical corporate know edge and experience. 3

Donestically, “activist” groups (donestic terrorists?) have
made several attacks on the Trans- Al askan Pi peline, nost
preval ent after it was first conpleted in the 1970's. The FB
al so reports that they are | ooking for Al Qaeda figures who may
have been targeting oil and chem cal plants in Texas and Los
Angel es to attack over the 4'" of July holiday in 2003. The
suspects are believed to have ties with Chad and Sudan.* It is

reported that U S. intelligence estimtes “perhaps thousands of

12 Anthony H. Cordesman, “Energy Devel opnents in the Mddle East” draft report
for the Center for Strategic and International Studies, Washington, D.C, 15
March 2004, 100.

13 Richard A. Greene, “Is the Saudi Q| Industry Safe?,” BBC News Online, 3
June 2004, <http://news.bbc.co.uk/1/hi/world/ m ddl e_east/3771097. st >,
accessed 5 April 2005.

14 “New al Qaeda focus: Sudan, Chad,” U.S. News & World Report, 3 July 2003, 1.



highly notivated and well-trained terrorists may be |iving anong

us, blending in and awaiting a tine to strike.”?*®

15 Judy dark, “Terrorist mindset,” Oil & Gas Journal, 22 April 2002, 19.



Part I1:CURRENT SOURCES

In order to properly exam ne the vulnerability of the
United States’ oil supply, it is necessary to identify its nmjor

sources of supply, both domestic and foreign.

Saudi Argbia [

4 2 e [ .
El é i & 2 5 )
2 3 § 5 F 2 2 8 =
o) g 5 <= ®T 5 9 B
CR E 2 8 & = 3 B
= g = : =
= & 3 E 3
& g -
2
saudi | o8 | pot | | T | g | Tol ) poqr | Toml | Towl | Teal
- - TNA N an T A b Wod
dsabia | MHe | amgs b | Eugope | 1 | FSU | sie | Aftica | World
= Billion of Bamels| 2616 | 6856 | 7255 | 304 | 489 | 191 | 986 | 653 | 387 | 774 | 10477
m % of World *25.0 *%5.4 | *693 29 43 *1.9% *04 *5.4 37 74 *100

Table 2: World Oil Reserves, 2003 Estimate'®

U.S. Domestic Sources
Donestically, according to the National Acadeny of
Sci ences, the U S. has approximtely 878,000 oil wells, 161 oi

refineries, and 220,000 niles of oil pipeline.! The donestic

1 Anthony H. Cordesman, “Energy Devel opnents in the Mddle East” draft report
for the Center for Strategic and International Studies, Washington, D.C., 15
March 2004, 17.

17 Kathl een McFall, “Post-9/11 Investigations Reveal QG l, Gas Achilles Heel
Multiple vulnerabilities are in sprawiing U S. energy chain,” Engineering
News Record, 10 March 2003, 11.



oil infrastructure is highly decentralized in its transm ssion
and distribution operations. This decentralization nakes it
hard to conduct a concentrated, decisive attack, but al so nmakes
it difficult to adequately secure it against a terrorist threat.
Ref i nery operations, however, seemto be nore concentrated
geographically than the other portions of oil infrastructure,
with approximately 40% of the refineries |ocated in either Texas
or Louisiana.'® Conversely, this concentration may sinplify the
targeting process for a terrorist, but also allow for nore

focused security efforts.

Middle East & North Africa Sources

The United States inports approximtely 25%of its
i nternational supply from M ddl e Eastern and North African
(MENA) sources. This, seemngly the world s nost volatile
region, contains an estinmated 66% of the world' s total oi
reserves. Unfortunately, as exenplified by events over the | ast
forty years, “.the world s | eading oil producing countries and
hol ders of the lion's share of global reserves are either

politically unstable and/or, in the words of President George W

18 Kat hl een McFall, “Post-9/11 Investigations Reveal O, Gas Achilles Heel
Multiple vulnerabilities are in sprawiing U S. energy chain,” Engineering
News Record, 10 March 2003, 11.

10



"19  Six countries in

Bush, ‘don’t particularly like the US. ".
this region control the majority of the MENA region oil: Saud

Arabia, United Arab Emirates, Kuwait, Iran, lraq, and Al geria.

Saudi Arabia, the third-biggest supplier of US. oil (after
Mexi co and Canada), contains by far the |argest reserves,
estimated to be at about 25% of the world s total. Perhaps of
even nore inportance, though, is that it has the only
significant excess production capacity for the world, about 2.5
nbd, making it the only “guarantor of liquidity” in the world

20

oi | market. These inpressive statistics serve to ensure Saudi

Arabia’s role as a major player in the world' s energy markets.

In conparison to the United States, the Saudi oi
infrastructure is relatively concentrated within it various
conponents. Only Eight oil fields contain nost of Saudi
reserves. The world' s |argest onshore oil field, Ghawar,
accounts for half of that country’'s total oil production
capacity. Saudi Arabia also boasts the world s |argest offshore
oil field—Safaniya. The Abqgaiq facility, located twenty-five
mles inland fromthe Qulf of Bahrain, processes over two-thirds
of the oil extracted. To export this nassive anount of oil,

there are only two primary termnals on the Persian Gulf coast:

19 Anne Korin and Gal Luft, “Terror’'s Next Target?,” Journal of International
Security Affairs, Wnter 2004, 96.
20 Anne Korin and Gal Luft, “Terror’s Next Target?,” Journal of International
Security Affairs, Wnter 2004, 96.

11



Ras Tanura and Ras al -Ju’ aymah. Ras Tanura, as the world’'s

| argest facility of its kind, processes one-tenth of the world' s
oil supply daily. Two other mgjor term nals, Yanbu and Rabi gh,
are |located on the Red Sea, connected to Abgaiq by a 750-mle

pi pel i ne. %

Figure 2: Overview of Saudi Arabian Pipelines and Terninal s?

The country of Nigeria, the U S.'s fifth [argest supplier
of oil, contains Africa’s largest oil reserves. An inportant
point to note about Nigeria is that about half of Nigeriais
controll ed under sharia, or Islamc Law. Intelligence sources

have found that al Qaeda has nade several attenpts to unite

21 Anne Korin and Gal Luft, “Terror’s Next Target?,” Journal of International
Security Affairs, Wnter 2004, 95.

22 Richard A. Greene, “Is the Saudi Ol Industry Safe?, ” BBC News Online, 3
June 2004, <http://news.bbc.co.uk/1/hi/world/ m ddl e_east/3771097. st >,
accessed 5 April 2005.

12



various synpathetic Islamc groups within N geria against the

West . 23

Other Major Sources

In the Western Hem sphere, the three major sources
supplying oil to the United States are Canada, Venezuel a, and
Mexi co. Canada has been the |argest source of oil for the U S
since 2001, supplying an average of seventeen percent of total
i mports. Mexico, though not as politically stable or physically
secure, supplies approximately thirteen percent. Venezuela is
responsi bl e for about el even percent, though this has fluctuated
in the past two years due to political issues in what is proving
to be a volatile country.?* A workers’ strike in late 2002 /
early 2003 cut Venezuel an exports, constricting the flow and
pushi ng the gl obal price of oil up. This was the first tine the
U S. supply outside of MENA was significantly disrupted, and
when conmbined with the effect of Operation Iraqi Freedomin the
Persian Gulf, “it highlighted the chall enges Washi ngton faces in

responding to new threats to its oil supply.”?

2 Anne Korin and Gal Luft, “Terror’s Next Target?,” Journal of International
Security Affairs, Wnter 2004, 97.

24 Richard G bson, “Sone Interesting Q| Industry Statistics,” URL:

<www. gr avimag. coni oi | . ht ml #i nport s>, accessed 5 April 2005.

% Mchelle Billig, “The Venezuelan Ol Crisis,” Foreign Affairs 83, no. 5
(2004), 2.

13



Part 111- VULNERABILITY OF OIL SOURCES

The sprawl i ng, gl obal expanse of the oil supply chain
reveal s both strengths and vulnerabilities. Because it is so
| arge and decentralized, an attack at any one point in the
systemw || probably not have an apocal yptic i npact on the
gl obal supply as a whole. But it is nearly inpossible to secure
all of the vital, varied conponents within the infrastructure.
The vulnerabilities of the U S oil supply can be classified as
bot h physical and cyber in nature. An inportant and overarching
part of the entire oil industry is the dependence on conputer
technol ogy to centralize and coordi nate the operations of all of
the disparate parts, so that the threat of cyber-terror wll
al so be covered in this paper. Al so, because of its gl obal
nature, the U S. oil supply has many political vulnerabilities,

given the volatile nature of the MENA region.

Physical Vulnerabilities

The oil supply infrastructure is incredibly capital-
intensive. A single well may cost $50 nmillion, while an
of fshore well mght cost 10 tinmes as nuch. Mankind s | argest
vehicles, oil tankers, cost many mllions of dollars. Pipelines
may cost up to $1 million per mle, and require $40 mllion

punpi ng stations every 40 or so mles. Each refinery, storage,

14



and distribution terminal costs rmultiple nillions of dollars. ?°
The physical vulnerabilities anong these various system

conmponents vari es.

The gl obal oil supply infrastructure is very decentralized.
This is good in that it would be difficult for any terrori st
group to do significant damage with a single attack. On the
flip-side, however, this decentralization nmakes it difficult to
provi de a hi gh anount of physical security along the entire
system The risks fromattack vary anong the several conponents
within the infrastructure of the oil industry. The ngjor
conponents can be classified as production (oil wells),
gathering (pipelines), processing (refineries), transm ssion
(pi pelines), storage (oil termnals, US Strategic Ol
Reserve), and distribution (pipelines, trucks, ships, railroads,
gas stations). The possible inpact of an attack on these
conponents varies fromlow (local inpact, short duration) to

high (major disruption with regional or national inpact).

26 pavid J. Lesar, “Securing G| and Natural Gas Infrastructures in the New
Econony,” report to the National Petroleum Council, June 2001, 32.

15
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Figure 3: General Vulnerability Rankings of the Global Oil Infrastructure?®’

Fi xed, manned, and relatively high-dollar facilities such
as distribution centers, refineries, and storage facilities are
general ly “hardened” against kinetic threats using the
traditional nethods of “guns, gates, and guards,” especially in
this post-9-11 world. The mpjority of the physical challenge
lies wwth the “soft” nature of the transm ssion and distribution

conponents of the supply architecture.

27 pavid J. Lesar, “Securing G| and Natural Gas Infrastructures in the New
Econony,” report to the National Petrol eum Council, June 2001, 33.

16



Pi pelines are the nethod of choice for trans-continental
oil transportation. Relatively speaking, they are cheaper than
shi pnment by truck, ship, or rail, and are also relatively | ow
mai nt enance and their operation is highly automated. Spanning
t housands of mles, with nmultiple punping stations interspersed,
t he pipeline systemdefies the traditional security neasures
found at individual facilities. Whether under or above the
ground, pipelines offer an easy target to saboteurs.?® Easily
damaged by an expl osive charge, a pipeline can discharge
t housands of gallons of oil into the environment before its
automati c detection systemstens the flow Add fire to this,
and a fine nedia event is created. Mreover, with the renote
nature of some pipelines, the difficulties of repair becone
obvi ous. The Trans- Al askan pi peline for exanple, |ocated above
ground due to the perma-frost, cannot be repaired for |ong
periods during the Al askan winter. Even pipelines |ocated bel ow
ground are not difficult targets for terrorists to | ocate, given
t he necessary pipeline markers for safety and the fact that they
generally lie within established “energy corridors” along with

electricity and natural gas lines.

2 pavid J. Lesar, “Securing G| and Natural Gas Infrastructures in the New
Econony,” report to the National Petrol eum Council, June 2001, 34.
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Figure 4: Major Pipelines within the Continental United States®

Ol transport by ship has two primary vulnerabilities.
First, an unescorted oil tanker is big and slow. There are over
4,000 oil tankers in the world, so that it is inpossible to

° They are particularly

of fer each one an escort vessel.?
vul nerable to attack froman explosive-filled powerboat, as Al
Qaeda denonstrated on the French supertanker Limberg off the

coast of Yenmen on 6 October 2002.3!

Secondly, and nore inportantly, the geography of the MENA
regi on channels nmuch of the world s oil supply through one of
three narrow sea straits: the entrances to the Persian Gulf

(Strait of Hornmuz) and the Red Sea (Bab el - Mandeb), and the

20 paul W Parfomak, “Pipeline Security: An Overview of Federal Activities
and Current Policy Issues,” CRS Report for Congress, RL31990 (Washi ngton, DC
Congressi onal Research Service, Library of Congress, 5 Feb 2004), 2.

30 “Threats to G| Transport,” Institute for the Analysis of Global Security
web site, <www. iags.org/oiltransport.htm > accessed 5 April 2005.
31 “Threats to Ol Transport,” Institute for the Analysis of Global Security

web site, <www.iags.org/oiltransport.htm > accessed 5 April 2005.
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Straits of Ml acca between Ml aysia and I ndonesia. These routes
have two maj or di sadvantages. First, they are very narrow, and
a single burning oil tanker with its acconpanying burning oi
slick could effectively block the route for days or weeks.
Secondly, these straits are “controlled by Miuslimcountries
where terrorists are known to operate.”3 The attack on the

Li mburg in 2002 pronpted the U S. Navy’'s Maritinme Liaison Ofice
in Bahrain to warn that “shipmasters shoul d exerci se extrene
caution when transiting.strategi c chokepoints such as the Strait
of Horrmuz, or Bab el -Mandeb, or.[other] traditional high-threat

areas such as along the Horn of Africa.”?3?

Bab el -Mandeb is the strait which connects the Red Sea with
the Gulf of Aden and the Arabian Sea. Cosure of this strait
woul d prevent Persian Qulf tankers fromreaching the Suez Cana
/ Sumed Pi peline conplex, causing themto divert around the Cape
of Good Hope on the southern tip of Africa. G prices wuld
i ncrease substantially because of the increased transit costs.

In addition, all non-oil shipping would be bl ocked from using

32 “Threats to G| Transport,” Institute for the Analysis of Global Security
web site, <www. iags.org/oiltransport.htm > accessed 5 April 2005.

3% “world Gl Transit Chokepoints,” Energy Information Agency, U.S. Department
of Energy web site, <www. ei a.doe. gov/eneu/security/choke. htm >.
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the Suez Canal, inpacting not only Egyptian revenues, but the

supply and prices or other major world conmodities. 3

Figure 5. Bab el-Mendab Strait3
The Strait of Hornmuz connects the Persian Gulf with the
gulf of Oman and the Arabian Sea. Considered the “world s nost
i mportant oil chokepoint”, this narrow strait sees thirteen
mllion barrels of oil a day pass through it. Wth its shipping
channel neasuring only two mles wide, it is an easy target area

for anyone | ooking for a congested zone of |arge, slow vessels.3°

3 “world Q1 Transit Chokepoints,” Energy Information Agency, U.S. Department
of Energy web site, <www. ei a.doe. gov/eneu/security/choke. htm >,

35 “Bab el -Mendab,” Encarta Online Atlas, <http://encarta.nmsn.con map>,
accessed 5 April 2005.

3 “World Gl Transit Chokepoints,” Energy Information Agency, U.S. Department
of Energy web site, <www. ei a.doe. gov/eneu/security/choke. htm >.
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Figure 6: Strait of Hornuz®

The Strait of Ml acca connects the Indian Ocean with the
Paci fic Ocean and the South China Sea. The shipping which
passes through here affects the econom es of South and East
Asia. It is considered a key chokepoint for the region because
it is the shortest route between India, China, and |Indonesia—
three of the world s nost popul ous countries. |[Its narrowest
point is only 1.5 mles wide (the shipping lane in the Phillips
Channel ), making it another inviting target for maritine

terrorism 38

37 “Strait of Hornuz,” Encarta Online Atlas, <http://encarta.nsn.con nap>,

accessed 5 April 2005.
3 “World G| Transit Chokepoints,” Energy Information Agency, U.S. Department
of Energy web site, <www. ei a.doe. gov/eneu/security/choke. htm >.
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Figure 7: Strait of Mal acca®

The worl d’s maj or shipping canals, the Suez and Panana
Canal s, are al so obvious chokepoints for the maritinme transport
of oil. Closure of either would divert traffic around the
southern tips of Africa and South Anmerica, respectively. These
canals are easier to protect, though, as they both fall within
the contiguous borders of their respective countries (see
figures 8 & 9).%° A visit by the author to the Suez Canal, for
i nstance, confirns its diligent protection by the Egyptian 2d

Field Arny.

3 «“strait of Malacca,” Encarta Online Atlas, <http://encarta.nsn.con nap>,
accessed 5 April 2005.

40 “pgnama Canal ” and “Suez Canal ,” Encarta Online Atlas,

<http://encarta. msn.com map>, accessed 5 April 2005.
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Figure 8: Panama Canal Figure 9: Suez Canal

A nore detailed list of these critical maritine chokepoints

is included in Appendix A

Cyber Vulnerabilities

The wi despread expansi on of conputer-based autonmati on and
managemnment systens within the global oil industry over the | ast
25 years has vastly increased the efficiency of the business.

It has also created a critical vulnerability that does not fal
within the traditional physical security realm Today, the
exposure to conputer-based attacks is a reality, and the
consequences are potentially worse than when the only concern
was protecting the physical infrastructure.

The nodern oil infrastructure, which has al ways been gl obal
in nature, has devel oped into a conpl ex, interconnected,

i nt erdependent system supported in large part by informtion
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t echnol ogy and tel econmuni cati ons systens. Specifically, alnost
every critical elenent of the oil infrastructure is supported by
supervi sory control and data acquisition (SCADA) systens. The
traditional doctrine of “guns, gates, and guards” does very
little to prevent internet-based cyber-terror conducted by
“hackers, disgruntled workers, cyber terrorists, cyber

activists, cyber mlitia, rogue nation states, and others who

n 41

exploit cyber vulnerabilities. As with nost conmmerci al

information technology (1 T) hardware and software, the rush to
mar ket the newest technology in many cases outpaces the security
precautions to protect agai nst hackers, viruses, etc. Al so,
because SCADA systens are inherently interdependent with
wor | dwi de t el ecommuni cati ons systens, a successful attack on
their critical nodes (kinetic or cyber) would affect oil supply
operations. As Anthony Cordesman sunmari zes:

Today’ s gl obal conmuni cati ons networks, which are

crucial to operating businesses, rely on the Internet,

Intranets, and Extranets tied to | aptops, desktops,

servers, firewalls, and routers. They depend on an

open tel ecommuni cations architecture of satellites,

fi ber cables, mcrowave, phones, pagers, and cellul ar

equi pnent. Consequently, a disruption to any of this

equi pnent can threaten the reliability of the
i nfrastructures. %

41 Anthony H. Cordesman, “Energy Devel opnents in the Mddle East” draft report
for the Center for Strategic and International Studies, Washington, D.C., 15
March 2004, 20.
42 Anthony H. Cordesman, “Energy Devel opnents in the Mddle East” draft report
for the Center for Strategic and International Studies, Washington, D.C., 15
March 2004, 23.
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Part IV: ECONOMIC CONSEQUENCES

The health of the U S. econony is in |large part dependent
on the health of the gl obal econonmy. QI is a global commodity,
and the U S. nust conpete with the global market for its supply.
Because of this, it is the sumtotal of the global supply of
oil, not where the U S. inports fromin particular, that
establishes the availability (and therefore the price) for the
entire world. In other words, even if the U S. found another
foreign (or donmestic) source of oil to replace its inported
supply fromthe Mddle East in an attenpt to “protect” itself
fromthe volatility of the MENA region, it would still pay the
hi gher price of a MENA-induced oil shock because it is a globa

mar ket pl ace.

Hi storically, it has been Saudi Arabia s spare capacity
that has prevented oil shocks if the supply is tenporarily
i nterrupted sonewhere. Currently, however, terrorists in Iraqg
are testing this. "As long as Iraq is out, nore of Saudi
Arabia's spare capacity is being used up. And it's Saudi
Arabi a's spare capacity that prevents shocks if sonething goes
wrong sonewhere,"” said Adam Si em nski, Deutsche Bank gl obal oi
strategist in London. "So until Iragq comes back in and eases the

situation for the Saudis, we're subject to nore upside shock
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potential ... "%

This drives honme the point that, in order for
U S oil supplies to be secure, it nmust ensure the security of

the foreign oil infrastructure which it relies on.

Historical

The first oil shock occurred in Cctober 1973, when the Arab
O |1 Enbargo was orchestrated by Saudi Arabia, who was angry at
the U S for its support of Israel during the Yom Ki ppur War.
OPEC cut production and curtailed exports to the U S. and its
key allies, quadrupling oil prices. This plunged the U S into
a recession, conplete with the | oss of 500,000 jobs, and a G\P
decline of 6% % A second oil shock occurred in 1979, after the
Shah of Iran was overthrown. Iran shut down exports for nonths,
and the other nenbers of OPEC, specifically Saudi Arabia and its
spare capacity, could not make up the difference, causing oi

prices to double. %

Current

Anal ysts say the risk of a supply interruption is reflected

in prices, which have remai ned at the high end of OPEC s target

4 Warren Vieth, “Supplier Vulnerability Poses a Threat to U S. Gl Security,”
Los Angel es Tines, 14 Septenber 2003, sec. C

4“Aanne Korin and Gal Luft, “Terror’s Next Target?,” Journal of International
Security Affairs, Wnter 2004, 100.

“ Warren Vieth, “Supplier Vulnerability Poses a Threat to U.S. G| Security,”
Los Angeles Times, 14 Septenber 2003, sec. C.
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range for the latter half of 2004.%® The rise in prices is not
fully explained by the interruptions in the Iraqi supply, and is
commonly referred to as the “terror premum” Terrorists are
wel | aware of the econom c consequences of their actions,

evident in the aforenenti oned Decenber 2004 Bin Laden tape.
Several recent attacks on both the oil infrastructure and
foreigners in Saudi Arabia have caused a negative reaction in
the oil markets. As the world s |largest oil exporter,

“instability in the kingdom would weak havoc with energy

suppl i es and the economy around the gl obe.”

Former CIA Mddle East field officer Robert Baer suns it up

wel | :

A terrorist attack on either one of these hubs of the
Saudi oil conplex or a sinultaneous attack on a few of
themis not a fictional scenario. A single terrorist
cell hijacking an airplane in Kuwait or Dubai and
crashing it into Abgaiq or Ras Tanura, could turn the
conplex into an inferno. This could take up to 50% of
Saudi oil off the market for at |east six nonths and
with it nost of the world s spare capacity, sending
oil prices thought the ceiling. Such and attack woul d
be nore econom cally damagi ng than a dirty nucl ear
bonmb set off in m dtown Manhattan or across fromthe
VWi te House in Lafayette Square. *®

4 Warren Vieth, “Supplier Vulnerability Poses a Threat to U S. Gl Security,”
Los Angel es Tinmes, 14 Septenber 2003, sec. C

7 Richard A. Greene, “Is the Saudi Ol Industry Safe?,” BBC News Online, 3
June 2004, <http://news. bbc.co.uk/1/hi/world/ m ddl e _east/3771097. st np,
accessed 5 April 2005.

“8pnne Korin and Gal Luft, “Terror’s Next Target?,” Journal of International
Security Affairs, Wnter 2004, 96.
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Bin Laden has already said he intended to hit the Wst’'s
oi | supply in Decenber 2004, and this threat al one drove
oil prices up five percent the next trading day.*® This
denonstrates that the psychol ogical effects of an attack

could be far greater than any physical destruction.

4 Mordechai Abir, “The Al -Qaeda Threat to Saudi Arabia’s Ol Sector,”

bri ef

for the Jerusalem Center for Public Affairs, vol. 4, no. 13, 28 Decenber

2004, <http://jcpa.org/brief/brief004-13. htnr, accessed 5 April 2005.
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Part V: THREAT MITIGATION / CONCLUSION

Domestic

Since 9-11, the U S. oil industry has been actively engaged
in reassessing potential threats and its vulnerability to
terrorism The industry, with the Anerican PetroleumlInstitute
(APl') as its representative, has been working closely with both
t he Departnent of Energy and the Departnent of Honel and Security
to ensure that the nation’s oil supply is safe and secure. 1In a
report dated April 2003, APl outlined the enhanced security
measures that have been inplenented by the U S. oil industry at
facilities across the country. These neasures include the
est abl i shnment of governnent-industry partnerships, the
benchmar ki ng and sharing of security “best practices” within the
i ndustry, and the devel opnent of industry security guidelines.

I ndi vi dual Iy, conpani es have inproved their physical and cyber
security, access control procedures, and now conduct regul ar
vul nerability assessnents. A nore extensive list of these

nmeasures can be found in Appendi x B.

Most conpani es are absorbing the costs of the
i ncreased security measures, but extensive security costs do not
i nprove profit margins and therefore are not very popular in

private industry. The devel opnment of advanced neasures wil |
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depend on finding other ways to pay the bill. The government
will have to play a role in this. Addressing this security
i ssue before Congress, Federal Reserve Board Chairman Al an
Greenspan recently warned | awrakers that “the nation s energy

infrastructure still nust be updated to neet |ong-term denand.” *

Per haps even nore inportant than upgradi ng physical
security measures is the increased enphasis on a nore system zed
approach and a continuing re-eval uati on of corporate contingency
plans in consultation with the federal governnent.® APl has
been working closely with the governnent to “enhance informtion
sharing and to learn how to better cooperate with authorities
with access to higher levels of intelligence, warnings, and
protection systens.”® Both the oil industry and the federal
government have | everaged the cooperation experiences fromthe
“Y2K” drill which occurred previously. Wrking with private
firmse and the U S. Departnments of Energy and Honel and Security,
the industry has devel oped an Information Sharing and Anal ysis
Center, which provides conpanies a repository of information on
“threats, vulnerabilities, early notification of physical and

cybernetic threats..and provides a forumfor nenbers to

%0 Maureen Lorenzetti, “U S. Energy Infrastructure now a Key |Issue in
Washi ngton,” Oil & Gas Journal, 1 Cctober 2001, 22.
51 Kat hl een McFall, “Post-9/11 Investigations Reveal O, Gas Achilles Heel

Multiple vulnerabilities are in sprawling U S. energy chain,” Engineering
News Record, 10 March 2003, 11.

52 paula Dittrick, “U.S. Ql, Gas Conpani es Reassessing Post-Sept 11 Security
Risks,” Gl & Gas Journal, 22 April 2002, 24.

30



comuni cate.”® This will serve to expedite the information flow

for the industry.

Foreign

Internationally, many of the same security responses have
al so taken place, to varying degrees. Senior officials at Saud
Arabia’s Aranco have stated that as much as forty percent of its
enpl oyees were involved in the security of facilities.> Mjor
capital investnents are also planned in the arena of mtigating
the threats to sea-going transportation. For exanple, China is
devel oping plans to build a massive canal through Thailand s Kra
| sthmus in order to bypass the Straits of Malacca.> Also in the
process is a pipeline “fromthe Israeli port of Ashkelon on the
Medi t erranean coast through which Russian oil fromthe Bl ack Sea
would flow to Eilat on the Red Sea, be | oaded onto tankers and
shi pped to Asia” providing a much shorter |ink between the
Medi t erranean and Asia, and “sparing Asian nations the need to
transport oil through the dangerous waters of the Persian GQulf.”
56

This woul d avoid the high-seas shipping threats, and al so add

some redundancy to the oil flow

% paula Dittrick, “U.S. Ql, Gas Conpani es Reassessing Post-Sept 11 Security
Risks,” Ol & Gas Journal, 22 April 2002, 24.

* Norman L. Cigar, <quanti548@otmail.con> “Aranco,” 24 April 2005, personal
e-mail (24 April 2005).

5 Anne Korin and Gal Luft, “Terror’s Next Target?,” Journal of International
Security Affairs, Wnter 2004, 100.

% Anne Korin and Gal Luft, “Terror’s Next Target?,” Journal of International
Security Affairs, Wnter 2004, 100.
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Conclusion

The United States cannot insulate itself fromthe gl obal
oil market. To do so would nmean becoming totally independent of
any globally traded sources of energy. Wether that neans
doubling its current production capability, or relying on
alternative energy sources is irrelevant, as neither will happen

in the foreseeable future.

The U. S. oil industry and the U S. governnent are currently
taking all the reasonable steps to make the U. S. donestic
infrastructure secure. The chief vulnerability, however,
resides in the country' s foreign sources of supply and the
international oil transportation infrastructure. The mtigation
of this vulnerability can be acconplished through several
avenues. One way is to encourage and assi st other oil-producing

nations to effectively secure all aspects of their

infrastructure. |In sone countries, this will only require
techni cal assistance. |In others, a capital investnent m ght be
required.

Another way falls into the diplomatic realm Because the
oil market is global, the U S. cannot afford to see other

econoni es col |l apse due to oil interruptions. 1In the long term
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security depends on stability and prosperity, which creates a

difficult environment for terrorists to operate in.

O course, a third option is to hunt down and kill the
threat. As the events over the |last three years have
denonstrated, this option offers varying degrees of success.
Regardl ess, any long-term strategy (30-50 years) should focus on
alternative and renewabl e energy sources which would minimnze
U S reliance on the international market for its energy. This
is atall order, and will only prove successful if the research

and devel opnent investnent is made now.
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APPENDIX A

Followi ng are profiles on the magjor world oil transit
chokepoints provided by the U S. Departnment of Energy’s Energy
| nf or mati on Agency: >’

Bab el-Mandab

Location: Djibouti/Eritreal/ Yenen; connects the Red Sea with the
@ul f of Aden and the Arabian Sea

Oil Flows (2000E): 3.2-3.3 million bbl/d

Destination of Oil Exports: Europe, United States, Asia
Concerns/Background: C osure of the Bab el -Mandab coul d keep
tankers fromthe Persian Gulf fromreaching the Suez Canal / Suned
Pi pel i ne conpl ex, diverting them around the southern tip of
Africa (the Cape of Good Hope). This would add greatly to
transit tinme and cost, and effectively tie up spare tanker
capacity. In Decenber 1995, Yenen fought a brief battle with
Eritrea over Greater Hanish Island, |ocated just north of the
Bab el - Mandab. The Bab el - Mandab coul d be bypassed (for

nort hbound oil traffic by utilizing the East-Wst oil pipeline,
whi ch traverses Saudi Arabia and has a capacity of about 4.8
mllion bbl/d. However, southbound oil traffic would still be
bl ocked. In addition, closure of the Bab el - Mandab woul d
effectively bl ock non-oil shipping fromusing the Suez Canal,
except for limted trade within the Red Sea region

Strait of Hormuz

Location: Oman/lran; connects the Persian GQulf with the GQulf of
Oman and the Arabian Sea

Oil Flows (2002E): 13 million bbl/d

Destination of Oil Exports: Japan, United States, Western Europe
Concerns/Background: By far the world's nost inportant oi
chokepoint, the Strait consists of 2-mle w de channels for

i nbound and out bound tanker traffic, as well as a 2-mle w de
buffer zone. Closure of the Strait of Hormuz woul d require use
of longer alternate routes (if available) at increased
transportation costs. Such routes include the 5 mllion-bbl/d
capacity Petroline (East-Wst Pipeline) and the 290, 000-bbl/d
Abqgai g- Yanbu natural gas liquids |ine across Saudi Arabia to the
Red Sea. Theoretically, the 1.65-mllion bbl/d Iraqi Pipeline
across Saudi Arabia (1 PSA) also could be utilized, nore oi

coul d be punped north to Ceyhan (Turkey), and the 0.5 mllion-
bbl/d Tapline to Lebanon coul d be reacti vat ed.

S “world Ol Transit Chokepoints,” Energy Information Agency, U.S. Department
of Energy web site, <www. ei a.doe. gov/eneu/security/choke. htm >.

34



Strait of Malacca

Location: Mal aysi a/ Si ngapore; connects the Indian Ocean with the
South China Sea and the Pacific Ccean.

Oil Flows (2002E): 10.3 million bbl/d

Destination of Oil Exports: Japan, South Korea, China, other
Pacific Rimcountries.

Concerns/Background: The Strait of Ml acca, |inking the Indian
and Pacific Oceans, is the shortest sea route between three of
the worl d's nost popul ous countries -- India, China, and

| ndonesia -- and therefore is considered to be the key choke
point in Asia. The narrowest point of this shipping lane is the
Phillips Channel in the Singapore Strait, which is only 1.5
mles wde at its narrowest point. This creates a natural

bottl eneck, with the potential for a collision, grounding, or

oil spill (in addition, piracy is a regular occurrence in the
Singapore Strait). If the strait were closed, nearly half of the
world' s fleet would be required to sail further, generating a
substantial increase in the requirement for vessel capacity. A
excess capacity of the world fleet m ght be absorbed, with the
ef fect strongest for crude oil shipnments and dry bul k such as
coal. Closure of the Strait of Malacca would i medi ately raise
freight rates worl dw de. Mrre than 50,000 vessel s per year
transit the Strait of Malacca. Wth Chinese oil inports fromthe
M ddl e East increasing steadily, the Strait of Malacca is likely
to grow in strategic inmportance in comng years.

Suez Canal and Sumed Pipeline

Location: Egypt; connects the Red Sea and Gulf of Suez with the
Medi t erranean Sea

Oil Flows (2001E/2002E): 3.8 mllion bbl/d. O this total, the
Sunmed Pipeline transported 2.5 mllion bbl/d of oil northbound
(nearly all from Saudi Arabia) and the Suez Canal around 1.3
mllion bbl/d total.

Destination of Sumed Oil Exports: Predom nantly Europe; also
United States.

Concerns/Background: C osure of the Suez Canal and/or Suned

Pi pel ine woul d divert tankers around the southern tip of Africa
(the Cape of Good Hope), adding greatly to transit tine and
effectively tying up tanker capacity.

Bosporus/Turkish Straits

Location: Turkey; this 17-mle |l ong waterway divides Asia from
Eur ope and connects the Black Sea with the Mediterranean Sea
Oil Flows (2001E): 2.0 million bbl/d (nearly all southbound;
nostly crude oil with several hundred thousand barrels per day
of products as well)
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Destination of Oil Exports: Western and Sout hern Europe;
Concerns/Background: Only half a mle wde at its narrowest
point, the Turkish Straits are one of the world' s busiest

(50, 000 vessels annually, including 5,500 oil tankers), and nost
di fficult-to-navigate waterways.

Panama Canal and Trans-Panama Pipeline

Location: Panama; connects the Pacific Ocean wth the Cari bbean
Sea and Atl antic Ccean

Oil Flows (2001E): 613,000 bbl/d

Concerns/Background: The Panama Canal extends approxi mately 50
mles fromPanama City on the Pacific Ccean to Col on on the

Cari bbean Sea. In fiscal year (FY) 2001, petrol eum and petrol eum
products was the | argest comodity (by tonnage) shipped through
the Canal, accounting for 16% of total canal shipnments. Around
64% of total oil shipnments went south fromthe Atlantic to the
Pacific, with oil products dom nati ng sout hbound traffic.

Chem cal s (including petrochenicals) and coal are shipped

t hrough the canal as well, accounting for 5% and 3%
respectively, of total Canal traffic. The | argest vessel that
can transit the Panama Canal is known as a PANAMAX-size vessel.
A long-termprogramis underway to widen the narrow, eight-mle
stretch of Gaillard Cut to allow unrestricted two-way traffic of
PANAVAX- si ze vessel s.

Russian Oil and Gas Export Pipelines/Ports

Location: Russian oil and gas exports transit via pipelines that
pass through Russia, Ukraine, Belarus, Hungary, Slovakia, the
Czech Republic, and Pol and,

Major Oil Export Ports: Novorossiisk (Russia -- Black Sea);
Prinorsk (Russia -- Baltic Sea/ Gulf of Finland); Tuapse
(Russia); Ventspils (Latvia); COdessa (Ukraine)

Major Oil Pipelines (capacity, 2002E): Druzhba (1.2 mllion
bbl/d); Baltic Pipeline System (240,000 bbl/d); CPC Tengi z-
Novor ossii sk Pipeline (564,000 bbl/d, nost of which is Kazakh

crude)
Major Natural Gas Pipelines (capacity, 2002E): Brot herhood,
Progress, and Union (1 trillion cubic feet -- tcf -- capacity

each); Northern Lights (0.8 tcf); Vol gal/ U al s-VWborg, Finland
(0.1 tcf). Yamal (to Europe, via Belarus; 1.0 Tcf, partly
operational); Blue Stream (to Turkey via Black Sea; 0.56 Tcf,
construction conpleted in Cctober 2002)

Destination of Oil and Gas Exports: Eastern Europe, Netherl ands,
Italy, Germany, France, other Western Europe.
Concerns/Background: Russia is a major supplier of crude oil and
natural gas to Europe. Al of the ports and pipelines are
operating at or near capacity, leaving limted alternatives if
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probl ens arose at Russian export termnals. In addition, many of
the country's oil pipelines are in a state of disrepair, and
Russian Energy Mnistry figures indicate that al nost 5% of crude
oil produced in Russia is lost through illegal tapping of
Russia's pipelines. Wth a windfall in oil export tariffs over

t he past several years, Transneft, the state oil transport
nmonopol y, has taken steps to upgrade the country's pipeline
system w th an enphasis on building new export pipelines to

i ncrease and diversify export routes for oil exporters.
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APPENDIX B

In a report dated April 2003, APl outlined the enhanced
security nmeasures that have been inplenmented by the U S. oi
industry at facilities across the country:>®

APl established a DOE/ I ndustry Security
Partnershi p, including vulnerability assessnent,
threat information sharing and technol ogy transfer

APl is conducting industry security conferences and
wor kshops, enphasi zi ng best
practice sharing and benchmarki ng

| ndustry has set up an Energy Industry Informtion
Sharing and Anal ysis Center (I SAC)
to help better share intelligence and industry
practices

APl has devel oped I ndustry Security Cuidelines and
a Petroleum Industry Security
Vul nerability Assessnent Met hodol ogy

| ndi vi dual conpani es have i nproved security
nmeasur es by:

Conducting security vulnerability assessnents

Est abl i shing access control procedures for
persons and vehicles entering and | eaving
the facility

Est abl i shi ng hei ghtened security procedures
for handli ng packages

Enhanci ng perineter protection agai nst
vehi cul ar intrusion

Bol stering security procedures for ship
personnel di senbarking the ship onto facility
docks

Appl yi ng technical security sensors and
intrusion detection to facility perineters and
wat er si de access

Li ai son and coordination with industry | eaders
to exchange security best practices and
count er measur es

Est abl i shing or enhanci ng corporate in-house
intelligence gathering and anal ysis
capabilities

%8 American Petroleum|Institute, “Security QGuidelines for the Petrol eum
I ndustry,” April 2003, 3.
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| ncreasi ng security guards and surveill ance
equi pnent

Conducti ng background checks of enpl oyees and
contractors

Tracking security information and alert |evels
and have appropriate security
procedures in place to respond to the alert |evels.

Modi fyi ng assessnents relating to physical
security, product theft and hostile threat

Providing 24/7 lock-in with card-in procedures
at marketing term nals

I nstructing drivers not to | eave running
trucks or keys unattended (trucks are kept
| ocked while driving and unl oadi ng)

Enhanci ng comuni cations with | ocal police and
emer gency response personnel to
di scuss energency procedures and security issues

Locki ng punps at loading facilities to prevent
t hef t

Assessing the need for 24/7 attendants at
retail facilities

Consi dering bi omarker identification
technol ogy for marketing term nal access

Requi ri ng hei ghtened awareness by facility
personnel for suspicious behavior

Use of video/CCTV to nonitor renpte areas such
as docks and gates.
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