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The insurgency and terrorismin Iraq and Afghani stan have
direct linkages to and simlarities with organized crine and
gangs. For exanple, cars that had been stolen in the US were
di scovered in vehicle borne inprovised expl osi ve devices
(VBI EDs) in Baghdad. 1In addition, the United Nations O fice on
Drugs and Crine’s August, 2003 study of Iraqg’ s organized crine
also noted that this is an area of concern. |In June, 2004, the
Iragi Mnistry of Interior arrested forner death row i nmates in
Baghdad during a takedown of one of the |argest gangs that was
i nvol ved in assassinations, kidnappings and arnmed robbery. A
majority of those arrested were anong those rel eased by Saddam
Hussein just prior to the coalition push into Irag. In order to
succeed in battling this threat the focus needs to shift to
preparing the Iragi police, mlitary and citizens to be able to
hel p counter this current threat. The United States has spent
billions of dollars and decades fighting organi zed crine at hone
and abroad, and should nmake use of its existing policies,

procedures and systens in fighting terrorismin Iraq.

Background

In the early 1970s | aw enforcenent agenci es across the
country were fighting a losing battle against crine. |In order
town this war on crinme they needed help. This aid canme in

several fornms: automated systens that hel ped anal yze crine



patterns, help from Federal |aw enforcenment and a “take back the
streets” type novenent by the local residents. Wile each mgjor
city had its own unique situation, nost cities enployed these
common tools in fighting organi zed crinme and gang activity.
These conbi ned steps contributed to the United States’
successful reduction of organized crinme in many major cities
over the past three decades.

Advances in technology allowed city police to devel op
met hods for tracking all crime with automated systens in order
to anal yze patterns rapidly and predict future crine. This
capability replaced the antiquated nmethod of using pushpins in
paper maps to track crinme, and allowed themto rapidly plan,
i npl ement and shift their focus of effort in fighting crine.
Addi tionally, police could neasure their effectiveness by
| ooking at the same naps to see if crine had decreased.
Secondly, local police received hel p from hi gher organi zati ons
such as the state police or federal |aw enforcenent agencies,
i ncludi ng the Drug Enforcenment Agency (DEA); Federal Bureau of
| nvestigation (FBI); and Al cohol, Tobacco and Firearns (ATF).
The hel p fromthese higher organi zati ons was usually conbi ned
into task forces that were established to root out the crine
organi zations in their entirety. These task force organi zations

shared intelligence reports and access to each others databases.



These task forces provided expertise in dismantling the |arge
crime systens.

The key to success is intelligence. |In order to topple the
organi zation, |ocal |aw enforcenment needed to have detail ed
intelligence that outlined the organization’s structure. They
did not expend a lot of effort on individual drug pushers, but
they tried to infiltrate these large crime networks in order to
build their situational awareness. These efforts allowed |aw
enforcement to conduct a detailed analysis and to determ ne the
crimnals’ nodal network and their critical vulnerabilities,

t hus enabling | aw enforcenent personnel to build a case first
and then attack the nodes whose disruption would do the nost
damage.

Finally, but nost inportantly, is that the police and
federal agencies were not able to acconplish their goals on
their owm. They required the concerted help of the |ocal
popul ace. This nethod is usually depicted by a “take back our
streets” type novenent anong the | ocal residents, who report
crines, do comunity service to clean up graffiti, trash, etc.

and inform | aw enforcenent of who is connected to whom

Broken Windows

Mayor Rudy Qulliani and his New York Police Oficers nade

famous the “Broken Wndows” approach to | aw enforcenent. The



precept of the “Broken Wndows” approach is that disorder (or

t he appearance of disorder) leads to nore crine. |If a wndowis
broken and no one fixes it, then no one cares. Therefore, one
can commt crines without the fear of reprisal. Currently,

di sorder reigns in parts of Iraq. This disorder can be seen in
t he trash, broken glass, rubble, and weckage littering the
streets; fluctuations in availability of basic services of

el ectricity, running water, and police protection; and the scale
of petty crinme to nmurder going unchecked. Al of which lead to
| arger problens. For exanple, insurgents are placing | EDs al ong

roads and disguising themin trash, dead aninmals, etc.

Coalition forces need to use Information Operations (10 to
devel op a “take back the streets” canpaign that appears to
originate fromthe Iragis. Coalition forces need to continue to
devel op a pride of ownership and community in the Iraqi people.
Civil Affairs (CA) should focus on this effort along with
establishing or re-establishing an infrastructure that can
provide the Iragi people with the things they desire. There are
things that are inportant to themthat coalition forces m ght
think of as a secondary effort. An exanple mght be a town that
has not had running water for many years and are confortable
with that fact. Coalition forces would normally spend tine to

devel oping a running water system when what the citizens really



want is to repair their existing irrigation systemfirst.
Bui | di ng soccer fields in every town is not always the answer.
If coalition forces use funds to enploy people to repair
bui | di ngs and cl ean streets, anong other things, coalition
forces get many benefits, including the follow ng:

1. Enpl oynent of those mlitary aged nal es.

2. Influx to the | ocal econony.

3. Fewer places to hide |EDs.

4. Iragis see Iragis taking responsibility for the

nei ghbor hood.

Technology

Technol ogy has been an essential part of the U S. fight
agai nst organized crine and terrorism The U S. has |arge
dat abases and systens that can anal yze networks, conduct
predictive analysis, and track major incidents. The U S. does
not expect our police forces to acconplish this task w thout
sone type of database. Coalition forces need to provide the
Iragi Police with the ability to establish and naintain the type
of database that will do nodal anal ysis independent of U. S.
efforts. The Iraqi police should focus on the |ocal crines of
theft, extortion, intimdation, rape and nurder. A |ocal

dat abase that feeds the national assets this crimna



information is essential to giving the lraqgis the ability to

police their own effectively.

Three Tiered Approach

Success in lraq could be acconplished by inplenmenting
changes across three different tiers of governnent. The |oca
police, Gang Units / Organized Crine Task Forces and the
national |evel could benefit fromthese changes / reforns.

Local Police — Police Departnent

Iraqi Security Forces —Gang / Organi zed Crine Task Forces

Coalition Forces — FB

Application

International Level

Coalition Forces nust foster an Iraqgi Nationalism
t hroughout all religious and ethnical sects. Coalition forces
al one cannot stop this insurgency. Only the Iragis can. The
coalition effort nmust make sure that Iraqis understand that if
forced to act alone, coalition forces may end up in highly
destructive operations that could have a significant inpact on

the infrastructure and econony of that region for a long tine.



National Level
Getting to the root of the problemrequires gathering
intelligence across a longer tine span, in a greater area and
frommultiple sources. Using the Coalition Forces to coordinate
and conduct investigations and intelligence collection in Iraqg
in the sane manner that the FBlI conducts its’ job in the U S
Devel opi ng a national autonmated system for tracking al
crime inlraq is essential to building and managing this
intelligence. |f soneone does not receive any fine for
m sdemeanors, then crimnals wll not be afraid to conmt nore

violent crines.

Local Level
At the local |level, coalition forces nust conpete with the

insurgents for the loyalty of the people and the youth.
Friendly information operations are essential in gaining the
loyalty. An exanple would be to find sonething to enploy the
yout h, because idle hands do the devils work. Coalition forces
coul d enpl oy these youth to clean up the nei ghborhood. This
acconpl i shes many t hi ngs:

e Gves themsonething to be proud of.

e Allows themto provide for the famly.

e Keeps them Busy.

e Fosters a sense of pride and comunity.

-9-



Just like Police can not stop Gang Viol ence or Activity by
t hensel ves, it takes a community effort to reduce the problem
The Iraqgi People need to be responsible and the coalition forces

shoul d conduct operations at all levels to reinforce this.
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