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m AFRL - Airbase Technologies Division

m Requirement for Security Forces Transformation
m History of AFRL Risk Analysis

m “ForcePRO” Methodology

Integrated Defense Technologies

» We'll briefly cover our organization

» Why are the Security Forces (SF) in need of transformation

* History of AFRL’s involvement with security risk analysis

* Introduce the risk analysis methodology and the software tool ForcePRO



N L Tyndall Research Site

Who are we?

HQ AFMC —\

AFRL

RX Materials and
Manufacturing
Directorate

RXQ Airbase
Technologies
Division

Integrated Defense Technologies

| am a support contractor to the Air Force Research Laboratory, Airbase
Technologies Division at Tyndall. The Airbase Technologies Division is the
AF’s only Agile Combat Support (ACS) research and development
organization. As the name suggest, we support ACS career fields in finding
solutions to the challenges of conducting lighter, leaner, and more efficient
airbase operations.

We have been providing vulnerability and risk assessment support to the Air
Force Security Forces Center since 1999.
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k , | Requirement for SF Transformation
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mWhy Change — Why Now?
m SF career field challenges

= Manpower
m Deployments

= Funding

Integrated Defense Technologies

Why do need a new process for determining defense requirements for an
installation? And why do we need it now?

The answers can be found by looking at the challenges facing the security forces
today.

We do not have the manpower to meet all our home stations requirements to start
with,

Add the deployment requirements and the shortages in funding for technology and
technology sustainment and we all can see we can’t get there from here.



N SF Career Field — Efforts to Date
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Reorganization, not Transformation

m Career field merger

m Dump tasks

m Add Technology

m Work harder

m Rearrange/cut training
m Dwell/buckets/ratios/bundles

Air Police

More Resources

N

Integrated Defense Technologies

We’'ve made several attempts as a career field to transform ourselves, but for the
most part we've reorganized instead of transforming.

We merged our career field into one AFSC

We dumped some of our traditional tasks, but kept other tasks unsure if they added
value or not

We've added technology, most of the time adding a sustainment burden to support
the new equipment

We've adjusted flight schedules and shifts to try to cover all our requirements
We've rearranged or cut much needed training

And have met deployment taskings by increasing dwell, adding buckets, creating
ratios and even bundling our folks for increased capability.

We've gone through all these changes but for the most part have kept to the basic
standards we’ve had for the last 60 years in determining security on our
installations.



Transformation = Paradigm Change

New
Risk-based

Compliance-

based E— Resource
Resource Allocation
Allocation

Paradigm Change:
“One size fits all” prescription vs.
Local risk mitigation

Integrated Defense Technologies

In order to meet all the challenges of the modern era we need a new approach in
determining defense requirements for an installation.

Former policy was compliance-based, presumed composite security data and
mandated generalized protection measures; i.e., the “corporate” solution: “one size
fits all.”

Former policy produced inefficient utilization of security resources.

New policy is effects-based, uses analysis of real-time local intelligence data and
specific security conditions, and provides situational awareness on which to base
risk mitigation decisions; i.e., the field commander solution: locally-tailored security
measures.

New policy enables maximum value of security resources.

Risk-based decision making is a truly revolutionary approach to determining how we
conduct our business

It strips away the old standards-based security practices that were risk averse,
relied on directive orders to tell a defense force who, what and how to protect an
installation and focused on the protection of PL level resources.

Today we’'ve come to realize we can't protect everything, and everybody, from every

threat. We are simply too resource constrained to pursue that lofty goal. We need
an annrnach acknnwledninn cnme ricks are accentahle nivinn the defense farce



F' Risk Analysis and
& Integrated Defense Planning

= Why Risk Analysis?
m Old policy limited resource utilization

m Decisions must balance risk with mission
requirements and priorities

m Standardized method used to identify risks and
develop risk management strategies
m “ForcePRO” Tool
m Provides structure and consistency

m Performs tedious calculations and data
management

Integrated Defense Technologies

» Why risk based security? We do not have the resources (funds, materials, and
manpower) to protect every asset on every installation.

» We can strike a balance with risk and mission accomplishment by analyzing
* What assets are truly critical to the installation?
» What threat actors are in my area of concern to the installation?
* How the threat actors hurt the installation?

* A good risk analysis answers the “so what” of any vulnerability.

* Risk analysis will allow SF to transition from typical standards-based security
practices to effects-based activities mitigating risk to the installation.

* Provides the means to develop effective polices, procedures and
investment decisions.

* To assist in the risk analysis process, AFRL developed a software tool to
implement the ForcePRO methodology of risk analysis after vetting the
methodology by conducting assessments in USAFE and AMC. ForcePRO was
developed to relieve the analyst of the burden of making a large number of hand
calculations



Risk Management Benefits
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m |ldentify, assess and quantify risks

m Enables building a “business case” for commitment of
expenditures and other resources

m Provides basis for transformation from standards-based
to effects-based security

= Promote and implement effective countermeasures

m Employ an “accountable” method of security analysis,
countermeasure implementation, and risk acceptance

= Ultimately, to protect human life and national security

¥ia

Integrated Defense Technologies

» Overarching purpose of a risk analysis is a standardized process to organize data
so decision makers can make informed decisions about risk.

» The analysis process organizes existing information, applies standardized
scales, and helps make a coherent, compelling argument for necessary
changes to buy down unacceptable risk

* Following a standard process of analysis also enables measurement of the
benefits of various countermeasure courses of action, ensuring they are effective in
achieving true risk reduction



Challenges to New Risk Model
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m Embracing a new way of doing business

m Facilitates analysis — not a “black box” process

m Requires:

® Thought — analysts must use judgment (experience), not just
follow prescription

m Integrity — multiple analysts (eyes), mitigate bias and agendas

m We often lack the information we want or need

m Limited data on threats

m Some costs are hard to quantify
(human life, political impact)

m Risk factors can change rapidly

Integrated Defense Technologies

As with any new process there are challenges with its implementation. There are always those who
resist change no matter if its easy or hard...its just change. Itis a leap of faith for us to trust in our
ability to deviate from the standards based security because we've always “done it that way”

This is not a black box process. It's not a piece of software that you type in a bunch of information
and it spits the solution out the other side. This process requires: Thought...the analyst must use
reasoned judgment when entering data into the process. Everything from deciding what an asset is,
to how “bad” are the threat actors, to how effective are existing countermeasures and any proposed
courses of action. The entire process requires engaged efforts to produce a quality product.

And you have got to work exceptionally hard to eliminate your bias and check agendas at the door
when engaged in the process. If you have a certain bias for an asset, threat, countermeasure, etc.
then you run the risk of under or overstating the element itself. If you have an agenda...”justify
expense of new barriers system”, or you measure the success of your defense program by the
number of awards won or the amount of funding captured each year you may have a bad product at
the end of the day. Honesty through the process is paramount

You'll never sit down with all the info you need the 1sttime. You'll have to work hard to get it right.
 One of the biggest challenges we face in conducting a risk analysis is the lack of
information available on threat actors in our areas of responsibility.

» We have lots of vulnerability assessments (including JSIVA, Food, Water, Base Security
Zone and CIP assessments, SAVs, Program reviews and Inspections) pointing out our flaws
and problems, but very little to tell us if we care, if the shortfalls really matter.

* Costs (and benefits) can be hard to measure (especially human life), although the new
methodology should make this more quantifiable and easier, if not less controversial.

« Often risk factors (notably threats) can change, and frequently ... ForcePRO should make
keeping up with changes easier.



7 AFRL Risk Analysis History

Air Force / Navy project initiates analysis tool
2003 ™ development

Grand Forks AFB implements Integrated Defense

0N program

2005 / Four installations test AFRL risk assessment method

2006 : AFSFC incorporates RA into AFI 31-101

2007 AMC and USAFE support command-wide analysis demo

2008 [—— Industry partnership to develop stand-alone analysis tool

2009 —— AFSFC transitions IDRMP to USAF Security Forces

Integrated Defense Technologies

» ForcePRO was initiated in 2002 as a Joint Navy/AF project to develop decision support
tool to assist Installation AT Officers in performing an installation risk analysis as prescribed
by DoD Handbook 2000.12-H. Funding was lost to complete the project beyond prototype,
however methodology development continued through a few grass roots efforts at a few
initial sites.
» Using this prototype and a subsequent Microsoft Access tool with more flexibility,
AFRL conducted RAs at numerous locations as part of its research into risk analysis

* AMC and later USAFE were aware of the RA efforts, and adopted “effects based
security” as the command standard. They commissioned the lab to conduct
MAJCOM-wide RAs using standardized approaches that would permit comparing
the risks at one base with another ... afirst

» During this same time period, USAF security forces turned to a risk-based
approach to their operations in order to address chronic shortages of people and
equipment. AFRL contributed their RA methodologies to the new Integrated
Defense instruction, AFI 31-101, and developed an updated version of ForcePRO
for roll-out with the new AFI. The ForcePRO risk methodology is the cornerstone of
the Integrated Defense Risk Management Process (IDRMP).

10
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Key Points:

» These are the locations in CONUS that have received AFRL risk analyses.
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/ USAFE Risk Assessments

LITHUANIA

Key Points:

« 16 sites in USAFE also received risk analyses

12



=y ForcePRO Approach to
Risk Analysis

Continuous Assessment 4‘\

Cost/Benefit Analyses —‘
Cmdr's

Risk N\ Guidance Determine
Tolerance ° (o]

Decision COAs

Vulnerabilities CCIR J

VN

Cmdr's Intent

Consequence

Decision

Probability

Criticality x (Threat x Vuln
(0-100) (0-1.00) (0-

Integrated Defense Technologies

Key Points:

* The risk analysis model has seven steps:
* Risk Assessment
* You have something you value — Assess Asset Criticality.
 There are things that can hurt what you value — Assess Threat.
* How can what you value be hurt — Assess Vulnerability.

* By assigning values to Asset, Threat and Vulnerability and
multiplying them in the formula below, we can calculate risk.

» Risk Tolerance Decision — what can the commander “live” with?

 Courses of Action Development — for the unacceptable risks, what
mitigation Courses of Action are available, and at what cost and benefit?

* Decision and Implementation — risk analysis by itself is not the goal. We

want to use this tool to truly, and measurably, improve our security posture.

13



N Asset Assessment

T Cost/Benefit Analyses

Asset
Criticality

Ccmdr's .
Guidance | Determine

Decision
and
Implementation

COAs

Assess
Vulnerabilities CCIR

.

A

Integrated Defense Technologies

» We discussed the process in general terms and now let’s break down the
individual steps.

» Step 1 Asset Assessment is designed to answer the following questions:
» What have we got to protect?
» Which assets are most important?

 And finally, What would be the consequences if an asset were destroyed or

obtained by your adversaries? Asset criticality measures the consequence of
loss.



ForcePRO Asset Assessment
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m From Higher Headquarters Perspective
m Allows for standardized scoring across MAJCOM, Service, DoD
= Wing commander can deviate ... must justify rating

m Rating Elements
m Mission Impact
= National Security Impact
m Replaceability
m Relative Value

m List is pre-scored for common assets
m Includes Protection Level (PL), Critical Infrastructure (CIP) assets

m Improves standardization, reduces workload, avoids
questionnaires

Integrated Defense Technologies

« The ForcePRO model views asset value from a higher headquarters perspective.

 The allows for a level playing field when scoring assets across a command, service or even the DoD.
A commander can deviate but must justify why.

« ForcePRO rates assets against four factors
» Mission — how important is the asset to the installation mission?
« National Security — how important is the asset to a higher headquarters?

» Replaceability of function — how easily and quickly can the asset’s function be replaced? For
example, dining hall might take two years to replace if destroyed, but the function (feeding people) is
immediately replaced

« Relative Value — describes the value of the asset based on the type of asset, and allows us to
compare apples and oranges. Depends on the category:

« For buildings, usually based on number of people
« For aircratft, is it a trainer or a strategic bomber?
« The first three factors are weighted equally, whereas the relative value is double-weighted
« The scores range from 0 to 100
* We use pre-scored assets to help standardize the scoring process
« There are 39 categories of pre-scored assets, such as aircraft, mission support facilities, etc

» The pre-scores establish the starting point, and unique aspects of the assets can then adjust the
score so that the asset rating reflects its value to the installation

15



" Assetand Risk Rating Scale

Asset and Risk Rating Scales
100
Loss would have exceptionally grave CRITICAL
consequences (e.g., extensive loss of 75
life, mission failure) VERY HIGH
50
Loss would have grave consequences HIGH
(e.g., some loss of life, severe mission 40
degradation) MED HIGH
30
Loss would have moderate to serious
consequences (e.g., serious injuries, 20
damage to support facilities)
15
Loss would have minor consequences Low
(e.g., minor injuries, superficial damage 5
to facilities and equipment) VERY LOW
0

Integrated Defense Technologies

* All risk factors are tied to a scale that combines description, numbers, colors and
adjectives. The asset and risk scales are identical — since asset rating measures
the value of an asset to the installation, loss of that asset cannot exceed its value.

* For assets that don’t exactly fit the drop down factors to score, you should
be familiar with this scale in order to override scores and place them in the
correct place on the scale



" Pre-Scored Asset Rating Scale

100 - CIP Tier |
92 — PL 1 Nuclear
100 | _— 90-CIP Tierll
crmicaL — | 84 — PL 1 Non-nuclear
744] 80 — Top Secret Info
VERY HIGH
T Y 64 — Installation-wide Infra
HIGH . ] 60-PL2
—~40 52 - PL 3, HRP
MEDHIGH Jf.. ™\
30 ~ 48 — AA&E Cat |, Power Projection
) 44 — Command Post
20
\ 36 — Comm Facility, Medical
15 ~ 32— Mission Support
Low
5 28 — Dorms, Retail, HQ, Admin
VERY LOW
0 20 — MFH over 13 units

12 — Single/Duplex MFH

Integrated Defense Technologies

* Pre-scored assets shown, actuals vary based on Mission, National Defense,
Replaceability, Relative Value (e.g., population)

* Typically, critical mission assets are on top, mission/population centers in the
middle, and general population centers near the bottom
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 Screen capture from ForcePRO

* Asset is your name for the asset

» Supercategory/category is how ForcePRO manages data — the tactics and
countermeasures for various categories (buildings, equipment, people) are

different

 Feature — most installation assets will fall under “Basic”, but some might be
close to a perimeter, or are off-base, and their vulnerability ratings will be
different. The feature makes scoring vulnerabilities MUCH easier.

* Asset Rating — the score (0-100) for the asset.
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* This detail screen allows you to completely customize the asset scoring, including
overriding the default data (must justify), and adding comments and description



4 Threat Assessment
Continuous/Assessment <
&

Jonsequence

Y )
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E Decision Cc;:As Implementation
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Integrated Defense Technologies

» The next major step in the RA is the threat assessment. When assessing the
threat, we are really asking “who are we protecting the base from?” Adversaries
can range from petty thieves focused on stealing audiovisual equipment to terrorist
organizations capable of employing weapons of mass destruction.

» As we look at threat we need to ask and sufficiently answer three questions.
» Who is in our AOR? Terrorist, FISS, Criminal, etc.

» What tactics do they use and what targets are they after? FISS uses
solicitation and eavesdropping to target information while terrorist use
explosives to go after people.

» When assessing adversaries we need to understand their intent, capability
and history of attacking assets to accurately determining their threat rating.

20



? Threat Assessment

<y (DoD 0-2000.12-H)

el

m Review Defense Threat Assessment (DTA), local intel

= Evaluate four general factors to describe

Adversary Threat Level
m Activity m Operational Capability
= Intentions & History m Operating Environment

) Force Pro Alpha:  Sunoc Test

Promct | Assets | Theests | Vulnerablily | Risks

Baseline International Terrorist: | Significant Terrorism Threatl w 0.30 Cosmments for UNCLASSIFIED

Search: <ary> = fer Got |
T i il | Tact{Targ Pref | T/T Matrix Relosd | Sort: -EI- -va

Subcategory Actnity Capabiity Intert Ervewonment Rate Class

» The ForcePRO methodology uses existing info (DTA), along with working with
threat specialists (AFOSI, wing Intel, SF, ATO, TWG, local PD, FBI, etc) to describe
the local threat picture

* As called for in the Antiterrorism Handbook, we examine and score four major
factors resulting in score from 0 to 1.00 for each adversary:

* Activity — what are the adversaries doing in the local area? (fundraising or
targeting US)

» Sentiment — what is the history, philosophy, intent of the adversary? (Anti-
US, attacks overseas)

 Capability — what do they like to do in the local area? (explosives,
MASCAL, theft?)

» Environment — does the adversary operate with the same freedom of
movement as we do? (favors adversary, US, neutral)

» We acknowledge the national threat from DIA with the Baseline International
Terrorist rating (currently Significant in the US)

» We then identify, categorize and score the LOCAL actors/threats in the Area of
Interest

21



ForcePRO Tactics

Anti-Personnel Tactics

Ballistic Tactics

Direct Fire Weapons
Airborne CBRN Contamination
Food Supply Contamination
Waterborne CBRN Contamination

Contamination
Tactics

Eavesdropping | Acoustic and Electronic Eavesdropping

Tactics Visual Eavesdropping

Indirect Fire Standoff Weapons

Man-Portable Bombs and Devices

Ex1?iosllves Package / Mail Bomb
actics
Vehicle-Borne IED
Waterfront Attack
Anti-Aircraft Tactics
Property Anti-Property Tactics
Tactics Covert Entry

Forced Entry

» These 16 tactics are in the current version of ForcePRO
* All require a malevolent adversary
» Does not include natural disasters, insider threats, cyber



\ _..»;-’:' Threat Rating Scale

Threat Rating Scale

Known adversaries are highly Lo

capable of exploiting vulnerabilities
and are known or highly suspected 093
of having an interest in doing so.

Known adversaries are capable of
exploiting vulnerabilities and are

CRITICAL

VERY HIGH

known or reasonably suspected of
having an interest in doing so.
Known or suspected adversaries
may be capable of exploiting
vulnerabilities but are not believed to
be interested or motivated to do so.

Few or no adversaries are believed
capable of or interested in exploiting LOW
vulnerabilities.

VERY LOW

Integrated Defense Technologies

* Like the asset scale, this is the threat scale from O to 1.00
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INFOCON: Not configured Tiassicalin nol conl et TPCOR Fol conficaed
& Tactic / Target Preferences =

d
Search: | <any> iz, for

Irstallation: No Installation Azsigned

LFT S
Comment: UNCLASSIFIED
Project Sunoc Test
Command Mo Command Assigned

[ Adversar Target Frelerences
Tactc « Rate |Togn .
» | Acoustic and Elechionic Eavesdropping y | Avciat

Itesriational Tedro, .

Sigriicant Tenods, | Aitborne CBRN Contamination Aums, Ameearibion and Explosives
| Antdrcroh Tackics | C2Equpment
| AriiPersornel | Classhed Indcemation
| Ani Property Tactics los0 Facities and Buldngs
Coved Eniry I | Ganessl Pogaation

Divect Fire Weapons

Food Supply Conlamination
Forced Ertyy

| Indrect Fre Standolf Weapons

| MesvPortsble Bombs and Devices
| Package/Mal Bamb

Viehicle Bome IED

Visusl Eavesdiopping

I Wateiboere CBRN Contamination
Waledont Attack

» Once you've identified the adversaries in the Al, you can tailor the default
preferences for targets and tactics based on what you know about them

» These are percentages, so 100 means they clearly prefer that target/tactic,
0 means they clearly do not, and numbers in between attempt to describe
differing levels of interest and/or capability
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C » Consequence (Tactic Effectiveness)
is handled in the Threat Rating
(] [ [ [ S| s.o‘. i : : []
] n ] ] L) 0 @ ‘ ]
® 0 0 5 0 © | @
L3 0 0 £

» Under the hood of ForcePRO (and not editable by the user) is the consequence
effectiveness matrix

* For the categories of target/tactic pairs, estimates how effective a tactic is
against a target (e.g., vehicle bombs are more effective against buildings
than letter bombs)

* Also handles the inappropriate target/tactic pairs by assigning zeros (e.g.,
food contamination attack against vehicles)



N\ Vulnerability Assessment
Continuous/Assessment
8 v
E T Cmdr's Intent Cost/Benefit Analyses
S Asset
2 Criticality —[
8 I Cmdr’s

Decision
and
Implementation,

Risk
Tolerance
Decision

Determine
Countermeasure |—»
COAs

Guidance

Assess Calculate
Threats Risks
Assess

Vulnerabilities CCIR

ContinuousAssessment

ProBability

Integrated Defense Technologies

* The final risk factor is vulnerability ... the “hole in the fence.” Vulnerability may be
the most subjective part of the Risk Analysis process. It is subjective because it's
in the eye of the beholder on “how bad is bad.”

* If the motivation behind the vulnerability assessment is find the “holes” that
can get you hurt then you're fine. But if there is any bias behind the
assessment the ratings are going to be skewed.

» For example, if the motivation is to have a great report and have an award
winning program, then there is the potential the vulnerabilities will be
understated. If the hidden agenda is to capture funds, then the vulnerabilities
run the risk of being overstated.

* In assessing vulnerability the basic question to answer is “What makes your
assets easier to attack?”

* Evaluating the effectiveness of the countermeasure is often the most difficult part
of the assessment ... this is where bias comes into the forefront.

* Finally, where do you find the nuggets of info to help you make the right
judgments regarding your countermeasures? Start with the SMEs on your base ...
a good rule of thumb is to “trust but verify.”
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QOutside Perimeter Perimeter Inside Perimeter Asset

Awareness, Training, RAMS, FPCONs, Incident Response, Plans/SOPs, Coordination

-3

Span each layer of defense

Infrastructure

Community Intrasion Assurance

Engagement
= Detection

Surveillance Access

Detection Control Enclaving

Infrastructure

Intrusion Contingency

Transportation Peri =

. erimeter Detection

Security Protection

Intrusion  Barriers

Secure Zones :
Detection

Hardening
Evacuation
Procedures

Liaison Facility
ECP Design Standoff

Mass Casualty
Intelligence Plan

Facility Security

Mass
Notification

* The slide depicts the concept of looking at vulnerability.

» Usually we consider countermeasures in various installation layers as part
of defense-in-depth. Rarely will a single countermeasure, or
countermeasures located in a single layer, provide adequate security.

* A typical layer breakdown might consider countermeasures outside the
installation perimeter; at the perimeter; inside the perimeter; and at individual
assets.



v Vulnerability Assessment

m Data input
m HHQ and local VAs
m Other assessments (e.g., water, food)
m Team observations, discussions with ATO, etc

m SME scores vulnerability on 0.00 — 1.00 scale, guided
by ForcePRO Vulnerability Assessment Tool (FVAT)

= 155 questions in 56 topics VOratavIity Rt S0
; 100 —g—
. Insufficient or inadequate
| | c aptures expertlse Of AFRL countermeasures currently in place and ERIVE
! known adversaries are highly capable of 095 —f— oo
rlsk assessors exploiting vulnerabilities VERY HIGH
Although Some Countermeasures are in Uit o
[ ] H elps SCOolre a nd docum ent place, there are still multiple weaknesses
e o through which many adversaries wouldbe 07" [
vulnerability ratings capable of w i
Few vulnerabilities exist for which
i adequate countermeasures have not been
- Sugg ESts EffectIVE applied and few adversaries would be 050" —gi—
countermeasures —C LI b T L L
Mo significant vulnerabilities exist for which
adequate countermeasures have not been LOW
applied and few or no_a_dvesanes vgqyla 0.16 i
be capable of exploiting vulnerabilities oo M VERYLOW

e
Integrated Defense Technologies

» The ForcePRO vulnerability assessment reviews the latest assessments, talks to
local SMEs, and conducts its own investigations as required to understand the state
of countermeasures at an installation

» Again, a 0 to 1.00 scale is used for vulnerability

» The SMEs evaluate the vulnerabilities using FVAT (ForcePRO Vulnerability
Assessment Tool)

* Asks a series of questions (155 in 56 topics) that are rated from O to 10,
with performance examples included

* Five areas: Program, Intel, Security, Engineering, and Emergency
Management

» The FVAT tool helps score the vulnerabilities in a consistent fashion, and
works with the ForcePRO tool
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+ . { Mulnerability Screen-:

<

Search: <any> = for Lot
U4t sfs02] b bl | | Vuln Summary: byFestue Cat by TactcCat | Relosd | Sort: | [l s

Faset Aasel Category m v | Tactic Cat) Wnom 2

| e McHodge Famiy [Fosites and Butdngs  Of-Base | Veticie Bome IED O

.&bxw-!wm .l‘-"w.a_--ze .C"ﬂase .Cn'-u Entry O

| suostation-iodn [ree— O Base Formed Entry O

| Grsc-HcHodge Fomiy [ Focttios ond Buldngs | 0-Bose Man-Portable Bombs and Devices O
Cinc-McHodgs Famly | Facites and Buldngs | Of-Base Viatedrert Atack O

| e takodge Famiy [Fosites sod Buidngs  Of-Esee Watesbome CBAN Contamngtion =]

[ErI—r— [r—— |cé-Base -.im-%os'.y Tactics O
Ciric-McHodge Famdy | Facities and Buidngs | OF-Base Arti-Propeny Tactics O

| Gnic-McHodge Famiy facites snd Buidngs  OfBase Package/Mal Barb O

.".‘-'rr.-’-‘:'-bm Faenily [—— Buidngs o Base | Adbome CBAN Contamination (m}
Substaton-Nean | rérastruciure | O-Base Divnct Fire Weapons |

| i McHodge Famiy |Facities and Buldngs | Off-Base Vil Exvasdospig =]

| Senstrve ifcemation | Sanateve Infomation [r— Cover Entry O
Sanstove nformatsn | Sanstve infommason Irformaton Foreea Ertry O

| Senstve Information [ Senstive information | Irfcemation Acoustic and Bectronic Esvesdrpping O
Classfied information |Cassfied ifomaton | Infommation Acoustie and Bectronis Eavesdropong O

| Gorsiied information | Corsfiod fomaton. | dormation Forced Erty O

L - ke | & =g

¥

start cou

* This is a screen shot of the vulnerability tab

 Organized by asset/tactic pairs

» Often 1500 to 2000 or more asset/tactic pairs at this stage of a typical RA

£ L2BPM
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) Vulnerability Original / Revised Summary

4 4.1 of 16 | bkl | o | Reload | Proj: Sunoc ARS Solubon Command: AFRC Inst: Sunoc Ax Reserve Base COMPLETED

sort: | sfelil '
o

ForcePRO Vulnerability Assessment Tool [
ot o7 | b bl | bl @ | Reset Answers To Defask Vakues. Clsssfication; UNCLASSIF]
Conirclied Facitien Feature: oAl Question: | E2.2 Equipment & Material I 053
pem W Easic 062
@ Conirolled Facilities O3 10 Outstanding:  Enforced countermobility at :
Hard Targets O Gates criical assets is permanently (050
Irdomatien O Hard Targets in place. 054
Ol information aas |
Off-Ease 050
O Ofi-Base O 8 Excellent: Sufficient barriers and 1
Other O Other logistics equipment are on 049
Peameter W Ferimeter hand to fully execute the |038
Secured Faclties B Secured Faciliies barrier plan. 047
O Soft Targets o7 I
S A D Waterfront Assets o
Watedront Assets @ 5 Average: Barriers and logistics
Discipline: Engineer equipment are on hand to
execute most, but not all of
Topic: E2. Barrier Plan the plan.
(== ¥}
Calculated Topic a3
Rating: I 5.25 I Score: I 6.00 I 0O 2Poor The barier plan is largely
incomplete or non-
AFVAG BM: SE-PLN-02 (DoD Std 13) implementable.
o1
Topic Comments: O 0 Unsatisfactory:  The barrier plan is missing or
Missing k I ts in ol the installation cannot
'55mg_ ey & e!“en in'plan. . . enhance standoff for key
Insufficient barriers. No exercises in facilities.
last two years.
4Em Previous Next mEE) Menu '

Generate impodt Sheet |

CurrentUser:  Analyst Current Group: ANALYST

Switch to Tactic Category Grouping

start Y Exlorer Bronwsar Ll (%) Mcrosoft PowerPont

» FVAT uses a question format along with unsatisfactory to outstanding ratings to
guide the analyst in developing a consistent vulnerability rating

* The analyst is involved in every step, and can override the calculations
(with justification) if the resulting rating does not reflect the true picture



£ Vulnerability Original / Revised Summary

IM‘“ :..Fll Yol
f

Feature Category Tactic UNCLASSIFIED

Feature Category - Tactic (categony) - Vi, Rev V.
_ = Wy S — 044 _

Controled Facities 052 083
Gates g 045 062
Hard Targets

Secured Facities

Watedront Assets

Watebome CERN Contamnaton
Watedront Attack

[ Generste import Sheet | [ import Vuinerabity Data |
CurrentUser:  Analyst Cument Group: ANALYST

* ForcePRO is looking for vulnerability ratings for all 16 tactics in each feature
category that applies to your installation (perimeter facilities, gates, hard/soft
targets, off-base assets, etc)

* You can enter vulnerability data in this screen, but much easier and quicker
to use FVAT



Risk Assessment
g=
<
8 v
H )
] e Cmdr's Intent Cost/Benefit Analyses
-4 Asset
g CdﬂtI:ality
(4] . /
Cr_ndrs D /~ Decision
Assessf G c and
2 Threats §# COAs
E
g i
E Assess
Vulnerabilities
N
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* Now that we've assessed our criticality, threat and vulnerability, we multiply the
values together to determine our risk score.



Risk Summary

With the relative risk
calculated, the Commander
can decide what security
risks need to be reduced.

Projoct | Assets | Thisats
Comemarts los HO COMSEA Cand Ch / Vishicle Bosne IED.
Search: cary> = e | & | |
{1 etzee b bl |l | Rekoad | oo || serts | sl Y
Assel Assel Catogory Tackic [cal] A ey vl -
» EEECETEEE - o uidng: | Vehsls Bora IED 60 M6 a0 FENDING |
Er Facdtms sl Buddings  Vekucle Bome IED 193 a0 FENDING =
| HO COMSEA | Fackties and Bubdngs | Vehsche Bome [ED 3 a0 PEWDING v
Secunty Forces | Facilibe: snd Buldngs | Vehacle Bomne IED 9 nil | PENDING '~
Hangar & | Faciies snd Buldings | Viehicle Bosne IED 00 | PENDING v
Fae Statice #1 | Fachiies and Buldings | Viehicle Bome [ED 185 00 FENDING >
| 234m Asn 5q | Facities and Buldngs | Vahicle Boena IED 165 00 PENDING ™
Base Operations | Fackhes and Buddings | Vehacle Boma IED 00 FEnDING ¥
| Furweay [r— Vekicle Borme IED | | FENDING
| Hangar C | Fachlies snd Budings | Viehicle Bome IED | FENDING
HO COMSEAT | incivickssts Man Postable Bombs and Devices | FEMDING >
| canc | Facities and Bubdngs  Vahucte Bome IED | PENDING
Base HO | Facities and Buldings | Vehicle Bome IED | FENDING >
HEC | Faciities and Buldngs | Vehicle Bome [ED | PENDING |~
| | *
-
>

* The risk summary sheets shows the unwanted event (loss of asset due to tactic)
plus scores for all three elements of risk and the risk score.

» The analysis and ForcePRO allows you to have a logical, well structured
discussion about risk.

» <click> At this stage, the commander may (hopefully) have enough information to
make a risk tolerance decision to accept the risk, or to direct mitigation COAs to
reduce it.

* After you have the commander’s risk decision it's time to move to
countermeasure COA development.
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E‘ Countermeasure Analysis
@ (Application)

= What can you do to better protect your assets?
m Tactics, Techniques, and Procedures (TTPs)
m Technology
m Security Engineering / Construction

= How will these countermeasures improve protection?
= How well can they do it?
m FVAT helps focus COA selection

Integrated Defense Technologies

* In developing COAs keep in mind you have to work on developing COAs that are
feasible. “Shutting the base down” for security operations is pretty much out, so our
challenge is to develop an effective defense program, with the resources we have
on hand, suitable for the risk we face, and offers the rest of the installation the
freedom of movement to accomplish the installation missions.

* We can develop effective TTPs.
* We can invest in the right technology, the right way.

» We can use security engineering in construction projects to harden our
perimeter and key assets.

 For any countermeasure we develop, we need to be able to provide a logical
answer to “How will these countermeasures improve protection and how well?”

» The FVAT can help with COA selection by evaluating which
countermeasure(s) are most effective in mitigating the unwanted event(s)
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) Vulnerability Original / Revised Summary

I 4|1 of16 | b Pl | ol | Reload | Proj: Sunoc ARB Solution Command: AFRC Inst: Sunoc Ar Reserve Base COMPLETED

sort: | il sl[z ]l | s
Search: | <any> = fo ol

Feature Category
— ForcePRO Vulnerability Assessment Tool - Mitigation

oAt o1 | b bl | bl @ | Reset Answers To Defask Vakues.
gl
Cortroled Facities Feature: Basic rome

Tactic: Anti-Personnel

Irformation Tactic Rating:

Secured Faciites

Watedront Assets

<= Previous  Next g Menu .

[ Generste import Sheet | [ import Vnerabity Data | Switch to Tactic Category Grouping
CurrentUser: Analyst Curent Group: ANALYST

‘4 start U urch Internet Explores Browser [l & Morosoft PowesPont

» The FVAT has a tool built in to help identify the most advantageous areas to
improve

» Using FVAT, the RA team can estimate the reduction in risk if various COAs are
implemented, providing the benefit part of a cost-benefit analysis

* The revised vulnerabilities are imported into ForcePRO, and revised risks
calculated. The commander can how make implementation decisions regarding
which COA he/she wants to pursue.



N Transition to Solutions

m RA identifies “at risk” assets

m Organizes locally available data concerning assets, threats and
vulnerabilities

= Enables focused planning, TTPs, and technology deployments and
investments

m RA products

m Provides Critical Asset List and Risk Analysis, as required by DoDI
2000.16 (DoD AT Standards 3 and 5)

m Suggests risk reduction options (e.g., TTPs, physical security
equipment, technology insertion, etc.)

= Higher Commands can roll up data to evaluate command wide risk

Integrated Defense Technologies

» A key element of the process and ForcePRO is that the methodology aids
decisions. The RA in and of itself is meaningless without action and improvement

» Another tangible result of the RA are specific products (Criticality List, Risk
Analysis) required by DoDI 2000.16



Using command data calls:
* Rollup overall risks

+ Identify greatest command-wide risks
* Prioritize security investments

» Rationalize and document decisions

Integrated Defense Technologies

* Since the analysis was conducted using a standardized process, higher
headquarters can use data calls to compare risks across their command and make
prudent, supported decisions



N What’s Next?

vl 3
~

m Risk Analysis and ForcePRO training for each MAJCOM
Security Forces (on-going)
m Web-based tool (ForcePRO v2.0), FY11
m More focus on risk management
= Linkage to “toolbox”

Integrated Defense Technologies

ForcePRO and the risk-based decision making process we’ve described are being
fielded for Air Force Security Forces as we speak. AFRL is currently conducting
“train the trainer” courses for each Major Command, and will assist as the project is
implemented Air Force wide.

The current version is an Oracle-based database tool that resides on stand-alone
computers. We are also beginning efforts to develop a secure, network-based tool.
This future ForcePRO will better integrate with existing databases to track
implementation (Core Vulnerability Assessment and Management Program or
CVAMP), and will also hyperlink to databases to aid in developing effective
countermeasures.
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THE AIR FORCE RESEARCH LABORATORY
LEAD | DISCOVER | DEVELOP | DELIVER ¢

Thank you for your attention. Are there any questions?
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