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Collaborative Data Objects Enhanced Chat in Support of Net-
Centric Collaboration

Abstract

Today, chat is being used to form collaborative communities, within and across disparate groups,
(e.g., DaoD, Allies, Coalition Partners, State and Local Governments, Non-Governmental
Organizations, Private Voluntary Organizations) working on shared purposes towards common
goals. Collaborative Data Objects (CDOs) is a new, open, standards track, technology that brings
chat into a net-centric world and improves the value of this light weight ubiquitous tool.

CDOs are a method of adding tailored structured data (e.g., location, target, manifest, incident
assessment task) to unstructured, conversational chat without disrupting the value that chat
currently provides the DoD. In addition to organizing and providing a container for data focused
conversations, CDOs provide a mechanism to expose the data, and the conversations, taking
place in chat following the net-centric data mandate and turning chat into a DoD information
service.

Finally, the CDOs technology provides a mechanism for users within chat to invoke enterprise
information services through the context of the CDO data structures and defined CDO specific
actions. This capability reduces cognitive disruptions from application switching, eliminates re-
keying errors, allows web service results to be integrated into the collaborative discourse, and
provides a means to drive external applications (e.g. GIS displays).

We believe that CDO-enabled chat is the new “command-line” of the enterprise.

Keywords: net-centric collaboration, Collaborative Data Objects, CDO, XMPP, XEP-0204,
enhanced chat
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Introduction & Problem

There have been several papers and articles written on the use of textual communications (i.e.,
text chat) as a command and control tool. Although not originally fielded as such its ubiquity in
command and control and intelligence centers speaks to its value. Originally fielded as a
coordination tool for system administrators (e.g. an ‘order wire’ for the 21% century) its ease of
setup and its ease of use have made it the primary coordination and information dissemination
tool in many command centers.

There has been recent research on the problems associated with text only interactions. While
chat has proven value it also suffers from a lack of integration with other applications used in the
enterprise. This isolation from the enterprise represents the single largest impediment for chat to
support the emerging net-centric enterprise; chat as it is employed does not expose its data to the
rest of the enterprise. The data in chat, the conversations representing information requests and
decisions made and the topics of conversation, the actual data, are hidden from anyone who is
not a member of the conversation. This exclusionary modality has forced users to start
monitoring more and more rooms in order to maintain awareness in other functional areas that
either supports them, or they support. A notional example of this is shown in Figure 1 below.
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Figure 1. Monitoring Notional Multiple Chat Windows

This isolation also has a ‘tunnel-vision’ side effect in that as users pay more attention to chat,
they pay less attention to other sources of information. The lack of chat integrated with the
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enterprise means that users have to ‘leave’ chat in order to access or manipulate enterprise data
thereby exacerbating the loss of situational awareness problem.

Another problem manifested by the lack of integration is the difficulty in getting data into and
out of chat. In order to collaborate in chat using data from the many available mission
applications, users often resort to selective copy and paste actions (thereby loosing any context
the data had before it was transformed to ASCII characters) or they retype information
(potentially introducing errors) available on one display into the chat session. Even if there were
easier transfer mechanisms, Chat’s lack of a strong foundation for natively supporting structured
data exchanges aggravates this problem. The copy/paste integration pattern in addition to the
terse, abbreviated, and idiomatic conversational style used in chat introduces ambiguity which
may lead to misunderstandings and as a consequence users make faulty decisions or at least these
factors impede the decision process.

Vision

Our vision for a next generation of chat is a version of chat that maintains all of its strengths (e.qg,
lightweight, easy to use, conversational in nature) but incorporates support for structured data
without compromising its current value. Additionally, this newer generation chat would be
better integrated into the enterprise so that data could be automatically injected into chat sessions
to augment the interactions that occur there and results of collaborative interactions (the
structured data generated or modified in these sessions) can be easily exported to systems of
record without requiring users to perform complex manipulations or transformations. This
integration would also provide users with access to enterprise services from within chat.

This next generation of chat would also make it possible to expose the data in chat to external
users; both the topical data as well as the conversation about the topical data thus supporting the
net centric mandate. Moreover, the model of having hundreds of users monitoring multiple
concurrent chat sessions in order to maintain situational awareness is replaced with a model that
allows users to subscribe to artifacts: created, modified, deleted, and retired and allow the
subscription mechanism to alert them to changes in the environment. Users are thereby freed of
the task of monitoring the conversation to find changes in state (e.g., “Are they talking about the
target list? Do | have to pay attention now?”).

Chat is also an isolating environment; users in chat do not have the richness of information or
resources available to them that exists in the enterprise applications. Chat, enhanced by
structured data, would allow the users to invoke methods on the structured data that would in
turn invoke enterprise services providing the user in chat with a reasonable subset of information
that would support the current task.

Under a MITRE Technology Program (MTP) sponsored Air Force Mission Oriented
Investigation and Experimentation (MOIE) research project we investigated the following
hypothesis; we could overcome some of the disadvantages of text only communications and add
additional value to chat if we could find a way to marry structured data with the unstructured
conversation stream. While there is a different ongoing body of research in teasing useful data
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out of natural language, we believe that a nearer term solution would provide for the
representation and exchange of data in a structured manner. This structured data, if interleaved as
part of the unstructured chat conversation, would provide context and reinforcement to the
collaborative dialog. Representing data in a structured manner might provide the current benefits
of being able to maintain situational awareness, or get necessary ‘tip-offs’ without resorting to
reading a conversation line-by-line thereby reducing some of the current cognitive overload.

The addition of structured data as part of the conversation should support a full range
collaborative operations rather than be limited only to viewing the data. Further, the addition of
structured data should introduce novel mechanisms to enhance chat. The challenge to this vision
would be to provide the aforementioned capabilities without destroying chat’s convenience and
ease of use.

Investigation

While technology transition, and commercial adoption are not the usual starting points of most
research and development, we considered them important goals if our research was to have the
intended impact. Consequently, many of the early architectural and design decisions were made
with these goals in mind. We started with a review of chat standards and choose the eXtensible
Messaging and Presence Protocol (XMPP) described in Internet Engineering Task Force (IETF)
Request For Comments (RFC) 3920, 3921, 3922, and 3923 because of its maturity of standards,
ease of extensibility, and support for structured data. XMPP is a family of standards with one
standard describing a transport layer and another describing a presence and messaging overlay.
The XMPP Standards Foundation (the protocol’s governing body) also has a process for
validating, accepting, and managing extensions to the base standards so that additional
functionality can be layered on the core standards in a manner that is still open and non-
proprietary;the core standards are extended through a community standards process. An
independent software foundation and an executive council oversee proposed extensions to the
core standards. Peer review of the proposals ensures that extensions have broad appeal and are
free for all parties to use in their development. An added benefit to our work is that XMPP is the
mandated chat protocol for the DoD. With the availability of usable specifications, open source
XMPP implementations, and a mechanism to contribute our work back to an open community,
we were able to concentrate our efforts on the design, presentation, and operations over
structured data.

Almost all multi-user chat follows the client-server design pattern. Users send chat to the server
and the server takes responsibility for distributing the chat to all of the members of the chat
room. If a user is disconnected and reconnects, the server has the responsibility of sending the
reconnected user all of the conversation that occurred during the period of time that the user was
disconnected. This model suited our needs for structured data. We would make the server
responsible for synchronization of the data across all of the members of the conversation. This
design decision would require extending the notional behavior of the server to accommodate
distribution and synchronization of the structured data as well as distribution of the
conversation(s). Recognizing that, in the DoD, many chat users are on disadvantaged networks
we decided that we needed to find a way to send the smallest amount of information possible in
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order to conserve bandwidth and this would probably require the clients to be smart about the
information they sent to the server. These design choices are reflected in the architecture figure
below:

CDO-enabled CDO-enable Enterprise
Chat Interactions
Mission
ADDp xmep N\ ([ N
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Figure 2. CDO Architecture

We assumed that data in the CDOs would change over the course of interaction (e.g., User Bob
set status from “planned’ to ‘final’) and we wanted to be able to record the changes and attribute
the changes to the author. Moreover, we wanted to be able to propagate only the changed data
thereby preserving as much bandwidth as possible. We investigated existing XMPP support for
structured data exchange (i.e., XMPP Extension Protocol (XEP)-004 Data Forms) but did not
find the level of versioning and support for collaborative changes needed. Collaboration over
CDOs would involve not only creation but update and deletion as well. Therefore a protocol
supporting robust synchronization and versioning would be required.

Another design objective was to separate the description of the data from the framework that
would support it. Therefore, a client receiving information about a particular subject would need
only to load the appropriate CDO type to operate in that data domain context. The same
architecture that supports the DoD in mission planning and execution could also support a
homeland scenario such as disaster coordination as well as common commercial practices (e.g.,
financial institutions with structured buy and sell orders). Currently, Wall Street traders conduct
trades using simple chat without significant support for structured data. Lack of structured data
support requires the traders to read and parse all messages, interpret the contents and make
decisions about what transactions to pursue. A typical interaction might have a seller typing in
information about something they might want to sell and waiting for a barrage of questions like:
how much do you have to sell, how much do you want, when do you want to sell, will you sell
part or is it a package deal, etc. In CDO enabled chat, the seller would instead inject a CDO into
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the trading room populated with the relevant information (e.g., name, stock ticker, current
trading price, number of shares to sell, asking price, single sale or partial sales, etc.). In this
manner buyers would have all of the information they need to make their “buy or pass” decision
contained in the ‘sell offer’ CDO. Moreover, under this scheme, a buyer could have a software
agent easily reviewing sell offers since the contents of the sell offer are well described by the
CDO's type description and the information provided in the CDO would allow automated review
and forwarding (to the human) of offers that met the trader’s particular criteria.

In summary, the initial design requirements established called for 1) building off of the XMPP
set of standards, 2) a domain agnostic description language for defining CDO types, 3) a new
XMPP protocol for exchanging encapsulated data structures and changes to the structures that
result from user collaborative updates, 4) a CDO client and server framework for managing CDO
content and user interactions over CDOs, and 5) appropriate abstraction in design so that neither
client nor server code would require changes to adapt to new data contexts. However, in order to
support the full scope of the vision outlined two additional design objectives were introduced. 6)
CDO content should be accessible (exposed) to the enterprise following the tenants of the DoD
Net-Centric Data Strategy. A consequence of this objective is that the CDO architecture would
need to interoperate with DISA’s Net-Centric Enterprise Services for Content Discovery and
Delivery. 7) Consistent with DOD’s move towards a service oriented architecture (SOA) and
program’s establishment of new information services, Collaborative Data Objects require the
addition of action semantics to enable user interaction, via a CDO context, with external
information services.

NC Capabilities

In this section we introduce the CDO capabilities developed during FY06 and FY07 as part of
the MITRE Research Program.

CDO Description Language

The project developed a CDO Description Language (CDO-DL) for declaratively specifying the
design a CDO type. A CDO-DL consists at minimum of: a structured data design, a presentation
description section, and may also contain a set of ‘methods’ (user accessible actions) like:
execute a predefined query, plot an object using a mapping application, or to execute a search
based on the contents of the CDO.

For the data design portion we chose the W3C XML Schema language. The choice allows for
explicit description of a CDO’s structure, CDO instance validation, and lays a foundation to
support future exchange of structured chat data across security domains. For the presentation
description we selected the W3C XForms specification. XForms is used to declaratively describe
the presentation layout so that the structured data can be both visualized and manipulated in a
human friendly (and device independent) manner thus facilitating collaboration over the
structured data. The combination of these technologies allowed us to define a CDO description
language (CDO-DL) that would provide us with plug and play CDO types. Plug and play CDO
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types affords us a domain agnostic solution; the architecture doesn’t care what kind of data is in
the CDO and all CDO’s are fundamentally self-contained and equal.

Treatment of the CDO-DL method description capability will be introduced later in the paper.
The CDO-DL, sans method description, is documented in the CDO XMPP Extension Protocol
(XEP) XEP-0204 as submitted to the XMPP Standards Foundation (XSF).

Data Synchronization Protocol

In developing the protocol, we were mindful of the need for a lightweight style of
synchronization capable of working in limited-bandwidth conditions. The (near) tactical edge
user operates in environments where bandwidth may be restricted and latency excessive. We
investigated solutions that would extend the base XMPP transport and messaging protocols. We
reviewed current extensions to the core protocol for Data Forms (XEP-0004) and Publish and
Subscribe (XEP-0060) and found that our requirements for data validation, manipulation, and
data distribution exceeded the scope of these extensions. DoD edge users typically do not have
the bandwidth budget to afford high volume data transfers with redundant information. We
needed a synchronization model that would allow the end user to determine the update rate and
keep the updates as small as possible while placing the synchronization burden on the software
and the system.

A number of additional synchronization schemes were investigated. Among these were the

(then) proposed Simple Sharing Extensions for RSS and OPML. While not a perfect fit for our
needs it did provided inspiration for our protocol development. Our data exchange and
synchronization protocol was designed to would work in concert with the XMPP messaging and
transport protocols to support full or partial (field level) data object validation and
synchronization. Extending the core XMPP protocols through the XSF’s open process will allow
us to easily transfer the results to industry and prevent proprietary implementations that will
inhibit its uptake.

The result is an experimental XEP (XEP-0204) named Collaborative Data Objects that describes
the data synchronization protocol. A feature of this protocol includes the synchronization of
changes to a CDO instance all the way down to the field level using either a strict or lazy
synchronization approach. Under strict synchronization, every change is pushed to a client but
under a lazy model the client is only notified that his local copy is out of date and that client is
responsible for requesting (polling) for updates from the server. Operations at the CDO instance
level include create, update, and retire of CDOs, while operations supported at the field level
include create, update, and delete. The protocol also describes not only how CDO instances are
synchronized across clients but also how administrative procedures related to the exchanged of
CDO types are handled. Clients may request and retrieve from the server a CDO type instance
that they do not have loaded. Most often this is in response to the receipt of a data
synchronization message for a CDO type that they are unable to interpret since it had not been
pre-loaded on the client.
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The data synchronization protocol lays the foundation for structured data collaboration within
chat; every thing else builds upon it. MITRE’s intellectual property for the data synchronization
protocol has been transferred to the XSF and, as has been previously mentioned, this protocol
has been published as Collaborative Data Objects XEP-0204.

Client and Server CDO Framework

We built a reference implementation of the protocol as a proof of concept by developing a
Collaborative Data Object framework that is used to augment both XMPP servers and clients.
Building a proof of concept allowed us to validate the protocol in addition to having a
demonstration system to gain user feedback on the concept. We took advantage of the plug-in
interface that is available in most modern XMPP servers to give us access to the XMPP message
stream. This message stream interface allows the framework to detect and manipulate those
message stanzas containing CDOs (it ignores message stanzas whose content does not include a
CDO) without having to modify the XMPP server. Correspondingly we took advantage of the
plug-in interface of an open source XMPP client to embed additional capability in the client
(e.g., create, view, update, retire, and visualize CDOs).

The existing demonstration capabilities allow users to use the XMPP client to manually create
and manipulate (see Figure 3) any CDO type appropriately described by the CDO description
language. Several CDO types have been created for experimental purposes.

2 CDO XFORM

Weapon Deployment, Engagement Event

Mission Number | JAKEZ24
Munition Type | AGMES

Time _Df EVE_[‘_I'_I:_ g__e__neratinn NN
Date | June 12, 20:] Time | 13:17:22

Time event starts
Date | June 12, 20|~ | Time | 13:07:00

Time event becomes stale

Date | June 12, 20| ~| Time | 23:59.00

Location of event

Latitude | 42 370096 | Longitude |-71.191698
HAE lee TLE[

Notes Link 16 (Auto Generated)

Save Changes &

| Submit Changes

Cancel

Figure 3. Sample Weapon Deployment CDO



13" ICCRTS: C2 for Complex Endeavors

Once a CDO instance has been created or updated via the XForm a user will submit the changes.
This submission action transmits the CDO to the server-side framework for validation and
distribution via an XMPP message stanza. Post validation, the server-side framework will send a
copy of the CDO to either: a) the other party in a pair-wise Instant Messaging session; or b) all of
the members of a multi-party chat session. At the client, receipt of a CDO message event is
depicted as an activation token that closely resembles a standard hyperlink. Instead of the
familiar HTTP scheme a new CDO scheme is employed to denote a URL to a local CDO cache
on the client. Additionally an icon is prefixed to the URL to complete the rendering of the
activation token (see Figure 4).

<danwinkowski>[] (en) BOA Cell

ey
<michael>[] (en) ®cdo: //Engagement Event0001

«<michael>[] (en) any overhead available?

Figure 4. Sample Activation Token

While there is definite value to being able to manually create new structured data within chat,
user feedback has indicated the greatest value comes from the ability to allow external
applications to inject selected data automatically (i.e., save users from the chore of manual data
entry either by copy/paste actions or by retyping) into chat. Similarly, the ability for a user to
automatically transfer a completed CDO instance from the chat context to an external application
is equally valuable. During FY ’06 the client-side framework was extended with application
specific adapters to illustrate the concepts of moving data into and out of chat. An import
function, similar to a “Paste As ...” function allows the XMPP client to manually import the
contents of a serialized XML file that might have been exported from an application; future work
will support seamless transfer of CDO instances between chat clients and applications.

Beyond the basic capabilities described to this point, more advanced CDO features were
developed in FY’ 07. Among these is the introduction of CDO Methods that will allow actions to
be invoked over a CDO instance. Methods enable an external resource (e.g. web service,
application API) to be called according to a prescribed design pattern using the field contents of
a CDO instance as parameters. Typical examples are making a query based on the contents of a
CDO (e.qg, query a database for assets within a geographic location described by a
latitude/longitude bounding box in the CDO) or issuing a Common Alerting Protocol (CAP)
message based on information contained within the CDO. Shown below is a contextual menu
associated with the CDOs’ activation token allowing the user to choose actions appropriate to the
CDO (See Figure 5).
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Figure 5. Sample Contextual Menu

As shown, one of the actions explored was to plot the contents of a CDO (which has location
information like a latitude and longitude) onto a map (see Figure 6). The plot action was bound
to a Google Maps API call and the appropriate location fields within a test CDO type.
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Exposing collaboration spaces to the enterprise

The research successfully developed and demonstrated technology to advertise CDOs according
to then DOD Discovery Metadata Specification (DDMS). It was shown how CDO types could be
mapped to a general taxonomy and how each CDO instance could be translated to a DDMS
advertisement. A prototype DDMS adapter was developed as proof of concept demonstrating
integration with the Net-Centric Enterprise Service (NCES) Content Discovery Service (CDS).
The adapter periodically queries the CDO transaction (instance) database to determine the state
of newly changed CDO instances. A CDO type specific XSL style sheet is applied to generate
the matching DDMS advertisement which is then published. The resulting capability provides
enterprise participants the ability to query and track collaborative chat products in the same
manner as any other information asset.

K

XMPP CDO Server
Server Framework

DDMS DDMS
Instance DB Adapter

Figure 7. CDO-to-Enterprise Integration

Another of the objectives of the research was to provide a means to support finding subject
matter experts within chat rooms. CDO DDMS advertisements enabled this capability. A CDS
query can be constructed to find expertise based on contributions to various information
products. The expert can then be contacted through his chat identifier (made available in the
CDO DDMS record). A more sophisticated expertise finding capability is possible by applying
data mining techniques to the CDO transaction database which records every change to a CDO
field and the author of the change.

It should be noted, that due to lack of access to an experimental NCES CDS capability, a
substitute capability was used during development. Specifically, an Army funded, MITRE
developed, Data Dissemination Service (DDS) was installed in our lab. DDS adheres to the
DDMS specification and provides a query and pub/sub capability based on DDMS
advertisements. Therefore DDS was used as a proxy for CDS in all lab tests.

In addition to the DDMS adapter the MOIE constructed a Really Simple Syndication (RSS)
adapter as well. RSS is an information syndication technology that is commonly used on the
internet. This RSS adapter creates an RSS feed for each chat room so that users can subscribe to
the feed and receive updates on changes to CDOs in a room. This was demonstrated using an
unmodified RSS client.
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Finally, it is important to understand the power of the content discovery paradigm coupled with
CDO technology. The NCES CDS today provides a portal through which information assets can
be queried and retrieved. Queries are conducted using a web form and results are displayed via
an HTML page. The web query form itself can be represented instead as a CDO type (since it
consists of a set of data fields used to compose a query). Users could use such a Content
Discovery CDO to collaboratively define their information requirements and to retrieve
information directly into chat by executing a query against the CDS information service (see next
section). The MOIE has in fact succeeded in demonstrated this capability.

Provide chat access to enterprise capabilities (information services)

The MOIE developed new technology to support chat/enterprise integration. Specifically, a
declarative based CDO Method Description Language was developed that forms the foundation
for a general and flexible approach for defining the variability found in interfaces with enterprise
information services. The language describes the correspondence between CDO data fields and
parameters required for an information service call. It also addresses interaction patterns in the
areas of 1) User input; 2) Method call type; 3) Service result types; 4) Output handling; and 5)
Data routing and transformation.

An example may help to demonstrate the power and versatility of this language. One type of
CDO developed by the MOIE was for meeting coordination. The Meeting Request CDO consists
of fields for the meeting title, start and end dates and times, meeting room, and participant email
addresses. Such a CDO may be useful for coordinating in real-time the particulars of a meeting.
In fact such real-time coordination may have distinct advantages over lengthy multi-party
asynchronous coordination typical of email. Now, suppose a company provided a room
reservation web service which required the parameters start and end dates and times, number of
participants, and campus for hosting the meeting. A method to describe the Meeting Request
CDO’s use of this service could use the following interaction patterns in its definition (see figure
8 below):

e User input: prompt for missing parameters (note the Meeting Request CDO does not
supply a field for campus).

Method call type: Discover Properties of Identifiable Resource

Service result type: List (meeting rooms matching the criteria)

Output handling: Single Value Select from List Dialog

Data routing and transformation: Bind Selection to Field (Meeting Room)
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Figure 8. Example Information Services

A user invoking (menu accessed by right mouse click off a CDO) this action would be prompted
for the missing parameter (the campus, not shown in figure) and then be presented a list of
suitable rooms returned by the web service. Selection from a list dialog would then update the
meeting room field of the CDO. Given the appropriate web services a method description
modeled along similar lines could be used to identify the availability of a runway in the context
of mission planning or the availability of aircraft in a dynamic re-tasking scenario.

Interpretation of a method description is handled by the CDO Method Invocation and Binding
Framework technology. Under this framework, the chat client is not responsible for actual
invocation of the information service; rather a separate method dispatcher receives a method
request from the client, executes the call, and returns the results to the client for processing.
Supporting a separate dispatch mechanism promotes flexibility in terms of integration with
future middleware and reduces the complexity of the client. This generality promotes loose
coupling as service endpoints may vary. Likewise the declarative approach to CDO method
description provides for plug and play deployment of methods onto clients since no client
modifications are required.

The steps involved in a method invocation are shown in figure 9 and briefly described below.
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Figure 9. Information Service Detailed Architecture

A CDO instance refers to its CDO type declaration that is specified using the declarative
CDO Description Language (CDO-DL).

CDO types contain a section for the type’s Method Descriptions

Method Descriptions describe a single operation

Operations contain zero or more parameters

Parameters can point to the content of a CDO (e.g. parameters for an operation may refer to
CDO data fields)

When a method description is invoked, the current content of the CDO is used to create a
method instance describing the request. The User Input section of the Method Description
governs this behavior. The client implements a library to execute the various documented
User Input interaction patterns.

Request method instances contain values for every parameter

Method Dispatcher uses the content of the request method instance and the target’s service
WSDL to determine the protocol & transport over which to invoke the service. It should be
noted that there a practical limits to the variety of CDO/information service interactions.
These limits are documented and described as Method Call Type patterns.

The service is invoked, and a response is received.

. Method Dispatcher creates a Response Method Instance. It assures that the service response

conforms (or is translated) into one of the supported Service Result Types (string, list of
strings, reference (URL), or CDO instance).

Response Method Instance is used to update the CDO or present information to the user.
Specifically, the client implements an interaction library to handle the response according to
the Output Handling and Data Routing and Transformation interaction descriptions
(described in the Method Description).
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CDO Interaction Patterns

As previously noted, the CDO-DL language’s method interaction section follows a pattern based
model for describing the variations for CDO enabled user interaction with information services.
The research team has implemented (bold) a number of the patterns identified. These are listed
below to provide the reader a summary overview of the supported patterns.

User Input
- Menu visibility when parameter preconditions met

- Parameter prompt
- Method call or cache access

Method Call Type
- Discover properties of identifiable resource
o With Range or Property restriction
- Property value retrieval
- Property value set

Service Result Type
- Content Reference : URL, CDO
- Discrete Primitive XSD: Simple Type
- List
- Tree
- Complex type
o0 Binary (mime-type handling)
0 Structured data

Output Handling
- Browser Display of URL
- Screen Echo
- Confirm/view dialog
- List selection (single, multiple)
- Tree navigate, select leaf
- Tree navigate, select branch
- CDO reference

Data Routing and Transformation
- Transform
- Transmit - send to chat as text
- Negotiated method refinement
- CDO item update/create/delete
- Store locally to named cache

Human Intelligence Task (software calls people as a service)

An unexpected result of this research was the identification of the Human Intelligence Task
(HIT) pattern. Amazon uses this pattern in their Mechanical Turk web service suite. It provides a
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way for applications to avail themselves of human expertise to perform tasks that an application
can not. Within the chat context, this pattern turns out to be the reverse of operators invoking
information services from within chat. In effect it provides a way to treat chat rooms (or at least
the resident experts) as an information service.

The CDO technology provides the basis for implementing the HIT pattern within chat. Using this
approach an application would inject a CDO representing the information being sought into the
appropriate chat room. Operators would examine the request, collaborate, and record their results
by completing the missing fields in the CDO. Task completion could be indicated either by a
special field monitored by a software agent or through a method to call back to the calling
application. The HIT pattern was successfully demonstrated by the researchers. In the scenario
demonstration we envisioned an application monitoring CNN closed captioning for disaster
related incidents. The application requested human expertise by injecting an Incident Assessment
CDO into the emergency management chat room. Operators would review the linked video and
complete the CDO fields (which followed the Common Alerting Protocol) to enter their
evaluation. On receipt by the application the evaluation results would be structured for further
machine processing.

Current practice in military operation centers (e.g. AOC) employ chat procedures that describe
the formation and manning of functional rooms tied to operational workflows. This capability
may be used to enable numerous application-to-human workflows within such organizational
constructs. The potential benefit is increased speed of operations by reducing machine to human
to machine impedance mismatches and realization of SOA benefits by allowing applications to
employ collaborative expertise of operators through a service based interface.

Assessments
The CDO MOIE participated in several assessment events.

In November 2006, the Global Cyberspace Integration Center (GCIC) Integration Task Force
(ITF) completed a detailed analysis of the CDO concept and technology. They mapped the
technology to applicable warfighter requirements related to 1) providing seamless, tailorable, and
easily accessed worldwide C2 communications and 2) to improved chat technology to support
integrated space planning, support for day to day and crisis operations, global ops/intel
monitoring for situational awareness, and operations integration and synchronization. The
assessment included a set of scores which judged CDO over a number of dimensions. Score
highlights included ranking the operational value as a unique capability, enables other programs,
the investment value as moderate pay-off, good bang-for-buck, and the net centricity categories
at the highest end of the ranking system. As a result the ITF directed the project to engage with
the AF Transformation Center (AFTC) on future experimentation, assessment, and warfighter
alignment.

In January 2007 we participated in a GCIC subject matter expert (SME) event where the CDO
concept and technology was briefed to a diverse audience of subject matter experts. The event
provided a vector check for the project and identified a number of use cases for the technology.
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In June 2007, CDO was assessed by MITRE staff on behalf of USSTRATCOM. They reaffirmed
the relevancy of the technology and recommended that, once it becomes an XMPP standard, the
capability be included in a future version of the NCES collaboration suite.

On 26-27 September 2007, the CDO project participated in a USSCOM warfighter workshop
conducted in conjunction with MITRE and the GCIC. During the engineering event the GCIC
Modernization & Innovation division conducted an operational evaluation of the CDO
technology on behalf of the GCIC ITF. Staff from Air Combat Command (ACC) and the GCIC
manned three stations in support of an air operations planning scenario using CDOs. While the
workshop provided limited opportunities to demonstrate the full range of CDO interactions,
particularly with web services and the HIT pattern, the base CDO technology (collaboration over
encapsulated data objects via chat) capability was evaluated and the results summarized below.

Operational Findings: Overall CDO tool operated well and provided a new capability that is a
more efficient way to handle collaboration and C2 in a text chat environment. The event only
provided a limited look at the overall potential of CDQO’s since this capability has the potential to
be used in a wide variety of Warfighter processes. The CDO’s required very limited training for
operators and were quickly incorporated into the operator’s collaboration process. Data
previously limited to text only within chat was incorporated into logical structures which could
be updated, edited, archived, and made available to all enterprise chat participants speeding
operations and reducing confusion and error, while contributing towards DoD’s move to a
network centric data strategy. From an operational user interface perspective, future
development is needed to enhance the ability of operators view and manage large numbers of
CDOs. A summary type overall interface is needed so operators do not need dig through large
amounts of text chat logs to find and track CDO’s that are being worked.

Recommendations: Overall operator feedback was very positive. The CDO has a potential of
enhancing collaborative capabilities and merging non-structured and structured environment
with the enterprise. Operators believe this capability is of great value and should continue to be
matured. This technology should be looked at in future workshops, exercises, JEFX events and
other venues events to expand the Warfighter feedback and mature the capabilities and TTPs.

Conclusion

The CDO MOIE’s impact can be evaluated in part according to the original research question.
We examine this question in two parts. First we posed the question “Can chat, enhanced with
structured collaborative data objects, overcome the human-enterprise conversational barrier

During the course of the research we have shown that CDO enabled chat can be the mediator for
human enterprise interaction. Enhancing chat with structured objects provides the foundation for
human-enterprise conversations to take place in a manner understandable to both operators and
applications. Both CDO’s use of the Human Intelligence Task pattern and the method invocation
capabilities are examples of overcoming the human-enterprise conversational barrier.
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The second part of the question “... to support seamless integration between users and the
enterprise via the chat paradigm?”” can be answered in the affirmative as well. This statement is
supported by the following observations:

e Data previously stove-piped within chat can now be made available to all enterprise
participants.

e Operationally, this means that users can search & monitor collaborative outcomes
without lurking within chat.

e The number of rooms that need to be actively monitored by operators can be reduced and
data previously locked up in chat is now available anytime, anywhere.

e Chat operators can directly access enterprise information services through CDO
technology according to domain/mission context.

e Operationally, cognitive disruptions can be minimized and errors due to data re-keying
reduced.

e Faster information access, collaboration, and self synchronization become possible.

e The Human Intelligence Task interaction pattern links mission processing needs to
collaborative expertise.

e Operationally, mission workflows can be accelerated by employing familiar tools to
access operator expertise returning added value back to the workflow.

e If mission services can directly request expertise resident in chat rooms, chat rooms
become in effect an enterprise information service.

Another measure of the MOIE’s impact is by gauging its influence and transition success. The
project’s transition strategy was always two fold. First, we sought to develop and shape future
chat standards so that the technology would become available commercially. Second, to educate
DoD sponsors and programs on the benefits.

Portions of the CDO technology have already been transferred to industry. MITRE released its
intellectual property rights on the core CDO data management and synchronization protocols and
submitted them to the XMPP Standards Foundation (XSF). The protocol was accepted as a
standards track XMPP Extension Protocol (XEP-0204). This is the official process through
which new XMPP standards become recognized following a peer review process. Currently, the
XEP is in the experimental stage.

MITRE open sourced its FY06 and FYOQ7 reference implementations. Reference implementations
help the XSF community not only to judge the feasibility of an idea but also to build a base of
support and mind share. Additionally, throughout this period the project has engaged not only the
XSF but also the vendor community. XMPP vendors such as Jabber Inc., Jive Software,
Coversant, and Google have been briefed on the technology. IBM, the developer of a non-XMPP
chat technology was also briefed since the project believes that the CDO capability could be
implemented over other (non-XMPP) chat protocols.
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Lessons

The project has learned valuable lessons ranging from use of new and emerging technologies
through valuable input during user assessments. We though it was very important to use
technologies based on standards or to extend the standards and submit our work to the
appropriate standards bodies. In this vain we chose XForms, an emerging W3C
recommendation, for our visualization component. While we still believe this to be a good
decision, the lack of mature, fully capable open source implementations caused us to make
choices and expend resources that we would have preferred not to make. This is simply a
function of working in the research world with emerging technologies.

We also believed that there was value in exploring advanced concepts with unexploited
synergies like collaboration and Service Oriented Architectures. Collaborative technologies are
often seen as more modern replacements for the time-honored telephone instead of information
services to be explored as we did in the Human Intelligence Task. While tying these
technologies together has been valuable from a research perspective the difficulty in transition
and uptake illustrates the need for advancing work in what is considered ‘DoD infrastructure’;
the supportive technologies that enable the decision support and information awareness
applications.

Working with users and having our work evaluated and assessed was invaluable. It helped us
scope and refine our work and ensure that the research we were conducting would result in
capability that actually satisfied operational need.

Despite the front-loaded effort to smooth transition, transition has been difficult. While the value
has always been apparent to the research team, and various forms of demonstration, evaluation,
and formal assessment have confirmed it, industry has been slow to adopt the technology. When
questioned, industry has replied, “Where is the pain that this solution eases?” The answer to this
question is explored in the next section.

Future Work

The missing component needed to stimulate industry adoption is ‘consumer interest’. Industry is
looking for “user pain’; some indication that their investment in the technology will generate
sales of their product and provide them with a return on the investment they make. Transferring
intellectual property to the XSF and providing open source reference implementations lowers the
cost of entry, but there will still be significant effort required to implement the technology in
their respective products.

One method of generating this consumer interest is continued and wider exposure of the
technology to DoD users. This can be done by participating in formal experimental venues, and
the project has attempted to do so. The project was accepted to the Coalition Warrior
Interoperability Demonstration (CWID) 08 but due to budgetary constraints the project was
forced to withdraw. The project will continue to explore other avenues and other funding
sources.
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Once industry is convinced of the need, members of the project will work with industry to foster
adoption of the technology and with the XSF to refine and further promote the standard. Project
members will also work with members of, and system integrators from, the DoD and the IC to
develop the interfaces necessary to support interaction between CDO-enabled chat and the
Systems of Record they represent. For CDO-enabled chat to provide the benefits that we have
been able to demonstrate in the lab, the Systems of Record must expose the data they contain and
support automated machine-to-machine data transfers.
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Background

J. F. C. Fuller: “To establish a new
Invention . . . Is like establishing a
new religion—it usually demands
the conversion or destruction of an

entire priesthood.”




General Problem

Collaborative environments (CE) are not cleanly integrated with
applications or the enterprise

Observations
Improving Time-Sensitive Team Decision Making: AF MOIE, Lindsley Boiney

- Both ADOCS and chat message indicating SAR imagery on a target now
available. Operator is frustrated it doesn’t specify the quality of that imagery:
“Imagery of what? Is it useful?”

- TST Chief received information via chat regarding a Predator feed. He had to do
a time-consuming back and forth on chat to find out which of 3 Predators it was
referring to.

- “It Is important to sort out what information really matters and to verify the
source of the information before acting on it”

“Rubbish in, rubbish out — you’ve got to have a human in the loop when there’s
ambiguity.”

Humans have to sort it all out, put it in perspective, resolve inconsistencies,

N anticipate effects |



Specific Test Cases

Chat and the Enterprise do not communicate

Enterprise has no visibility into chat spaces

Users spend a lot of time ‘monitoring’ chat to maintain situational
awareness

Operators lose time a'ocu' 'eey leave chat to interact with
mission systems and enterprise capabilities in order to support
collaborative work

Workflows and business processes are impeded by poor integration

App

Node
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Capability Demonstration Overview

Enhanced chat augmented with structured information
encapsulated in collaborative data objects

Net-Centric query of
augmented chat spaces

Chat/Enterprise
integration via
information services

~ Software Distribution
from Central Files
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Policy
Governance Engineering

Spectum) Standards
Architecture iy
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1) Chat Augmented With Structured
Information

Collaborative Data Objects (CDOs) Framework
Encapsulation of structured data linked to chat
Support for collaboration over CDOs
Synchronization protocol
Application/Chat interaction through CDOs
Description language for defining CDO types

Operational impacts

Increased speed, agility, and quality of data focused
collaborative decision making, SA, information production, and
exploitation

Reduced ambiguity and operator overload
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Chat Enhanced By Structured Data

=] bomb_damage assessment

&5 indicators_and_warning 25 homb_damage sssessment &5 project_planning

(=13

5 BMErHEncy_management

eagleeye has joined the room.

Dan( has joined the room

EadleEve has joined the raam.

eagleeye? has joined the room.

[OaM 82007 10:23 AM] Dant: cdofEngagerment Eventim4 85

[O8M 22007 10:23 AM] EagleBve: better checkthiz ane out, guickl

[OaM 22007 10:23 AM] Dant: Ok, working the collection re-tasking
[DaM 22007 10:23 AM] EagleEye; great, checking humint

[05M 852007 10:23 AM] Dano; 'l start the BDA

[DaMerz007 10:23 AM] DanD: cdoBattle Damage Assessmentnr22

ﬂ Dano
& EagleEye
D eaglesye?

[0aM 22007 10:23 AM] EagleEye: Local eves reporing now
[08M 872007 10:23 AM] Dano; ISR reports in &

[OaM 22007 10:23 AM] Dan0: what does LE show?

[0aM 22007 10:23 AM] EanleBve: probable, setting bda now

Chat conversation interspersed with
links to structured (CDO) data

@ | Add CDO, ., vi.?‘

Jend

MITRE

8
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Collaborative Data Object Type Definition

Template

<cdo:Definition>
<Metadata> label, version, d
<Schema> W3C XML schema
<Methods> Actions that can |
<Layouts> W3C XForms com
</cdo:Definition>

£ CDO XFORM

Task Request| ASSESS RAW FOOTAGE OF BREAKING NEWS EVENT |

Requester | EMERGENCY NEWS ALERT BOT |

Imagery At h'ttp:fﬁ 28.29.1 99.50:8ﬁ8h}incfidenﬂﬂussessmentﬂ'mages.hfm :

Percent Complete | 0

Response Bequired By

Date

April 12, 2007 |+

Time

| 14:00:00 |

Description BREAKING NEWS STORY IN LIBERTY TX

Instruction REVIEW IMAGES AND ASSESS POTENTIAL EMERGENCY
;INCIDENT.

Area Description

Lat Lon Radius in Meters
(30277531 | -84 798153 |10

Status |actual v

Category | Gen v

[Insert a new categary ][Remove current category

BEE

CDO structured (instance) data
conforms to the type specific schema
and is rendered as a form according
to the layout declaration.

- The content can be both viewed and
updated

- Updates are sent to other CDO
enabled chat clients via the
synchronization protocol

Response [spejer  w|

—

MITRE

Submit Changes Cancel

9
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2) Net-Centric Content (Data) Discovery

Enterprise visibility into CDO augmented chat spaces
CDO Advertisements (per DDMS)

Query over collaborative work products
(NC Content Discovery proxy)

Link to Publication/Subscription mechanism (DDS)
Syndication of CDOs within chat rooms (RSS)
Chat user visibility of enterprise content
Special “Query” CDO type
Supports enterprise content discovery from within chat
Operational impacts

External users can search and monitor collaborative outcomes
without lurking in chat rooms

Chat users can directly query enterprise information assets

10
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I
Advertise & Subscribe: Provide the Enterprise

With Access to Chat Products

_vinmLugnm_cnnLghj._mnnjtanﬂghnLQhAMuicnmngJuﬂhnl it || u'lll_ g

File Edit “iew Tools Add Help

¥ Search [ﬁ|ﬁ+|§+5@+|ﬁ ||V|E

| B ||:|-:|u|:||:-|| ||-E||:|m:||:|| B |

Fly To | Find Buzineszes I Directions

SearchAndRescueTaskk361
e.0., 37 25518 M, 122 05 36 W

[ 1| osnoemf w4+

Description:

BREAKING MEAS STORY IM LIBERTY TX

Plm X Instructions:
~ Places n REVIEVY MAGES AND ASSESS
POTEMTIAL EMERGEMCY INCIDEMT.
= E‘ '§ My Places

00 & ancoos

-1 E Subscription Civilian
-0 B subscription FirstResp Texas Area Subscription for CDOs _
E Tewas CO0s Urgency Immediate
‘1 IncidentAs sessment Taskx36 . Severity Extreme
a Delivered to Google Earth (COP) Certainty Observed

& Task COO
:: SearchindRescueTaskk361

SAR Task CDO
1] ‘ Bridge Washout
# L B3 sightsesing e
Select this folder and click on "
the "Play' button below, to start 1
- defaut

- &@ Temporary Places

Operating Freq.

Coordination Page

Get the Instance

Directions: To here - From here
entAssessmentTaskx364
S

DDMS subscription of CDOs meeting a
specific geographical criteria (Texas)

- subscription delivered to KML adapter
for plotting onto Google Earth




3) Chat/Enterprise Integration via
Information Services

Operators can directly access enterprise information
services according to the mission context (via CDO typing)

Cognitive disruptions minimized
Errors due to data re-keying reduced
Faster collaboration and self synchronization possible

12
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Chat Operators Can Directly Access
Relevant Enterprise Information Example 1:

Identify resource

£ CDO XFORM Tahili
availability per
Meeting criteria in C_DO

' fields and bind

Title | Project CDO Budget Review | result to another
CDO field — Find
Start Time _ _ _ meeting rooms
Date | || Ti 00 ;
ate | May 18, 2007 |~ | Time | 12:00:00 at date/time to
Stop Time : : Errors due to data re-keying reduced accommodate N
Date | May 18, 2007 |~ | Time | 12:00:00 participants
Location | LANG: CallaborationSuite | User’s choice of room results in
an update to the location field in
Participant | dano@nmitre.org The Meeting Request CDO
Participant eagleeye@mitre.arg
Insert a new participant ”Remnve current participant
Notes review 2nd guarter udget status and projections
R — ] _ o?
|| Submit Changes Cancel
1 13
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Chat Operators Can Directly Access
Relevant Enterprise Information

= Google Earth
Fie Edit View Tools Add Help

v Searc j[ﬁww*sgusma

Fly To |Fim:| Businesses :_.Directiuns-_ '

&.4., New York, NY
|mclean. va V| Q, I
2

— - = = e o T

* Places

=100 & My Places
O & africa coos
O ETexas CDOs :
O ubscription FirgtRes, B | e o :
O %zu;crisziun :‘.ivi;:n i / b = - Example 2:
- O gefaut 7 ; line el The service returns a KML URL P {
£ &8 Temporary Places which launches the Google ass parameters

=1 ue a i . .
R A Earch application to display to an application

& @ 1831086-HARRIS CO-HAZ

e L the identified First Responders. and request an
Cursor on Target

@ 1631088-GALVESTON-RE &) eXternaI actlon to

CROSS-TEAM 23

Cursor on Target - be performed -

@) 1631053-HARRIS CO-SHE
somee ol Plot first
/%) 1651088-FEMA-CARGO LI ; o, H
s - responder units
S in the vicinity of

. n v } 07 Navieq G le” i
1 e b e el 5 SAR location

Poinfer. 29230!41.48" N 93°47'59.87"W Streaming ||[1111]]]_100% Eye alt 353.70 mi
< e 3Window... ~| BN 23ava(M.. -| ¥ Inddentcp... | % 2 Firefox * RN coogebath &)O AL L n38PM 14
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HIT (Human Intelligence Task):
Software Calls People as a Service

News Monitoring Application

Mission workflows are speeded through novel application
of operator expertise and familiar tools

Mission services can directly request expertise resident in chat
rooms

Chat rooms become in effect an enterprise information service

£ (DO XFORM

Task Request| ASSESS RAW FOOTAGE OF BREAKING NEWS EVENT |

Requester! EMERGEMNCY NEWS ALERT BOT !

Imagery At| http:fH28.29.199.5[]:BUBUIIncidenmssessmenb’lmages.htmI

Percent Complete 0

Response Required By

Date Cognitive disruptions minimized

April 12, 2007 |~
Time

4:00:00

cription BREAKING NEWS STORY IN LIBERTY TX

Iction EREVIEW IMAGES AND ASSESS POTENTIAL EMERGENCY
iINCIDENT.

=3 Description

» News Monitoring application injects

=4 an Incident Assessment task into the

chat room.

<« After viewing the video the form is
completed and the structured data
returned to the calling application.

at Lon Radius in Meters
0277531 | [-94.798158 |  [10 |

tus |Actual vi

At=g0ry | Geo

- jsert a new categary “ Remove current categary




Chat Operators Can Directly Access
Relevant Enterprise Information

Operators can directly access enterprise information
services according to the business context (via CDO typing)

Cognitive disruptions minimized
Errors due to data re-keying reduced
Faster collaboration and self synchronization possible

New technology developed to support chat/enterprise integration

CDO method description language supports a declarative, pattern
based approach for describing CDO interaction with an information
service

Addresses user input, method call type, service result types, data
transformation, and output handling within chat

Plug and Play - no client modifications required to add methods

Developed a CDO Method Invocation and Binding Framework enabling
enterprise service invocation and response handling per the method
description language

Generosity promotes loose coupling, service endpoints may vary
Chat is positioned to participate in a SOA Enterprise

16
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Transition Is Important
{ntherwise aood ideas g

File

Detailed Planning [DX0 Generation [DX0 Execution

Campaigyg

vIC VAT

| »

Lt.Cmdr Kirm joined =l
conferenceCmdrMiller says
hting me the head of El
Mi~fo

o - @, a si

Brighter Darker Zoom In Zoom Out Background

Features

ot (!

Layers )
Entities | Geographic| Act

Cmdr_Miller

Lt.Cmdr_ Haps

Lt.Cmdr.Johnson

Lt.Cmdr. Wallace

Lt Whitman

Peter

Lon: 134:21 E Elev: H/R

Zoom

sisAjeuy 'M!Joldd v ¥s/o ‘r 3pa [qo 'PBBN OJUIV SNET

a O D = _ Feasibi
It

Zoom In Zoom Out NS CINC CITF JFACC | Air Tasks | Acti

Assessment & Analysis Context
PlanGen
DITOPS
DSS
CA

’ Lt.Cmdr.Wallace joined the context.
1

Logaed on as whitman



Transition

\ 2
\.;./ CDO DA - Operational Value (A3)

U.S.AIRFORCE

2B | TREMENDOUS AUTONOMOUS CAPABILITY TO WARFIGHTER
BUY THIS NO MATTER
HOW EXPENSIVE
2B | MAJOR LEAP IN WARFIGHTER CAPABILITY softwiare has
5 ©@2007 The
PEERTERAYE 4| GREAT CAPABILITY BUT COMPLEX CONOPS/HVA REQUIRED
REQUIRED FOR OTHER
PROGRAMS TO WORK
3l UNIQUE CAPABILITY, ENABLES OTHER PROGRAMS
WOULD WANT THIS | /
IN A FIGHT [ "3 | UNIQUE CAPABILITY - BUT MANY PARTS MUST BE IN PLACE
MIGHT WANT

4 USEFUL, BUT OWERLAPPING CAPABILITY EXISTS

THIS IN A FIGHT

/ 3 USEFUL CAPABILITY - CONCEPT COMPLEX/NEED S WORK
MIGHT WORK ONCE
SILVER BULLETS
4 2 USEFUL IN CERTAIN SCENARIOS — SHORT LIFE/EASILY COUNTERED
DUMB IDEA
DR TR RCeN 1 NQ USE TO ANYONE

18
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Collaborative Data Objects
XMPP Vendor Transition Opportunities

Mission
App

CDO-enable Enterprise Interactions

CDO-
(FY06)
_ xvep N
MPP Client <————» cDO
CDO FW XMPP Framework
Server
XMPP Client | XMPP =5
CDO FW -
_____________________%{_
T |
Web\Rrowser [ il { Web i - Ej
Server !
Based i i

- _

. CDO Type DB

@ Presence

Ej Logs

i CDO Instance DB . Rooms/Sessions . Models

O CDO Adapter

N
-

)

o)

(FYQ7)

Discover, Query, Pub/Sub
- expertise, collaborative
outcomes

Identify collaboration
resource availability

Invoke enterprise resource
- query/retrieve, task

19
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Collaborative Data Objects
System Integrator Opportunities

CDO-enabled Chat

CDO-enable Enterprise Interactions

(FY06) (FYO07)
Mission
App _ xmpp N\ )
SRS L CDO } 1 Discove\ Query, Pub/Sub
O CDO FW XMPP Framework - expertis& collaborative
Server outcomes
XMPP Client | *MPP 55 Identify coflaboration
ailability
CDO FW -
— :
[oTTTTTToTToTTooooooooooooooooo - Invoke e/fiterprise resource
i Web Browser [* e > Web i = ? elrieve, task
| Server |
| Based Chat i \ J
o !
. CDO Type DB @ Presence Ej Logs

i CDO Instance DB . Rooms/Sessions . Models OCDOAdapter

20
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Collaborative Data Objects
End User Responsibilities

CDO-enabled Chat CDO-enable Enterprise Interactions
(FY06) (FYO07)
Mission
ApP _ xmpp (- N\ )
‘ XMPP Client CDO ) y | Discover, Query, Pub/Sub
CDO FW XMPP Framework - expertise, collaborative
Server outcomes
XMPP Client | <M i Identify collaboration
CDO EW - resource availability
— :
[ - R Invoke enterprise resource
i — HTTP [ \Web i B OJ - query/retrieve, task
| < >
| Server ||
i Based Chat i \ i - /
| :

=
. CDO Type DB
G grice DB . Rooms/Sessions . Models OCDOAdapter 21
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Collaborative Data Objects: Summary

In a nutshell, a Collaborative Data Object (CDO) is a(n)...

way to reduce the ambiguity of chat through
an increase of structure, data quality and fidelity
- follows the OHIO principle: Only Handle Information Once

way to record decision
making/coordination
outcomes during collaboration

basis for enterprise discovery
of collaboration state,

outcomes, expertise, ‘
availability, ... o
invocation point to access A

enterprise/application functionality

context for agent participation
during collaboration

\

means for applications and the
enterprise to inject structured
data into the collaborative
FYO06 process and receive structured

H 22
MEE data in return o
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The End
(of the presentation)



Backups

Technology Overview
Interaction Patterns
Accomplishments Summary
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.
Collaborative Data Objects (Technology)

CDO-enabled Chat CDO-enable Enterprise Interactions
(FY06) (FYO07)

Mission
App

- Java
- XForms, XML Schema,
Jive Software Spark client

Discover, Query, Pub/Sub
- expertise, collaborative

and Wildfire
Server - Java, JavaScript )
- CDO Jabber Enhancement - Collaborative interaction design tion

patterns, taxonomies, binding
model, REST, databases

- DDMS, Federated Search, XMPP
Pub/Sub, RSS

Protocol, CDO-DL A

Web Browser
Based Chat

- . _ _ ______ _ __ _____ _ __ __ _

. CDO Type DB @ Presence Ej Logs

i CDO Instance DB . Rooms/Sessions . Models OCDOAdapter 25
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CDO Method Interaction Patterns

Ul Input Patterns

Menu visibility when parameter
preconditions met

Parameter prompt
Method call or cache access
Result Types
Content Reference : URL, CDO
Discrete Primitive XSD: Simple
Type
List
Tree
Complex type
Binary (mime-type handling)
Structured data
Ul Output Patterns
Browser Display of URL
Screen Echo
Confirm/view dialog
List selection (single, multiple)
Tree navigate, select leaf
Tree navigate, select branch
CDO reference

MITRE

Routing Patterns

Transform

Transmit - send to chat as text
Negotiated method refinement
CDO item update/create/delete

Store locally to named cache
ID
methodID
CDOID
Timestamp

Method Invocation Patterns

Discover properties of identifiable
resource

E.g. conference rooms in a facility
Range restriction

Where, When (P-Cot example)
Property value retrieval
Property value set

26
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Accomplishments

Designed the CDO IM architecture and framework
Description language to define CDO Types

<cdo:Definition>
<Metadata> label, version, description </Metadata>
<Schema> W3C XML schema for the CDO </Schema>
<Methods> Actions that can be invoke on a CDO </Methods>
<Layouts> W3C XForms component description </Layouts>
</cdo:Definition>

Published CDO XMPP Extension Protocol (XEP-0204)
Enabled Net-Centric query of CDO augmented chat spaces
Developed Chat/Enterprise interaction models

Posted and open sourced a reference implementation
Evaluated effectiveness through operator forums

27
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