@fm«vfr’ed inc.

Data Replication in the
CNR Environment:

The Harsh Reality of a Harsh
Communications Environment

presented by
Tim Johnson, IP Unwired

11 Sept 2002 UNCLASSIFIED - APPROVED FOR PUBLIC RELEASE 1




Form Approved

Report Documentation Page OMB No. 0704-0188

Public reporting burden for the collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information,
including suggestions for reducing this burden, to Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington
VA 22202-4302. Respondents should be aware that notwithstanding any other provision of law, no person shall be subject to a penalty for failing to comply with a collection of information if it
does not display a currently valid OMB control number.

1. REPORT DATE 2. REPORT TYPE 3. DATES COVERED
01 DEC 2007 N/A -
4. TITLE AND SUBTITLE 5a. CONTRACT NUMBER

Data Replication in the CNR Environment: The Har sh Reality of a Harsh
Communications Environment

5b. GRANT NUMBER

5c. PROGRAM ELEMENT NUMBER

6. AUTHOR(S) 5d. PROJECT NUMBER

5e. TASK NUMBER

5f. WORK UNIT NUMBER

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES) 8. PERFORMING ORGANIZATION

|P Unwired REPORT NUMBER

9. SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSOR/MONITOR’'S ACRONYM(S)
11. SPONSOR/MONITOR’ S REPORT
NUMBER(S)

12. DISTRIBUTION/AVAILABILITY STATEMENT

Approved for public release, distribution unlimited

13. SUPPLEMENTARY NOTES

See also ADM002082., The original document contains color images.

14. ABSTRACT

15. SUBJECT TERMS

16. SECURITY CLASSIFICATION OF: 17.LIMITATION OF | 18 NUMBER | 19a NAME OF

ABSTRACT OF PAGES RESPONSIBLE PERSON
a REPORT b. ABSTRACT c. THISPAGE UU 27
unclassified unclassified unclassified

Standard Form 298 (Rev. 8-98)
Prescribed by ANSI Std Z39-18



« The CNR Environment.
« TCP/IP Performance.

« Low Bandwidth Test Bed — DRDC Valcartier.

« Conclusion.
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« The Requirement — C4ISR(C2IS).

« Data Replication & Replication Transport
Mechanisms.

« RTL Design Considerations.
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Wu
The Requirement

« Migration of C2ISs to FEBxhere CNR is
primary comms.

« DBMSs with Replication to partially "
replace/supplement MMHS.

« International programs like ATCCIS/MIP
are moving in this direction.
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WD
CNR Domain

« VHF: Vast Majority of r@capable of
16kbps half duplex.

« UHF: Radios capable of 288kbps fuIII
duplex. -

« High Band UHF: (e.g. 82.11) capable of
11 Mbps.
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W’:
CNR — VHFE{(Cdn Example)

Reality: usable throughpMe application layer
IS a fraction of the base rate:

CNR(P) — Max throughput on DATA N Y
network: ~ 1kbps

SHARED AMONGST USERS
— 25 radios/net = 40 bps/user

Reality: residual BER as low as 10-°
Other VHF CNR radios have similar performance
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CNR — UHF (225-450Mhz)

« NTDR — 288 kbps is for%i Situated’ sites

« Reality: truly tactical environme
performance Is approximately:

+ ~16kbps from 22kbps link; and
+ ~80kbps using a 100 kbps link;

« Available throughput is still shared amon
users (80kbps/25 = 3.2 kbps).

« Error conditions similar to VHF
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m
CNR — High UHF (2.4 GHz)

. 802.11 - 11,5,2, & 1 Mbps

« Throughput at application layer Is
stated maximum (with AP).

« Throughput significantly effected by:

+ Speed of units (36km/h = ~50% cut) ; and
+ Foliage/Antenna position;

« Higher rates not realistic in tactical domain
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CP
« TCP was designed for wir@orks >

+ All controls designed for congestion,nﬁfo‘r ~.

+ TCP Is very sensitive to BER and Latency -

+ Error in wireless domain trigger TCP congestion cORiifels
(e.g. 1 packet lost = 50% cut In tx rate)

+ TCP Is connection-oriented = In wireless tact. domai
BER, latency, long fades) TCP connections timeout regUiary
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« THEREFORE:

Standard TCP is non-functional In
tactical wireless environments!!
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Tachyon.net

Throughput

<10% @ 10/
TCP-SACK ~09% @ 10 -6

1 Hl-ﬂ

Bit Error Rate
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11 Sept 2002

Aggregate Application Level Goodput v.s. Bit-Error-Rate (RTT=10ms)

| | |
TCP decoupling’s theoretic goodput bound ——

TCP decoupling —---—
TCP SACK ---#---

MaxGoodput = LinkBW * (1-PER) TcPreno —=-
Theoretic bound

Bit-Error-Rate {unit=10"{-7})
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Data Replication & the RTL

« Topology: I\/Iaster/SIav%o-l?eer

« Replication Transport Layer:

+ Synchronous — 1.e. two-phase commit
+ Asynchronous — Periodic/Aperiodic

All commercial RTLs use TCP!
(No acceptable loss of data!!)
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RTL for Tactical Comms.

« RTL must meet the requirements of IM and the
capabilities of the network.

« |M Requirements affecting the RTL.:

+ Reguirement to distribute data for operational
(e.g. position updates, compensate for losses)

« Network Capabilities affecting the RTL.:
+ Shared media (e.g. inherent broadcast)
+ High Error and Latency; and
+ Relatively low throughput.
+ Unreliable links (e.g. prolonged fade)

11 Sept 2002 UNCLASSIFIED - APPROVED FOR PUBLIC RELEASE



« The RTL should: \.
= Take advantage of the shared media aspects;

+ Be able to tolerate loss and high delay;
+ Compensate for radio link loss;

+ Ensure max. communications efficiency while provi
guaranteed level of service for prime data;

+ Be independent of the DM used,;
+ Use a standard, connectionless transport layer; and

+ Be able to detect and route certain data to other units who
enter the network.
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LBTB - Background

IRIS Corrective Options:

« Increase Network Throughput:
+ Modify RDL;
+ Data compression;
+ Production of high-rate VHF modem;
-
-

Purchase new data radio (e.g. NTDR); and
Separate voice and data networks.

« Information Management
+ ‘The right information, to the right user, at the right time’

+ Data Fusion, Streamlining, Priority Levels, Data Replication,
DBMS Triggers and Stored Procedures etc.
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Test Bed Objective

To:

a. Design;
b. Build;
c. Test; and
d. Install

a research test bed to evaluate battlefield 1M
strategies applied in a low bandwidth tactical
wireless communications environment.
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System Overview

Central Server
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High-Level Functional Architecture

HCTCN Low

Bandwidth
Test Bed

Test Bed Scenario Radio Scenario Test Bed
Control and Evaluation & Communications Script Visualization DBMS
Management Analysis Simulator Generator
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DBMS — DB-Replication

DBMS

| |
DB Server DBMS API DB Data DB Replication DB Log
Manager Dictionary Manager

External DB Base FTN DB BTN DB Replication Transport Replication Replication Trigger RTL Trans. Rep.
DB APIs API Server API Server API Layer (RTL) Server Agent(RA) Log Log Log Log
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Radio Communications Simulator
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Physical Layer:

+ 2-State Markov proeess for VHF
(CNR(P)) and UHF (NTBR)

+ AWGN and Ricean channels

+  Various SNRs. \
Data Link Layer — Performance ‘@spects
o]

+ CNR(P)-—RDL; and

+« NTDR - MIL-STD 188-220
Transport/Network Layer — Performance
aspects of:

+ UDP/IP.




Fvant Sc.ﬁr:;io Node ID Action/Message/Vector Parameter
114 10:35.00 STNO1 Enemy Report P0s:35.09, 115.03: T-72, Qty:3:Ar
115 10:35.15 STNOG6 Enemy Report P0s:35.09, 115.06: T-72, Qty:5:Ar
116 10:37.00 STNO4 Position Report Pos:32.02, 114.03; STNO4:10:37;
117 10:38.00 BKGNDOI Vector Movement 3/32 Pos:31.02, 115; Sp:32km/h:10:38
118 10:38.30 STNO6 Fire Mission P0s:35.09, 115.03; Ord: 105mm
119 10:39.00 STNIS Regular Position Report 13/64 P0s:30.09, 112.03; STN18: 10:39:
120 10:39.23 BKGNDO2 Vector Movement 16/87 P0s:32.02, 113; Sp:16km/h:10.39.
121 10:40.02 STNOG6 Fire Mission P0s:35.08, 115.02; Ord: 105mm
122 10:40.37 STNO1 Enemy Damage Report P0s:35.08, 115.02: T-72, Qty3:Ar
123 10:41.14 BKGNDO! Vector Movement 4/32 Pos:31.03,115.01:Sp:32km/h:10:4
124 10:41.32 STN14 Enemy Report P0s:35.00, 115.03; Mech Infi40;

Node:

Add New

STNO3
STNO4

BKGNDO1
BKGNDO2

Parameters:

X-Coordinate: [ [¥|

Action/Message/Vector Type:

[_STNol [v] Time: [10:42.00 ]¥]

Position Report

Enemy Situation Report
Vector Movement
Regular Position Report

Fire Mission

Y-Coordinate: [ v]|

Z-Coordinate: [ |v|

- D+10:35.00; # 114
- D+10:35.15; # 115
— D+10:37.00; # 116
- D+10:38.00; # 117
- D+10:38.30; # 118
- D+10:39.00; # 119
- D+10:39.23; # 120
- D+10:40.02; # 121
— D+10:40.37; # 122
— D+10:41.14; # 123
— D+10:41.32; # 124
— D+10:42.00; # 125
— D+10:42.43; # 126
— D+10:43.04; # 127
— D+10:43.17; # 128
— D+10:43.17; # 129
— D+10:43.19; # 130
— D+10:43.22; # 131
— D+10:43.23; # 132
— D+10:43.30; # 133
— D+10:44.01; # 134
— D+10:44.14; # 135
— D+10:44.22; # 136
— D+10:44.29; # 137
— D+10:44.36; # 138
— D+10:47.52; # 139
— D+10:4757; # 140
— D+10:48.12; # 141
— D+10:49.44; # 145
— D+10:49.54; # 146
— D+10:51.29; # 147
— D+10:54.36; # 148
— D+10:54.55; # 149
— D+10:57.57; # 150
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Conclusion

« Data Replication in CNRhonment

(VHF, UHF) requires redesign of\RT
« RTL must consider: |
+ Operational requirements for data distribution; an

+ Capabilities/Constraints of VHF/UHF media

« LBTB has design and will implement a
unique RTL for this environment.
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Question
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