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ABSTRACT

This report contains analysis that shows that existing technology exists to
improve Maritime Interdiction Operations (MIO) by approximately 30%.
Furthermore, analysis contained herein will aid MIO planning for future
operations. Since MIOs are an inherently dangerous, but necessary activity with
far reaching implications to theater political and economic dynamics, this
improvement is of great interest. MIO is a Naval solution to the problems of
smuggling weapons, explosives, people and narcotics. MIO, when employed

correctly has the potential to save lives and limit economic/political damage.
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EXECUTIVE SUMMARY

In situations where U.S. and Coalition forces are confronted with more
potential targets to conduct Maritime Interdiction Operations on than can possibly
be achieved, the success rate (and associated probabilities of making a find) is
inherently linear. The amount of time spent onboard a vessel needed to achieve
a given probability of detection against a specific type of cargo is the key metric

for success.

Given that metric, research and analysis contained within (chapter 6)
details how the amount of time spend onboard a target vessel can be
significantly reduced and/or the probability of detection against specific cargoes
(notable explosives, narcotics, and chemical weapons) can be greatly improved.
Exploration was done to show how probability of detection against human

trafficking can be done and is detailed in the same chapter.

A communications architecture is proposed that will allow seamless
communications for the boarding team. Throughput requirements are detailed
that will allow boarding teams to prosecute biometrics from a target ship as well
as communicate with each other and the parent ship under channel conditions
similar to what would be found on typical cargo vessels in chapter seven.

Contingencies (chapter four) and equipment that might be used for a
response (chapter eight) is identified as well. This paper describes possible
ways of dealing with an opposed boarding scenario without risking an
untrained/uncertified boarding team or requiring special operations forces (SOF)

support.

Throughout, very few assumptions are made regarding the logistics
provided in theater. Analysis also explores the effects of reduced logistics on a
MIO force under a variety of different scenarios (chapter nine). A cost estimation

is provided in chapter ten.
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. INTRODUCTION TO MARITIME INTERDICTION
OPERATIONS (MIO)

A. DEFINITION OF MIO

1. NATO Definition

Although the phrase Maritime Interdiction Operations (MIO) may be
largely of U.S. origin, the implementation of such actions is certainly not. The
North Atlantic Treaty Organization (NATO) Allied Joint Publication 3.1 defines
MIO as being principally composed of five distinct areas. Those areas are:
Seaborne Enforcement, Interdiction of Enemy Forces, Interdiction of Commercial

Shipping, Embargoes and Quarantine, and Blockades.!
a. Seaborne Enforcement

Seaborne enforcement refers to the use of naval forces to stop the
movement of specific maritime supplies. In general, this is done as a measure to
compel the targeted nation to take an action that said nation would not otherwise
take under their own volition. In general, seaborne enforcement achieves this
end by threatening the combat effectiveness of the target country’s military. The
target country’s military is affected as the MIO would be limiting the influx of

needed military supplies.
b. Interdiction of Enemy Forces

The same maritime forces can be applied directly against enemy
warships and fit within the NATO definition for MIO. The purpose of such action
is to prevent a potential adversary from utilizing the maritime domain for a

purpose deemed undesirable by an internationally recognized authority. Use of

TAJP3.1, 1-11.



naval forces to interdict an adversarial surface combatant constitutes an act of

war.
C. Interdiction of Commercial Shipping

As with seaborne enforcement measures, interdiction of
commercial shipping is intended to target an adversary’s ability to wage an
armed conflict of any form. An insurgency is an example of such an armed
conflict. One example goal of a MIO campaign might be to limit the flow of

supplies necessary to operate an insurgency.
d. Embargoes and Quarantines

In general, embargoes and quarantines associated with a United
Nations Security Council Resolution target a specific country and specific set of
cargo. This style of MIO campaign is also done to influence the behavior of a

targeted country or organization.
e. Blockades

A total blockade is by definition an act of war. A blockade is
intended to completely deny the use of the maritime environment to an
adversary. Economic trading partners of the targeted country are also affected
as it is a total stoppage of material supplies into and out of the waters of a

country.
2. U.S. Joint Publication Definition

Compared to the NATO definition for MIO, the U.S. definition is a great

deal broader. It states the following:

Interdiction operations are actions to divert, disrupt, delay, or
destroy an enemy’s surface capabilities before they can be used
effectively against friendly forces, or to otherwise achieve
objectives. In support of law enforcement, interdiction includes
activities conducted to divert, disrupt, delay, intercept, board,

2



detain, or destroy, as appropriate, vessels, vehicles, aircraft,
people, and cargo.2

The use of the phrase “surface forces” implies that this definition is directly
applicable to the definition of a MIO. The list of to divert, disrupt, delay, intercept,
board, detain or destroy implies the start of a very high level view of the principal
functions of a MIO. While the U.S. definition does not specify the reasoning for
why a MIO would take place, it can be reasonably concluded that the intentions

are very much the same as are defined in the NATO definition.
B. PURPOSE OF MIO

As a very strong generalization, the fundamental purpose of doing a MIO
is to influence an event on land. MIOs are generally not done as a result of
anything that is intrinsically maritime in character, but instead targeted against
the second order effects of the movement of personnel and equipment through
the maritime domain. While MIOs have been employed against hijacked
passenger liners for the purposes of interdicting a team of pirates, the
probabilities of such an occurrence are historically shown to be very rare, while
the vast preponderance of MIOs are targeting cargo carries of one form or
another. As it is the second order effects of the conduct of a MIO that stand the
greatest chance of influencing world events, the optimal generation of these

types of second order effects is the target purpose of this analysis.

MIOs are selective in nature. While a full blockade of a country or
countries is included in the definition of a MIO, a MIO campaign must be able to
selectively interdict only certain cargoes, while allowing non-targeted cargoes to
pass. An implied goal of that task is to allow non-targeted cargoes to pass with
minimal disruption or delay. Disruption and delay to legitimate commercial
shipping is likely to incur adverse effects regarding the perception of coalition
forces.

2 Joint Publication 3-03, I-1.



MIOs are done for the purpose of constricting the flow of all or specific
cargoes through the maritime domain in accordance with an internationally
sanctioning body. Examples of MIOs throughout history include the blockade of
oil out of Iraq from 1991-2003, attempting to stop the flow of elicit narcotics into
the United States using the Coast Guard, and the coalition forces operating off
the coast of Iraq from 2003 to the time of the writing of this report attempting to

prevent insurgent materials from entering into Iraqg.

The MIOs orchestrated by SOUTHCOM to interdict narcotic flow into the
United States is done for the specific purpose of reducing the profit of the drug
cartels, and to prevent narcotics from entering into the United States. In no case
is a MIO purely a naval event. In all cases, MIO is done in support of a ground

activity somewhere.

C. SCOPE OF ANALYSIS

1. Tasking Statement

The problem statement for SEA-13 to consider is as follows:

Design a system of systems to employ a regional Maritime
Interdiction Operation in a logistically barren environment.

The system should be capable of collecting maritime intelligence
and conducting rapid intercepts based on that intelligence to
execute theater security, crisis response, and law enforcement
missions in a coalition, interagency and joint environment.

Consider current fleet structure and funded programs as the
baseline system of systems to execute security and shaping
missions in developing these concepts of operations, then develop
alternative architectures for platforms, manning, command and
control, communication, and operational procedures to evaluate
against the current program.3

3 SEA-13 Tasking letter, see Appendix A.



There are seven major terms identified in the above subject area that have
reaching and definitive implications for the analysis in this paper. The full tasking

letter is included in Appendix A.
2, System of Systems

A system is an interacting interdependent (or temporary) set of variables
(exemplified as elements) that maintain certain relations (functions, behaviors,
and performance) through time, where the present state of a given variable is
dependent on its own past state as well as the other variables. The principle of
“the whole is more than the sum of its parts” is implied by the systemic
construction of system elements into a higher-order configuration of stability.
Since the configuration is stable there are a number of emergent properties and
constraints. Therefore a stable system can then again function as a building
block, and combined with other building blocks form an assembly of an even
higher order, in a recursive way. Stable assemblies will tend to contain a
relatively small number of building blocks, since the larger a specific assembly,
the less probable that it would arise through blind variation. This leads to a
hierarchical architecture that can be represented by a “tree”. As the building
blocks are constructed and integrated within the system, a time results when the
continuing dependence on overall operational, managerial, geographic, emergent
behavior, and evolutionary development become less distinct and contrived.
Thus when the system is comprised of large scale concurrent and distributed
systems with independent operational and managerial stewardship it is

necessarily better considered as a system of systems.

The requirement for this to be a system of systems to conduct maritime
interdictions opens up some latitude with regards to the scope. Systems whose
operational and managerial functions are controlled outside of the MIO system
but which could otherwise be in the general vicinity of the operating environment
may be considered in the analysis. In order to be able to function inside of a

logistically barren environment, the logistics system of U.S. TRANSCOM is
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required. The exact requirements and measures of effectiveness and
performance for this system are detailed in chapter nine. Also, some degree of
overhead ISR may be available. These systems are not described in detail, but

their implications are closely studied in the both chapters four and eleven.
3. MIO

The extent of MIOs being studied in this document is less than the total
breadth of MIO as defined by the NATO definition above. In this particular case,
full blockades are of little interest. Such events are acts of war that are done with
a multitude of warships. Since the intent of the blockade is the forced total
cessation of the targeted country’s use of the maritime environment, rules of
engagement allow the employment of significantly greater destructive measures.
The ability of the U.S. Navy to sink ships is not the intent of this study as it is
believed by the authors that this capability is already refined to an adequate

degree.

The interdiction of enemy surface forces is also not considered in this
study. Such events are either in the realm of general naval surface warfare (i.e.
sinking enemy combatants), or very unlikely (i.e. utilization of Special Operating
Forces to capture enemy surface combatants). In either case, interdiction of

enemy surface forces is not considered in this paper.

Embargoes against generic goods are not specifically addressed in this
document. Although the ability to stop ships and search them will be discussed

at great length here, targeting a generic cargo is not considered.

The remaining three areas of the NATO definition of MIO are the principal
subject of this document.  Targeted cargoes are limited to smuggled
humans/animals, illicit narcotics, and conventional weapons in the forms of guns,

mortars and explosives.



4, Logistically Barren Environment (LBE)

a. General LBE Constraints

As “barren” is the operative word, it is important to carefully define
what this means. Taken straight from the Merriam-Webster dictionary, barren
simply means “devoid, lacking.” As barren is an adjective and it is implied to the
environment, then it can be taken to mean that the environment (for which the
MIO system of systems will be operating) is devoid or lacking of something.
Since the environment is defined to be logistically barren, then one can conclude
that the environment is lacking or devoid of all logistic support necessary for the

MIO system of systems.

As a consequence of operating in a logistically barren environment
(LBE), it becomes necessary to identify any constraints imposed as a result of a
lack of logistic support. Some assets can be considered universally available.
As an example, the Inmarsat communication system is available everywhere on
Earth where a geostationary satellite can be seen from the ground. As this
encompasses one-third of the Earth’s surface per satellite, and there are only
four Iridium satellites, it can be reasonably assumed that Inmarsat
communications services are available everywhere that MIOs will be performed.
Geostationary satellites cannot cover the polar regions of the planet, but this only
presents a problem in the Arctic Ocean. As it is assumed the majority of “hot-
spots” in the world will be in the equatorial band, it is assumed that existing geo-
stationary satellite capacity will be available for use as part of the system of
systems. Further analysis will be careful to delineate when this assumption is
used. By the same logic, satellites in low Earth Orbit (LEO) are assumed to be
available for the period of time consistent with the overall footprint of a given

satellite constellation (i.e. Iridium).

Perfect logistics cannot be assumed in real life, and are not
assumed in this report. It is however assumed that any given part that is ordered

by an operating task force will eventually arrive, though the time of arrival cannot
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be guaranteed. As such, the definition of a logistically barren environment is
expanded to state that if the time of arrival of a part or system is strongly

guaranteed, then the environment is not logistically barren.

For example, operating off the coast of California is not logistically
barren, as a well established shipping system within the Continental United
States (CONUS) does a generally superb job of getting things where they need
to go. If ISR assets are requested off of the coast of CONUS, then there are a
multitude of US military bases that can supply such a force. However, when
operating off the coast of a country whose participation and/or support for a given
operation is potentially more limited, then the time of arrival of a coalition asset
cannot be guaranteed. The current supply system used by US and coalition
militaries does a good job in delivering parts and supplies to its consumers, but

makes few guarantees about when any particular part will arrive.

High value assets like Navy SEALs are considered scoped out of
this problem. While their presence would be immensely valuable in a number of
situations presented in this report, it cannot be guaranteed that such special
operations forces (SOF) would be present at the outset of a crisis. Since a crisis
would be intensely time dependent, and the time of arrival of a SEAL team is not
considered a guarantee (at least, not as reliable as supply delivery in CONUS),
situations that would ordinarily be handled by SOF forces must have alternative

solutions developed for them.

Part of the system of systems architecture includes a
logistics/transport system. This system will have to be capable of bringing in
materials (critically needed spare parts, food, fuel, etc) needed for continued
operations of any kind. As this system will be bringing things into the

environment, it is immune to the constraints of a logistically barren environment.



b. Weapons of Mass Destruction (WMD)

In the event a WMD is smuggled on board a ship targeted towards
CONUS or any other city, all the implements of national power by all nations will
be available for use in locating the carrying ship. It could be reasonably argued
that there are not enough naval forces to find an atomic bomb loaded on an
arbitrary ship somewhere in the world. However, this paper makes no effort to

solve that problem.

If one were to attempt to develop a solution to such a problem, then
one would start by removing any and all logistically barren constraints and
assume the absolute and enthusiastic support of every nation on the planet.
Since the idea of developing a MIO system that is designed to operate in
logistically barren environments (as defined earlier) runs directly counter to the
best starting location for solving the problem of WMD onboard ships, this

problem is scoped out of the analysis.
5. Collecting Maritime Intelligence

The main purpose for this project is to study MIOs, as opposed to devising
different means of collecting maritime intelligence. Collecting maritime
intelligence is considered here, but is mostly limited to how it relates towards
doing better MIOs and the collection of intelligence during a MIO.

The problem of how to find a given ship at sea is considered here, and two
fundamentally different means of solving this “macroscopic intelligence” problem
will be addressed in chapter 7 of this report. Studying the problem of how to
locate contacts at sea or conduct large area ISR is not a new problem to the
Navies of the world. This problem is considered the “macroscopic intelligence

problem” and will be given a due consideration in this analysis.

The intelligence needed to determine which ship to board next is not going
to be easily gleaned from a macroscopic intelligence picture. It is assumed in

this report that the actual intelligence necessary to determine which ship to board
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next will be obtained via exploitation of material and people found onboard
targeted ships. Intelligence collected from previously boarded ships by the MIO
task force is also used. Furthermore, access to national databases is assumed
(as they are as ubiquitous as the global information grid) to further assist in the
processing of intelligence gathered from the conduct of MIOs. The problem of
how to collect intelligence gathered during a MIO is referred to as the
“microscopic intelligence problem” and is the subject of primary consideration in

this report.

Both macroscopic and microscopic intelligence problems are considered

here, with due deference given to the latter rather than the former.
6. Conducting Rapid Intercepts

“‘Rapid” is considered to imply speeds on the scale of common manned
and unmanned aircraft. Paired with the word “intercept” and in the context of this
problem statement, this suggests that the designed system of systems must be
able to move at a “rapid” speed to be able to stop a designated target within the
designated LBE.

7. Execute Theater Security, Crisis Response, and Law
Enforcement Missions

This implies that a certain minimum degree of force must be organic to the
system of systems. That minimum degree of force needs to be sufficient to be
able to influence the decisions of countries within the region. Assumed examples
of crisis that the system of systems would need to respond to include the
Indonesian tsunami of 2004, the mudslide of Leyte Gulf in 2006 or the tropical
cyclone that struck Myanmar in 2008. With regards to law enforcement missions,
the MIO teams must be able to collect evidence (as well as intelligence), and
must be able to exert ample force to selectively arrest, detain or kill specific

individuals as situations and rules of engagement require.
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8. ...coalition, interagency and joint environment
There are three principal implications to this statement:
a. Communications Standards

Especially in the case of coalition inter-operability, it cannot be
assumed that all participating coalition countries would have purchased
compatible communications equipment. For the purposes of this analysis, US
ships will have a communications capability comparable to present day
technology, and communications needs and standards for coalition ships will be
defined. In some cases, designated “fly-away” equipment to loan to coalition

ships will be identified in this analysis.
b. Legal Issues

While the US is not a signatory to the United Nations Convention
on the Law of the Sea (UNCLOS), the preponderance of nations are signatories.
While the U.S. Senate had not yet ratified the treaty at the time of the writing of
this report, the US conduct of operations has always been in concert with the
spirit of the UNCLOS. The United States President George W. Bush has also
sent the UNCLOS treaty to the U.S. Senate where it awaits ratification. As this is
assumed to be a coalition environment, restrictions of this convention and where

applicable, recommendations for changes will be introduced.
C. Intelligence vs. Evidence

Intelligence collected for the purposes of combating an adversarial
entity need not necessarily always adhere to the rules of evidence necessary to
convict an individual in a court of law. The standard for documentation and
collection of evidence is significantly higher for evidence than intelligence. As
one of the primary targets for a MIO is an insurgency, and the establishment and
authority of a working legal system is key to the success of a counter-insurgency

operation, this report will target intelligence collection to the standard of
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“evidence collection” whenever possible. If there is a discrepancy in capability
limiting collection to only “intelligence”, the difference will be identified for the

reader.

Additionally, as the problem statement requires an inter-agency
environment, some federal agencies potentially cannot utilize intelligence
information to accomplish their functions. Information about the guilt of an
individual that is garnered through less than legal means (intelligence) is often
not admissible in courts of law. Collection of “evidence” that can be freely shared
with law-enforcement agencies would be a key tenant to the successful

employment in the real world of such a system of systems.
9. ... security and shaping missions ...

As stated earlier, the ability to perform security and shaping missions
implies a minimal amount of force. MIO is inherently a subset of security and
shaping operations. Security and shaping operations can also include everything
from a psychological operations broadcast to presence/deterrence operations. In
chapter 2, the implications of a minimal force necessary to perform these

missions as it relates to the chosen architecture is examined.
10. Timeframe: 2013-2014

While the problem statement does not specifically identify a timeframe for
the problem, it does indicate that “current systems” will be used as a baseline.
Since the current (2008) baseline is considered the starting point, it is assumed
that the framers of the question are interested in how best to allocate request
funds for the next Program Objective Memorandum (POM) cycle. It is also
assumed that in the event that congressional funding was needed to procure any
large systems of high value in this system of systems, approximately five years

would be needed. As a result, the timeframe of 2013-2014 was selected.

If an earlier timeframe were chosen, then the selection of systems that

could be procured designed or developed would be more limited. Additionally,
12



the analysis would be targeted towards a year inside of the existing POM cycle
as of the writing of this report. Had the timeframe been later, then the accuracy
and immediate utility of this analysis would be degraded as the probability for
technology to have taken a greater advance (or failed to make an anticipated
advance) would have been greater.

11. Location

The problem statement did not deliberately specify any particular region of
the world. As a result, several assumptions are made in order to scope the

analysis of this project.
a. Hotspots

It is assumed that the place for which the system of systems will be
operating is a political “hotspot” in that there is some form of political strife,
insurgency, separatist movement or a rogue nation operating at the start of the
problem. This implies that the location will be someplace where there are people
present and someplace in the world that is politically unstable in 2008, while also

having the potential for instability in the years between 2013 and 2014.
b. Globally Applicable

In later analysis, a specific region of the world will be defined as a
scenario for the employment of the system of systems for MIO. The location
defined is a generic location. There is nothing in the analysis that limits the
applicability of the designed system of systems to just that specific area of the
world. The finished product described here will be intended to be globally

applicable to all areas of the world where MIOs would be done.
12. Level of Force

The purpose of this paper is not to define the rules of engagement
necessary to accomplish a specific mission in a specific scenario. Rules of

13



engagement will generally be very permissive and be limited to not harming
innocents or friendly units. Disabling fire will be allowed. None of the scenarios

used here will require employment of destructive fire capabilities.
13. Level of Boarding

All levels of boarding, as defined by NTTP 3-07, will be considered in this
analysis. Whereas the typical response to an opposed boarding given the 2008
baseline would be to request SOF support, it is assumed for this analysis that
SOF will be unavailable and alternative methodologies for coercing the ship to be
cooperative in the boarding will be employed. Such strategies are developed in

this report.
D. FUNCTIONS IN A MIO

There are eleven different major functional areas within the construct of a

MIO. They and the reasoning behind them are as follows:
1. To Provide Logistic Support

The need for a logistics functional area is abundantly clear from the
problem statement. The problem is set in an LBE. Given the previous definition
of LBE, it becomes readily apparent that in order for this system of systems to be
functional, a logistics tail will be necessary. The details of the logistics tail
necessary to support this system of systems are detailed in chapter ten.

2. To Provide Information Superiority

There are two fundamental parts to providing for information superiority.
The complete analysis of this function is included in chapter seven.

a. To Collect Intelligence

The first part is the collection of intelligence. In the case of this
analysis, the collection of intelligence is centered on the maritime environment
14



with the greater emphasis on the microscopic piece. The need to collect
maritime intelligence is specified by the problem. Additionally, macroscopic
intelligence provides very little information with regards to determining whether or
not a particular target vessel is smuggling elicit cargo. As will be shown in this
analysis, obtaining a priori knowledge of which contacts are smuggling elicit
cargo greatly increases the effectiveness of the MIO. This a priori knowledge
cannot be obtained via macroscopic means within the confines of a logistically

barren environment.
b. To Communicate

The second fundamental part of providing information superiority
relates to the communication linkages between friendly units and intelligence
gatherers. Information available in a national database needs to be accessible
(and updated by) intelligence collectors operating in the LBE. Tactical events
that occur need to be communicated to the units conducting MIOs as they occur.
Maintaining the links of communication to allow the system of systems to function

in its capacity of doing MIO is an essential function.
3. Operations Management

As with any complex system of interoperating parts performing multiple
simultaneous functions, there is a management function required. This function
will include things such as asset management, asset planning, contingencies

development and ISR management.
4, Maneuver

Actually making a transit in between an origin or set of initial conditions to
a point where the MIO will be conducted requires that participating ships and
aircraft actually make the transit. As such, “maneuver” is a key functional area
with regards to MIO.
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5. Detain

The potential exists that a vessel targeted for MIO would not be allowed to
enter a port facility, a country’s territorial waters or to be allowed to escape from
the vessels implementing the MIO. As such, a function of the system of systems
to do MIO must be able to detain a vessel against that vessel’s will.

6. Disable

If a vessel is deemed of such quality and a substantial enough threat it
may become necessary to render the vessel into such a state that it is no longer

capable of continued transit under its own power.
7. Board

For some senses of the definition of MIO, boarding is not required in order
to interdict, as would be the case for a blockade. However, if the target of a MIO
were a specific cargo onboard the ship, then it becomes a requirement to get
personnel onboard the target vessel in order to conduct such a search. While
the nature of the boarding may vary depending on the behavior of the target
ship’s crew, the simple function of being able to place personnel on the target
ship is required, in order to ensure successful interdiction when dealing with

specific cargoes.
8. Recover

If personnel are going to be placed onboard a targeted vessel, then there
will be a requirement to remove these personnel at some point. It is important to
consider the situation where one boarding team member is leaving at a time.
This single threaded system would leave the last member of the boarding team in
a vulnerable position relative to the rest of the crew, and is considered in detail in

the boarding/recovery chapter.
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9. Search

In between the boarding team’s arrival and departure at the target vessel,
there will be a requirement for them to search the ship for the elicit cargoes
described in the scoping section of this report. It is likely that these cargoes will
be hidden onboard the targeted vessel.

10. Abort

To be able to abort from a MIO is a function the system has to undertake.
Depending on the time that the decision to abort takes place, the implications
change. For instance, if the MIO is aborted just prior to the boarding team

launching, then there are fewer implications.
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Il. SYSTEMS ENGINEERING OF A MIO

A. SYSTEMS ENGINEERING MANAGAMENT PLAN (SEMP)

1. Purpose

The purpose of including the SEMP in this report is to show interested
readers the methodology for managing the process that led to the results detailed
further in this report. A fully disclosed methodology will help the reader to
determine the credibility of claims later asserted in this report.

The purpose of the SEMP is to show the methodology for managing the
process that will lead to a project completed on schedule, on budget for all
deliverables (as was the case for this project). SEMPs supplement the details of
the Project Plan (as required); provide particular focus on the technical plan of
the project and the systems engineering processes to be used for the project;
detail the engineering tasks; determine the technical challenges associated with
the project; determine the risks associated with the tasks; determine the extent of
stakeholder involvement and influence on the project work; describe the
processes needed for requirement analysis; describe the design and architecture
analysis and analysis of alternatives; identify the resources available for the
completion of the project; outline the project organization, schedule, and
resource commitments; and detail the communications, roles, and

responsibilities, of project team members.
2. Project Objective

The primary objective of this project is to design a system of systems that
does MIOs. This is assumed to be the primary focus of SEA-13 as it is the first
and most salient sentence in the project description. As the designed system of
systems is to be evaluated against the baseline, the implication is that the

framers of the original question were looking for improvements to the current
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baseline. New systems can also be evaluated against the current baseline.
However, given the 2013-2014 timeframe requirement, development of new
systems is avoided in this analysis. As such, beginning with the baseline and
analyzing the various costs and benefits of different improvements are the means
by which the primary objective will be accomplished. All improvements identified
in this report are believed to be either available at the time of its writing, or by
2013-2014.

Where an adequate improvement cannot be made, the area of technology
that would need investment in order to grow will be identified as a secondary

objective.

Lastly, an evaluation of different architectures will be considered.
Systems architecture is the fundamental organization of the physical,
informational, and logical entities of the elements that comprise the system. The
relationships between the elements and entities, the arrangement of said
elements and entities, and the associated rationales form a descriptive set of
perspectives (or views) that characterize the system operations and
effectiveness.

All MIO improvements and alternative architectures identified are done
under the scoping guidelines considered in chapter one. Key scoping guidelines

are as follows:
a. Must be a System of Systems

The final system will be a combination of interoperable systems.
The systems contained within the finished product should not be centrally
controlled, but be capable of having governance of the system changed when

needed.
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b. A MIO Must be Performed

The completed system of systems must be able to conduct
Maritime Interdictions (boardings), as well as be able to search a ship for
contraband. The system of systems should be able to intercept moving cargo at

sea, with or without the consent of the target ship crew.

C. Logistically Barren

The rules set forth in chapter one must be adhered to with regards

to the logistics, employment or operation of any given system.
d. Target Sets

Target sets are limited to guns, mortars, explosives, humans and
animals, as well as narcotics. Weapons of mass destruction (WMD) are explicitly

scoped out.
e. Maritime Intelligence Collection

The finished system of systems must be able to collect intelligence

across all scales.
f. Minimum Force Requirements

The requirements that a system is able to execute theater security,
crisis response and law enforcement missions implies a minimum amount of
force that the finished system of systems ought to be able to muster. The
requirement for the finished system of systems to be able to handle shaping and

security missions reinforces the minimal force ideal.
g. Timeframe (2013-2014)

The reasoning for this timeline is described in chapter one.
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3. Organization/Team-Structure

The original functional decomposition (FD) of “to do a MIO” comprised of
eleven functional areas. Since the span of control for an average leader is five to
seven people, it was highly desired to have no more than seven groups.
Composition of each team was intended to be mostly homogenous with respect
to the degree field of study of each area in order to facilitate the ease of
scheduling a meeting. However, it was also desired to have personnel who were
well versed in system engineering processes in each team in order to help instill

and reinforce the systems engineering process.

Team goals were focused on engineering the requirements to satisfy their
respective pieces of the FD. Wide latitude was given to each group in order to

best ensure an optimal solution.

a. Initial Organization

Immediately following the assignment of the tasking, SEA-13 was
split into four different groups. One group was focused on analyzing all available
open source information with regards to the tactics, techniques and procedures
for MIOs as done by various countries around the world. Another group was
focused on analyzing the technologies employed for MIO for those countries. A
third group was focused on examining the works of past SEA projects. A final
group was the Executive Steering Group, whose focus was to design the way
ahead following the completion of the work of the first three groups. All four of

the initial groups completed their tasking according to the plan and schedule.
b. Group Assignments

Individuals were assigned to groups based on three different
criteria: 1) volunteerism, 2) curriculum and 3) country of citizenship. It was
desired to make each of the teams as diverse as possible by way of nationality in

order to ensure that the views and values of represented cultures were included
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in the final product. Since the team functions closely mirrored some of the
available curricula, it was desired to make each team homogenous with this
respect. As an example, the operations group was made almost entirely of
operations research personnel. All of the electrical engineering and information
assurance personnel were assigned to the information superiority group. The
students from the systems engineering curriculum were assigned across most of

the teams, which prevented groups from being completely homogenous.

Individuals volunteering to be on a specific team were often given
leadership positions. In determining team leadership structure, volunteerism,
enthusiasm, communication skill and willingness to debate (as a positive quality)
were the primary factors considered. Seniority was not a consideration.

Volunteerism was the primary consideration.

The number of groups was calculated based on the idealized
assumption that no one person should have a span of control exceeding seven
people. With forty-six personnel assigned to this project, seven teams of five to
seven people generated the ideal teams for each functional area. With eleven
different functional areas identified, this meant that each team took cognizance
over one to two different areas. Other areas of the functional decomposition
(such as ‘legal’ or ‘abort’) are considered by each of the teams themselves and
were not placed under the cognizance of any one particular group. Table 1
details the mapping between major functional areas and group designations.

In addition to the groups identified (by functions of a MIO) in Table
1, there was a separate group responsible for modeling and simulation that
contributed to all MIO functional groups. This group was composed primarily of
personnel from systems engineering, operations analysis and the “modeling,

virtual environments and simulation” (MOVES) curriculum.
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Functional Areas

Group Name

Primary Curriculum

Logistics

Logistics

Systems Engineering

Information Superiority

Information Superiority

Electrical Engineering, Information Assurance

Operations Management

Operations Management

Operations Analysis

Maneuver

Maneuver/Detain/Disable

Physics, Mechanical Engineering

Detain Maneuver/Detain /Disable | Physics, Mechanical Engineering

Disable Maneuver/Detain /Disable | Physics, Mechanical Engineering

Board Board & Recover Systems Engineering, Physics, Mechanical Engineering
Recover Board & Recover Systems Engineering, Physics, Mechanical Engineering
Search Search Systems Engineering, Physics

Legal all None

Abort all None

Table 1: Functional decomposition and respective group assignments

C. Group Communications

Group leads met once per week at a time at which everyone’s

schedules permitted. A single required meeting once per week of group leads,

followed by regular email and phone contact between group leads and the

project lead were the principal mechanisms for working through the project. At

no point did it become necessary for SEA-13 to require specific work hours of all

of their members.

groups that are detailed here.

detailed below.

There was a multitude of lateral communications between

Major inter-group communication threads are

Each student group met with their respective faculty advisor at least

once a week.

CONOPS: The first piece of communication between groups was

the development of a MIO Concept of Operations (CONOPS).

The CONOPS

document gave a realistic scenario, complete with campaign phases, which

roughly approximated the kind of orders that a real world strike group might

receive. The CONOPS document provided a baseline starting point for which

each of the other groups could begin working on engineering and analyzing

refinements to each of their respective areas.
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Force list: The forces employed in the CONOPS were a key point
which the logistics group began to consider. Since the intent of the logistics
group was to calculate the logistics tail necessary to support the employment of a

MIO package, this was a key point needed for that group to begin work.

Search space/time parameters: As a result of the early
exploratory analysis done at the beginning of the project, it was quickly
determined that the baseline for searching a ship was the manpower intensive
employment of sailors that inspect ships using no sensor except the naked eye,
aided only by a flashlight. It has since been shown to be beneficial to make a
significant improvement on this search approach. It was determined that some
form of technology could be added to aid in the searching process. Determining
the implications of such additions with regards to the speed with which a sailor
could search a compartment with a given probability of detection was the reason
for constructing a model representing the sailors searching a ship, which is
detailed in chapter eleven. The relationship between the size of a vessel, the
capability to generate a probability of detection, the number of personnel
operating sensor equipment and the available amount of time was a key
parameter in developing both the search model, and was also a parameter for

the larger Naval Simulation System (NSS) model4 described in chapter eleven.

Specific equipment: Four of the seven teams in SEA-13 identified
specific equipment that would be of value in conducting a better boarding
operation.  All recommended equipment is presented in this report for
consideration. The potential exists for a given piece of equipment to require
logistic support. The logistics team was the principal recipient of information from
four other teams (boarding/recovery, info superiority, search and
intercept/detain/destroy) in order to ensure logistical support.

Equipment mass/density: An objective of this report is also to

identify the most effective mix of equipment for a team of a given size that is

4 NSS is a modeling system developed by Lockheed Martin for showing a macroscopic view of Naval
combat. See chapter eleven for details.
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looking for an illicit cargo of a given type. This equipment list has to take into
account that all members of the boarding team must remain buoyant at all times,
be able to climb a ladder for a given duration, and be able to effectively
maneuver and fight while loaded. The boarding/recovery and search teams
collaborated to ensure that these requirements were met.

Unmanned vehicle specifications: One area being modeled in
the “NSS simulation” (described in chapter eleven) was the modeling of the effect
on MIO if the quantity and quality of aircraft launched from the MIO platform were
changed. For instance, if a typical destroyer that deploys with two SH-60Bs on
board, then determining the full impact of replacing one of the SH-60Bs with
multiple smaller unmanned vehicles that have greater range, search, and

endurance was done.

Modeling design: There were a number of models built for this
project whose size and complexity varied from simple queuing theory models up
to elaborately complicated tactical simulations. The modeling team was largely
responsible for providing much of the manpower and expertise for the
construction of these models. Measures of effectiveness and performance, and
parameters were produced as a product of the engineering and analysis done by
each of the respective teams. The three principal models utilized in this project
are the over-arching NSS model (described in chapter eleven), the search model,
the boarding/combat model and various other analytic models.

d. External Communications

Prior to the final presentation of the engineering/analysis done in
this report, there were two mid-course reviews of the material. Staff and faculty
of the Naval Postgraduate School were in attendance and commented on the
progress and development of the final product. The first mid-course review was
held twice (7 Feb and 8 Feb). The second mid-course review was held on 10
April.
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4, Systems Engineering Process

The systems engineering process employed was the domain process
model (DPM). The DPM is formulated for problem solving, but in its abstraction,
focuses on prototyping trade studies to reach ahead to solutions that then
become the drivers for more detailed analyses. Areas of interest within a study
are modularized into unique domains. For instance, architectural analysis was a

domain unto itself and the various functional areas were considered in greater

The ultimate application of the DPM is to derive modules of functionality
(activities and processes) that are independent of each other. A module
implements an indivisible function, having only one input and one output.
Independence means that the function of the module is unaffected by the source
of the input, the destination of its output, and the history of the module. Modules
must be separately testable and have uniform work content. Such refinements
are the signs of a robust process and design. The application of DPM to SEA-13
implies that modules of work should offer flexibility in changing the aggregate unit
to improve performance (and therefore quality). This flexibility is enhanced by
dividing the tasks up into major functionalities. The result is a change made to
one module should have only local effects for each change to that module of

work.

As a result of the application of the DPM to SEA-13, the only major
variable to change with regards to architectural analysis was the delivery
platform. Changing of the fundamental methods for accomplishing each of the
functional areas (or domains) of SEA-13 was accomplished within each chapter

of this report.

A complete description of the DPM can be found in Appendix B.

27



5. Management Plan

a. Basic Strategy

In a typical SEA project, a purpose of modeling and simulation is to
determine the relative value and cost of a given architecture. Here, modeling

and simulation provide a more detailed refinement of the selected architecture.

Each of the teams (excluding logistics) employed a top-down
approach to their respective functional area of MIO. Each group documented in
this report their methodology and thought process that led them to a particular
conclusion regarding a particular refinement. After the completion of the
analysis/engineering that led to a given refinement, either a trade study or a

model was developed to show the relative merit of a given architecture.

The nature of a MIO causes some activities to occur independently
of other activities, so a monolithic single model of all MIO related activities was
not considered. For instance, a boarding team will take some amount of time to
secure a targeted ship. The amount of time that it takes a boarding team to
secure a ship is a relevant input into the NSS model (as is described in chapter
eleven) that shows the macroscopic movement of MIO related assets, neutral
ships and target ships. However, the NSS model does not need to model the
boarding team’s movements inside of the target vessel; it only needs to know
how much time would be lost as this activity occurred and what the associated
probabilities that more time would be lost as a result of an injury, fatality or

finding.
b. Constraints

No other guidance beyond the project statement was provided to
SEA-13. With forty-six members, an implied constraint was that the project
should be scoped such that the end product is reflective of their individual and

collective intellect.
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6. End-Product Requirements

The primary goal of this project is the generation of this report and the final
stand-up presentation. The report’s chapters and appendices will document the
complete methodology, engineering and analysis done to generate the ideal
system of systems to conduct maritime interdiction operations in a logistically
barren environment. The presentation will provide a summary of the report,
highlighting specifics that are of interest and representative of the breadth and

depth of the report.
7. Risk management

Risks to schedule, performance, and quality were identified and managed.
The major risks to consider with regards to completing the project and the
mitigating steps are detailed below.

a. International Students Overloaded

Risk: SEA-13 was done with a majority of students arriving from
Singapore. The project began simultaneously with their start of classes within a
week of their arrival at NPS. Each of the Singaporean students was required to
take four to five classes in addition to being tasked with making a relevant

contribution to the SEA-13 overall outcome.
Likelihood: Absolutely certain

Consequence: Severe. The impact of this course load on two-
thirds of the project team reduced the overall effectiveness of the team resulting
in seemingly more ground covered with less detail. Therefore the majority of
students working on SEA-13 were already overloaded. The Singaporeans and
other international student members of SEA-13 made great contributions to the
generation of this document; however it was done at great personal expense on
their part, perhaps to the detriment of participating in the full learning experience

offered by their other graduate-level courses. The U.S. team members for the
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most part have this project assigned during their last two quarters before

graduation.

Mitigation: Ensuring a heterogeneous mix of U.S. team members
in the project groups. This would allow a “lightly loaded” US student to pick up
the load should any of the Singaporeans become overloaded. Also, ensuring
that all students are enrolled in a class with a time slot associated with it. This

would guarantee that teams would be able to meet on a regular basis.
b. Potential Lack of Proper Skill Sets

Risk: Students assigned to SEA-13 might lack the proper skill set
necessary to conduct an analysis of a functional area. For instance, none of the
SEA-13 students knew how to run NSS (see modeling chapter) at the start of this
project. Although a student might be from a given degree field, that did not
guarantee that the student has had all of the courses necessary nor had been

exposed to all the relevant tools to function as an analyst in that field.

Likelihood: Moderate. All of the systems engineering curriculum
personnel were in the last quarter at the start of this project. The majority of the
membership of SEA-13 was well along their way. Very few were missing the

requisite course loadings.

Consequence: Moderate, the greatest fear in this problem was
that “you don’t know, what you don’t know”. If a problem was unknown, or a
flawed methodology employed, the experience of SEA-13 members may have
been inadequate to identify the flaw. At best, a resultant time delay could occur

as extra time was taken to discover and correct mistakes.

Mitigation: The ambitious and early start SEA-13 had allowed for
a greater deal of observer insight into the methodologies presented. Some of the
final results were presented as early as the second IPR. Additionally, faculty

involvement in interpretation of the results was essential.
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c. Naval Simulation System

Risk: The NSS system was developed by Lockheed Martin for use
by the U.S. Government to facilitate exactly the kind of analysis done herein.
However, the product is relatively new. In early examination, NSS demonstrated
very distinct instability problems. Furthermore, not all of the features inside of
NSS worked correctly or as “advertised”. This required the modeling and

simulation team to develop more creative solutions to implement the model.
Likelihood: Certain.

Consequence: Severe. Failure to run the NSS model would result
in no information regarding the value of surveillance assets, helicopters or varied
force packages. The queuing theory model would not be validated, and the
amount of analysis that could be generated by SEA-13 would be severely limited.

Mitigation:  For the first portion of the project, concurrent
development of an NSS counterpart model was done in MANA. Though this
model was a great deal more cumbersome than NSS with regards to
workarounds, it might have been able to produce a result if the majority of SEA-
13 personnel were assigned to work on it at the last minute. Furthermore, close
and frequent involvement by Lockheed Martin personnel for training and
technical assistance in configuration and operation of NSS helped to allow the

product to run successfully.
8. Configuration Management

Configuration management of the document form of the final product was
done using Microsoft’s SharePoint application. The interim process reviews were
managed by emailing segments of the PowerPoint to the team lead’s email

account and manually tracking/consolidating the slides.

With regards to computer models developed to answer specific questions
about the MIO process, each individual group was responsible for management

of these individual models.
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9. Verification and Validation plan

Verification of the results was done primarily by peer review, comparison

of results from different models and briefing the NPS faculty.
10. Product and Process Reviews

Two process reviews were done with open invitations to the staff and
faculty of the Naval Postgraduate School. Soft copies of each of the two briefs
were made available to outside entities such as OPNAV N86 and the CNO’s
Strategic Studies Group.

11.  Description of Deliverables

The principal deliverable generated by this effort was a document that
describes in detail the analysis and engineering work carried out. It was made
sufficient enough in depth to allow a reader, who does not have an engineering
degree to be able to formulate an opinion about the validity of the analysis
conducted and to gain an appreciation of the results. In the case where
modeling and simulation was done (or any physical experiments), enough
information was given to allow follow-on researchers to be able to replicate the

team’s work.
12. Waivers

Classification levels were an issue. This analysis could have been
conducted inside a Coalition Enterprise Information Exchange System
(CENTRIXS) or an ad hoc enclave that had been properly accredited to the
requisite degree of classification for the nationalities of all involved personnel.

This would have allowed a much greater analysis to be conducted.
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B. SYSTEMS ENGINEERING PROCESS

1. Needs Analysis

As with any systems engineering process, the beginning rests with the
real reason that this work was being considered. MIO was being considered as
there continues to be a legitimate deficiency in this area in the fleet at present

day.

MIO is a supporting mission. Whereas an activity like surface unit warfare
might be done for the specific case of destroying enemy naval combatants, MIO
is only done in support of a larger objective. MIOs could be done in order to
influence the political will of a government. They could be done to strangle the
supply lines of an insurgency. For the purposes of this analysis, strangulation of
the sea lines of supply utilized by insurgents was the principal target. The ability
to cut off an insurgent group’s use of the maritime environment for shipment of
supplies allows the Navy to play a very significant role in future counter

insurgency operations.

From 1990-2003, coalition Naval forces essentially blockaded Saddam
Hussein’s Iraq for the purpose of preventing his oil from reaching the open
market in accordance with UN Security Council Resolutions. During this
timeframe, MIOs were employed against the Iraqgis to interdict this cargo. As
stated earlier, the MIO was not done for the sake of itself, but rather to influence

the Hussein government in Iraq.

From 2003 to the writing of this report, coalition forces employed MIO in
the Northern end of the Arabian Gulf, and off the Horn of Africa in order to
interdict the maritime movement of insurgents and insurgent supplies. Again,
MIO was not done for its own sake, but rather to aide coalition forces ashore in

their counter-insurgency efforts.

Some of the cargoes targeted in this document continue to be of

significant value to terrorist organizations. Thus, it was reasonable to assume
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that they will take measures to either hide or defend their cargo. This implied
that the safety of the boarding teams may very quickly become jeopardized
should the crew of a targeted vessel choose to fight the boarding team rather
than risk being captured. Therefore, there was a very strong need to ensure the
safety of boarding team members. Should the need arise to place boarding team
members in harms way, then there will be an obvious need to ensure that the

boarding team has the best possible probability of survival and success.

Although the Arabian Gulf region provided a fertile base for which to
derive plausible scenarios, analysis was intended to be generic to anywhere in
the world. Concepts developed in this report were applicable to any maritime

region.
2. Stakeholder Analysis

The process of a stakeholder analysis started with looking at all of the
different items of value associated with a MIO from their initial assembly, to their
disposal. Entities involved with the creation, movement or disposal of an item of
value were considered stakeholders.

As stated in the scoping section of Chapter One, targeted cargoes were
limited to smuggled humans/animals, illicit narcotics and conventional weapons

in the forms of guns, mortars and explosives.
a. Originators

Narcotics: In South America, the cartels continue to be the most
obvious generators of narcotics. In evaluating southwest Asia, the Taliban
remnants and tribal warlords still are the principal generators of opium and heroin
for trade on the open market. Both of these organizations have an obvious stake

in ensuring that their products reach their end markets.

Weapons: This project focused on the interdiction of arms
intended for the enemies of the United States and its allies. Principal generators
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of such weaponry include countries like China, Russia, North Korea and Iran.

The governments of these countries were stakeholders in this analysis.

Humans/animals: Smuggling of humans refers to both movement
of terrorist/insurgent personnel as well as people who are being involuntarily
smuggled and people who are being smuggled in order to circumvent normal
immigration pathways. The people being smuggled themselves are obviously
stakeholders in this analysis irrespective of their intentions. Organizations that
facilitate their transfer have a stake in ensuring that they arrive at their
destination in order to get paid or to guarantee their good name should payment
already have been given. Such organizations might include various criminal

organizations such as the Japanese Triads.

Investigation into the detection of smuggled animals was not
required by any interested parties. However, any technology employed in the
detection of humans will also be able to detect animals. This may be applicable
for detecting the smuggling of endangered species. Detection of animals is

largely incidental, but not a focus area.
b. Mid-course movement

None of the targeted cargoes are restricted in their movement to
only the maritime domain. All of the targeted cargoes can be shipped via land
routes, where geography permits, and by air cargo when geography does not
permit. A highly successful MIO campaign may cause an adversary to begin
shipping illicit cargo via non-maritime routes. This increase in the movement of
illicit cargoes by non-maritime routes may cause an increase in the amount of
illicit cargo smuggled through land and air routes. Therefore the agencies
responsible for border security in a respective region or airport security become a
stakeholder. Though none of these organizations would protest a more
successful campaign, it is important to note that on a long enough timeline, an

effective MIO may cause more materials to move via alternate routes.
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During the mid-course movement of illicit goods from source to
destination, those responsible for the safety and transport of the illicit cargo are
stakeholders. Specifically, the crew of the target ship may be a stakeholder. If
the crew is aware of the nature of the cargo being smuggled, they are definitely a
stakeholder. If the crew is unaware, they are still a stakeholder. In the event that
coalition forces should interdict the illicit cargo, then the owners of the illicit cargo

may seek retribution against the target crew’s interest or life.
c. Consumers

In the case of smuggled narcotics, a limited supply entering the
destination country may place the distributors of such narcotics in a position of
being unable to meet their customer's demand. This will cause a rise in the
“street value” of narcotics, a rise in crime as addicted customers have to resort to
other means to obtain the wealth necessary to make a purchase of narcotics,
and potential opportunities for competing narcotic traffickers who had not been

interdicted to grow their operations.

For the case of the tools of insurgency, the primary stakeholder is
the recipient of such weaponry. As long as an insurgent organization is able to
continuously resupply via a sea route, then whatever organization they are
fighting will have a difficult time ending the insurgency. In the event that the
necessary supplies needed to continue an insurgency are interdicted, then an

insurgency’s options on how to continue their fight will become somewhat limited.

In all of the above cases, the supplier is a stakeholder again due to
the adverse effects that MIOs have on the users of insurgency supplies and
narcotics. Should a country like China be supplying arms to an insurgency, and
that insurgency fails due to the interdiction of said armaments, then a country like

China will be unable to exert their influence.

If a vessel is non-compliant with the MIO process, they may choose
to either oppose the boarding team through employment of violent force, or they
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may choose to attempt to run away from coalition forces. Depending on the
perceived threat, national/coalition willpower, and the rules of engagement, it
may be necessary to disable that particular vessel. In disabling the vessel, it
may be necessary to ensure that a country in the region either take custody of
the vessel or be willing to assist in repairs.

Lastly, should a given vessel be deemed too deeply embroiled in
illegal activities, it may be seized and the crew detained. At this point, it will be
likely that the captured vessel will need to be moved to a friendly country in the
region. If no such country exists (and insufficient willpower exists to sink the
captured vessel), then it will need to be moved out of the area to a friendly
country. This friendly country becomes a stakeholder as they are now

responsible for the disposal of the vessel.
d. Ubiquitous Stakeholders

At all points in the movement of targeted cargoes, the US
government and its allies are stakeholders. The very creation of narcotics is
generally a detriment to governments worldwide. The very creation of the tools
of an insurgency for shipment into a hostile area creates work necessary to

interdict said cargoes.

During the interdiction of illicit cargoes, there is a clear ‘transfer of
value’ that occurs as a coalition Navy takes custody of the illicit cargo.

Finally, should the illicit cargo be successfully interdicted, then
there exists a very good chance of second order effects occurring in the
destination country. These second order effects potentially impact the United
States and its allies. For instance, failure of an insurgency to resupply may
increase the probability that an insurgency will collapse. As the collapse of most
insurgencies is considered highly desirable, the United States and its allies
become ubiquitous stakeholders at all points in the value chain from creation to

employment.
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3. Functional Analysis

The full functional analysis of all the pieces of “to MIO” is included in

Appendix A.
4, Requirements Analysis

Individual requirements for each of the major functional pieces are

contained throughout.
5. Architectural Analysis

This section will define the various qualitative measures of architectures.
Section C of this report will analyze the degree to which one measure is more
important than another. It will also describe four basic architectures and
generate a relative score for each of them. This section will also identify the

finalized selected architecture.

For the different criteria identified below, a given weight from 0 to 10 is

assigned. Table 2 details the relative weights for each of the evaluation criteria.

Effectiveness 10
Crisis Response Capability 9
Logistic Independence 8
Survivability 7.5
Relative Footprint 7
Climate Independence 6
Risk 5.5
Cost 5
Mobility 3
Stealth 2

Table 2: Relative weights for architectural evaluation criteria
a. Architectural Criteria

Effectiveness: While the term “effectiveness” denotes a lengthy
discussion regarding Measures of Effectiveness (MOEs), such discussion

exceeds the scope of this section of the document. MOEs for individual portions
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of the system of systems are divided throughout the upcoming chapters.
However, the degree to which a system will reliably be able to determine which
ship to target for a MIO and be able to locate hidden cargoes without the consent
of the target ship’s crew is a criterion worthy of general consideration in

architectural evaluation.

Effectiveness is given the highest priority for the simple reason that
the fundamental reason for doing a MIO in the first place was to accomplish a
given mission. Other factors could potentially intervene. However, if an
architecture is believed to be unable to even accomplish a mission, then it should
be removed from consideration. If ability to be effective at accomplishing a
mission is deemed inferior, then the other alternative should still be considered.
However, a significant combination of other factors with less weight will need to
be able to override a lack of effectiveness to compensate.

Crisis Response Capability: As also required by the project
statement, the designed system of systems must be able to respond to regional
crisis. It is assumed that the system of systems would need to be able to
respond at somewhere from a minimum participatory capacity to something less
than the general size of Operation Unified Assistance. That operation was done
with multiple coalition vessels, the Abraham Lincoln Carrier Strike Group and
both the USS Bonhomme Richard (BHR) ESG. The BHR ESG was later
replaced with the USS Essex and USS Fort McHenry.

Crisis Response capability is a more subjective term than
“effectiveness” and can be defined to mean many things. As a result, it has been
given less priority than overall perceived effectiveness. However, crisis is
naturally an opportunity in waiting. There are numerous advantages with regards
to being able to respond to crisis, such as humanitarian disaster. Entire regions
that may have been previously deemed “staunchly anti-American” can be
convinced to be “pro-American” or at least tolerant in a matter of time if the
United States correctly positions assets that are flexible enough to respond to

different kinds of crisis. Because of the massive fringe benefit in being able to
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seize an opportunity (i.e. respond to a crisis), ability to handle a diverse array of
circumstances is of high priority. Furthermore, the project statement requires
that any system of systems developed here be capable of responding to regional

and theater crisis.

Logistic Independence: The project requires that the developed
system of systems be able to operate in a logistically barren environment.
Consequently, the ability of a system to continue functioning as external logistic
support is removed is a key factor in rating one architectural alternative over
another.

As is required by the project statement, any developed architecture
must be able to operate completely without the support of a region of interest. If
an architecture requires excessive quantities of supplies and/or personnel to
operate, then it should receive a lower score. Logistic Independence is given a
higher weight as it is a requirement of the project mission statement, however it
is of less importance than being able to accomplish a mission or seize on an
opportunity. The employed system of systems is not being employed to
demonstrate its logistic independence, as it is there to accomplish a mission that
extends beyond the maritime domain. Inability to accomplish that mission

negates the necessity of the architecture, regardless of how easily supplied it is.

Survivability: Given the definition of logistically barren, it is a
logical conclusion that the area in which the MIOs are to be conducted is
distinctly unfriendly to a coalition presence. As a general consequence, it can
reasonably be concluded that hostile forces may attack coalition assets
performing the MIO. For instance, pirates may attack the boarding team while
they are on another ship. Alternatively, a foreign power may choose to interfere
with the conduct of the MIO. It is assumed that the designed system of systems

ought to be able to withstand such hostile interference.

Implicit in the requirement for the system to be able to operate in a

logistically barren environment is that the environment is generally unfriendly.
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Either foreign powers, terrorists, pirates and potentially even excessive anti-
American sentiment can result in potentially severe damage to an employed
architecture. The employed architecture should be able to either survive the
anticipated levels of violence, or it should be able to perform corrective

maintenance on itself.

Climate Independence: Since nothing about the project statement
allows for constraints to be placed on the environment, it can be concluded that
the system of systems should be able to operate with equal ability in both day
and night. Furthermore, in looking at all of the potential “hot-spots” of the world,
they are all capable of receiving foul weather in the form of either typhoons,

shamals, high sea-state and/or cold weather.

If an architecture is limited in its ability to perform at night, then
other criteria will suffer. Though it might be reasonably effective on average
when operating and able to respond to a crisis or be logistically independent, if it
is periodically impeded due to weather, then its overall utility is diminished.
Climate independence is given a priority, but not as high as the aforementioned

architectural evaluation criteria.

Relative Footprint: No part of the US Navy is exclusively devoted
to MIO as of the writing of this report. It is the opinion of the authors that the
design and construction of a ship specifically to do MIO is a radical step that is
not necessary. Instead, the preferred approach is to examine modifications to
existing platforms to allow them to be more effective to do MIOs. Minimization of
the relative “footprint” on each of the utilized platforms is a highly desirable

quality for the designed system of systems.

It is likely that any employed architecture will require an alteration to
an existing platform. The degree that an alteration is required to a given platform
likely diminishes that platform’s ability to perform other functions. However, if the
mission is important enough to undertake, it is important enough to undertake it

correctly. The relative footprint imposed by the architecture on existing systems
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is important enough to utilize it as a criterion for distinguishing between
alternatives, but in terms of the more mission-centric criteria, it is of less

importance.

Risk: Different degrees of technological sophistication are required
to implement the different architectures described in section C of this chapter.
Two basic categories of risk will be considered here. The risk to the personnel
charged with operating the system of systems and the risk that a given system

will not be technologically feasible are both considered.

Obviously, a system which has a low risk of failure in its
development and does not place any humans at risk is more desirable than a
system which fails to accomplish these tasks. However, there is a certain degree
of risk inherent in conducting a MIO in the first place. If the risk of doing a MIO
were truly greater than the benefits, then the MIO mission would never be
ordered in the first place. Therefore, risk posed to humans and risk of

developmental failure are given a lower weight.

Stealth: The more a system of systems can conduct MIOs without
alerting or interfering with the target population, the more intelligence it will be
able to generate while also minimizing risk to the operators of the MIO system.
Furthermore, a stealthier system exposes the boarding teams to less risk as they
would have an element of surprise. Stealth is also good in the sense that an
unsuspecting smuggler may not take as great of precautions in concealing illicit
cargo prior to a boarding team’s arrival. In these regards, a stealthier MIO

system of systems is more desirable.

However, it is also noteworthy that a stealthy MIO system does little
to deter a shipper of illicit cargo. There is also a possibility that the target of a
stealthy MIO may react violently, causing boarding team members to be placed

at risk. In these regards, stealth is outwardly undesirable.

Lastly, MIO is defined internationally as being an inherently legal
action. Inherently legal actions that have the credibility and backing of a body of
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nations like NATO or the United Nations generally do not require stealthy
practices. Because of the lack of an explicit requirement for stealth, and
potentially undesirable effects of stealth, stealth is given a very low score.
Stealth is still considered desirable due to the fact that publicity concerns about
the MIO and its deterrent value can be overcome by public affairs action should

that be a requirement.

Mobility: The term “logistically barren” implies that the location for
which MIOs will be conducted is not in close proximity to any coalition partners.
Thus, the system of systems will need to be able to move to this location.
Therefore, the system should have adequate mobility to be able to reach such a

destination in a time-span short enough to allow a difference to be made.

As a logistically barren environment is defined as one where there
is no logistic support in the environment, and friendly/allied countries provide
logistic support, one can very quickly deduce that the logistically barren
environment is an operationally significant distance away from anyplace friendly.
Since the finished architecture will originate someplace friendly, then there is an
obvious need for the architecture to be able to move on its own. However, the
time required to make such a transit is not specified in the problem statement.
As such, mobility is given a very low score, but is still included for completeness.
It is also worth noting that an immobile system should not be considered in this
analysis due to the imposed transit requirement.

Four architectures are considered here. They are ESG based MIO
(which is essentially the baseline), the submarine launched MIO, heli-borne MIO,

and the non-logistically barren MIO.

Cost: As with any other decision alternative, fiscal realities may
prohibit realization of a given system. Due to the lack of mention of financial
considerations in the project statement, cost will be considered, but not to any

significant degree of analysis.
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As stated before, if the MIO mission is worth doing, then it is worth
funding to the appropriate degree. The appropriate degree needs to be a degree
that allows it to accomplish its function. As such, the above criteria are given

greater consideration.
b. Selected Architecture

The selected architecture, as described in section C, is the

Expeditionary Strike Group (ESG) based architecture.

This ‘surface based’ architecture will employ small surface craft to
transport boarding teams equipped with an appropriate set of equipment to
search the target ship in the most expeditious and effective manner possible.
The boarding team will have the equipment and tactics necessary to conduct
boardings independent of the level of opposition. This boarding team will be
supported by a number of UAVs that are capable of rendering disabling fire
against a non-cooperative target vessel, as well as being able to conduct ISR
over a large area. The relative merit of coalition forces providing various ISR
assets of different capabilities will be evaluated.

6. Design Optimization

With the baseline architecture established, there are a number of areas
that can be refined. These major areas of refinement mirror the six major
functional areas of “to do a MIO” that are discussed in chapter one. For each of

the parts of the MIO system, they will be optimized to varying applicable criteria.

For instance, the current baseline (as will be discussed in chapter six) is
primarily sailors manually searching through the cargo holds of suspect vessels.
Employment of other sensors that can detect explosive residues will greatly
improve the effectiveness of such search teams. This refinement increases the

overall effectiveness of the overall MIO package.
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The individual functional areas each detail their own individual refinements

in each of their respective chapters.
7. Validation

Validation of the final engineered product is done first internally by
implementing various refinements inside computer models that simulate various
pieces of the MIO process. The relative degree to which an engineered
improvement generates an improvement in the MOEs of a model will be

documented herein.

Validation of results will also be accomplished by the Delphi method (i.e.,
discussing the final materials with stakeholders, the NPS faculty, and invited
guests on the 5™ of June, 2008). Alterations and refinements to the report will be
made as necessary following this out-briefing and follow-on working groups.

Participating stakeholders have also been provided with draft copies of the
report and given ample opportunity to comment. Any irresolvable objections by

them have been documented in this report.

Lastly, a copy of this report is posted on the internet and made available

for review/comment by any interested parties.
8. Verification

Verification, or the establishment of the truth and correspondence
between a product and its specification, can only be done as refinements
suggested herein are fielded by operational forces. Surveys of boarding teams,
ship’s captains, and operational staffs should help to determine the effectiveness
of individual refinements suggested. Furthermore, many of the members of SEA-
13 have had either direct experience on boarding teams or managing MIOs at a

staff level (in the case of the student project lead).
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9. System Operational Use

The system employed will never be one hundred percent effective. In
general, the probabilities of interdicting a targeted cargo that may or may not
exist on a ship that is not identified in advance are small. The technology and
techniques developed in this document are designed to improve these odds;
however, it is important to note that no MIO will ever be “air-tight” to a specific

type of cargo as long as vessels are allowed to transit.
10. System Retirement and Disposal, Updates

The individual chapters of this paper will document the retirement,
disposal and updates of the technologies identified in each of their respective

areas.

C. ARCHITECTURAL ANALYSIS

1. Expeditionary Strike Group (ESG) based architecture

An expeditionary strike group consists of a three ship amphibious ready
group (an LHD, LPD and LSD class ship), one or more cruisers or destroyers, a
supporting logistics tail, and a submarine (in some cases). For the purpose of
this analysis, the submarine will not be considered as it is likely that the
submarine will be treated as a national asset and will be unavailable for the

performance of MIO related functions.
a. Benefits

As a generality, ESGs are very well understood in terms of their
flexibility and adaptability. They can do a wide range of missions and are

generally well suited to all tasks that are in the “lower ends of warfare”.
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b. Drawbacks

ESGs are large and bulky requiring many ships to be effective.
They have a high maintenance and operation cost. However, this cost is

generally well understood and offset by its multi-mission capability set.
c. Scoring

Effectiveness — 10: Of the architectures considered here, the
ESG architecture is able to handle the greatest number of boarding teams,
personnel and supporting assets. It has the greatest amount of firepower and
the greatest ability to support a boarding team without having to refuel. It also

has a good ability to handle confiscated material.

Crisis Response Capability - 10: ESGs have been employed for
crisis response in the past. The Bonhomme Richard ESG and later the Essex
ESG were instrumental (beyond the Abraham Lincoln Carrier Strike Group) in the
efforts of Operation Unified Assistance to relieve the inhabitants of Sumatera
from the damage inflicted by the 2004 Tsunami. The Essex ESG was later
employed in relieving the inhabitants of a Leyte Gulf village following a mud-slide
that covered an entire town. No other architectural concept presented here has

the proven track record of ESGs in responding to actual/real-world crisis.

Logistic Independence -8: ESGs still require a logistics tail to
support them. However, this process is fairly well understood with a wealth of
experience already available. Once supplied, ESGs are likely able to operate for

extended periods of time without refueling.

Survivability - 7: Depending on the composition of forces, ESGs
lack the kind of the stand off weaponry necessary to survive a full attack by a
near-peer competitor. They also do not possess an organic mine-warfare
capability. However, in the 2013-2014 timeframe, the ESGs could have an
adequate force protection capability, to include a fully fielded Close in Weapons

System, block 1B. ESGs also possess numerous Marine Corps assets such as
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the AH-1 Cobra that can easily neutralize any small threats to the strike group.
Furthermore, ESG’s also carry hundreds of Marines, many of which will have

already been trained to conduct MIOs.

Relative Footprint - 10: ESGs have a lot of area in them for
handling everything from UAVs to miscellaneous cargo. Of all the ship classes
employed by the U.S. Navy, the amphibious ships of the ESG have the greatest

available area for handling modifications relative to their size.

Climate Independence — 10: ESGs can operate in a wide range
of sea states and climate conditions. High sea states and typhoons will prohibit
an ESG’s conduct of operations. However, these conditions will also cause the
targeted vessels (particularly if the discussion centers around a vessel that is

even less resilient) to divert first.

Risk - 10: As ESGs are a well developed technology, their risk
with regards to feasibility is very small. Furthermore, as ESGs do have a great
surface lift capacity as well as a vertical lift capability, medical evacuations are
relatively easy to accomplish by a variety of means. ESGs also have an inherent
hospital capability organic to the LHD.

Cost - 8: ESGs are a sunk cost. The US government has already
purchased a number of these and continues to employ them for a variety of
purposes. Although their maintenance and operational costs are not
inexpensive, it is important to note that this too is likely a sunk cost. Dispatching
an ESG to a troubled spot in the world has added benefits besides being able to
conduct MIOs.

Mobility - 10: ESGs are intensely mobile. They are a proven
technology and routinely deploy from San Diego, Sasebo and Norfolk to areas as

far away as the Persian Gulf.

Stealth — 2: Only a vastly technologically inferior entity could miss
the presence of an ESG. Their size and composition make them easy to locate

using even the crudest of surveillance techniques.
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2. Submarine Enabled MIO

As it was desired to develop radically different architectures to evaluate
MIO, varying the principal delivery mechanism for moving the MIO package into
the logistically barren theater of interest is the primarily altered variable between
considered architectural alternatives. Submarine delivery of a MIO package into
a theater poses a number of advantages in terms of stealth. However, in other
areas, the submarine based MIO has difficulties. In terms of defensive
capabilities, a surface vessel is engineered to be on the surface. A submarine
does not have this advantage once surfaced. As such, it is assumed in this
analysis that in order to do MIOs, a submarine must be able to conduct the

interdiction without surfacing.

Furthermore, if a boarding team where to suddenly appear in the vicinity of
a target vessel, it would be a strong indication of a submarine being in the area.
However, the exact location will still be unknown, and the submarine will still be

defended from the target ship by virtue of its depth.

The basic idea behind a submarine enabled MIO is to operate in theater to
deliver boarding teams onto target vessels. While not always the case, boarding
teams will need to be able to launch while the submarine is submerged in order
to preserve the stealth aspect of the submarine. Almost every submarine
launched boarding team will surprise the target vessel. This will require the
design and construction of a MIO vehicle capable of launching and docking from

a submarine.

This will also require the submarine to launch UAVs when submerged in
order to provide overhead ISR and large area surveillance. The same UAVs will
need to be able to maintain a radio communications link with a satellite equipped
with a blue green laser that can talk to the submarine. This will allow the
submarine to use UAVs as an ISR asset, or potentially a fire support asset for the
boarding team.
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a. Benefits

Submarines, particularly nuclear ones, have great mobility, stealth
and endurance. They can stay at sea for months on end without degrading their
operational capability. They are also generally independent of their logistic
pipeline with the exception of disposal of captured illicit cargoes.

b. Drawbacks

Communications with any relevant link from both a tactically
sufficient speed and depth will remain a problem for the submarine community
for many years to come. Although blue-green lasers have produced some minor
results with regards to communications with submarines, this technology has not
matured to fruition. In order for the architecture to work, it is assumed that this
technological challenge has been overcome. Surface wire antennas could
potentially allow for line of sight communications linkages with a UAV depending

on the speed and depth of the submarine and design of the antenna.

UAV launches from a submerged submarine open up a variety of
different challenges in both the design and construction of the submarine as well
as the UAV. Such a UAV will likely be inordinately expensive and complicated
with a high failure rate as it would need to be able to both fly at tactically relevant
altitudes and speed while also being able to submerge in order to rejoin with the
submarine. Alternatively, the UAVs could be disposable such that recovery

would no longer be a requirement.

Communications between the boarding team and the submerged
submarine will be very difficult. The boarding team will have to rely on satellite
communications in order to reach back to the submarine. In the event that a
target crew becomes violent, the submarine may be unaware of this event, or
unable to respond as the time necessary to send reinforcements will be

prohibitive.
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Lastly, MIO is not a primary mission area of submarines in the US
Navy, nor is it likely that it will be a mission area by the timeframe identified for
the scope of this project. It is very improbable that a submarine would be

assigned a MIO mission as it will likely receive tasking of higher priorities.
c. Scoring

Effectiveness — 2: A submarine MIO force cannot act as an
effective deterrent if any potential suppliers are unaware of its presence.
Launching and recovery of a boarding team will likely be greatly more
complicated than it would be for surface combatants, which will result in fewer
MIOs being done. While the submarine may be more effective in specific
scenarios where stealth is paramount, a submarine based approach would be of
little value given the average type of MIO conducted at the time of the writing of

this report.

Crisis Response Capability - 1: With the exception of a
significant Naval incursion by a foreign power, the ability of a submarine to

respond to a crisis is somewhat limited.

Logistic Independence - 5: Although a submarine can operate for
months on end in the traditional roles of submarines, it cannot conduct an
underway replenishment with the same degree of efficiency as surface
combatants. The resupply of things like small boat fuel will be prohibitively
difficult for a submarine. As resupply will be important (given a submarines
relatively limited storage space), a submarine is not given a very high score for

logistics independence.

Survivability - 10: Given the relative technological sophistication
of modern submarines and their relatively high degree of stealth, the probability
that an adversary would be able to render a submarine inoperable from its MIO

mission is the smallest for all of the architectures considered here.
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Relative Footprint - 0: The number and extent of modifications
required to a submarine to allow it to efficiently perform a MIO mission would be
greatly prohibitive. Additionally, alterations to the exterior of a submarine require
a great deal more engineering than do alterations to the exterior of a ship as
these alterations have to be able so survive without compromising the hull while

operating at tactically significant speeds and depths.

Climate Independence — 10: Submarines can operate in any
condition and sea state. If done at sufficient depth, the launching and recovery of
a boarding vessel of some form should also be equally unaffected. Boarding a

target ship in high seas will be equally difficult.

Risk - 1: The complexity involved in launching and recovering at
depth, conducting communications with the boarding team and surveillance
assets, and the communication linkage between a submerged submarine

operating at speed and depth are prohibitive.

Cost - 1: Relative to the other architectures considered here, the
cost of the modifications to the submarine, and the cost of specialized boarding
craft and UAV’s that are capable of launch/recovery at speed and depth will be

greatly prohibitive.

Mobility - 10: Submarines can traverse a large ocean with equal

ease to other platforms.

Stealth — 10: Submarines are the stealthiest of platforms.
3. HVBSS based MIO

This architecture assumes the availability of a ship capable of handling a
large number of helicopters, such as a CVN or LHD/A. Even an LPD can handle
a significant number of helicopters. It is assumed that rules of engagements are
sufficient to allow a helicopter to engage in fire support of a distressed boarding
team. It is also assumed that the main platform can be out of visual range from
the target vessel.
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The basic premise is that a ship with a multitude of helicopters and more
boarding teams enters an area and searches merchant ships for targeted illicit
cargo. Boarding team members will rappel out of the helicopter onto the target
vessel along with all of their search equipment and proceed to search the target
ship. Following the completion of the search, the boarding team will then need to
return to their ship of origin. Assuming they did not bring a surface craft of
sufficient range to transit back (and also assuming the target merchant vessel will
not assist in the transit back to the originating ship), then the helicopter will be

required to move the boarding team back.

Communications with the boarding team will be very difficult in this
environment. Though a helicopter could act as a relay, the probabilities that it
would be of sufficient altitude to perform this function are improbable. In order to
ensure that communications with the boarding team remain constant, a
dedicated airborne relay will be required. Alternatively, the boarding teams will
need a satellte communications capability should an airborne relay not be

available.
a. Benefits

The principal advantage to HVBSS based MIO is that the MIO can
be done independent of sea state, at greater ranges, and on multiple targets.
Opposed boardings done from a helicopter are also safer, as there is no
requirement for boarding team members to physically jump between craft or to

climb high freeboards starting at sea level.

The relative speed at which a boarding team can move from the
parent ship to the target ship may give some advantage in the event that the

target ship is capable of great speeds.

The larger number of helicopters required to carry multiple boarding

teams will provide additional de facto ISR assets.
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b. Drawbacks

The consequence of a failing helicopter could be potentially severe.
Additionally, conducting MIOs at night from a helicopter will be very dangerous.
Rappelling out of a helicopter poses a number of severe risks to the boarding

team members.

In the event that an adversary should choose to attack the boarding
team while they are onboard a target vessel, helicopters alone may be an
insufficient response/deterrent to prevent this from happening. A vessel like a

DDG is much more suited for this task.
c. Scoring

Effectiveness — 7: An HVBSS-centric architecture can conduct a
potentially larger volume of MIOs than a surface centric approach. However, the
high likelihood of failure of at least one part in the HVBSS process as well as the
time taken to mitigate the ensuing consequences will likely degrade the

effectiveness of an HVBSS based architecture very quickly.

Crisis Response Capability - 8: While an HVBSS-centric
architecture has a lift capacity comparable to an ESG, it is incapable of

responding to a crisis perpetrated by a foreign power.

Logistic Independence -7: The greatly increased reliance of
helicopters on logistic support requires a larger number of spare parts to keep

them running.

Survivability - 6: Helicopters are an inadequate stand-off weapon
as it relates to surface unit warfare. If the task force were to be pursued by a
near peer competitor, it would have a reduced probability of survival relative to
that of a surface unit centric MIO force. However, as the term ‘survivability’
relates to the probability that the boarding team will survive, the increased
number of helicopters will offer some degree of close air support capability.
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Relative Footprint - 7: The helicopters employed will need to be
more specialized for rapid egress of the boarding team as well as a more

expeditious means of recovery than is currently employed.

Climate Independence — 9: Helicopters require correct winds to
recover onboard the launching ship.

Risk - 4: While less risky than a submarine launched MIO,
rappelling out of a moving helicopter onto a moving ship that is potentially loaded
with hostile adversaries poses an inherently large risk to the boarding team

members.

Cost - 9: As stated earlier, aircraft are generally more expensive to
operate than surface vessels such as the rigid hull inflatable boats. However,
when compared to the overall cost of operating a complete ESG, a pure
helicopter centric approach is a single ship and offers some financial advantages.

Mobility - 10: As with the submarine and surface ships, a
helicopter carrier is equally capable of making an expeditious transit across a

large ocean.

Stealth — 4: While the presence of the helicopter carrier may be
generally known to potential targets in a given region, the approach speed at
which the helicopter approaches the target ship may allow some amount of
surprise of the target ship. As stated in the stealth section for the submarine
based MIO, this is not always advantageous.

4, Non-Logistically Barren

The requirement that the designed MIO system be able to operate in a
place devoid of logistic support directly necessitated the requirement for some
kind of launching platform that could survive in a hostile territory for an extended
period of time. Although outside the scope of the problem, it is an interesting
exercise to consider totally alternative mechanisms for implementing MIOs
should this restriction not have been placed.
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If infinite resources were available inside of a given region, ships are not
entirely necessary. Small craft can operate from a shore facility at substantially
reduced cost than that of a DDG. Additionally, aircraft based on land can provide
a credible fire support deterrent towards hostile nations that may intervene in a
MIO as well as to the crew of a target ship.

If available, a port facility would be a more ideal place from which to
conduct a MIO. If the target ship could be persuaded to pull into a port, then
moving large volumes of search equipment, as well as large volumes of
personnel who are local to the region to conduct the search, all become trivial
matters. Should it not be desired to have a target vessel pull into a port, then
swarms of small boats loaded with locally hired contractors could do a very
effective MIO.

a. Benefits

The scalability of this approach is limited only to the amount of
financial capital available. There is no upper limit to how big an operation can
be. This would allow for the largest volumes of MIOs to be done.

This approach prevents the perception of a large U.S. presence as
the preponderance of the personnel conducting the MIO would be locally hired
contractors. Depending on the area in which this was done, this could be greatly
advantageous as a linguistic capability is now available that might not be

available to U.S. personnel.
b. Drawbacks

This approach assumes that land based aircraft will be a credible
deterrent to ships who may either disobey the directions of small craft operating
in a channel. It also assumes the presence of a land base from which large
volumes of small craft can operate. This system is totally incapable conducting
MIOs away from major port facilities.
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c. Scoring

Effectiveness — 9: Given all the assumptions are true, no other
system can generate as many MIOs as this system can. However, it is subject to
the integrity of the personnel conducting the MIO. They could potentially be in
league with whatever entity is the originator of the illicit cargo (i.e. Al Qaeda).

Crisis Response Capability - 0: This approach has no U.S.

presence. It essentially is the quintessential outsourcing of a MIO capability.

Logistic Independence - 0: This system fundamentally violates

the notion of logistically barren.

Survivability - 5: Personnel are entirely at the mercy of the host
nation. However, a potentially greater amount of firepower can be mustered from

land. Land based targets are also more difficult to hit than sea based targets.

Relative Footprint - 10: This approach requires no modifications

to any existing platforms.

Climate Independence — 4: This system can only operate in
conditions that allow the launching and recovery of small boats.

Risk - 6: The loyalty and integrity of the contracted boarding team
members could potentially be very embarrassing for the United States and its

Allies on a long enough timeline.

Cost - 0: The fundamental principal of this system is that a land
base with tactical fighter support, and large quantities of hired personnel are
available. Logistic support is not assumed to be given freely from the host

country.

Mobility - 0: This system has no ability to transit any operationally

sized body of water.
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Stealth — 0: The presence of such a force in a host country will
likely generate a lot of jobs for the local populace. It will be heavily advertised

and very difficult for any intelligence service of any complexity to miss.
5. Architectural Scores

The following table details the scores assigned, their weighted values, and

the overall score for each of the four architectures identified above.

Weight ESG Submarine HVBSS NLB

Effectiveness 10 10 2 7 9
Crisis Response Capability 9 10 1 8 0
Logistic Independence 8 8 5 7 0
Survivability 7.5 7 10 6 5
Relative Footprint 7 10 0 7 10
Climate Independence 6 10 10 9 4
Risk 55 10 1 4 6
Cost 5 8 1 9 0
Mobility 3 10 10 10 0
Stealth 2 2 10 4 0
Weighted Score 9.0 4.2 7.1 4.0

Table 3: Weighted scores for alternative architectures

As can plainly be seen from Table 3, the proposed surface-centric ESG
based architecture is the optimum architecture for consideration. Other
architectural alternatives are useful only in an academic study and are of such a

clearly inferior nature than no further analysis was applied.
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lll. SCENARIO DEVELOPMENT

A. PURPOSE

The development of realistic scenarios has a two-fold purpose for the
project. First it gives a basis to build the simulations around, or it builds the
boundaries of our problem to test various different systems versus the current
standard systems. Second it provides a chance to research current operations

and develop the standard for the next set of solutions.

Our group first decided on an approach to decide the key aspects in
defining MIO from a parameter approach. A Causal Loop Diagram shown below
as Figure 1, to describe these features graphically. We separated the key
parameters into four categories: Equipment Capabilities, Hostile Ship
Characteristics, Environmental Factors, and Tactics, Techniques and Procedures
(TTPs). In Equipment Capabilities we highlighted the friendly characteristics and
how the task of identification is critical to the boarding units. The difference
between Detection and Classification is critical when choosing a specific target,
where detection is the process of finding "a ship," and classification is the
process of finding "the ship." After classification, the ability to intercept a target
avoiding capture is also an important operational consideration, but it is also
dependent on the hostile ship. The next major area is the hostile or target ship, it
has a dramatic effect on the Operations as well as its disposition to passive and
active defense measures. Environmental Factors of the Area of Operations
(AOR) and the Traffic density are the next driving considerations. These factors
affect the force structure and force size and feedback into the TTPs. The TTPs
are the local variables to the commander once everything is in place. With all
these factors and considerations described, our group started the task of
Scenario Development. These scenarios take into account each factor and the
critical framing structure which describes the “box” or the scenario bounds.
Using these ideals, we decided to use realistic scenarios to support current
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operations, and to impact current MIO planning in the U.S. and Allied Navies

today.
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Figure 1: Causal Loop Diagram for Scenario Development

In planning a realistic operation, our group went to the source of U.S

military planning doctrine (Joint Pub 5). These scenarios were designed based

on the force structure planned in 2013. The scenarios follow a MIO campaign in

an Area of Operations (AOR) from the initial stages through Phase 2 in the Joint

Publication 5. The following sections will layout the initial set of assumptions and

how our team planned the operations based on these assumptions.

B.

INTRODUCTION TO COMBINED OPERATIONS

In Joint Publication Five®, the Phases of Operations are broken down into

five distinct phases for operations. The phases take the operations form the first

S United States Joint Chiefs of Staff., Joint Doctrine for Campaign Planning, Washington D.C., Joint
publication 5-00.1, 2002
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forces on scene until the eventually turn over to a civilian government or Non-
government Organization, which goes well beyond the scope of our analysis.
The previous discussion in chapter one describes how we chose to focus on the
first three phases, the following is an expansion of those ideas. The group
focused on the following phases for the simple reason of the logistically barren
consideration in the problem statement. Beyond Phase 2, a significant force
structure and logistics pipeline is required to maintain the force, which eliminates
that portion of the problem statement. Since the project focuses on logistically
barren operations, the decision was made to focus at the initial stages of a
Maritime Security Campaign. The post-Phase 2 operations would also probably
include a blockade of ports and significant relaxation of the Rules of Engagement
(ROE) and definition of hostile targets. This combined with wording in the Joint
Publication which requires the establishment of logistics hubs by the end of
Phase 2. This critical planning objective caused our group to develop the first

three phases for the project scenarios.

Using this as a guide the operations management group established a
Concept of Operation (CONOPS) for each phase and a general CONOPS for
any MIO campaign. A summary of the CONOPS states that we intend to
conduct Maritime Intercept Operations around the globe with zero friendly losses.
The CONOPS details the enemy and friendly centers of gravity and gives insight
into the organization structure required to fightt The CONOPS focuses on
perceived results since the actual measurement of smuggled cargo is impossible
to verify, but other critical factors can influence the operations. The CONOPS is
designed for flexibility with the following scenarios built off the general CONOPS.
The major goal of the operations is to conduct effective MIO operations

anywhere at any time.

The actual CONOPS is located in Appendix C; the following paragraphs
describe the scenarios with respect to the three Phases each having a
corresponding scenario. Although the phases would be planned in a sequential
manner, for this project each phase is its own independent event. Instead of
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setting probable time length for the scenario events, we chose to think of each as
separate event with its own problems and solutions. This caused the creation of
three separate scenarios with differing force structure, objectives, and test
variables. Each phase is independent to define clear modeling problems to focus
on certain solutions and critical factors. For example the Phase 0 scenario
focuses on specific targets and specific search units rather than search time for
the boarding party. The Operations Management group also looked at how the
operations would progress through each phase. By doing this we highlighted
various events or "trigger states" that would cause a commander to request the
additional or reduction in force structure to transition the operation from one
phase to another. It is important to remember that each phase is independent
and does not necessarily have to be completed sequentially or in a forward
direction. The commander may decide the operation has reverted to a previous
phase or the objectives of the campaign were met or are now irrelevant. The
CONOPS gives detailed information on Commander’s Intent and how we plan to

organize the operations for success.
C. BACKGROUND

With the increasing use of global shipping lanes and the ability of criminal
and terrorist organizations to possibly project power through the shipments of
illicit materials, global navies are now required to protect and patrol this valuable
asset. In the last 10 years three major maritime incidents, the French M/V
Limburg in the Bar-el-Mendeb, the attacks on Iraqi Oil Platforms in the Northern
Arabian Gulf, and the Piracy attacks off the coast of Somalia stress the need for
navies to take a proactive stance in areas to deter terrorist and criminal
organizations from disrupting or exploiting the shipping lanes. Although Maritime
Interdiction Operations are conducted at sea we are cognizant that many of the
primary effects are ashore directed at the groups and organizations using the
busy shipping lanes to disguise their illicit cargoes. Using MIO as a deterrent to

these organizations is a way navies can protect their trade interests, critical
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shipping lanes, and their citizens from disruptive groups. Looking at the previous
recent examples and the increasing threat, MIO are now an important piece in

the current struggle to protect national interests and the global economy.

This new mission area while difficult can be the focus of major operation
just as Anti-Submarine, Strike, and Air Warfare have been in the past. This
means that navies need to be ready to deploy and project power into busy
shipping lanes to protect the interests of their nations. Our scenarios are focused
on how we think a coalition including the U.S. Navy would establish a MIO
campaign in a busy shipping lane to intercept targets of interest labeled “Red”
shipping. This scenario is purely fictional, and purely the creation of the authors
and any similarities to current plans or operations is purely coincidental. The
countries and assets represented are simply representative platforms and do not
have the full capabilities of the actual platforms.

D. SCENARIO SETUP

For our scenarios we chose a fictional map based on a part of the world
where there is relatively low shipping traffic. The map of the Area of Operations
is shown in Figure 2. The area is bordered by major shipping lanes and five
major countries/groups. The shipping lanes are critical choke points and have
arrival/ departure rate of approximately one ship every five minutes, which is a
very dense traffic pattern similar to the Straits of Malacca. There is also heavy
regional and coastal traffic with over one-thousand smaller vessels present at
any time. The large amount of traffic also tends to attract pirates and petty

criminals to the maritime environment.
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Figure 2: Map of Scenario Region
1. Political Background

The area is surrounded by five major political players who each have an
interest in the region, and differing abilities to project naval power into the

shipping lanes.
a. Country Purple

Country Purple is a non-allied country who does not have a major
economic stake in the straits. They depend mostly on the ocean for a source of
internal needs and do not have a major shipping industry. The do not oppose the
operations in the straits but will not send units to support it either. Their units will
continue to do anti-piracy patrols, fisheries enforcement, and other normal coast
guard activities, which may encompass MIO in the form of custom inspections.
These MIO will not be helpful to our operation since Country Purple will not report
details of the boardings. Also some local officials may not be under the control of
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the central government and conduct MIO operations for local or monetary

benefit.
b. Country White

Country White is a small island nation located at one entrance to
the straits. Country White relies on the straits for a high percentage of its
economy and has the busiest port along the straits. It is very friendly to the
ongoing operations and will support the coalition if the threat is substantiated.
Country White has a modern military with significant ISR and AEW assets that

could be useful to the operations.
c. Country Green

Country Green is a large nation along the Eastern Region of the
shipping lanes and has been a perennial ally of the United States. Country
Green has a major stake in the shipping lanes both economically and politically.
U.S. and Country Green units often participate in regional exercises and the U.S.
has air and ground units deployed in-country almost year round, while naval
vessels make routine port visits during the year. Country Green is friendly to the

U.S. and will support any operations in the area.
d. Country Yellow

Country Yellow is a large nation who sometimes views U.S. actions
in the region as “interference.” Country Yellow is currently experiencing a violent
internal war and a separatist group has seized part of the country and continues
to try and overthrow the current government. Country Yellow is completely
involved with keeping the population safe and will not support any operations that
do not directly benefit the current government. Country Yellow is distracted and
will not oppose any operations but requires U.S. / coalition forces to respect its
sovereignty.
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e. Separatist Group (Bedrock Island)

The Separatist Group in the area has seized a large country
Yellow offshore island, Bedrock Island, and has set-up an ad-hoc government.
The separatist group wants to expand its political control in to Country Yellow as
well as the greater region. Its leadership has broadcast its intentions to use
shipping lanes, terrorism, and other disruptive operations to achieve their goals.
The Separatist group is also supported by outside countries and its primary
source of material is from the sea. The goal of the operation is to prevent the
Separatist Group from influencing the politics and security of the region through

the shipping lanes, and to interdict supplies being moved to the separatist group.
2. Scenario Story Line

The impetus to conduct a large scale MIO campaign is caused by the
Separatist Group seizing the island from Country Yellow. The Separatist are
using this island as a base of operations with a goal of instilling their beliefs into
all the regional countries. They see the economic influence of “Western”
Countries as bad influence for the region. They are using the shipping lanes to
send out supplies to splinter groups in the region and to receive supplies from
sympathetic groups/governments from outside the region. U.S. intelligence
predicts that initially the group will use regional and international carriers to move

supplies through the region.

U.S. intelligence has collected information on several splinter groups in
Country Purple and Country White that have increased activity. These groups
have new weapons and money to recruit for their organizations. Since no air
traffic or ground traffic with sufficient capacity has left the separatist island,
intelligence has concluded the sea lanes must be the source of the new
equipment in the region. Also Country Yellow State News reports and state
department sources have the separatists using state-of-the-art equipment built in
foreign countries. This equipment is being used to maintain the separatist group

dominance of Yellow forces, and is not produced locally to the region.
66



Sympathetic countries outside the region are shipping supplies, weapons, and
personnel to the island against regional and international regulations. Country
Green and White intelligence have noticed an increase of traffic through the
shipping lanes destined for Yellow and Separatist ports. Also there has been an
increased number of containers intercepted at large regional port hubs with
incorrect contents and documents suggesting smuggling of dangerous cargoes

to the region.

This information has caused regional government groups to appeal to the
United Nations and Allied countries (including the U.S.) to assist in preventing
dangerous cargoes from entering or leaving the area. Also with increased
number of targets and lucrative cargoes, pirate attacks have increased including
attempted attacks on U.S. flagged vessels. The President of the United States
with the support of the regional governments has deployed the Bon Homme
Richard Expeditionary Strike Group to the region to protect U.S. and allied

shipping interest in the region.
3. Area of Operations Assumptions

The U.S. - Country Green relationship is a long-standing allied relationship
that will allow U.S. units to use Country Green as a logistic depot. Although the
government of Country Green will not initially actively support the operation, it will
allow supplies and logistic ships to use seaports and airports for the units in
theater. Country Green is approximately a twenty hour flight from major U.S.
West Coast cities (Los Angles, San Francisco, etc) and a fifteen hour flight to
Honolulu. Country Green is also approximately a ten hour flight from the largest
forward deployed logistic hub. The U.S. has detached an Expeditionary Strike
Group (ESG) to the area and it is supported by a typical logistic ship detachment.
A T-AO (Navy Oiler), T-AFS (Naval Supplies Ship), and T-AE (Ammunition Ship)
are present in the area and will re-supply the ships as part of normal operating
procedures for deployed Strike Groups.
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4. MIO Targets

As part of the operation the U.S. units will be searching for four main
cargoes on the vessels: Weapons, Explosives, Drugs, and Human Traffic to and
from Bedrock Island. Weapons will be defined as guns, mortars, and other
conventional weapons, while explosives will be material such as C-4, Mines, and
Improvised Explosive Devices (IED). Each vessel in the AOR will be put into one

of six classes found in Table 4 below.

Class | Size Typical Vessels

I < 300 | Trawler, Fishing Dhows, Tugs & Tows, small Cargo Ships
Tons

Il < 300 | Passenger Ferries, Car Ferries

Tons

1] > 300 | General Cargo, Cargo Dhows, Small Coastal Traffic
Tons

vV > 300 | Ore, Bulk, Oil Carriers, Large Tug and Tows

Tons

\% > 300 | Passenger Ferries, Cruise Ships, Roll-on Roll-off Ships (RO-
Tons RO)

Vi >300 Tons | Container Ships, Large Container Barges

Table 4: Ship Classification Categories

5. Blue Forces

The Blue Forces currently on-scene is a U.S. ESG which includes a Large
Deck Amphibious ship (LHA/D), Landing Ship Dock (LSD), Landing Platform
Dock (LPD), three Guided Missile Destroyers (DDG), and a Guided Missile
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Cruiser (CG). All platforms have three Visit Board Search and Seizure (VBSS)
Teams with the exception of the LHA/D which has four teams. All ships except
one DDG have two SH-60R helicopters onboard and two small Rigid Hull
Inflatable Boats (RHIBs) to deliver the VBSS team to the target. In addition our
group will test the benefits of substituting the SH-60R and one RHIB with UAV
detachments and USV detachments. Currently the UAV detachments will be
three Vertical Take-off UAVs (VTUAVs) with an expected sortie of two per
mission and one USV which will be force multiplier, but limit the ships to one
RHIB to conduct boardings. This replacement of SH-60s and one RHIB is known
as the MIO Mission Package and will replace the normal load of two RHIBs and
two SH-60 Seahawk helicopters. The MIO mission package is the standing force
for all scenarios; allies will add forces and some forces will not be utilized in the
operations in all phases. A detailed look at the model variables and definition is
further discussed in chapter eleven. Our title for the campaign is OPERATION
ACADEMIC FURY, and full detail of the planning, mission areas and
commanders’ guidance can be found in the Concept of Operations (CONOPS)
document located in Appendix C.

E. PHASE 0: SHAPING THE MARITIME ENVIRONMENT

Phase zero is the initial phase of the operation with limited force and
objectives. The trigger states to establish the operation or campaign are very
limited. The major purpose of the initial phase of the operation is area
familiarization and establishing a presence. The initial MIO are to establish the
predicted threat and protect U.S. shipping in enforcement of international
sanctions on the Separatist Group, giving the legal foundation to the operations.
Phase zero is the starting point and an operation that could be conducted

anywhere in the world with a small force and heavy traffic.
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1. Phase 0: Trigger Stats

To establish this type of operation, increase in port security or IMO reports
on smuggling in an area or intelligence on shipping containers being used as
smuggling medium. Also any pirate or criminal attacks on U.S. or allied flagged
vessels in the region would cause an immediate response from the Navy. Lastly
any increased abnormal shipping traffic activity, for instance not using AIS
transmitters, refusing to acknowledge VTS, or merchant vessels changing flags
in the region would demonstrate illegal shipping activity in the region. These
previous events would cause local governments or a regional cooperation group
to enforce stricter monitoring and enforcement of maritime law. Any of these
would result in the U.S. ESG deploying to the region to deter further unlawful or
de-stabilizing activities and to protect U.S. flagged vessels and U.S. economic

and shipping interest in the region.
2. Scenario 0: Overview

Scenario 0 is the first scenario used for modeling and simulation and is a
search and board problem in a busy shipping lane. For this scenario the U.S.
ESG is on-scene to the South conducting operations and has detached a
Surface Action Group (SAG) to the north to monitor the shipping lanes. This blue
force SAG will be two U.S. DDGs with Helicopters or UAVs operating
independently in the shipping lanes to find a targeted cargo ship. The target ship
will have a known identity from an intelligence report, or the DDGs/ Aircraft will
know the target by a visual scan. The target will be a compliant boarding since
most large registered cargo ship will stop due to insurance concerns, and
probably have no knowledge of the illicit cargo. A U.S. P-3 detachment will also
be available from Country Green to assist in the search for the target ship. On
the map in Figure 2, the operation will be conducted in Named Area of Interest
(NAI) Grove which is approximately 200nm x 200 nm. Different caveats and

scenario test plan will be discussed in the Model and Simulation Section.
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F. PHASE 1: DETERENCE OPERATIONS

Phase one is the second phase operations designed to project power
against both the large commercial shipping in the normal lanes as well as the
smaller coastal traffic . Phase one is a fundamental shift in tactics that relies on
quantity of boardings rather than quality of targets in the previous scenario. The
increased mission also increases the basic unit of force to an U.S. ESG instead
of just a SAG with additional allied ships and aircraft joining the operation. The
operations will be conducted in NAlI Cannery which approximately 300 x 500 nm
box in the southern part of the map (Figure 2). This phase will be a scenario for

modeling and simulation.
1. Phase 1: Trigger States

As stated in the introduction, no expected time is planned to transition
between phases; instead each phase is evaluated as a separate operation with
its own goals and force structure. Some circumstances could cause an enemy to
move from large container ships to smaller cargo/coastal ships include the
following: First the increase in port security or port security alerts through the
IMO insurance agents. Increased pirate activity reported in the area may be a
sign there are easy lucrative smaller targets in the coastal shipping lanes. Any
success in the previous phase may cause the enemy to change tactics and try to
disperse its shipments into smaller more plentiful coastal craft. Another example
is more definitive action from regional or global security organizations for
example the United Nations or ASEAN. Any of these could cause a shift in

tactics which the Allied naval force must be ready to counter.
2. Scenario 1 Overview

This is the second scenario for Modeling and Simulation, and it will have
increased force structure and target set. There is also a more obvious role of the
allies in actual boarding units in the scenario. The entire U.S. ESG will be

available and up to two coalition ships for a total of six Boarding Assets to
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participate in operations. All ships have either the MIO Package or helicopter
assets depending on the test object for the scenario. Also an Airborne Early
Warning Aircraft (AEW) will be available for a long range link relay to maintain
the contact picture while search assets continue to search. The targets will be
high density coastal craft with cargo dhow properties, relatively slow and smaller
craft which will take less time to board. The density will be in excess of the
boarding ship’s capability with a fixed percentage of Red traffic intermixed-with
neutral traffic. Red and Neutral traffic cannot be determined before a boarding
team is sent to board the target. Country Green will supply the base for the MPA
(P-3C Orion) and one boarding ship modeled as an Oliver Hazard Perry Class
frigate. Country White will supply the base for the AEW aircraft and one Corvette
modeled after the Royal Singaporean Navy’'s Formidable Class. The objective of
the scenario is to board all white and red targets in the twenty-four hour time

period.
G. PHASE 2: SEIZE THE INITIATIVE

Phase two operations are designed to impose the will of the allied forces
in the area of operations, and to increase operational tempo of the operations to
stop the Separatist group from spreading through the region. Phase two is a
continuation of Phase one, but with new threats in the area. The change in red
from compliant to non-compliant to hostile, as allied forces begin to interdict large
amounts of cargo. Also the possibilities of Waterborne Improvised Explosive
Devices (WBIEDs) are also introduced in this phase. Also by the end of Phase
two in actual operation, a variety of military branches (Air Force, Army, Marines)
would also be involved, with the potential for large scale military interdiction and
strikes. Scenarios will not be built for beyond phase one since the operations are
no longer considered “logistically barren” in practicality. Phase two is described
for the purposes of completeness and to fully evaluate the performance of the
system of systems of in transition to non-logistically barren phases of operation.
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1. Phase 2: Trigger States

As was the case in the previous phase, no expected time is planned to
transition between phases; instead each Phase is evaluated as a separate
operation with its own goals and force structure. Phase two marks a different
strategy for the Separatist Group as they move to more offensive tactics to break
the MIO operations and the trigger states will also be more distinct. First would
be the number of craft who are no longer “compliant” in dealing with the Allied
force or the number moving at night. Also an increased number of “go-fast”
boats or smuggling craft that have short range but high speed crossing the MIO
operations area. Also as before, if the allied MIO operations are successful, then
the enemy will change tactics to avoid the course of action. With the introduction
of WBIEDs MIO forces will have to take greater care in choosing targets and
maintaining proper military posture to avoid casualties. The increased role of a
regional or national group (U.N. or ASEAN) could also prompt different action
from both sides. These trigger states are a guide for the tactics shift in both
sides for the next phase of operations.

2. Scenario 2 Overview

This scenario was not chosen for Modeling and Simulation due to the
lowered priority of less logistically barren scenarios. Instead the greatest focus
was on the compliant / non-compliant boarding scenarios in Phase 0 and 1,
instead of the opposed boarding scenarios in Phase 2. Planned information can
be found in the CONOPS in the APPENDIX and Scenario Power Point Slides.

H. CONCLUSIONS

By using actual U.S. planning documents for a MIO Campaign, a degree
of realism is inserted into the scenarios. Using the given timeline of 2013-2014
and our guidance recommendation could effect deployments immediately since
no “new” units were modeled. These scenarios are also representative of current

MIO operation including the Horn of Africa, Straits of Malacca, and Gulf Guinea
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operations. The Modeling and Simulation Section will detail the test plan and

points of departure from these baseline scenarios for further studies.
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IV. OPERATIONS MANAGEMENT

A. INTRODUCTION TO OPERATIONS MANAGEMENT

Operations Management is the critical function in operations planning and
execution. The previous section of Scenario development was just one of the
many functions for the Operations Management Group. Our role covered the
entire spectrum of operations from development of low-resolution combat
models, mathematical approximations, and developing the planning
consideration for a campaign staff. The group is comprised entirely of military
officers: two from the Singaporean Army, one from the Singaporean Air Force,
one from the Israeli Army, and two from the U.S. Navy. Our wide range of
background and operational experience made us keenly aware of the breadth of

planning and operational considerations for large operations.

We focused on three major areas, low resolution model development for
priming a large simulation, creating MIO contingency plans, and development of
scenarios/ CONOPS. The low resolution development was focused in two areas:
creating a mathematical queuing theory model, and simulation with base
scenario in the MANA language. The development of contingencies was to plan
for events that we were unable model and to identify areas that require study
beyond the scope of our project. The development of scenarios and the

CONOPS can be found in the previous chapter.

B. MAP AWARE NON-UNIFORM AUTOMATA (MANA) SIMULATION

1. Overview

A Low Resolution model was created to provide a general understanding
of the effectiveness of a force package in conducting Maritime Interdiction
Operations (MIO). The Low Resolution model only focused on current force

structure to validate the current systems and to provide a point to diverge. By
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building this scenario we could validate the "base" scenario from the previous
chapter. These results were critical in testing the feasibility of scenario force
structure and current operations today. An agent based simulation program,
MANA (Map Aware Non-Uniform Automata) was employed for this low resolution
model. MANA was chosen due to the versatility of the language and the ease of
development of simple scenarios to test assumptions. The agent based
simulation is also good for gaining insight into the initial assumptions, and the
development of the scenario test plan. Although its lack of detail and data
outputs eventually drove the group to choose a different simulation system.

2. SCENARIO DESCRIPTION

The scenario was based on Phase 1 and involved the searching and
boarding of ships in the NAI Cannery, a 300 x 500 nm area. The search is
carried out in 3 sub-regions equally divided in the area of operation. 100
compliant ships are randomly distributed in the entire area traveling to their
destination either to the east or west. Ten ships are non-friendly: ships that are
targeted to be searched and seized for illegal cargo, these 10 represent 10% of
the total traffic in the NAI.

The Reds’ objective is to pass through the narrow channel from east to
west. The Blues’ objective is to intercept the Reds before they reach their
objectives. The Red forces need to be boarded and searched before they can be
determined if they are friendly or non-friendly. The force configuration is 2
intercept ships and an Aerial Search Vehicle (ASV) per MIO box. Figure 3 below
shows an initial setup of the model in MANA.
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Figure 3: MANA Display of Low-Resolution Model Setup

3. KEY MODEL ASSUMPTIONS

The following assumptions are made in the creation of the model. The 2
main categories of the assumptions are for Tactics, Techniques and Procedures
(TTPs) and Equipment capabilities detailed as follows:

a. Red Vessels Behavior

The red vessels are assumed to pass through the channel at a rate
of one every 25 minutes, up to 10 vessels. The Red Vessels will attempt to avoid

Blue intercept ships
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b. Tactics, Techniques and Procedures

Since the scenario size is 300nm x 500nm and the
vessels travel at 20nm/hr, the Red vessels will be able to reach their
objective within 10-15 hours. After the Red vessels reach their
objectives, the Blue intercept ships are considered to have failed in

their objective to interdict the Red vessels.

The search pattern here employed is the spiral search pattern. The
Aerial Search Vehicle (ASV) will spiral out from the center of its position outwards
to search for vessels to board. Upon detection of a vessel, the ASV will deviate
from its search path and track the vessel until it is boarded by an intercept ship.
This spiraling search pattern is done within the boundaries of the MIO box. The
spiral search pattern was chosen for its effectiveness and simplicity to model.
Aircraft have a significant speed advantage over the Red craft and the spiral

search is effective in this case.

All ships that come within the intercept ship range or are tracked by
the ASV will be boarded. Regardless of size and tonnage, it is assumed that it

will take the boarding teams three hours to board and search the vessels.
C. Equipment Capabilities

The aerial search vehicle is capable of detecting and classifying
with certainty (Probability of detection and classification = 1.0) up to a maximum
distance of 6nm. Aerial search vehicle has endurance of 3 hours and takes 15
minutes for refuel. It is assumed that the intercept ships are able to operate for
more than 24 hours. Hence with the scenario being run for durations of 24 hours
only, there is no need for the refuel of the intercept ships. All vessels (friendly,
non-friendly and intercept ships) travel at 20nm per hour and the aerial search

vehicles travel at 200nm per hour.
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3. MEASURES OF EFFECTIVENESS

Interception is completed when the intercept ship successfully boards

and searches the red vessel after the red vessel has been tracked by the ASV.

Number of Intercepted Red Vessels
The probability of intercept is measured by  Total Number of Red Vessels

4, RESULTS

A total of 30 runs were made to ascertain the probability of intercept.
From the results we can see that for such a force package, the probability of
intercept is less than 50%. The average probability of intercept is 0.41 with a
standard deviation of 0.198

C. DISCRETE EVENT SIMULATION

The Discrete Event Simulation or Queuing Theory model is the most
flexible model developed by the team. It focused on two-area search asset
utilization and search asset prediction for target excess environment. The
utilization model focuses on how assets are utilized in a 24 hour period, and how
much "idle" time the units have during the operation. The second model is to test
the effect of a search asset on target excess environment, which can help predict
the loss of units due to operating in a logistically barren environment. The DES
program was chosen due to the ease of changing variables and output flexibility.
The SIMKIT JAVA add-on is specifically designed for real-time simulation, and

the queuing theory model is similar to many validated customer service models.
1. Utilization Model Overview

A Queuing model was created to provide a general understanding of the
requirements of the force package in conducting Maritime Interdiction Operation
(MIO). This first model attempts to describe how a force can board a certain
percentage of traffic, for example the Phase 0 scenarios. A DES (Discrete Event

Simulation) program, SIMKIT is employed for this low resolution model.
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2. Scenario Description

The scenario involved the arrival and boarding of ships in a fixed area of
operations on a particular 24 hours interval. Ships arrive to the designated area
of operations randomly at various rates. Ten percent of the ships in the area are
targeted to be searched for illegal cargo. The objective is to assess the minimum

required number of boarding teams to support the MIO.

Arrival Server
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Figure 4: Event Graph of Ship Server
3. Key Model Assumptions

The following assumptions are made in the creation of the model. The
two main categories of the assumptions are for Tactics, Techniques and

Procedures (TTPs) and Equipment capabilities detailed as follows:
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a. Ship Arrival

Ship arrival is assumed to follow Poisson distribution with mean of
24, which is consistent with the arrivals through busy shipping lanes. The data

was estimated from VTS reports at Port Kelang in the Straits of Malacca®.
b. Tactics, Techniques and Procedures

The simulation is based on a 24 hour period. The traveling time
from target ship to target ship is included in board and search time. Ships that
arrive within the area of operations are boarded randomly with 10% probability.
Regardless of size and tonnage, it is assumed that it will take the boarding teams
three hours to search the vessels, inclusive of travel time to another ship if

boardings occur successively.

4, Measures of Effectiveness

a. Average Utilization Rate

Average utilization is defined as the average percent of time the
boarding assets or servers are busy per server. That is, the average number of
busy servers over the time specified divided by the number of servers. The ideal
average utilization rate is approximately 1.0 where the minimum number of

servers is fully utilized.
b. Number of Ships Served

The ideal number of ships served is 10% of all the ships that
arrived (chosen randomly).

6 KLANG VTS report, Government of Malaysia, 2007.
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5. Results

A total of 50 runs was made to ascertain the average utilization rate and
number of ships served, to provide a convergence point within the Central Limit
Theorem. From the results in Figure 5, we can see that for one boarding asset,
the average utilization rate is approximately 90%. The average percentage of
ships is 15%. For two boarding assets, the average utilization rate is

approximately 75%. The average percentage of ships is 28%.
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Figure 5: Output of Utilization for Boarding Assets

D. ASSET PREDICTION DISCRETE EVENT SIMULATION

1. Prediction Model Overview

A Queuing model was created to provide a general understanding of the
requirements of the force package in conducting Maritime Interdiction Operations
(MIO). The Queuing model also provided estimates of loss of forces in the MIO

environment and answers to many logistic questions on the loss of a search

82



asset. This model parallels Phase 1 scenarios with a target excess and a
varying number of boarding assets. A DES (Discrete Event Simulation) program,

SIMKIT is employed for this low resolution model.
2. Scenario Description

The scenario involved the arrival and boarding of ships in a fixed area of
operations on a particular 24 hour interval. Ships arrive to the designated area
randomly and at various rates. This model holds the arrival rate and expected
search time constant and looks at the effects of adding and subtracting a

boarding asset.
3. Key Model Assumptions

The following assumptions are made in the creation of the model. The
two main categories of assumptions are Tactics, Techniques and Procedures

(TTPs) and Equipment capabilities.
a. Ship Arrival

Ship arrival is assumed to follow Poisson distribution with mean of
1 ship every 7 minutes, which based on the Port KLANG VTS.

b. Tactics, Techniques and Procedures

As in all previous models 24 hours is the standard time for
operations. In this model the boarding time is held constant to three hours, as

the average time to search a Cargo Dhow.
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4, Measures of Effectiveness

a. Number of Ships Served

The number of ships served by number of assets available is the
key measure of effectiveness to show the commander an approximate upper

bound on total boarding operations during that 24 hour period.
5. Results

The results are shown in the figure below, highlighting the average
number of units boarded averaged over one hundred runs of the queuing model.
The model shows an almost linear response to vessels boarded as a function of
search assets. The additional line in the figure is the simulation data from the
Naval Ship Simulation language to be discussed in detail later. The data
supports the chapter eleven NSS data and by adjusting the search time to actual
operational times, this model can give good approximations to the total boardings
by a force. This model is best used in a "target excess" case where the boarding
assets do not spend a significant amount of time transiting between targets. In
the larger scenarios where the traffic has differing transit times, another
mathematical model should be used but was not created for this project. This
model does approximate the loss of assets on the mission which is critical in the

logistically barren environment.
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Figure 6: Total Boardings with Varying Search Assets
E. CONTINGENCY OVERVIEW

To complement the MIO concept of operations analysis, a list of
contingencies has been gathered. Although the scenarios presented below were
not directly analyzed under the modeling portion of the project, we found it
necessary to consider them and the contingencies to deal with them. These
contingencies represent the boundaries and the rare cases of the problem and
help define inherent difficulties in Maritime Intercept Operations. This chapter
may form the basis for further exploration or modeling and simulation in future

work.
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Each contingency is presented with its scenario and the measure taken to

mitigate or respond to the situation. The scenarios considered were:
1. Law of the sea violation.
2. Coalition Shifts
3. Unexpected technological threat
4. AJ/C down / Stranded boarding team
5. Over- success
6. Boarding crew captured
7. Inheritance of Prize Ship
8. Mission aborted (in progress).
9. Medical evacuation

10. Direct Attack

F. CONTINGENCIES

1. Law of the Sea Violation

Although the CONOPS were planned under the constraints of the U.N.
Law of the Sea (UNCLOS), it may be possible to present a situation where one of
our forces violates international law. This may happen from a navigation
mistake, where a unit finds itself in territorial waters instead of international
waters, or by a bad decision made by an individual unit commander. A violation
of the UNCLOS or any international law could be catastrophic to the mission,
causing delays or causing conflict between coastal nations. This contingency
requires coordination across the coalition units and amongst unit commanders to

execute with precision.

To mitigate this situation, Commanders must be thoroughly briefed and

aware of the political situation and sensitivities in their environment. A quick and

86



reliable link to Washington and Coalition / Allied Departments of State must be
supported both technically and by procedures, to allow for a quick and efficient
high-level response. Also special consideration must be paid to regional states
and their sovereignty. Close cooperation between the various Departments of
State and regional countries to mitigate and promulgate the latest information on
the sovereign territory of the countries in the Area of Operation (AO). Also
individual unit commanders, aircraft commanders and Boarding Team Officers
must understand the UNCLOS and how it applies to the region. Commanders
should spend time and effort during and before operations to train lower level
commanders on the UNCLOS and their operational responsibility. It is not
enough for only the higher echelon of command to understand these rules since
they directly affect commanders, boarding team officers, and pilots during
operations.

2. Coalition Shifts

During an especially long MIO operation, the size and composition of the
coalition force may vary dramatically. Subject to political stress and interests

coalition members may choose to increase, reduce or withdraw the force entirely.

To mitigate coalition shifts, the coalition force must be built in the most
modular and interchangeable manner possible. This implies consistent VBSS
training for all coalition nations and similar equipment to complete the mission.
Furthermore, it is undesirable to rely solely on one coalition member for a
particular capability or skill - for example the ability to execute Opposed
Boardings. Also each coalition should have the same UNCLOS responsibilities
and collective Rules of Engagement to allow the overall commander to utilize
standard operating procedures and responses. The overall commander must be
responsible for promulgating the correct ROE, UNCLOS guidance, and Pre-
Planned Responses (PPRs) to coalition units. Training is also critical to
successful completion of coalition operations to keep individual units as standard

as possible to afford the commander a degree of flexibility.
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3. Unexpected Technological Threat

Experience shows that even when dealing with asymmetrically “weak”
adversaries, the other side may surprise by choosing to use high end technology
weapons. Consider the use of GPS or communications jammers or Anti-Ship
Cruise Missiles (ASCM) during MIO operations (see “Hanit” C-802 ASCM

Lebanon incident), and the surprising results to a "superior" force.

To mitigate such an event, proper investment in intelligence must be
made, and the task force should be equipped with proper counter measures.
Also all assets need to be familiar with PPRs to quickly deal with emerging
threats. Lastly the operational commander must develop a coalition information
sharing network, so all participating units understand the threat and the best way

to neutralize it.
4, Aircraft Down or Stranded Boarding Team

During the course of normal operations in the air and at sea we may lose
a vessel or aircraft due to malfunction or enemy action. It is always the
originating unit's responsibility to recover its aircraft or boarding team, but other
coalition units may be used to help search for and recover critical assets. All
commanders need to be prepared to assist any friendly units in distress with
current operating forces without creating a dedicated reserve.

For the operational commander a loss of an asset can affect operations in
two ways; first the loss of the immediate asset and its crew, secondly the loss of
production during the intercept operations. The commander must be prepared to
reposition units and assets to prevent the enemy from exploiting the recovery
situation, if assets are out of their normal MIO positions. If hostile actions are
found to be the cause, the commander also must be able to respond to continue
operations and to protect friendly assets in the area who are not capable of self-
defense. All units in the operation always maintain the inherent right of Self-

Defense and the protection of subordinate small boats and aircraft.
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5. Over Success of MIO operations

The main objective of MIO operations is to interdict the transport of illegal
weapons, materiel or people. However, based on the experiences of former
boarding team members who were interviewed as part of this study, the majority
of boarding and searching missions will end with little recovered contraband. A
small minority of missions will end with the discovery of some illegal materials or
people. Regardless, every unit in the operation should have some ability to
detain a few personnel and small amounts of cargo that will be recovered in the

normal course of operations.

The situation where a boarding mission leads to the unexpected find of a
very large amount of illegal weapons or people is another case for the
commander's consideration. In such an event it may be unreasonable for the
boarding team to simply seize the materials and leave the vessel, due the weight
or quantity of the seizure. Therefore, a reporting procedure and a procedure for
returning the vessel to a cooperative port where local law enforcement will take
over must be established. This may require the mother ship to escort the target

or provide a prize crew to transport the ship to the proper authority.
6. Boarding Team Capture

A boarding crew falling into the hands of the enemy is an unwanted
situation which may lead to ransom demands and hostage situations. To reduce
the risk of such events, 