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Abstract

This technical note extends the quality concepts first articulated in A Software Quality Framework
(SQF) developed in the early 1980s for the Department of Defense (DoD) by Baker and col-
leagues. The original quality concepts of the SQF are extended beyond software to include prod-
ucts, services, and processes. This technical note also describes the conceptual elements necessary
for building quality into systems, or any entity, and evaluating the quality actually achieved. This
technical note presents definitions and conceptual elements within the context of Capability Ma-
turity Model Integration (CMMI) to show how CMMI codifies the concepts. Another goal of in-
cluding the CMMI context is to help CMMI implementers recognize the purpose of some CMMI
components relative to quality concepts and principles, and to help ensure a CMMI implementa-
tion leading to quality products. The definitions provided are the structural members of this ex-
tended framework, which lay the basis for establishing quality requirements, methods to help sa-
tisfy these requirements, and quality evaluation.
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1 Introduction

This technical note describes an Extended Quality Conceptual Framework (EQCF), which
represents, as the name implies, an extension to the Software Quality Framework (SQF) devel-
oped initially in 1982 [Baker 1982a, Baker 1982b]. The goal of the SQF was to place quality in
proper perspective in relation to the acquisition and development of computer software. The con-
cepts embedded in the SQF are relevant today in that they still provide a basis on which process
and quality models can be structured and implemented As an example, this technical note dis-
cusses how the quality concepts have been adopted and codified by the CMMI model (as an ex-
ample, CMMI-DEV, V1.2), where the CMMI model provides a first-level implementation of the
overall concepts, especially those associated with the definition of quality and what it means in
different disciplines." Another goal of including the CMMI context is to help CMMI implemen-
ters recognize the purpose of some of the CMMI components that they are implementing and help
ensure a CMMI implementation leading to quality products.

A point we make immediately is that the success of a project (and the foundation for its ultimate
success) is tied to achieving the requisite product quality. However, one must understand what
product quality is and the technical aspects of specifying, developing, and evaluating it. We also
note that product quality results from employing appropriate processes and methods in product
development. Quality cannot be achieved by assuring and testing the product! We stress these two
fundamental concepts, introduced in the SQF published in 1982, throughout this document. These
concepts were true then and are still true today.

1.1 BACKGROUND AND MOTIVATION

The SQF was developed as part of DoD efforts to establish a consistent set of software standards
(DoD-STD-2167 and DoD-STD-2168) that incorporated quality concepts. At the time that the
SQF was developed, the authors recognized that the quality concepts promulgated by this original
framework were applicable not only to the defense community, but to all software development
efforts. They were, and still are, universally applicable concepts.

As noted above, the goal of the SQF was to place quality in proper perspective in relation to the
acquisition and development of computer software. Such a focus was necessary because the ac-
quisition and development communities often tried to interpret, adapt, or equate software quality
and associated functions to hardware concepts. For example, there were numerous attempts to
place software quality in the context of hardware reliability and force-fit the content of standards
and specifications for software quality assurance functions into existing hardware quality assur-
ance (QA) organizations. At that time, the SQF provided a fresh look at quality especially as ap-
plied to computer software.

1 For the purposes of this technical note, the term “framework or “conceptual framework” is defined as a set or system of
ideas in terms of which other ideas are interpreted or assigned meaning.
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Over time many of the concepts and principles articulated in the SQF have been implemented in
various forms, not only in venues such as the DoD standards, but also in process and maturity
models of today, such as Capability Maturity Model Integration (CMMI®). In such manifesta-
tions, the framework concepts have been applied not only to software but to other types of prod-
ucts and to processes. Although the concept of relating process quality to product quality was first
articulated in the SQF it was not until the development of the Process Maturity Model? in 1987,
and eventually the SW-CMM [Paulk 1995] and CMMI [Chrissis 2006], that these principles final-
ly were codified in a concrete manner, making them easier to implement. Some of the same prin-
ciples were likewise codified by the International Organization for Standardization (ISO) [ISO
2004]. The original SQF enumerated the kinds of things that needed to be done for each element
of the framework. Process and maturity models and the ISO standards took those concepts and
organized them into a structure that could be used to measure how organizations implement them.

1.2 TECHNICAL NOTE ORGANIZATION

The intent of this technical note is to extend and amplify the original scope of the Software Quali-
ty Framework to an Extended Quality Conceptual Framework that encompasses the quality of
entities such as products, systems, services, and processes, in general, not just software. The
EQCF addresses the conceptual elements necessary for “building in” quality and evaluating the
quality actually achieved.

The information in this technical note is organized as follows:

« aset of definitions, which constitutes the structural members of the EQCF, and their atten-
dant concepts impacting quality

» three additional framework elements that, in combination with the definitions, comprise the
EQCF

« several considerations implied by or derived from the extended framework

Throughout, we attempt to illustrate application of the extended framework concepts into ele-
ments in the CMMI. Note that CMMI references are not only to illustrate the codification of the
quality concepts in one process model, but also to help CMMI implementers recognize the pur-
pose of some of the CMMI components that they are implementing—this may help ensure a
quality CMMI implementation. The EQCF is much broader in scope and application than CMMI
and 1SO standards.

Three elements of the EQCF and interactions with other development activities are depicted in
Figure 1. These elements are:

+  Establish Requirements and Control Changes
+  Evaluate Process and Product Quality

«  Establish and Implement Methods to Achieve Quality (methods to build quality into prod-
ucts or other entities)

® CMMI and CMM are registered in the U.S. Patent and Trademark Office by Carnegie Mellon University.
2 The Process Maturity Model, developed by the Software Engineering Institute (SEI) in 1987, is the forerunner of the SW-
CMM.
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Establish and
Implement
Development
Methods to Achieve
Quality

Establish
Requirements
and
Control Changes

Evaluate Process
and
Product Quality

. /

~

‘ Product Development and Implementation Activities ‘

11

Quality Products

Figure 1: Interaction of Activities between Extended Quality Conceptual Framework and Development
Project®

Note: While the EQCF can be applied to different disciplines, for example, development or ac-
quisition, for conciseness this technical note will focus on product development. You can readily
adapt the discussions to other disciplines and CMMI constellations.

3 This figure is not intended to be a Venn type diagram, but simply a graphic to help visualize the fact that the three elements
interact among themselves and with development activities leading to product quality.
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2 A Conceptual Framework for Quality

To characterize the Extended Quality Conceptual Framework, we first establish a set of defini-
tions and related concepts as the prime structural members of the framework. This is followed by
presenting the application of these concepts to the construct of a Quality Framework that uses the
definitions and implements the concepts of the EQCF.

2.1 DEFINITIONS AND CONCEPTS FOR QUALITY

The foundation of a Quality Framework is based on providing a comprehensive definition of qual-
ity; thus we present the following terms and definitions to establish a basis for the definition of
quality and provide the foundation for a quality framework:

+  Object (Entity)

«  Process

+ Requirements

«  User

+  Evaluation

«  Measure and Measurement
+  Quality

+  Performance

In the following definitions, we avoid any specific organizational connotations and relate only to
activities and interrelationships.

2.1.1 Object (Entity)

In this technical note, the type of objects (entities) that quality can be applied to are

o  product
e process
«  service
e  resource
. agent

o artifact
« activity

. measure or metric
. environment

«  collection of entities or objects
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However, for conciseness in this technical note, we focus on quality associated with a product,
where a product is defined as such:

A product is any tangible output or service that is a result of a process
[Chrissis 2006, Cooper 2002].

A product itself may include hardware, software, documentation, or a combination of these; also
note that a service is included in the definition. Accordingly, even though the discussion focuses
on products, it is important to remember that the same principles apply equally as well to a ser-
vice, or to anything else included under our definition of object.

2.1.2 Process

Ultimately, what one is interested in is the quality of the delivered product or service. The quality
of a product or service is dependent on the quality of the process used to create it; consequently,
we need to establish a definition of process, enabling us to develop a definition of quality. As part
of this development, we view process as

A set of activities performed for a given purpose, for example, a software acquisition
process [Cooper 2002].

This definition is simple and accepted by a large part of the community. Another slightly more
complicated definition is that a process is

The logical organization of people, materials, energy, equipment, and procedures into
work activities designed to produce a specified end result [Pall 1987].

This definition brings in more of the implementation aspects of a process, for example the skills
of the people implementing the process and the application of tools, methods, etc.

CMMI and 1SO Context

The definitions we use, that is, product and process definition, are fundamentally the same as co-
dified in CMMI and the ISO standards; i.e., a useful result of a process that is intended for deli-
very to a customer or end user, and a process is a set of activities that transform inputs to outputs
[ISO 15939]. In addition, the 1SO standard categorizes products in four groups: services, software,
hardware, processed material.

The CMMI describes work products as well as products, where work products contribute to the
final product delivered to a customer but themselves may not be deliverable. Also, the CMMI
uses the term product components. Depending on one’s perspective, a product component could
be a product, in which case the above definition can be applied to the product component as well
[Chrissis 2006].
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The CMMI includes an additional stipulation that a product is something delivered to a customer.
A “customer” is the party (individual, project, or organization) responsible for accepting the prod-
uct or for authorizing payment. The customer is external to the project, but not necessarily exter-
nal to the organization; however, the basic definition is the same as stated here and in the ISO
standard.

2.1.3 Requirement

In characterizing the elements of quality, a definition of requirement is also needed. There are
various definitions of a requirement. For the remainder of this document, we use a general defini-
tion of requirement:

A requirement is a heeded capability, condition, or a property [attribute] that must be
possessed by an entity to satisfy a contract, standard, specification, or other formally
imposed documents [Cooper 2002, Chrissis 2006].

Simply put, a requirement is a way of characterizing a need that allows a development team to
implement that need in the product in a concrete way. A user, for example an airline, may need an
aircraft that is capable of flying 600 passengers 10,000 miles non-stop with high fuel economy.
To actually develop the aircraft, more specific characterizations of the need must be expressed.
For instance, the aircraft must be supplied with four engines each with 110,000 pounds of thrust.

We must also be aware that as in the CMMI for Acquisition and Software Acquisition Capability
Maturity Model (SA-CMM) [SEI 2007, Cooper 2002], there are several types of requirements
such as technical, non-technical, product, allocated, user, development, and so on. As a caution,
we must be cognizant of the type of requirements being discussed or specified. For example, fixed
regulations may also be requirements and may be interpreted as a contract provision, an applica-
ble standard or specification, or other contractual document. Thus, as defined by the Institute of
Electrical and Electronics Engineers, a product requirement is a condition or capability that must
be met or possessed by a product or product component in order to satisfy a condition or capabili-
ty needed by the user to solve a problem [IEEE-STD-610]. As noted above, these conditions may
consist of a number of diverse types of attributes.

CMMI and I1SO Context

While using slightly different wording, both the CMMI and 1SO standards definitions of require-
ment are similar to the one provided in the extended framework. Both stress the documented as-
pects of a requirement and that it expresses a need to be fulfilled.

The CMMI adds to the above definition of requirement: “A condition or capability needed by a
user to solve a problem or achieve an objective.”
214 User

For our purposes, we define user as either the customer or the end user. Typically, three kinds of
situations may be encountered in a development or maintenance effort. In the first situation, Fig-
ure 1, the customer (either internal or external) and the end user are one and the same.
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<——»
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Development or Maintenance Customer is
Organization End User
Figure 2: Customer and End User are the Same in Interactions With Organization

In the second situation, Figure 2, the end user is represented by a buyer, and all contact with the
client organization is through the buyer. In this case, the buyer represents the user. The face pre-
sented by the buyer, therefore, is that of both buyer and user.

<——p» S C— P>
||

Development or Maintenance Buyer End User
Organization
Figure 3: Buyer Represents the End User in Interactions With Organization

The third situation, Figure 3, is where both the buyer and the user community are accessible to the
development or maintenance organization.

Buyer

[ )

Development or Maintenance ,nl
Organization End User

Figure 4: Buyer and End User Both Interact With Organization

For ease of reference, we will use the term “user” in this document to represent all three situa-
tions.

The considerations for these three user situations become prominent when we discuss the first
element of the framework, Establish Requirements.
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CMMI Context

The CMMI recognizes that the end user is not always the party involved in establishing the re-
quirements. In the amplifications for Specific Goal 1 of the Requirements Development process
area, it points out that

“Since stakeholder needs, expectations, constraints, and limita-
tions should be clearly identified and understood, an iterative
process is used throughout the life of the project to accomplish
this objective. To facilitate the required interaction, a surrogate
for the end user or customer is frequently involved to represent
their needs and help resolve conflicts. The customer relations
or marketing part of the organization as well as members of the
development team from disciplines such as human engineering
or support can be used as surrogates” [Chrissis 20006].

2.1.5 Evaluation

As part of the framework, which we discuss below, the concept and definition of evaluation is
critical, particularly that of product quality evaluation. As with requirements, the definitions of
evaluation are varied. To place evaluation in the context of quality and the framework, evaluation
is defined as:

Evaluation is defined as the process of determining satisfaction of requirements
[Cooper 2002].

Kenett and Baker give a more precise definition stemming from this basic definition:

Evaluation is defined as “a [process] to evaluate the quality of products and to evaluate
associated documentation, processes, and activities that impact the quality of the
products” [Kenett 1999].

According to both definitions, evaluations may include methods such as analyses, inspections,
reviews, and tests. In this context, evaluation can be applied to product or service development,
performing services, producing documentation, creating a process, or any product or work product
resulting from a process. In this technical note we are interested in evaluation of quality, specifi-
cally, determining process and product quality.

CMMI Context

In the CMMI context, evaluation is covered by Verification, Validation, and Process and Product
Quality Assurance process areas while advanced forms of evaluation are covered by the maturity
level 4 and 5 process areas.

(With CMMI at maturity levels 4 and 5, product quality, service quality, and process performance
objectives are established at the organizational level; then further refined at the project level. Such
objectives are then allocated to [derived for] particular product components, subprocesses, interim

14 | CMU/SEI-2007-TN-002



life-cycle stages, and suppliers as appropriate; and then the project is managed to ensure it stays
on track to achieving these. Evaluations occur in this context as a way of informing how well the
project [or individual subprocesses or suppliers] are doing relative to its objectives.)

Keep in mind that at first verification and validation seem quite similar in the CMMI models, but
they addresses different issues.

« Validation confirms that the product, as provided, will fulfill its intended use. It ensures “you
built the right thing.”

«  Verification confirms that work products properly reflect the requirements specified for
them. It ensures that “you built it right.”
2.1.6 Measure and Measurement

As part of evaluation discussed above, we need to include in the Extended Quality Conceptual
Framework the ability to measure the quality of processes and products; and, be able to assign
actual quantitative values to an item’s quality.

Toward this end, Cooper defines the concepts of measure and measurement:

Measure (v.) is to ascertain the characteristics or features (extent, dimension, quantity,
capacity, and capability) of something, especially by comparing with a standard.

Measurement (n.) is a dimension, capacity, quantity, or amount of something (e.g., 300
source lines of code or seven document pages of design [Cooper 2002].

Other definitions for measure and measurement exist that convey similar meanings but reverse the
definitions. That is, since the terms measure and measurement can be used as verbs and nouns, the
community tends to use them interchangeably. For example, Fenton describes measurement as the
process by which numbers or symbols are assigned to attributes of entities in the real world in
such a way as to characterize the attributes by clearly defined rules [Fenton 1995]. This implies an
action such as “to measure” in the above definitions.”*

In addition, use of the terms metric and measure has become somewhat confused. In most cases
they are used interchangeably, but be aware that in some cases various authors have made at-
tempts to distinguish the two terms (and they have done so in different ways) [Melton 1996, Fen-
ton 1991]. The IEEE Standard Glossary of Software Engineering Terms defines Metric: “A quan-
titative measure of the degree to which a system, component, or process possesses a given
attribute.” Note that the word metric is not used in 1SO 15939 or in CMMI (except in one rare
instance where the Goal Question Metric approach is mentioned) [ISO 15939].

Measurement plays an important role in the EQCF. As we will later see, an element of the EQCF
is quality evaluation. We are interested in evaluating the compliance of the product and processes

* There are numerous reference works on the subject of measurement—[Krantz 1971], [Roberts 1979], and [Ghiselli 1981]
for example. Some of these (for example, [Ghiselli 81]) provide excellent discussions of important issues such as mea-
surement reliability and validity.
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with applicable standards and requirements. One means of achieving that is through measurement.
Consequently, we are concerned with the act of measuring, as well as the measure itself (both the
verb and noun forms of the word). Anyone familiar with the discipline of measurement and analy-
sis knows the importance of operational definitions for the measures selected. Without them, there
is ambiguity about what is being measured and how it is being used. Likewise, an operational de-
finition for measure and measurement is important in explicating the EQCF in order to avoid am-
biguity about what it is that the EQCF is intending to accomplish.

CMMI Context

The CMMI uses the term measure both as a verb and as a noun, and the term measurement as a
noun as described above. CMMI also uses the terms base measure and derived measure. A base
measure is defined as “A distinct property or characteristic of an entity and the method for quanti-
fying it.” A derived measure is defined as “Data resulting from the mathematical function of two
or more base measures” as shown in Table 1.

SLOC Productivity

Staff-hour Miles/gallon

Table 1: Examples of Base and Derived Measures

Specifying the expected range and/or type of values of a base measure helps to verify the quality
of the data collected.

2.1.7 Quality

A prime focus of the EQCF is, of course, the definition of quality and its implication for the im-
plementation of the remainder of the EQCF elements. In the EQCF, quality is defined as in this
reference:

Quality is the degree to which an object (entity) [e.g., process, product, or service]
satisfies a specified set of attributes or requirements [Cooper 2002].

However, it is important to point out that

A product possesses many quality attributes that are intrinsic to the product and which
exist regardless of what is desired, specified, or measured, and only depend on the
nature of the product [Baker 1982a].

Thus, the definition of quality includes two aspects:

« the concept of attributes

+ the satisfaction or degree of attainment of the attributes
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2.1.7.1 Attributes

An attribute is a property or characteristic of an entity that can be distinguished quantitatively or
qualitatively by human or automated means [ISO 15939]. The word attributes includes all speci-
fied requirements governing functional, performance, and other specified characteristics such as
adaptability, maintainability, and correctness [Baker 1982a, Baker 1982b]. The attributes (that is
requirements and other specified characteristics) are considered the determinants of product or
process quality.

2.1.7.2 Specifying Product Quality Using Product Attributes®

The word “specified” implies that definitions of the needed quality attributes are documented and
that the attributes themselves are assigned a value or range of values. Without clear articulation of
the quality attributes, it is impossible to develop a product or determine whether the finished
product has the needed quality. A specification is required to communicate to others which
attributes and attribute values constitute the product’s quality. Contractually, this specification is
critical [Baker 1982a].

In addressing product or process quality, it is therefore necessary that the specification or defi-
nition of the attributes be expressed quantitatively. This quantitative expression allows a determi-
nation of the degree to which a product or process satisfies or attains the specified attributes. For
example, saying that a hardware product has high reliability (“reliability” is the attribute) does not
tell us how reliable the hardware is. Stating that the reliability of a product is 100 hours mean time
between failure (MTBF) (providing both the definition and a value for an attribute) expresses a
characteristic that can be measured and compared against, which means there is a method used to
determine if the specified attribute has been attained.

Firesmith expresses the same concepts in terms of quality requirements. He states that quality re-
quirements consist of three main parts, as shown in Table 2 [Firesmith 2006]:

An optional condition that states under what conditions the quality re-
quirements must be met. For example quality requirements specifying
high performance and reliability may only hold during normal conditions,
but not under degraded mode operations.

Condition

A quality criterion is a system-specific description that provides evidence

uality Criterion . . . . .
Quality either for or against the existence of a given quality factor or subfactor.

A quality threshold specifies a minimum level of quality along a quality

Quality Threshold
measurement scale.

Table 2: Quality Requirements

5 Some quality attributes typically called “ilities” that have been examined include without definition: availability, capacity,
efficiency, interoperability, modifiability, performance, portability, produceability, reliability, reusability, robustness, safety,
scalability, security, testability, and usability.
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For implementation of a product, one selects those attributes most significant to the user commu-
nity, assigns them values (to be used as criteria) in accordance with user needs, and then eva-
luates, rates, or measures the product’s quality on how well, or to what degree, the selected
attributes meet those criteria for excellence. Often, these attributes address only functionality and
performance and ignore the other attributes, often referred to as “ilities.” The “ilities” can be con-
sidered as attributes that address fitness for use. Conceivably, “if we look at the issue of the soft-
ware meeting its requirements, and if those requirements are solely functional and prescribe no
ilities, then clearly the software can meet the requirements but could be unable to fulfill any rea-
sonable purpose” [Voas 2004].

Thus, we recognize that

Just as beauty is in the eye of the beholder, so is quality [Baker 1982b].

Consequently, a set of attributes that one community deems important as a measure of quality
may not be deemed important by another community. Rather, each community is likely to have its
own set of attributes and attribute values with which to measure quality.

2.1.7.3 Considering User Needs

It is difficult to satisfy users if they cannot articulate what quality they are expecting. In many
cases, users default to “give me something and I will tell you if I like it or not.” Such a paradigm
wastes time and resources in trying to satisfy the illusive (and elusive) user expectations. Clearly,
vague notions such as “user needs,” unless they are articulated, cannot be used to determine the
quality actually achieved in a product. Something concrete, such as a user specifications docu-
ment, can be used. Obviously, the requirement to accurately capture the user needs in such a doc-
ument is crucial. Typically, user needs are captured in operational needs documents, which are
then decomposed into system requirements documents and then further decomposed into software
and hardware component requirements documents. All of these start from the documented user’s
needs. A description of this set of activities can be found in the Requirements Development
process area of CMMI.

The fact that product quality requirements include the functionality and performance requirements
and may include requirements for maintainability, portability, interoperability, and so on, leads us
to the key point that

Product quality requirements stem from many sources, above all, from the stakeholders
of the project.

And, this leads us to the idea that

Quiality is everybody's business [Baker 07].
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Or, if we consider how product development projects are organized, the implication is

Quality is affected by many, but effected by few [Baker 07].

Finally, one must realize that the final quality of a product results from activities performed by the
project developing the product. Everything that occurs within a project during development af-
fects some attribute of the product and, therefore, the total product quality. However, all possible
attributes may not be of equal relevance. Furthermore, all actions may not affect the specified
attributes to the same extent and, therefore, the specified quality. In any event, quality is affected
by activities such as requirements definition, design, coding, testing, and maintenance of the
product—activities associated with the Extended Quality Conceptual Framework for the product,
and the interaction of these activities as we will discuss below.

CMMI Context

In the introductory notes of the Requirements Development process area, we find

“The needs of stakeholders (e.g., customers, end users, suppliers, builders, and testers) are the
basis for determining customer requirements. The stakeholder needs, expectations, constraints,
interfaces, operational concepts, and product concepts are analyzed, harmonized, refined, and
elaborated for translation into a set of customer requirements.”

The link between quality requirements and user needs is contained in the CMMI definition of
quality: “The ability of a set of inherent characteristics of a product, product component, or
process to fulfill requirements of customers.” The CMMI also addresses the issue of whether all
attributes have equal relevance. In the Requirements Development process area, subpractice 4 of
Specific Practice 3.3 states, “Identify key requirements that have a strong influence on cost, sche-
dule, functionality, risk, or performance.”

2.1.8 Performance

As with the word “quality” the word “performance” has been over used and misinterpreted. We
note the use of such terms as project performance, process performance, and performance of the
product.

We define performance in a general sense and as with all the definitions discussed here the gener-
al definition can be adapted to a particular situation by adding a modifier, e.g., project perfor-
mance. Our definition is

The degree to which an entity accomplishes specified requirements within given
constraints in the execution of work or implementation of a function

As an aside, project performance is typically defined in the dimensions of cost, schedule, and
quality of the entity being developed, e.g., a software development project. These dimensions are
the specified requirements in the definition of performance above.
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CMMI Context

CMMI uses the terminology of quality and performance explicitly at organizational maturity level
4 where it expects practices to establish the project’s quality and process performance objectives
and then manage to these objectives. CMMI notes that quality is considered part of process per-
formance but is broken out for emphasis on quality [Chrissis 2006].

2.2 ELEMENTS OF THE EQCF

The previous definitions and concepts provide a foundation for the remainder of the framework
and especially the concept that many people supporting a project affect the quality of the product.

Embedded in the implementation of these three elements is the overall approach to
effect and determine the level of quality achieved in a product [Baker 1982b].

The three elements of the framework cover the activities necessary to

Establish Requirements and Control Changes

Establish and specify requirements for the quality of a product

Establish and Implement Methods

Establish, implement, and put into practice methods, processes, and procedures to develop, oper-
ate, deploy, and maintain the product

Evaluate Process and Product Quality

Establish and implement methods, processes, and procedures to evaluate the quality of the product,
as well as to evaluate associated documentation, processes, and activities that have an impact on
the quality of the product

Figure 5 (which is the same as Figure 1 and repeated here for convenience) illustrates the interre-
lationships of these elements and the interrelationship of the EQCF with a product’s design and
implementation activities. We will discuss some of these relationships later. This interaction is
continuous with the design and implementation activities affecting the EQCF activities. The
EQCF addresses both technical and management activities. For instance, ensuring quality is built
into a product is a management activity, while specifying the methods used to build in the quality
is considered a technical activity.
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Figure 5: Interaction of Activities between Extended Quality Conceptual Framework and Development
Project

One of the foundational aspects of the EQCF is how well quality can be built into a product, not
how well one can evaluate product quality. While evaluation activities are essential activities, they
alone will not achieve the specified quality. That is,

Product quality cannot be evaluated (tested, audited, analyzed, measured, or inspected)
into the product. Quality can only be “built in” during the development process
[Baker 2007].

Once the quality has been built in, the deployment, operation, and maintenance processes must
not degrade it. Unfortunately, the very nature of maintenance and bug fixes for software often
degrades the quality of the code. What was once structured code becomes messy “spaghetti” code
with all the modifications resulting from bug fixes and enhancements.

To elaborate further on the issue of ensuring that the deployment, maintenance, and operation
processes do not degrade the quality built in, Figure 6 provides a notional example of when the
quality of the software likely has been compromised and qualification test procedures should be
re-executed or the software should be re-engineered as a result of maintenance. In the example in
the figure, the organization set a threshold level of 30 percent of the modules changed per soft-
ware maintenance request as the point at which re-qualification of the software should take place.
(The 30 percent threshold is for illustrative purpose only and should not be considered a norm or

standard.)
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Figure 6: Software Module Volatility

Note that in Figure 6, the software is approaching the threshold level at which it should be re-
engineered. Clearly, in this situation, there is a great potential for the quality of the software to be
degraded as a result of maintenance activities. This quality degradation is shown in Figure 6
which is based on the following equation:

Number of modules changed due to
Software software maintenance request
Module Volatility =

Total number of modules in a
release over time

The EQCF concept does not impose any organizational structure for performing the activities;
however, organizations are responsible for assigning resources to accomplish these activities. We
do suggest that organizations, especially at the corporate level, avoid assigning certain roles to
carry out the activities without clearly understanding the concept of product and process quality
and how those are affected and implemented.

The idea of many people affecting the product quality should be obvious from the fact that so
many disciplines are involved in analyzing and working to achieve the product’s quality require-
ments. Virtually everyone working on the project, from the project manager (PM)® to the most
junior member of the staff, affects the quality of the product. However, only those actually pro-
ducing the product (performing tasks such as requirements analyses, design, and manufactur-
ing/coding) build quality into the product. For example, even though software projects code re-
viewers affect the quality of the resultant product, like testers, the reviewers do not actually
develop the design or implement it.

Thus, it is important to understand that the person ultimately responsible for the quality of the
product is the PM. It is the project manager’s responsibility to integrate the efforts of “the many”
to accomplish the project’s quality objectives. The PM may, of course, may delegate authority for

A project manager is an individual assigned the management responsibility for acquiring, developing, or providing a prod-
uct or service. The PM has total business responsibility for an entire project and is the individual who directs, controls,
administers, and regulates the project. The PM is the individual ultimately responsible to the customer or end user [Coop-
er 2002].
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any part of this function, but ultimately he or she is responsible. This is reflected in the often-used
phrase:

While authority may be delegated, responsibility cannot.

CMMI Context

Delegation of authority is a critical point especially when it comes to buyers who typically assume
that suppliers (developers) are totally responsible for the quality of products being procured.

The Extended Quality Conceptual Framework is multi-disciplinary. In organizations that have
adopted the CMMI, coordinating the activities illustrated in Figure 2 above is often assigned to a
centralized function, sometimes referred to as a Process Group (PG), Engineering Process Group
(EPG), or in organizations that are primarily software development organizations, a Software En-
gineering Process Group (SEPG) [Fowler 1990]. A discussion of how the multi-disciplinary na-
ture of the quality framework has been implemented in some organizations is provided in Fowler
and Rifkin [Fowler 1990] and in the “Software Quality Program Organization” chapter [Baker
2007] of The Handbook of Software Quality Assurance [Schulmeyer 2007].

221 Establish Requirements and Control Changes

The first element or set of activities of the Extended Quality Conceptual Framework deals with
establishing and controlling changes to requirements.

Product requirements must accurately reflect the product’s desired overall quality, includ-
ing functionality and performance, and must be documented and baselined (formalized).

As noted previously, the requirements must accurately reflect the needs of the user community.
The process for defining the requirements must ensure that the needs of all the stakeholders in-
volved with the end product have been accurately captured. Thus, a process for establishing and
controlling the requirements must be established. This indicates an interface with the second ele-
ment of the EQCF: Establish and Implement Methods.

One problem associated with specifying a product’s quality requirements is the inaccurate percep-
tion that the quality cannot be stated quantitatively or in a way that permits objective evaluation.
As noted earlier, communicating the quality of an entity to others becomes difficult because
people tend to interpret the quality of the same entity from their own perspective. The result is
that verifying achievement of the desired quality can be quite subjective. Consequently, the me-
thodology established must ensure that ambiguity is reduced and verifiable quality criteria are
specified.

Simply defining and formalizing product requirements are insufficient. The baseline product re-
quirements must be strictly adhered to and fully implemented. Failure to implement the require-
ments as specified can result in products that do not meet user needs and derived requirements.

The resultant impact on product quality, such as functionality and performance, will range from
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negligible to severe. It follows that any changes to the product requirements must be controlled
and documented, and the affects of those changes understood.

The activities of defining and establishing the requirements and controlling changes to them nec-
essarily involve interfaces with the other two elements of the Extended Quality Conceptual
Framework: Establish and Implement Methods and Evaluation of Process and Product Quality.

To illustrate the interface between the first and latter two elements of the Extended Quality Con-
ceptual Framework, an organization may establish, for example, methods specifying the use of
data flow analysis, use cases, or object-oriented analysis for performing requirements analysis.
Whatever method is selected and used must provide high confidence that the users’ needs have
been captured accurately; consequently, the evaluation of the requirements analysis process must
demonstrate that it was followed and is effective in capturing the users’ needs, and the evaluation
of the requirements must indicate that the users’ needs were captured correctly for the instances
examined.

As another example, when establishing baseline requirements and controlling changes, a configu-
ration management method must be selected and later implemented to

» establish a baseline as a reasonably firm point of departure from which to proceed into the
other phases of project activity knowing that there is some reasonable degree of stability in at
least the set or subset of requirements that were established

«  prevent uncontrolled changes to the product baseline

« improve the likelihood that the development effort results in a quality product and that
processes in subsequent life-cycle phases will not degrade it

Again, the process evaluation must demonstrate that the process was followed and is effective,
and the product evaluations must demonstrate the correctness of the outputs.

A second interface between elements of the Extended Quality Conceptual Framework exists. It is
between the Establish Requirements and Control Changes element and the Evaluation of Process
and Product Quality element. It is concerned with two things: the evaluation of the product
against the requirements, (as accomplished, for example, in the Verification and Validation
process areas of the CMMI [Chrissis 06]) and the determination that the process was adhered to
for defining requirements (the purpose of GP 2.9 of the Requirements Definition process area
[Chrissis 06]). Total compliance with requirements does not guarantee a quality product if the
requirements are not properly defined and errors exist in them. Then compliance with require-
ments produces a product that does not satisfy the intended end use. Clearly, evaluations/audits
for compliance with the process for establishing requirements must be performed. Furthermore,
the process and method by which the requirements are developed must be evaluated for adequacy
during the development or maintenance process.

CMMI Context

These concepts from the Extended Quality Conceptual Framework are captured in the CMMI in
the Requirements Management, Requirements Development, Process and Product Quality Assur-
ance (PPQA), and Organization Process Focus (OPF) process areas. In the CMMI, the Require-
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ments Management process area involves understanding requirements and then managing changes
to them. The Requirements Development process area involves actively eliciting requirements
from users or customers of the development project and then analyzing them for feasibility, con-
flicts, and balance, as well as refining, documenting, and baselining them. This particular process
area also takes into account other stakeholders. Typically these other stakeholders add constraints
and quality requirements the user or customer may not articulate. PPQA involves performing the
necessary reviews or audits to ensure that the required process is followed and that the resultant
work product (for example, a specification) complies with pre-established standards. OPF de-
scribes a process for collecting and reviewing recommended process improvements resulting from
appraisals of the process and from internally generated suggestions.

All of these process activities within CMMI reflect the concepts and principles of the Extended
Quality Conceptual Framework.

2.2.2 Establish and Implement Methods

The second element or set of activities of the Extended Quality Conceptual Framework involves
selecting, implementing, and putting into practice the appropriate processes, practices, and me-
thods to build quality into the product and achieve the specified quality requirements. This is typi-
cally accomplished by codifying these processes, practices, and methods as standards and training
the organization and project teams to use them. These standards may be tailored to meet the
unique needs of the project in accordance with established tailoring guidelines (or as defined
processes, in the context of the CMMI).

The act of getting these standards into use is accomplished by corporate management, who can
consistently mandate the application of the selected methods from project to project even under
conditions of schedule pressure. The enforcement can be through various means, for example,
assignment of appropriately trained personnel, or monitoring and controlling the project against a
project plan, or both. The important point is that requiring compliance with standards is the re-
sponsibility of management and not that of some other organizational entity, for example, a quali-
ty assurance group. This does not preclude tailoring the methods to be consistent with the unique
characteristics of the various projects. Tailoring should be permitted to account for the fact that
there may be considerations that would mitigate against full compliance with the organization’s
standard process for some projects, or that perhaps might require additional, more stringent
process steps. Guidelines should exist to cover those cases, and the resultant tailoring should be
subject to review and approval. Nor does compliance with the organization’s standard process
preclude the acquisition, development, or use of different methods, but the appropriate approvals
for their introduction must be observed. Reviews and audits of project activities for adherence
with the standard processes are performed to provide visibility or insight to management. Reviews
or audits for adherence do not necessarily constitute enforcement; they can only determine if
compliance has occurred. Management should use the result of audits to exercise its leadership
responsibilities by active monitoring and control of project activities.

Generally, the basis for determining which processes to address when establishing standards is to
look to past history. If a process produced “high-quality products” on some past projects, it is be-
lieved that properly implementing the process on an organizational basis should result in a high-

quality product now. However, establishing standards in this manner can be somewhat presump-
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tuous. The link between methods selected for product development and the resultant product qual-
ity has not been demonstrated quantitatively because establishing links is more heuristic or intui-
tive than analytical. For example, Ada was touted as promoting information hiding, which, in
turn, should make the product more adaptable. But, to our knowledge, the actual quantitative
cause and effect link has never been documented.

CMMI Context

The CMMI has two process areas that are specifically focused on process definition and process
improvement. These are OPF and Organizational Process Definition (OPD). OPF determines the
organization’s process needs and objectives; appraises the organization’s standard processes;
identifies potential improvements; and effectively deploys selected process improvements across
the organization. OPD focuses on establishing process assets, e.g., standard processes, procedures,
templates, life cycle models, measurement repository, tailoring guidelines, and the like. Another
process area, Organizational Innovation and Deployment (OID), is a refinement to the activities of
OPF and OPD in that its focus is on achieving quantitative objectives for quality and process per-
formance, quantitative assessments of proposed process and supporting technology changes to
determine their efficacy, systematic deploying selected changes, and follow-up quantitative as-
sessments to determine if the changes are producing the desired results in practice.

2.2.3 Evaluation of Product and Process Quality

The third element or set of activities of the Extended Quality Conceptual Framework involves
evaluating the implementation of processes and evaluating the quality of the resulting product(s).
Evaluations are used to assess

« the quality of the product
« the adequacy of the processes and activities responsible for product quality

« compliance with established processes

2.2.3.1 Evaluation of Product Quality

Quality evaluations help to determine the “health” of the product and hence the project. Through
evaluations, the project can determine whether its product satisfies the specified quality require-
ments within cost and schedule constraints. Because of the number of organizational groups or
functions typically involved in quality evaluation activities, coordinating the results of this
process should be performed by the PM. Regardless of which groups are involved, management
must be sure that all quality evaluation activities are assigned to competent, unbiased reviewers.

Evaluation activities include reviews, assessments, tests, analyses, inspections, and so on. De-
pending on the action taken and the processes or products being evaluated, the results may be qua-
litative or quantitative in nature.

Any evaluation that requires reasoning or subjective judgment is referred to as an assessment.
Assessments include analyses, audits, surveys, and both document and project performance re-
views. On the other hand, measurement activities are the basis for quantitative evaluations such as
tests, demonstrations, metrics, and, in some cases, inspections using checklists (although many
checklists only allow a subjective evaluation). Accordingly, quantitative evaluations can include
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tests for unit level, integration, and product or application level performance, as well as the output
of a compare or a path analyzer program.

Evaluation activities will vary with each phase of the development cycle. Furthermore, they can
be performed by individuals independent of the project, or one or several independent organiza-
tional units. (We discuss the concept of independence in more detail in Section 3.1). Evaluation
activities to be performed and responsibility for them are generally defined and documented in
project management plans, product development plans, project-specific product quality evaluation
procedures, and/or company quality plans and related product quality evaluation procedures.

2.2.3.2 Evaluation of Established Processes

Another form of process quality evaluation is doing reviews and audits for compliance to or adhe-
rence with the process. It is one thing to specify a process, but if that process is not being fol-
lowed, the quality of the resultant product can be adversely affected. Periodic audits for com-
pliance with the process need to be performed to ensure that the established process is being
implemented. For example, external appraisals, such as a Standard CMMI Appraisal Method for
Process Improvement (SCAMPI®™) B or C appraisal, are helpful in this regard.

It is also important to evaluate the processes used to determine if these processes are producing
products that yield the required quality. Using a concept from the CMMI to explain how
processes are evaluated, low maturity organizations will do qualitative evaluations supported, in
some cases, by rudimentary quantitative methods. High maturity organizations will use measure-
ment and statistical analysis to determine how effective the processes have been. In the low ma-
turity organization case, the evaluation will in most cases be experiential. For example, did the
process implementers commit mistakes and thus have to perform rework as a result of following
the process? In other cases, the organization might collect simple data, for example, defect data. If
the number of defects appear to be large (a subjective determination at lower CMMI maturity le-
vels), then investigations will be performed to figure out where in the overall scheme of things the
defects are being introduced (e.g., by performing a root causal analysis as described in the Causal
Analysis and Resolution (CAR) process area). In the high maturity cases, quality and process per-
formance objectives are established, processes will be quantitatively monitored (using statistical
analysis for the most critical subprocesses) and corrective action implemented when process per-
formance fails to achieve the established objectives.

CMMI Context

In terms of evaluation of both product and process quality, these evaluation concepts are articu-
lated in several CMMI process areas, such as Process and Product Quality Assurance (PPQA),
Verification (VER), Validation (VAL), and CAR.

The primary product evaluation process areas are VER and VAL. The purpose of VER is “to en-
sure that selected work products meet their specified requirements” [Chrissis 2006]. An example
of this would be testing a circuit board model to ensure that it is designed properly, or examining
code to ensure that the design is implemented properly in the software. The latter might be per-

SM SCAMPI is a service mark of Carnegie Mellon University.
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formed as a peer review. On the other hand, the purpose of VAL is “to demonstrate that a product
or product component fulfills its intended use when placed in its intended environment” [Chrissis
2006]. This may involve a test program executed in the target environment or a simulation to de-
termine whether the product or product component will adequately address stakeholder needs.
Clearly, the determination that the “product or product component fulfills its intended use” is
highly dependent on how well the requirements are defined. (Note: Validation is generally applied
throughout a development project, not only at the end of the project.)

Other CMMI process area indirectly associated with product quality are Measurement and Analy-
sis, Quantitative Project Management (QPM), CAR, and Organizational Process Performance
(OPP). Measurement and Analysis addresses “information needs” relative to product quality (and
other product and process attributes) by establishing appropriate measurement and analysis activi-
ties. The purpose of QPM is “to quantitatively manage the project’s defined process to achieve the
project’s established quality and process-performance objectives” [Chrissis 2006]. The focus is on
projects, using quantitative and statistical methods to measure quality and process performance to
ensure that the end product meets quality and process performance objectives. The CMMI dis-
cusses the use of statistical methods to monitor and control the most critical processes from a
business perspective. Here, both the process and the product are often being measured to deter-
mine satisfaction of quality and process performance objectives, not just directly but also in that
product quality measures are often a component of the measures used to evaluate process perfor-
mance. The purpose of CAR is to identify causes of defects and other problems and take correc-
tive action to prevent then from occurring in the future. In many cases CAR is applied to syste-
matically address patterns of product defects and other problems through a root causal analysis.

The primary process evaluation process area is PPQA. A focus of this process area is to “ensure
that planned processes are implemented” [Chrissis 2006]. This is accomplished in conjunction
with Generic Practice (GP) 2.9, which appears in all process areas. GP 2.9 establishes the need to
“objectively evaluate adherence” [Chrissis 2006] for each of the processes. In a sense, Specific
Practice (SP) 1.1 of PPQA is a collection point for all of the GP 2.9 evaluations. The full text of
SP 1.1 reads, “Objectively evaluate the designated performed processes against the applicable
process descriptions, standards, and procedures” [Chrissis 2006].

In terms of determining the adequacy of the implemented processes to produce quality products,
the CMMI establishes a focal point for accomplishing this with the Organizational Process Focus
and OPP process areas. Included in the activities under OPF are responsibility for accomplishing
periodic appraisals of the implementation of the processes and collecting feedback from the
projects on the effectiveness of the established processes. Included in OPP are activities related to
determining the process performance of the organization’s standard processes (and in particular
that of selected subprocesses) in order to better ascertain the ability of the organization and its
projects to achieve organizational objectives for quality and process performance. As indicated
earlier, the PPQA process area is the focal point for performing reviews and audits for process
adherence.
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3 Considerations

In the previous sections, we discussed the concepts that comprise the Extended Quality Concep-
tual Framework. The following sections consider factors important to implementing the Extended
Quality Conceptual Framework.

3.1 THE CONCEPT OF INDEPENDENCE

As part of quality evaluation activities, we discuss the concept of independence.

Relative to quality evaluation, independence implies performing product quality
evaluations by an “outside” organization (or individuals).

In this case, “outside” means different from those that produced the product, or those that ex-
ecuted the processes and activities being evaluated. The concept of independence relates not only
to performing the evaluation, but extends to establishing the evaluation criteria. Such criteria
should be established during Project Planning (a real “best practice”) so that there is agreement on
the scope and character of the evaluations and the right expectations are set “up front” among in-
volved parties.

The need for independence arises because the persons performing the process or creating the
product may have a conscious or unconscious need to make the process or product look good.
They might also have a biased expectation of what the result should be and consequently would
fail to perform certain checks or could miss anomalies because of that expectation. Such evalua-
tors can hardly be considered independent. By removing from them the responsibility for estab-
lishing the evaluation criteria and performing the evaluations, such problems will be substantially
reduced.

Independence, as a concept, has two aspects:

« Independence exercised within an organization, such as the use of a test team composed of
individuals different from those who designed and developed the product.

« Independence exercised by utilizing a group from outside the organization, such as an inde-
pendent verification and validation agent. This form of independence is perhaps the most
stringent.

Either way, the notion of independence is applied to reduce errors resulting from extensive fami-
liarity with the product being evaluated. Decisions as to the application of independence, the de-
gree of independence to apply, and the types of independent agencies to employ are a function of
a number of variables, such as size and complexity of the product/project, corporate policy, avail-
able funds, and criticality of the product to its end use (human safety, destruction of equipment,
severe financial loss, and so on).
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CMMI Context

The CMMI supports this notion of independence in stating that “Objectivity [in process and prod-
uct quality assurance evaluation] is achieved by ... independence ... .” It may be appropriate in
some organizations to implement process and product quality assurance independence by having a
separate quality assurance organization that reports independently to top management. In other
organizations, that role may be implemented without that kind of independence. For example, in
an organization with an open, quality-oriented culture, the process and product quality assurance
role may be performed, partially or completely, by peers and the quality assurance function may
be embedded in the process. As may be seen in the Process and Product Quality Assurance
process area, there is no need for a separate, enterprise-defined QA group.

If the quality assurance function is embedded in the process, several issues must be addressed to
ensure objectivity.

+  Everyone performing quality assurance activities should be trained in quality assurance.

«  Those performing quality assurance activities for a work product should be separate from
those directly involved in developing or maintaining the work product.

+  Those performing reviews or audits for process compliance should be separate from those
who actually performed the process.

+ Anindependent reporting channel to the appropriate level of organizational management
must be available so that noncompliance issues may be escalated as necessary.

3.2 QUALITY EVALUATION VERSUS QUALITY ASSURANCE

A point of confusion, especially related to organizational aspects of the quality framework is the
role of quality assurance groups and the quality evaluation activities those groups may perform.
Part of the confusion stems from a misunderstanding by many project teams about the word quali-
ty and the belief that anything to do with product or process quality is the purview of a QA organ-
ization. The belief is that if a Quality Assurance organization exists and is assigned to the project,
that this will ensure quality in the product. This belief contradicts the principle that “Quality is
everybody’s business.” Quality does not occur from after the fact inspections, audits, or tests. As
once noted by Harold Dodge of Bell Telephone Labs, “You cannot inspect quality into a product”
[Schulmeyer 2007]. Put another way, quality evaluation only results in a determination of the
quality or level of quality that has been built in.

Further confusion results from a poor understanding of the distinction between the concept of
quality and the quality functions associated with development and maintenance activities. For
example, there is a blurred understanding of the difference between QA functions and QA groups.
For example, if a QA group exists in a corporate structure and only performs checklist types of
audits, a project manager may mistakenly conclude that this group is sufficient to satisfy all the
quality evaluation needs of the project. In performing checklist activities, the group may not go
into enough depth to ascertain whether product quality or process adherence is being achieved.
This is especially true if QA personnel are not well versed in the disciplines being reviewed or
audited. This situation may preclude vital measurements (or tests) on critical parts of the product
Or process.
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Compounding this problem is the difference in approaches to quality assurance from organization
to organization. In some organizations, the QA group may have a considerable amount of technic-
al expertise and perform some of the necessary quality evaluations. In other organizations, it may
be merely a checklist activity involving little more than asking a performer if he or she has per-
formed the required activity—a technique which produces questionable results. Consequently, we
see that there is little in the way of a consistent definition in the industry of what constitutes the
discipline of quality assurance.

The fact is, quality evaluation activities often are performed by many groups, not only quality
assurance groups. Typically, these activities are conducted both formally and informally and in-
clude

«  peer reviews involving other developers to determine code quality (for software)
«  bench tests to evaluate the design of a hardware component

«  process effectiveness reviews conducted by the multi-disciplinary members of the Engineer-
ing Process Group

« document reviews conducted by subject matter experts

« functional- and system-level testing conducted by development team members and testing
team members

« integration testing conducted by testing team members, other development groups, and busi-
ness partners

« usability testing conducted at many development milestones to determine quality related to
user interaction

Some of the above quality evaluations may also be conducted by QA groups depending on their
level of expertise.

Regardless of which group (or groups) actually performs the evaluations, it is necessary to assess
and measure not only product quality but also the processes used to achieve it. This is the only
way to make sure enterprise, project, and the specified user requirements are met. Once the quali-
ty evaluation activities are defined, management can assign them to the appropriate group or
groups.

CMMI Context

While not explicitly placing quality assurance within the organizational context, the CMMI clear-
ly defines the quality assurance function (in the PPQA process area) as

«  objectively evaluating performed processes, work products, and services against the applica-
ble process descriptions, standards, and procedures

« identifying and documenting noncompliance issues
«  providing feedback to project staff and managers on the results of quality assurance activities
« ensuring that non-compliance issues are addressed

In CMMI, the evaluation of the actual quality attained in the product or the evaluation of the ade-
quacy of the process is not addressed within the PPQA process area. These activities are covered
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by several other CMMI process areas (e.g., VER, VAL, and QPM). Whichever decision is made
relative to who performs these evaluations, management must be sure that they are assigned to a
competent party that can effectively perform those functions and, where independence is speci-
fied, to an organization with the proper degree of independence.

What is crucial to any development project is that the definition and implementation of the activi-
ties necessary to assess and measure the quality of products produced by that project, in accor-
dance with the requirements established for that project, are carried out. When the quality assur-
ance activities are defined, their assignment to a specific organization is a management
prerogative. In summary, while quality assurance may be a functional entity within a corporate
structure; it does not address the full range of quality evaluations needed for the project and does
not release the PM from overall responsibility for quality.

3.3 PROCESS QUALITY VERSUS PRODUCT QUALITY

Intuitively, people cannot help but believe that implementing a structured process will improve
system and software quality. To come to that conclusion, simply look at the results of many soft-
ware development projects that have produced disastrous results because no process was in place.
Based on what is for the most part anecdotal evidence, the maxim that “the quality of a product is
highly influenced by the quality of the processes used to produce it” tends to be true [Humphrey
1989]. We know qualitatively that organizations implementing a disciplined process tend to have
better, more consistent results. On the other hand, experience also says that this is not always the
case. Because of this inconsistency, a question arises: Will a quality process always, in fact, pro-
duce a quality product?

This question comes to mind because of the phrase that the product quality is only “highly influ-
enced” by the process quality. The implication is that there is no guarantee that a quality process
will, in reality, produce a quality product. This uncertainty is supported by Jeffrey Voas in an ar-
ticle in IEEE Software [Voas 1997]. The article points out that the relationship between process
quality, methods selected for product development, and quality of the delivered code has never
been established quantitatively. He likens the situation to a belief that clean pipes will always de-
liver clean water. This belief disregards the fact that there are other ways that dirty water can be
injected into the water supply, despite the clean pipes. Further, the article states that there is no
guarantee that even the most superb software development processes will manufacture correct
code.

However, there is empirical evidence supporting our intuitions that there is a connection, i.e., a
cause and effect relationship [Gibson 2006]. In addition, while we can acknowledge that there is
currently no guarantee, work in this area address the situation of a “mature supplier” working with
a “low maturity customer” in a way that supports process improvement and use of mature proven
processes. A work in progress studies the so-called problematic programs (mature programs not
performing well) and discovered the water coming from clean pipes is much more likely to be
clean than is the case for dirty pipes (less mature organizations), even in dirty homes (immature
customers); i.e., while there is no guarantee, odds of successful programs with quality products
are improved if the processes are mature.
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The same theme is also expressed by Bazzana with respect to some findings from a study on the
efficacy of ISO certification by itself [Bazzana 2099]. In his paper, he points that in a European-
wide survey of IT representatives, the findings showed that approximately 65 percent of them felt
that certification against 1SO 9000 alone did not provide sufficient guarantees for the quality of
the delivered product. They felt that an assessment or appraisal involving two (or more) process
models produced greater confidence. Compounding this implication is of course the definition, or
lack of a definition, of quality for the process and the definition, or lack of definition, of the quali-
ty of the resultant product.

In discussing product quality as it relates to process maturity models, Tully, in Better Software
Practice for Business Benefit, discusses the results of a European-wide awareness survey of IT
representatives concerning the relationship between product and process quality. The survey re-
vealed that “process certification according to 1SO 9001 as not enough to guarantee quality of a
specific software product” [Bazzana 1999]. Of the responders, 64.62 percent answered NO to the
question “Do you think that certification against ISO 9000 is enough to guarantee the quality of
software products?” Also, a very low percentage of the interviewed declared that such certifica-
tion can give a sufficient guarantee of the quality of the delivered products. Nearly 57 percent
responded that the “Quality of a software product is not guarantied by a certificate on its produc-
tion process.” Another 38.46 percent responded that “it is more important the results of the
process, i.e. the product, than the process itself.” These observations lead to Tully pointing out
that “process maturity models are unconcerned with cause-effect relationships. They are based on
a very simple proposition, that software product quality is a function of software process quality.
Such a statement of a static equality can be vastly misleading, because it ignores the real-world
chains of events which are interposed between a process change and a product change, the speed
at which they unfold, and the extent to which they are affected by other causes.”

As noted above, one of the problems in making a connection between product and process quality
is that of measuring the quality of a process.

«  How do you define process quality?
«  How do you measure (evaluate) process quality?

»  How was that process implemented to produce the quality of the product, once the product
quality is defined? This is addressing two things: (1) was the right kind of process imple-
mented to achieve the requisite quality?; and (2) was that process correctly implemented?

As an example, if an organization is appraised with the CMMI as a reference model and achieves
a certain maturity level, is this rating sufficient to indicate that the process is a quality process or
that the processes being appraised actually will produce quality products?

Hypothetically, all organizations rated at Maturity Level 3 should have an organizationally consis-
tent process, but that doesn’t mean that two organizations rated at Level 3 have a set of processes
that will produce products having the identical quality. One organization’s process may be signif-
icantly better than the other’s in producing quality products, although according to their maturity
rating, the processes are both organizationally consistent and are consistently applied throughout
the organization (but allowing for project tailoring of the organization’s set of standard processes
to better address specific customer needs and expectations). This illustrates a lack of “connection”
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between maturity levels and what constitutes product quality. Just using the words product quality
and process quality without really specifying the connections and measurements is not appropriate
and gives a false sense of security.

What are missing are the definitions and the connections. Maturity levels alone only represent a
dimension of process quality without linking the process maturity to overall process quality and
then to the quality if the product’s produced by the process. That is,

Implementing and executing standard organizational processes does not guarantee
“high-quality” products.

However, by standardizing proven activities of the organization and by improving the linkage
between process and product that begins at CMMI ML3 and continues at the higher levels, the
expectation is that the ability to improve product quality and the ability to handle complexity and
higher risk should become more evident—but again not guaranteed.
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4 Summary

The basic concepts associated with product quality, or the quality of any entity, have been pre-
sented and lead to the idea of a framework for quality consisting of

«  definitions and attendant concepts
+  activities to:

- establish requirements and control changes
- establish methods to implement and achieve specified product quality
- evaluate process and product quality

These three elements were explored showing not only interaction with each other but also with all
other development project activities. The extremely complex interactions occur at many levels
within the development project and throughout the project’s life cycle.

Baker was the first to articulate the framework with the definitions we discussed here [Baker
1982a]. These concepts were subsequently extended in other works, for example, the “Software
Quality Program Organization” chapter [Baker 2007] of The Handbook of Software Quality As-
surance [Schulmeyer 2007].)

One driving factor in creating the original Software Quality Framework [Baker 1982a] was the
necessity to clarify the confusion about software quality and software quality assurance. In addi-
tion, then, as now, there were widespread attempts to equate software quality with hardware quali-
ty, for example, software reliability, as well as attempts to force-fit software quality into hardware
quality concepts and systems. The same confusion between quality and quality assurance exists
for the development and maintenance of systems and products. The success of a project (and the
foundation for its existence) is tied to achieving the requisite product quality. However, one must
understand what product quality is and the technical aspects of specifying, developing, and eva-
luating it. Product quality results from employing appropriate processes and methods in the
project design and implementation. Quality cannot be achieved by inspecting and testing the
product.

A typical misconception that exists is that any action or activity including the word “quality” be-
comes the responsibility of a quality assurance (QA) group. It recognized that the quality of any-
thing (product, process, services,), while influenced by many groups, has to be first specified and
then built in. It cannot be assured, audited, or tested into the entity. Even so, today, there are areas
of the acquisition and development communities that relegate any aspect that deals with quality to
QA groups (in some cases these are referred to as quality management departments). Organiza-
tions are using the idea of quality management to sustain QA groups. Clearly, this is not the case
with this Extended Framework nor in codification of these concepts in ISO standards and the
CMMIL.

Work on the original Software Quality Framework was initiated by DoD efforts to develop stan-
dards such as DoD-STD-2167 and DoD-STD-2168. The framework is recognized as applicable to
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entities and disciplines other than software. And, as previously noted, many of the concepts and
principles have found their way into commercial standards and process models, such as the
CMM], that have codified them in ways that can be implemented. While in this technical note the
Framework concepts were mapped to the CMMI to show how these provide a first-level imple-
mentation of the principles, the overall concepts (especially those associated with the definition of
quality and what it means in different disciplines) can be seen in many other efforts. For example,
the idea of organizational approaches to implementing the framework, including associated plan-
ning and management aspects [Baker 07, Schulmeyer 07]. The principles put forth in the EQCF
are sound principles upon which any process or quality model can be based.

The idea of specifying and measuring quality attributes of software products in contracts, such as
assessing quality of software architectures, can be found in Software Quality Management [Coop-
er 1979] and Use of the Architecture Tradeoff Analysis Method (ATAM) in Source Selection of
Software-Intensive Systems [Bergey 2002]. These documents make significant use of the concepts
discussed here.

Although there is general belief that the use of a structured, consistent process will lead to better
quality products, a number of researchers point out that the cause and effect relationships have not
been established quantitatively. Thus, the relationship between quantitative measures of process
quality and their relationship to product quality has not been clearly demonstrated. However, there
is empirical evidence supporting our intuitions that there is a connection, i.e., a cause and effect
relationship [Gibson 2006]. In addition, while we can acknowledge that there is currently no
guarantee, work in this area address the situation of a “mature supplier” working with a “low ma-
turity customer” in a way that supports process improvement and use of mature proven processes.
A work in progress studies the so-called problematic programs (mature programs not performing
well) and discovered the water coming from clean pipes is much more likely to be clean than is
the case for dirty pipes (less mature organizations), even in dirty homes (immature customers);
i.e., while there is no guarantee, odds of successful programs with quality products are improved
if the processes are mature.

The use of appraisals against a process model such as the CMMI only measure one dimension of
process quality in terms of organizational maturity levels or process area capability levels. But
such appraisals while providing a maturity or capability level does not guarantee good products
from the process. There is ongoing work attempting to provide a better way to link processes and
associated practices and the resulting product quality.
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