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Abstract

The first exploratory experiment of the Joint Fire Support (JFS) Technology Demonstration Project
(TDP), namely the Integrated Effects Coordination Cell Exploratory Experiment (IECCEX), was
conducted by the Canadian Forces Experimentation Center (CFEC) Effective Engagement Team
(EET) and JFS TDP in the Joint Concept Laboratory and Training Center (JCLTC) located in CFEC,
from 14" to 18" May 2007. The main objective of this experiment was to explore various Integrated
Effects Coordination Cell (IECC) manning, process flow and control models in order to facilitate the
identification of an appropriate model that best suits the requirements of providing optimal Integrated
Effects (IE).

In addition to the overall objective the scientific staff also gained valuable insight into:
+ information requirements for each option;
+ situational awareness requirements for each option; and
+ areas best suited for automation.

This report documents the approach used to conduct this experiment and captures the findings and
lessons learned.

Résumé

La premiere expérience exploratoire du PDT de STI, I’Expérience exploratoire sur les cellules de
coordination des effets intégrés (EECCEI), a été menée par I’Equipe d’Engagement Efficace (EEE)
du Centre d'expérimentation des Forces canadiennes (CECF) et du PDT de STI dans le
Laboratoire et centre d’instructions de concepts interarmées (LCICI) situé au CECF, du 14 au 18
mai 2007. L’objectif principal de cette expérience était d’explorer différents modéles de contréle,
de déroulement des opérations et de dotation en personnel d’une Cellule de coordination des
effets intégrés (CCEI) afin de faciliter I’identification d’un modéle approprié qui permet le mieux
de donner des effets intégrés (EI) optimaux.

En plus de I’objectif général, le personnel scientifique a également accumulé des connaissances
précieuses sur :

+ les exigences en matiére d’information pour chaque option;

+ les exigences en matiére de connaissance de la situation pour chaque option;

+ les domaines qui conviennent le mieux a I’automatisation.

Dans ce rapport, on documente I’approche utilisée pour mener I’lECCEX et on saisit les constatations
et les lecons apprises.
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Executive summary

Exploring Command and Control Concepts for an Integrated
Effect Coordination Cell using an Enhanced Tapbletop
Experimentation Approach : Report on the Integrated Effects
Coordination Cell Exploratory Experiment (IECCEX)

Sylvia Lam; Wally Woodward; DRDC Ottawa TM 2007-286; Defence R&D
Canada — Ottawa; December 2007.

Introduction or background: The first exploratory experiment of the Joint Fire Support (JFS)
Technology Demonstration Project (TDP), named the Integrated Effects Coordination Cell
Exploratory Experiment (IECCEX) was conducted by the Canadian Forces Experimentation Center
(CFEC) Effective Engagement Team (EET) and JFS TDP in the Joint Concept Laboratory and
Training Center (JCLTC) located in CFEC, from 14™ to 18" May 2007. The main objective of this
experiment was to explore various Integrated Effects Coordination Cell (IECC) manning, process flow
and control models in order to facilitate the identification of an appropriate model that best suits the
requirements of providing optimal Integrated Effects (IE).

Results: For each of the four command and control models explored, while unique in the

way a request was planned and executed, there are common domains that are critical to the

success of an IECC organization. These commonalities are:

*

Parallel Processing and Collaboration - It was observed that the IECC team was able
to plan a delivery of effect more efficiently when the planning tasks were processed in
parallel rather than in sequence. However, standard operating procedures for parallel
processing of calls for effects must be developed so that duplicate planning and re-
planning for an effect request could be avoided. The increase in parallel processing also
leads to a stronger need for the ability to synchronize the activities. In the two
centralized models, synchronization was enforced by the commander and/or the IECC
officer. In the two decentralized models, the IECC team developed some impromptus
approach to achieve self-synchronize with varying degrees of success.

Situation Awareness - The commander and team must at all time keep a current mental
awareness of the battlespace, the available resources and the battle rhythm. While in the
“IECCEX net-centric environment”, all the workstations were fed with identical
information, good SA was not always achievable due to task allocations. The
descentralized C2 models showed that the commander can achieved better SA than in
the centralized models.

Allocation of Tasks and Authority - In order to ensure the timely sharing of
information and optimal delivery of effects it is imperative that the workload is shared
among the team. This implies that the appropriate training, the needed authority and
responsibilities must be clarified to enable effective processing. This is particularly
important as we move towards the spectrum of decentralization as observed in the four
C2 models.

In addition, while the IECCEX focused on the planning activities (selection of effectors and
delivery system) versus the execution (actual delivery of effect), it was evident that planning and
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execution were two distinct functions that influence the final delivery of effects. It is imperative
that both the planning and execution functions, at both the staff and command level, be examined
when exploring the optimal process flow and control model for the optimal delivery of effects.

Significance: This exploratory experiment represents the first step towards the development of an
efficient and effective JFS model to deal with changes in the nature of war. This experiment
enabled the scientists to exchange with the CF operators effectively in a mock-up environment
and identified critical areas that the JFS scientists must address in subsequent concept
development and experimentation activities.

Future plans: JFS TDP will continue to work closely with the CFEC EET to use simulation and
experimentation techniques to develop the future JFS model.
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Introduction ou renseignements généraux : La premiere expérience exploratoire du PDT de
STI, I’Expérience exploratoire sur les cellules de coordination des effets intégrés (EECCEI), a été
menée par I’Equipe d’Engagement Efficace (EEE) du Centre d'expérimentation des Forces
canadiennes (CECF) et du PDT de STI dans le Laboratoire et centre d’instructions de concepts
interarmées (LCICI) situé au CECF, du 14 au 18 mai 2007. L’objectif principal de cette
expérience était d’explorer différents modeles de contrble, de déroulement des opérations et de
dotation en personnel d’une Cellule de coordination des effets intégrés (CCEI) afin de faciliter
I’identification d’un modele approprié qui permet le mieux de donner des effets intégrés (EI)
optimaux.

Résultats : Les modéles de commandement et de controle explorés au cours de I’'EECCEI
avaient tous une fagon unique de planifier et d’exécuter une demande, mais ils comportaient
tous des domaines communs critiques au succes d’une organisation de CCEI. Ces domaines
communs étaient :

+ |e traitement en paralléle et la collaboration — On a observé que I’équipe de CCEIl a
pu planifier une production d’effet plus efficacement lorsque les taches de planification
on été traitées en parallele plutdt qu’en série. Cependant, il faut développer des
instructions permanentes d'opération pour le traitement en paralléle des demandes
d’effets pour éviter le dédoublement de la planification et de la re-planification d’un
effet. L’accroissement du traitement en paralléle exige aussi une plus grande capacité de
synchronisation des activités. Dans les deux modéles centralisés, la synchronisation a été
appliquée par le commandant et/ou I'officier de la CCEl. Dans les deux modeles
décentralisés, 1’équipe de la CCEIl a développé des approches impromptues pour créer
une auto-synchronisation avec différents degrés de réussite.

+ la connaissance de la situation — Le commandant et I’équipe doivent, en tout temps,
conserver une connaissance mentale de I’espace de combat, des ressources disponibles et
du rythme du combat. Tous les postes de travail ont recu des informations identiques
dans « I’environnement axé sur le réseau de I’EECCEI », mais il n’a pas toujours été
possible d’obtenir une bonne CS comme I’ont démontré les observations faites au cours
de I’expérience. Néanmoins, certains modéles C2 permettaient une meilleure CS que
d’autres.

+ [’allocation des taches et de I’autorité — Pour assurer le partage en temps voulu de
I’information et la production optimale des effets, il est impératif que la charge de travail
soit partagée par les membres de I’équipe. Cela nécessite la clarification de I’instruction
voulue, de l'autorité nécessaire et des responsabilités pour permettre un traitement
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efficace. Cela est d’une importance particuliére a mesure que nous approchons de la
décentralisation, tel qu’observé dans les quatre modeles C2.

De plus, malgré le fait que I’EECCEI portait tout particuliérement sur les activités de planification
(sélection des producteurs d’effets et du systéme de production) par rapport a I’exécution (la
production réelle de I’effet), il était évident que la planification et I’exécution étaient deux
fonctions distinctes du personnel et du commandement de la CCEI qui ont une incidence sur la
production finale des effets. Il est impératif d’examiner les fonctions de planification et
d’exécution, au niveau du personnel et du commandement, lorsqu’on explore le modele optimal
de déroulement des opérations et de contréle pour la production optimale des effets.

Importance : Cette expérience exploratoire représente le premier pas vers le développement d’un
modeéle de STI efficient et efficace pour s’adapter aux changements dans la nature de la guerre.
Cette expérience a permis aux savants d’échanger efficacement avec des opérateurs des FC dans
un environnement simulé et d’identifier les secteurs critiques dont les savants du STI doivent
tenir compte dans les activités ultérieures de développement de concepts et d’expérimentation.

Plans futurs : Le PDT du STI continuera a collaborer étroitement avec I’EEE du CECF pour
utiliser des techniques de simulation et d’expérimentation afin de développer le modéle de STI
futur.
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1 Introduction

Joint Fire Support (JFS) is the collective and coordinated use and exploitation of command, control,
communications, computers, intelligence, surveillance and reconnaissance (C4ISR) assets,
information operations (10) and direct and indirect fire systems to support operations. It includes
lethal and nonlethal, kinetic and nonkinetic actions.

The changing nature of warfare has prompted the need to re-evaluate the current approach to JFS as
documented in the Canadian Forces (CF) doctrines, and look for areas of improvement to maintain our
superiority in the battlespace. While new technologies introduce possibilities for precise fire delivery
and faster information exchange, the nature of conflicts and the battlespace are also becoming more
complex. Consequently, the CF must re-evaluate the current JFS system and incorporate new
warfighting concepts and technologies to deal with the changes.

The goal of the JFS Technology Demonstration Project (TDP) is to develop a model for a Joint Fires
system that provide the commanders with more options with which to respond to the increasing
requirement to handle dynamic and time sensitive targets while minimizing the impact upon strategic
and preplanned targeting. The overall effect should be to increase the agility and effectiveness of the
force. This model must work within a net-centric environment and apply effect-based thinking to
operations. The realisation of this model will provide the CF with the capability to operate in a more
complex and dynamic environment. Modeling and simulation, as well as experimentation are the
main enablers for the realisation of this future JFS model.

The first exploratory experiment of the JFS TDP, the Integrated Effects Coordination Cell Exploratory
Experiment (IECCEX) was conducted by the Canadian Forces Experimentation Center (CFEC)
Effective Engagement Team (EET) and JFS TDP in the Joint Concept Laboratory and Training Center
(JCLTC) located at the CFEC, from 14" to 18" May 2007. This experiment was also supported by the
CFEC Joint Experimentation Synthetic Environment (JESE) team; 2 Royal Canadian Horse Artillery
(RCHA) Petawawa; Experiment Operational Research Team; Future Forces Synthetic Environment
(FFSE) Section at DRDC Ottawa, and Black Coral™.

The main objective of this experiment was to explore various Integrated Effects Coordination Cell
(IECC) manning, process flow and control models. This will facilitate the identification of an
appropriate model that best suits the requirements for providing optimal Integrated Effects (IE). In
addition to the overall objective the scientific staff also gained valuable insight into:

+ Information requirements for each option;

+ Situational awareness requirements for each option; and

¢ Areas best suited for automation.
This report documents the approach used to conduct the IECCEX and captures the findings and
lessons learned. The organization of this report is as follows: Section 2 describes the context and

approach of the experiment, Section 3 describes the infrastructure and tools, Section 4 presents the
findings and lessons learned, and Section 5 concludes this report.
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2 Conduct of the Experiment

2.1 Context

It’s been emphasized in the DND/CF Concept Paper and Roadmap for Network Enabled Operations
[1] that in a Network-enabled Operations (NEOps) environment, command and control may face a
fundamental change:

“Through a clear understanding of the commander’s intent and the operational picture, leaders will
be able, and expected, to exercise increased initiative. In doing so, a balance needs to be attained
between micromanagement of subordinates and excessive independence from commanders that may
be possible through the broad asset visibility achievable through NEOps. The Orders procedure will
be reduced, as much of the information required to execute a mission will be readily accessible by
subordinate levels beforehand, allowing pre-planning in advance of orders.”

Led by this thought, the IECCEX was designed to explore the issues related to command and control
in an IECC with respect to manning, control and process flow. It is important to note that the
IECCEX did not set out to prove any hypothesis, but was designed to create an enhanced tabletop
wargame environment for CF operators and scientists to explore C2 concepts.

The experiment was conducted over a five-day period. The first day was dedicated to allow
participants to familiarize themselves with the environment and for tools testing. The actual
wargaming were conducted in the following three days. The last day of the experiment was intended
for briefing and demonstration to senior management.

2.2 An Enhanced Tabletop Experiment Approach

The IECCEX enhanced tabletop wargaming environment made use of existing computer network on
site to construct a network-enabled environment. The Effective Engagement Team incorporated
readily customizable software tools for visualization, collaboration and data management. A
description of the environment and the tools is provided in Section 3.

Before the start of each wargame, the participants were first briefed on the C2 model to be explored
and its implication on the flow of command and control within the IECC. The participants were then
assigned to specific roles and tasks according to the targeting process. Each participant was provided
with a computer workstation to perform his tasks and to interact with others.

Each wargame consisted of two parts: the first part was a dry-run; allowing the participants to try out
specific command structure and control process flow they were instructed to follow. Once the
participants were comfortable with the concept and the process, the wargaming tools were reset and
the full run began. The run continued until enough data were collected. On average, a dry run took 15
to 20 minutes and a full run lasted roughly 45 minutes to 1 hour 15 minutes.

After each wargame, all participants were gathered in a conference room for debriefing and round
table discussion on any thoughts related to the C2 models, the potential applications, and on possible
improvements to challenges encountered. Each participant was asked to complete a questionnaire
before the conclusion of the discussion session.

2 DRDC Ottawa TM 2007-286



2.3  Scenario Development and Assumptions

A framework of the Chief of Force Development (CFD) "Failed State™ scenario was used to set the
scene for IECCEX. Friendly and enemy Order of Battle (ORBAT)/forces, modest Rules Of
Engagement (ROE) and Commander's intent were developed to support the scenario and to
provide role players with sufficient infrastructure to explore the various C2 models. These supporting
information can be found in Annex A.
To reduce the complexity, the following assumptions have been made for the IECCEX:

+ Scenario takes place in a net-centric environment

+ All personnel have the same level of situation awareness of the complete battlespace

¢ There is no enemy electronic ORBAT (Jamming)

+ This experiment we will only examine the people and process portions of an IECC

+ Technology requirements will not be the focus of discussion

24  C2 Models Explored

The spectrum of command and control models span between the most centralized (micromanagement)
and the completely decentralized (excessive independence from commanders). For the purpose of
IECCEX, the scientific staff has selected four representative models to explore. These models were
not definitive options for the future IECC concept, but simply served as a starting point to identifying
the ideal solution.

The four models used in IECCEX were referred to as:
+ Fully Centralized Control;
+ Partially Centralized Control;

+ Decentralized Control with Specialists; and

+ Decentralized Control with "All Capable" entities.

Model 1 : Fully Centralized Control: In this model, the commander was intended to be a
micromanager who was involved in every major step of the Targeting Process. He would issue direct
and specific orders to subordinates when required. He also expected subordinates to report to him
directly.

During the wargame, the commander would first review the incoming request for fire, assess the
situation and determine which service (Land, Air, Maritime) should respond to the request. He would
then issue direct order to the component command to request a proposal of asset that best fit the
request. If this component command did not have the right asset, he would then task another
component until he has exhausted his options, which would render the request unfilled.

Model 2: Partially Centralized Control: In this model, the commander had a reduced level of
management, allowing some decision-making be passed down to subordinates.

During the wargame, the commander reviewed incoming fire requests and determined their priority in
the process. He would then issue a tasking to all the subordinates and instruct them to work on one
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specific fire folder at the same time. All component commands would evaluate the effect requested
and propose a suitable asset. The commander would choose among the proposed assets and authorize
the delivery.

Model 3 : Decentralized Control with Specialists: Moving towards decentralization in the C2
spectrum, this model reduced the responsibilities of the commander by allowing all subordinates to
process fire request according to their abilities. The commander was aware of the activities of his
members but did not issue routine tasking. It was assumed that members had common situation
awareness and that they were capable of self-synchronizing.

During the wargame, the commander’s responsibilities include the initial evaluation of the fire request
and create fire folder for dissemination to all subordinates. No direct tasking was involved here.

Based on their judgment on priority, all members would decide individually which fire folder to
process. All issues related to ROE or proposed assets were noted on each fire folder and were
accessible to all members once it was updated. While each fire folder must be processed by each
member of the IECC, it did not have to be done sequentially. Members signed the folder after they
have processed their task, and when all the signatures were completed, the commander would review
the fire folder and decide on the action (order to deliver effect or declare request unfilled).

Model 4 : Decentralized Control with “All-capable” Entities: Situated on the other extreme
of the C2 spectrum, this model did not have a tradition commander in place but was replaced by a
number of “all-capable” entities that were trained to handle all tasks throughout the Targeting Process.
Since all entities had access to all information and had same level of SA, the entities were expected to
collaborate and self-synchronize to generate optimal results.

In the wargame, when fire request arrived at the IECC, it was kept in a queue and was broadcasted to
all entities. Each entity would evaluate their ability to process this request. If one entity decided to
process a request, this request would be marked and locked on the queue so that no other entities could
process it. Nonetheless, the information content was accessible to all others. The entity would be
responsible for the request till the end (including authorization of asset to deliver effect, or
determining request could not be filled). In this model, entities were competing for limited resources
and were exptected to self-synchronize to generate the best outcome.

2.5 Analysis and Data Collection

Data was collected through a series of:
+ Chronological records of each serial;
+ Facilitated de-briefs after each run;
¢ Questionnaires;
+ Observations noted by scientists and engineers; and
+ After Action Reports.

The findings based on information collected are presented in Section 4.
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3 Infrastructure and Tools

IECCEX made use of an enhanced tabletop experiment to facilitate the exploration of possible C2
models for IECC. The Effective Engagement Team in CFEC created a collaborative net-enabled
environment to maximize the “touch-and-feel” of the concept of an IECC. The infrastructure and the
tools used in the IECCEX, including the network connection of various computer terminals, basic data
management software (Microsoft office™), and visualization tool, Black Coral™ required reasonable
level of effort to customized for this trial.

3.1 Physical Layout

In this experiment, the IECC was made up of the Integrated Task Force Commander (ITFC), who
was supported by his officer (IECC-0), the Air Component Command, Maritime Component
Command, Land Component Command, and the legal advisor / ROE representative. Despite their
specific functions, all their workstations were identical and were networked together. Figure 1
illustrates the physical layout of the workstations of various IECC roles as well as the experiment’s
support staff. Note that the “white cells” workstations were used by experiment facilitator to inject
events into the wargames and manage the data generated by the runs.

ACC
LCC ROE
MCC
=
=
U) (]
Q &
© Facilitator / Data —
Collector
o =
L © =
= O @
O
2

Figure 1 Physical Layout of the Workstations in the Experiment
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3.2 Visualization Tool for Situation Awareness

While the scenario was fictional, the experiment made use of existing geographical data in the area of
Vancouver, British Columbia, for the purpose of visualization and situation awareness. The
experiment battle space was divided into three Areas of Interest (AOIs) (Rural, Urban and Wilderness)
and provided role players with a unique set of effects delivery challenges. A visual representation of
these AOIs was provided by Black Coral™. Figure 2 is a snapshot of the screen. Note that Black
Coral™ has an integrated “Chat” function (as shown on the left panel of the snapshot). This function
can be toggled as required. The IECCEX used both Chat and voice as means of communication

Black Coral LIVE - JFS TableTop - MAY2007 =] 3]

© Fle Edit Markup Tools  Window Help

eoa@ikEyHaY AQd R/ a4 @ mwm - {@

Full ADR (D efaul
RURAL

URBAN
WILDERNESS

Categaries | ACLs

3U01 Noted 4|

IROE 10:45 16-05-2007

& B ISAD

3ROZ: Agree that
ROEs don't preclude
lethal force

IROE 10:51 16-05-2007

Take that back: Just
clarified with higher
autharity that only
norlethal force
autharized for
situations outside of
self-defence

[ITFC 10:52 16-05-2007
RGR that

[ITFC 11:00 16-05-2007
RCE change - Lethal

force is authorized for o @ e
attack on all ROF LT%12 7772055 NTU.JCM |
i

combatant forces and

HQ Elements Eﬁ
IROE 11:07 15-05-2007 %.’Jﬁ!ﬂm@ﬁ.@)'
3ROZ: Mo ROE
considerations. Mol tar Positieh (3R07) £4 . e
RD 0
IROE 11:12 16-05-2007 I ., g
Ma ROE considerations LR KA el JEODTR
for 3ROZ, 3R04, !
w03, W04 Linv2 24 S D e (RO @
IROE 11:13 16-05-2007 MBT21 7} h77755]
3003, 3U04: Urban &
center: Minimize LIZLY @‘HPE (3RDY)] |
damage M177:0 EXC W
infrastructure, no
damage hospitals, Digilinted Moving (3R03))
schanls, religious bidgs @
white Cell 2 11:16 16-05- . MBT35
zo07 L) S ey
stoprun 3 -
— SeEtoi -Dug i {3RMOIUD Hatar Se [R5 4

1 5L03)

Chat | Team |

[Lat: 43.719168, Long: 125.027209
#hstart ||| ] @ 153 ||[@tack coral Live [ 0inkFires_t4May : Datab. .| [ frvd FreRequest | 8 Requesting Firing Position_|

Map Seale: |1:127.622 61 = 4
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Figure 2 Screen Capture of the Visualization Tool Black Coral™

3.3 Data Management

The data management tools were developed by the Effective Engagement Team using existing
Microsoft office™ tools, i.e. ACCESS and EXCEL. These tools were used to generate data needed to
drive the experiment, which included requests for effect, weapon status, ROE compliance verification
and other information related to the targeting process. The team also created various ACCESS data
entry forms as interface to the database. Figure 3 shows a snapshot of the electronic Fire Folder Form
that the participants used to process fire request. Participants filled in the blanks according to their
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roles, and once they have completed their tasks, they would click the corresponding checkbox at the
bottom of the form to indicate the status. In some of the C2 models evaluated, the commander used
these checkboxes to determine the processing status of the Fire Folder and decide when he needed to
take action to complete the request. Data entered from various runs were captured in the database for

future references.
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» Fire Request # T2 Current Time: BA5/2007 2:58:18 Abd

Requesting Effect: MNetralize b Regquesting Unit |

Effect Time: 14:30 DD/MM Y

Priarity: .7

Remarks: ROE IS GOOD. wILDERMESS NO ISSUES

LCC: Mo asset available. Recommend fonward to ACC for use of CAP
ROE ‘ LCC ‘ MCC ‘ ACC ‘ COR_I I IECC-O0 I ITFC ‘
\ Unit | Weapon | CurrentTime | Selected
P |1 % CAP -2 % CF18 30 Mk - HE 10/1/2007 10:42:09 Ak
£ | X

Record: E { 1p [E of 1

[V ROE W LCC [ MCC W ACCT CDR. [T IEECO [T ITFC
SAVE | ACCEPT

Record: EE]—2~ E][E b¥| of 7

Form Yiew

Figure 3 Screen Capture of the Fire Folder Input Screen in EXCEL™
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4 Findings and Lessons-Learned

IECCEX has generated good value for the level of effort of an enhanced tabletop experiment. During
the IECCEX, eight complete runs (two for each of the four C2 models) were executed. This section
summarized the findings. In addition, the lessons-learned from the preparation and execution of the
experiment are also documented in this section for future references.

4.1  Findings Related to the C2 Models

For each of the four models explored, while unique in the way a request was planned and
executed, there were common domains that are critical to the success of an IECC
organization. These commonalities are:

+ Parallel Processing and Collaboration - It was observed that the IECC team was able
to plan a delivery of effect more efficiently when the planning tasks were processed in
parallel rather than in sequence. However, standard operating procedures for parallel
processing of calls for effects must be developed so that duplicate planning and re-
planning for an effect request could be avoided. The increase in parallel processing also
leads to a stronger need for the ability to synchronize the activities. In the two
centralized models, synchronization was enforced by the commander and/or the IECC
officer. In the two decentralized models, the IECC team developed some impromptus
approach to achieve self-synchronize with varying degrees of success.

+ Situation Awareness - The commander and team must at all time keep a current mental
awareness of the battlespace, the available resources and the battle rhythm. While in the
“IECCEX net-centric environment”, all the workstations were fed with identical
information, good SA was not always achievable due to task allocations. The
descentralized C2 models showed that the commander can achieved better SA than in
the centralized models.

+ Allocation of Tasks and Authority - In order to ensure the timely sharing of
information and optimal delivery of effects it is imperative that the workload is shared
among the team. This implies that the appropriate training, the needed authority and
responsibilities must be clarified to enable effective processing. This is particularly
important as we move towards the spectrum of decentralization as observed in the four
C2 models.

In addition, while the IECCEX focused on the planning activities (selection of effectors and delivery
system) versus the execution (actual delivery of effect), it was evident that planning and execution
were two distinct IECC functions that influence the final delivery of effects. It is imperative that both
the planning and execution functions, at both the staff and command levels, be examined

when exploring the optimal process flow and control model for the optimal delivery of effects.

The following paragraphs capture the observations pertaining to each C2 model.
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Model 1 : Fully Centralized Control Model

*

Parallel Task Processing and Collaboration — In this model, all fire folders were
processed sequentially and the process flow was controlled by the commander. This
model provided an orderly approach to process a request, but lacked the flexibility to
make full use of the available human resources.

Situation Awareness - Both the commander and his officer failed to maintain sufficient
SA throughout the session because they were overwhelmed by micromanagement.
Other team members were able to maintain good SA but their contribution to the
targeting process was limited.

Allocation of Tasks and Authority — The imbalance between tasks and authority
allocation has let to the commander being overwhelmed, and the subordinates were on
light duties waiting for specific tasking from the commander.

Figure 4 is a simplified operational node connectivity description (Operational View 2 in DoDAF).
Note that the goal of this figure is to highlight the main information exchange pertinent to the C2
model explored. Interactions between other operational nodes, i.e. interactions with the file folder
gueue or with other team members may have existed but are omitted in this diagram for presentation

purpose.

ACC Mcc LcC Legd | ROE
il ril ni il
b [ S
task [A.CC task MCC tasklLoe F;;k Legal
ACC repgrts
to cdr MCC
reporks to
cd? LiCC reponts legal rep
to cdr reparts td cdr
fire folder queue ICCE-O

maintain pricrity in queue

=1 ni

support adr in
decision-maki

Requestor s

Fire Request

nil nil et

ACC = Air Component Command  MCC = Maritime Component Command  LCC = Land Component Command
ROE = Rules of Engagement Rep |[ECC-0 = IECC Officer ITFC = Integrated Task Force Commander

Figure 4 Simplified Operational Nodes Connectivity for Fully Centralized C2 Model
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Model 2 : Partly Centralized Control Model

*

Parallel Task Processing and Collaboration — All fire folders were first evaluated by
the commander and then issued to all subordinates for processing (parallel). Each
subordinate must check off the file to indicate that they have accomplished their tasks on
that file. At this point some degree of synchronization was needed and the IECC officer
acted as a scheduler to ensure all fire folders were processed in a timely manner. IECC
officer monitored each fire folder status by the checkboxes on the Fire Folder Form (see
Section 3.3) and interacted with those who took longer than expected to complete the
folder. At times the commander could act on fire folders even though not all the boxes
were checked. (E.g. in urgent cases, when the commander felt that the proposed asset
from one of the command was sufficient to fulfill the request even the other proposals
were not yet available).

Situation Awareness - The commander had slightly better SA as he had reduced his
level of management throughout the process. Nonetheless the commander felt he did not
enough SA to perform his work to satisfaction. Other team members were able to
maintain good SA and they were able to contribute to the targeting process since all
component commands were expected to evaluate current SA and propose appropriate
asset if available.

Allocation of Tasks and Authority — The more balanced tasking and authority
allocation has let to a more efficient process flow. The IECC team felt very comfortable
with this model as this was very close to the current mode of operation.

Figure 5 illustrates the main connectivity and information exchange between operational nodes in this
model.

10
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ACC = Air Component Command  MCC = Maritime Component Command  LCC = Land Compaonent Command
ROE = Rules of Engagement Rep |ECC-0 = |[ECC Officer ITFC = Integrated Task Force Commander

Figure 5 Simplified Operational Nodes Connectivity for Partly Centralized C2 Model

Model 3 : Decentralized Control with Specialists

+ Parallel Task Processing and Collaboration — In this model parallel processing started
from the very beginning as the fire requests were broadcasted to the whole IECC team as
they arrived. The subordinates were expected to scan all the fire folders and develop
their own processing priority with respect to their understanding of the SA and their
ability to process. The role of the commander was reduced to reviewing the fire folders
that were completed or were near completion and determine when and whether he
needed to take action to choose a proposed asset for delivery, or any other actions
required to process the request. The lack of ability to synchronize soon became obvious
as many open-ended fire folders were waiting for the last checkbox to be filled in. Since
all the fire folders were broadcasted at time of arrival, the individual workflow was
interrupted from time to time; they had to derive their own tracking mechanism (mostly
using pencil and paper) on the folder status they were working on.

¢ Situation Awareness — In this model the commander felt that he was able to maintain a
very good level of SA to make sound decisions. Other team members were able to
maintain enough SA to perform an adequate job.
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+ Allocation of tasks — While most of the team performed the same tasks and the overall
workload was roughly the same; the lack of ability to synchronize with others put
pressure on all team members. All of them became potential chokepoints in the process.
The IECC team felt uncomfortable with this model as there was not enough control in

the process flow.

Figure 6 illustrates the main connectivity and information exchange between operational nodes in this
model.

ACC

MCC

nil

ACC Iy
fire fol

requestor

alll

LCC

Legal / ROE

nil

MCC input to fire foflder
MCC retrieve fire folder

LCC input to fire folder

nil

LCC refrieve fire folder

legal i

nput to fire folder

nil

legal retrieve fire folder

IECCO refrieve
fire folder

IECC Officar

1]

IECCO input to fire folder

SLppart g

dr in decision-making

ITFC refrieve fire folder

ITFC input to fire folder

ITFC

il

Although voice communication still
available, the IECC team intaracted
mainly with the file folders in the
gqueue. The [ECC-O and [TFC
scanned the queue frequently to
obtain the status of the file folders.
If IECC-0 or ITFC had guestions
related to a folder, they would
cormmunicate directly with the team
through voice communication

y

ACC = Air Component Command  MCC = Martime Component Command  LCC = Land Component Command
ROE = Rules of Engagement Rep |ECC-O = IECC Officer ITFC = Integrated Task Force Commander

Figure 6 Simplified Operational Nodes Connectivity for Decentralized C2 with Specialists

Model 4 : Decentralized Control with All-capable Entities

12

+ Parallel Task Processing and Collaboration — This model assumed that the IECC was
made up of a group of all-capable entities. An entity could be a person or a unit that are
trained to handle all the tasks in the targeting process, and that they have the necessary
authority to take action throughout the process. They share the same understanding of
the commander’s intent and the same situation awareness. No traditional commander
role existed in this model. All open requests were stored in a queue and entity would
choose a folder from this queue to process. While each fire folder was processed
sequentially (i.e. going through the targeting process on step at a time) by one entity,
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*

*

multiple fire folders were being processed at the same time. Collaboration and
Synchronization were expected, especially when dealing with limited resources to fill
the requests. Nonetheless, little collaborations and synchronization were observed, and
the wargame was turned into a competition of who could process the most fire folders.
In fact, due to the novelty of this C2 model, the experiment planning, infrastructure
setup, participants were not prepared to deal with many issues related to this model.
Yet, since our goal was to explore rather than to measure, the ability to role-play with
realistic tools allowed the participants to identify critical issues and imagine the
possibility that could be developed from this model.

Situation Awareness — No participants complained about lack of SA to do their job.

Allocation of tasks — Not applicable

Understanding the assumptions we used in this model are subject to debate, we have gathered the
following points of discussion:

*

Redundancy — as observed from the experiment, redundancy ensured a smooth
operation as one of the workstation failed unexpectedly and another entity picked up the
work automatically without being prompted (fire folders stayed open for processing on
the fire folder queue).

Human Resource Requirement — In all the other models, the minimum number of staff
in IECC was determined by the number of specialists needed by the process. In our
experiment, the first three models required at least five people to man the IECC
regardless of the size and the complexity of the mission. In this last model, the number
of entities would likely be determined by other factors such as the size and the
complexity of the mission.

Prioritization and Quality Control - this model will require more studies on how to
maintain priority and quality control so that entities would not turn the mission into a
competition for quantity of requests filled.

Figure 7 illustrates the main connectivity and information exchange between operational nodes in this

model.
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Figure 7 Simplified Operational Nodes Connectivity for Decentralized C2 with All-capable Entities

4.2 Lessons learned from Experiment Preparation

This experiment presented a unique set of challenges. The main and sub objectives for this
experiment required a reasonable level of infrastructure and role player expertise. However, due to our
limited resources and experience in conducting an enhanced tabletop experiment, we have faced
various challenges. Also the level of expertise required for role players was not fully

understood. After completing IECC we have a much better understanding of experiment
infrastructure and preparation requirements.

Role-players - In order to properly explore candidate topologies it is important that the role-players
participation is consistent and they have a good understanding of:

+ the concept,

+ military team interaction,

¢ command structure, and

+ that all the role-player should have the appropriate level of operational experience;
Situation Awareness - It is imperative that the roles players are given a good level of battle
space SA and visualization. Operational and resource data must also be made readily

available (visual display or stateboard). Without this level of realism role-players were not
able to conduct collaborative planning or maintain any degree of battle rhythm.
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Information Sharing Forms - The information sharing forms developed for the

IECCEX met minimum requirements subsequent to some adjustments made after day 1 of the
experiment. It is important that the role-players focus on planning and execution and not
have to deal with technical issues;

Scenario - The scenario that is used to support an experiment must be of sufficient fidelity to
meet experiment objective requirements. It must also offer opportunities to measure and
observe key performance parameters when specified.

ORBAT/Supporting Forces - If knowledgeable and experienced roles players are employed
it is imperative that the ORBAT/forces support the scenario and that they meet experiment
objective requirements. However, the ORBAT must also challenge the role players to
optimize usage of available resources, therefore, a control process must be in place that
indicates which assets have been tasked and which assets are available;

Rules of Engagement - ROE has become an essential element of all military operations,
therefore, experienced role players will have a good understanding of ROE. While it is
important that ROE does not become all consuming and the focal point of the experiment, it
is also important that it is sufficiently robust to meet the requirements of the experiment and
add a level of realism.

White Cell - It is essential that the white cell staff have a good knowledge of the operations
that will be conducted in order to meet the objectives of the experiment. It is also important
that new challenges/information be introduced into the experiment at a frequency that

will maintain battle rhythm without over stressing the infrastructure and role players.

Analysis and Data Collection - It is imperative to understand the scope and objective of the
experiment and its intention. Further, it is important to understand the analysis and data
collection limitation of the infrastructure, personnel and experiment control. If the
experiment is designed to prove/disprove a hypothesis or validate a concept a high level of
scientific rigor is required. If the experiment is exploratory, such as the IECCEX, then a
lesser level of scientific rigor is acceptable. However, an exploratory experiment is designed
only to explore and further refine options (although it provides partial evidences for or
against some beliefs or hypotheses) and not to prove/disprove or validate options or concepts.
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5 Conclusion

The IECCEX yielded a good level of understanding of the process flow and control models
and the associated pros and cons. Valuable insight was gained into the information and
situational awareness expectations as well as areas best suited to automation for each model.
Finally, infrastructure (hardware/software), preparation and personnel requirements necessary
to meet experiment objectives were also identified. The findings and lessons-learned will be
incorporated into subsequent concept development activities to formulate the future JFS
model.
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Annex A Additional Information used in IECCEX

A.l ROE used in IECCEX
+ Damage to national infrastructure is to be minimized
+ Deadly force is authorized for force protection
+ Non-Deadly force is authorized to defend property
+ Non-Deadly force is authorized to restore order from civil disturbances

+ Any operations, other than force protection, which would result in damage to
hospitals, schools and religious buildings, are not authorized

A.2 Friendly ORBAT

Friendly ORBAT
Weapons System| ~ Ammunition Range Fire Inhibit Zone Remarks
2 X Batteries of 155-HE 25 Kims 200 Meters Max Range
M777 Excaliour 65 Kms 200 Meters Max Range
2 X MBT troop
4 MBT /troop HE 5 Kms 100 Meters Max Range
LXLAV platoon | 25MM - HE 3Kns 100 Meters Max Range
4LAVs 7.62 MM 1800 Meters 50 Meters Max Range
1xCOBRAF-
AH Joint Common
2 AH/Fit Missile (JCM) 15Kms 500 Meters Max Range
1xCOBRAF-
AH
2 AH/Fit 30 MM - HE 4 Kms 300 Meters Max Range
1xCAP JCM 25 Kms 200 Meters Max Range
2 XCF18 25 MM - HE 3Kms 500 Meters Max Range
Harpoon Bl 2 -
1xNaval Task |  Land Attack 120 Kms 1Km Max Range
Unit 5 Inch gun - HE-
2XCPF/TU ICM 16 Kms 200 Meters Max Range

DRDC Ottawa TM 2007-286
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A.3 Enemy ORBAT

Enemy ORBAT
30 xAPC 12.5 MM 2.5 Kms Max Range
10 x Jeeps 106 MM | 600 Meters Max Range
8 x Dismounted
Mortars 81 MM 1.5 Kms Max Range

A4 Friendly Forces

Friendly Forces

1 dismounted Battalion

4 companies - 126 Pers / company

9 x dismounted sections

10 pers / section

6 X SOF teams

2 Man

A.5 Enemy Forces

Enemy Forces

3 Companies Mechanized Infantry

80 Pers / Company = 240

1 dismounted Battalion

3 companies / Battalion

27 Sections

12 pers / section

10 x Militia Fire Teams

6 pers / fire team

20

DRDC Ottawa TM 2007-286




Distribution list

Document No.: DRDC Ottawa TM 2007-286

[EEN

[EEN

P PR R

=
ol

23

LIST PART 1: Internal Distribution by Centre

Julie Tremblay-Lutter (Section Head FFSE)

1HC,1SC

Sylvia Lam (author)
Nacer Abdellaoui

3 HC, 1 SC Library

TOTAL LIST PART 1

LIST PART 2: External Distribution by DRDKIM

2HC, 1SC

Library and Archives Canada

Ann Bradfield,  VCDS DGFDA

Col RJChekan  VVCDS DGFDA CFEC
Ottawa

BGen PJ Forgues VCDS DG Cap Dev

1 HC 1SC

Cdr GA Prudat (JFS TDP PM) VCDS CFEC

Ottawa
Lcdr Wally Woodward, DPDOIS, JIIFC

Kendall Wheaton DRDC CORA
Alfred Jeffery DRDC Valcartier
Christophe Necaille  DRDC Valcartier
Bruce Chalmer DRDC Halifax
Bill Fraser DRDC Toronto
SC DRDKIM

TOTAL LIST PART 2

TOTAL COPIES REQUIRED

DRDC Ottawa TM 2007-286

101 Colonel By Dr. Ottawa
Shirley’s Bay 3701 Carling Ave

101 Colonel By Dr. Ottawa
Shirley’s Bay 3701 Carling Ave

101 Colonel By Dr. Ottawa

21






DOCUMENT CONTROL DATA
(Security classification of title, body of abstract and indexing annotation must be entered when the overall document is classified)

1. ORIGINATOR (The name and address of the organization preparing the document. 2. SECURITY CLASSIFICATION
Organizations for whom the document was prepared, e.g. Centre sponsoring a (Overall security classification of the document
contractor's report, or tasking agency, are entered in section 8.) including special warning terms if applicable.)
Defence R&D Canada - Ottawa UNCLASSIFIED
3701 Carling Ave Ottawa ON K1A 0z4

3. TITLE (The complete document title as indicated on the title page. Its classification should be indicated by the appropriate abbreviation (S, C or U)
in parentheses after the title.)
Exploring Command and Control Concepts for an Integrated Effect Coordination Cell using an
Enhanced Tabletop Experimentation Approach: Report on the Integrated Effects Coordination
Cell Exploratory Experiment (IECCEX)

4.  AUTHORS (last name, followed by initials — ranks, titles, etc. not to be used)
Lam, S and Woodward, W

5. DATE OF PUBLICATION 6a. NO. OF PAGES 6b. NO. OF REFS
(Month and year of publication of document.) (Total containing information, (Total cited in document.)

including Annexes, Appendices,
December 2007 etc)
21 1

7. DESCRIPTIVE NOTES (The category of the document, e.g. technical report, technical note or memorandum. If appropriate, enter the type of report,
e.g. interim, progress, summary, annual or final. Give the inclusive dates when a specific reporting period is covered.)
Technical Memorandum

8.  SPONSORING ACTIVITY (The name of the department project office or laboratory sponsoring the research and development — include address.)
Canadian Forces Experimentation Center, 3701 Carling Avenue Ottawa ON

9a. PROJECT OR GRANT NO. (If appropriate, the applicable research 9b. CONTRACT NO. (If appropriate, the applicable number under
and development project or grant number under which the document which the document was written.)
was written. Please specify whether project or grant.)
11AF

10a. ORIGINATOR'S DOCUMENT NUMBER (The official document 10b. OTHER DOCUMENT NO(s). (Any other numbers which may be
number by which the document is identified by the originating assigned this document either by the originator or by the sponsor.)
activity. This number must be unique to this document.)
DRDC Ottawa TM 2007-286

11. DOCUMENT AVAILABILITY (Any limitations on further dissemination of the document, other than those imposed by security classification.)
Unlimited

12. DOCUMENT ANNOUNCEMENT (Any limitation to the bibliographic announcement of this document. This will normally correspond to the

Document Availability (11). However, where further distribution (beyond the audience specified in (11) is possible, a wider announcement

audience may be selected.))

Unlimited




13. ABSTRACT (A brief and factual summary of the document. It may also appear elsewhere in the body of the document itself. It is highly desirable
that the abstract of classified documents be unclassified. Each paragraph of the abstract shall begin with an indication of the security classification
of the information in the paragraph (unless the document itself is unclassified) represented as (S), (C), (R), or (U). It is not necessary to include
here abstracts in both official languages unless the text is bilingual.)

The first exploratory experiment of the Joint Fire Support (JFS) Technology Demonstration Project
(TDP), the Integrated Effects Coordination Cell Exploratory Experiment (IECCEX) was
conducted by the Canadian Forces Experimentation Center (CFEC) Effective Engagement
Team (EET) and JFS TDP in the Joint Concept Laboratory and Training Center (JCLTC)
located in CFEC, from 14" to 18™ May 2007. The main objective of this experiment was to
explore various Integrated Effects Coordination Cell (IECC) manning, process flow and control
models in order to facilitate the identification of an appropriate model that best suits the
requirements of providing optimal Integrated Effects (IE).

In addition to the overall objective the scientific staff also gained valuable insight into:
+ information requirements for each option;
+ situational awareness requirements for each option; and
+ areas best suited for automation.

This report documents the approach used to conduct this experiment and captures the findings
and lessons learned.

14. KEYWORDS, DESCRIPTORS or IDENTIFIERS (Technically meaningful terms or short phrases that characterize a document and could be
helpful in cataloguing the document. They should be selected so that no security classification is required. Identifiers, such as equipment model
designation, trade name, military project code name, geographic location may also be included. If possible keywords should be selected from a
published thesaurus, e.g. Thesaurus of Engineering and Scientific Terms (TEST) and that thesaurus identified. If it is not possible to select
indexing terms which are Unclassified, the classification of each should be indicated as with the title.)

Joint Fire Support, ehnanced tabletop experiment, command and control







Defence R&D Canada R & D pour la défense Canada

Canada’s leader in Defence Chef de file au Canada en matiere
and National Security de science et de technologie pour
Science and Technology la défense et la sécurité nationale

DEFENCE QV 'DEFENSE

www.drdc-rddc.gc.ca



